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e definition of general and specific obligations of employees in the management
of information security, including information on incidents of violation of in-
formation security;

e links to documents that complement the information security policy, for ex-
ample, more detailed policies and procedures for specific information systems,
as well as the safety rules to be followed by users.

Information Security Policy of the company must be approved by management,
published and communicated to all employees in an accessible and understandable
form.
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The emergence of new information technologies and the development of pow-
erful computer storage and information processing systems increased the levels of in-
formation security and necessitated that the effectiveness of information security
grow along with the complexity of the data storage architecture. So gradually the pro-
tection of economic information becomes mandatory: all kinds of documents for the
protection of information are being developed; the recommendations on information
protection are formed; even carried out a federal law on information protection,
which deals with the protection of information and the task of protecting information,
and also solves some unique issues of information protection.

This, the threat of information security has made the means of ensuring infor-
mation security one of the mandatory characteristics of the information system.

The phrase "threats to the security of information systems" refers to real or po-
tentially possible actions or events that are capable of distorting data stored in the in-
formation system, destroy them or use them for any purposes not provided for by the
rules in advance.

Protection of information from computer viruses (protection of information in
information systems) involves means of protecting information on the network, or
more specifically, software-based information security that prevents the unauthorized
execution of malicious programs that attempt to seize data and send them to an at-
tacker, or destroy database information, but protection information from computer
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viruses is incapable of fully reflecting the attack of a hacker or a person called a
computer pirate.

The task of protecting information and protecting information from computer
viruses is to complicate or make it impossible to penetrate, both viruses and the hack-
er, to sensitive data, for which the burglars in their unlawful actions are searching for
the most reliable source of secret data. And since hackers are trying to get the most
reliable secret data with minimal costs, the task of protecting information is the at-
tempt to confuse an attacker: the information security service provides him with in-
correct data, the protection of computer information tries to isolate the database as
much as possible from external unauthorized interference, etc.

What are the principles of data protection?
If you read our previous blog ‘Why is data protection training important?’ you
may recognise them, but just in case you need a re-cap, they are:

v" Personal data shall be processed fairly and within the law.

v" Personal data can only be held for specific and lawful purposes.

v’ Personal data shall be adequate, relevant and not excessive in relation to the
purpose or purposes for which they are processed.

v" Personal data shall be accurate and, where necessary, kept up to date.

v" Personal data shall not be kept for longer than is necessary.

v" Personal data shall be processed in accordance with the rights of data subjects
under this Act.

v’ Appropriate technical and organisational security measures shall be taken
against unauthorised access to data.

v" Personal data must not be transferred to a country outside the European Union
unless that country or territory has similar legislation to the Data Protection

Act that protects data.

Principle seven

When put into practice, principle seven means you, as the company or organi-
sation must have appropriate security in place to prevent the personal data you hold
being deliberately or accidentally compromised. In particular, you will need to:

v" design and organise your security to fit the nature of the personal data you hold
and the harm that may result from a security breach;

v" be clear about who in your organisation is responsible for ensuring information
security;

v make sure you have the right physical and technical security, backed up by ro-
bust policies and procedures and reliable, well-trained staff; and

v" be ready to respond to any breach of security swiftly and effectively.

So what are the key differences?

Data protection is about taking people's personal data — think names, addresses,
contact information, medical history, banking details, credit ratings and even em-
ployment records. It can also include — if necessary — sensitive personal data, such as
someone’s political opinions. The way this data is collected, accessed, updated,
stored and disposed of is all covered by Data Protection law.
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Examples of data protection best practice in your organisation: In practical
terms, we’re talking about the length of time you say you keep (and you actually do
keep) information from your clients, employees or volunteers. Application forms,
booking forms and basic contact details.

Information security (Infosec for short or otherwise known as cyber security)
refers to the technical and operational measures that any organisation must take to en-
sure that the data they hold is safe and secure. Information security is about people,
products, processes and all working aspects of a company or organisations. It’s about
the way you store the information, and what happens if it gets lost or stolen.

Examples of Information Security in your organisation: This involves business
practices like creating strong passwords, changing your password every 3 months,
whether to encrypt your data or, actually, whether you’d pick up a flash drive from
the floor and put into your computer to see what’s on it (don’t do this).
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SSL M S-HTTP - 3AIIIUTA WEB-TIPMJIOXKEHMIA

(depranckuii punman TamkeHTCKOTO YHUBEPCUTETA
UH(OPMAITMOHHBIX TEXHOJIOTHH )

[Tox mpOTOKOJIOM B 3JIEKTPOHHOW KOMMEPITUU MTOHUMAETCS aJTOPUTM, OTpeie-
JSIOIINANA TIOPSIIOK B3aMMOJCHCTBUSL YUaCTHUKOB TpaH3aKMu U (HopmaThl cooOle-
HUH, KOTOPHIMU yYaCTHUKH TPAH3AKIUH SJICKTPOHHON KOMMEPIIMH OOMEHUBAIOTCS
APYT C APYTOM C LETbI0 00ECTIEUEeHHUs TPOIIECCOB aBTOPU3AIINH U PACUETOB.

B manHbIil MOMEHT Hambosee PacIpoCTPaAaHEHHBIM MMPOTOKOJIOM, TP MOCTPOE-
HUW CHCTEM DJICKTPOHHOW KoMMmepimH siBisieTcst mpotokon SSL. [Iupokoe pacmpo-
CTpaHeHHe MpoTokojia SSL 00bsICHSAETCS B EPBYIO OYEpPEAb TEM, YTO OHA SIBISETCS
COCTaBHOM YacThIO BCEX M3BECTHBIX Opay3epoB U Web -ceBepoB. DT0, 03HAYAET, 4TO
dakTryecku 000 Biajenen KapThl, MOIB3YETCSl CTaHIAPTHBIMU CPEICTBAMU JI0-
ctyna Kk HTepHETY, MOTy4aeT BO3MOXXHOCTh MPOBECTU TPAH3AKIIUIO C MCIIOIh30Ba-
HueM SSL.

Cranmapt SSL 6wt paspadoran dupmoit Netscape Communications. B ero
OCHOBE JIGKUT MU(POBAHUE C OTKPHITHIM KIF04oM. OCHOBHAS UEs 3aKIIOYAcTCs B
TOM, YTO TIPH HCIIOJIb30BaHUM CTAHJIAPTHBIX MPOTOKOJIOB OOMEHA BCS MH(MOpMAIUS
nepenaercs no cetd VHTepHET B He3alMIIEHHOM BHUAE. TakuM 00pa3oMm, Ipu Mpo-
CJIyIIMBaHWH TpaduKa OJHMM M3 MPOMEXKYTOYHBIX y3JI0B, Bamm mapoyi, Homepa
KPEAUTHBIX KapT U WHasl KOH(HIEeHIIMaIbHAs HHPOPMAIIHSI MOTYT CTaTh JOCTOSTHUEM
obmectBeHHOCTH. [IpoTokon SSL oroBapuBaeT MeToAbl MU(pPOBaHUS BCEH Tepesa-
BaeMO MHGOpPMAIIMU MPO3PAayHO IS MOJIb30BaTels. B JaHHBIH MOMEHT MPOTOKOJI
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