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ABSTRACT 

The advent of the Internet has brought with it new innovations, new ways of doing business, 

new ways of working, new ways of engaging, and new forms of business models. It has 

ultimately disrupted the traditional ways in which we communicate, socialise, and live life in 

general. This era has heralded the requirement for digitization and has brought about the 

digital economy and the Fourth Industrial Revolution. The fundamental ways in which 

companies and governments do business are changing due to the increased innovation, and 

the cost efficiencies that this era has brought with it. 

Like most governments worldwide, the South African government has responded to the 

Internet revolution and is taking advantage of it through e-government initiatives. The direct 

effects of e-government include cost savings, efficiencies, improved and continuous 

interactions and communications with citizens, better public procurement, and improved tax 

collection. The area of digitization has the potential to improve how the South African 

government delivers services to citizens and those that reside within the borders of the 

country. 

Amongst the five elements of successful e-government transformation, process reform is at 

the top of the list. e-Government is not just about the automation of existing processes and 

inefficiencies. It is also about the creation of new processes and new relationships between 

all the stakeholders involved. In the South African context, the lack of optimised, automated, 

and digitalised processes within various government departments has impeded cross-

functional processes’ effectiveness and efficiencies. Manual interventions in processing and 

transactions occur to comply with the legal requirement to manually sign documents. This 

poses difficulties in integrating processes within government departments to achieve a 

seamless experience for the citizen. 

As a result, this treatise sets out to answer the question of what needs to be in place to allow 

for the utilisation of digital signatures in automating the processing of e-government services 

for a seamless experience for citizens and businesses. The resulting Digital Signature 

Framework can be used by government departments to implement digital signatures and 

provides providing guidance, facilitating understanding, and providing ease of use, scalability, 

and agility.    

  



 

4 

TABLE OF CONTENTS 

DECLARATION OF ORIGINALITY ...................................................................................... 1 

ACKNOWLEDGEMENTS ..................................................................................................... 2 

ABSTRACT .......................................................................................................................... 3 

TABLE OF CONTENTS........................................................................................................ 4 

LIST OF FIGURES ............................................................................................................... 7 

LIST OF TABLES ................................................................................................................. 9 

LIST OF ABBREVIATIONS AND ACRONYMS ...................................................................10 

CHAPTER 1 INTRODUCTION .......................................................................................12 

1.1 Research Context .................................................................................................. 12 

1.2 Relevance of Research Problem ........................................................................... 14 

1.3 Research Rationale and Significance .................................................................... 17 

1.4 Research Aim, Question and Objectives ............................................................... 18 

1.5 Treatise Scope ....................................................................................................... 20 

1.6 Success Criteria of the Research Objective ........................................................... 21 

1.7 Treatise Structure .................................................................................................. 21 

CHAPTER 2: RESEARCH METHODOLOGY .....................................................................25 

2.1 Introduction ............................................................................................................ 25 

2.2 Research Process .................................................................................................. 25 

2.3 Design Science Research Paradigm ..................................................................... 26 

2.4 Design Science Research Approach ..................................................................... 26 

 Peffers Approach ...................................................................................... 27 

 Design – oriented IS Research Method .................................................... 28 

 Unique Integrated Design – oriented IS Research Method ...................... 29 

2.5 Framework / Research Validity .............................................................................. 32 

2.6 Conclusion ............................................................................................................. 33 

CHAPTER 3: UNDERSTANDING DIGITAL SIGNATURES ................................................34 

3.1 Introduction ............................................................................................................ 34 

3.2 History and evolution of signatures ........................................................................ 34 

 What is a signature? ................................................................................. 35 

 How have signatures evolved? ................................................................. 35 

3.3 What are digital signatures?................................................................................... 37 

 Public Key Infrastructure (PKI) ................................................................. 37 

 Digital certificates ..................................................................................... 39 

 Creation of digital certificates ................................................................... 39 

 Digital signature verification and authentication ....................................... 41 

3.4 Benefits of PKI ....................................................................................................... 42 



 

5 

3.5 How do digital signatures enable process efficiencies? ......................................... 43 

3.6 Challenges of digital signatures ............................................................................. 44 

3.7 Conclusion ............................................................................................................. 45 

CHAPTER 4 : UNDERSTANDING LEGAL REQUIREMENTS FOR DIGITAL 

SIGNATURES 47 

4.1 Introduction ............................................................................................................ 47 

4.2 General legal standing of digital signatures ........................................................... 47 

4.3 International context – European Union (EU) ........................................................ 48 

4.4 International context – United States of America (USA) ........................................ 50 

4.5 South African context ............................................................................................. 51 

4.6 Legal challenges of digital signatures .................................................................... 52 

4.7 Conclusion ............................................................................................................. 52 

CHAPTER 5 : UNDERSTANDING PROCESS RE-ENGINEERING FOR E-

GOVERNMENT 55 

5.1 Introduction ............................................................................................................ 55 

5.2 e-Government ........................................................................................................ 56 

5.3 e-Government services .......................................................................................... 57 

5.4 e-Government Business Process Management (BPM) .......................................... 59 

5.5 Business Process Re-engineering (BPR) .............................................................. 60 

 Benefits of BPR ........................................................................................ 61 

 Enablers of BPR ....................................................................................... 62 

 Barriers to and challenges of BPR ........................................................... 63 

5.6 Conclusion ............................................................................................................. 64 

CHAPTER 6 : DEVELOPMENT OF A FRAMEWORK FOR DIGITAL SIGNATURES ....67 

6.1 Introduction ............................................................................................................ 67 

6.2 Framework development approach ........................................................................ 67 

 Phase 1 – Analysis ................................................................................... 68 

 Phase 2 – Design ..................................................................................... 70 

6.3 Conclusion ............................................................................................................. 88 

CHAPTER 7 : CASE STUDY EVALUATION OF THE FRAMEWORK ...........................90 

7.1 Introduction ............................................................................................................ 90 

7.2 e-Government service process analysis ................................................................ 91 

7.3 Utility of the digital signature framework ................................................................ 96 

 The business case ................................................................................... 98 

 The legal framework ............................................................................... 101 

 The skills audit ........................................................................................ 102 

 The technology assessment ................................................................... 107 

7.4 Digital signature framework diffusion ................................................................... 111 



 

6 

7.5 What makes the framework useful? ..................................................................... 112 

7.6 Conclusion ........................................................................................................... 115 

CHAPTER 8 CONCLUSION ........................................................................................117 

8.1 Introduction .......................................................................................................... 117 

8.2 Research Summary ............................................................................................. 117 

8.3 Discussion & Critical Reflection ........................................................................... 119 

 Research Contribution ............................................................................ 121 

 Research Limitations .............................................................................. 123 

8.4 Recommendations for further research ................................................................ 123 

8.5 Epilogue ............................................................................................................... 124 

REFERENCE LIST ............................................................................................................125 

APPENDIX A: E-GOVERNMENT SERVICES ...................................................................132 

APPENDIX B: DETAILED ACTIVITY ANALYSIS ............................................................134 

Example 1 – Registration to e-government services portal ............................ 134 

 Example 2 – Renewal of driver’s license ............................................ 136 

 Example 3 – Application for membership with SACE ....................... 142 

APPENDIX C: SAMPLE BUSINESS CASE .....................................................................149 

1. DOCUMENT HISTORY ................................................................................................151 

1.1 Document Location ................................................................................................. 151 

1.2 Revision History ...................................................................................................... 151 

2. APPROVALS ..............................................................................................................152 

3. EXECUTIVE SUMMARY...............................................................................................153 

4. ORGANISATIONAL CONTEXT ......................................................................................154 

5. PROJECT DESCRIPTION ..............................................................................................155 

5.1 Background ............................................................................................................ 155 

5.2 Strategic Alignment ................................................................................................. 155 

5.3 Goals ..................................................................................................................... 155 

5.4 Scope .................................................................................................................... 155 

4.4. Benefits ........................................................................................................................ 155 

6. STAKEHOLDER MANAGEMENT ...................................................................................156 

7. RISK MANAGEMENT ..................................................................................................157 

8. COST-BENEFIT ANALYSIS ............................................................................................158 

9. CHANGE MANAGEMENT ...........................................................................................159 

10. PERFORMANCE MANAGEMENT .................................................................................160 

 



 

7 

LIST OF FIGURES 

 

Figure 1: Digital signature framework components based on information from the IGOE 

framework BPTrends (2013) ................................................................................................19 

Figure 2: Treatise structure ..................................................................................................24 

Figure 3: The Peffers Approach (Peffers et al., 2008) .........................................................27 

Figure 4: Design-oriented IS research phases (Delport & von Solms, 2015).......................29 

Figure 5: Resulting unique integrated design-oriented IS research method ........................30 

Figure 6: Five-step process based on information from the thematic analysis process 

(Bryman et al., 2014) ...........................................................................................................31 

Figure 7: Origins of the signature based on information from SodaPDF (2019) ..................36 

Figure 8: How digital signatures work Lax et al (2015) ........................................................38 

Figure 9: Components of a digital signature Mendez (2000) ...............................................39 

Figure 10: Digital certificate creation Security Wing (2019) .................................................40 

Figure 11: User A’s encryption process Mendez (2000) ......................................................41 

Figure 12: Digital signature verification and authentication process Mendez (2000) ...........42 

Figure 13: The business process Gluu, (2018) ....................................................................59 

Figure 14: Resulting unique integrated design-oriented IS research method ......................67 

Figure 15: ISO/38500 governance model (Martínez & Llorens, 2019) .................................76 

Figure 16: Calder-Moir IT Governance Framework adapted from Moir and Calder (2015)..77 

Figure 17: Deming Cycle adapted from FlevyPro.com (2019) .............................................78 

Figure 18: Proposed resulting digital signature implementation framework .........................79 

Figure 19: Digital signature framework interrelationships model .........................................86 

Figure 20: BPR methodology based on information from Shin and Jamella (2002) ............87 

Figure 21: Unique integrated design-oriented IS research approach ..................................90 

Figure 22: BPR methodology based on information from Shin and Jamella (2002) ............92 

Figure 23: e-Government process assessment ...................................................................93 

Figure 24: Digital signature implementation framework .......................................................97 

Figure 25: Contents of the business case............................................................................99 

Figure 26: The approval section of the business case .........................................................99 

Figure 27: Project description ............................................................................................100 

Figure 28: Risk management and cost-benefit analysis ....................................................100 

Figure 29: Legal framework analysis .................................................................................102 

Figure 30: Skills audit template ..........................................................................................106 

Figure 31: Technology vendor evaluation ..........................................................................110 

Figure 32: Digital signature framework interrelationships ..................................................113 

Figure 33: Proposed resulting digital signature implementation framework .......................121 

Figure 34: Login screen - e-government services 

https://www.eservices.gov.za/tonkana/dashboard/home.jsf ..............................................134 

Figure 35: e-services home page 

https://www.eservices.gov.za/tonkana/dashboard/home.jsf ..............................................135 

Figure 36: e-licensing system https://www.eservices.gov.za/tonkana/dashboard/home.jsf

 ..........................................................................................................................................136 

Figure 37: e-Natis home page – https://online.e-natis.gov.za ............................................137 

Figure 38: license renewal page - https://online.e-natis.gov.za .........................................138 



 

8 

Figure 39Figure 38: license renewal page - https://online.e-natis.gov.za ..........................138 

Figure 40: province selection - https://online.e-natis.gov.za ..............................................139 

Figure 41: province selection - https://online.e-natis.gov.za ..............................................139 

Figure 42: application form - https://online.e-natis.gov.za .................................................140 

Figure 43: SACE home page – www.e-services.gov.za/SACE ..........................................142 

Figure 44: SACE home page – www.e-services.gov.za/SACE ..........................................142 

Figure 45: SACE registration information – www.e-services.gov.za/SACE .......................143 

Figure 46: new application – www.e-services.gov.za/SACE ..............................................143 

Figure 47: contact information – www.e-services.gov.za/SACE ........................................144 

Figure 48: matric details – www.e-services.gov.za/SACE .................................................144 

Figure 49: tertiary details – www.e-services.gov.za/SACE ................................................145 

Figure 50: tertiary details – www.e-services.gov.za/SACE ................................................145 

Figure 51: attachments – www.e-services.gov.za/SACE ...................................................146 

Figure 52: declaration – www.e-services.gov.za/SACE .....................................................146 

  



 

9 

LIST OF TABLES 

 

Table 1: Abbreviations and Acronyms .................................................................................10 

Table 2: Digital signature technology requirements based on information from Biely and 

Hassler (1999), van Eecke (1999), Mendez (2000), Vansevenant (2003), El-Affendi (2008), 

Schaettgen et al. (2014), Lax et al. (2015)...........................................................................46 

Table 3: Legal requirements for digital signatures based on information from Sjoberg et al. 

(2010), The European Parliament of the Council (2014), Snail (2018), United Nations 

(2019). .................................................................................................................................54 

Table 4: BPR requirements based on information from Lanvin (2002), Burn and Robinson 

(2003), Marche and McNiven (2003), Davison et al. (2005), Samaranayake (2009), 

Srivastava (2011), Jurisch et al. (2013), Pappel et al. (2017). .............................................65 

Table 5: Phase 1 elements based on information from Delport (2015) ................................68 

Table 6: Phase 2 elements based on information from Delport (2015) ................................70 

Table 7: Consolidated requirements from literature review chapters Biely and Hassler 

(1999), van Eecke (1999), Mendez (2000), Lanvin (2002), Burn and Robinson (2003), 

Marche and McNiven (2003), Vansevenant (2003), Davison et al. (2005), El-Affendi (2008), 

Samaranayake (2009), Sjoberg et al. (2010), Srivastava (2011), Jurisch et al. (2013),  

Schaettgen et al. (2014), The European Parliament of the Council (2014), Lax et al. (2015), 

Pappel et al. (2017), Snail (2018), United Nations (2019). ..................................................71 

Table 8: Alignment of the BPR metholodolgy and the DSF core aspects ............................88 

Table 9: As-is process – Renewal of driver's license ...........................................................94 

Table 10: To-be process – Renewal of driver's license .......................................................95 

Table 11: Alignment of BPR metholodolgy and DSF core aspects ......................................98 

Table 12 : Reaseach Question Results .............................................................................120 

  



 

10 

LIST OF ABBREVIATIONS AND ACRONYMS 

 

Table 1: Abbreviations and Acronyms 

Acronym Definition 

AD Anno Domini 

BC Before Christ 

BPI Business Process Improvement 

BPR Business Process Reengineering 

C2G Citizen to Government 

CA Certification Authority 

DOC Department of Communications 

DSF Digital Signature Framework  

ECTA Electronic Communications and Transactions Act 

eIDAS Electronic Identification, Authentication and Trust Services 

EU European Union 

G2B Government to Business 

G2C Government to Citizen 

G2G Government to Government 

G2E Government to Employee 

GDP Gross Domestic Product 

GDPR General Data Protection Regulation 

ICT Information and Communications Technology 

IGOE Input, Guides, Output, Enablers 

IR4 Fourth Industrial Revolution 

IS Information Systems 



 

11 

ISO / IEC International Organization for Standardization and the 

International Electrotechnical Commission 

MLES Model Law on Electronic Signatures 

OECD Organisation for Economic Co-operation and Development 

PFMA Public Financial Management Act 

PKI Public Key Infrastructure 

POPIA Protection of Personal Information Act 

SACE South African Council for Educators 

SAQA South African Qualifications Authority 

UCC Uniform Commercial Code 

UETA Uniform Electronic Transactions Act 

UN United Nations 

UNCITRAL United Nations Commission on International Trade Law 

URL Unified Resource Locator 

USA United States of America 

 

 

 



 

12 

CHAPTER 1 INTRODUCTION 

 

1.1 Research Context 

The advent of the Internet has brought with it new innovations, new ways of doing 

business, new ways of working, new ways of engaging, and new forms of business 

models. It has ultimately disrupted the traditional ways in which we communicate, 

socialise, and live life in general. Robinson and Halle (2002) made a case against 

those who are sceptical about the transforming power of digitization. They came to the 

conclusion that digitization has enabled people to interact creatively with products, and 

in the future the impact of digitization will qualify to be labelled as a revolution.  

Eden (2018) states that digitization and the digital economy, which herald the start of 

the Fourth Industrial Revolution (IR4), are upon us. The dawn of the Fourth Industrial 

Revolution and advances in technology signal the need for digitization of services 

provided by the government. Deloitte (2016) refers to this industrial revolution as being 

beneficial to organisational clients, their employees, their internal administration, their 

communities, and broader society. The fundamental ways in which companies and 

governments do business are changing due to, inter alia, increased innovation, 

ubiquitous channels, seamless processes, huge amounts of data that need to be 

tailored to the needs of the customer or citizen, and the cost efficiencies that this era 

has brought with it. 

Like most governments worldwide, the South African government has responded to 

the Internet revolution and is taking advantage of it through e-government initiatives. 

Lanvin (2002) states that the direct effects of e-government include cost savings, 

efficiencies, improved and continuous interactions and communications with citizens, 

better public procurement, and improved tax collection. Although it is often 

misunderstood by those in government and those who must receive government 

services, the digitization of the provision of government services cannot be avoided or 

even postponed. In the Estonian government, 600 e-government services have been 

digitalised, which has saved them 2% or $500 million per annum in Gross Domestic 

Product (GDP) (Anthes, 2015). 

The South African government published the latest National e-Government Strategy 

in 2017 to address how the government would deliver services to South African 
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citizens online and to guide the digital transformation of public services in South Africa 

into an inclusive digital society, where all citizens can enjoy an improved quality of life 

due to opportunities provided by digital technologies. The premise of the e-government 

strategy is to provide citizen-centric services regardless of the channel, device, or 

method of engagement. This means that all government services should be integrated 

and interoperable to provide a citizen-centric experience. 

To date there has been a lack of progress on e-government initiatives due to a number 

of structural limitations, including policies, regulatory frameworks, infrastructure, skills 

shortages, resource constraints, and integration constraints (Mutula & Mostert, 2010; 

Matavire et al., 2010; National e-Government Strategy, 2017).  

Lanvin (2002) further states that amongst the five elements of successful e-

government transformation, process reform is at the top of the list and at the heart of 

efficient service delivery. The National e-Government Strategy (2017) has listed 

process reform as one of the most prominent challenges within government 

departments in South Africa. e-Government is not just about the automation of existing 

processes and inefficiencies. It is also about the creation of new processes and new 

relationships between all the stakeholders involved. In the South African context, the 

lack of optimised, automated, and digitalised processes within various government 

departments has impeded cross-functional process effectiveness and efficiencies 

(National e-Government Strategy, 2017). Most internal government processes are not 

optimised and fully automated, and at some point manual interventions must occur. 

These manual interventions often have to do with being legally required to have 

documents signed. It is thus a difficult feat to integrate semi-automated and inefficient 

processes across government departments to achieve a seamless and efficient 

experience for the citizen. This problem is further compounded by the lack of a 

standardised and compliant digital signature framework (National e-Government 

Strategy, 2017) within the government to enable seamless digital processing for 

government services.  

The Electronic Communications and Transactions Act (ECTA) Chapter 3 Part 1 

recognises that electronic documents and signatures can serve as the electronic 

functional equivalents of their paper-based counterparts (LexisNexis, 2018). Even 

though the ECTA has given electronic signatures the legal basis for validity, the 
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adoption and use of electronic signatures has been slow in South Africa and 

internationally (Brown, 2013). This is due to a number of reasons, including not 

knowing how to interpret the law, having too many technologies to choose from, not 

having the right culture and mindset, and not having the right leadership (Matavire, 

2010). 

This paper seeks to propose a framework that governments can use to implement 

digital signatures within their processes and enable optimised services, which can be 

utilized internally or by other government departments, citizens, and businesses alike. 

1.2 Relevance of Research Problem 

Manual, semi-automated, and inefficient processes make it difficult to achieve full 

integration and interoperability of government departments both internally and 

externally, rendering it impossible to reach the full potential of e-government. Full 

automation of processes means that any manual interventions are eliminated within 

the lifecycle of the process. Electronic and digital signatures are often not used in 

processing government services and transactions, as most processing still requires 

conventional signatures, i.e. paper-based signatures, to serve as an authentication 

mechanism for non-repudiation of the authenticity of signatures and to conclude any 

governmental transactions (contracting). 

To reap the full benefits of e-government, governments and government departments 

must be seamless, frictionless, transparent, safe, and secure (Ngulube, 2007; Waller 

& Genius, 2015). The research undertaken for this study was driven by the following 

motivations: 

1. Process automation results in cost efficiencies and process efficiencies. 

Business processes are at the heart of every e-business and e-government 

operation, and any inefficiencies in e-commerce processes result in high 

operating costs (Casati & Shan, 2000). Manual interventions in executing 

business processes result in compromised quality and extended time lags. The 

fragmented applications often need to be rationalised into an integrated, 

coherent environment where there is seamless processing. Mohapatra (2009) 

argues that automating the management and workflow of a business process 

vastly improves control measures and reduces the organisation’s exposure to 

costly delays, errors, and omissions. 
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He further argues that consolidating multiple business processes through 

automation has a direct impact on the return on investment (ROI) of the 

organisation. It leads to reduced costs associated with additional applications 

and maintenance fees, reduced IT staff time spent supporting and maintaining 

numerous applications, simplification of customer interactions through web-

based services, as well as enhanced data sharing, collaboration, and synergy 

between different departments. Finally, there would be an increase in and 

enhancement of the measurement of and reporting on organisational 

performance, resulting in effective management of the business processes, 

workflows, and resources. 

2. e-Government must extend beyond current, often inefficient processes. 

e-Government is not just about automating current inefficient processes. It is 

also about reforming current processes to meet future needs (Lanvin, 2000). 

Alpar and Olbrich (2005) and Schware and Deane (2003) concur that the 

modernisation and optimisation of governments and public administration to a 

state of efficient e-government cannot be achieved merely by implementing 

available software and current processes. Governments need to embark on an 

analysis of how ICTs can improve government processes to make them more 

efficient and effective.  

Scheer et al. (2003) also discovered that processes in the government sphere 

have not been documented at all, and there is definitely a need for careful 

analysis of public processes to improve them and make provisions for more 

efficient workflows, which will create measurable financial benefits for both the 

government and citizens. However, it should be noted that re-engineering 

government processes and workflows for e-government should be done within 

the ambits of the legal frameworks that govern the public sector. Re-

engineering should not be isolated from the legal models, as this might lead to 

breaking the law (Alpar & Olbrich, 2005).  

Thus, it is imperative that government processes are remodelled towards e-

government by analysing the following: 

a. The relevant subjects, objects, activities, events, and constraints of 

administrative and transactional processes 
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b. The standardisation opportunities for government processes that can 

be synchronised and collated to form one-stop solutions for their end 

users 

c. The re-engineering restrictions imposed by legal frameworks or other 

public regulations 

An integrated process model should make it possible for process improvements 

within the government to ensure that e-government is attained. 

3. Electronic and digital signatures provide mechanisms for seamless processing 

and process efficiencies. 

Seamless transactions are achieved through two components: ubiquitous 

technology solutions and geopolitical solutions. Ubiquitous technology 

solutions refer to the technologies that provide assurances for and enable 

confidentiality of content as well as provide authentication of identity for 

transactions. In the manual world, these transaction features are achieved 

through seals, signatures, and visual recognition. In the electronic world, these 

features are delivered by cryptographic encryption and digital authentication 

through methods such as public key technologies delivered via certification 

authorities (Liddy & Sturgeon, 1998). 

Liddy & Sturgeon (1998) further described geopolitical solutions as referring to 

the legislative and regulatory frameworks of the country where the transaction 

occurs and the establishment of trust in the certification authority.  

For seamless transactions in e-government to be achieved for better service 

delivery, the Organisation for Economic Cooperation and Development (OECD) 

(2010) has recommended that some key building blocks, including identity 

verifications and authentications, common data sets, and a common 

architecture and set of standards for infrastructure and regulations, have to be 

put in place. 

4. Electronic and digital signatures provide mechanisms for authentication, non-

repudiation, data integrity, and security for the citizens’ peace of mind. 
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Ensuring the security and privacy of personal data that is collected and/or used 

in the process of electronic delivery of services is essential to building and 

maintaining users’ trust in online services (OECD, 2010). 

Digital signatures by their design and make-up are inherently secure and offer 

features such as authenticity, data integrity, non-repudiation, and confidentiality 

(Wilson, 1999; Magnusson & Norden, 2010; CIO Council, 2013; Flaherty & 

Lovato, 2014; Lentner & Parycek, 2015). 

Thus, the use of electronic and digital signatures creates a platform for building 

trust between the government and citizens. 

1.3 Research Rationale and Significance 

Processes are the backbone and enablers of e-government services. e-Government 

is not just about the automation of existing processes and inefficiencies. It is also about 

the creation of new processes and the formation of new relationships between all the 

stakeholders involved (Lanvin, 2002) as well as the technology that enables and 

supports the new processes (Pillay, 2002).  

The motivation for this research is that process reform is amongst the five elements of 

a successful e-government, and this has been articulated in literature various times 

(Lanvin, 2002). For process reform to be efficient, process re-engineering is necessary 

to modernise (optimise and automate) government processes and increase their 

performance to meet the demands of offering online services, saving time and energy, 

and increasing efficiencies (El-Affendi, 2008). The introduction of e-signing to 

processes and transactions through electronic and digital signature mechanisms 

becomes an important enabler and implies much wider changes with respect to 

systems, including the new signature technology, changes in process approaches and 

methodologies, and changes in how people consider electronic signatures (El-Affendi, 

2008). When implemented, these changes can lead to the entities instituting paperless 

environments. 

The development of a framework for implementing digital signatures in government 

for e-government services will provide guidelines for governments to improve their 

processes and to standardise their use of digital signatures. The Estonian government 

has been able to save 2% of their Gross Domestic Product (GDP), or $500 million per 
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year, by using their universal electronic identification card underpinned by digital 

signatures for all 600 of their e-services to citizens. 

For South Africa to reap the benefits of e-government, case studies such as the 

Estonian government case study would need to be emulated and ameliorated, starting 

with optimising, automating, and digitalising processes within various government 

departments to improve effectiveness and efficiencies for all the 150 proposed e-

government services (National e-Government Strategy, 2017). 

The research output, i.e. a framework for implementing digital signatures, will 

contribute to the interventions that have been articulated in the National e-Government 

Strategy, which government departments can use to reform their processes by using 

digital signatures for efficient service delivery. 

1.4 Research Aim, Question and Objectives 

The primary research objective is to develop a framework for the implementation of 

digital signatures to improve e-government processes and service efficiencies. 

The IGOE (Input, Guides, Outputs, Enablers) framework depicted in Figure 1 is used 

to derive the secondary research questions. The secondary research questions assist 

in meeting the primary research objective, as they provide the theoretical requirements 

that determine the components of the framework for digital signature implementations. 

The IGOE concept was created for the purpose of documenting service-oriented 

processes (Long, 2012). It is thus used to document and understand processes that 

are intentionally geared towards services. 
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Figure 1: Digital signature framework components based on information from the IGOE framework 
BPTrends (2013)  

Figure 1 depicts the IGOE components that must be considered in digital signature 

implementations to render them effective for process improvements. The various 

IGOE components used for this treatise are guided and derived from the literature 

regarding digital signatures and its underlying technology (Chapter 3), process 

improvement enablers (Chapter 5) as well as the legal requirements (Chapter 4) which 

guide the implementation of digital signatures, thus the following components are 

considered: 

1. The inputs – What is taken in or consumed by a system to produce the desired 

results. To produce a framework for improving e-government processes and 

services using digital signatures, the inputs required are the digital signatures 

themselves as well as digital certificates. 

2. The enablers – Those components that make the framework possible, i.e. 

process optimisation, technology standardisation, skills, culture. 

3. The guides – Those elements that direct the use of the inputs. These guides 

can take the form of laws, regulations, policies, standards. 
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4. The output – The desired outcome of the overall process. The desired outcome 

of this process is a framework for implementing digital signatures for e-

government services to improve their efficiencies. 

All these components and elements must be taken into consideration to reach the 

desired output. The developed framework will provide guidelines for governments to 

improve their processes and standardise their utilisation of digital signatures, which 

will cut costs and improve efficiencies. 

The answers to the research questions will provide the necessary and desired 

components for the framework needed to achieve the main research objective in line 

with the IGOE framework. The following research questions will be answered: 

1. What are digital signatures and what impact do they have on e-government 

process efficiencies? (SO1) 

2. What are the guides (laws, regulations) that direct the implementation of digital 

signatures? (SO2) 

3. What are the enablers of e-government process efficiencies (process 

optimisation, technology, skills, culture)? (SO3) 

The answers to these research questions are presented and addressed in the 

literature review in Chapters 3 to 5. Chapter 6 utilises the concluding requirements 

gathered from the literature review to develop the framework. 

1.5 Treatise Scope 

The focus of the treatise is confined to the process optimisation perspective of e-

government and how digital signatures can improve service efficiencies. The study will 

not look at the other structural challenges that have impeded the South African 

government in fulfilling and achieving some of the initial e-government strategic 

objectives.  

A vast amount of literature on e-government maturity and implementation models as 

well as structural challenges that impede e-government implementation currently 

exists. However, not enough literature exists that solely discusses improving e-

government process efficiencies and maturity. 

The treatise proposes a framework that can contribute to the limited discussion on 

process efficiencies within e-government frameworks and implementation models. 
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1.6 Success Criteria of the Research Objective 

The success of the research objective, which is to develop a framework for 

implementing digital signatures to improve e-government processes and service 

efficiencies, is underpinned by the actual digital signature framework meeting certain 

success criteria. 

The success criteria are broadly concerned with the framework providing guidance, 

facilitating understanding, and providing ease of use, scalability, and agility.  

In being a guidance tool, the framework should be designed to provide organisations 

with guidance on how to implement digital signatures to improve their process 

efficiencies. A framework by nature is a tool that provides a structure, gives direction, 

and guides what should be built and how components should interrelate. 

As a tool that facilitates understanding, the framework should be designed to provide 

organisations with knowledge of how all the core aspects of the framework relate to 

one another. It should also provide an integrated interrelated view for implementation. 

This implies that the framework should be descriptive in terms of how its core aspects 

are interrelated.  

To provide ease of use, the framework should supply simple templates that 

organisations can use to assist them in their various implementations.  

To be scalable, the digital signature implementation framework should be able to be 

adapted to suit various governmental implementations. The framework should be able 

to be utilised for a single function within a governmental department or ministry as well 

as for interdisciplinary functions and interministerial functions. 

Finally, to provide agility, depending on the organisational ways of working, the 

framework should be able to be implemented using either the waterfall or the agile 

methodology. 

1.7 Treatise Structure 

The treatise begins with an introduction in Chapter 1, followed by Chapter 2, which 

defines the research design and methodology. A unique integrated qualitative analysis 

approach is utilised and within that a structured literature review process is 

undertaken. Chapters 3 to 5 will form the basis of the structured literature review. Each 
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chapter will answer a secondary research question and provide requirements that will 

ultimately be used in the output framework. 

The structured literature review follows the process of asking a clear question and 

locating all relevant published and unpublished studies and other types of content, 

such as websites, to limit the impact of publication biases. 

Chapter 3 focuses on answering what digital signatures are and how they work, what 

is required to enable digital signatures to be effective and usable, and what challenges 

have been documented regarding digital signatures. Finally, it concludes with the 

requirements for effective digital signature solutions. The chapter answers the 

research question: What are digital signatures and what impact do they have on e-

government process efficiencies? 

Chapter 4 focuses on guides that have an impact on the use of digital signatures. 

These guides have a fundamental bearing on the implementation and utilisation of 

digital signatures. They can take the form of legislation, regulations, directives, 

policies, and standards that have an impact on digital signatures. The chapter seeks 

to unearth the legislative and regulatory requirements that must be fulfilled for digital 

signatures to be accepted as a legal form of signing by the courts. It concludes by 

highlighting some of the documented challenges in the areas of legislation, regulation, 

policies, and standards. The chapter answers the research question: What are the 

guides (laws, regulations) that direct the implementation of digital signatures? 

Chapter 5 focuses on the enablers that have an impact on e-government processes 

and services that should be considered to enable digital signatures to be effective. 

Themes such as process optimisations, technology standards, organisational culture, 

and available and appropriate skills are considered when researching the enablers. 

The chapter seeks to gather the requirements that must be fulfilled within the themes 

to enable the implementation of digital signatures. The chapter answers the research 

question: What are the enablers of e-government process efficiencies (process 

optimisation, technology, skills, culture)? 

Chapter 6 focuses on developing the framework based on the requirements gathered 

in Chapters 3 to 5. Finally, Chapter 7 validates the utility of the framework by using a 

case study. Chapter 8 concludes the research study by revisiting the research problem 

and objectives and making recommendations for further research. 
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Figure 2 outlines the structure of the treatise as explained above. 
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Figure 2: Treatise structure
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CHAPTER 2: RESEARCH METHODOLOGY 

 

2.1 Introduction 

This chapter defines the research paradigm as well as the methodology used to achieve 

the primary objective of the study. The first section provides an overview of the research 

paradigm for the study. This is followed by an overview of the methodology and methods 

utilised in the study. After motivating the research design, the chapter describes the 

process used to select the sample of texts for the research analysis. 

2.2 Research Process 

The research process is generally defined as those activities that contribute to the 

understanding of things that can be seen, felt, or found interesting. These things are 

referred to as phenomena (Kuhn, 1996). Within the research process, the philosophical 

dimensions of a phenomenon or the identified problem must be addressed. These 

philosophical dimensions represent the research paradigm. The research paradigm is 

defined as the fundamental assumptions and beliefs about how the world is perceived 

that serve as the thinking framework for the researcher (Wahyuni, 2012). In other words, 

the research paradigm is the perspective or school of thought that informs the 

interpretation of the research data (Kivunja & Kuyini, 2017).  

In Information Systems (IS) or Information Technology (IT) research, all or part of the 

researched phenomenon may be created as opposed to naturally occurring (Kuechler, 

2008). This is evidenced by the difference between natural sciences and sciences of 

the artificial, i.e. design science. In natural sciences phenomena occur naturally or 

without human intervention, and in design science objects and phenomena are man-

made or artificially designed to meet certain desired goals (Delport & von Solms, 2015). 

Delport & von Solms, (2015) further state that design is one of the primary purposes of 

information systems and thus render information systems as design. 

It is therefore fitting that IS research should follow a design science research process 

to understand the theoretical contribution of phenomena to the domain of study. 
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2.3 Design Science Research Paradigm 

Since this particular study falls within the realm of IS, the design science research 

paradigm was used as a thinking framework by the researcher to provide an 

understanding of the fundamental assumptions of the research problem.  

It is emphasised by the design science research methodology that artefacts should be 

designed and constructed. The artefacts, can be in the form of systems, applications 

and methods that could potentially contribute to the efficiency and effectiveness of 

information systems in organisations (Peffers et al., 2007). 

Hevner & Yao (1979); Nunamaker et al. (1989); Peffers et al. (2008); Goldkuhl (2012); 

also emphasise that the artefacts produced through design science research should be 

applied to solve real-world problems or to enhance organisational efficiencies. The 

design science research paradigm is motivated by the need to improve the applicable 

environment or setting through the introduction of new and innovative artefacts and 

processes for building these artefacts (Simon, 1996).  

Simon (1996) further states that the application domain of design science consists of 

the people, processes, information, organizational systems, and technical systems that 

interact to work towards a goal. To achieve the best results within the design science 

research the researcher should start by identifying and documenting the challenges and 

opportunities in a real-world setting. 

Since the design science research methodology emphasises the design and 

construction of artefacts, the research methodology is fitting for this particular research 

study, as it aims to produce a framework for implementing digital signatures within the 

public sector for e-government service efficiencies. The framework artefact will be used 

as the structure according to which the people, process, and technology aspects of 

implementing digital signatures within the public sector can be developed to assist 

government departments in implementing efficient e-government services. 

2.4 Design Science Research Approach 

The academic freedom of design-oriented IS research afforded the researcher the 

opportunity to formulate and devise a unique framework development approach 

(Delport, 2015). This approach integrated elements of the design science research 

methodology, or the Peffers approach, and design-oriented IS research. This unique 
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approach provided the researcher with comprehensive guidance on how to conduct the 

study. 

 Peffers Approach 

Delport and von Solms (2015) state that the Peffers approach is one of the most well-

known and commonly used approaches to design science research. It consists of six 

activities through which the design science research is conducted. Figure 3 illustrates 

this approach. 

 

Figure 3: The Peffers Approach (Peffers et al., 2008) 

2.4.1.1 Problem Identification and Motivation 

The first activity in the process includes identifying and defining the specific research 

problem and justifying the value of a solution (Peffers et al., 2008). According to Peffers 

et al. (2008), the justification of the value of the solution provides motivation to the 

researcher and the audience of the research to pursue the solution and to accept the 

results. It also helps others to understand the reasoning associated with the 

researcher’s understanding of the problem. 

2.4.1.2 Objectives of a Solution 

The second activity in the process is defining the objectives of a solution. Peffers et al. 

(2008) state that this particular step consists of inferring the objectives of a solution from 

the problem definition and knowledge of what is possible and feasible. 
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2.4.1.3 Design and Development 

The third activity in the process is design and development, during which the artefact is 

created. Delport and von Solms (2015) state that artefacts can be constructs, models, 

methods, or instantiations.  

2.4.1.4 Demonstration 

The fourth activity in the process is the demonstration of the artefact. This entails using 

the process for experimentation, simulations, case studies, verification, or other 

appropriate tasks (Peffers et al., 2008).  

2.4.1.5 Evaluation 

The fifth activity in the process is evaluation of the artefact, during which the researcher 

observes and measures how well the artefact supports a solution to the problem.  

2.4.1.6 Communication 

The last activity in the process is where the researcher communicates the outcomes of 

the entire research process and the output delivered (Peffers et al., 2008). Peffers et al. 

(2008) further states the researcher should also show or communicate the utility of the 

output artefact, in terms of its rigor in design, and its usefulness.  

 Design – oriented IS Research Method 

Design-oriented IS research is the other research approach that was used to formulate 

the unique integrated research approach used in this study. According to Österle et al. 

(2010), the design-oriented IS research approach illustrated in Figure 4 aims to develop 

and provide an artefact as a research contribution or output, which can be used to 

address a real-world problem in collaboration with stakeholders such as economic 

players, the political system, public administration, and various other groups in society. 

Delport and von Solms (2015) emphasise that for research to be deemed design-

oriented IS research, it must follow the following four principles: 

1. Abstraction – Each artefact must be generally applicable to more than one type of 

problem. 

2. Originality – Each artefact must substantially contribute to the advancement of the 

body of knowledge. 

3. Justification – Each artefact must be justified and must allow for validation thereof. 

4. Benefit – Each artefact must yield benefits. 
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Figure 4: Design-oriented IS research phases (Delport & von Solms, 2015) 

Deport and von Solms (2015) note that the two approaches are very similar but differ in 

the evaluation phase. In design-oriented IS research, the evaluation phase is a 

continuous process throughout the development of the artefact in close collaboration 

with the stakeholders.  

For the purpose of this treatise, the evaluation phase was not conducted throughout the 

development of the artefact, but was limited to its own separate phase. The research 

conducted was not in collaboration with identified stakeholders but was conducted 

through a case study. The case study was chosen as it provided the researcher the 

freedom to choose and eliminate those studies which were relevant or irrelevant to 

validate the assumptions that e-government processes are riddled with manual 

interventions which render those processes ineffective. The other differences between 

the Peffers approach and the design – oriented research method is that the Peffers 

approach requires the artefact to be demonstrated to the stakeholders. The Design – 

oriented research requires diffusion of the artefact to stakeholders. As can be seen both 

the Peffers and the Design – oriented research method require engagement with 

stakeholders, which did not happen for this research study.  

 Unique Integrated Design – oriented IS Research Method   

The two approaches became the base for the researcher’s unique integrated approach 

illustrated in Figure 5, as not all phases were relevant to the research approach for the 

study. The unique integrated design science research approach includes elements of 

both the Peffers approach and design-oriented IS research. The main difference lies in 

the analysis and evaluation phases. Instead of close collaboration with stakeholders 

during those phases, this approach is based on the researcher identifying the real-world 

problem and using literature to back up the problem identification. In terms of evaluation, 

a case study was used to test the validity of the resulting framework as opposed to 

stakeholders testing and validating the resulting output based on their needs. 
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Figure 5: Resulting unique integrated design-oriented IS research method 

The nature of the study follows the principles of the design-oriented IS research 

approach, as all four principles are present in the study. 

As can be seen in Figure 5, the unique integrated design-oriented IS research approach 

consists of four phases: Phase 1 – Analysis Phase, Phase 2 – Design Phase, Phase 3 

– Evaluation Phase, and Phase 4 – Validation Phase. During Phase 1, a problem was 

identified and subsequently a problem statement was formulated. A literature review 

was then undertaken guided by the IGOE framework. The literature review resulted in 

specific requirements which were used as components of the output framework. 

The literature review in Phase 1 was conducted in a structured manner similar to an 

inductive thematic analysis, where the researcher builds a theory by observing specific 

instances and seeking to establish generalisations about the phenomenon under 

investigation (Bryman et al., 2011).  

The researcher followed a five-step process (Bryman et al. 2014), which is illustrated 

in Figure 6. 
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Figure 6: Five-step process based on information from the thematic analysis process (Bryman et al., 
2014) 

The steps can be summarised as follows: 

1. Data familiarisation: Transcribing data if necessary, reading material, and noting 

down initial ideas 

2. Generating initial codes: This step includes finding interesting features and 

characteristics of the data 

3. Searching for requirements from the categories: Collating codes into potential 

categories and gathering all data relevant to each potential category 

4. Reviewing the requirements: Checking whether the resultant requirements work 

in relation to the coded extracts 

5. Defining and naming categories: Refining the specifics of each and the story that 

the data tells based on the analysis performed. This step also involves defining 

the names and descriptions of each data category 
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Phase 1 of the unique integrated design – oriented research approach constituted the 

identification of the problem, formulating the research objectives, the literature study as 

well as gathering the emerging requirements for the resulting framework. 

Phase 2 of the unique integrated design-oriented research approach constituted the 

design of the artefact. This phase highlighted the procedure and thought process used 

to develop the digital signature implementation framework. The process is detailed in 

Chapter 6 of this treatise. 

Phase 3 of the unique integrated design-oriented research approach is the evaluation 

phase. This phase evaluates the utility and applicability of the output digital signature 

implementation framework against a chosen case study. This process is detailed in 

Chapter 7 of the treatise. 

The final phase, Phase 4, is the validation and diffusion phase of the framework, wherein 

the framework is published for consumption. 

2.5 Framework / Research Validity 

The unique integrated design-oriented IS research approach requires the output artefact 

to be validated and evaluated, as depicted in Figure 5. For this study, the utility of the 

resulting framework was evaluated through a case study. The purpose and idea behind 

using a case study for the validation was to prove that the framework could be easily 

utilised and adapted to suit the needs of the organisation using the success criteria 

established in Chapter 1. The evaluation of the case study was conducted in the 

following manner: 

1. A government department where digital signatures could be implemented to 

improve process and service efficiencies was identified. The government 

department was identified using a structured method based on a proven process 

re-engineering methodology. 

2. As the identified government department proved to have service and process 

efficiency issues, for the purpose of the validation, it was assumed that the 

department would embark on a digital signature implementation journey to rectify 

their current inefficiencies. Thus, based on this assumption, the second step of 

the evaluation involved taking four core aspects of the framework and providing 

guidance on how those core aspects would be delivered as part of the 
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implementation. The researcher also populated the supporting toolkit templates 

associated with those core aspects of the framework.   

3. Finally, recommendations were made to department in terms of how they could 

potentially implement the digital signature framework in their organisation to 

improve process and service efficiencies.    

For a study at this level, the validation process did not go through the entire digital 

signature implementation framework, as there simply was not enough time. This 

presents an opportunity for the researcher to propose conducting an end-to-end holistic 

validation of the framework. 

2.6 Conclusion 

The objective of this chapter was to introduce the research approach that the study 

employed. A unique integrated design-oriented IS research approach was tailor-made 

for this study based on two reputable design science research methods.  

The study was not conducted in collaboration with stakeholders within government, but 

the real-world problem was identified through observations within the researcher’s 

current work environment as well as literature studies which supported the research 

problem. 

The research followed a qualitative research process, and the literature review was 

conducted with guidance from a process-oriented framework for process efficiencies. 

The framework guided the secondary research questions, and the outputs of the 

literature chapters yielded the requirements needed to formulate and develop the digital 

signature framework. 

The chapter was concluded with a discussion of the manner in which the validation of 

the utility of the framework will be executed. 
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CHAPTER 3: UNDERSTANDING DIGITAL SIGNATURES 

 

3.1 Introduction 

Electronic and digital signatures form part of the fundamental components of the 

framework that this study aims to develop. In Chapter 1, the context and an overview of 

the research study were presented. Chapter 2 provided the context of the research 

methodology that is employed in meeting the research objective. The following three 

literature study chapters will provide substance to the fundamental components that 

make up the IGOE framework, which will be used to develop the output of this study. 

The literature review presents the ontological and epistemological context that provides 

the various inputs to the framework. 

This chapter forms part of the Inputs of the IGOE framework discussed in chapter 1, 

which provides a breakdown of all the components required in digital signature 

implementations to render them effective for process improvements. The chapter is 

further attributed to Phase 1 – the analysis phase of the unique integrated design-

oriented IS research method employed for this treatise. 

This chapter also provides context regarding where signatures come from and how they 

have evolved over time to where we find ourselves in an era of digital signatures, what 

digital signatures are and how they work, the benefits of digital signatures and how they 

serve us, and how digital signatures can enable process efficiencies. The chapter will 

end by discussing the challenges faced when using and implementing digital signatures. 

This chapter explains the basics of digital signatures and answers the research 

question: What are digital signatures and what impact do they have on e-government 

process efficiencies? 

3.2 History and evolution of signatures 

To gain an understanding of and appreciation for digital signatures, it is worth going 

back to understanding traditional signatures, the functions they are capable of 

performing, and the technology that has been historically associated with them. 

This section chronicles the history and evolution of signatures, dating back as far as 

ancient times, as they evolved alongside writing and language. 
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 What is a signature? 

A signature has traditionally functioned as a permanent mark or symbol that is either 

written or typed (Lovato, 2014) on a document as a person’s unique identification in 

personal witness and authentication and certification of the contents of the document 

(Mason, 2016).  

It is usually the intent of the person signing to associate themselves with a document in 

a manner which has legal significance (Chief Information Officers Council, 2015). 

Furthermore, the reasons for signing a document will vary based on the context and 

purpose of the transaction. A signature can take the form of a sign or mark, a rubber 

stamp, the name and surname of a person written in full or their initials, or a proxy 

(Mason, 2016). 

From a legal point of view, Lovato (2014) states that the purpose of a signature is to 

authenticate a record, contract, or other document by use of a symbol or mark. It 

provides certainty as to the personal involvement of the signatory, and it associates a 

person with the contents of the document. It might also attest to and endorse the intent 

of a party to be bound by the contents of the document or contract (Gururajan, 2013). 

Mason (2016) goes further and states that authentication seeks to validate the 

genuineness of a particular piece of information. Thus, from both a general and a legal 

standpoint, a signature is a symbol that identifies a person and authenticates the validity 

of the intent of a person in signing a particular document. 

 How have signatures evolved? 

Signatures date back to ancient times at about 3500 BC, when authentication 

impressions made with seals functioned as signatures (Lovato, 2014). These seals took 

a further 4000 years to be formally used by the Romans in the form of subscripto, which 

is commonly known as a handwritten signature today. 

Figure 7 provides an illustration of the origins of the signature in a summary format. It 

indicates that signatures have been evolving throughout history. The use of electronic 

and digital signatures is thus a function of historical evolution that will continue to evolve 

alongside society and technology in the future. 
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Figure 7: Origins of the signature based on information from SodaPDF (2019) 

 

The earliest recorded handwritten signatures were found in Spain and England between 

1000 and 1400 AD. In Spain, Rodrigo Diaz (El Cid) signed a document with his name, 

and in England, Edward III signed a document with his name. In 1677, England passed 

the statute of frauds, according to which initials were sufficient as a mark or signature. 

Fingerprints were also accepted as a mark or signature and had the same legal effect 

as a signature or stamp. 

In 1855, a landmark South African case, Van Vuuren v. Van Vuuren, tested the analysis 

from form to function of signatures, in that the way in which a person signs should not 

have bearing to what the signature intended to perform, for example an illiterate person 

would put an ‘x’ on a document to show his/her intent to attest to the contents of a 

document. This currently applies equally to electronic signatures. The judge argued that 

the look or appearance of the signature or mark has no different meaning from a legal 

or technical point of view which differs to the meaning of a signature which is to 

authenticate and certify by that which it stands for. (Mason, 2016). 

In 1772, machines for writing multiple copies of signatures were invented (Mason, 

2016), and from 1869 signatures sent by telegraph were legally enforceable (SodaPDF, 

2019). Mason (2016) goes on to say that the development of telegraphy brought with it 

the same kind of disputes that the Internet is currently causing, in the sense that judges 

had to adapt old laws to new technology. By the late 1900s, signatures sent by fax were 

generally accepted in common law jurisdictions, and the era also saw the birth of 

primitive digital signatures. The 2000s saw most nations legalise electronic and digital 

signatures. In 2002, South Africa saw the enactment of the Electronic Communications 

and Transactions Act, which legally recognises electronic and advanced electronic 

signatures (digital signatures). 
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The year 2007 saw the American company Apple release the iPhone, which has 

become one of the world’s most popular mobile devices and has led to the widespread 

adoption of touchscreen devices and increased the demand for mobile e-signing 

(Demand Gen Report, 2019). Since 2010, a myriad of technologies for creating secure 

digital signatures have been developed and launched.  

The next section will further unpack electronic and digital signatures and provide a basic 

understanding of this form of signing. 

3.3 What are digital signatures? 

Digital signatures bear the same presumption of validity as conventional signatures. The 

act of typing a name at the end of an email or recording, or clicking a button online to 

verify and agree to the terms and conditions at the end of an online purchase, 

constitutes a valid signature despite the absence of ink and paper (Sjoberg & Norden, 

2010; Gururajan, 2004; Lovato, 2014). In modern-day terms, digital signatures may 

include communication established via emails, as emails constitute a written document 

(Gururajan, 2004). As found in the case Spring Forest Trading 599 CC v. Wilberry (Pty) 

Ltd t/a Ecowash and Another (SCA), in South Africa an email is a sufficient form of 

consent to a transaction and constitutes a digital signature. 

 identifies a person 

 provides certainty as to the personal involvement of that individual in the act of 

signing 

 endorses the intent of a person to certify the authorship of a text 

 reveals details such as the time and date of the correspondence 

Digital signatures are beneficial as they are a mechanism that is used to verify that a 

digital document, message or transaction is authentic and has not been forged or 

tampered with by a third party (AET Europe, 2020). Digital signatures use a standard 

acceptable format called Public Key Infrastructure (PKI), to ensure the highest level of 

security and acceptance (AET Europe, 2020).  

 Public Key Infrastructure (PKI) 

A signing process is the overall process, consisting of a set of actions, steps, and 

necessary elements, of enforcing the validity and authenticity of the digital signature 

(Chief Information Officer Council, 2013). Digital signing of documents relies on public 
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key infrastructure (PKI), a form of cryptography whereby public keys are associated with 

identities using third parties called certification authorities (Lax et al., 2015). The PKI 

provides digital signatures with the security procedure for identification and 

authentication of a party, while also ensuring the integrity of an electronic document 

(Chief Information Office Council, 2013). The technical process consists of a complex 

mathematical procedure based on algorithms (Mendez, 2000), during which the 

algorithm function is used to create two mathematically related or complementary keys, 

but generally the signing process is quite simple (Lax et al., 2015), as illustrated in the 

Figure 8. 

 

Figure 8: How digital signatures work Lax et al (2015) 

The sender and the recipient each own a private key and a public key. The private key 

is kept secret and the public key is made public. When the sender sends a document, 

a signature is created in the background via the algorithms with the sender’s private key 

attached (certificate creation and encryption). On the receiver’s end, the digital signature 

is verified by using the sender’s public key in the form of a PIN, password, or some other 

form of identification (Lovato et al., 2014) to decrypt the document. The complete 

verification should also check the validity, trustworthiness, and non-revocation of the 

certificate. The certification authority (CA) is the central and most complex part of the 

PKI system (Biely, 1999). 

CAs are third party public key distribution centres. Their role is to make public keys 

available and to issue certificates that bind public keys to individuals or companies 

(Vansevenant, 2003). Once the receiver has decrypted the document, they might need 

to sign the document. Signing of the document may be achieved using various methods, 
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such as physical input from a stylus pen or touch screen, checking a box, or clicking a 

button (Lovato et al., 2014). 

 Digital certificates 

Mendez (2000) compares and equates digital certificates to a physical stamp used to 

bind a signature to a document. Digital certificates are used to ensure that the identity 

of two unknown parties who wish to communicate with each other is confirmed and that 

trust is established between the two. The digital certificates provide the surety that the 

persons who need to communicate with each other are who they claim to be. Thus in 

essence digital certificates establish the true identity of persons (Security Wing, 2019). 

These digital certificates contain both a public and private key, which are used to encrypt 

and decrypt messages and are published in a publicly accessible online directory 

(Mendez, 2000). A digital certificate consists of information such as the name of the 

party that owns the certificate, the owner’s public key, the CA’s name issuing that issues 

the certificate as well as the digital signature of the CA, as seen in the Figure 9. 

 

Figure 9: Components of a digital signature Mendez (2000) 

 Creation of digital certificates 

Security Wing (2019) has provided the following example to illustrate how digital 

certificates are created. Assuming that two users (User A and User B) want to 

communicate with each other in a secure manner, but they have not yet established a 

trusted relationship. The two users would need to establish trust with each other and 

the first step would be for the CA to issue a digital certificate to User B. For that to 

happen User B needs to do the following to acquire a certificate from the CA: 

1. User B must firstly register their identity with a registration authority (RA) by 

sending a request to them. An RA is responsible for verifying the requester’s 
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identity through various forms of identification, e.g. an ID document, business 

documents. The RA does not issue any certificate. It issues verification of the 

requester’s identity only. Once the RA is satisfied with the requester’s 

identification, the RA requests the CA to issue a digital certificate to User B.  

2. The CA creates a digital certificate using User B’s public key and other identity 

information. The public key / private key can be created by either the CA or by 

the user. If the user creates the public key / private key, they need to send the 

public key securely to the CA to create the digital certificate. 

3. The CA signs the certificate with its own private key to ensure the authenticity, 

integrity, and non-repudiation of the digital certificate, and sends the certificate, 

which can be used to establish secure communication, back to User B. 

The process described is illustrated in Figure 10. 

 

Figure 10: Digital certificate creation Security Wing (2019) 

Once the digital certificate has been created and received, a digital signature can be 

created. The User A, the signatory, sender, or creator of the message first blocks the 

information that they want to sign, which then becomes the message. A hash function 

then creates a hash result specific to that message, and User A’s private key is used to 

transform the hash result into a digital signature (encryption). 
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The receiver (User B) can identify and authenticate the sender (User A) with their private 

key, which links them to the message. The digital signature created in this process is 

unique to the message and to the private key that created it (El-Affendi, 2008; Biely and 

Hassler, 1999; van Eecke, 1999; Mendez, 2000; Vansevenant, 2003; Schaettgen et al., 

2014; Lax et al., 2015). 

Figure 11 illustrates User A’s encryption process. 

 

Figure 11: User A’s encryption process Mendez (2000) 

 Digital signature verification and authentication 

Figure 13 illustrates the process of digital signature verification. To verify a digital 

signature, the receiver must first compute a new hash result from the original message 

using the same hash function that was used to create the digital signature. Once this 

action is completed, the receiver will use the sender’s public key and the new hash 

result to verify that the signature was created using the complementing private key. The 

new hash result should match the original hash result and the public key should 

correspond to the sender’s private key. 

The authentication process described above is performed by the CA. If the issuer of the 

digital certificate is a trusted CA, it is presumed that the digital signature is authentic. 

The role of the CA is to verify users and their signatures and to assure the public that 

the signatory is who they say they are. The CA verifies and authenticates the 

relationship between the public key and the owner, ensuring public confidence in the 

use of the public key (Biely & Hassler, 1999; van Eecke, 1999; Mendez, 2000; 

Vansevenant, 2003; El-Affendi, 2008; Schaettgen et al., 2014; Lax et al., 2015). 
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Figure 12: Digital signature verification and authentication process Mendez (2000) 

3.4 Benefits of PKI 

The main advantage of public-key encryption or cryptography is that it has more 

convenient key management than conventional encryption. With conventional 

encryption, there is only one key, which must be kept secret, whereas in public key 

encryption there are two keys: a public key and a private key. The public key must be 

made public to encrypt the message intended for the owner or recipient, and the private 

key must be kept private by the owner to decrypt the message intended for them (Biely, 

1999; Mendez, 2000). 

The second benefit of digital signatures is that they allow for identification and 

authentication of the originator of a message and allow the recipient or owner of a 

message to identify the sender of that message. Furthermore, digital signatures enable 

the verification of messages, in that they verify that the information contained in a 

message remained unchanged after it was sent by the originator (Mendez, 2000). 

Lastly, digital signatures provide a security mechanism, in that they provide the four 

most important security services, namely authentication of the originator of the message 

(ensuring that they are who they say they are), data authentication (ensuring that the 

data and information in the message cannot be forged), data integrity (ensuring that the 

data and information in the message cannot be altered), and non-repudiation (ensuring 

that the originator of the message cannot deny any actions pertaining to the message). 
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3.5 How do digital signatures enable process efficiencies? 

To become fully digital and paperless, the government requires services to be electronic 

as much as possible, and instead of printing out documents on paper, they should be 

stored in a digital format (Pappel et al., 2017). Digital signatures can be used to achieve 

this, as they help to associate a document and its signatory (Hassler & Biely, 1999; 

Mendez, 2000; Pappel et al., 2017). Digital signatures are replacing traditional 

handwritten signatures, as they ensure authenticity and security of electronic 

documents and the content within them (Pappel et al., 2017).  

The (Hassler & Biely, 1999; Mendez, 2000; Pappel et al., 2017) further state that the 

simplicity of digital signing is its biggest advantage, as it is quick and convenient and 

lacks many of the risks associated with signing on paper. 

The business process efficiencies provided by digital signatures are attributed to the 

following: 

 Printing documents on paper for signing is no longer required. 

 An endless number of legal copies of digitally signed documents can be made. 

 Physical space no longer required, as digital documents do not require physical 

space. 

 Printing and paper are no longer required as digital documents do not require 

these resources. 

 The use of couriers for hand deliver is eliminated as digital documents are 

delivered electronically. 

 Coupled with the use of a document management system, digital documents can 

be easily retrieved and archived.  

The use of digital signatures for business processes allows for the automation of 

activities and reduces time spent on physically signing documents as well as process 

turnaround times, which can be impeded by documents needing to be signed. 

Pappel et al. (2017) highly recommend using digital signatures to enable e-government 

initiatives and a paperless environment. They recommend the use of a stable PKI to 

transform e-government processes into purely digital processes. Implementing digital 

signatures immediately increases the efficiency and effectiveness of processes as well 
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as organisation if the existing processes are redesigned and change management 

initiatives endeavoured (Biely and Hassler, 1999; van Eecke, 1999; Mendez, 2000; 

Vansevenant, 2003; El-Affendi, 2008; Schaettgen et al., 2014; Lax et al., 2015). 

3.6 Challenges of digital signatures 

Even though digital signatures through PKI provide a number of benefits and security, 

there are still some challenges that need to be overcome. As stated by Lax et al. (2015), 

certain vulnerabilities relating to the trust mechanism used to generate digital signatures 

to prevent unauthorised access to private keys can be attacked and hacked. Another 

challenge is the dynamic nature of certain document content. For example, if macros 

are used in a document, its content may change without the digital signature being able 

to detect the changes. 

These vulnerabilities can be overcome by having the necessary mechanisms in place 

to deal with them. For example, the use of dynamic content generation in a document 

can be overcome by allowing only safe file formats (Alsaid & Mitchell, 2005) or 

embedding document parsers into the signature software (Lax et al., 2015). There are 

various solutions to these vulnerabilities, and it is up to the users or organisations to 

conform to whichever mechanisms are most suitable for and appropriate to their needs. 

Another challenge that has been found in implementing digital signatures is their being 

used via mobile devices and technologies. As stated previously, digital signatures act 

as an authentication and integrity mechanism for transactions and contracts. Their use 

within mobile devices brings with it certain fraudulent and criminal challenges, including 

the following: 

 Mobile devices can be anonymously accessed or intercepted in an unauthorised 

manner, and certain transactions can be performed by the interceptor. 

 Mobile devices can be stolen and used without permission or authorisation. 

 Documents can be captured while in transit through a mobile device and modified 

without the knowledge of the sender. 

These mobile device challenges mean that it becomes difficult to accept the 

authentication provided by digital signatures. When disputes arise, legal evidence is 

usually sought through engaging witnesses and notarial functions. However, within the 
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realm of digital devices, the role of the witness has not yet been satisfactorily established 

(Gururajan, 2004). 

3.7 Conclusion 

The need to authenticate and ensure the integrity of documents or transactions has 

been around for ages, and just as the methods and means of signing have evolved, the 

legalities surrounding its mechanisms have also evolved. Different ways of signing 

brought with them different technologies to enable and support the signature process. 

Today, the Internet has brought with it different means of signing, authenticating, and 

ensuring the integrity of transactions. Electronic and digital signatures are the new norm, 

and there are different technologies, for example public key infrastructure, available to 

enable and support this new form of signing. 

Notwithstanding the benefits that electronic signing has, the technology supporting the 

process still faces challenges related to the trust mechanism used to generate digital 

signatures to prevent unauthorised access to private keys. It also faces challenges 

related to the dynamic nature of certain document content, where the document content 

may be altered, but the digital signature may not be able to detect these changes and 

alter the signature to reflect them. 

However, these challenges can be overcome by establishing necessary and appropriate 

mechanisms to deal with vulnerabilities, such as having policies which allow only safe 

file formats to be used or embedding document parsers into the signature software. 

There are various solutions to these vulnerabilities, and it is up to the users or 

organisations to conform to whichever mechanisms are most suitable for and 

appropriate to their needs. 

The requirements derived from this chapter are summarised in Table 2. The 

requirements are adapted and formulated from the literature in the chapter on the digital 

signature technology requirements. The categories are the main features describing the 

requirements.  
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Table 2: Digital signature technology requirements based on information from Biely and Hassler (1999), 
van Eecke (1999), Mendez (2000), Vansevenant (2003), El-Affendi (2008), Schaettgen et al. (2014), 

Lax et al. (2015) 

Category Emerging Requirement 

Security  Ensure the authenticity of data, 
information, and documents. 

 Ensure the integrity of data, information, 
and documents. 

 Ensure the confidentiality of data, 
information, and documents. 

 Ensure the non-repudiation of data, 
information, and documents. 

Trust  Digital certificates must be provided by a 
trusted certification authority. 

 Digital certificates must be managed by a 
trusted certification authority. 

Legal Validity  Conform to applicable legislation and 
regulations on digital signatures. 

 Comply with non-repudiation requirements 
that hold in a court of law. 

 Comply with liability protection. 

Business Efficiency  Ensure the reduction of paper use, thereby 
cutting operational costs. 

 Improve the speed and turnaround times of 
processes, thereby improving productivity 
and convenience. 
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CHAPTER 4 : UNDERSTANDING LEGAL REQUIREMENTS FOR DIGITAL 

SIGNATURES 

 

4.1 Introduction 

The various legal, regulatory, and policy frameworks for digital signatures make it 

possible for them to be used as an equivalent to handwritten signatures. The legal 

frameworks give credibility and validity to the use of digital signatures in electronic 

transactions and contracting in this modern, borderless era.  

This chapter forms part of the Guides of the IGOE framework discussed in chapter 1, 

which provides a breakdown of all the components required in digital signature 

implementations to render them effective for process improvements. The chapter is 

further attributed to Phase 1 – the analysis phase of the unique integrated design-

oriented IS research method employed for this treatise. 

Keeping in line with the IGOE framework, the previous chapter looked at the main inputs 

to the digital signature framework, the digital signatures themselves. It provided an 

understanding of what digital signatures are and how they work. This chapter will 

provide an understanding of the macro or external guides that have an impact on the 

digital signature framework. These macro guides have a fundamental bearing on the 

implementation and utilisation of digital signatures. The macro guides take the form of 

legislation, regulations, directives, policies, and standards that have an impact on digital 

signatures. The chapter will conclude by highlighting some of the documented 

challenges in the areas of legislation, regulation, and policies. 

4.2 General legal standing of digital signatures 

As mentioned in Chapter 3, the development and introduction of the telegram brought 

with it legal challenges, just as the Internet has created challenges in terms of the 

legality of electronic and digital signatures. The advent of the Internet and the innovation 

that was brought about with it have raised many issues regarding the enforceability of 

contracts concluded over this meshed network of computers (Church, Pullen, & Winn, 

1999). Many strides have been made by many nations to formally and legally recognise 

the use of electronic and digital signatures. 

Most nations that have regulations pertaining to electronic transactions, and specifically 

electronic and digital signatures, have developed and adopted their regulations based 
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on the United Nations Commission on International Trade Law (UNCITRAL) Model Law 

on Electronic Signatures (MLES) (2001), which “aims to enable and facilitate the use of 

electronic signatures by establishing criteria of technical reliability for the equivalence 

between electronic and handwritten signatures. Thus, the MLES may assist States in 

establishing a modern, harmonized and fair legislative framework to address effectively 

the legal treatment of electronic signatures and give certainty to their status”. 

The growth in the use of electronic authentication techniques as alternatives to 

conventional signatures and other traditional authentication procedures, there was a 

need to develop the Model Law to provide a specific legal framework to reduce the legal 

uncertainty that may result from the use of electronic means. 

The Model Law is not prescriptive regarding the processes or technologies that may be 

used to fulfil the function of a signature in the electronic environment. This means that 

any sovereign legislation based on the Model Law may recognise digital signatures 

based on PKI and other electronic signature technologies available. 

The Model Law is based on the basic principles of e-commerce as per the UNCITRAL 

Model Law on Electronic Commerce and the UNCITRAL Model Law on Electronic 

Signatures (Snail, 2018). Snail (2018) explains that these basic principles are based on 

the concepts of non-discrimination, functional equivalence, technology neutrality, and 

party autonomy. Non-discrimination means that information should not be denied legal 

effect, validity, or enforceability because it is in the form of a data message. Functional 

equivalence means that there should be technical reliability between the equivalence of 

electronic and handwritten signatures. Technology neutrality means that there should 

be equal treatment of paper-based and electronic transactions, and there should be 

equal treatment of different electronic signature technologies, i.e. public key 

infrastructure, telegram, and any other technology. Lastly, party autonomy means that 

parties are free to choose the security levels appropriate to their transactions. 

4.3 International context – European Union (EU) 

In 1998, the European Commission proposed the creation of a legal framework for 

electronic commerce within the European Union (EU) (Church, Pullen, & Winn, 1999). 

This draft legislation in the form of a directive was adopted by the European Parliament 

and Council in December 1999 and enforced in the year 2000 (Mason, 2016). The 

directive has gone through a few iterations to date and has been repealed, with effect 



Chapter 4: Understanding Legal Requirements for Digital Signatures 

49 

from 1 July 2016, by the Electronic Identification, Authentication and Trust Services 

(eIDAS) (The European Parliament of the Council, 2014), which is a set of standards 

for electronic identification and trust services for electronic transactions in the European 

Single Market (Mason, 2016). 

The purpose of the Regulation is set out in Recital 1 is to ensure proper functioning of 

the internal commercial market within the EU states, whilst also ensuring adequate 

security and trust for transactions. The Regulation establishes the conditions of how 

electronic identification should be recognised; establishes the rules for trust services in 

electronic commercial transactions; and establishes the legal framework for all types of 

electronic authentication mechanisms such as electronic signatures and electronic 

deals. 

Mason (2016) reports on the broad coverage of the Regulation of Electronic 

Transactions, but for the purpose of this research the focus will be on the electronic 

signatures. He further describes and distinguishes between the types of signatures that 

the Regulation covers. These include three types of electronic signatures, namely 

electronic signatures, advanced electronic signatures, and qualified electronic 

signatures. 

An electronic signature is “data in electronic form which is attached to or logically 

associated with other data in electronic form and which is used by the signatory to sign” 

(Mason, 2016, p151). An electronic signature needs to fulfil certain requirements for it 

to be deemed an electronic signature. It should be made up of data in electronic format, 

the data must be attached to or logically associated with other electronic data, and the 

electronic signature should be used to sign the other electronic data (Mason, 2016; 

Sjoberg & Norden, 2010; van Eecke, 1999). 

It is further explained that the advanced electronic signature is an electronic signature 

that is uniquely linked to the signatory, is capable of identifying the signatory, is created 

using electronic signature creation data under the signatory’s control, and is linked to 

the data in such a way that if the data is altered it can be detected. The advanced 

electronic signature matches the definition of and criteria for a PKI enabled digital 

signature, as discussed in Chapter 3, and as such can be treated as one. 

The Regulation defines a qualified electronic signature as an advanced electronic 

signature or digital signature that is created by a qualified electronic signature creation 
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device and is based on a qualified certificate for electronic signatures. This refers to the 

use of certification authorities to provide trust in the reliability of the digital signature 

technology used. Certification Authorities are third party public key distribution centres. 

Their role is to make public keys available and to issue certificates that bind public keys 

to individuals or companies (Vansevenant, 2003) 

Article 25 of the Regulation (The European Parliament of the Council, 2014) outlines 

the legal effects of the different types of electronic signatures, which are aligned with 

the UNICITRAL Model Law (United Nations, 2019). Article 25 is clear in its articulation 

on the legal effect of electronic signatures. It states that electronic signatures shall not 

be denied the legal effect and admissibility in a court of law as evidence on the grounds 

that it is in electronic form. The Article further states that a qualified electronic signature 

has the same equivalent effect as a handwritten signature and lastly, the qualified 

electronic signature issued in one member state of the EU shall be recognised in all EU 

member states.  

The European Union is advanced in its stance on digital signatures, and its Regulation 

should undergo a review process before 1 July 2020. 

4.4 International context – United States of America (USA) 

In addressing the issues raised by migrating business activity from paper-based 

processes to electronic processes, the United States has taken steps to develop the 

Uniform Electronic Transactions Act (UETA) as a model state statute to build uniformity. 

There have been predecessors to the UETA in the form of the Uniform Commercial 

Code (UCC), which has been through many iterations and by the year 1999 made great 

strides in overcoming many obstacles to using electronic processes (Church, Pullen, & 

Winn, 1999). However, not all commercial transactions which include real property 

(immovable property) were catered for in the UCC. Thus, the UETA was developed to 

deal with the requirements that were not catered for. The UETA was designed to provide 

a transparent overlay across the many existing state laws in America and is aligned with 

the UNICITRAL Model Law principles of non-discrimination and technology neutrality. 

The principle of non-discrimination is adhered to in that transactions may not be denied 

legal effect just because they are executed in electronic format, and the principle of 

technology neutrality is adhered to in that the statute is silent on prescribing the choice 

of electronic signature technology. 
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Different states in America have their own regulations for electronic signatures that are 

somewhat aligned with the UNCITRAL Model Law. 

4.5 South African context 

South Africa has been through a number of years where it was uncertain if electronic or 

digital signatures were legally valid and binding. This uncertainty led to the Parliament 

enacting the Electronic Communications and Transactions Act (ECTA) in 2002 to 

comprehensively deal with e-commerce transactions (Snail, 2018). The purpose of the 

Act, as described in the preamble, is: 

To provide for the facilitation and regulation of electronic communications and 

transactions; to provide for the development of a national e-strategy for the 

republic; to promote universal access to electronic communications and 

transaction and the use of electronic transactions by SMMEs; to provide for 

human resource development in electronic transactions; to prevent abuse of 

information systems; to encourage the use of e-government services; and to 

provide for matters connected herewith. 

Sections 11 and 13 of the Act, which deal with data messages and electronic signatures 

respectively, are based on the UNCITRAL Model Law. Section 11 (a) and Section 13 

(b) of the Act states that information should not be legally un-enforceable merely 

because it is wholly or partly in the form of a data message, and Section 13 (a)(c) states 

that should a person’s signature be required by law, then an advanced electronic 

signature should suffice to meet the requirements of that law, and where an advanced 

electronic signature has been used it should contain information that the signature is 

valid, the person has approved the information contained in the transaction and the 

method of signing was relevant and appropriate for the purposes for which the 

transaction was concluded. 

South Africa utilises a tiered signature legal model. This means that South Africa 

recognizes the Qualified Electronic Signature (QES), or Advanced Electronic Signature 

(AES) in South Africa, as a distinct type of eSignature because it is presumed to have 

intrinsic authenticity. AES’s enjoy a special legal status and may be legally required for 

specific transaction types. In spite of this, a basic electronic signature may still be 

submitted as evidence in the courts as long as its validity can be proven (DocuSign, 

2019).  
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Where other laws also require signatures, the applicability of the ECT Act should be 

considered especially on the use of advanced electronic signatures (Snail and 

Papadopoulos, 2012). Van Eecke (1999) states that there are however certain 

situations where even the use of advanced electronic signatures are not allowed, e.g. 

in the execution of property transactions and wills. It is thus important to know the legal 

context of the signature process to enable the appropriate type of signature to be 

utilised. 

4.6 Legal challenges of digital signatures 

Although from a legal standpoint electronic signatures are valid, their use still presents 

challenges in some countries that enforce QES or AES standards. These countries 

often struggle to promote electronic transactions, especially across country borders 

(DocuSign, 2019), as different technologies are used for standard electronic signatures 

and advanced electronic (digital) signatures. Open countries have no such technology 

requirements nor eSignature types that receive special legal status. Thus, any electronic 

signature technology suffices in electronic transactions and processing. 

Two other common challenges that have been discovered by Sjoberg et al. (2010) relate 

to a mix-up between the use of electronic signatures as an information security 

technology that ensures the integrity and authenticity of the signed data and the use of 

electronic signatures as a legal concept that electronically replicates handwritten 

signatures in the paper world. It is thought by many that an electronic signature is only 

a legal concept meant to replace the handwritten signature and forgotten that electronic 

signatures are used to ensure the integrity of documents in an electronic transfer just 

as often. These challenges can be overcome by the manner in which a system is 

designed to ensure integrity and authenticity. For example, PKI technologies, such as 

Extensible Markup Language (XML), can be used to build trusted legal infrastructures, 

which are those parts of a legal system that form the basis of and conditions for legal 

activities. Although these challenges can often be handled through the use of various 

technologies, entities must have a strategic plan in place to manage electronic 

signatures within the organisation dynamically. 

4.7 Conclusion 

This chapter provided an understanding of the legal and regulatory frameworks guiding 

the use and implementation of electronic and digital signatures. Electronic and digital 
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signatures (advanced electronic signatures) are a valid, safe, secure, and efficient form 

of signing. Electronic and digital signatures can also be used as a mechanism for 

authenticating and verifying persons and the information that they send. 

In terms of complying with legal requirements, the parties involved in transacting or 

contracting must consent to using electronic signatures. They must always retain an 

electronic copy of the contract or transaction and retain an audit log, which comes 

standard with most electronic signature solutions.  

They also need to become familiar with the types of electronic signatures appropriate 

to the context in which they are transacting or contracting. Simple electronic signatures 

are sufficient for certain contracts and transactions, and advanced electronic (digital) 

signatures are required for others. 

It is also advisable that they understand the objectives and context of implementing 

electronic and digital signatures, as this will ensure that the appropriate solutions and 

technologies are deployed to support and enable the signing process as well as the 

authentication and verification of persons and information. 

Finally, they need to ensure that there is an understanding of the legal requirements for 

digital signatures, especially in the realm of e-government. Table 3 summarises those 

requirements. The requirements are adapted and formulated from the literature in the 

chapter on legal requirements for digital signatures. The categories are the main 

features describing the requirements. 
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Table 3: Legal requirements for digital signatures based on information from Sjoberg et al. (2010), The 
European Parliament of the Council (2014), Snail (2018), United Nations (2019).  

Category Emerging Requirement 

Standards  Ensure standard use of digital signatures. 

 Ensure standardisation of cross-border 
implementations and usage of digital 
signatures. 

 Ensure standardisation for interoperability 
between intra- and intergovernmental 
departments. 

 Ensure that there are standard trust 
architectures and technologies required in 
a PKI environment within the public sector. 

Uniform Laws  Create standards that enable all parties 
interacting through PKI to use digital 
signatures securely and with privacy to 
ensure message integrity, authenticity, 
and non-repudiation. 

Certification Authorities  Ensure that the CAs have the required 
legal status. 

 Standardise the types of certificates most 
appropriate for civil servants. 

 Standardise the process of certificate 
revocation. 

 Standardise certification expiration 
policies. 
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CHAPTER 5 : UNDERSTANDING PROCESS RE-ENGINEERING FOR E-

GOVERNMENT 

 

5.1 Introduction 

The previous chapters looked at what digital signatures are and tried to understand the 

legal and regulatory stance on electronic and digital signatures. This chapter puts into 

context and explains why governments would want to or be required to implement a 

digital signature framework. 

Governments globally have taken advantage of advances in technology and have 

embraced the ways in which technology can change the lives of citizens. The 

fundamental ways in which companies and governments do business have changed 

due to, inter alia, innovation, ubiquitous channels, seamless processes, huge amounts 

of data that need to be tailored to the needs of the customer or citizen, as well as the 

cost efficiencies that this era has brought with it.  

This era has resulted in governments embarking on various e-government initiatives, 

which have resulted in a number of benefits, including cost saving, efficiencies, 

improved and continuous interactions and communication with citizens, better public 

procurement, and improved tax collection. According to Mutula and Mostert (2010), 

many countries in the world are aware of the potential benefits of using e-government 

to improve service delivery to citizens.  

This chapter forms part of the Enablers of the IGOE framework discussed in chapter 1, 

which provides a breakdown of all the components required in digital signature 

implementations to render them effective for process improvements. The chapter is 

further attributed to Phase 1 – the analysis phase of the unique integrated design-

oriented IS research method employed for this treatise. 

This chapter will also unearth the requirements that must be fulfilled in order to improve 

e-government process efficiencies and service delivery to enable them to reach their 

full potential and reap the benefits associated with e-government. 
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5.2 e-Government 

The Organisation for Economic Co-operation and Development (OECD) defines e-

government as “the use of information and communication technologies, and 

particularly the Internet, as a tool to achieve better government” (OECD, 2003, p18). It 

is further stated by Kumar and Best (2006) that ICTs have the potential to assist 

governments in enhancing the efficiency and effectiveness of public service delivery. 

Waller (2014) also advocates for e-government, saying that e-government has wide 

implications for promoting good governance, democracy, and development, especially 

amongst developing countries. Matavire et al. (2010) goes on to say that e-government 

also helps governments to be more accessible and accountable with greater policy 

effectiveness (OECD, 2003). 

Waller (2014) distinguishes the different ways in which e-government is conducted, 

including digital interactions between governments and businesses (G2B), between 

government departments and agencies (G2G), between governments and their 

employees (G2E), between governments and their citizens (G2C), and between citizens 

and governments (C2G). 

It is stated in the National e-Government Strategy (2017) that the objectives of e-

government are, inter alia, to ensure that all South Africans can access quality public 

services and government information from anywhere at any time; to decrease the costs 

associated with public administration; to create and manage reliable, accessible, and 

cost-effective common central service centres; to deliver integrated electronic services 

that will ensure a one-stop service portal; and to leverage advances in technology (such 

as big data analytics, cloud computing, and digital signatures) to drive the success of 

digitising government. 

The strategy further provides guidance on the manner in which e-government services 

should be implemented to be successful. The guiding principles are related to 

interoperability, ICT security, economies of scale, elimination of duplication, and digital 

inclusion (National e-Government Strategy, 2017). Interoperability outlines the manner 

in which governmental ICT systems should communicate with one another (National e-

Government Strategy, 2017). ICT security outlines the manner in which the government 

should implement security in an environment where electronic documents, data, and 

ICT systems must be protected from unauthorised access and denial of service attacks 
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(National e-Government Strategy, 2017). It is further described in the National e-

Government Strategy (2017) that economies of scale outline the manner in which the 

government should leverage its ICT buying power to encourage compliance with other 

key ICT focus areas. Elimination of duplication outlines that the government should 

abolish unnecessary duplication of similar ICT functions, projects, and resources. 

Finally, digital inclusion outlines that all individuals should have equal opportunity to 

participate in or benefit from the use of ICT resources (National e-Government Strategy, 

2017). 

From decades of developing ICT applications for governments, the OECD e-

Government Studies (2005) have found that e-government can significantly assist in 

developing good and responsive governments that provide better value for citizens at 

lower costs. However, governments face challenges in meeting the needs of their 

citizens, developing processes and electronic services (e-services) that bridge the 

fragmented environments of government departments and agencies, and utilising the 

Internet to promote citizen feedback on government services and policies, which will 

ultimately promote trust in the public sector. 

This research study is focussed on the challenge of developing processes and 

electronic services that bridge the fragmented environments of government 

departments and agencies. The framework developed will assist in providing guidelines 

for implementing process optimisation. Digital signatures will act as the bridge that 

integrates the environments of government departments and provides a seamless 

interaction with the citizen. 

5.3 e-Government services 

e-Government services enable all stakeholders to access government information and 

complete government transactions anywhere, anytime in conformance with equal 

access requirements (Fang, 2002). Pardo (2000) broadly defines and categorises 

government services and processes according to their intended functions. These 

functions are broadly outlined as follows: 

 Functions related to citizen access to government information – The provision of 

access to government information, which is by far the most common e-

government initiative 
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 Functions related to facilitating general compliance – The provision of electronic 

access to services that facilitate compliance with a set of rules, for example 

electronic completion of tax returns 

 Functions related to citizen access to personal benefits – The provision of 

electronic benefit transfers and online applications for public assistance, for 

example pension benefits or workers’ compensation 

 Functions related to government and business transactions in procurement, 

including bidding, purchasing, and payment – The provision of electronic 

procurement applications that serve the needs of both governments and their 

private trading partners 

 Functions related to intergovernmental information and service integration – The 

provision of electronic sharing of information and integration of service delivery 

across government departments and between different levels of government 

 Functions related to citizen participation – The provision of functionality related 

to online democracy, which includes services such as access to elected officials, 

discussion forums, voter registration, and ultimately online voting 

e-Government services have often been associated with maturity levels, and different 

authors have developed various e-government maturity models (Lanvin, 2002; Davison 

et al., 2005; Omari & Al-Hussein, 2006; Raja et al., 2012; Waller & Genius, 2015). 

A government’s maturity level indicates the level of its e-governance capabilities as well 

as its degree of technology complexity, degree of systems sophistication, and level of 

interaction with users (Raja et al., 2012). Maturity levels also depict the types of 

functions and services that governments provide. At the basic level, the functionality of 

an e-government is concerned with information sharing and gaining access to 

government information. The intermediate levels deal with the functionality of 

transacting with government entities. There is a two-way interaction with citizens, which 

necessitates new requirements such as security, authentication, business process 

optimisations, and organisational and technological change management. At the 

highest level of maturity, there is continuous improvement and functionality of proper e-

governance, which includes e-voting (Lanvin, 2002; Davison et al., 2005; Omari & Al-

Hussein, 2006; Raja et al., 2012; Waller & Genius, 2015). 
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The ICT Policy Review Document (2012) developed by the Department of 

Communications (DOC) states that for the South African government the focus is on 

G2G (government-to-government), G2BC (Government to Business & Citizen), and 

G2C (government-to-citizen) activities. The strategic initiatives currently being 

implemented in South Africa are set to deliver one hundred and fifty (150) services 

required by various departments to automate their business processes to ensure 

intergovernmental integration. 

A list of some of these e-government initiatives can be found in Appendix B. There are 

approximately one hundred and fifty (150) e-government services which have been 

identified. Appendix A, shows just a snap of some of the government services which will 

be put online in future. A complete list can be found at www.gpwonline.co.za. 

5.4 e-Government Business Process Management (BPM) 

In 1977, Adam Smith conceptualised the idea of business processes. He stated that a 

business process is a collection of linked tasks or activities, decisions, and events that 

end with the delivery of a service or product (Rouse, 2018) to customers and citizens 

alike. This is illustrated in Figure 13. A business process, whether executed in a 

government or private company, aims to increase the satisfaction of customers with 

either products or services, while also decreasing the resources and time required to 

provide them (Gluu, 2018). Business processes can further be categorised into three 

types. Firstly, management processes, such as strategic management, regulate control 

over a system. Secondly, operational processes, such as claims management for a 

government entity which deals with claims, are core to the organisation and generate 

the primary value stream. Finally, supporting processes, such as ICT processes, 

support the operational processes (Rouse, 2018). 

 

Figure 13: The business process Gluu, (2018) 

Business processes and activities enable and support e-government services and the 

previously defined functions. Becker et al. (2006) have likened e-government processes 

to e-business or e-commerce. E-business has been used to modernise and increase 

organisational performance in the private sector, and as such e-government can be 

http://www.gpwonline.co.za/
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used to modernise and increase the performance of public administrative processes of 

government. Within the e-business realm, e-government can be used to modernise 

(optimise and automate) organisations and increase their performance to meet the 

demands of offering online services, saving time and energy, and increasing efficiencies 

(El-Affendi, 2008). In this context, the introduction of e-signing to processes becomes 

an important enabler and implies much wider changes with respect to systems and the 

inclusion of new signature technology as well as changes in process approaches and 

methodologies and how people consider electronic signatures (Kolařík and Hlaváček, 

2014). When implemented, these changes can lead to entities instituting paperless 

processes. It is assumed that electronic forms and documents existed in these entities 

before, but the importance of the traditional signatures meant that paper was 

unavoidable and any retrospective digitisation and archiving of signed documents was 

carried out later. With the introduction of electronic signatures, this weak point is no 

longer an issue, and governments can fully implement new end-to-end processes. 

Pillay (2002) confirms that a well-informed and flexible system improves knowledge, 

automates and accelerates delivery, and creates well-informed staff. e-Government not 

only improves capabilities, but also allows for greater access to information for the 

public. Joseph and Olukbara (2018) further affirm that government services and 

processes can be better managed by using a variety of ICT platforms, applications, and 

services and that government departments and industries can be empowered through 

the use of ICT to provide efficient and transparent services to citizens. 

Business process re-engineering (BPR) becomes very critical in enabling this change, 

which is necessary to introduce electronic and digital signatures in the various 

processes that enable e-government services. 

5.5 Business Process Re-engineering (BPR) 

Over the last few decades, business process re-engineering (BPR) has been one of the 

tools most frequently utilised in both private and public organisations to improve 

processes in the production of goods and services (Fragoso, 2015).  

BPR is described as the fast, radical change which requires fundamental rethinking by 

all in the organisation and the transformation of integrated strategic business processes 

to generate dramatic improvements in cost, quality, service and speed to add value to 

the customer (Hammer & Champy, 1993; Manganelli & Klein, 1995; Shin & Jemella, 
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2002). Shin & Jemella (2002) further state that BPR requires a change in business 

processes as well as an examination and a redesign of the information technologies 

and organisation that support these processes. e-Government processes in this context 

require re-engineering and not just the quick successes and incremental improvements 

that come with business process improvements (BPI). 

A critical analysis of the governmental systems, policies, organisational structures, and 

skills that support the processes to optimise workflows and productivity is required. 

Strategic processes are the most relevant to be cordoned off for re-engineering, as they 

are most essential to the fulfilment of the objectives, goals, and strategies of the 

organisation (Fragaso, 2015). 

Fragaso (2015) further states that within the evolution and existence of BPR, several 

methodologies, methods, and techniques from different schools of thought have been 

developed and implemented. However, ultimately any method or framework can be 

utilised as long as it results in process and organisational improvements. BPR attempts 

to bring radical rather than incremental change and focuses on continuous 

improvement. 

 Benefits of BPR 

In the last few years, the world and South Africa alike have made strides and great 

efforts towards automating their processes, but there are some situations where a 

signed or stamped physical document is still required (El-Affendi, 2008). 

When processes are re-engineered, they lead to streamlined and integrated business 

processes through waste elimination, simplification, optimisation, and automation 

(Samaranayake, 2009). It becomes easier to complete transactions, as the user does 

not need to wait in long queues. 

There must be an element of transparency in transacting with the government and 

complexities must be eliminated. The proposed processes provide value to the citizen 

and replace manual interventions. The time spent on user details related to manual data 

entry is eliminated, while data is directly and automatically transferred to the back-end 

systems at the main entry point, i.e. the central e-government service portal. Manual 

printing, completion, and signing of forms become obsolete, as all the activities and 

tasks are performed online. 
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 Enablers of BPR 

BPR is a valued tool and has the potential to become indispensable in the public sector 

to facilitate resource efficiency, cost reduction, and productivity. Jurisch et al. (2013) 

highlighted the enablers required for successful BPR implementations. The enablers 

are summarised as follows: 

 Properly articulated process scope definition – Identifying and delineating a 

proper scope for change is of great importance. The delineation of processes in 

the public sector might prove to be challenging, as they are often grounded in 

legislation and regulations with multiple stakeholders. 

 Properly defined measurable improvements – Productivity enhancements, cost 

reduction, process efficiencies, and improved customer satisfaction are some of 

the measurable improvements that drive governments towards BPR projects. 

What benefits the public sector the most from proper business process 

management is the increased efficiency and effectiveness it brings. 

 Strategic decision to change, led by senior management – Support and 

understanding from top management are essential to the success of BPR 

initiatives.  

 Organisational change management – Managing change is essential to any 

organisation striving to significantly restructure or redesign their processes. 

Owing to legally binding public sector processes, there is a need for 

accountability, transparency, and the strict adherence to regulations. Therefore, 

it is crucial that structural change management (documentation, tracking, and 

auditing of changes) be adopted in any BPR initiatives. Apart from structural 

change management, people change management is also crucial to the success 

of BPR initiatives. The skills, know-how, and culture of the organisation’s 

members must be considered within the scope of the initiative. 

 Effective project management – Formal project management governance is a 

must for successful BPR projects and should not be overlooked when 

implementing such initiatives. 

 Interdepartmental integration – The distribution of responsibilities across different 

departments within the public sector necessitates interfunctional integration for 

successful BPR implementations. 
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 Performance management – BPR initiatives may require the merging, 

automation, and elimination of processes. The nature of the public sector 

requires the surrounding political conditions to be considered before applying any 

modifications. Thus, it is crucial that the appropriate performance measurements 

are utilised to ensure that the success or failure of the BPR initiative is properly 

measured. 

 Barriers to and challenges of BPR 

Davison et al. (2005) observed that early adopters of web-enabled technologies had a 

tendency to automate existing processes without optimisation, meaning with little 

redesign or innovation. They further observed that these early adopters typically 

automated their front-end web presence to spark e-commerce activity but failed to 

integrate and redesign the organisation as a coherent whole so as to be truly web-

centric. The same holds true for e-government initiatives with little or no regard for 

quality, service level, or appropriateness to the citizen. Burn and Robinson (2003) went 

on to say that e-government is not just about putting forms and services online; it also 

provides a platform for the government to rethink how it provides services to its 

stakeholders and links them to their needs and requirements.  

The tendency not to integrate service provisioning across government departments 

when responding to citizens’ needs (Davison et al., 2005) is still a barrier and challenge 

to sustainable process efficiencies. The authors further state that there are inherent 

difficulties associated with integrating operational procedures and information systems 

that may not be computer-based among individual government departments. This is 

further attested to by Becker et al. (2006), who confirm that much still remains to be 

done in the areas of optimising governments’ services delivered via the Internet and 

optimising governments’ internal and interorganisational processes. 

Another barrier and challenge that often presents itself is the issue of stakeholder 

privacy and security (Burn & Robinson, 2003). However, this barrier is being overcome, 

as businesses and governments are becoming more attuned to security and privacy 

needs. As seen from the previously mentioned examples, there is a level of security in 

e-government services, and it gives one comfort to know that there are mechanisms in 

place to keep the user secure. 
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Another issue that is evident is the lack of seamless and transparent processing, which 

ensures that stakeholders have interactions that are free from complexities which is 

often caused by users being redirected to other sites. Marche and McNiven (2003) have 

advised that governments go through an internal process redesign to assist them in 

eliminating complexities of transactions. 

Organisational development and change management have also been shown to be 

barriers to business process optimisation as well as to the acceptance of new 

technologies and new ways of working (Srivastava, 2011; Jurisch et al., 2013; Pappel 

et al., 2017). (Srivastava, 2011; Jurisch et al., 2013; Pappel et al., 2017) further expand 

on this challenge by stating that managing change in any organisation is essential to 

the restructuring or redesign of its processes. Systematic change management is 

necessary for the documentation, tracking, and auditing of any changes made to the 

organisation’s landscape (Jurisch et al., 2013). People change management with regard 

to stakeholders is key, as organisations, especially those in the public sector, have their 

own culture, a specific way of doing things, and many unwritten rules that nobody is 

consciously aware of, and will thus require a cultural change if digital transformation is 

going to be successful (Pappel et al., 2017).  

Fears of becoming redundant and having to learn new skills prevent the organisational 

change required for successful digital transformations. Pappel et al. (2017) state that it 

is impossible to overcome people’s fears if there is a lack of communication and a lack 

of training of the employees and other stakeholders. Jurisch (2013) further states that 

training is often employed to minimise resistance to change, which is allegedly higher 

in public organisations, and to provide psychological support needed by employees. 

BPR projects also fail due to a lack of support from management (Jurisch, 2013). The 

decision to embark on a BPR project should be strongly supported by senior 

management and their employees. 

5.6 Conclusion 

The ultimate success of e-government implementation in South Africa requires the 

processes in the use cases, as well as the overall e-government services in the Table 

1, to be optimised, automated, and made available online. Government departments 

must be encouraged to make e-government services a priority (National e-Government 

Strategy, 2017). 
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Formal plans must be put into place by government departments to optimise and 

automate their processes to enable them to be supported by electronic and digital 

signature technologies. A concerted effort needs to be made to develop a business 

case, to analyse the current environment, and to innovate and redesign processes, 

organisations, applications, and technologies to enable the use of electronic and digital 

signatures.  

Table 4 summarises the business process re-engineering requirements for effective 

digital signature implementations. The requirements are adapted and formulated from 

the literature in the chapter on understanding the requirements for process re-

engineering of e-government services to enable digital signatures. The categories are 

the main features describing the requirements. 

Table 4: BPR requirements based on information from Lanvin (2002), Burn and Robinson (2003), 
Marche and McNiven (2003), Davison et al. (2005), Samaranayake (2009), Srivastava (2011), Jurisch 

et al. (2013), Pappel et al. (2017). 

Category Emerging Requirement 

Strategic Alignment  Attain strategic direction, support, and 
understanding from top management (sponsorship). 

 Align processes to strategic objectives and goals of 
the organisation. 

 Analyse the current situation. 

 Formulate a process redesign strategy. 

 Align processes to stakeholder service requirements 
and needs. 

Governance  Produce a business case for the process redesign 
initiative. 

 Formalise project management governance. 

 Mobilise the project execution team. 

 Properly articulate the process scope definition. 

 Develop a project plan. 

 Develop a communication plan. 

Risk Management  Identify risks. 

 Assess risks. 

 Formulate risk treatment plans. 

Organisational Change  Assess organisational readiness for change. 

 Perform an organisational skills audit. 

 Implement an organisational change management 
initiative. 

 Implement training interventions. 
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Category Emerging Requirement 

 Implement interdepartmental integration. 

Process Management  Examine the organisation that supports processes. 

 Redesign the organisation that supports processes. 

 Examine the policies that support processes. 

 Redesign the policies that support processes. 

 Examine the information technologies that support 
processes. 

 Redesign the information technologies that support 
processes. 

Performance Management  Define measurable improvements in terms of 
productivity enhancements, cost reduction, process 
efficiencies, and improved customer satisfaction. 

 Evaluate improvements in terms of productivity 
enhancements, cost reduction, process efficiencies, 
and improved customer satisfaction. 
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CHAPTER 6 : DEVELOPMENT OF A FRAMEWORK FOR DIGITAL SIGNATURES 

 

6.1 Introduction 

This chapter seeks to achieve the core objective of this research study, which is to 

devise a framework for digital signature implementations in the public sector to enable 

process efficiencies. The framework is supported by a toolkit, which consists of the 

associated templates to provide implementation support and guidance. This chapter 

focuses on the development of the framework and its supporting toolkit and is structured 

as follows: Section 6.1 introduces the chapter, Section 6.2 describes the framework 

development approach, Section 6.3 provides the theoretical foundation of the 

framework development, Section 6.4 articulates the reasoning utilised for the 

formulation of the framework, Section 6.5 identifies the specific details of the study and 

where they are located in the context of the devised framework, Section 6.6 highlights 

the supporting toolkit, and Section 6.7 concludes the chapter. 

6.2 Framework development approach 

Delport (2015) alluded to the academic freedom that design-oriented information 

systems (IS) research usually affords the researcher. It gave the researcher the 

opportunity to formulate and devise a unique framework development approach. This 

approach integrated elements of the design science research methodology, or the 

Peffers approach, and design-oriented IS research. This unique approach provided the 

researcher with comprehensive guidance on how to conduct the study. 

As discussed in Chapter 2, the approach consists of the following four phases: Phase 1 

– Analysis Phase, Phase 2 – Design Phase, Phase 3 – Evaluation Phase, and Phase 4 

– Validation Phase. Figure 14 depicts the four phases and their underlying elements. 

 

Figure 14: Resulting unique integrated design-oriented IS research method 
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This chapter focuses on the first two phases of the framework development approach, 

as those are the phases that relate to the actual development of the framework. The 

last two phases are discussed in Chapter 7 of the study. 

 Phase 1 – Analysis 

Typically, in Phase 1 the researcher and stakeholders collaborate in analysing a 

practical problem (Herrington et al., 2007), which results in a problem statement (Delport 

and von Solms, 2015). However, in this study the researcher identified the practical 

problem from analysing the process steps from the identified case study, which were 

reinforced by the challenges written about in literature. 

Table 5: Phase 1 elements based on information from Delport (2015) 

Phase Element 

Phase of design-based research The elements that need to be completed 

PHASE 1: 

Analysis of practical problems by researchers 

Identification of problem (in real work setting) 

Statement of problem 

Research objective 

Research questions through the IGOE framework lens 

Literature review based on IGOE components with 

resulting requirements 

The case study was chosen from a number of e-government services which the South 

African government provides to its citizens. The e-licensing e-service was chosen as it 

is one of those services that most South Africans would use to perform various 

transactions pertaining to their drivers licenses, so it was fitting due to its wide spread 

usage.  

In identifying the problem, the researcher observed a number of process inefficiencies 

in within the execution of the e-licensing services. Many processes are not optimised 

and fully automated, and at some point, manual interventions must occur. The manual 

interventions often have to do with complying with legal requirements to sign a 

document.  

This practical problem can be combined with the premise of e-government and how it is 

meant to improve the way in which the South African government provides services to 
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its citizens. South Africa has not been able to carry out its e-government plans for 

various reasons, one of them being process inefficiencies. Thus, it is evident that this is 

a real problem that can be solved through the use of digital signatures to achieve a 

seamless and efficient experience for the citizen and to enable digital processing of 

government services. 

The development of the research objective was guided by the need to provide a solution 

to the research problem. The researcher was guided by the thought process of finding 

the best way to solve the existing problem. The idea of solving the problem by 

introducing digital signatures into processes was then established. Through the 

literature it became evident that the mere introduction of digital signatures alone would 

not be a complete solution, but other aspects of the processes themselves needed to 

be examined as well. Thus, the idea of marrying process optimisation and digital 

signatures emerged.  

As discussed in Chapter 1, the IGOE process framework was used to guide the 

researcher’s thought process regarding which components or elements would be 

necessary for the resulting framework. The purpose of the IGOE framework is to provide 

an understanding of and assist in documenting service-oriented processes that are 

intentionally geared towards efficient services. This was a fitting framework to guide the 

researcher’s thinking, and it provided the structure necessary to understand what 

needed to go into the framework to enable process efficiencies through the 

implementation of digital signatures.  

The literature review was based on the structure provided by the IGOE framework and 

subsequently the secondary research questions. The main objective of the literature 

review was to produce all the requirements to be used in the resulting digital signature 

framework as an outcome, as per the secondary research questions. To illustrate this, 

Chapter 3 provides a literature review focussed on digital signatures: what they are, how 

they work, and what is required for their implementation to be successful and efficient. 

One of the resulting requirements from this chapter is that digital signatures must be 

provided and authenticated by a certification authority. This becomes a requirement in 

the digital signature framework. These types of requirements were gathered from the 

three literature review chapters and form the basis of the resulting digital signature 

framework. 
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 Phase 2 – Design  

In Phase 2 of the unique integrated research approach, solutions informed by existing 

core aspects and technological innovations should be developed. The elements that 

need to be completed in this phase are the theoretical framework contextualised by the 

literature review requirements, the core aspects, as well as the artefact itself, as can be 

seen in Table 6. 

Table 6: Phase 2 elements based on information from Delport (2015) 

Phase Element 

Phase of design-based research The elements that need to be completed 

PHASE 2: 

Development of solutions informed by existing core 

aspects and technological innovations 

Theoretical framework (contextualised literature review 

requirements) 

Core aspects (conceptualised from existing 

frameworks) 

Artefact 

The core aspects of the solution (i.e. the framework) are derived from the literature 

review requirements gathered in Chapters 3 to 5. They are aligned with and adapted to 

existing well-known de facto IT governance and quality management models and 

frameworks. 

The following sections detail the theoretical framework and core aspects of the solution, 

followed by the actual output artefact, i.e. the digital signature framework. 

6.2.2.1 Theoretical foundation of the framework development 

The literature review highlighted a number of core aspects that should be taken into 

consideration during the development of the output digital signature framework guided 

by the IGOE framework. 

Table 7 consolidates all the requirements derived from the literature review in Chapters 

3 to 5. 
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Table 7: Consolidated requirements from literature review chapters Biely and Hassler (1999), van Eecke (1999), Mendez (2000), Lanvin (2002), Burn and 
Robinson (2003), Marche and McNiven (2003), Vansevenant (2003), Davison et al. (2005), El-Affendi (2008), Samaranayake (2009), Sjoberg et al. (2010), 
Srivastava (2011), Jurisch et al. (2013),  Schaettgen et al. (2014), The European Parliament of the Council (2014), Lax et al. (2015), Pappel et al. (2017), 

Snail (2018), United Nations (2019). 

IGOE Component Literature Study Research Question Category Emerging Requirements 

Inputs: digital signatures, 

digital certificates 

Understanding 

digital signatures 

What are digital signatures 

and what impact do they have 

on e-government process 

efficiencies? 

Security Ensure the authenticity of data, information, and documents. 

Ensure the integrity of data, information, and documents. 

Ensure the confidentiality of data, information, and documents. 

Ensure the non-repudiation of data, information, and documents. 

Ensure privacy of data, information, and documents. 

Trust Digital certificates must be provided by a trusted certification 

authority. 

Digital certificates must be managed by a trusted certification 

authority. 

Legal Validity Conform to applicable legislation and regulations on digital 

signatures. 

Comply with non-repudiation requirements that hold in a court of law. 

Comply with liability protection. 

Business Efficiency Ensure reduction of paper use, thereby cutting operational costs. 

Improve the speed and turnaround times of processes, thereby 

improving productivity and convenience. 
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IGOE Component Literature Study Research Question Category Emerging Requirements 

Guides: legislation, 

policies, standards 

Understanding the 

legal requirements 

for digital 

signatures 

What are the guides (laws, 

regulations) that direct the 

implementation of digital 

signatures? 

Standards Ensure standard use of digital signatures. 

Ensure standardisation of cross-border implementations and usage 

of digital signatures. 

Ensure standardisation for interoperability between intra- and 

intergovernmental departments. 

Ensure that there are standard trust architectures and technologies 

required in a PKI environment within the public sector. 

Uniform Laws Create standards that enable all parties interacting through PKI to use 

digital signatures securely and with privacy to ensure message 

integrity, authenticity, and non-repudiation. 

Certification 

Authorities 

Ensure that the CAs have the required legal status. 

Standardise the types of certificates most appropriate for civil 

servants. 

Standardise the process of certificate revocation. 

Standardise certification expiration policies. 

Enablers: processes, 

technology, skills, culture  

Understanding the 

process 

requirements for 

digital signature 

implementations 

What are the enablers of e-

government process 

efficiencies (process 

optimisation, technology, 

skills, culture)? 

Strategic Alignment Attain strategic direction, support, and understanding from top 

management (sponsorship). 

Analyse the current situation. 

Formulate a process redesign strategy. 

Governance Produce a business case for the process redesign initiative. 
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IGOE Component Literature Study Research Question Category Emerging Requirements 

Establish formal project management governance. 

Mobilise the project execution team. 

Properly articulate the process scope definition. 

Develop a project plan. 

Develop a communication plan. 

Risk Management Identify risks. 

Assess risks. 

Formulate risk treatment plans. 

Organisational 

Change 

Assess organisational readiness for change. 

Perform an organisational skills audit. 

Implement an organisational change management initiative. 

Implement training interventions. 

Implement interdepartmental integration. 

Process Management Align processes to strategic objectives and goals of the organisation. 

Align processes to stakeholder service requirements and needs. 

Examine the organisation that supports processes. 

Redesign the organisation that supports processes. 

Examine the policies that support processes.  

Redesign the policies that support processes. 
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IGOE Component Literature Study Research Question Category Emerging Requirements 

Examine the information technologies that support processes. 

Redesign the information technologies that support processes. 

Performance 

Management 

Define measurable improvements in terms of productivity 

enhancements, cost reduction, process efficiencies, and improved 

customer satisfaction. 

Evaluate improvements in terms of productivity enhancements, cost 

reduction, process efficiencies, and improved customer satisfaction. 

These requirements form the core aspects of the output digital signature framework and should be included therein. 
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6.2.2.2 Framework conceptualisation 

From the core aspects derived from the literature review, it is evident that there are 

various criteria that must be considered in the structure of the digital signature 

framework. These include the following: 

1. There is a need for top/senior management to be involved. 

2. There is a need for governance from a project management and risk 

management perspective. 

3. There is a need for strategic changes, including policy, organisational, people, 

and technology changes. 

4. There is a need for management, control, and continuous improvement of the 

process. 

5. There is a requirement for standardised and trusted technology. 

After careful consideration of the above criteria, well-known de facto IT governance and 

quality management models and frameworks were considered. To be precise, the digital 

signature framework utilises aspects from the ISO/IEC 38500 (Martínez & Llorens, 

2019) process model for IT governance, the Calder-Moir IT Governance Framework, 

and the Plan-Do-Check-Act (PDCA) (Deming, 1986) process methodology. 

The ISO/IEC 38500 proposes a model for IT governance which specifies that senior 

management must perform the following three main actions with respect to IT: 

1. Evaluate the current and future use of IT. 

2. Direct plans and policies to ensure that IT use meets business requirements. 

3. Monitor plans and policies to ensure that IT conforms to policies and performs 

in accordance with plans. 

The Figure 15 illustrates the IT governance model. 
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Figure 15: ISO/38500 governance model (Martínez & Llorens, 2019) 

This model is used because the board members, executives, or senior management 

are accountable and responsible for the management and direction of information and 

technology and as such must drive the strategic direction of an organisation. As 

evidenced in the literature, the implementation of digital signatures becomes an enabler 

of strategic drivers which impact the organisation. 

The Calder-Moir IT Governance Framework (Moir and Calder, 2015) is a meta-model 

for organising IT governance issues and tools to support boards, executives, and 

practitioners. Figure 16 illustrates the Calder-Moir IT Governance Framework. 
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Figure 16: Calder-Moir IT Governance Framework adapted from Moir and Calder (2015) 

The Calder-Moir IT Governance Framework (Moir and Calder, 2015) was used to 

provide a holistic structure and visual appeal to the digital signature framework. The 

Calder-Moir framework provides a comprehensive view of the different disciplines and 

practices that must be considered from an overall governance perspective. Thus, the 

Calder-Moir framework provided a structure to house the core aspects of the digital 

signature framework, and most of the core aspects derived from the literature review 

are contained in the Calder-Moir framework.  

The Plan-Do-Check-Act (Deming, 1986) model, also known as the Deming Cycle, is an 

iterative four-step management method used in business to control and continuously 

improve processes. 

The Plan phase is used to establish objectives and processes required to deliver the 

desired results. 

The Do phase is where the work stemming from the Plan phase is done. Data is also 

gathered to see how effective the change is. 

The Check phase is where the data and results from the Do phase are evaluated to 

determine if the changes have brought about any positive results. 
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The Act phase is where the process is improved by rectifying the issues identified in the 

Do and Check phases. 

 

Figure 17: Deming Cycle adapted from FlevyPro.com (2019) 

The Deming Cycle (Deming, 1986) is used in the digital signature framework because 

it is model that enables performance management and continuous improvement of the 

overall digital signature implementation process. 

The resulting digital signature framework is thus the outcome of these three frameworks 

and models being adapted to create a comprehensive meta-model and process model 

for the implementation of digital signatures. The framework can be adapted to be utilised 

in both the public and private sector, as it is generic and comprehensive enough to be 

well suited to any type of organisation. 

6.2.2.3 The digital signature implementation framework 

The digital signature framework, illustrated in Figure 7, is made up of thirteen categories 

that need to be present to enable the implementation of digital signatures. Table 7 

provided a consolidated view of the core aspects and requirements gathered from the 

literature review chapters. There are thirteen (13) categories and forty two (42) 

emerging requirements that make up the framework.  

In Table 7, shows the thirteen categories which are the core aspects and the forty two 

(42) emerging requirements. The 42 emerging requirements must be taken into 
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consideration either as activities or in various organisational policies to enable the 

successful implementation of digital signatures. These emerging requirements will be 

used to test and validate the framework in the next chapter. 

The framework also utilises the Plan-Do-Check-Act quality management process 

methodology to ensure that the tasks within each segment are well defined with clear 

and measurable objectives, management processes, and performance improvement 

feedback loops. This iterative cycle also shows that the processes within the core 

aspects can be iterated over a number of cycles to ensure proper outcomes. 

Senior management is ultimately accountable and responsible for evaluating, directing, 

and monitoring the implementation of digital signatures. Thus, the top half of the 

framework shows all the processes that senior management should direct and evaluate, 

and the bottom half shows the processes that they should monitor for effective 

execution. 

 

Figure 18: Proposed resulting digital signature implementation framework 

6.2.2.4 Contextualisation of the framework 

For successful implementation, the digital signature framework should be adhered to in 

its entirety. All the components together will ensure that the requirements for successful 
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implementations are met. The contents of the framework, such as the framework 

descriptions and supporting toolkit, should ideally be captured in the form of a guiding 

manual for user consumption.  

The digital signature implementation framework starts from the left and moves 

clockwise, as illustrated in Figure 18. 

The first step in the process is the Strategic Alignment phase of the framework. The 

outcome of this phase is a digital signature strategy document. The following activities 

need to be completed in this phase: 

 Strategic Support – Support from top or senior management of the organisation 

or public entity must be sought. Support from these high levels ensures that there 

is buy-in by all employees. In the context of the public sector, there should also 

be a political will to embark on such an initiative.  

 Situational Analysis – The situational analysis is a high-level analysis of the 

organisation’s internal and external environment to understand the organisation's 

capabilities, citizens or customers, and operational environment as well as how 

the implementation of digital signatures will impact the organisation. This analysis 

results in a situational analysis document which details the organisation and its 

environment. 

 Strategy Formulation – Strategy formulation results in a digital signature strategy 

document which highlights the what, why, who, and how of digital signatures in 

the organisation. 

The second phase in the framework is the Governance phase. This phase is about 

structuring and directing the digital signature implementations. The outcome of this 

phase is a well-defined project management process and all its deliverables. The 

following activities form part of this phase: 

 Business Case – The business case is a detailed document emphasising why 

the project or initiative is necessary. It includes the cost-benefit analysis and the 

value realisation plan. 

 Project Management Governance – Project management governance involves 

administration of the project. This includes the project initiation document as well 

as the project charter. 
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 Scope Definition – The scope definition delineates the boundaries of the project 

so that any scope creeps can be managed. 

 Project Plan – The project plan is a document detailing the project deliverables 

and milestones that must be met as per the scope definition. These project 

deliverables and milestones must be managed to ensure success. 

 Communication Plan – The communication plan is a document detailing how 

communication will happen within the project, who needs to be communicated 

with, as well as the frequency with which and the manner wherein the 

communication must take place. 

The third phase of the framework is the Risk Management phase. This phase is 

concerned with identifying and managing uncertainties that may impede the successful 

implementation of digital signatures. The Risk Management phase needs to take into 

consideration the overall strategic or enterprise risks of the organisation. The risk 

assessment should be included as part of the project governance documents. The 

following activities take place during this phase: 

 Risk Identification – All uncertainties that may impede the successful 

implementation of digital signatures are identified. 

 Risk Assessment – Uncertainties are assessed or analysed in terms of the 

likelihood that they will occur and the impact they would have should they occur. 

 Risk Treatment and Response – Risk treatment and response refers to planning 

how risks will be managed and mitigated. 

The fourth phase of the framework deals with abiding with Uniform Laws. This phase 

requires that the organisation conform with standardised laws and regulations 

applicable to it. The following should be considered in the organisational policies: 

 Standardised Laws and Regulations – what are the applicable rules of law and 

regulations that the organisation must conform with? 

The fifth phase of the framework is the Organisational Change phase. This phase is 

concerned with ensuring that the organisation is ready for the change and that all 

change management needs of the organisation are met. The outcome of this phase will 

be various change management plans and initiatives, such as training and business 

continuity plans. The following activities form part of this phase: 
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 Change Readiness – The change readiness of the organisation is analysed to 

determine whether the organisation is ready and willing to change and accept 

new processes, technologies, and ways of working. 

 Skills Audit – The skills gap between where the organisation is and where it wants 

to be in terms of processes and their underlying technologies is identified. 

 Change Management – Change management refers to how change will be 

managed based on the organisational change readiness. This includes mitigation 

plans that need to be put into place to manage change in the organisation. 

 Interdepartmental Integration – Interdepartmental integration refers to how 

integration of and collaboration between interorganisational departments and 

other government departments happens.  

The sixth phase of the framework is the Process Management phase, which is 

concerned with ensuring process management redesign in the organisation to support 

the implementation of the digital signatures. This phase outlines the analyses that must 

take place from policy, people, and technology perspectives in terms of where the 

organisation currently is, where it wants to be, and what gaps exist in terms of efficient 

and effective processes. The following activities take place during this phase: 

 Process Strategic Alignment – Process strategic alignment entails identifying the 

processes that should be executed in the organisation based on its strategic 

objectives. There should be a link between what the organisation does and is 

trying to achieve and the way in which it executes its processes.  

 Policy Realignment – Policy realignment includes amendments and updates to 

the organisational policies and operating procedures. 

 Organisational Realignment – Organisational realignment refers to making 

changes to the organisational structure to execute new processes. 

 Technology Realignment – Technology realignment refers to how the 

organisation integrates, retires, and introduces technologies to support new 

processes. 

The seventh phase of the framework deals with managing applicable digital signature 

Standards. This phase is concerned with ensuring that the digital signature technologies 
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meet certain criteria, are fit for use, and can fulfil their purpose. The following activities 

form part of this phase: 

 Standards – what are the standards that enable digital signature technologies?  

 Cross- border Implementation – which standards and technologies are applicable 

to organisations which have cross – border dealings? 

 Interoperability – which standards and technologies are applicable to 

organisations which have inter-ministerial and inter – departmental dealings? 

 Trust Architectures – what does the digital signature architecture look like which 

enables trust?  

The eighth phase of the framework deals with Certification Authorities (CA’s). CA’s are 

an important and integral part of the whole digital signature implementation as they 

guarantee trust and security. The following must be considered when organisations are 

selecting an appropriate CA.  

 Legal Status – what is the legal status of the CA? Are they eligible to do business 

in the organisation’s jurisdiction? 

 Standard Certificates – does the CA have standardised certificates which they 

use? 

 Standard Processes – does the CA have standardised processes which they 

use? 

 Standard Policies – does the CA have standardised policies which they use? 

The ninth phase of the framework deals with Security requirements. What are the 

security considerations that the organisation must consider when implementing digital 

signatures. Digital signatures must provide the following for the organisation’s 

documents, transactions and processes: 

 Authenticity – how does the organisation implement digital signatures to provide 

authenticity to documents, transactions and processes? 

 Integrity – how does the organisation implement digital signatures to provide 

integrity to documents, transactions and processes? 
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 Confidentiality – how does the organisation implement digital signatures to 

provide confidentiality to documents, transactions and processes? 

 Non –repudiation – how does the organisation protect themselves from non-

repudiation of documents, transactions and processes? 

 Privacy – how does the organisation implement digital signatures to provide 

privacy to documents, transactions and processes? 

The tenth phase of the framework deals with Trust. How do the digital signature 

technologies create trust in the organisation between systems, people, and processes? 

The following must be considered when it comes to creating trust in the organisation: 

 Digital Certificates – what kind of digital certificates does the organisation require 

for its digital signature implementation? 

 Public Key Infrastructure (PKI) – what PKI technology should the organisation 

consider in its digital signature implementation? 

The eleventh phase of the framework deals with the legal validity of the digital signatures 

in the organisation’s jurisdiction and what protection is given to the organisation should 

legal action be taken against the organisation. The following must be taken into 

consideration: 

 Legislation and Regulations – what are the legislations and regulations that 

impact the implementation of digital signatures in the organisations jurisdiction? 

 Liability Protection – how does the organisation protect themselves against legal 

action taken due to transactions or processes which employ digital signatures? 

The twelfth phase of the framework deals with the business efficiencies which the 

organisation must consider when implementing digital signatures. The following must 

be taken into consideration: 

 Operational Costs – what if any operational costs with be reduced? 

 Productivity – how will productivity be impacted by the implementation and 

introduction of digital signatures? 

The last phase in the framework is the Performance Management phase, which is 

concerned with ensuring that the intended outcomes of the digital signature 

implementation are achieved. The following activities take place during this phase: 
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 Measurable Improvements – A value management plan indicates the value and 

improvements that embarking on this project will bring to the organisation. 

 Evaluation – A benefits realisation report indicates whether the project yielded 

the desired results. 

This also necessitates being aware of international laws and regulations if the 

organisation has cross-border international relations. The following activities form part 

of this phase: 

 Standards – What are the applicable standards to which digital signature 

technology or public key infrastructure must conform?  

 Uniform Laws – What are the applicable laws with which digital signatures must 

comply?  

Certification Authorities – What assurances should be obtained from certification 

authorities in terms of digital signatures or certificates? 

6.2.2.5 Supporting Toolkit 

The toolkit is a guiding support resource base that governments can use to assist them 

in their digital signature implementation journey. The supporting toolkit consists of 

guiding templates as well as the core aspects interrelationship model.  

The core aspects interrelationship model, depicted in Figure 19, is designed to provide 

organisations with knowledge of how all the core aspects of the framework relate to one 

another and offers an integrated interrelated view for implementation. For example, the 

Performance Management core aspect drives Strategy Formulation, and Risk 

Management has an impact on the Business Case. 

The templates will provide the government entity, or any other entity, with practical 

examples that it can use and adapt to the organisation’s needs. The digital signature 

framework is meant to provide practical guidance for implementing digital signatures. 

The templates support this by making the process easier for implementers.  

The core aspects of the framework are also described in detail to the user. This ensures 

that the user understands what the core aspects are, why they are necessary or 

important, and how they relate to one another. 
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Figure 19: Digital signature framework interrelationships model 
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The templates were derived from a business process re-engineering methodology 

developed by Shin and Jemella (2002), which can be seen in Figure 20. 

 

Figure 20: BPR methodology based on information from Shin and Jamella (2002) 

The business process re-engineering methodology requires activities to result in various 

outputs. Thus, the templates for the digital signature framework were derived from the 

various outputs of the BPR methodology. For example, Step 1 of the BPR methodology 

includes the business case and project initiation, with activities such as obtaining 

sponsorship and leadership for the project and mobilising the project team. This is in 

line with the strategic alignment and governance aspects of the digital signature 

implementation framework. Table 8 further illustrates the alignment of the BPR 

methodology and the digital signature framework core aspects through their various 

phases and categories as stated in the sections above, and specifies the templates that 

must be delivered in each of those phases. 
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Table 8: Alignment of the BPR metholodolgy and the DSF core aspects 

Business Process Re-

engineering Methodology Phase  

Digital Signature Framework 

Core Aspects 

Output Templates 

Phase 1 – Business Case and 

Project Initiation 

Strategic Alignment 

Governance 

Risk Management 

Business Case  

Project Initiation Document 

Project Charter 

Project Plan 

Value Management Plan 

Communication Plan 

Phase 2 – As-Is Analysis Organisational Change 

Process Management 

Technology Management 

Change Readiness Assessment 

Change Management Plan 

Training Plan 

As-Is Analysis Document 

Technology Analysis (Heat Map) 

Phase 3 – Innovate Organisational Change 

Process Management 

Technology Management 

Target Operating Model 

Process Blueprint 

Solution Architecture 

Transition Roadmap 

Phase 4 – Execute Performance Management Performance Plan 

Benefits Realisation Document 

As previously stated when the Evaluation and Validation phases of the unique 

integrated design-oriented IS research approach were discussed, the digital signature 

implementation framework and its supporting templates will be evaluated using a case 

study identified in the e-government services space. 

6.3 Conclusion 

It was evident from Chapter 2 that a unique integrated research approach was 

formulated for this study. According to this integrated research approach, the aim of this 

chapter was to discuss the creation of the digital signature framework. 
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An artefact was created in the form of a digital signature implementation framework to 

be used for e-government processes to improve service efficiencies. The framework is 

generic enough to be adapted for use in any organisation or industry.  

The integrated research approach is a four-phase approach to developing and 

validating the digital signature framework. This chapter concentrated on the first two 

phases of the approach, and the last two phases will be dealt with in the following 

chapter. This chapter’s objective, according to the integrated research process, was to 

identify a real-world problem. This was done based on the researcher’s observations in 

their current work environment and literature studies on the failures of e-government. 

The objectives of the study were formulated to assist in addressing a real-world problem. 

Upon completion of Phase 1, various core aspects and requirements upon which the 

digital signature implementation framework would be built were identified.  

The core aspects and requirements that make up the digital signature implementation 

framework were derived from the requirements gathered from the literature review 

chapters.  

The structure and basis of the framework were guided by well-known de facto IT 

governance frameworks and process models. These were adapted to the core aspects, 

requirements, processes, and governance of the digital signature framework.  

Accordingly, the digital signature implementation framework together with its supporting 

toolkit aims to guide and assist government departments in implementing digital 

signatures for efficient processes and e-government services. However, in order to 

adhere to the unique integrated research approach, it is necessary to validate the 

framework. Thus, Phases 3 and 4 will be discussed in the following chapter. The next 

chapter will present the validation of the final digital signature implementation 

framework. 
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CHAPTER 7 : CASE STUDY EVALUATION OF THE FRAMEWORK 

 

7.1 Introduction 

Chapter 6 introduced the final framework for the implementation of digital signatures to 

improve e-government process efficiencies. It is evident that the framework is generic 

enough to be used in any type of organisation to improve its process efficiencies.  

The final framework consists of two parts. The first part is the conceptual framework, 

which addresses the components that must exist for the successful implementation of 

digital signatures. The second part is the supporting toolkit, which provides the 

necessary templates to support and guide the components of the conceptual 

framework. The framework is thus constructed from Business Process Redesign to 

Digital Signature Framework, then the resulting toolkit.  

The digital signature implementation framework was constructed using the unique 

integrated design-oriented IS approach discussed in Chapter 2 and illustrated in Figure 

21. The first two phases were used to develop the actual framework and the last two 

phases will be used to evaluate and validate the framework. 

 

Figure 21: Unique integrated design-oriented IS research approach 

This chapter will discuss the process that was followed to evaluate and validate the 

utility of the framework. Furthermore, the chapter will discuss the method that was used 

to analyse various e-government service websites, which indicated that process 

redesign and optimisation are indeed required by government entities that want to be 

supported by digital signatures.  

The utility evaluation of the framework will analyse and assess the currently available 

national e-government services using a process analysis method. From the analysis, it 

will identify an e-government service in which digital signatures can be implemented to 

Chapter 7 
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improve the service efficiencies. Finally, it will diffuse the framework through 

recommendations to the entity on how to embark on a digital signature implementation 

journey. 

For a study at this level, it is impossible to perform a holistic end-to-end validation of the 

utility of the framework due to time constraints. Thus, the complete framework was not 

evaluated. However, specific components of the framework were chosen to show the 

high level of usefulness of the framework. The components that were chosen for 

evaluation are the business case from a governance point of view, the legal component, 

the skills audit from a people change management point of view, and the technology 

assessment from a technology management point of view. 

7.2 e-Government service process analysis 

The process analysis is aligned with Phase 2 of the BPR methodology discussed in 

Chapter 6. Phase 2, illustrated in Figure 22, is the as-is analysis, which articulates the 

activities that must be undertaken to understand the current process environment in an 

organisation. Phase 1 of the BPR methodology was not conducted as the research 

study employed a case study which did not engage stakeholders, but was a desktop 

analysis case study. Phase 1 of the BPR methodology requires that stakeholders are 

engaged and consulted to formulate the business case and other plans which involve 

them. As discussed in Chapter 2, a case study of this nature was chosen as it gave the 

researcher the freedom to pick and choose the relevant e-government services which 

could prove the assumption that most e-government services in South Africa often have 

manual interventions which make the processes ineffective. 

As previously discussed, the process analysis was embarked on as an initial step in the 

framework evaluation, as it highlighted the inefficiencies within the activities in the use 

case to help build a case for digital signatures. 
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Figure 22: BPR methodology based on information from Shin and Jamella (2002) 

The as-is process assessment for this study took into consideration all the e-

government services that are provided on the South African e-government services 

portal.  

The e-government processes were performed using a desktop analysis method, as 

none of the stakeholders or process owners were consulted during this exercise. 

The portal has 19 services that can be processed online. From the 19 services, five 

were assessed using process characteristics defined by IDS Scheer (2009). It states 

that processes should be:  

 Effective – Does the process do what it is supposed to do? It must be simple 

and make life better for all concerned. It must ultimately deliver the intended 

value to its customers as well as satisfy and delight them.  

 Efficient – Is the process devoid of waste, unnecessary steps, multiple 

handovers, and other wasteful characteristics? 

 Relevant – Is the process appropriate for and in line with the strategic intent of 

the organisation? 

 Valid – Is the process valuable and usable measured against the customer and 

business requirements? Is the process fit to be used for its purpose? 
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 Usable – Is the process fit for use? 

 Used – Is the process designed in a manner that ensures use by customers? 

 Reused – Is the process efficient enough to be reused as a standard process in 

other business functions? 

The processes were analysed using a simple heat map, illustrated in Figure 23, with 

three scales: high, medium, and low. For example, if the process was deemed by the 

researcher to be effective, a scale of high was used. The user registration process on 

the e-services portal received a high from the researcher, as the process was deemed 

to be effective. 

 

 

Figure 23: e-Government process assessment 

High – the processes meet all the process characteristics 

Medium – the processes meet five (5) out of the seven (7) process characteristics 

Low – the processes meet three (3) out of the seven (7) process characteristics 

The processes were further analysed by examining in more detail in the activities that 

they consist of (refer to Appendix B) to assess whether digital signatures would add 

e-Government Website Process Name Intent Effective Efficient Relevant Valid Usable Used Reused

e-services portal Register as a user To enable user registration on the e-

services portal high high high medium high high high

eNatis Renew driver's license To enable users to apply for their driver's 

license online, however all the website 

currently does is allow the user to book 

an appointment

low low high low low low low

SACE Apply for membership 

with SACE

For users to apply for membership with 

SACE. medium medium high medium medium medium medium

Process CharacteristicProcess Details

Definitions:

high Effective

Does the process do what it is supposed / intended to do? It must be simple and 

make life better for all concerned. It must ultimately deliver the intended value to 

its customers and it must satisfy and delight the customer.

medium Efficient

Is the process devoid of waste, unnecessary steps, multiple – handovers and other 

wasteful characters?

low Relevant Is the process appropriate and in-line to the strategic intent of the organisation?

Valid

Is the process sufficiently correct to be valuable and usable measured against the 

customer and business requirements? Is the process fit for purpose?

Usable Is the process fit for use?

Used Is the process designed in a manner that ensures use by customers?

Reused

Is the process efficient enough to be re-used as a standard process in other 

business functions?
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efficiencies. Table 9 and Table 10 describe the as-is and redesigned to-be processes 

for the renewal of a driver’s license. The as-is process presented a number of flaws. 

Firstly, the user is redirected from the e-government services portal to the eNatis 

website where the driver’s license renewal is done. This in itself is a design flaw, as the 

user should be presented with a seamless and integrated experience. The user should 

not be aware that they are moving from one site to the next. Secondly, the user is 

expected to complete their personal details again after having logged in to the e-services 

portal. This is another design flaw, as the user should only have to log in once, and 

thereafter their details should remain known throughout their transactions. The purpose 

of the e-government service is to allow the user to renew their driver’s license. However, 

the site is used merely to book an appointment with a licensing department so that the 

user can physically go there to renew their license. This defeats the purpose of having 

this e-service.  

Nonetheless, from a process perspective, a number of optimisation and automation 

areas were identified from the process above, which can be supported by electronic and 

digital signature technologies (e.g. PKI) to allow for authentication, verification, and 

acceptance of the transaction, as illustrated in Table 10. 

Table 9: As-is process – Renewal of driver's license 

Process Name: Renewal of driver’s license (as-is) 

Activity / Steps Outcome Intent 

1. Complete personal details. Completed personal details To identify and authenticate a user 

2. If the user has outstanding 
traffic fines, the system will 
notify the user. 

The user is notified To notify the user about outstanding 
traffic fines 

3. Select the applicable testing 
centre to renew the license. 
Note: The province was greyed 
out, as I live in Gauteng. This 
shows that there is some form of 
integration with a system that 
knows where I live. 

Testing centre selected To place the user in the appropriate 
testing centre (location), i.e. the 
testing centre nearest to them or a 
testing centre with availability 

4. Download, print, complete, and 
sign a form to take to the 
renewal appointment. 

Completed and signed form To comply with legislation 
concerning signed forms for 
transaction processing 
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Table 10: To-be process – Renewal of driver's license 

Process Name: Renewal of driver’s license (to-be) 

Activity / Steps Outcome Intent Improvement Areas 

1. Log in to and be 
authenticated on the e-
government services 
portal. 

Completed 
personal 
details 

To identify and 
authenticate a 
user 

Single sign-on – This improves the 
efficiency of the login process. 

Eliminating the need to log in for every 
service improves efficiencies. 

2. Select the option to renew 
your driver’s license. 

New driver’s 
license 
workflow 
triggered 

To ensure that the 
correct workflow is 
triggered 

Process automation and workflow 
efficiencies – The automation of the 
processing makes the sender more 
productive by pre-populating documents 
with all the required information and 
ensuring that steps prone to manual 
errors in the business process are 
eliminated. 

3. Upload applicable eye test 
results. 

Eye test results 
uploaded 

To eliminate time 
spent by the driver 
in queues and on 
eye tests at the 
traffic department 

Document management – Uploading the 
eye test results eliminates time spent 
waiting in the queues for eye tests at the 
traffic department. 

4. If the user has outstanding 
traffic fines, the system will 
notify the user. The system 
could allow the user to pay 
the fines directly at this 
point or not allow the user 
to continue with the 
process. 

The user is 
notified 

To notify the user 
about outstanding 
traffic fines 

Payment gateway integration – This 
allows secure payments to be made on 
the site, which eliminates manual 
payments at the testing centre.  

It improves the payment process, 
eliminates waiting in queues to make 
payments, makes the process more 
secure, and eliminates the risk of theft. 

5. Select the applicable 
testing centre to renew the 
license. 

Known 
geographical 
location  

To know the 
applicable 
geographic 
location of the 
motorist 

To ascertain which 
location the  
driver’s license 
should be sent to 
should the 
motorist not be 
collecting it  

Process improvement – The driver is 
given the option to have the driver’s 
license delivered to them. The geographic 
location allows for the most appropriate 
courier services to attend to the matter. 

 

6. Complete an online 
application form. (Edit, 
update, or enter new 
information where 
applicable. The system 
should already have 
information on the user.) 

Completed and 
signed form 

To comply with 
legislation 
concerning signed 
forms for 
transaction 
processing 

Process automation and workflow – The 
automation of the processing makes the 
sender more productive by pre-populating 
documents with all the required 
information and ensuring that steps prone 
to manual errors in the business process 
are eliminated. The traffic department 
already has information on the driver. 
Therefore, the driver must be given the 
opportunity to accept the pre-populated 
information and make changes where 
necessary. The updated information 
should be written back to the database to 
keep the information current. 
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Downstream processing allows for 
flexible data capturing, document 
insertion, and multiple signature options. 

With digital signatures, there is no longer 
a need for the driver to print, complete, 
and sign the form and then go to the 
department to wait in queues for 
processing.  

7. Complete the payment 
steps. 

Payment 
received 

To receive 
payment from the 
motorist for the 
service rendered 

Payment gateway integration – This 
allows secure payments to be made on 
the site, which eliminates manual 
payments at the testing centre.  

It improves the payment process, 
eliminates waiting in queues to make 
payments, makes the process more 
secure, and eliminates the risk of theft. 

8. Receive the new driver’s 
license. (The user can 
collect it, or it can be 
couriered, for a fee, when it 
is ready.) 

Driver’s licence 
collected or 
delivered 

To furnish the 
motorist with their 
new driver’s 
license 

Process improvement – The driver is 
given the option to have the driver’s 
license delivered to them. The geographic 
location allows for the most appropriate 
courier services to attend to the matter. 

Overall, the new redesigned process seems longer, but it actually presents more 

efficiencies based on the improvement areas. The redesigned process eliminates waste 

and unnecessary printing and signing. It also provides a better user experience, as 

users do not have to be physically present for the license renewal. Even though the 

actual digital signature takes effect in a single step, the entire process is supported by 

secure digital certification. 

It is evident that the license renewal process can benefit from the implementation of 

digital signatures, especially for the three (3) steps namely the single sign-on, 

completion of the application form and the payment step. The use of digital certificates 

and digital signatures will ensure security and trust that the person transacting has been 

authenticated and verified, that the transaction cannot be repudiated. The digital 

certificates and signatures also ensure the integrity of the transaction.  

The next section will highlight some of the core aspects of the framework that must be 

present in order to implement digital signatures in the traffic department to enhance the 

efficiency of this process and potentially many others. 

7.3 Utility of the digital signature framework 

The second step in showing the utility of the digital signature implementation framework 

is to show how the core aspects of the framework can be achieved supported by the 

output templates, as expressed in Table 11.  
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As noted in the introduction, the utility of the complete framework was not evaluated. 

However, specific components of the framework were chosen to show the integrated 

usefulness of the framework at a high level. The components that were chosen for 

evaluation are the business case from a governance point of view, the legal component, 

the skills audit from a people change management point of view, and the technology 

assessment from a technology management point of view.  

For the purpose of illustrating the utility of the framework, the highlighted sections in 

Figure 24 show which components were focused on. 

 

Figure 24: Digital signature implementation framework 

Table 12 shows the alignment of the BPR methodology and the core aspects of the 

digital signature framework. The table highlights the core aspects of the framework and 

the associated output templates completed for the purpose of evaluation of this study. 
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Table 11: Alignment of BPR metholodolgy and DSF core aspects 

Business Process Re-

engineering Methodology Phase  

Digital Signature Framework 

Core Aspects 

Output Templates 

Phase 1 – Business Case and 

Project Initiation 

Strategic Alignment 

Governance 

Risk Management 

Business Case  

Project Initiation Document 

Project Charter 

Project Plan 

Value Management Plan 

Communication Plan 

Phase 2 – As-Is Analysis Legal Framework 

Organisational Change 

Process Management 

Technology Management 

Legal Assessment 

Skills Audit 

Change Readiness Assessment 

Technology Assessment 

Change Management Plan 

Training Plan 

As-Is Analysis Document 

Technology Analysis (Heat Map) 

Phase 3 – Innovate Organisational Change 

Process Management 

Technology Management 

Target Operating Model 

Process Blueprint 

Solution Architecture 

Transition Roadmap 

Phase 4 – Execute Performance Management Performance Plan 

Benefits Realisation Document 

 

 The business case 

One of the core aspects of the framework is an approved business case. The business 

case will help ensure that there is strategic alignment and support for the initiative from 

senior management as well as that the necessary risks have been identified and 

mitigating controls have been put into place. The project-related documents will ensure 

that there is proper governance afforded to the initiative. 
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Excerpts of the business case in Figures 25 to 28 highlight important aspects necessary 

to achieve the intended outcomes, i.e. attaining senior management support, aligning 

the project to strategic objectives, presenting the costs and benefits of embarking on 

such a journey, and highlighting the risks and mitigating controls. The full business case 

template can be viewed in Appendix C. 

 

Figure 25: Contents of the business case 

Figure 24 is a depiction of the contents page of the business case, which gives the 

reader an overview of what the document contains. This summarises the content of the 

business case. 

 

Figure 26: The approval section of the business case 
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Figure 25 depicts the approvals of the business case, which are crucial in ensuring that 

there is buy-in and support from senior management for the project or initiative. The 

initiative has to be supported and led by senior management, otherwise the success of 

the project diminishes. 

 

Figure 27: Project description 

Figure 26 highlights the section in the business case where the actual project or initiative 

is discussed. This provides the business case with context regarding why management 

and other stakeholders must buy into the project and support it and what benefits the 

organisation will derive from embarking on such a project. 

 

Figure 28: Risk management and cost-benefit analysis 
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Figure 28 shows the cost-benefit analysis that must be performed to support or motivate 

in financial terms why the project or initiative is worthwhile to the organisation. This is 

an important aspect of the business case, as it provides the numbers to back up the 

benefits of embarking on a digital signature implementation journey. 

The business case building process is only one aspect of the digital signature 

implementation framework supported by the BPR implementation methodology. This 

aspect is the first step that must be completed to ensure strategic alignment, buy-in and 

support from senior management, and support from all stakeholders downstream. It also 

starts to build a case for why the digital signature implementation journey is an important 

one to go on. 

This first aspect of the process is part of the Plan phase of the Deming Cycle, which 

was discussed in Chapter 6. The business case process can be iterated a number of 

times until a final supported version of the document is approved.  

The other aspects of the framework will undergo the same iterations as the business 

case. 

 The legal framework 

The legal framework requires that the organisation conforms to the statutory and legal 

requirements applicable to it. This also necessitates being aware of international laws 

and regulations if the organisation has cross-border international relations. The 

following questions need to be addressed: 

 Standards – What are the applicable standards to which digital signature 

technology or public key infrastructure must conform?  

 Uniform Laws – What are the applicable laws with which digital signatures must 

comply?  

 Certification Authorities – What assurances should be obtained from certification 

authorities in terms of digital signatures or certificates? 

Figure 29 is an example analysis of the legal framework aspects that must be taken into 

consideration when embarking on a digital signature implementation journey. The legal 

aspects applicable to the organisation present an opportunity to select different forms 

of signatures and customise business processes based on the form that is most 

convenient and appropriate for each use case. The legal aspects also have an impact 
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on the type of digital signature technology that the organisation needs to implement 

based on the environment. 

 

Figure 29: Legal framework analysis 

To illustrate, driver’s license transactions in South Africa only need to conform to the 

Electronic Communications and Transactions Act (ECTA), and the other uniform laws 

are not applicable. The signature standard required for this transaction is a basic e-

signature, which is defined in the Act as a symbol, mark or process that shows the intent 

of a person to accept the content of the agreement, transaction or record. Depending 

on the jurisdiction, a digital signature (advanced or qualified) is an electronic signature 

that uses an encrypted digital certificate to authenticate the identity of the signatory. As 

the driver’s license transaction requires only a basic electronic signature, the 

certification authority only needs to conform to certain criteria, such as ensuring that 

they cater for the type of signature, that they comply with regulations such as the 

Protection of Personal Information Act (POPIA), and that they use a certified trusted 

root by a web browser or operating system. 

 The skills audit 

The skills audit is part of the Organisational Change phase of the framework. This phase 

is concerned with ensuring that the organisation is ready for change and that all change 

management needs of the organisation are met. The outcome of this phase will be 

various change management plans and initiatives, including training and business 

continuity plans.  
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During a skills audit, the skills gap between where the organisation is and where it wants 

to be in terms of processes and their underlying technologies is identified. 

A desktop analysis was conducted to get a comprehensive view of all the required skills 

of a digital signature specialist from a general, interpersonal, and technical point of view. 

As discussed in Chapter 3, digital signatures are enabled by PKI technologies, and as 

such, the skills required to enable and support digital signatures form part thereof. 

Usually the role of PKI specialist would fall within the Data and Information Security 

space. The PKI specialist would thus typically be a CSO, security architect, crypto-

engineer, security analyst, or an app developer. The resulting skills were gathered from 

a number of recruitment websites where the skills of the above roles were required.  

Figure 30 illustrates the required skills of a PKI specialist and also shows the type of 

skills audit the organisation should execute to ensure that they have the right skills in 

the organisation to implement and manage the PKI. 
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Category Skill

1 2 3 4 5 YES NO

Familiarity with common identity, authentication, and 

directory services

Create, modify, delete, maintain, and monitor system access 

identification for corporate email system, applications, 

remote access, and/or application-level security

Perform system access reviews to ensure compliance with 

corporate security policies and standards

Create and/or review data access reports to research service 

requests or issues

Process requests for access and the addition of new groups, 

systems, applications or users

Keep and maintain accurate access control records, working 

documents and databases

Ensure system security by making sure that system access is 

appropriate to the defined business need

Monitor unauthorized attempts to access company data and 

escalates threat activity to appropriate teams/management

Ensure audit, modification and revocation of access rights is 

carried out

Create and maintain user access standards documentation

Assist in the investigation and resolution of problems relating 

to system and application access

Troubleshoot and fix identity and access system problems

Training 

Intervention 

Required 

Level of competency

1 (low) to 5 (high)

Access Control
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Protect important information from interception, copying, 

modification and/or deletion

Evaluate, analyze and target weaknesses in cryptographic 

security systems and algorithms

Design robust security systems to prevent vulnerabilities

Develop statistical and mathematical models to analyze data 

and solve security problems

Test computational models for reliability and accuracy

Investigate, research and test new cryptology theories and 

applications

Probe for weaknesses in communication lines (e.g. wireless 

network, secure telephone, cellphones, email, etc.)

Ensure financial data (e.g. credit card, inter-bank, ATM, online 

transactions, etc.) are securely encrypted and accessible only 

to authorized users

Ensure message transmission data (e.g. wireless network, 

secure telephone, cellphones, email, etc.) are not illegally 

accessed or altered in transit

Decode cryptic messages and coding systems for military, 

political and/or law enforcement agencies

Develop and update methods for efficient handling of cryptic 

processes

Provide technical support to government, businesses and 

industry to solve security-related issues

Advise colleagues and research staff on 

cryptical/mathematical methods and applications

In depth knowledge of encryption use cases and hands-on 

experience establishing an enterprise encryption 

infrastructure

Strong understanding of data-at-rest and data-in-transit 

encryption techniques and methodologies, including database, 

file, disk encryption, as well as TLS, SSH

Familiarity with networks, firewalls, IDS/IPS, and end point 

security

Cryptography
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Figure 30: Skills audit template 

The skills audit results will highlight the gaps in the skills that are required to support and manage the digital signature technology. 

The necessary skills training and development will have to be initiated by the organisation. If the skills are hard to attain and retain, 

the organisation will also need to decide whether they will outsource these skills. 

Generation, exchange, storage, use, crypto-shredding 

(destruction) and replacement of keys

Cryptographic protocol design, key servers, user procedures, 

and other relevant protocols

In depth knowledge of key and certificate use cases and hands 

on experience establishing an enterprise key and certificate 

management infrastructure

Design, install and configuring of Certificate Lifecycle 

Management solutions

Provide architecture and integration support including 

registration, authentication, authorization, and workflow 

processes 

Experience with Federal PKI (PIV and PIV-1) issuance and 

FISAM LOA4 Credentialing 

Leverage current infrastructure and new cloud services

Generation of public/private keys, identity information, and 

certificate request

Enrollment of PKI (request and retrieval)

Usage within Internet Key Exchange (IKE)

Certificate validation and revocation checks

Certificate renewal

PKI Life Cycle Management

Cryptographic Key Management
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 The technology assessment 

During the technology assessment, the actual digital signature technology is considered 

by the organisation. It is concerned with ensuring that the digital signature technology 

meets certain criteria to ensure that it is fit to be used for its purpose. The vendor and 

technology assessment criteria were gathered from a number of websites which deal 

with Public Key Infrastructure (PKI) technology providers. Their technology features and 

specifications were noted and served as the criteria for assessment. The following 

points need to be considered: 

 Security – What are the security requirements, standards, and policies to which 

the digital signature technologies and architecture must conform? 

 Trust – How do the digital signature technologies create trust in the organisation 

between systems, people, and processes? 
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 Legal Validity – What are the legal requirements that the digital signature 

technologies must conform to in order to have legal validity? 

 Business Efficiency – How does the organisation implement digital signature 

technologies and architecture to provide maximum business efficiencies? 

At this point within the framework, the business case and all the governance aspects 

are completed. The organisation has complied with all legal requirements, the 

comprehensive as-is analysis and to-be state have been approved, and the necessary 

change management and training interventions have been put into place. 

The underlying technology to support the new processes must now be chosen. Figure 

31 provides an example of the technology assessment that the organisation would need 

to embark on. The technology chosen for the organisation must fulfil the organisational 

requirements and the relevant regulatory and compliance requirements. 
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Vendor 1 Vendor 2 Vendor 3 Vendor x

Core Aspect Category Requirements

Authentication Does the vendor allow multiple methods, i.e. Password, 

PIN, Multi-factor Authentication, etc. that ensures 

signers can be identified and authenticated during the 

signing process

Integrity Does the vendor provide a public / private key pair to 

ensure information authenticity and integrity

Confidentiality Does the vendor provide mechanisms which provide 

restrictions in information flow which assures the 

confidentiality of information

White labelling Does the vendor provide an interface which is 

customisable allowing the organisation to fully white-

label the interface to ensure protection against phishing 

attempts

Brand protection Does the vendor provide a seamless signing experience 

that promotes the organisational brand

Non- repudiation Does the vendor provide a mechanism to prevent false - 

deniability, meaning that the user can still tamper wuth 

information but they can nevery falsely deny what has 

been done

Admissability

Consent Does the vendor allow for agreements to contain a 

provision stating that all parties agree that signing may 

be doen electronically

Opt - out option Does the vendor allow for any parties to the document 

that desires to sign it using a handwritten signature given 

the option to do so

Retention Does the vendor retain all electronically signed 

agreements in accordance with the organisation's 

document retention policies

Audit Trail Does the vendor keep a copy of the signature audit trail, 

showing the time and identity fo all signers and is 

attached to the executed agreement

Circulation Does the vendor ensure that an unaltered, fully 

exceuted, complete electronic copy of the document is 

sent to all parties for reference and archiving

Uniform Laws Does the vendor conform to the e-signing laws 

applicable to the organisation

Standards Does the vendor provide mechanisms for different types 

of signing, i.e. basic electronic signatures, advanced 

signatures and qualified signatures

Certification Authority Does the vendor provide mechanisms to integrate with 

certified and trusted third party Certification Authorities 

or Technology Service Providers

Security

Trust

Legal Validity

Legal Framework

1 - requirement not met

2 - requirement somewhat met

3 - requirement mostly met

4 - requirement adequately met

5 - requirement outstandingly met



Chapter 7: Case Study Evaluation of the Framework 

110 

 

Figure 31: Technology vendor evaluation

Single Sign-On Does the vendor provide  supports single

sign-on (SSO) through the exchange of authentication 

and authorization data between an

identity provider and a service provider to allow users to 

authenticate to the

main identity service (such as Active Directory) and not 

have to authenticate a second time to

access the e-signature product

Automation / Workflow Does the vendor provide an optimal signing experience 

achieved with both up and down stream processing to 

create a streamlined process from start to finish. 

The automation of the upstream processing makes the 

sender more productive by pre-populating documents 

with all required information and ensuring that manual 

error prone steps in the business process are eliminated.

Downstream processing must be robust to allow foe 

flexible data capture, document insertion, and multiple 

signature options

Deployment Options  Does the vendor allow formultiple deployment options 

for  the organisation i.e. public cloud, private cloud, and 

on-premise

Integration Does the vendor allow for integration with commercial 

off-the-shelf (COTS) business applications and in-house 

or custom - built applications via APIs

Multiple Devices Does the vendor provide the ability to seamlessly move 

from one devide to another, e.g. PC/Laptops, tablets or 

smartphones

Multiple Use Cases Ability to enable multiple use cases? E.g. government, 

financial sector, B2B, B2C, etc.

Multiple Channels and 

Omnichannel support

Does the vendor allow for signing through multiple 

channels. The e-signature solution should enable use via 

the web, face to face, or through a call centre

Multiple Languages Does the vendor allow flexibility in the solution to cater 

for multiple languages

Mobile Support Does the vendor provide mechanisms for mobile signing

Ease of use Does the vendor provide a simple and easy to use 

interface for all types of users - senders, signers, and 

developers & administrators

Totals

Business Efficiency
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It is recommended that the digital technology vendors be evaluated based on the core 

aspects of the framework pertaining to technology management and their associated 

sub-aspects. It is suggested that a five-point rating scale be used and the evaluation be 

based on the total rating received.  

The process of appointing a vendor should be completed within the supply chain 

management or procurement framework of the organisation to ensure that the 

appropriate governance processes are followed.  

7.4 Digital signature framework diffusion 

As indicated and highlighted in Figure 5, the unique integrated design-oriented IS 

approach’s final step is diffusion, during which the framework is released to the 

stakeholders. In this case, recommendations are made to the traffic department 

regarding how the framework can be implemented to enhance the efficiency of their e-

services.  

It is highly recommended that the traffic department embark on a digital signature 

implementation journey, as this would provide benefits to the department, including 

efficient processing, reduced manual printing and signing, elimination of waste, and a 

better user experience, as users would not have to be physically present to renew their 

licenses. 

The use of digital certificates and digital signatures will ensure security and trust that 

the person transacting has been authenticated and verified, that the transaction cannot 

be repudiated. The digital certificates and signatures also ensure the integrity of the 

transaction. 

The department would have to follow the BPR methodology in embarking on the digital 

signature implementation journey to produce the necessary deliverables or outputs from 

the digital signature implementation framework.  

The templates provided make it easier for those tasked with implementing the 

framework. It should also be noted that the implementation is not just an Information 

Technology initiative. It should be an organisation-wide initiative owned by the senior 

manager responsible for operations. This will ensure that there is buy-in from the entire 

organisation as well as any other stakeholders impacted by the change. 
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7.5 What makes the framework useful? 

The utility of the framework is measured against the success criteria set out in Chapter 

1. In broad terms, the success criteria are concerned with the framework providing 

guidance, facilitating understanding, and providing ease of use, scalability, flexibility, 

and agility.  

After the case study, it can be concluded that the framework has met the following 

success criteria: 

1. Guidance 

The framework is designed to provide organisations with tools to implement 

digital signatures and thereby improve their process efficiencies. A framework 

by nature is a tool that provides structure, gives direction, and guides what 

should be built and how components should interrelate. 

This is evidenced by the digital signature framework, as it provides guidance for 

implementation by providing the core aspects that must be delivered in a 

chronological order. This shows the user the necessary outcomes that must be 

delivered in order. 

The digital signature framework is further enhanced by the supporting toolkit 

templates, which provide guidance regarding how to complete them and what 

content they should contain. 

2. Understanding 

The framework is designed to provide organisations with knowledge of how all 

the core aspects of the framework relate to one another and to provide an 

integrated interrelated view of implementation as depicted in Figure 32. For 

example, the Performance Management core aspect drives Strategy 

Formulation, and Risk Management has an impact on the Business Case. 

The core aspects of the framework are also described in detail to the user to 

ensure that there is an understanding of what the core aspect are, why they are 

necessary or important, and how they relate to one another. This would ideally 

be captured in the form of a guiding manual for user consumption.  

To further illustrate this criterion of the digital signature framework by using the Business 

Case component as an example, it can be seen in Figure 25 that the business case 
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contains elements derived from the aspects of Organisation Change, Process 

Management, Technology Management, and Performance Management. Thus, it is 

necessary to link those aspects or relevant information contained within them to deem 

the business case comprehensive. It should be noted that the information from these 

four aspects would not be comprehensive but would touch on the as-is or current 

situation and build on the business case to support why the organisation should embark 

on a digital signature implementation journey. The four aspects would be 

comprehensively dealt with in the execution phases of the framework. 

 

Figure 32: Digital signature framework interrelationships 

3. Ease of use 

The framework provides simple templates that organisations can use to assist 

them in their various implementations. The templates are beneficial, as they 

provide the organisation with the mechanisms to execute the implementation of 

digital signatures. 

For the case study, four templates were created for the purpose of illustrating 

the utility of the framework. A business case template was created to show which 

elements should be contained in a comprehensive business case. A legal 

framework analysis template was created, which various government 

departments could use to assess the legal requirements for digital signatures 
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supporting their e-government services. A skills audit assessment was also 

created to illustrate the type of skills the entity would need to either invest in or 

outsource to be able to manage the digital signatures in the organisation. Finally, 

a technology assessment checklist was developed to assist government entities 

in choosing the correct and most appropriate digital signature technologies 

based on their specific requirements.  

More templates would be developed as part of a full implementation of the digital 

signature framework, but as stated previously, for the purpose of this study only 

a few of the templates were chosen. 

4. Scalability 

As discussed in Chapter 5, e-government services enable the online delivery of 

various governmental services and processes to citizens, businesses, and other 

governmental entities. There are e-government services limited to a single 

department and function, e-government services that span multiple functions 

within a single government entity, and e-government services that are 

interdepartmental or interministerial and require integration.  

To illustrate the scalability criterion, the digital signature implementation 

framework can be adapted to suit various governmental implementations. The 

framework can be utilised for a single function within a governmental department 

or ministry, or it can be utilised for interdisciplinary or interministerial functions.  

Furthermore, the traffic department case study has interdisciplinary impacts, as 

there is an impact on the e-government services portal, which is managed by a 

different government entity than the traffic department. There is also an impact 

on other functions within the same traffic department, which deal with payments, 

geospatial data.  

The framework can thus be scaled based on the requirements of the 

organisation and based on the different touchpoints that need to be considered 

for the specific implementation. 

In this kind of implementation, all the core aspects of the digital signature 

framework would be considered, but the scale and magnitude of the 

implementation would differ. More stakeholders would need to be involved, a 

collaborative strategy would need to be agreed on, and various aspects of 
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change management would need to be considered, both on an individual 

departmental scale and for other departments, and included in a holistic change 

management plan.  

5. Agility 

Depending on the organisational ways of working, the framework can be 

implemented using either the waterfall or the agile method.  

With the waterfall methodology, the user will take the framework through all 28 

core aspects chronologically and then start the implementation. With the agile 

method, each core aspect can form part of a sprint or iteration. For example, 

instead of performing a long-winded Strategic Alignment iteration, the user can 

choose to create a lightweight strategic document which sufficiently fulfils that 

requirement. 

Another example that illustrates the framework’s agility is that through the 

creation of minimal viable products or lightweight deliverables from the core 

aspects that are strengthened with each iteration, the implementation of digital 

signatures happens much quicker. 

7.6 Conclusion 

This chapter highlighted the utility of the digital signature framework and its supporting 

templates. It began with an analysis of the national e-services portal to see if any of the 

e-services provided would be eligible to be used as a case for implementing digital 

signatures to effect efficiencies in transactional processing.  

From the e-services catalogue, three of the e-services were taken through a process 

assessment. Two of the three e-services definitely showed a gap in terms of efficiencies 

and could benefit from digital signature implementation. The rest of the chapter focused 

on how to execute the various core aspects with example templates that the users can 

tailor to their organisations’ requirements.  

It is recommended that the traffic department embark on a digital signature 

implementation journey, as this would provide benefits to the department, including 

efficient processing, reduced manual printing and signing, elimination of waste, and a 

better user experience, as users would not have to be physically present to renew their 

licenses.  



Chapter 7: Case Study Evaluation of the Framework 

116 

From validating the utility of the digital signature framework, it is evident that it meets 

the success criteria. The framework provides understanding, is easy to use, is scalable, 

and provides the necessary agility for implementation based on how the organisation 

executes its projects. 

  



 

117 

CHAPTER 8 CONCLUSION 

 

8.1 Introduction 

With a final validated framework for digital signature implementations for improved 

process efficiencies and e-government services developed, the aim of this chapter is to 

conclude the study. The chapter will summarise the findings throughout the study, how 

the objectives were met, and the research contributions. Finally, the chapter will provide 

suggestions for future research. 

8.2 Research Summary 

As discussed in Chapter 1, it is clear that the advent of the Internet brought with it new 

innovations, new ways of doing business, new ways of working, new ways of engaging, 

and new forms of business models. It has ultimately disrupted the traditional ways in 

which we communicate, socialise, and live life in general. 

The Internet revolution has also impacted governments worldwide, and subsequently 

the dawn of the Fourth Industrial Revolution and advances in technology have signalled 

the need for digitization of services provided by the government. 

Like most governments worldwide, the South African government has responded to the 

Internet revolution and is taking advantage of it through e-government initiatives. Lanvin 

(2002) states that the direct effects of e-government include cost savings, efficiencies, 

improved and continuous interactions and communications with citizens, better public 

procurement, and improved tax collection. 

Lanvin (2002) further states that amongst the five elements of successful e-government 

transformation, process reform is at the top of the list. In the South African context, the 

lack of optimised, automated, and digitalised processes within various government 

departments impedes cross-functional process effectiveness and efficiencies (National 

e-Government Strategy, 2017). Manual interventions in processing and transactions, 

such as manually signing documents, are sometimes needed for legal compliance. This 

poses difficulties in integrating processes within government departments to achieve a 

seamless experience for the citizen. This problem is further compounded by the lack of 

a standardised and compliant digital signature framework (National e-Government 
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Strategy, 2017) within the government to enable seamless digital processing of 

government services. 

Thus, the objective of Chapter 1 was to define how this gap in enabling process 

efficiencies could be closed by providing a standardised and compliant digital signature 

framework within the government to enable seamless digital processing of its services. 

The components of the standardised digital signature framework were derived from the 

IGOE process framework, which assisted in answering the secondary research 

questions of the study. Chapter 1 also highlighted the success criteria that needed to 

be met for the framework to be deemed successful. 

The study took a different approach to conducting research, as traditionally most 

research studies would commence with a literature study, followed by the research 

approach. In this study, the research approach was first established to provide the 

overall context of how the research would be conducted and the resulting artefact 

developed. Thus, Chapter 2 highlighted and elaborated on the unique integrated 

research approach that was defined within the scope of the design-oriented IS research 

paradigm.  

The unique integrated research approach provided the overall methodology for the 

study and thus determined its structure. The first step in the unique integrated research 

approach required an analysis of the identified problem. The second step required the 

initial design of the artefact, the third step required an evaluation thereof, and the fourth 

step required its validation and diffusion.  

Thus, in following the unique integrated research approach, Chapters 3 to 5 of the study 

provided the necessary analysis imposed by the secondary research questions 

identified in Chapter 1. Chapters 3 to 5 resulted in various requirements or specifications 

that were adopted into the resulting digital signature framework.  

Chapter 6 discussed the development of the digital signature implementation framework 

for enabling process efficiencies. The components of the framework were developed by 

using the resulting requirements from Chapters 3 to 5.  

Steps 3 and 4 of the unique integrated research approach required that the framework 

be evaluated and validated. Thus, Chapter 7 was dedicated to the evaluation and 

validation of the framework. The utility of the framework was validated by using a case 

study approach. The utility of the complete framework was not evaluated. However, 
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specific components of the framework were chosen to show the integrated usefulness 

of the framework at a high level. The components chosen for evaluation purposes were 

the business case from a governance point of view, the legal component, the skills audit 

from a people change management point of view, and the technology assessment from 

a technology management point of view. 

The framework was also evaluated and validated using the success criteria developed 

in Chapter 1. The results suggested that the digital signature framework fully conforms 

to the success criteria. 

8.3 Discussion & Critical Reflection 

As necessitated by the design science research paradigm, the study aimed to address 

a real-world problem identified in government. Chapter 1 stated that the primary 

objective of the study was to develop a framework to implement digital signatures to 

improve e-government processes and service efficiencies.  

The IGOE (Input, Guides, Outputs, and Enablers) framework was used to derive the 

secondary research questions. The secondary research questions assisted in meeting 

the primary research objective, as they provided the theoretical requirements that 

informed the components of the framework for digital signature implementations. 

The components considered in digital signature implementations to render them 

effective for process improvements include the following: 

1. The inputs – What is taken in or consumed by a system to produce the desired 

results. To produce a framework for improving e-government processes and 

services using digital signatures, the inputs required are the digital signatures 

themselves as well as digital certificates. 

 The enablers – Those components that make the framework possible, i.e. 

process optimisation, technology standardisation, skills, culture. 

 The guides – Those elements that direct the use of the inputs. These guides can 

take the form of laws, regulations, policies, standards. 

 The output – The desired outcome of the overall process. The desired outcome 

of this process is a framework for implementing digital signatures for e-

government services as to improve their efficiencies. 
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All these components and elements were taken into consideration to reach the desired 

output and for the developed framework to provide guidelines to governments that can 

be used to improve their processes and standardise their utilisation of digital signatures, 

which would cut costs and improve efficiencies. 

The answers to the research questions provided the necessary and desired 

components for the framework as well as the elements needed to achieve the main 

research objective in line with the IGOE framework. Table 12 summarises the results.  

Table 12 : Reaseach Question Results 

Research Question Chapter  Result 

What are digital signatures 

and what impact do they 

have on e-government 

process efficiencies? 

Chapter 3 Digital signatures and the impact they 

have on e-government process 

efficiencies 

What are the guides (laws, 

regulations) that direct the 

implementation of digital 

signatures? 

Chapter 4 The legal requirements for digital 

signatures 

What are the enablers of e-

government process 

efficiencies (process 

optimisation, technology, 

skills, culture)? 

Chapter 5  The enablers of process efficiencies 

Chapters 3 to 5 resulted in the requirements of the core aspects of a digital signature 

framework, which was developed in Chapter 6 and evaluated and validated in Chapter 

7 of the study.  

As a result of the overall process, the answers to the three secondary research 

questions collectively addressed the primary objective of developing a framework for 

digital signature implementations to improve e-government process efficiencies and 

services. Furthermore, the digital signature framework provides guidance on 

implementing digital signatures in a logical and structured manner.  
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 Research Contribution 

The study produced research outputs that collectively represent the entire research 

contribution. The main research contribution was an artefact in the form of a framework 

called the digital signature implementation framework, which is depicted in Figure 32. 

The framework was extensively discussed in Chapter 6. It has thirteen categories, which 

depict what aspects must be delivered for digital signature implementations to be 

successful. The framework is supported by a toolkit, which is a template that provides 

practical examples that can be used and adapted to suit the needs of the organisation. 

 

Figure 33: Proposed resulting digital signature implementation framework 

8.3.1.1 Practical Implications 

 As discussed in Chapter 2, Delport and von Solms (2014) emphasise that for 

research to be deemed design-oriented IS research, it must adhere to the following four 

principles: 

1. Abstraction – Each artefact must be generally applicable to more than one type 

of problem. 
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The framework can be used in any type of organisation and is not limited to public 

organisations or governmental departments. The framework can be used by 

private organisations both small and large. Within an organisation, the framework 

can be used by individual business units that want to create process efficiencies 

by implementing digital signatures.  

The framework can thus be scaled based on the requirements of the 

organisation. Therefore, it can be said that the digital signature implementation 

framework fully adheres to the principle of abstraction.  

 Originality  

Each artefact must substantially contribute to the advancement of the body of 

knowledge. 

The framework for digital signature implementations is a tailor-made contribution 

to the ways in which organisations can implement digital signatures. The 

supporting toolkit is also evidence of how the framework provides easy and 

simple templates that organisations can use to assist them in their various 

implementations. The templates are beneficial, as they provide the organisation 

with mechanisms to execute the implementation of digital signatures.  

Thus, it can be said that the digital signature implementation framework fully 

adheres to the principle of originality.  

 Justification  

Each artefact must be justified and must allow for validation thereof. 

The utility of the digital signature framework was validated using a case study 

within the sphere of government. It showed that by using or implementing digital 

signatures in a government department, process efficiencies would be gained. 

Thus, the framework adheres to the principle of justification.  

 Benefit  

Each artefact must yield benefits. 

The digital signature framework results in benefits for organisations, as it meets 

the success criteria set out in Chapter 1. The framework provides guidance, 

facilitates understanding, and provides ease of use, scalability, and agility, as 
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evidenced in Chapter 7. It can thus be said that the digital signature 

implementation framework adheres to the principle of benefit.  

Taking the aforementioned into consideration, it can be concluded that the study can 

indeed be classified as design-oriented IS research, as it fully adheres to these four 

core principles. 

 Research Limitations 

For a study at this level, it was impossible to perform a holistic end-to-end validation of 

the utility of the framework due to time constraints. Thus, the complete framework was 

not evaluated. However, specific components of the framework were chosen to 

demonstrate the high level of usefulness of the framework. The components chosen for 

evaluation purposes were the business case from a governance point of view, the legal 

component, the skills audit from a people change management point of view, and the 

technology assessment from a technology management point of view. These 

components were chosen as they present at least one topic from a people, process and 

technology point of view. It does not necessarily mean that they are more important than 

the other components.  

8.4 Recommendations for further research 

As stated in the introduction to the study, e-government services are beneficial to 

society, yet citizens are not fully utilising them. It would be interesting to discover why 

the adoption of e-government services is low and whether the introduction of digital 

signatures would increase their adoption and use, as the services would prove to be 

more efficient. 

In essence, it is recommended that the change management core aspect of the 

framework be further researched. 

Also a desktop analysis was done and experts were not consulted. They could add more 

detail and further refine the assessment tools in particular as well as the BPR phases, 

DSF aspects and other toolkit elements. This would directly inform avenues for future 

research.  
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8.5 Epilogue 

The Internet and the Fourth Industrial Revolution necessitate that organisations, 

including governments, provide process efficiencies and improve service delivery. The 

lack of optimised, automated, and digitalised processes within various government 

departments has impeded cross-functional processes effectiveness and efficiencies.  

This study proposed the implementation of digital signatures as a way to improve 

process efficiencies and provide better service delivery. This treatise set out to answer 

the question of what needs to be in place to allow for the effective implementation of 

digital signatures in automating the processing of e-government services for a seamless 

experience for citizens and businesses.  

Accordingly, the resulting digital signature implementation framework, together with its 

supporting toolkit, aims to guide and assist government departments in the 

implementation of digital signatures for efficient e-government processes and services. 
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APPENDIX A: E-GOVERNMENT SERVICES 

National Department Proposed Services Functional Category Service Description 

Department of 

Transport 

Driving and motor 

vehicle licenses 

Access to government 

information 

Facilitating general 

compliance 

Intergovernmental 

information and service 

integration 

Registration of 

personalised number 

plates 

Application for motor 

trade permits and 

numbers 

Application for 

temporary licenses 

Application for 

replacement of lost or 

stolen driver’s licenses 

Application for 

exchange of foreign 

driver’s license 

Department of Social 

Development 

Social benefits Access to government 

information 

Facilitation of general 

compliance 

Access to personal 

benefits 

Intergovernmental 

information and service 

integration 

Child support grants 

Disability grants 

Foster child grants 

Care dependency 

grants 

Enrolments on new 

grant payment system 

Department of Basic 

Education 

e-Education Access to government 

information 

Facilitation of general 

compliance 

Access to personal 

benefits 

Intergovernmental 

information and service 

integration 

Citizen participation 

School management 

system 

Student enrolment 

system 

Distance learning 

Infrastructure and 

assets management 
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National Treasury Financial management, 

procurement processes, 

and related services 

Access to government 

information 

Facilitation of general 

compliance 

Government and 

business transactions in 

procurement 

Intergovernmental 

information and service 

integration 

Procurement system 

PFMA management 

system 

Monitor provincial 

infrastructure 

development 

Payment of pension 

benefits and 

contributions to funds 
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APPENDIX B: DETAILED ACTIVITY ANALYSIS 

 

Example 1 – Registration to e-government services portal 

https://www.eservices.gov.za/tonkana/dashboard/home.jsf  

The first process that was analysed and reviewed was registration on the South African 

e-government services portal. This process would reside under the functional category 

of intergovernmental information and service integration. The portal has 19 services that 

can be processed online. The table below highlights the process steps followed and 

activities performed to reach a desired outcome. The table also highlights what the intent 

behind the activities and steps are. 

 

Figure 34: Login screen - e-government services 
https://www.eservices.gov.za/tonkana/dashboard/home.jsf   

 

https://www.eservices.gov.za/tonkana/dashboard/home.jsf
https://www.eservices.gov.za/tonkana/dashboard/home.jsf
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Figure 35: e-services home page https://www.eservices.gov.za/tonkana/dashboard/home.jsf 

Process Name: Register as a user on the e-government services portal 

Functional Category:  

 Access to government information 

 Intergovernmental information and service integration 

Activity / Steps Outcome Intent 

1. Complete personal details Completed personal details To create a user profile with all 

known personal information 

2. Complete contact and 

address details 

Completed contact and address 

details 

To create a user profile with all 

known personal information 

3. Create password Authentication and verification 

profile set up 

To set up a mechanism to 

authenticate and verify the 

user’s identity 

4. Verify user An OTP is sent to the user’s 

mobile phone to complete the 

verification process 

To set up a mechanism to 

authenticate and verify the 

user’s identity 

 

https://www.eservices.gov.za/tonkana/dashboard/home.jsf
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 Example 2 – Renewal of driver’s license 

 

 

Figure 36: e-licensing system https://www.eservices.gov.za/tonkana/dashboard/home.jsf 

License renewal in South Africa was searched to ascertain what the process entails. 

The screenshot below shows the results of the search: 

https://www.eservices.gov.za/tonkana/dashboard/home.jsf
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Clicking on the URL takes the user to the page in screenshot below: 

 

Figure 37: e-Natis home page – https://online.e-natis.gov.za 

The eNatis system is used to book appointments for the various licensing services.  
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Figure 38: license renewal page - https://online.e-natis.gov.za  

 

 

Figure 39Figure 38: license renewal page - https://online.e-natis.gov.za 
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Figure 40: province selection - https://online.e-natis.gov.za 

 

 

Figure 41: province selection - https://online.e-natis.gov.za 
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Figure 42: application form - https://online.e-natis.gov.za 

 

The screenshot above shows the normal form to be printed, signed, and taken to the 

testing centre. 

Process Name: Renewal of driver’s license 

Functional Category:  

 Access to government information 

 Facilitating general compliance 

 Intergovernmental information and service integration 

Activity / Steps Outcome Intent 

1. Complete personal details. Completed personal details To identify and authenticate a 

user 

2. If the user has outstanding 

traffic fines, the system will 

notify the user. 

The user is notified To notify the user of outstanding 

traffic fines 

3. Select the applicable 

testing centre to renew the 

license. Note: The province 

was greyed out, as I live in 

Testing centre selected To place the user in the 

appropriate testing centre 

(location), i.e. the testing centre 
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Gauteng. This shows that 

there is some form of 

integration with a system 

that knows where I live. 

nearest to them or a testing 

centre with availability 

4. Download, print, complete, 

and sign form. 

Completed and signed form To comply with legislation 

concerning signed forms for 

transaction processing 

Unfortunately, there we no slots available for me to continue with the booking, and the 

process ended. I did, however, download the form to be completed, signed, and taken 

to the testing centre on the renewal date. 

There are a number of optimisation and automation areas that can be identified from 

the process above which can be supported by electronic and digital signature 

technologies (e.g. PKI) to allow for authentication, verification, and acceptance of the 

transaction. The optimised and automated to-be process using digital signatures would 

look something like this: 

1. Log in to and be authenticated on the e-government services portal. 

2. Select the option to renew your driver’s license. 

3. Upload applicable eye test results. 

4. If the user has outstanding traffic fines, the system will notify the user. The system 

could allow for the user to pay the fines directly at this point or not allow the user 

to continue further with the process. 

5. Select the applicable testing centre to renew the license. 

6. Complete an online application form. Edit, update, or enter new information 

where applicable. The system should already have information on the user. 

7. Complete the payment steps. 

8. Receive the new driver’s license. The user can either collect it, or it can be 

couriered (for a fee) when it is ready. 
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 Example 3 – Application for membership with SACE 

 

Figure 43: SACE home page – www.e-services.gov.za/SACE 

 

Figure 44: SACE home page – www.e-services.gov.za/SACE 
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Figure 45: SACE registration information – www.e-services.gov.za/SACE 

 

Figure 46: new application – www.e-services.gov.za/SACE 
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Figure 47: contact information – www.e-services.gov.za/SACE 

The form was pre-populated with some information. However, other information needed 

to be completed. 

 

Figure 48: matric details – www.e-services.gov.za/SACE 

Matric details – There should be integration with the Department of Basic Education 

(DBE) for this information. 
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Figure 49: tertiary details – www.e-services.gov.za/SACE 

Tertiary details – There should be integration with the Department of Higher Education 

(DHE) for this information. 

 

Figure 50: tertiary details – www.e-services.gov.za/SACE 
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Figure 51: attachments – www.e-services.gov.za/SACE 

 

Figure 52: declaration – www.e-services.gov.za/SACE 

Process Name: Application for membership with SACE 

Functional Category:  

 Access to government information 

 Facilitating general compliance 

 Intergovernmental information and service integration 

Activity / Steps Outcome Intent 
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1. Complete personal details Completed personal details To identify and authenticate a 

user 

2. Complete contact details  Completed contact details To ensure that the department is 

able to communicate with the 

user 

3. Complete matric details Completed basic education 

information 

To ensure that the user has 

educational qualifications 

4. Complete tertiary details Completed higher education 

information 

To ensure that the user has 

educational qualifications 

5. Upload attachments Proof of education provided To ensure that the user has 

educational qualifications 

6. Complete declaration Declaration completed To ensure that the user has a 

clear criminal record and can 

receive membership  

7. Review information Correct information submitted Verification of information 

provided 

8. Complete payment Completed payment To ensure that the necessary 

membership fees are paid 

9. Receive membership 

certificate 

Membership certificate received To provide proof of membership 

There are a number of optimisation and automation areas that can be identified from 

the process above which can be supported by electronic and digital signature 

technologies (e.g. PKI) to allow for authentication, verification, and acceptance of the 

transaction. The optimised and automated to-be process using digital signatures would 

look something like this: 

1. Log in to and be authenticated on the e-government services portal. 

2. Select the option for applying for membership with SACE. 

3. All personal information and educational information should be pre-populated in 

the system. 

4. Select the appropriate option for the type of membership. 
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5. Complete the declaration. 

6. Complete the payment steps. 

7. Receive a new membership certificate. The user can either collect it, or it can be 

couriered (for a fee) when it is ready. 
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APPENDIX C: SAMPLE BUSINESS CASE 
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1. Document History 
{This section highlights the governance of the document. The document will go 

through a number of iterations, and these must be documented to show what 

changes have been made.} 

 

1.1 Document Location 
The source of the document will be found at this location: {Insert the location site 

of the document as per the department’s document management system}. 

1.2 Revision History 
 

Date of this revision:  

Date of next revision:  

 

Revision 
date 

Previous 
revision date 

Summary of changes Changes marked 
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2. Approvals 
{This section is a very important section in the business case, as it should be 

approved by senior management in the department.} 

{The necessary Delegation of Authority and Approval Protocols should be 

followed in approving the business case. If the project or initiative is not supported 

from the top, it will not succeed.}  

 

This document requires the following approvals:  

The signed approval document should be filed appropriately in the project filing 

system. 

 

Name Title Signature Date  
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3. Executive Summary 
{This section of the business case provides a summary of the business case. 

This should be written last. The summary should contain all the aspects 

presented in the business case and should end with an emphasis on why it is 

important to embark on this initiative.} 
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4. Organisational Context 
{This section of the business case highlights the current context of the 

organisation, its challenges, and how the implementation of digital signatures 

would benefit the organisation. The organisational context is summarized 

through the current organisational structure, processes, and technologies that 

support the operational activities.} 
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5. Project Description 
{This section provides the details of the project to implement digital signatures in 

the department to enable efficient processes.}  

5.1 Background  
{The context of the project and why the department is embarking on it.} 

5.2 Strategic Alignment 
{How the project aligns with the departmental strategy and how can that be 

measured.} 

 

Strategic 
Pillar 

Strategic 
Outcome 

Project 
Objectives 

Project 
Benefits 

Measurement 

     

 

5.3 Goals 
{What the project aims to achieve. These goals should be measurable and fall 

within a certain time frame.} 

5.4 Scope 
{Identify the boundaries of the project to eliminate any scope creeps.} 

4.4. Benefits 
{What are the measurable benefits that the project will deliver? For example, it 

will reduce the usage of manual forms to 10%, or it will completely eliminate the 

completion of manual forms.} 
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6. Stakeholder Management 
{This section provides the details of the all the stakeholders who will be impacted 

by the project. This should be an exhaustive list of the stakeholders.} 

 

Stakeholder Impact Activity RACI 
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7. Risk Management 
{This section provides the risks and issues that might impact the successful 

delivery and completion of the project. These should be aligned with the 

enterprise risk management practice of the organisation.} 

 

Risk Type Risk Likelihood/Probability Impact 

Non-delivery of 
project 

Bad estimates 
and missing 
deadlines 

High High 
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8. Cost-Benefit Analysis 
{This section provides the details of the project costs and the resultant benefits. A cost-

benefit analysis weighs the pros and cons, or benefits and costs, of a project or decision 

in order to determine its feasibility or to compare alternatives. This can be especially 

helpful when weighing decisions that have calculable financial risks and rewards or 

when you need a quick way to evaluate a new initiative. In addition to comparing multiple 

projects or deciding whether a project is a sound investment, a cost-benefit analysis can 

provide valuable information when it comes time to implement a project. Understanding 

a project’s costs and benefits can help to determine appropriate objectives and 

accurately estimate the needed resources (and associated costs) and can also inform 

your methods for measuring project success.} 

See the figure below for a cost-benefit analysis template. 
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9. Change Management 
{This section provides the details of how the change management process will 

be conducted as part of the project so as to include all stakeholders involved in 

the journey.} 
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10. Performance Management 
{This section provides the details of how project performance will be managed.} 

 

 

 

 

 

 


