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Protecting children online from sexual predators been a focus of research in
psychiatry, sociology, computer science, and inftram systems (1S) for many years.
However, the anonymity afforded by social medianasle finding a solution to the
problem of child protection difficult. Pedophilesampulate conversation (discourse)
with children in social media in order to exergm®ver, control and coercion over
children leading to their psychological and oftérygical victimization. Recent IS
research points to “individuals, groups, and orgatmons that have been transformed — in
intended and unintended ways — by technology” (Damd)Brown 2010, p. 2). This
research examines a darker side of social medialémonstrates unintended
consequences that are negatively transforming Hectiag lives of children who fall
victim to predatory coercion. There is a criticakd for information systems research to
investigate and understand how sexual predatotisnvze children online. The
knowledge gained could help society as a wholest@lbp interventions to better protect
children online, enabling them to use valuablerenhesources for education, social
development and becoming better citizens in theréutin this context, this dissertation
contributes to the larger research narrative afrimgation systems and critical social
issues.

This dissertation comprises three studies. Stualgdiesses how online sexual

predators use social media, as a discursive systepnppagate their ideology of


https://core.ac.uk/display/345079257?utm_source=pdf&utm_medium=banner&utm_campaign=pdf-decoration-v1

acceptance of sexual acts between adults and ehil&tudy 2 addresses how online
sexual predators use and manipulate the text tfutisnal logics within negotiated
cyber-social realities to victimize children. Stuglgxamines how online sexual predators
use text to construct and control negotiated cyoeral realities during the online
victimization of children. Across these three stisdive examined how online sexual
predators used computer-mediated communicatioogdrce and victimize children
within social media. This research introduces:cfit)cal discourse analysis in
information systems research to critically exanthreerole of social media in society, (2)
an example of a mixed methods research combinitigatrdiscourse analysis, structured
content analysis and grounded theory approacthéodévelopment of theory in social
media and, (3) the use of institutional logics xaraine social media phenomena.

The central contribution of this dissertation is ttevelopment of theoretical models that
uncover ways in which power relations and effeétsealophilic ideology are manifested
in language and discourse between pedophiles alleshin social media. The resulting
theoretical models of: (1) pedophilic ideology nfastation, coercion and victimization
of children in social media, (2) cyber-victimizatitogic and, (3) negotiated cyber-social
realities provide the foundation for further resdaisocial intervention and policy
formulation that lead to better protection of chaid in social media. Additionally, we
present a matrix of predatory coercion and victatian of children within social media
that aggregates the results of all three studiess. dissertation aims to contribute beyond
the traditional focus of IS research on businessaganizations, leveraging the wealth

of knowledge from IS research to positively impsatietal causes that affect the lives of



millions of our fellow citizens — in this particuleesearch — millions of children that are
the most vulnerable population in our society. Ehesntributions aim to empower the
powerless and expose power abuse as expresseeramncoof children leading to their

victimization.
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CHAPTER |

INTRODUCTION

The contents of this chapter include an overviewhefthree studies in this
dissertation, the motivation, gap in the reseaadld, the research questions targeted in
each study.

1.1 Overview of Dissertation

In 2007, Alicia Kozakiewicz recounted, in fronttbe House Judiciary
Committee, how she was kidnapped, tortured anddrap2002 by an online sexual
predator she had befriended in an Internet chatrd@m years later, the headline of a
February 21, 2012 article at ArkansasOnline.cord f8ady of teenager identified,
apparently strangled”. Angela Allen, a sixteen yaldrArkansas teen, disappeared on
February 10, 2012 after meeting up with an indigiduhom she had chatted with online.
Sadly, Angela was killed by this individual, a retgred sex offender. A decade passed
between these tragedies and yet Angela’s storytptorthe continued existence of a
threat to children, rooted in the ability of indivials to utilize the Internet to hide the
reality of who they are in an attempt to solicitidten for illegal sexual purposes. Social
media has significantly lowered barriers for int#i@n among individuals making it
extremely easy for children to form virtual frieidss with people around the world,

including sexual predators. “The Internet is aipalarly powerful tool for



sexual predators, giving them access to victimgktended periods of time, allowing
ample opportunity to gain control of their victimsgain their victims’

trust and possibly to arrange a meeting in the ishlygorld” (McGrath & Casey, 2002,
p. 87).

The ability to be unidentifiable or to remain anomus on the Internet has been
integral to the surfing experience for most Intéumgers. Anonymity is typically
synonymous with strangers while intimacy is allecato friends. Face-to-face
interactions in physical settings provide a bridgevhich anonymous strangers can
transform into intimate friends (Zhao, 2006). “lretonline world, however, people can
get to know each other very well without ever sgaaach other. Disembodied online
contacts can therefore generate a relationshi@actarzed by “anonymous intimacy” or
“‘intimate anonymity”™ (Zhao, 2006, p. 472). Althdughis anonymity has its benefits,
specifically from a privacy protection perspectittee ability to falsify one’s true
intentions on the Internet has created a new ptiteat: a virtual world in which online
predators can hide their true nature and prey ddreh and other vulnerable
populations.

...the apparent anonymity combined with the lackag&fto-face (or even

voice-to-voice) contact can easily lead to a Idssoomal social

inhibitions and constraints. By reducing disinceesi such as

embarrassment and apprehension, the Internet canmge individuals

to engage in dialogue and commit acts that theyldvotlherwise only

consider and allow the victim (and the offenderhpéaome quickly

“intimate” with someone he or she does not knowc@vhth & Casey,
2002, p. 85)



In 2006, the social networking site MySpace candeufire when the profiles of two
girls, 14 and 16 years old, were used by predatotiad their physical location for the
purpose of perpetrating sexual assault (Williand§6). In a national survey of over
2,500 law enforcement agencies conducted in 2068609, the number of arrests made
for “technology facilitated sex crimes against nisiqWolak, Finkelhor, & Mitchell,
2012, p. 4) doubled from 1,493 to 3,007 in casesrevinvestigators could identify the
victim (Wolak et al., 2012).

Additionally, the Youth Internet Safety Survey @allyouth in 2000, 2005, and
2010 regarding negative experiences on the Intevetle unwanted sexual solicitations
declined across the three intervals, occurrencag@fessive solicitation remained high
(Jones, Mitchell, & Finkelhor, 2012). Aggressivdigtations include “solicitors who
established or attempted to establish offline ottritg asking youth to meet them in
person, calling them on the telephone, or sendiemtregular mail, money, or gifts”
(Mitchell, Finkelhor, and Wolak, 2007, pg. 534) asften lead to offline instances of
illegal sexual contact between the solicitor arelybuth (Mitchell, Finkelhor, and
Wolak, 2007). These statistics support the exigarf¢he threat to the nation’s children
and youth.

In recent years, IS researchers joined the conttens@egarding children and the
Internet toward the goal of protecting childreninal Examples of IS research include
those that examined laws and technologies regatdagrotection of children’s online
privacy, as well as the technologies and technigsesd by parents to enact that

protection (Albert & Salam, 2011; Hsiao, Belandditler, Aggarwal, Channakeshava,



Bian, & Park et al., 2007). Also, De Souza andk¥R008) looked at what children are
sharing on social networking sites and what tharepts know about that information.
Similar research proposed technological solutiongatrental control over the information
shared by children online (Xu, Irani, Zhu, and WA€I08). Eneman, Gillespie and Stahl
(2010) added to the research through the exammafia high-profile case in Sweden,
increasing the understanding of how individualsiesi@g information and
communication technologies to engage in groomipgsyof behavior. These examples
demonstrate a research focus of protection meamanis well as examination of the
shared information involved in solicitation and gi&gon of children.

There is a critical need for information systen®) (lesearchers to investigate and
understand how sexual predators solicit and viainehildren online. The outcomes
could aid society as a whole through the developrokeducational, behavioral and
technological interventions toward improved pratats of children online. Recent IS
research points to “individuals, groups, and orgatmons that have been transformed — in
intended and unintended ways — by technology” (DamdjBrown, 2010, p. 2). The
darker side of social media presented in this disgen demonstrates unintended
consequences that are negatively affecting the ¥ehildren who are victims of
predatory solicitation. Social media, defined agwites with structural and interactive
features which “seem to foster ongoing discussibmt&/een their authors and their
readers, making them more dialogic in nature thaaitional Web sites” (Dickey and
Lewis, 2010, p. 140), plays a critical role in centing children with potential sexual

predators.



Furthermore, organizations are not removed fros dlarker side of social media.
As this new arena for citizen interaction continteegevelop, corporations face increased
pressure from activists through the medium of dondia (Aguilera, Rupp, Williams, &
Ganapathi, 2007; Bakker & Hellsten, 2013). Corgoret must face the “increasing
internal and external pressures on business ormg#omz to fulfill broader social goals”
(Aguilera et al., 2007, p. 836). These broaderadamals, referred to as corporate social
responsibility, are “actions that appear to furtb@me social good, beyond the interests
of the firm and that which is required by law” (B@&k & Hellsten, 2013, p. 809). In
addition, it can be considered “a firm’s commitmemntontribute to sustainable
economic development, working with employees, tfamilies, local communities and
society at large to improve the general qualitiifef (Branco & Rodrigues, 2006, p.
113). Improving online protections for vulnerabigzen populations, such as children,
can be considered a social good which could imptbhgegeneral quality of life for many
children. It has also been noted that “[flirms wgghod social responsibility reputation
may improve relations with external actors suchustomers, investors, bankers,
suppliers and competitors” (Branco & Rodrigues,&Q0f 127). So, while it may initially
appear as outside the interests of the firm, omgdioinal involvement in the
improvement of online protections for children abbblster corporate reputations,
increase consumers’ approval, and thus createke rgffect of improved revenue.

“At any given time, there are an estimated 750 €@ predators online”
(Henry, 2011, p. 1) and the Internet is their asdesy to society’s children. There is

significant concern that sex offenders use inforomadlivulged by children through



social media to identify potential victims (Quay2802; Quayle and Taylor, 2003;
Wolak, Finkelhor and Mitchell, 2004). However, &ical element has been missed in
the extant IS literature. While it is accepted tvadators do solicit children online, it is
not clear how they identify vulnerable childrenaihgh divulged information and then
transform those children into victims within thettdased medium of social media.

This dissertation addresses this darker side ofimfition systems, in relation to
the larger social context, by examining how onbe&ual predators manipulate discourse
within social media toward the goal of victimizatiof children. This dissertation is
composed of six chapters. The topic of the disBertas presented in this first chapter.
The significance of this dissertation into the baedknowledge regarding the predatory
coercion and victimization of children within socmedia is introduced. Additionally,
the three studies within the dissertation are etfemclusive of the motivation, research
gap and research questions for each study.

Chapter 2 includes the presentation of the exteanature that is pertinent to the
background for all three studies. Those topicauidelpredator and child interaction in
social media (Berson, 2003; Quayle and Taylor, 2&knnon, 2008), predator-victim
discourse (Elliott, Beech, Mandeville-Norden, analykis, 2009; Mitchell, Wolak and
Finkelhor, 2008; Ybarra and Mitchell, 2008), deimctof online sexual predators
(Kontostathis, Edwards, Bayzick, Leatherman, & Mp&009; Kontostathis, Edwards, &
Leatherman, 2010; Olson, Daggs, Ellevold, & Rog2@,7; Thom, Kontostathis, &
Edwards, 2011), coercion by the online predatorsd@kson, 2008; Beynon-Davies,

2010), vulnerabilities displayed by potential vies (Selymes, 2011; Thacker, 1992) and



the negotiated cyber-social realities (Azad & Fa28jl1) that are created through shared
conversation between the online predators anddbenpal victims. Specifically,

coercion is broken down into the acts of powervdgtcontrol and intention alteration as
enacted by online sexual predators (Anderson, 2008 vulnerabilities of the potential
victims are social control (Selymes, 2011), reamtaand learned helplessness (Thacker,
1992). In the studied phenomenon, the spaces otiagegd cyber-social reality (Azad &
Faraj, 2011) are constructed through dyadic comerss in online social media (Mir,
2012; Rauniar, Rawski, Johnson, & Yang, 2013) aectarried out by online sexual
predators and potential victims.

Chapter 3 is comprised of Study 1 titled Predatogrcion and Victimization of
Children in Social Media: A Critical Discourse Agisis Approach. To the author’s
knowledge, this is the first information systemsdstto employ Critical Discourse
Analysis to analyze discourse between online sgxlators and potential victims in
social media. The aim of this study is to gain adarstanding of how online sexual
predators use social media, as a discursive systepnopagate their ideology of the
acceptance of sexual acts between adults and ehildr

The extant literature for Study 1 is presented a@ler 2. Thus, Chapter 3 begins
with a discussion of Critical Discourse Analysid&). This approach was chosen as it
enables the evaluation of chat transcripts thragimination of the text itself, the
relationship of the text to the sender and receagawell as the connections between the
message of the text and the larger society. Theee perspectives make it a suitable

choice for studying a social media phenomenon.fidmaework for the methodology,



along with a description of the data and the praoedre included in the chapter. In this
context, IS research can contribute to larger $3saes, beyond its traditional focus on
business and organizations, leveraging the wedkhawvledge from IS research to
positively impact societal causes that affect ithesl of millions of our fellow citizens —
in this particular research — millions of childrgmat are the most vulnerable population in
our society. “The arguably most important prop@ftgritical research is that it is based
on a critical intention to make a difference. @atiresearch is never purely descriptive
but wants to change social reality” (Stahl & BropRe08, p. 52). Toward a goal of
making a difference through increased online ptair®f children, in this chapter, we
present a theoretical model of victimization ofldten, in social media, by sexual
predators. The findings, implications and limitasoof the study are also discussed.

In Chapter 4, we present Study 2 entitled Preda@agrcion and Victimization of
Children in Social Media: An Institutional Logicgew. Institutional logics are “the
socially constructed, historical patterns of mailgoractices, assumptions, values, beliefs,
and rules by which individuals produce and reprediheir material subsistence,
organize time and space, and provide meaning togbeial reality” (Thornton &

Ocasio, 2005). The findings of Study 1 indicate gwcial media is a virtual space in
which online predators and children interact inoteged cyber-social realities. In
addition, social media is becoming embedded irstoeal lives of society’s children.
“Young people everywhere link up through IM, Twittblogs, smartphones, and social
networking sites that are proliferating at an aeing rate” (Brown, 2011, p. 30). Itis a

platform where individuals can express institutidongics through text. Thus, an



institutional logics view provides another lensoiigh which to analyze predators’
methods of using and manipulating negotiated cgberal realities to victimize children
within social media. We use Structured Content psial(Backman & Hentinen, 2001;
Elo & Kyngas, 2008; Latvala, Janhonen, & Moring0@pin this study to identify how
online sexual predators use and manipulate theofarstitutional logics within
negotiated cyber-social realities to victimize drgn. Literature regarding institutional
logics is presented in the theoretical model saciong with degrees of victimization
developed by the author. The chapter wraps up avdiscussion of the findings,
implications and limitations of the study.

Chapter 5 includes Study 3, titled Examining the§ruction of Social Realities
During Predatory Coercion and Victimization of Ginén in Social Media: A Grounded
Theory Approach. As previously stated, the theoatfindings from Study 1 indicate
that online sexual predators do engage potentitihvg within negotiated cyber-social
realities within social media conversations. Theotietical findings from Study 2 indicate
that online sexual predators do use and manipudatitutional logics within negotiated
cyber-social realities to victimize children. Hoveeyit cannot be assumed that
institutional logics explain all text used and npanated by online sexual predators in the
victimization of children. Thus, the aim of Studys3he examination of the text of
negotiated cyber-social realities within onlineldhiictimization to develop a model of
how online sexual predators use text to constructcamtrol negotiated cyber-social
realities during the online victimization of chir. As such, Grounded Theory is the

appropriate methodology to fulfill that aim (Glaserd Strauss, 1967; Olson, Daggs,



Ellevold, & Rogers, 2007; Strauss and Corbin, 2008 chapter ends with a discussion
of the findings, implications and limitations oftistudy.

The final chapter, Chapter 6, ties the three stuttigether. Using the concepts
from all three studies a matrix of predatory cogmcand victimization of children within
social media is presented. Implications for theremtissertation are discussed. The
contributions for each study and the dissertat®a &hole are offered. The dissertation
then closes with a discussion of the limitationd passibilities for future research.

1.2 Research Motivation

The following three sections outline the motivaidar each of the three studies
presented in this dissertation.

1.2.1 Study 1 Research MotivationA societal fear of sex offenders and their
presence online has received much attention irokmpr research over the past ten years.
Generally, there is concern that sex offenderg&atthe Internet to gain access to young
victims, lurking in online locations typically acksed by children or young people. There
is significant concern that the information divudgen social networking sites is being
used by sex offenders to identify potential victif@uayle, 2002; Quayle and Taylor,
2003; Wolak, et. al., 2004).

Research in sociology and psychology has addressszal aspects of these
technology-facilitated crimes through the studyhaf vulnerabilities of children and
youth to the threat of online sexual solicitatidorfes et al., 2012; Mitchell et al., 2007,
2008; Wolak et al., 2004, 2012), characteristicerdine predators (Elliott, Beech,

Mandeville-Norden, and Hayes, 2009; Quayle, 2@@2ayle and Taylor, 2003), and the
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pervasiveness of sexual solicitations on partictylpes of websites (Mitchell, et. al.,
2008; Ybarra and Mitchell, 2008). As DombrowskiMa&sney, Ahia, and Dickson, 2004
stated “[t]he cost to children and society of séxugapetration is too great to overlook
the hazards of online solicitation” (pg. 71). Thesgdies not only affirm the existence of
the phenomenon, they provide insight into the bedravaspects of the predators: their
characteristics as individuals and use of webséttesolicitation of children. Although
these social science and IS studies provide sggmfiinsight into predatory behavior and
child victimization, most have ignored discoursechmnisms used by sexual predators to
solicit and victimize children online. Discoursechanisms include the linguistic
features of text, the relationship of the sender raceiver to each other and the text as
well as the impact of the chosen text (Chouliagakairclough, 1999; Fairclough, 2005)
Acts of victimization inherently include power difences among social actors. Social
media facilitates such enactment of power imbalamsanifested through
communication and language as expressed in theutse between children and sexual
predators.

There is also a belief system or ideology heldHgygexual predators that justifies
the enactment of power differences to implementigiay ideology-based social
practices. Ideology can be defined as:

a system of collectively held normative and replytéactual ideas and

beliefs and attitudes advocating a particular patbé social relationships

and arrangements, and/or aimed at justifying dquadar pattern of

conduct, which its proponents seek to promotejsegbursue or maintain.
(Hamilton, 1987, p. 38)
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In essence, predatory ideology maintains thatnbisnal to have sexual relationships
among adults and children, even though the largget/ vehementaly opposes such
ideology and social practices. For example, ontedophile communities often use the
term child love to refer to their attraction toldnen (Durkin, 2009). Jenkins (2001)
found a subculture of child pornography that expessseveral beliefs and concepts to its
members including justification of child love, ethl and political statements that
expressed a desire to push for a social movemenhila love to make pedophilic
behavior more acceptable by the larger societyt, Bé¢vins and Burkert (2010),
analyzed and explored the presence of a pedophiticulture online. The findings
defined a pedophile identity as well as the bouedasf their subculture. These
subcultures also affect the attitudes and beliefssdophiles and justify involvement in
deviance through rejection of larger social norBecker, 1963).

IS literature, in particular, has remained largglgnt on critical research related
to how predatory ideology and power differencesvieen adults and children manifest in
communication and language in social media thusiogehe door for victimization of
children. “Due to the critical intention, criticedsearch often centers on topics where the
injustices of our current world are most visibleavhere critical research can make a
difference” (Stahl & Brooke, 2008, p. 52). It issestial that such social practices, in
social media, be critically examined as they hageiicant implications for the well-
being of children and the larger society. Additibna[a]rchived text messages capture

and preserve the flow of expressed subjectivity tha be retrieved later for careful
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examination and reflection” (Zhao, 2006, p. 46&)ating information systems
researchers squarely in the domain of the phenomeno

1.2.2 Study 2 Research MotivationAs previously noted, the findings and
theoretical model in Study 1 exemplified that oalsexual predators do construct and
control negotiated cyber-social realities duringdatory coercion and victimization of
children within social media. However, those firghrdo not provide an explanation of
how the construction and control is enacted byotiilene sexual predators. Study 2 takes
a deeper look into the negotiated cyber-socialitrealthrough the lens of institutional
logics.

Within this globally connected virtual world of satmedia “multiple
worldviews coexist within processes of negotiatagdnaction” (Vasconcelos, 2007 p.
125). What is the origin of these multiple worldve? One perspective is that they
originate in the institutions of society defined‘dkee humanly devised schemas, norms,
and regulations that enable and constrain the h@hal/social actors and make social
life predictable and meaningful” (Hargrave & Van Wen, 2006, p. 866). In Western
culture those are commonly known as family, comnystate, profession, corporation,
religion and market (Thornton & Ocasio, 2005). induals, referred to as actors,
function within these institutions through the w$enstitutional logics. These logics are
defined as “the socially constructed, historicatgras of material practices, assumptions,

values, beliefs, and rules by which individualsduree and reproduce their material
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subsistence, organize time and space, and prow@ainyg to their social reality”
(Thornton & Ocasio, 2005, p. 101). For example, wdwindividuals say and do that
allows them to be identified as a member of a fgnailcommunity, a religion?

It is important to note that memberships in ingitias are not mutually exclusive.
Every person’s behavior is regulated and constdanyemultiple institutions (Lok, 2010;
Thornton & Ocasio, 2005). For example, a man (adan be a father (family
membership) who lives in a town (community membigjsdnd works as a doctor
(professional membership). At the same time, Isilgect to the laws of the government
in which he lives (state membership). Online sexwatlators are these individuals. They
live and work in communities. They coexist with gbg's children and share an
understanding of the logics of the institutionsvimich children live and learn (Elliott et
al., 2009; Robertiello & Terry, 2007). Predator®W that children “are dependent on
adults for their perceptions of right and wrong;egetable and unacceptable, ordinary or
normal, and exceptional or deviant” (Young, 1997286).

The institutional logics known to predators anddrkn are their worldviews,
their social realities. These logics are how eaeldgtor and child defines and makes
sense of the world in which he/she lives (Thorr&o@casio, 2005; Vasconcelos, 2007).
Social media provides an overlap platform whersetrsocial realities can be negotiated.
It is a place where online sexual predators a@éid the opportunities to invoke and
manipulate shared institutional logics to influetive perceptions of children toward the
acceptance of sexual relations between adults laifdten. “Especially for young people,

relationships made in virtual space can be jugtoagerful and meaningful as those
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formed in the real world” (Brown, 2011, p. 30). Bhunderstanding how online sexual
predators are invoking and manipulating institusildingics in negotiated cyber-social
realities with children is increasingly importatltentifying how online sexual predators
construct and control negotiated cyber-social tiealduring predatory coercion and
victimization of children can aid in educating chén, parents/guardians, law
enforcement, etc. and increasing the online pratestfor children.

1.2.3 Study 3 Research MotivationAn outcome of the first study was the
identification of predators’ creation of negotiamder-social realities as a means to
propagate their beliefs and victimize children. léeer, as a research approach, CDA
focuses on uncovering “the ideological assumpttbas are hidden in the words of our
written text or oral speech in order to resist amdrcome various forms of “power over”
or to gain an appreciation that we are exercismggy over, unbeknownst to us”
(McGregor 2003, p. 15). The explicit objectivesGIDA are “to effect change — the
emancipation of participants in the discourse &edmprovement of social affairs and
relations” (Cukier, Ngwenyama, Bauer, & Middlet@®09, p. 177). Thus, CDA does not
include as a goal the understanding of how onlexial predators create and control the
negotiated cyber-social realities used to decemkvactimize children within social
media. Therefore, the purpose of Study 3 is to gainnderstanding of how predators
create those negotiated cyber-social realities |®\this informative to know that online
sexual predators enact coercion to manipulate rgnlceven more beneficial is knowing

howthey enact coercion. Thus, Study 3 goes furthanadysis to reveal the techniques
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employed by online sexual predators to develop ti&tgal cyber-social realities during
the coercion and victimization of children withiocgal media.

Study 1 revealed text that specifically denotedube of coercion by online
sexual predators and the display of vulnerabilitig€hildren within social media
conversations. Study 2 revealed text that exeregli@inline predators’ use of institutional
logics in the construction and control of negotiatgber-social realities. However, a
deeper understanding may be achieved by not asguhanall text within social media
conversations between online sexual predators atehpal victims are coercion,
vulnerabilities or institutional logics. Thus, a tine@dology that allows for examination of
the text to identify behaviors and constructs thlitoutside of the purview of Studies 1
and 2 may define a more complete picture of pregatoercion and victimization of
children within social media.

Therefore, Grounded Theory is the chosen approacause it is an interpretive
paradigm. Rather than viewing the dataasiariori theory and hypothesis (Strauss and
Corbin, 1990; 2008), Grounded Theory provides alraeism to develop theory from the
data. This method is used to uncover textual elésneithin negotiated cyber-social
realities that may fall outside of the construdts@ercion and vulnerabilities in Study 1
or institutional logics in Study 2. Through utiltzzn of data for theory development the
constructs revealed in answer to the researchiqueste obtained via evidentiary
evolution of interpretive coding techniques. In@&t3, we utilize the theoretical model
from Study 1 to group transcripts based upon poedathavior, along with a review of

the literature on grooming/solicitation of children
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1.3 Research Gap and Research Questions

The following three sections include presentatioinhe research gap addressed
by each of the three studies within this dissertati

1.3.1 Study 1 Research Gagsocial media are defined as web sites with
structural and interactive features which “seerfositer ongoing discussions between
their authors and their readers making them mai®gic in nature than traditional Web
sites” (Dickey and Lewis, 2010, p. 140). Withinglglobally connected virtual social
world “multiple worldviews coexist within processesnegotiated interaction”
(Vasconcelos, 2007, p. 125). Strauss, SchatzmaheéBuEhrlich and Sabshin (1964)
defined these multiple worldviews as universesiséalrse. This universe of discourse is
evident in the communications. Social systems haditks within and across them can
be examined inside of social media, characteri#iag a discursive system.

Much of the discourse may involve struggles ovexero representation,

and access to resources, but it is no less diseursst because some

actors have greater influence to begin with. THaevaf the discursive

perspective is that it forces us to deal with thafnature of meaning and

what falls in-between conceptual polarities rathen on reified concepts

and the polar extremes themselves. (Story, 20QQ5.
As a discursive system, online social media affeasal construction of reality where
actors negotiate shared realities through dialtgrpretation and communicative acts
(Searle, 1995; 2010As a discursive system, social media play an evererorucial role
by allowing predators to construct a virtual enairgent of victimization through
discourse. The interconnectivity of this discurssystem at the outset or at the initial
stage negates the need for physical contact ierttaional and psychological
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victimization of children. However, many times tlisline victimization leads to
physical victimization as described in the earlyt pé this dissertation.

Researchers in sociology and psychology have iigatsd thadentification and
understanding of online predator characteristiosdi®s affirmed differences between
online and offline predators (Elliott, et al., 200@he relevance of studying the Internet’s
impact within the phenomenon (Quayle 2002; Quaghke Baylor, 2003) as well as the
types of websites predators frequent on the IntéMechell, Wolak and Finkelhor,

2008; Ybarra and Mitchell, 2008). While these stsddentified important aspects of the
phenomenon, they did not investigate the contextisaburse between predators and
children in an online environment such as socialimeAs an information system, social
media allows a unique look into the phenomenorhdfisexual abuse. Prior to the
advent of online victimization, research on chigckigal abuse was conducted on the
offline phenomenon. In this context it is often @sgary to find other sources of evidence
as most acts of child victimization are reporte@rathe event occurs (McGrath & Casey,
2002) and the memories of the predators and childa@not capture every exact word
and behavior in the abuse act. However, “by recgrthe interactions between offenders
and victims, the Internet offers psychiatrists atfter investigators a rare insight into
offender-victim interaction and grooming, conceatim@nd power assertion behavior”
(McGrath & Casey, 2002, p. 81).

Similarly, from the victims’ perspective, reseanghbave studied how children
are vulnerable to the threat of online predatonsdi®s revealed that children are sending

personal information to people they meet onlinet¢hkll, Finkelhor, and Wolak, 2007),
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posting personal information in blogs (Mitchellatt, 2008) and meeting adult offenders
in chat rooms (Wolak et al., 2004). These stuckeeal the online behaviors of children
and their susceptibility to aggressive online st@twon. In corroboration with the
aforementioned studies on predators, the extamnatiire affirms the phenomenon with
the facts that predators are seeking childrenerotiline environment where information
sharing inhibitions are lowered and children agcheng out to unknown individuals —
thus creating natural dynamics where sexual preslaan and do entice children for
victimization.

The key underlying factor is the use of social mda predators to propagate the
ideology of sex offenders: the acceptability of leglbaving sexual relations with
children. Fairclough (2003) defined ideologies @eptesentations of aspects of the world
which contribute to establishing and maintaininigttens of power, domination and
exploitation. They may be enacted in ways of irdéng (and therefore igenre$ and
inculcated in ways of being or identities (and #ferestyleg” (p. 218). As previously
noted, subcultures of pedophiles profess theiebelichild love (Durkin, 2009; Jenkins,
2001) and organizations like the North American KBary Love Association
(NAMBLA) advocate the abolition of all age of conséaws (DeYoung, 1988). Online
predators “have a greater investment in impressianagement because of the perceived
seriousness of their offenses” (Blumenthal, Gudgonsand Burns, 1999, p. 137). The
impressions or identities that the predators choosksplay within social media are
guided by their beliefs and desires regarding aehdiagement in sexual acts with

children. However, research has found that sexndées engage in thinking errors
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referred to as cognitive distortions. Through thdis¢ortions, sex offenders are able to
justify their sex acts with children even thouglisty deems those acts unacceptable.
One of those distortions is a belief that “theyiardove” with their victim”
(McLaughlin, 2004, p. 2). Other distortions inclutie belief that not only did the sexual
acts not harm the child, the child actually enjottesl contact (Fisher, 1999; Lawson,
2003). Additionally, it was found that sex offensl¢éake a position of passivity in the
narrative of the offense, misrepresenting realiiethe situation to rationalize their
actions (DelLong, Durkin and Hundersmarck, 2010)s Ththeir “vocabulary of motive”
(Blumenthal et al. 1999, p. 140): a reinterpretatd their actions in which they use
“attitudes and beliefs to justify an offending &tgle” (Blumenthal et al. 1999, p. 140).
These justifications allow them to live out an itbeyy that approves of sexual contact
between adults and children.

The sex offender ideology can manifest within slotiadia through the
mechanics of the ‘text’ shared between predatodscaiidren. As previously noted,
ideologies are “socially shared beliefs that asoested with the characteristic
properties of a group” (van Dijk, 2004, p. 12). &narse provides a mechanism by which
those shared beliefs can be communicated. Word@ehimitonation, choice of included
and excluded information as well as selected fomé scolor and use of artifacts such as
photos and videos can all be used to implicithgxplicitty communicate ideologies
(Mumby, 1989; van Dijk, 2004). Predators may chaesérich in power words. These
words serve to evoke feelings in the child sucfeas safety or security. Predators may

also choose words that attempt to control the @ietsvof the child. They may twist
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information shared by children to convince thenthef ‘rightness’ of a sexual relation
between an adult and a child. At its base, thegiceddeology is about the power an
adult can wield over a child through coercion.

Critical Discourse Analysis (CDA), as a researcprapch and philosophy,
includes a critical dimension integral and condadiw revealing and investigating the
text and social practices involved in coercion padier differences between predators
and children in online discourse. CDA may be define fundamentally interested in
analyzing opaque as well as transparent struatela@ionships of dominance, coercion,
discrimination, and control as manifested in largguase or in discourse (Wodak, 1995).
CDA views language as discourse, understood akeareat of the social processes,
which is dialectically related to others. Relatidregween language and other elements of
social processes are dialectical. The epistemakbgiterests in this form of critical
research include explicating how these dialecpicatesses and relations are shaped by
relations of power. Also, they focus on how thdetitics of discourse figures in the
constitution and consolidation of forms of socitd Which lead to and perpetuate
injustices and inequalities and are detriment#héowell-being of social actors
(Chouliaraki & Fairclough, 2010).

Van Dijk (1993) essentially perceives discoursdymimmas ideology analysis,
because according to him, "ideologies are typic#flgugh not exclusively, expressed
and reproduced in discourse and communicationjdat) non-verbal semiotic
messages, such as pictures, photographs and m@vids). Halliday (1970) proposed

three interconnected meta-functions of languageth@ ideational function through
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which language lends structure to experience wiheréeational structure has a
dialectical relationship with the social structsmultaneously reflecting and influencing
it, (2) the interpersonal function which accourdsrelationships between the
participants, and (3) the textual function whickk@mts for coherence and cohesion in
text. Discourse between pedophiles and childreendficlude, along with text, non-
verbal semiotic elements such as pictures, phopbgravideos, emoticons that following
Van Dijk’s (1995) conceptualization can be consedeto represent or embody ideology
of sexual predation. Pedophiles use language @esscial structures through dialects
as well as build relationships leading to coer@ad victimization of children — an
ultimate expression of their ideology that it is@gtable to have relationships between
adults and children.

CDA aims to uncover ways in which social structim@inges on discourse
patterns, relations, and models in the form of pawkations or coercion, ideological
effects and treats these relations as probleniattbe realm of CDA, it is not enough to
lay bare the social dimensions of language usé¢hatithese dimensions are the object of
moral evaluation and analyzing these should hafeetsfin society: empowering the
powerless, giving voice to the voiceless, expogiogyer abuse and mobilizing people to
remedy social wrongs (Blommaert and Bulcaen, 20@8kuch, the spirit of CDA in this
research is to find means to empower the weak (\WdB95) — in this case children,
parents and/or guardians or concerned citizen®ugjn clarification of pedophilic
discourse and manifestation of pedophilic ideologgocial media. Exposing how

pedophilic ideology is manifested in discourse icdorm society and potentially enable
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educated corrective action to improve protectionloldren online through social and
technological interventions. In the absence of khiswledge, social and technological
interventions are likely to be ineffective or und&ormed. Interestingly, IS research has
remained relatively silent in this context.

Information systems researchers are uniquely sitLiat intervene and address
these larger societal problems related to IS.dtitecal that we step into this role, given
the rapid and unending proliferation of social nag@ichnologies in all spheres of human
lives. This study aims to contribute to this largesearch context with the hope that
further IS research will bring significant socielanefits in relation to better protections
of children online. The use of Critical Discousealysis is proposed to examine how
the discursive system of social media createstéopta on which online predators can
manifest and propagate their ideology through diss®in order to manipulate and gain
control of the discourse to coerce and victimiziédean online. The research question
that focuses Study 1 istow do online sexual predators manifest and propadaeir
ideology through social media, as a discursiveaystto coerce and victimize children?

1.3.2 Study 2 Research Gapnstitutional logics offer generalized rules which
dictate the degree of appropriateness of spedifictiges in particular circumstances or
social context. Various institutional logics forhetbasis of identities, interests and
actions for social actors. They generate valuepaadide vocabularies of motive
(Thornton & Ocasio, 2005). However, not everyonerafes with the same motives or
agrees with the dictated definition of ‘appropriptactices’. Sexual predators are one

such group. Pedophile organizations have been gnognan alternate logic of sexual
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relations among adults and children for decades tloat espouses benefits to children
who engage in sexual relations with adults. TheeRéayon Society (1962), Pedophile
Information Exchange (1974), Norwegian Pedophileupr Amnesty for Child

Sexuality, and the Netherlands Association for &&Reform are examples of these
groups (DeYoung, 1988). The logics promoted bydlwsups are viewed as deviant by
the society at large (Merton, 1959).

Deviance is considered a vagrant form of humarviégtimoving outside the
more orderly currents in social life (Erikson, 1960/e can define institutional norms as
the boundaries between prescribed behaviors amsgnised behaviors in a particular
institutional setting. Institutional norms set thmits between which the institutional
means are prescribed — the limits of legitimateabedrs in a particular institution.
Beyond the norms lie illegitimate behaviors (Duldif59). Merton (1957) proposed a
typology of deviant behavior which included four des of adaptation: innovation,
ritualism, retreatism and rebellion. The discus®arninnovation is most pertinent in the
case of pedophiles who actively seek sexual relatwath children which are considered
illegitimate behaviors (Dubin, 1959) by the largeciety. As previously stated,
individuals in this subculture have membership se€multiple Western culture
institutions (Thornton & Ocasio, 2005). They coéxighin these institutions with their
potential victims, society’s children. Yet, ratliean conform to the institutional logics of
their memberships, they distort the cognitive baddblocks of those logics in order to
mask their predatory identity, share their sexaedrests and alter the actions of the

victims (Blumenthal et al., 1999; DelLong et al.120Durkin, 2009).
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Philips, Lawrence, and Hardy (2004) described meses through which
discourses provide the socially constituted, saifdtating mechanisms that enact
institutions and shape individual behavior. Dissasrare structured collections of
meaningful texts (Parker, 1992). The term textrsete not just written transcriptions but
to any kind of “symbolic expression requiring a picyal medium and permitting storage”
(Taylor and Van Every, 1993: pp. 109). Ideas anéaib that comprise organizations,
institutions, and the social world in general axated and maintained through the
relationships among discourse, text and actionergsadring the importance of linguistic
processes and language as fundamental to the eoinstrof social reality (Chia, 1996;
Gergen, 1999; Phillips and Hardy, 2002).

Words are conventional linguistic expressions -whigten, oral, or signed
symbols or language (Murphy, 2003). Vocabulariessystems of words, and the
meaning of these words used by collectives - grooggnizations, communities of
practice, and institutional fields-in communicatitimought and action (Loewenstein et
al., 2012). Institutional logics are expressedulgiothe use, evolution and manipulation
of these vocabularies. Burke (1935) noted thabalgh culturally and socially
constructed, a vocabulary can be altered and inadvaVNe invent new terms, or apply
old vocabulary in new ways, attempting to sociabre position by so manipulating the
linguistic equipment of our group...we invent new@aats of motive” (pp. 52-53). By
learning the vocabularies of groups and subcultune$viduals learn the values, beliefs,
and practices of the collective, shaping how ttylkt and communicate (Loewenstein et

al., 2012). Berger and Luckmann (1967) linked vataties to legitimation and social
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construction. Pedophiles, being part of the pedigdubculture and using deviant
institutional logics, learn the vocabularies of gezlophilic social collective which then
shape their values, beliefs and practices as mgbantboth psychological and subcultural
studies of pedophilia (Blumenthal et al., 1999; Ded et al., 2010; T Ward et al., 1997,
Rosenmann and Safir, 2006; Holt, Blevins and Burk€10). These studies highlight
the psychological distortions that lead to theifigsttion that sexual relationships
between adults and children are acceptable belsaarat expressions of “child love”.

In this research, we conceptualize online sexwedatiors as institutional
entrepreneurs (Battilana, 2006) with deviant betra{dubin, 1959; Merton, 1957).
Institutional entrepreneurs can be either orgamnator groups of organizations or
individuals or groups of individuals (Battilana,d8). The notion of institutional
entrepreneur originates from the concept of hunggmey, which refers to individuals’
ability to intentionally pursue interests and toeagdome effect on the social world,
altering the rules or the distribution of resour¢®sott, 2001). Online sexual predators
qualify as institutional entrepreneurs, albeit wdéviant behavior, because they break the
accepted institutional logics of the larger societiyat it is not acceptable to have sexual
relationship between adults and children - and bseghis deviant behavior is harmful to
children. Social actors exposed to contradictosyitational arrangements are thus less
likely to take existing arrangements for granted arore likely to question, and possibly
diverge from them (Battilana, Leca and Boxenbau®®92. This can be seen in the case
of pedophiles who forgo the institutional logicstloé larger society in favor of the

deviant institutional logics of the pedophilic suliare and pedophilic organizations.
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Pedophiles as institutional entrepreneurs maketispecific “institutional

vocabularies”, including structures of words, esgiens, and meanings, which are used
by these institutional entrepreneurs to articulatanipulate and recombine institutional
logics (Suddaby and Greenwood, 2005 p. 43).

The question then remains, how do online sexualgtogs, as institutional
entrepreneurs, use and manipulate institutionat$otgp construct and control negotiated
cyber-social realities and thus victimize childtbrough discourse in social media?
Given the rapid and unending proliferation of sboadia technologies in the lives of
society’s children, it is critical that we step wapinvestigate social media’s propagation
of ideologies through the use of institutional kggwithin social media. In Study 1 we
utilized Critical Discourse Analysis to study theaburse structure of social media
conversations between online sexual predators atehpal victims. Though the use of
logics was evident within the discourse, we did spcifically address how online
sexual predators invoked and manipulated instiafitogics within negotiated cyber-
social realities. In Study 2 we focus our invedigaonhow pedophiles, as institutional
entrepreneurs, invoke and manipulate institutibmgics in pursuit of their deviant
behavior. To date, no IS study examines the usestfutional logics by individuals
within social media. The current study does so withe context of predatory coercion
and victimization of children within social medihe research question that focuses
Study 2 isHow do online sexual predators use embedded itistial logics to dominate

and manipulate online interpersonal relationshipthwvehildren?
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1.3.3. Study 3 Research GaA commonly understood aspect of child sexual
abuse is the sexual grooming of children by pragatérooming is referred to as “the
subtle communication strategies that child sexbabkars use to prepare their potential
victims to accept the sexual contact” (Olson et2007, p. 241). These communication
strategies are the discourse of predators andatedwularies they use as described in
Study 2. Prior research on the offline phenomerfarnibd sexual abuse has found
grooming to be an integral part of the child sexalalse process (Craven, Brown, &
Gilchrist, 2006; Lang & Frenzel, 1988; Olson, Dadgitevold, & Rogers, 2007; Singer,
Hussey, & Strom, 1992; Young, 1997). However, regelas not solidly established
grooming as an integral part of online predatorgrcmn and victimization of children in
social media. Two prior studies attempt to identifgmes of grooming in online
interaction between sexual predators and potentiains. O’Connell (2003) employed
participant observation and conversation analysexplore online grooming. Williams
et al. (2013) utilized a thematic analysis mettdoth studies examined transcripts of
conversations between online sexual predators atehpal victims. However,
O’Connell’s (2003) study involved the author posasga potential victim ages 8, 10 or
12. Research has found that online sexual predatoss often target youth in the early
teens as opposed to young children (Jones etdl2; Mitchell et al., 2007; Wolak,
Finkelhor, & Mitchell, 2006). Williams et al. (2018xamined only eight transcripts, all
of which met two criteria: (1) grooming appearshe initial hour of conversation, and

(2) there was no immediate sexual contact or detrated aggression.

28



The age limit of the decoy in O’Connell (2003) dhd limited number of
transcripts in William et al. (2013) are problemati establishing grooming as an
integral part of online predatory coercion andimaetation of children within social
media. The aim of Study 3 is to move the reseanchrooming forward and improve its
definition as part of online predatory coercion amdimization of children. Findings
from both Study 1 and Study 2 indicate that thenenpredatory behaviors of the
convicted adults spanned the conversation anchtitadll conversations included
grooming within the first hour. Specifically, thedings of Study 1 showed that some
online predators do not invoke grooming behavio@laand that the point at which
sexual content was introduced varied across grotipgnversations. Additionally, while
situated in the setting of social media, the af@etioned studies do not include the
notion of negotiated cyber-social realities. Thgaps paint a larger picture of online
predatory coercion that may not be explained withdurrent vocabulary of online
sexual grooming. Also, to address the extant liteeafindings that online sexual
predators typically target teens (Jones et al.22Mitchell et al., 2007; Wolak et al.,
2006) Study 3 includes the use of a dataset inlwthie potential victims are an average
age of 13-14 years old.

Study 1 offers a view of the structure of the digse of online social media
conversations between predators and potentialwsgtiesulting in a theoretical model
based upon predator coercion and victim vulneradsli This study establishes predator
construction and control of negotiated cyber-so@alities. Study 2 deepens this

resultant understanding through identificationradtitutional logics utilized and
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manipulated by predators in discourse with potémi@ims. Broadening the
examination further, Study 3 provides a view ofioalpredatory coercion and
victimization of children that is not bound by agor theory or hypotheses. Vocabularies
of predatory discourse emerge from the data toemddihe questiotdow do sex
offenders construct and control negotiated cyberiaaealities within social media to

victimize children?
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CHAPTER Il

LITERATURE REVIEW

2.1  Predator and Child Interaction in Social Media

Sex offenders, also referred to as sexual presidtave been operating within
society for generations. In 1937, J. Edgar Hoowaf&s on the Sex Criminalas
published in the New York Herald-Tribune. He wastgal as saying, “[t]he sex fiend,
most loathsome of all the vast army of crime, hesoime a sinister threat to the safety of
American childhood and womanhood” (Frosch & Bronghd©939, p. 761). This
statement opened the door for expanded researckertcrimes and the individuals who
perpetuate them. Research has found that sex effeme both criminal and public health
problems and that sexual victimization can havé lbaig-term and traumatic effects
(Robertiello & Terry, 2007). Within the online enenment, sexual predators are
typically adult sex offenders, their predatory bebes revolve around seduction, and the
victims are underage teenagers (Wolak et al., 2008)

The Internet “provides a new context where curiaug rebellious minors can be
seduced and manipulated” (Berson 2003, p. 13) girdle predators skills at
establishing trust with a child and then deceiviing/her “with charm and feigned
affection” (Berson 2003,p.12). This view of thedmtet paints a picture of a virtual world
ripe with the affordances for predators to groontdeen. Grooming is referred to as the

reduction of a child’s inhibitions “through actiemgagement, desensitization, power and
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control” (Berson 2003, p. 11). Shannon (2008) exeahipolice reports to garner an
understanding of the specific methods used by adolgroom children for sexual contact
both online and offline. Elements of online contswth as persuading the “victim to send
sexual pictures” (Shannon, 2008, p. 170) or usbigckmail against the victim”
(Shannon, 2008, p. 170) give evidence to the ndhiahsome type of coercion exists
within these types of interactions.

While Berson (2003) and Shannon (2008) discusseddts of individuals,
Quayle and Taylor (2011) supported the importari@xamining the environment in
which the crimes are taking place. They presertedocial elements of online social
networking that affect sexual predators. Througlnersocial interaction with other
predators they are able to justify their ideologotigh “involvement in deviance through
a rejection of larger social norms” (Quayle andl®gy2011, p. 47). So, while predators
reject the social norm of boundaries between olildimd adults, children are making
themselves potential targets for those predatogsolsying personal information online,
talking with strangers and adding those strangetisdir buddy lists (Wolak & Ybarra,
2008).
2.2 Predator-Victim Discourse

The Internet is an open context in which childcan be sexually exploited and
victimized. “Without much effort, a child may inagitently or deliberately be exposed to
on-line content that is obscene, pornographiceviplracist, or otherwise offensive”
(Berson, 2003, p. 10). Online sexual predators takentage of the mechanism of social

media and the vulnerability of children, as evidshby Angela Allen and Alicia
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Kozakiewicz's stories. A commonly presented methsed by online sexual predators is
grooming, defined as “a process that commencessgitloffenders choosing a target
area that is likely to attract children, and theneloping a bond as a precursor to abuse”
(Quayle & Taylor, 2011, p. 46). This sets the sty a definition of an online groomer
as “someone who has initiated online contact withi&d with the intention of
establishing a sexual relationship involving cylegrer sex with physical contact”
(Quayle & Taylor, 2011, p. 46).

In a study of 315 Swedish police reports of “séxaffences against persons
under 18 years of age where the perpetrator andd¢hi had been in contact with one
another online” (Shannon, 2008, p. 164) four categmf cases were identified: (a)
predator/victim online contact only, (b) predataiim online contact with proof that an
offline illegal sex act was committed, (c) predatmtim online and offline contact with
no proof of an illegal sex act, (d) instances wtienpredator/victim knew each other
offline and the Internet was used to exploit thidcfor sex. These categories give insight
into the types of interactions that occur betweslme sexual predators and potential
child victims. For the cases when an illegal sebvas committed, the authors did
identify that some predators made promises tohgethild modeling work or offered to
pay for sexual services (Shannon, 2008).

Researchers have also investigateddbatification and understanding of online
predator characteristics. One study affirmed d#ifiees between online and offline
(contact) predators. It revealed that Internetraffss are less likely to be repeat

offenders or escalate to offline sexual abuse. Alsey scored higher on empathic
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concerns than contact sex offenders and are abdgatte to fictional characters which
lends to potential success in psychotherapy (Ekibal., 2009). Another aspect of online
predator behavior manifests in the types of webgitedators frequent (Mitchell, Wolak
and Finkelhor, 2008; Ybarra and Mitchell, 2008)eHtudies conducted by Mitchell,
Wolak, Finkelhor and Ybarra (2008) found that instaessaging services, dyadic and
diaologic by design, were the choice online medianpredator use in aggressive
solicitations of children rather than online joumdlogs and social networking sites.
The current study expands upon this finding throtighchoice to examine dyadic instant
message conversations between online sexual predatd potential victims.

Viewing from the victims’ perspective, researchease studied how children are
vulnerable to the threat of online predators. $sidevealed that children are sending
personal information to people they meet onlinet¢hkll, Finkelhor, and Wolak, 2007),
posting personal information in blogs (Mitchellatt, 2008) and meeting adult offenders
in chat rooms (Wolak et al., 2004). These stuckesal online behaviors of children that
make them susceptible to aggressive online sdimitaSo, while predators reject the
social norm of boundaries between children andtadcihildren are engaging in
behaviors that make them potential targets of pioegla

While these studies present evidence on predatbpatential victim online
behaviors, Quayle and Taylor (2011) note that eicgdiresearch regarding online
grooming and/or solicitation is sparse and mositang research has focused on the
behaviors of youth, not on the adult sex offendéng current study addresses this gap

through a focus on the behaviors of online sexuadgtors within the predator-victim
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discourse. We examine how predators are able tordwenand manipulate children
through interpersonal relationships within sociaidma.
2.3 Detection of Online Sexual Predators

Studies have been conducted to determine the rfiestiege means by which to
identify acts of predation in an online settingthwthe goal of preventing the occurrence
of offline acts of victimization. The theory of lng communication (Olson et al., 2007)
was applied to improve the software called Chat€{identostathis, Edwards, Bayzick,
Leatherman and Moore, 2009), which integrates the@f communication with
computer science algorithms. The use of this thaloyved the researchers to improve
the systems detection capabilities by a maximui38s, from a range of [24.29% -
56.56%] to [31.94% - 58.74%]. While similar to th@rrent research, the Kontostathis et
al’'s (2009) study applies a theory based on amefffhenomenon to an online
phenomenon. Additionally, Luring Communication Thedoes not include the construct
of institutional logics. In similar research, ThoKgntostathis and Edwards (2011)
developed an accessory for the open source softa#lesl Pidgin, an instant messaging
tool. Their plugin, called SafeChat, keeps trackisér interactions, detects age, and
categorizes texts as potentially predacious basesst@blished system rules. They
achieved a 68% accuracy rate (Thom et al., 201dRing a different approach, Laorden,
Galan-Garcia, Santos, Sanz, Maria, Hidalgo andgasi(2012) developed a system
called Negobot that applies Natural Language Peagsnethods, chatter-box

technologies and game theory to create a stratiegision making situation.

35



The goal of the system is to collect the maximunoant of information possible from
the conversation for post-conversation analysigKtlen et al., 2012).
24 Coercion: Power, Activities Control, IntentionAlteration

The traditional understanding of coercion datekha@n edition of Thomas
Aquinas’ work published in 1920, The Theologicésof Thomas Aquinas. Aquinas
asserted that coercion “is a kind of necessity hiictv the activities of one agent — the
coercer — make something necessary for anothet’g@emerson, 2011, p.4). As
Anderson (2011) stated, the common understandicgeriion is “use of a certain kind
of power for the purpose of gaining advantages ottegrs, punishing non-compliance
with demands, and imposing one’s will on the wilbther agents” (p. 3). Over the
centuries, the discussion of coercion has focusadsues where a power difference is
visible: law enforcement, business, and internati@s well as domestic issues. While
these fields, at first pass, seem to vary extehsiagerms of context, the point made by
this diversity is that coercion is a human behawdrich can take place in various
contexts, throughout various aspects of one’s Rigbert Nozick wrote of coercion as
“techniques that influence or alter the will of th@ercee, by altering the intentions or
dispositions of the coercee” (Anderson, 2008, p.I6j)s view of coercion removes the
necessity of typical influencers such as forcelerioe or deprivation and broadens the
view of coercion to include examination of how tuercer’s techniques influence the
coercee’s reason for acting (Anderson, 2008).

In summary, coercion consists of three main con&rypower, activity control

and intention alteration. Coercers exert power awdividuals to control the activities of
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the individuals and alter individuals’ intentiorsresult in the coercer’s desired
outcomes. Online predators’ propagate their idgotbgough the exertion of power to
control children’s activities and manipulate thertoithinking the predators’ intentions
are acceptable. This ideology manifests withinaaniedia through the mechanics of
discourse and social practice. The use of texiqjolaly dominance is an example of
power enactment. Convincing children to send pegwf themselves is an example of
activity control. Persuading a child to agree thatting in person is a good idea
demonstrates intention alteration as it moves ke érom their original intention of
chatting online to agreement with the predatortention of an offline meeting. This
manifestation can be accomplished through what 8eypavies (2010) refers to as
enactment through three communicative acts: foraainformative and performative.
Formative acts refer to the representation of datéch in the case of predators and
children are the structural nature of the sociallimeonversation such as common
language and the use of emoticons. Informative @risist of message generation and
interpretation; in this study it is the predataigstantial acts of coercion through text to
move the child toward the desired outcome. Lagiyformative acts are the coordinated
actions that result in the fulfillment of the préalas intentions, a face-to-face meeting
with the child and subsequent physical and emokiartimization (Beynon-Davies,
2010, 2012). Situated within the discursive systérsocial media, this study examines
predators’ use of communicative acts as the meaakdr the targeted children’s choice

of actions.
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2.5 Vulnerabilities: Reactance, Learned Helplessnesand Social Control

The nature of discourse within social media rezgpigngagement by individuals
within the system. Children are frequent participan social media. Propagation of
predator ideology necessitates interaction of daie with a child. As coercees, children
are enticed by the prospect of getting what thepatchave. In this case, children have
identified behaviors in which they should have fileedom to engage but which others in
their reality do not allow. Feeling restricted, ylseek out realities in which they have the
freedom to engage in those behaviors. This isnedeo as reactance theory (Thacker,
1992). Reactance within the current study is oftennormal struggle of children seeking
more independence. Parents may restrict computet thonitor chats, and prohibit the
child from having a webcam or even grounding théddihom real life activities. It is
natural for a child to push against those restmdi The child may experience a decrease
in self-esteem if he/she views his reality as retste and/or perceives him/herself as
having no control over the environment. In thessesathey live with the acceptance that
no matter their effort to change their reality ytlwannot avoid negative outcomes. This
state is coined learned helplessness (Thacker)1B8&rned helplessness within the
current study is increased willingness to accegtricions without resistance. For
example, children may refuse to ask their paremtghings, such as a webcam, because
they believe that nothing they say or do will chatigeir parents’ minds about them
having one. Yet, as children grow, they searchwfays in which to circumvent those
restrictions. They look outside of their currerdliy for ways to be happy, satisfied.

They engage in social control through activitiesthis case online communications,
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seeking fairness as compared to others and a des&el connected (Selymes, 2011).
These longings make children vulnerable to the p@xerted by predators through
coercion. Through discourse, the predators cregpaee for negotiated realities in which
the children see a chance to move beyond restrtaathin their environments and
fulfill those longings. These negotiated realiigee the means by which predators enact
their ideology within social media discourse.
2.6 Negotiated Cyber-social Realities

The rise of online communication has done mora tiheange the way individuals
within a society communicate (Zhao, 2006). It “sBorms the spatial and temporal
organization of social life,” producing “new kind$ social relationships” and “new
modes of exercising power” (Thompson, 1995, p. Zhao, 2006, p. 471). Individuals
are born predisposed to sociality and become mendfesociety through internalization
of the norms and values of that society (Zhao, 20Di8ese new organizations of social
life provide space for members of society to gaierimation that may alter their current
social realities. The meaning of information maydeeived “from interactive
interpretation by multiple persons, not simply fréime cognition of a single individual”
(Miranda & Saunders, 2002, p. 2). Thus a persor@aning of societal norms and values
may be socially constructed through interactiorth wthers and as impacted by the
social situation in which they occur (Miranda & 8ders, 2002). Gotved (2006) used the
term cyber-social reality to describe this onlipace and the interactions therein. It “is

constructed by the individual as well as by thdembive, in close cooperation with
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advanced communication technology and the podsilbificomputer-mediated
interactions” (Gotved, 2006, p. 472).

We use the phrase ‘negotiated cyber-social resilittedescribe frames of
communication in which online sexual predators exd#luence on potential victims’
meanings of social events. Frames are definededetiVely stable interpretive schemes
through which actors makes sense of events amatisitis they come across” (Azad and
Faraj, 2011, p. 37). The act of framing “involvas wvirtual drawing of a boundary, much
like a picture frame, emphasizing what is insideotgside and thereby making the
former more salient” (Azad and Faraj, 2011, p3Te frames within the current
phenomenon are the social media interactions betaeleéren and online predators. The
concept of negotiated cyber-social reality creaind manipulation can be seen within
framing. The act of framing requires the coerceisilect some aspects of a perceived
reality and make them more salient in a commumgaiext, in such a way as to promote
a particular problem definition, causal interpretat moral evaluation, and/or treatment
recommendation” (Entman, 1993, p.52). Perceivelitiesacan be defined as
“determined by the observer, and may be identi¢di wbjective reality, or an illusion,
or a mix” (Bell, 2003, p. 247). In the case of aelipredators, the child shares the
‘perceived reality’ with the predator through tekhe predator then negotiates the
meaning of that perceived reality within the frameating a reality that differs from the
child’s originally understood reality and is appegl

This negotiation may be viewed as deception usetidpnline sexual predators.

“Deception is the conscious, planned intrusionrofllasion seeking to alter a target’s
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perception of reality, replacing objective realitith perceived reality” (Bell, 2003, p.
244). Similar to the intention alteration constrattoercion, the planning of deception
begins with the goal of changing the existing tgado it aligns with the aim of the
planner (Bell, 2003). Because the online sexualatgs premeditated these deceptions
of children in social media they cannot be views@ecidental inappropriate
communication or mistook for unintended lies (BuBeBurgoon, 1996). Additionally,
“[d]eceivers must strategically manipulate inforroatto craft plausible messages “on-
line” all the while attending to partner reactidasinformation about success or failure”
(Buller & Burgoon, 1996, p. 210). So, while invogithe deception within the negotiated
cyber-social reality, online sexual predators nalsb monitor the actions and reactions
of the children in order to effectively maintairetdeception and move the negotiated
cyber-social reality toward his/her own agenda.

“When the costs of being deceived are high, threefies of detecting deception
are correspondingly high. The costs for both desrsiand detectives can be ethical,
psychological, social, or political, as well as plyneconomic” (Whaley & Busby, 2000,
p. 76). The deception and victimization of childi®nonline sexual predators within
social media carries high costs for the deceivéduld@n face potential psychological,
social, and physical costs at the words and hahdslime sexual predators. The three
studies that follow aim to improve methods for détey that deception and decreasing

the costs faced by society’s children.
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CHAPTER 1l
STUDY 1: PREDATORY COERCION AND VICTIMIZATION OF CH ILDREN
IN SOCIAL MEDIA: A CRITICAL DISCOURSE ANALYSIS APPR OACH

Summarizing extant literature, prior research thiphenomenon has examined
predator and child interaction in social media &, 2003; Robertiello & Terry, 2007,
Shannon, 2008), predator-child discourse (Ellibtle 2009; Jones et al., 2012; Quayle
& Taylor, 2011; Wolak et al., 2008) and detectidronline sexual predators
(Kontostathis et al., 2010a; Laorden et al., 20d2Ghee, Bayzick, Kontostathis,
Edwards, Mcbride, & Jakubowski, 2011; Thom et2011). Yet, as noted in section
1.3.1 Study 1 Research Gap, extant literature baaddressed how pedophiles use
language to create social structures through dsmbecwell as build relationships leading
to coercion and victimization of children — an mléite expression of their ideology that it
is acceptable to have relationships between adanttchildren.

In Study I, we draw upon the theoretical foundatiohcoercion (Anderson,
2011), reactance, learned helplessness (Thack@&?2),18bcial control (Selymes, 2011)
and negotiated cyber-social realities (Gotved, 2006anda & Saunders, 2002; Zhao,
2006) discussed in Chapter 2. This existing liteaprovides the base knowledge for
addressing the research questidow do online sexual predators manifest and
propagate their ideology through social media, atiscursive system, to coerce and

victimize children?
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3.1 Research Methodology: Critical Discourse Analys

Social networking sites are discursive environreeBy their very nature, they
are social, allowing for dialogic interaction amdndividuals as well as the evolution
and expression of social and cultural practicedividuals can engage discursively
through the production and consumption of text essations and sharing of
communicative artifacts such as pictures, videasliauks to websites. Similarly, the acts
of discourse are identified as both creating andgbereated by social phenomena
(Carvalho, 2008). The processes of discourse argansformations of text during its
production and consumption. Language and societyar separate entities, but rather
“language is an integral part of social procesgiwler, 1979, p. 189). Fairclough saw
discourse practices as straddling the division betwsocial and cultural practices and
text production/consumption (Sheyholislami, 200jus critical discourse analysis aims
to make transparent “the connections between disequractices, social practices, and
social structures, connections that might be opagjtiee layperson” (Sheyholislami,
2001, p. 1). Variations of this method of resedratie been used in such areas as gender
inequality, ethnocentrism, anti-Semitism, natiosralj racism, media discourse, political
discourse, medicine, legal systems, educationpseiand organizations (van Dijk,
1998).

3.1.1 Framework for Critical Discourse Analysis.During CDA text is
interrogated to “expose deep structures, systeroationunicative distortions and power
relations that underlie discourse” (Cukier, Ngwanga Bauer and Middleton, 2008, p.

177). Within the field of information systems, Mgaand Klein (2011), recommend three
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inter-related elements of critical research whiichia framing the use of CDA for the
current study. The first element, insight, requites provision of “a broad insightful
understanding of the current situation” (Myers &hein, 2011, p. 23). This study will
examine and explain the interactions between poesland children in social media.
This is the story that brings the study into foauns includes the first technical stage of
CDA: systematic analysis of the communicative aetsveen predators and children, the
choices and patterns in vocabulary, grammar, coheand text structure. The next
element is the critique, which refers to the “cadiotis of power, constraint, social
asymmetries, ideological domination, cultural ireethat give privilege to certain ways
of understanding and ordering the word” (Myers Kieln, 2011, p. 23-24). This
includes the second stage of CDA that consistssgbdrse and institutional processes.
Discourse processes refer to the “changes thagtettirough in production and
consumption” (Sheyholislami, 2001, p.7) while ihdional processes refer to the aspects
and properties of the examined institution whideetfthe production and consumption
of the text. Within the current study, this inchsdrevelation of how, through
communicative acts, predators exert coercive pawer children through the creation of
negotiated cyber-social realities, an aspect otlvis the manipulation of discourse
surrounding children’s behaviors of reactance nedtelplessness and social control.
Additionally, it includes the evaluation of socra@tworking sites and their role in the
communicative acts. Lastly, the element of tramafttion refers to suggested
improvements for “human existence, existing saarehngements and social theories”

(Myers and Klein, 2011, p. 24). Aligned with therthdimension of CDA, this step
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includes both the power group (predators) and thg iw which their exertion of power
changes in relation to discursive interaction.

The focus of this methodology within the contekonline predator interaction
with children is to bring transparency to the disse practices within social media.
Specifically, this study applies CDA to investigataw the predatory coercive discourse
acts of power, activity control and intention &digon are used by sexual predators in
social media to create negotiated cyber-sociaitiemathrough manipulation of discourse.
The negotiated cyber-social realities lead to theas structure of victimization of
children. The following sub-sections outline th@sén data set and steps utilized to
analyze the data.

3.1.2 The Corpus.The full data set for this research is comprisedvar 500
chat transcripts between adult online predatorsaaiudt volunteers of the group
Perverted Justice. Although the adult volunteenewwesing as youth, the adult predators
were under the impression that they were in faetracting with a child. These
transcripts have been used in previous researekamine the conversational techniques
of online predators (Kontostathis, Edwards and he@ban 2010; Marcum 2007; Martin
et al. 2010; McGhee et al., 2011; Poelmans, ElziNgananov, Dedene, Viaene and
Kuznetsov 2012; Thom et al. 2011).

Additionally, individuals identified through thetons of Perverted Justice were
brought to trial and, upon searching the Natiored Sffender Registry, it was observed
that the charges were upheld in a court of law.ndeidedgement and upholding by U.S.

Courts of the unlawfulness of the context of thegescripts and actions of the predatory
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individuals provides additional validation for theise within the current research. Table
1 shows demographic as well as other informatitated to pedophiles, who participated
in these 500 chats. These pedophiles had an avagagaf 30.5. They were on average in
contact with “children” for 3.3 days. They wererftanany locations in the U.S.

including Wisconsin, Arkansas, Ohio, Washingtog, &gable 1 also exhibits sample age
disclosures between the pedophile and the volusitdas important to note that
disclosure of the age by the volunteers that tmeyi& or 14 year old girls (or boys)
should clearly indicate to any adult that it iegal and socially unacceptable to solicit
any sexually oriented relationship in the U.S. Destnis disclosure of age as a minor,
these pedophiles persisted in victimizing thes&lotm (pedophiles clearly believed that
they were interacting with children) and were sujosaitly convicted in a court of law.
Table 1 also exhibits sample of exchange betweedabors and children and the use of

non-standard English in these conversations iresaaedia.

Table 1. Sample Demographic and Related Informatiofrom the Predator
Transcripts Data Set

Demographic Sample
Total number of Transcripts 500
Predator Average Age 30.5
Average Transcript Length in 14.7

Printed Pages

Average Transcript Length in 775
Printed Lines

Average Number of Contact Days| 3.3
between Predators and Children

Sample Pseudonyms Used by daddieforu
Predators Daveeatsyou
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hotplushung
changeforthebetter2006
funindia31

Sample Locations of Predators

Milwaukee, WI
Fayetteville, AR
Dayton, OH
Puyallup, WA

Age Exchanges Between Predatorg\rthinice: hi, 51/guy/fayetteville, wanna talk?

and Children

sadlilgrrl: sure--r u okay with me bein almost
147
arthinice: sure

changeforthebetter2006: Im doing ok
coryndestiny4ever: kewl
changeforthebetter2006: just lonely
coryndestinydever: o ic
coryndestiny4ever: 13 f oh u?
changeforthebetter2006: 27/m/Dayton

daveeatsyou: like to play?
constantconstance92: play?
constantconstance92: age?
daveeatsyou: nasty?
daveeatsyou: 32
constantconstance92: im 13
constantconstance92: that ok?
daveeatsyou: sure

Non-standard English Used by
Predator

abraxisreborn: (I) lolwhere the (]) represents &
girl’s genitaly

Standard English Used by Predator  arthinice: didkmow that you can "shake"

too?

sadlilgrrl: not really

arthinice: do you know what it is called?
sadlilgrrl : coming?

arthinice: yes - but there is another name for
too

arthinice: it is usually talked about happening
girls - but the same name applies to guys too
sadlilgrrl: oh

sadlilgrrl: what is it?

arthinice: it is called orgasm
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3.1.3 The Procedurelt is important to understand that critical discsar
analysis does not provide a unitary theoreticah&aork. Rather, it should be considered
a shared perspective which allows a range of appesa(McGregor, 2003;
Sheyholislami, 2001). The current approach begiitis dvscourse a first step involving
the systematic analysis of choices and pattermsdabulary, grammar, cohesion, and
text structure. Within the current study this inked analyzing the text, at face value, of
the social media conversations between predatarslaidren. Text created by the
predator was examined for representations of pawemtions, and activities and the
creation of negotiated cyber-social realitiesntluded only face value identification of
the use of vocabulary choices and patterns, grafroobesion, and text structure in the
production of the text. Similarly, text createdthg child decoys were examined for acts
of reactance, learned helplessness, social carbthe buy-in to the predators’
negotiated cyber-social reality. Even though vadens were posing as children, from the
pedophiles’ perspective they believed themselvdgtoommunicating with a child. The
CDA approach is described as oscillating “betwéeoty and data analysis in
retroductive ways” (Wodak and Meyer, 2008, p. I%is allows for the identification of
the mechanics of the theoretical constructs whikeasing the discourse for social
implications. Table 2 outlines those constructs amaciples for analysis within this first
step. As previously noted, each construct comes &wtant literature and is employed as
a critical assessment point regarding the propagati predatory ideology through

coercion within social media.
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Table 2. Categories and Principles for CDA Step 1Discourse

Theoretical Principle Validity Test
Constructs
Power Aspect of coercion: coercer’s | Does the text express

(Anderson, 2011)

exercise of dominance over
coercee

perception of dominance by
the predator?

Intention alteration
(Anderson, 2011)

Aspect of coercion: coercer’'s
reduction of eligibility of some
actions, making other actions
more attractive to coercee

Does the text express
predator drawn boundaries ¢
child’s actions?

Df

Activity control
(Anderson, 2011)

Aspect of coercion: coercer’'s
constraint of coercee’s actions

Does the text express
predator’s control over
child’s actions?

Negotiated cyber-

Coercee: act of sharing current

Does the text express child’s

D

social reality social reality sharing of current real life
(Eneman et al., situation?
2010)
Coercer: alteration of perceived Does the text express
reality predator’'s manipulation of
child’s shared reality?
Coercee: acceptance of new Does the text express child’s
reality agreement with predator’s
created reality?
Reactance Coercee: engagement in Does the text express action

(Thacker, 1992)

behaviors which authority figure
attempt to restrict

sby child which go against
what others have said are
appropriate?

Learned helplessnes
(Thacker, 1992)

Loercee: resignation to a reality
that will not change no matter
their actions

Does the text express child’s

belief that his/her actions wil
not change the current socid
reality?

D

Social control
(Selymes, 2011)

Coercee: engagement in activiti
seeking happiness, fairness
and/or satisfaction

eBoes the text express child’g
engagement in actions that
he/she views as bringing

D

about positive outcomes?

Adapted from Cukier et al.'s (2009)
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Transcripts were manually coded and repetitiveds@nd emoticons/symbols
were highlighted. An insider and outsider appro@bia and Chitiepeddi, 1991) was
used in verifying the coding and research procéssfication is the process of checking,
confirming, making sure, and being certain. In gaaVve research, verification refers to
the mechanisms used during the process of reseanstrementally contribute to
ensuring reliability and validity and, thus, thgat of a study. These mechanisms are
woven into every step of the inquiry to construsbéid product (Creswell, 1997) by
identifying and correcting errors before they amédtbnto the developed model and
before they subvert the analysis. Qualitative netew iterative rather than linear, so that
a good qualitative researcher moves back and bativeen design and implementation
to ensure congruence among question formulatitarature, recruitment, data collection
strategies, and analysis. Data are systematidadlgked, focus is maintained, and the fit
of data and the conceptual work of analysis anerjmetation are monitored and
confirmed constantly (Kvale, 1989). Thus, a methbderification inherent to this
research methodology was employed to achieve mgibre investigation and subsequent
theory building.

Codes were entered into an Excel spreadsheet to aldntifying patterns.
Additionally, the ages of the sex offender anda;H#gngth of chat in hours and days, the
line number of the first act of textual victimizai and a notation of whether the predator
assessed the risk of getting caught were includele spreadsheet. The purpose of the
additional information was to aid in evaluating tegt to establish patterns and frames of

interactions, structuring the data for step 2 ef@ritical Discourse Analysis.
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Excerpts of text identification for three of thepasts of coercion in Table 3
demonstrate how the principles and validities ffbable 2 were applied to the data. So,
for example, in the first excerpt, the predatogdaiavants2playnokc, exudes confidence
in his ability to give the child an orgasm. Regcdllithat predatory ideology includes the

use of sexual dominance, this action is catego@zetthe construct of power. The text

that is the identifier for the action are the wondsvill get off with me trust me’. This

line of reasoning was applied to each transcripeéxh construct in Table 2.

Table 3. Textual Examples of CDA Step 1 - Discourse

Excerpts from Chat Transcripts|  Identified Discourse Identifying Text
Actions Acts

daddywants2playnokc: u cum | Predator Coercion: u will get off

fast? expresses Power with me trust me

chelss_wut_elss: ya no sexual

chelss_wut_elss: i dunno if i did dominance in

r not text

chelss_wut_elss: whats that like?

daddywants2playnokc: well u

will get off with me trust me

daddywants2playnokc: uummm

way good

daveeatsyou: will you do

something for me

constantconstance92: what

daveeatsyou: rub your breasts | Predator uses | Coercion: do something for

daveeatsyou: nips text to control | Activities me, rub your

constantconstance92: now? child’s breasts, make

daveeatsyou: make your self | activities your self horny

horny

daveeatsyou: yes

daveeatsyou: kinda secretly

daveeatsyou: ok

daveeatsyou: because i'm going

to go home and stroke my dick

daveeatsyou: thinkig about what
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i told you

bendix632: im on my way Predator uses | Coercion: on my way,
Willow: awesome text to express| Intentions driving, see u
Willow: u so cool control over soon
bendix632: im driving child’'s

Willow: oh drivin right now? intentions

bendix632: yea later

Willow: awesome

Willow: what time u think u get
here?

bendix632: 1230

Willow: cool can u get me some
fast food or no?
bendix632: ok love

According to Fairclough, each sentence can be aedlfrom a multifunctional
perspective. Because the textual exchange occtigwa social context the
representations of social practice, constructiotnefidentities of the reader and writer as
well as the relationship between the two should bencern of the analyst (Fairclough,
1995). This concept of relationship within the emtrcontext aligns with previous work
on the acts of grooming children in which predatmgage online. There are two levels
of relationships identified: friendship and relaship. Friendship refers to the discourse
of ‘getting to know’ the child through conversatsoabout demographic information,
sharing of pictures, etc. These interactions foupesficial connections, providing the
predator a means to get introduced to the chiltht®aship refers to the extraction of
more intimate details from the child such as habli@gmily, school, etc. These
interactions provide the predator with more intiengtformation that can be used in
deceptive acts (Gupta, Kumaraguru, & Sureka, 200#. pieces of information gained

through the friendship and relationship groomiragses take place within the social
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practices of critical discourse analysis. The cattieg in Table 2 provide the definitions
for determining pertinent representations of theagractices of coercion, reactance,
learned helplessness, social control and the agrgin of negotiated cyber-social
realities. Within those identified social practicdee text was evaluated for expressions
of predators and children’s identities as welllasrtshared relationship.

The second step of CDAljscourse as practicextends the first, giving attention
to three aspects of text that link it to its comtespeech acts, coherence and intertextuality
(Blommaert and Bulcaen, 2000). The framed commuainieacts, which are the result of
the first stage of analysis, become the data s¢hi® second step. The language
structures used within social networking sites adielvel of difficulty to this stage of
analysis. As a real-time synchronous medium, tlaggrm of interaction “tends to be
more unpredictable, due to the fact that it moegdently illustrates features of oral
language” (Chiluwa, 2012. p. 226). Characteristicthis text include features of oral
and written communication, slang, obscenity andugeof emoticons (e.g. a smiling
face) and textual combinations to represent nogtlage sounds (Crystal, 2011).

Fairclough recommended examining both the diseo(iext) and the chosen
institution within this step. The discourse procesers to the use of intertextuality with
regard to the text production and consumptiors the examination of chosen text,
specifically manifest intertextuality, the use ext which explicitly comes from another
source (indicated by quotation marks) and constguntertextuality, the restructuration
of text which is taken from another source (rewogdiparaphrasing, etc.). While few

instances of manifest intertextuality appear withi@ current context, constitutive
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intertextuality is evident in the creation of nagted cyber-social realities, when the
predator manipulates the child’s shared realitgssence restructuring the truth as
presented by the child. The institutional procaagés on Fairclough’s perspective that a
complete textual analysis should not exclude tipeets of the chosen institution which
impact the production and consumption of that (Bktmmaert & Bulcaen, 2000;
Sheyholislami, 2001). The ‘institution’ of the cent study is social networking sites.
Aspects of social networking sites that have atdattention with regard to the studied
phenomenon include access to SNS, anonymity on BiBmation sharing capabilities
on SNS, and inappropriate use of SNS (Choo, 200P1;2Eneman et al., 2010; Gupta et
al., 2012). Table 4 lists the categories and ppiesi used to analyze and validate the
textual frames identified in step one. The catexpare directly derived from
Fairclough’s recommendations for this step of CI3Aeech acts, coherence manifest
intertextuality and constitutive intertextualityeadiscourse processes. Institution
processes are the aspects of the institution ffettahe phenomenon. In this study, it is
comprised of the aspects of social media that dffoedators’ the ability to propagate
their ideology through coercion. While the childrenedators, and the social media
technological artifact are separate entities, “fioléses for action emerge from the
reciprocal interaction between actor and artif¢Etiraj, Jarvenpaa and Majchrzak, 2011,

p. 1233). Thus, it is necessary to examine theleddi®haviors.
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Table 4.Categories and Principles for CDA Step 2 - Discouesas Practice

Category

Principle

Validity Test

Speech act
(Cukier et al., 2009)

Coercer and coercee: Use of
emotionally charged adjectives
and nouns, hyperbole,
metaphors, jargon*

Does the text seek to elicit
an emotional response fron
the child?

=)

Coherence
(Cukier et al., 2009)

Coercer: Use of biased
assertions and incomplete
statements which cannot be
argued against*

Does the text correctly
correspond to the objective
world?

Manifest
intertextuality
(Sheyholislami,
2001)

Coercer: Use of direct
quotations within
communication**

Does the text include
quotation marks?

Constitutive
intertextuality
(Sheyholislami,
2001)

Coercer: Demarcation,
assimilation, contradiction
and/or ironic echoing of child’s
words within own text**

Does the text utilize the
child’'s words?

Institution process

Access: degree of availabdity
SNS to coercer and coercee

Anonymity: degree of sharing @
demographic information on
SNS

Information sharing capabilities:

technological capabilities
available for sharing of
information

Inappropriate use: use of SNS
for reasons outside of its

intended use

Is the SNS medium
accessible to create the tex

fls demographic information
shared through the text
within the SNS?

Does textual construction
facilitate other means of
information sharing within
the SNS?

Does textual construction
facilitate inappropriate use

~t

of the SNS?

A tenant of CDA is the notion of one group exegtsocial power over another

(van Dijk, 1998). This second step in the CDA psxcilentifies the connections between

the linguistics within step one and the social pcas entwined in the speech acts,
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coherence, textualities and institutional aspexckéch are relevant to the production and
consumption of the text. The identification ofgeeconnections provides the means to
analyze the power struggle between predators afdfe It provides the scaffolding to
view online predators as a social group in whishmembers exert power over the
vulnerable social group of children.

Excerpts of text identification for the three agdpgeaf coercion in Table 5
demonstrate how the principles and validities ffbable 4 were applied to the data. So,
for example, in the first excerpt the identifiediaw is the steady stream of compliments
shared by the predator, arthinice. The use of emallly charged adjectives and nouns is
a speech act employed to elicit an emotional respfmom another individual. In this
example, the identifying text includes words likgveet’, ‘love’ and ‘pretty’. This line of
analysis was applied to each transcript for eadistcoct in Table 3. Additional data

identified in this manner is included in the Append

Table 5. Textual Examples of CDA Step 2 — Discourses Practice

Excerpts from Chat Transcripts  Identified Discourse Identifying Text
Actions Acts

arthinice: you look sooo sweet| Predator’s use of Speech Acts | Sweet, love,

sadlilgrrl: i am. a steady stream pretty

sadlilgrrl: (emoti)

arthinice: i love your smile
arthinice: the one in the pic is
prettier than the smiley on hersg
arthinice: do you have any mo
pix?

sadlilgrrl: yeah

sadlilgrrl: a couple

arthinice: the only one i have is
on my profile

of compliments
to draw child in
emotionally

o

re

"%}

arthinice: but i'd love to see
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yours - if you don't mine
arthinice: is your name kristen
sadlilgrrl: yeah

arthinice: very pretty name

~J

daddieforu: u like talkin to olderPredator makes

guys

briana_jadel4: ya its kewl
briana_jadel4: lots of guyz my
age r stoopid

daddieforu: i hear ya hun
daddieforu: lots of women my
age are stupid lol
briana_jadel4: hehe

briana_jadel4: y wut do they daonnect with

daddieforu: thier just hung up
on dumb shit

briana_jadel4: oic
daddieforu: they dont like havi
fun

briana_jadel4: aaawwww i like

fun things

daddieforu: i love ridin my
harley most women think thats
childish

assertions about
women which a
child would not
be able to argue
against, relates
them to teenage
boys in an
attempt to

child

1%

Coherence

Older guys,
women my age,
dumb shit

The final dimension of CDAsociocultural practiceexamines hegemonies and

how they change in relation to discursive changsgdtnony is “[tlhe imposition of

dominant group ideology onto everyone in socie8érfsoy and DiAngelo, 2012, p.

184). The presence of adult predators online aeid ififluence over children in the

online environment begs the question of who ismdlitig the social power within the

virtual society of social media. Today’s childree growing up in a virtual society

where predators are attempting to propagate thealogy through social media: an

ideology that would normalize the engagement oftadund children in sexual activities.
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This imposition of ideology is an example of hoveisbdominance is achieved through
manipulation as opposed to intimidation or physfoate (Sensoy and DiAngelo, 2012).
Applied to the current study, this dimension ired the examination of the
online predators as a social group and the propmagat their ideology onto children
through the institution of social media. This isogtionalized through further
examination of the results of step two of the CDWRlgsis. Table 6 outlines the
principles and categories for analyzing the imposiof ideology through the social
media text. The validity tests of this step of CBuire analysis of the text as a whole.
Therefore, no table of sample text is includecheatdeeper discussion is presented in

the results and discussion sections that follow.

Table 6.Categories and Principles for CDA Step 3 - Socioduwiral Practice

Category Principle Validity Test
Ideology Coercer: imposition of ideology| When viewed as a whole,
on child does the text impose the

predatory ideology?

Coercee: acquiescence to When viewed as a whole,

predatory ideology does the text reveal
acceptance of the predatory
ideology?

Adapted from Cukier et al.'s (2009)

3.2  Theoretical Model

3.2.1Theoretical Model of Pedophilic Ideology Manifestaibn, Coercion and
Victimization of Children in Social Media. The theoretical model, developed through
the application of the three steps of critical digse analysis in the previous section,

proposes the propagation of predatory ideologyutjinahe instantiation of three
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components: consensual norm conversations, negditgber-social realities, and
victimization. Online predators share an ideoldpt tsexual contact between adults and
children is acceptable. They redefine “their bebaes an expression of love and
mutuality” (Lawson, 2003, p. 697). However, thegagation of that ideology through
the discursive system of social media can invobercion of children, resulting in their
victimization (McLaughlin, 2004). Figure 1 providas/isual representation of the
proposed theoretical model of the propagation eflator ideology through the
enactment of coercion and victimization of childmeside social media. In this mode,
initiation of the predatory ideology takes placehivi consensual norm conversations

These aspects of the conversations seemingly moeent to the children.

Consensual Norm
Conversation

| |
i |
i I
i | !
i b I I
bl g L N |
i Predator Behaviors  |! | Predator Behaviors || | Online Acts |
i -Power I -Power i -Sexualized Text !
i =Activity Control | | =Activity Control I +Emoticons I
: -Intention Alteration ¥ -Intention Alteration i =Pornographic !
i \ I \ i Photos i
! i i «Hyperlinks i
! it b -Live Webcam Nude

| i ] 1 -Voice I
i Child Behaviors \ Child Behaviors N s !
' -Reactance :I A @ I
! ™= .Learned Helplessness : ! steamed Helplessess,. | | I
| -Social Control : | =Social Control | i | I
! i 11 Predatory Behavior !
| ' Predatory Behavior I Engagement '
| Behavior Initiation i Engagement L Results Within '
i Within Social Media ! ! Within Social Media I Social Media I

.................................. e et e R e s R S e

Figurei. Proposed Theoretical Model of Coercion and Victimization of Children in
Social Media
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In reality, during consensual norm conversationsgdators are assessing the
children with whom they chat to identify potentiattims. They initiate the constructs of
predatory coercion (power, activity control ancemtion alteration). However, success is
dependent upon the engagement of children — coimgribem to buy into the coercive
acts enmeshed with their behaviors of reactanaenéel helplessness and social control.
If the predators successfully engage childrendibeourse moves intoegotiated cyber-
social realitieswhere the predators impose their ideology on Hikelien, convincing
them of the ‘rightness’ of a relationship betweleanh. The result, the propagation of the
ideology succeeds in thectimizationof the children within social media.

The next sections outline the utilization of theethsteps of Critical Discourse
Analysis - Discourse, Discourse as Practice ando8oktural Practice - to reveal the
three major components of the theoretical moded fdllowing sections include process
models that focus on the sequence of events irapyadideology propagation, inclusive
of “theorizing about how and why the process ewlivea certain way” (Mahring and
Keil 2008, p. 240).

3.2.2 DiscourseExamination of the text within step 1 of CDA revethree
predatory communicative techniques (PCT) utilizgabline sexual predators. These
techniques refer to the degree of threat with whiehpredator initiates the interaction
with the child. The first predatory communicatieelnique is referred to aamouflage.
“Camouflage is meant to hide and, if it does ndf ke a ruse of dissimulation” (Bell,
2003, p.264). Thus, this technique appears wheprédaator adopts the persona of being

just another online friend to the child, hiding/her true nature as an online sexual
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predator. They hold back acts of coercion and miation, allowing the child to display
reactance, learned helplessness and/or sociabtnior to exerting textual coercion
over the child. Table 7 includes an example of aaftage PCT as shown in the
beginning of this conversation between heather ,sk8kl/volunteer and

corazon23456partio23456, online predator.

Table 7.Excerpt from Transcript — Camouflage PCT

Line Number| Transcript Excerpt

1 heather sk8s: hey there asl

2 corazon23456partio23456: 23 male from jackson ms
3 heather sk8s: 13/f/MS

4 corazon23456partio23456: ok

5 corazon23456partio23456: so whats up

6 heather sk8s: nothing

7 heather sk8s: just hangin

8 corazon23456partio23456: yeah

9 corazon23456partio23456: sounds fun

10 heather sk8s: u?

11 corazon23456partio23456: not a lot

12 corazon23456partio23456: just chillin

13 heather_sk8s: cool cool

14 corazon23456partio23456: so what do you do for fun
15 heather_sk8s: i just moved here from NH

16 heather_sk8s: not a lot

17 corazon23456partio23456: yeah

18 corazon23456partio23456: cool

19 corazon23456partio23456: what make you move loenest
20 heather sk8s: mom

21 corazon23456partio23456: ok

22 corazon23456partio23456: how long you have beeminems
23 heather_sk8s: about 2 weeks

24 heather sk8s: lol

25 heather sk8s: my mom wanted to be with her bfriend
26 corazon23456partio23456: not too long ago

27 corazon23456partio23456: i see

28 corazon23456partio23456: you like here?

29 heather sk8s: eh

30 corazon23456partio23456: how you like ms
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31 heather_sk8s: it's hot!!

32 corazon23456partio23456: yeah i know

33 corazon23456partio23456: wait till summer come
34 heather sk8s: yucky

35 heather sk8s: i relly dont no any 1

36 corazon23456partio23456: what part of ms you live
37 heather sk8s: jackson

38 heather sk8s: area

39 corazon23456partio23456: kool

40 corazon23456partio23456: i live in clinton

41 heather sk8s: what do u do for fun in cIntn?

42 corazon23456partio23456: not a lot

43 corazon23456partio23456: go to the movies

44 corazon23456partio23456: hang out with friends
45 corazon23456partio23456: listening music

46 heather sk8s: kewl

47 corazon23456partio23456: work in the summer
48 corazon23456partio23456: lol

49 heather sk8s: what do u do?

50 corazon23456partio23456: i work in a restaurant
51 corazon23456partio23456: with my friends

52 heather sk8s: kewl

53 corazon23456partio23456: so what you do in yoe fime
54 heather sk8s: unpack

55 heather sk8s: fix my room

56 corazon23456partio23456: yeah

57 heather_ sk8s: fight wit my moms bfriend

58 heather_sk8s: lol

59 corazon23456partio23456: lol

60 corazon23456partio23456: you have a pic

61 heather sk8s: just in my profile

62 corazon23456partio23456: pretty pic

63 heather sk8s: ty

64 corazon23456partio23456: yw

65 corazon23456partio23456: you have more family ireras

In lines 25 and 29 heather_sk8s displays learngudseness in a simple

expression of being moved by her mother, a realityer life over which she has no

control and a grudging acceptance of that mover Ruiline 25 the predator engaged
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heather_sk8s in what appears to be a benign carsermsm conversation. There is
nothing provocative or victimizing in lines 1-24thie conversation or immediately
following line 25. The content is simple sharingdeimographics. However, the
conversation begins to turn at line 60 when theidehtified 23-year-old male
knowingly asks what he believes to be a 13-yeamgoldor a picture and in line 62 tells
her she is pretty. By asking her for a picturebbgins to control her actions toward his
intentions. The compliment is the starting framewior the creation of the first frame of
negotiated cyber-social reality. He follows thigrg@iment with the initiation of his risk
assessment by inquiring about others who may Herigaut for the child besides her
mother.

This conversation demonstrates a camouflage prgdedonmunicative technique
instantiation of the proposed theoretical modelshm Figure 1. It begins with an
online predator engaging a child in conversatidssuaconsensual norm topics such as
sports, video games, or school. In this stage@ttnversation the predator refrains from
enacting coercion or victimization text. Insteddw predator waits for the child to display
a vulnerability and follows it with a coercive aéts the discourse plays out, the child
then has two choices. One choice is not to engdgehwesults in an attempt to return
the discourse to a consensual norm topic of coatiers The second choice is to engage
with the predators’ act of coercion resulting ie ttreation of negotiated cyber-social
realities, which include online victimization.

The online communications between heather_sk8saraton23456partio23456

took place in 15 contacts over a 21-day periodi@uthat time
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corazon23456partio23456 looped through the cyctogensual norm conversation
until heather_sk8s was engaged in the negotiateeresocial reality frames. In the final
conversation, corazon23456partio23456 crossedrtaento victimization. Table 8

includes the excerpt in which that transition ocedralong with notation of behaviors:

Table 8. Camouflage PCT Transcript Excerpt

Excerpt from Transcript Behavior

corazon23456partio23456: so we going to meet ?amego to the | Intentions
movies

heather_sk8s: i cant leave house Learned
heather_sk8s: nevermind helplessness
corazon23456partio23456: we can watch a movie ahyaise.

what you Intentions
say?

heather_sk8s: maybe

heather_sk8s: depends what else you want to dal.....
heather_sk8s: tell me what else
corazon23456partio23456: so what you want to dozhe Power
heather_sk8s: i'm asking U
corazon23456partio23456: what we can do? what yemt to do? | Power
heather_sk8s: its up to do

heather_sk8s: if you could do anything -

heather_sk8s: what would it be

heather_sk8s: i'll be back in a little bit -- tadsia walk - i'm bord
corazon23456partio23456: drink ? and whatever yaotyne to | Intentions
do

heather_sk8s: mm drink sounds good

heather_sk8s: yes

heather_sk8s: what else

heather_sk8s: ill be back later -- u better thihkmmething good

corazon23456partio23456: we can drink and ? wdl\sbat Intentions
happend . ..

corazon23456partio23456: i can make you have sameahd a

good time.

heather_sk8s: tell me how specifically and ill thabou tit Victimization

corazon23456partio23456: ok ill be here
corazon23456partio23456: drink and have sex?

Victimization
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In this excerpt, corazon23456partio23456 led witkentions through asking if he
and heather_sk8s were going to meet. She follow#dl@arned helplessness in an
acceptance of her inability to leave the houseazmm23456partio23456 pushed on with
his intentions, exerting power through a reverseemd leading heather_sk8s to think
that what they would do when they met was about wha wanted. He ended this frame
with a direct statement of victimization by presegthe idea of drinking and having sex
with a 13-year-old girl.

With regard to the identities of the readers andiens of this discourse, as well as
their relationship, predators who operate withim tamouflage PCT potentially allow
more time for the development of a personal retetgp with the child. They engage in
more consensual norm conversations, extractingnateé details from the children
regarding their lives. Additionally, this techniqo&n increase the amount of time it takes
for online victimization to occur as the child ithe opportunity to return the discourse to
consensual norm topics. In the transcripts examioethis study, the average line in
which victimization occurred was 89. Victimizatianthin the interaction between
heather_sk8s and corazon23456partio23456 occurdthtaline 443, demonstrating how
camouflage predatory communicative techniques e#aydhe state of victimization in
online communications between predators and chmldre

The second category, referred tda#t PCT, differs from camouflage PCT in
that predators move from the benign consensual womaersation topics to textual

coercion without waiting for the child to displayalnerability. Table 9 includes an
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example of bait PCT shown in the beginning of ttuaversation between

wild_janna_92, child/volunteer and green_eye_|&&8) online predator.

Table 9.Excerpt from Transcript — Bait PCT

Line Number | Transcript Excerpt
1 green_eye latino669: hi
2 wild janna 92: hi 2 u
3 green_eye latino669: how u doing ?
4 wild janna_ 92: ok u
5 green_eye latino669: i'm cool thanks
6 green_eye latino669: how old are u ?
7 wild janna 92: 13/f/ca
8 green_eye latino669: i'm 26 from LA
9 green_eye latino669: where in cali ?
10 wild_janna_92: riverside
11 green_eye latino669: cool
12 green_eye latino669: whats ur name ?
13 wild janna_92: Janna whats urs
14 green_eye latino669: george
15 green_eye latino669: nice meeting u
16 green_eye latino669: are u white ?
17 wild janna_ 92: yeah
18 green_eye latino669: i'm mexican
19 green_eye latino669: do u like mexican guys ?
20 wild janna_ 92: it dont matter as long as theyeni
21 green_eye latino669: cool
22 green_eye latino669: who do u live with ?
23 wild janna_92: my mom
24 green_eye latino669: do u have a pic ?
25 wild janna_ 92: not yet
26 green_eye latino669: how do u look like ?
27 wild janna 92: like my avatar pretty mcuch
28 green_eye latino669: hahaha
29 wild janna_ 92: lol yeah its kinda lame
30 wild janna_92: but i dont got any pics on here yet
31 green_eye latino669: its cool
32 green_eye latino669: u got a boyfriend ?
33 wild janna_92: i wish
34 green_eye latino669: wanna be my girlfriend ?
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In contrast to the camouflage PCT example, whexetimversation began to turn
to coercion at line 60, the conversation betwedd yanna_92 and green_eye_latino669
begins to turn at line 19 when the predator betgirask about the child’s preference for
dating. By line 34 he is asking her to be his getid. This not only implies intent, but
also demonstrates how the predator subtly begineritrol the child’s actions. This
conversation demonstrates a bait predatory comrativéctechnique instantiation of the
proposed theoretical model shown in Figure 1. ¢filewith a consensual norm
conversation topic that is followed by a predatersictment of power, activities control
and/or intention alteration. The child can chooskta engage, returning the conversation
to a benign consensual norm topic. If the childages with the predator’s coercive
behaviors, however, he/she is then drawn into thdagior created negotiated cyber-
social reality, which includes victimization of tkhild within social media.

The online communication between wild_janna_92gedn_eye_latino669
took place in 5 contacts over a 16-day period. mythat time green_eye_latino669
looped through a cycle of coercive acts and netgatiayber-social frames.
green_eye_latino crossed the line into victimizatioring the second chat session. Table
10 includes the excerpt in which that transitionweced along with notation of

behaviors:

Table 10. Bait PCT Transcript Excerpt

Excerpt from Transcript Behavior

green_eye_latino669: hey wassup
wild_janna_92: heey how r u
green_eye_latino669: i'm good
green_eye latino669: u ?

wild janna_ 92: bored
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wild_janna_92: lol
green_eye_latino669: why are u bored ?
wild_janna_92: dunno just am i guess

green_eye_latino669: are u alone ? Intention
wild_janna_92: i got resident evil 4 for my ps2 @sdeally effing
hard

wild_janna_92: :(

green_eye_latino669: it'll get easier

wild_janna_92: my moms got the day today

wild_janna_92: and my aunt is visiting still

wild_janna_92: im hiding in my room lol

wild_janna_92: did u have a good christamas?

green_eye latino669: it was ok

green_eye_latino669: little boring

green_eye latino669: how was urs

green_eye_latino669: ?

wild_janna_92: ok i guess

green_eye_latino669: what did u do ?

wild_janna_92: my aunt is here from oregon and raynsibf came
over christmas eve

wild_janna_92: we ate and opened some presents
green_eye_latino669: same here Learned
wild_janna_92: it was pretty boring. lol helplessness
green_eye_latino669: what did u get ?

wild_janna_92: clothes resident evil 4, everquasshfy ps2 and a
stuffed animal

wild_janna_92: nemo. lol hes cute did u ever wétating nemo?
wild_janna_92: what did u get

green_eye _latino669: yeah i love it

green_eye_latino669: hey santa left some thingsmumg tree for u| Intentions
wild_janna_92: lol he did?
green_eye_latino669: yes Victimization
wild_janna_92: like what
wild_janna_92: tell me tell me
green_eye latino669: some thongs

In this excerpt, green_eye_latino669 led with ititars by asking wild_janna_92
if she was alone implying that he would say/dodkithat others shouldn’t witness. She
followed with learned helplessness in an admittaf@boring Christmas.

green_eye_latino669 moved forward with his intemgicexiting the frame with a direct
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state of victimization by joking that santa lefbar of thongs under his Christmas tree
for a 13-year-old girl.

“Friendship” building occurs in bait PCT as thegator ‘gets to know’ the child
and is introduced through the sharing of pictures demographic type of information.
This process begins with a benign consensual nomaezsation topic and moves
directly to predatory coercive acts. The child theaides if he/she will engage with the
predator in that discourse or attempt to returrcthreversation to a benign consensual
norm topic. If the child engages with the pred&eishe enters into frames of negotiated
cyber-social reality which include online victimtian. If the child successfully turns the
discourse back to consensual norm topics, he/slid potentially increase the amount of
time it takes for online victimization to occur. Wever, victimization occurred at line
135 in the conversation between green_eye latina@@9vild_janna_92. This is 44
lines longer than the study average of 89 linet/das than one-third the amount of lines
demonstrated in the previous example for camoufR@e€. Thus, the delay to
victimization in bait PCT could actually be lesanhthat of camouflage PCT.

Predators engaging in the final category, refetoeas thdrap predatory
communicative technique, bypass child behaviorseamploy minimal acts of coercion.
They move almost immediately to victimization. Talill includes an example of trap
PCT shown in the beginning of this conversatiomieen constantconstance92,

child/volunteer and daveeatsyou, online predator.
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Table 11.Excerpt from Transcript — Trap PCT

Line Number| Transcript Excerpt
1 constantconstance92: hi 2 u
2 daveeatsyou: mmmmmmmmmmmmmmmmmmmmmm
3 daveeatsyou: what city are you i?
4 constantconstance92: lakewood u
5 daveeatsyou: tacoma
6 daveeatsyou: like to play?
7 constantconstance92: play?
8 constantconstance92: age?
9 daveeatsyou: nasty?
10 daveeatsyou: 32
11 constantconstance92: im 13
12 constantconstance92: that ok?
13 daveeatsyou: sure
14 daveeatsyou: is it ok with you
15 constantconstance92: yes
16 constantconstance92: u got pic
17 daveeatsyou: no
18 daveeatsyou: how big are your tits
19 constantconstance92: 32a
20 daveeatsyou: mmmmmmmmmmmmmmmmm
21 daveeatsyou: can i suck them
22 constantconstance92: mebee
23 constantconstance92: u come ¢ me?
24 daveeatsyou: now
25 daveeatsyou: are you alone?
26 constantconstance92: no not now silly
27 constantconstance92: no moms home
28 daveeatsyou: when
29 constantconstance92: i could sneak out sometime
30 daveeatsyou: kool
31 daveeatsyou: are you a virgin?

While the previous two categories of PCT demonstrain attempt at consensual
norm conversations prior to victimization, this exale does not. By lines 8-10 of the
conversation, the predator explicitly outlined imtent through the words ‘play nasty’.

By line 18 the 32-year-old man had asked a 13-p&hgirl the size of her breasts and at
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line 21 to perform a sex act on her. This convesalemonstrates a trap predatory
communicative technique instantiation of the preubtheoretical model presented in
Figure 1. Benign consensual norm conversation soghacnot exist and therefore the child
has no safe discourse to which he/she can rettithe child engages with the predator’s
coercive behaviors he/she is then drawn into tedador created negotiated cyber-social
reality, which includes victimization of the chidthin social media. The only other
alternative for the child is to exit the conversatcompletely prior to engaging with the
predator’s coercive behaviors.

The online communication between contantconstanaefi2laveeatsyou took
place in 6 contacts over a 6-day period. During tinde daveeatsyou looped through a
cycle of negotiated cyber-social frames and viaation. daveeatsyou crossed the line
into victimization during the first chat sessiorable 12 includes the excerpt in which

that transition occurred along with notation of &elors:

Table 12. Trap PCT Transcript Excerpt

Excerpt from Transcript Behavior

First contact was "hi"

constantconstance92: hi 2 u

daveeatsyou: mmmmmmmmmmmmmmmmmmmmmm
daveeatsyou: what city are you i? Intentions
constantconstance92: lakewood u
daveeatsyou: tacoma
daveeatsyou: like to play?
constantconstance92: play?

. constantconstance92: age?
10.daveeatsyou: nasty?
11.daveeatsyou: 32
12.constantconstance92: im 13

13. constantconstance92: that ok?
14.daveeatsyou: sure
15.daveeatsyou: is it ok with you

©CoNorwNE
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16. constantconstance92: yes
17.constantconstance92: u got pic
18.daveeatsyou: no
19.daveeatsyou: how big are your tits Victimization
20.constantconstance92: 32a

21.daveeatsyou: mmmmmmmmmmmmmmmmm
22.daveeatsyou: can i suck them Victimization

In this excerpt, daveeatsyou led with intention@bking constantconstance92if
she likes to play nasty. He then exited the frantk wdirect state of victimization by
asking a 13-year-old girl the size of her breasts.

No relationship building occurs in trap PCT asphedator focuses on
victimization of the child. This process differsin the first two in that the predator
moves the discourse to online victimization almoshediately. Also, while a child
could potentially exit the discourse prior to uicization in both camouflage and bait
PCT, due to the swiftness of the predators’ sexwadplicit words in trap PCT the child
has very little time to avoid being an online victof a predatory act. Victimization
occurred at line 10 in the conversation betweeredaisyou and constantconstance92.
This is 79 lines less than the study average din@8 and significantly fewer than the
amount of lines demonstrated in the previous exasnfar camouflage and bait PCT.
This reveals that no delay to victimization existérap PCT.

3.2.3 Discourse as Practic&xamination of the three categories of predatory
communicative techniques provides insight intogpeech acts, coherence,
intertextuality and institution process of the ptwrenon. Table 13 outlines findings from
the comparison of camouflage, bait and trap comoativie techniques. As noted

previously, different categories of PCT allow fbetvarying delays between the initial
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contact of predator/child and the first act of vrazation. This current step of analysis
provides further information regarding how predsataove children to victimization
online and social media’s role in that victimizatio

Camouflage PCT includes more appeals to the enstbthe child by predators
than the other two types of PCT, creating the lshdelay between the initial contact and
the first act of victimization. This relationshipilding occurs through a large amount of
demographic sharing, multiple benign consensuahrmmnversation topics and use of
the child’s own words for manipulation. Within thige of PCT the distortion of reality
is so subtle that children are drawn into negadiatger-social reality frames with
minimal awareness. In bait PCT the directive ierfdship building which requires fewer
emotional appeals, less demographic sharing, Esefubenign consensual norm
conversation topics and scarcer instances of threpulation of the child’s own words.
The distortion of reality is more identifiable imibPCT providing the opportunity for
children to be aware of coercion. Lastly, trap R€Juires minimal emotional connection
with the child. The child’s reality is highly disted by the predator. There is no need for
demographic information beyond where a child lied if he/she can get away to meet
and no time is taken to reconstruct the child’sdgoin this category, victimization is
almost immediate.

One’s ability to access social media is dependpanwariables outside of the
institution of social media itself. Technical capiiles, privacy, school and work
schedules are examples of variables that can afetdividual’s access to the

information sharing system. Additionally, the typePCT employed by the predator does
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not restrict one’s method for sharing informati&moticons, video links and even live

webcams are examples of information sharing methedd in all three categories of

PCT within transcripts examined in this study.

Table 13 Comparison of Categories of Predatory Comanicative Techniques (PCT)

Category Camouflage PCT Bait PCT Trap PCT
Speech Act Seeks high emotional Seeks moderate Seeks minimal
response emotional response | emotional
response
Coherence Text is subtly distorted ext is moderately Text is highly
in relation to the distorted in relation to| distorted in
objective world the objective world relation to the
objective world
Manifest None None None
Intertextuality
Constitutive Maximum amount of | Moderate amount of | Minimal amount

Intertextuality

restructuration of
child’s words by

restructuration of
child’s words by

predator

predator

of restructuration
of child’s words
by predator

Social Media’s Institution Process:

Access < >
Dependent upon non-behavioral variables such asetald
situation, parental/guardian monitoring, work sitoi/schedule,
school situation/schedule, type of technology ahépwork and or
school, etc.

Anonymity Maximum amount of | Moderate amount of Minimum amount of
demographic demographic demographic
information shared information shared | information shared

Information < >

sharing Text, emoticons, pictures, hyperlinks, live webcawice

capabilities

Inappropriate usé Maximum delay in

inappropriate use

Moderate delay in
inappropriate use

Immediate
inappropriate use
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3.2.4 Sociocultural PracticeAs previously noted, the predatory ideology
revolves around thacceptability of adults engaging in sexual encorgwéth children
(Blumenthal et al., 1999; DelLong et al., 2010; Wetrdl., 1997; Rosenmann and Safir,
2006; Holt, Blevins and Burkert, 2010). When exagdias a whole, the text within all
three categories of predatory communicative tearesgmposed the predatory ideology.
Predators use consensual norm conversational tapibsnting grounds for potential
child victims. Depending upon their degree ofiatibn, predators may or may not wait
for the child to display vulnerabilities before eting coercion through power, activity
control and/or intention alteration. Children camsed of the rightness of the ideology
become entangled in negotiated cyber-social realdreated by the predator, moving the
child closer to the intentions within the predatt@ology. As evidenced, some predators
manipulated the discourse with the allure of ati@hship with an older man, while
others rely on the appeal of a friendship with s¢Xxenefits and others nothing but the
promise of sexual pleasure. However, no matteP€ type or the type of relationship
feigned, every transcript examined was a part ®fdta set due to its inclusion of online
victimization. The attributes of social media erathle propagation of this ideology to
spread from non-virtual to virtual worlds with thetential to result in emotional,
psychological and physical victimization of childré’'hus, when examined as a whole,
not only did the text impose the predatory ideolagglso demonstrated an acceptance of
that ideology.

3.2.5 Theoretical Sequitur from Critical DiscourseAnalysis. The steps of

Critical Discourse Analysis, as applied within tetady, provide a means for
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understanding how online sexual predators propagateideology within social media.
Following the proposed theoretical model in Figliy¢he act of propagation was
demonstrated as beginning with consensual normereations between children and,
initially unbeknownst to them, online predatorsridace in those conversations can be
attributed to the speed with which predators itet@cts of coercion and how children
exhibit reactance, learned helplessness and/aalsmmtrol. This part of the phenomenon
is analyzed through the Discourse step of CDA. mle¢hods in which text is
manipulated, as well as the aspects of social ntadiampact the discourse are
examined through the Discourse as Practice st€bé¥. This step provided insight into
how online sexual predators use the children’s exrds to lure them into engagement
in online behaviors that lead to victimization. Adzhally, the examined aspects of
social media reveal an institutional structure gwgiports the propagation of online
sexual predator ideology. The propagation itsedffismed through validation in the
third step of CDA, Sociocultural Practice. Togettiese steps uphold the proposed
theoretical model and answer the research question.
3.3. Discussion of Findings, Implications, and Limations

3.3.1 Findings.From this research was extracted an understanditing @ex
offender ideology. This ideology includes the iddza there is nothing ‘wrong’ with
adults having sexual relations with children, thext offenders are entitled to have their
sexual needs fulfilled and that the intimacy reptapersonal feelings of isolation
(DeYoung, 1982; Lawson, 2003). In fact, in 1977 Nwth American Man/Boy Love

Association (NAMBLA) developed which promoted therdissal of age of consent laws
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that criminalize sexual relations between adult$ @mldren. The organization claimed
there was nothing unseemly about men and boysgaictiimutually consensual
relationships” (www.nambla.org).

Predator ideology is an analytic that informsttieoretic model in this study.
Significant in this study is the understanding twathin social media, online sexual
predators are able to propagate their ideologyndwroercion and victimization of
children. With coercive acts, the sex offendersvdifze children out of harmless online
discourse and into negotiated cyber-social realitrat result in victimization. The model
suggests that the ideology is enacted through caesgof predatory communicative
techniques that differ according to the degredaddt the predator uses in the initiation
of communication with the child.

The first category, camouflage predatory communieaechniques, is closely
aligned with extant literature on sex offender roeihof grooming children in
cyberspace (Berson, 2003; Choo, 20; Gupta et@l2;2McGhee et al., 2011) as well as
Olson, Daggs, Ellevold, and Rogers' (2007) luriagnmunication theory utilized in the
study of offline predatory behaviors. Camouflagedatory communicative techniques,
grooming and luring communication all involve thalding of a relationship by the
predator with the child. However, camouflage predatommunicative techniques
explicitly include acts of coercion not directlyeistified in grooming and luring
communication. This type of cyber-sex offender bameferred to as the traveler,

engaging in a high degree of grooming in compartsasther sex offenders (Robertiello
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and Terry, 2007). In this category, the threaésslobvious in the beginning of the
conversation.

The second category, bait predatory communicaéigkrtique, reveals an increase
in the threat level at the initiation of contactiwihe child. Less similar to grooming and
luring, the bait predatory communicative technigquelves developing a friendship with
the child. The friendship requires less intimacgythhe relationship established in the
camouflage predatory communicative technique. fype of cyber-sex offender can be
referred to as the chatter, communicating onlireeticing the child to an offline
meeting without the use of grooming techniques @ddlo and Terry, 2007). The
chatter does share the idea of trust building Witing communication theory (Olson et
al., 2007). This category of PCTs removes the iieethe child to display vulnerabilities
prior to the initial acts of coercion by the premtait also demonstrates a decrease in the
use of grooming techniques in the propagation efséx offender ideology.

The last category, the trap predatory communicdé@eanique, lacks grooming
and luring activities and represents a direct ajpjoethe victim. In this category, there is
no relationship or friendship building. The predatwves directly to coercion and online
victimization of the child. While both travelerscanhatters engage victims in online
chat, they also develop a relationship/friendshigh whe child (Robertiello and Terry,
2007). The online aggression noted in the trapaioeg communicative technique does
not fall into either of these categories for cybex offenders. The FBI does have a
preferential typology of a sex offender, labeledistc, which identifies a predator as

“aggressive, sexually excited by violence, targigtrgyer victims, and are extremely
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dangerous” (Robertiello and Terry 2007, p. 512).il/i is not certain if the predators
identified in the current study were sexually exdiby violence, they did act
aggressively, targeted strangers online and wargetaus in that they moved through
initiation, coercion, and online victimization ta affline meeting with expedience.
Existing literature on grooming and luring, andaawitsexual offender typologies each
represent important conceptualizations. The thewyin this paper leverages those
conceptualizations and incorporates theory on dieldaviors, coercion and negotiated
cyber-social realities to produce a theoretical ei@d how online sexual offenders enact
their predatory ideology. The proposed theoreticatiel advances those understandings
through suggested incorporation of child behavicogrcion and negotiated cyber-social
realities through which online sex offenders ertlaeir ideology.

Also observed was social media’s integral rolthmpropagation of sex offender
ideology online. As previously noted, aspects @iaanedia identified as impacting this
phenomenon are access to SNS, anonymity on SNS8mafion sharing capabilities on
SNS, and appropriate use of SNS (Choo, 2009; Gkl ; Eneman et al., 2010; Gupta
et al., 2012). Access to and anonymity on SNS mzesithe risks and barriers that
predators face when attempting to make contact efitldlren. While both online and
offline predators must strategically place themsglw places where children gather,
social media creates an “online public domain” tipadvides individuals with a
gathering place for establishing acquaintancesiliip others outside of face-to-face
situations” (Zhao, 2006, p. 463). This space alqycedators the opportunity to make

contact with children without being spotted. In ttast, offline predators hang out in
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public places such as shopping malls, arcadesigustrooms and parks seeking
opportunities for immediate gratification or they to build relationships with the
children and their parents building trust (Olsomlet2007b). By placing themselves in
front of others while making contact with the childe predator must manage more risk
and barriers than when chatting up a child in donedia. Additionally, social media
reduces the need for grooming. As evidenced ircdbegory of the trap predatory
communicative technique, social media provides amady which predators can
victimize children almost immediately via text, pboweb cam and/or coercion to an
offline meeting. Children can become a victim ofio@ sexual predation without
meeting the predator and/or being groomed by him/f@s expedites the emotional and
psychological victimization of children in companrsto offline grooming, luring and
victimization of children. Within moments of stangj a conversation, a child can be
exposed to sexually explicit text, pictures andideo. Social media increases the speed
at which online sex offenders can propagate theloadgy that sexual encounters between
adults and children are acceptable.

The steps of CDA allow for three levels of anadysiach with its own revelations.
The first step revealed the enactment of predatoeycion within negotiated cyber-social
realities. The second step revealed the relatipsdietween the text and actions of the
participants as well as the role of social medsaam institution, in the phenomenon. The
third step revealed social media as an enablerapiggation of sex offender ideology.
Taken in part and as a whole, these three revelticrease the knowledge base and

understanding of the phenomenon of predation dflidm online.
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3.3.2 Implications Study 1 has implications for the academic commuastyvell

as parents/guardians, educators, law enforcemennantal health practitioners. These
implications are presented in the following section

3.3.2.1 Research Implications. This study holds potential contributions for both
academia and practice. The contributions to acaalanmsi methodological and contextual.
Methodologically, Study 1 is, to the researchegsttknowledge, the first study within
the information systems literature that proposesause of Critical Discourse Analysis as
a means for evaluating social media’s role in dgcie@ combination with methodologies
used in Studies 2 and 3, a methodological coniohus made to the IS field in
demonstration of how to build social media thetmptigh employment of these
techniques. Recent IS literature has pointed ait‘there has been a growing concern,
among social media IS scholars that the IS comminais not yet been sufficiently
engaged in reflecting upon the methodological aspafaesearching social media, and
subsequent implications for theory building” (Urquh& Vaast, 2012, p. 2). This
dissertation adds to the conversations of methgyodmd theory building for social
media.

Contextually, this study examines a darker sidgoafal media: predatory
behaviors. Typically viewed as a social issue nditb@ to sexual victimization of children
using online systems has been mostly confined ngpcer science and social science
literature. While IS researchers have reachedatllbehavioral theories for

organizational research, they have remained me#égt regarding larger social issues.

81



This study puts forth the notion that IS researglwan benefit the larger society through
study of interaction points between online systamd human behavior in social issues.

3.3.2.2 Practical Implications. Regarding practitioners, both the identificatidn o
online predators and the education of parents/garsdare future goals of this
researcher. The next steps include implementafiantomated detection strategies in
software artifacts to then investigate the infoioratue threshold of adults
(parents/guardians) to identify sexual predatomweosation. The notion is to close the
loop of a theoretical model (as developed in tegearch)y> predator identification using
machine learning algorithms experimental desig® calibrate cue threshold of
parents/guardians to identify predatory coerciosdaial media. Parents/guardians have
to be in the closed loop to intervene in a timegnmer to protect children from predatory
victimization both online and offline. Extant resgais completely silent on the topic of
closing the loop by bringing in the parents/guandito protect children online. There is a
critical need for theory development and empingadidation in this context. The hope is
that this research provides a theoretical foundabodevelop further behavioral and
technological research in the information systerasipline to better protect children
online.

3.3.3 Limitations. The findings in Study 1 are based upon transchptaeen
convicted online sexual predators and potentialmg — who, in this case, are adults
posing as youth. Thus, the findings may differidtdCritical Discourse Analysis be
applied to transcripts of social media conversatioetween online sexual predators and

actual children. However, as previously notedtralhscripts utilized in this study were
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also used to convict the individuals of online dhblicitation in a United States court of
law. This provides support to the fact that tharenkexual predators in these transcripts
believed that they were talking with actual childre

The Critical Discourse Analysis method is newtte phenomenon of dyadic
conversations within social media and to IS redeaks such, no examples of its
application could be referred to for the contexstidy. Therefore, refinement of the
methodology could potentially improve upon the fimgs. As previously noted, CDA is a
linguistic approach which allows for critical exaration of a phenomenon. Within the
study presented here, this approach enabled théfidation of the construction of
negotiated cyber-social realities by predatordierpurpose of victimization of children.
However, CDA does not include interpretation of thatext of the discourse in order to
determine how predators create those negotiateer-sgdrial realities or propagate their
ideology. In Study 2, a Structured Content Analysethod is utilized for additional
examination of the ideology propagation using tagtnal Logics. In Study 3, a
Grounded Theory approach is used to reveal homesiexual predators develop
negotiated cyber-social realities. Both of theselists serve to deepen the understanding

initiated by Study 1.

83



CHAPTER IV
STUDY 2: PREDATORY COERCION AND VICTIMIZATION OF CH ILDREN
IN SOCIAL MEDIA: AN INSTITUTIONAL LOGICS VIEW
As previously noted, the findings and theoretioaldel in Study 1
exemplified that online sexual predators do comstand control negotiated cyber-social
realities during predatory coercion and victimiaatof children within social media.
However, those findings do not provide an explamatf how the construction and
control is enacted by the online sexual predatitsdy 2 takes a deeper look into the
negotiated cyber-social realities through the l@nsastitutional logics.
4.1  Theoretical Framework
Research has found that “child sex offending...allsasie men to express a type

of sexuality that is characterized by dominance @mdrol” (Cossins 2000, p. 4).
Predators express this dominance and control thrtheguse of institutional logics. The
following sections discuss how predators couldadilnstitutional logics embedded in
social media conversations to enact coercion ansksine vulnerabilities displayed by
children. Manipulation of these institutional logicould result in aegotiated cyber-
social reality in which cyber-victimization of ctilen occurs. Study 2 is focused by the
research questiollow do online sexual predators utilize institutibfagics to sense
children’s vulnerabilities and enact coercion tonmmit varying degrees of child sexual
victimization within social media®nswering the research question begins with a

discussion on institutional logics, and degreegicfmization within social media.
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4.1.1 Institutional Logics.As previously noted, institutional logics are “the
socially constructed, historical patterns of mailgoractices, assumptions, values, beliefs,
and rules by which individuals produce and reprediheir material subsistence,
organize time and space, and provide meaning togbeial reality” (Thornton &
Ocasio, 2005, p. 101). An example of this is trediintional logics that create and
perpetuate the institution of family. The view béttraditional family that has remained
most common in the United States is the ‘nucleanilis. The logics that create this view
include “a heterosexual married couple, living witeir children in a household headed
by the husband” (Beauregard, Ozbilgin, & Bell, 200949). However, with the
movement to legalize same-sex marriage, the lqeegsetuating the institution of family
are beginning to change. New logics are being dhiced, such as the idea of a ‘custom’
family which “might be formed by any small groupaafults, of any sex or gender
combination, irrespective of their sexual affilati (Bell, 2009, p. 290). The outcomes
of the introduction of new logics to the institutiof family have yet to be realized, but
demonstrate the fluidity of institutions and théerof actors as catalysts of change to
institutional structures.

Institutions and thus institutional logics do fmction in silos, but rather
overlap in society. Families, for example, deahe market institutions through such
ways as employment in organizations, the purchadesale of goods, and influencing
organizations to be environmentally friendly inith@ocesses. They act within state
institutions through employment, voting, and payiages. Thus the demonstrated

behaviors of a family can be enabled and constddiyethe logics of market, state,
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religion, etc., in addition to the logics of familifhe actors must then manage identities
within those institutions using institutional logid=athers, for example, are leaders and
caretakers for their wives and children. They wiorl market and bring home money. In
contrast, a father may stay at home with the childind the wife operate within market
or state institutions through a career in busioedaw.

It is a fact that online sexual predators areracido also operate within these
institutions. Their behavior is enabled and comsée by the institutional logics in which
they engage. Problematic, however, is the corthiat exists between and individual's
identity of say, a high school teacher and histitheas an online sexual predator. This is
where the fluidity of institutional logics may beue a factor in online sexual predators’
dominance and manipulation of interpersonal reteingps with children in social media.
McPherson and Sauder (2013) found that “logicd@uks that can be wielded with a
surprising degree of discretion by local actorghbo terms of which logics they employ
and the purposes for which they employ them” (&)180, while chatting in social
media with a child, an online sexual predator mayose to employ logics of family or
community to draw the child into conversation, essing the language of his predatory
intent until he believes the child is successfdityninated and/or manipulated. This
wielding of institutional logics, this control ovére conversation, creates a space in
which online sexual predators can coerce childrehreegotiate cyber-social realities
within social media.

4.1.2. Degrees of VictimizationVictimization, within the current study, refers to

a range of sexually deviant online behaviors diggadby online sexual predators during
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dyadic conversations with children inside of soam@dia. The least aggressive behaviors
in the range manifest in the use of emoticons poagent emotions in text. Often referred
to as ‘smileys’ (Chiluwa, 2012; Kock, 2008), emotis are used to communicate
feelings such as happiness and sadness as weli@ssdike flirting and kissing. For
example, one might use :-) to indicate happinesq ¢o indicate sadness. The most
aggressive behaviors in the range include the iaevebcam by the online sexual
predator to expose his/her genitalia and/or engagexual acts to be seen by children
live online.

Prior research has referred to these behavioravaanied sexual solicitations and
defined them as “online requests to engage in $extiaities or sexual talk or give
personal sexual information that were unwanteavbgther wanted or not, were made by
an adult” (Mitchell et al., 2007, p. 532) and thatst “were relatively mild events limited
to online interactions, not likely to develop iriewe-to-face sexual victimizations”
(Mitchell et al., 2007, p. 532). Still other litéuae has referred to these online behaviors
as communicative desensitization, defined as “pagfadly and frequently using vulgar
sexual language in an attempt to desensitize ttigrvto its use” (McGhee et al., 2011,

p. 5). The eventual goal of this behavior is naedhe perpetration of future abuse
(Kontostathis et al., 2009; McGhee et al., 2011).

In contrast, we propose that these behaviorsatbemselves, a type of
psychological abuseTfaumatic sexualizatiorefers to a process in which a child’s
sexuality (including both sexual feelings and séxatiudes) is shaped in a developmentally

inappropriate and interpersonally dysfunctionahias as a result of sexual abuse”
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(Finkelhor & Browne, 1985, p. 2T.he use of sexually explicit symbols, language tpfio
and/or videos by adults when communicating withdren ages 17 or younger can be
considered traumatic sexualization. Children argtapared to interpret cues which
signal danger of risk” (Berson, 2003, p. 9).

Whether abuse of a child is physical, psychologiocakexual, it sets off a

ripple of hormonal changes that wire the child’aibrto cope with a

malevolent world. It predisposes the child to havusological basis for
fear, though he may act and pretend otherwisey Bhrdse molds the

brain to be more irritable, impulsive, suspicioasd prone to be swamped

by fight-or-flight reactions that the rational minthy be unable to control.

(Teicher, 2000, p. 14)

Most children learn, through the language of tngtnal logics, that it is not
acceptable for adults to talk with children abaek and/or engage in sexual activities
with children. What the child understands as a nitmough their offline socialized
institutional logics is then in conflict with whet presented in the social media
conversations with online sexual predators. Adedusl predators are aware of these
tensions and use the conflict to turn children wtdims within social media, negating
the need for face-to-face meetings for victimizatio

4.1.3 Conceptual ModelFigure 2 presents a visualization of the proposed
conceptual model of cyber-victimization logic amianifests in social media. This model
brings forward from Study 1 what is known aboutdater coercion and potential victim
vulnerabilities. Study 1 established that onlineusé predators engage in coercion during

the online victimization of children. They enacty® over potential victims, attempt to

control the activities of those individuals anddadteps to alter the intentions of their
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potential victims to align with their own (Andersd011). In the case of online sexual
predators, they may enact power through displagiofinance such as emphasizing that
they are more experienced than the child, know rtia@e the child or have a powerful

job that makes loads of money. They may attempotdrol a child’s activities by
convincing the child to send risqué pictures of hienself or watch the predator
masturbate live on webcam. Altering the child’smtions can involve convincing the
child that he/she doesn’t want to just talk onlimet that meeting in person would be
even more fun.

Additionally, Study 1 findings exemplified the dlay of vulnerabilities by
children within social media. Those vulnerabilitiasluded social control (Selymes,
2011), reactance and learned helplessness (Thd&as). Children display social
control when they look outside of their currentiation to find happiness (Selymes,
2011). If a child’s friends are chatting online hvétrangers and nothing bad has
happened, then he/she may feel that this beha/mrdeptable and may bring happiness
not recognized in their current life situationselag what is seen as fairness, the child
my engage in conversations with strangers in socelia despite their parents opinions.
Reactance is a deliberate act of defiance by d ahilesponse to a behavior in which
he/she is not allowed to engage and for which lecitséls the rules are not fair (Thacker,
1992). Examples of reactance in social media celnde children going into online chat
rooms of which their parents disapprove or staginiine past their bed time. Learned
helplessness occurs when a child is resigned todristate of affairs and accepts that no

matter his/her words or actions the present cir¢cantes will not change (Thacker,
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1992). Within the context of this study, childreayrdisplay learned helplessness
through resignation that their parents took theaaetband no amount of begging,
pleading or hard work on their part will get it Baé\nother example may be a child
sharing that she has accepted that her dad camesatnout his girlfriend than her and
that nothing she does will change his attitude.

The findings from Study 1 also established inteoacbetween predatory acts of
coercion and potential victim vulnerabilities. Tewerent study adds to this concept
through the inclusion of institutional logics anelgdees of victimization. As previously
noted, institutions of Western culture include fegncommunity, state, market, religion,
profession, and corporation. These institutionsstiarie and are constituted by logics.
The behaviors of social actors are enabled andreansd by these institutional logics
(Thornton & Ocasio, 2005). While these logics welbserved in the discourse examined
in Study 1, how they are utilized and manipulatgabline sexual predators was not
explored. Within the current study we explore hoedators’ uses of institutional logics
may influence and be influenced by children’s dagplof vulnerabilities, and their own
choice of coercive acts. This interaction is re#elcwith bi-directional arrows in the
conceptual model.

Study 1 findings indicated that acts of victimipatidid occur within the discourse
between online sexual predators and potentialgtiSpecifically, these occurrences of
victimization were entwined in the interactionsvbe¢n predator enacted coercion and
potential victim displayed vulnerabilities. The degs of victimization, previously noted

as a range of sexually deviant online behavioesy@presented by a gradient arrow in the
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model. Their appearance within the interactionprefiators and potential victims is also
represented by a bi-directional arrow. This is @éadive of exploration of how degrees of
victimization committed by the online predators nrajuence and be influenced by the

conversational engagement of the predators witlchildren. In the next sections we

present the methodology chosen to study this maakkkthe results of that investigation.
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Figure 2. Proposed Conceptual Model of Cyber-viation Logic

4.2 Research Methodology: Structured Content Analyis

Social networking sites are discursive environreeBy their very nature, they
are social, allowing for dialogic interaction amadndividuals as well as the evolution
and expression of social and cultural practicedividuals can engage discursively
through the production and consumption of text essations and sharing of
communicative artifacts such as pictures, videasliauks to websites. Similarly, the acts

of discourse are identified as both creating andgbereated by social phenomena
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(Carvalho, 2008). It is accepted that “communigaiga central aspect of social
interaction” (Weber, 1992, p. 10). As such, contamlysis is a fitting methodology by
which to study the current phenomenon becauseeitabgs “directly on text or transcripts
of human communications” (Weber, 1992, p. 10).

Specifically, we employed deductive content analy®eductive content
analysis is used when the structure of analysipésationalized on the basis of previous
knowledge” (Elo & Kyngéas, 2008, p. 109). Becausedhalysis is founded on extant
literature and previous findings, deductive contemdlysis provides a mechanism to
move from a general conceptual understanding toifspeperationalization of the
concepts studied (Backman & Hentinen, 2001; Eloya#@s, 2008; Latvala et al., 2000).
Thus we are able to address the research questpoged for this study through the
exploration of how online sexual predators invokd enanipulate institutional logics in
the sensing of vulnerabilities and enacting of cmar to commit varying degrees of child
sexual victimization within social media. To contltlus exploration, structured
categorization matrices were created for eachefdhbr constructs shown in Figure 2:
institutional logics, coercion, vulnerabilities adegrees of victimization. These were
based on previously mentioned literature and aténed in the coding schema section.
Only those instances of text that fit the analys#trices were chosen from the data.
Instances that fell outside of the categories wetecoded (Backman & Hentinen, 2001,
Elo & Kyngas, 2008; Latvala et al., 2000).

4.2.1 The Corpus.The full data set for this research is comprisedvar 500

chat transcripts between adult online predatorsaaiudt volunteers of the group
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Perverted Justice. Although the adult volunteenewesing as youth, the adult predators
were under the impression that they were in faetracting with a child. These
transcripts have been used in previous researekamine the conversational techniques
of online predators (Kontostathis, Edwards and lheahan, 2010; Marcum, 2007;

Martin et al., 2010; McGhee et al., 2011; Poelm&tanga, Neznanov, Dedene, Viaene
and Kuznetsov, 2012; Thom et al., 2011). Additinahdividuals identified through the
actions of Perverted Justice were brought to @émal, upon searching the National Sex
Offender Registry, it was observed that the chavgge upheld in a court of law.
Acknowledgement and upholding by U.S. Courts ofuhkawfulness of the context of
these transcripts and actions of the predatoryiddals provides additional validation
for their use within the current research. The dampalyzed for this study consisted of

23,238 lines of text. Table 14 contains demograptiarmation for the analyzed data set.

Table 14. Demographics from Data Set

Demographic Sample

Predator Average Age 30.5

Average Transcript Length in Printed| 14.7
Pages

Average Transcript Length in Printed| 775
Lines

Average Number of Contact Hours | 4.5
between Predators and Children

Average Number of Contact Days 3.3
between Predators and Children

Pseudonyms Used by Predators daddieforu
Daveeatsyou
hotplushung
changeforthebetter2006
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funindia31

Locations of Predators

Milwaukee, WI
Fayetteville, AR
Dayton, OH
Puyallup, WA

Age Exchanges Between Predators 3
Children

narthinice: hi, 51/guy/fayetteville, wanna talk~

sadlilgrrl: sure--r u okay with me bein almog
147
arthinice: sure

changeforthebetter2006: Im doing ok
coryndestiny4ever: kewl
changeforthebetter2006: just lonely
coryndestiny4ever: o ic
coryndestinydever: 13 f oh u?
changeforthebetter2006: 27/m/Dayton

daveeatsyou: like to play?
constantconstance92: play?
constantconstance92: age?
daveeatsyou: nasty?
daveeatsyou: 32
constantconstance92: im 13
constantconstance92: that ok?
daveeatsyou: sure

?
5t

Non-standard English Used by Predator abraxisrelfdrol (where thg]) represents

a girl’'s genital9

Standard English Used by Predator

arthinice: didkmmow that you can "shake'
too?
sadlilgrrl: not really
arthinice: do you know what it is called?
sadlilgrrl : coming?
arthinice: yes - but there is another name fq
too
arthinice: it is usually talked about happenit
to girls - but the same name applies to guys
too
sadlilgrrl: oh
sadlilgrrl: what is it?
arthinice: it is called orgasm

DI it

K

\°4}
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4.2.2 Coding SchemarThe content of dyadic conversations between online

sexual predators and potential victims were analy®oss four constructs with sub-

constructs as demonstrated in Figure 2. The ch@esending unit was by sentence. In the

case of dyadic conversations in social media aésee’ refers to each line of text that

directly follows the message sender’s screennaogreeXxample, for “Arthinice: hi,

51/guyl/fayetteville, wanna talk?” the screennantéshinice” and the sentence is “hi,

51/guyl/fayetteville, wanna talk?” The coding schdorathe institutional logics of

western culture as they were adapted from Thorr@@asio and Lounsbury (2012) is

outlined in Table 15.

Table 15. Coding Schema for Institutional Logics

WD

ark

Institution Logic Sample words/phrases
Family Regarding the structure and Mom, dad, grandma, brother, sist¢
function of a family unit boyfriend, grounded, get in troublé
vacation, dinner, parents wouldn’
like
Community | Regarding the structure and The mall, movies, school, soccer
function of a community both team, convenience store on the
geographically and personally, as corner, friends, hang out, skate pa
well as group membership
State Regarding the bureaucratic rules éfolice, go to jail, get caught
society
Profession | Regarding employment, careers Job, edhgibu do, work, fired,
promoted
Corporation| Regarding businesses Bank, mergerjsitqo
Religion Regarding beliefs in a higher powethurch, God, prayer
and organization around those
beliefs
Market Regarding the supply and demandset a hotel room, pick up drinks,

of goods and/or services

rent a car
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Table 16 outlines the coding schema for online akgredator coercion and potential

victim vulnerabilities. These categories are basedefinitions from literature

previously discussed in this dissertation.

Table 16. Coding Schema for Constructs of Coercioand Vulnerabilities

Sub-constructs | Logic | Sample words/phrases
Coercion
Power Coercer’s exercise of u will get off with me trust

(Anderson, 2011)

dominance over coercee

me; because I'm older

Intention alteration
(Anderson, 2011)

Coercer’s reduction of
eligibility of some actions,
making other actions more
attractive to coercee

on my way; driving; see u
soon

Activity control
(Anderson, 2011)

Coercer’s constraint of
coercee’s actions

do something for me; rub
your breasts; make yourselt
horny

Vulnerabilities

Reactance
(Thacker, 1992)

Engagement in behaviors whig
authority figures attempt to
restrict

h sneak out; i just wait until
mom’s gone then i do it

Learned helplessnesdResignation to a reality that wi

(Thacker, 1992)

not change no matter their
actions

Imom took my cam, | ain’'t
gettin it back; dad always
picks his girlfriend over me

Social control
(Selymes, 2011)

Engagement in activities
seeking happiness, fairness

I’'m gonna get a job and
move out; having a party

and/or satisfaction

while mom is gone

Finally, Table 17 outlines the coding schema ferdlegrees of victimization. These

degrees of victimization were derived from a pregistudy that utilized the same data

set (Albert & Salam, 2012).
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Table 17. Coding Schema for Degrees of Victimizatio

Degree of Logic Sample words/phrases/non-

Victimization linguistic symbols

D1 Use of emoticons to express Crying :*(
emotions/affections in text Wink  ;-)

D2 Sexually explicit content in text in | How far did you go with your
which an individual talks about boyfriend sexually?
genitalia or sexual experience

D3 Sharing of pictures and/or hyperlinks u want me to send u a pic of a
to static porn sites through social woman now with no clothes on
media

D4 Cybersex: sexually explicit content inl'll lick your pussy — would you
text in which an individual describes| like that?
sex acts to another and/or prompts
another to engage in sex acts

D5 Display of genitalia on a webcam would you wanna see my cock?
and/or hyperlinks to video porn sites| tell me what you thought... be
through social media, establish offlinehonest
contact via phone

4.3. Results

There was a large diversity in the length of thevessations within the sample.
The conversations ranged in length from 369 lineB423 lines. In order to conduct
meaningful content analysis, the conversations wetided into quartiles and the
frequencies totaled accordingly. A visual repreagon of the frequency counts of the
four constructs is shown in Figure 3. The data shawincrease in coercive behaviors
over the course of the sample conversations. Vabikties increased in the second and
fourth quartiles of the sample conversations. HAsgances of victimization spike in the
second and third quartiles with a decrease indbeli. Interestingly, institutional logics
are used less as the conversations progress. [8® sexual predators enact coercive
behaviors in greater numbers as they converseahittiren online. During that time,

their use of institutional logics as a tool for npaation decreases. As the conversations
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come to a close, moving into the planning of a f@mctace meeting, fewer online
victimization acts are committed by the predat8sgichronously, the exposed
vulnerabilities of the children increase as theiwstto display independence. More

detailed frequency counts are presented in Tahle 18

——Institutional Logics —g@— Degrees of Victimization Coercion =—w—VWulnerabilities
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Figure 3. Frequency of Online Predation Behavior Constructs

4.3.1. Institutional Logics.Examining the frequency counts for the sub-
constructs of institutional logics, we see the afsamily logics by online sexual
predators as the most common. Interestingly, the@rdecreases by 47% between the
beginning and the end of the conversations. Iretlrey quartiles of the conversation,

online predators are interested in assessing fldr@'s living arrangements and
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familial relationships. This is a mechanism foresssng the risk involved in
communicating with the child and attempting to emthim/her to meet face-to-face. By
the last quartile, when we see the significant céda in the use of familial logics, the
online predator has either convinced the child é@tand the conversation shifts to
planning or the predator has given up and the fogre no longer needed. In the case of a
shift to planning a face-to-face meeting, the iaseein community logics in the fourth
guartile is important. The predator is assessingra&she/she can meet the child, what'’s
close in proximity to the child’s house or where thild can go to meet. Also, the
predator may inquire about the neighborhood, @tatiips with the neighbors and where
it is safe to park a car so no one will see a gearehicle at the house.

The logics of state used in this phenomenon invsiugects such as law
enforcement, the fact that it is illegal for someavho is over 18 years of age to engage
in a sex act with a child, how much time the predatould spend in jail if caught and
trying to assess if the ‘child’ in the conversatisractually a police officer. The spike in
state logics occurs in the third quartile as predastrongly stress sentences like ‘are you
sure you're not a cop?’ and ‘I could get in a Ibtrouble just for having this
conversation’ — and yet many move on to planningeating with the children in the last
guartile of the conversations.

Profession logics are used by the predator in t@mmways. The first is to talk
about his job situation. He shares if he has agobasionally what that job is and, if not
employed, that he is looking for work. At timessita bragging moment like ‘I'm an air

traffic controller. |1 work for the government.’” Gghtimes it is self-protection, as in the
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case of the high school teacher who feared lossgdreer if he got caught. For those
unemployed it became a bonus to be free to meetimeythe child was available. Of
course, transportation when one has no income eangooblem and resulted in
predators asking the child for financial assistaincmake the meeting happen.

Lastly, the logic least utilized by the predatomswnarket logic. The only use
they had for this logic was focused on offerindptry items or pay for a motel room. The
items predators most often offered to purchase Vusgerie, beer, condoms and
marijuana. When an online conversation betweerdatt and child includes the offer to
purchase the aforementioned items, it is a strodgator that predation is taking place.

Understanding this, we begin to see a picture bécyictimization logic.

100



Table 18. Frequency Counts of Coded Sub-constructs
| Q1 | Q2 | Q3 | Q4 | Totals
Institutional Logics
Family 188 188 137 99 612
Community 187 111 106 141 545
State 55 36 67 57 215
Market 8 16 16 16 56
Profession 36 37 18 24 115
Totals 474 388 344 337 1543
Degree of Social Media Victimization
D1 153 96 89 84 422
D2 254 239 159 92 744
D3 13 14 17 1 45
D4 126 285 336 295 1042
D5 48 76 109 89 322
Totals 594 710 710 561 2575
Coercion
Power 148 115 151 143 557
Activity Control 161 215 174 216 766
Intention Alteration| 156 258 338 343 1095
Totals 465 588 663 702 2418
Vulnerabilities
Social Control 136 195 185 265 781
Learned 41 48 35 40 164
Helplessness
Reactance 45 42 40 32 159
Totals 222 285 260 337 1104

4.3.2. Degree of VictimizationThe first two degrees of victimization peak in the
first quartile of the conversations. Degree 1 esuke of emoticons to express emotions
and affection. Online predators commit this type&iofimization for the purpose of
flirting with children. They smile, wink, cry, stoout their tongues, kiss, etc. using
emoticons. This serves to draw the child into yflsituation. Meanwhile, they commit
Degree 2 of victimization to assess the level afiséexperience of the children. A

predator may ask if the child has a boyfriend dlfrggnd, how far he/she has gone with a
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guy/girl and even bluntly inquire if the child isvagin. This sets the direction for
progression of the victimization. If a child statbat yes, he/she is a virgin, the predator
may take a more instructive approach, teachingtliid what it means to have oral sex
or describing different sexual positions. Howelae, more experience the child claims to
have, the less the predator expresses a ‘teaghéngona. Instead, the predators move to
the next degrees of victimization.

Referring to Table 5, the total decrease of Degyfieand 2 from Q2 to Q3 equals
87. Interestingly, the increase of Degrees 4 afidrh Q2 to Q3 equals 84. This implies
that more time and text is devoted to aggressiggmwization. Predators spend less time
flirting and assessing children’s sexual experieano@g more time engaging children in
cybersex, exposing their genitalia to childrenw&bcam and sharing links to video porn
sites in the third quarter of conversations. Inftheth quartile all Degrees of
Victimization decrease. Combined with the aforenmer®d increase in community
logics, this could indicate that time and textsla@ang expended on moving the children
from cybersex to a face-to-face illegal sexual emter.

4.3.3. Coercion.The three sub-constructs of coercion are intergstithat they
display at a frequency spread of only 13 in th&t fjuartile. Power, activity control, and
intention alteration are enacted almost equallptiine sexual predators within the first
guartile of conversations with potential victimdsd interesting to note is that there were
465 instances of coercion noted in the first qleagtind 474 instances of institutional
logics. The relationship between these constrgatxplored further in the discussion

section.
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While the three sub-constructs are used in sirfiéguency in the first quartile,
their use over the course of the conversationsrng different. The largest frequency
change across quartiles is evident in intentiografion with a progressive increase of
120% between the first and fourth quartiles. Thigna with the previously mentioned
shifts in institutional logics and degrees of viaization. In the fourth quartile of the
conversations predators utilize more communitydagid less online victimization as
they work to finalize the act of altering the cinéd’s intentions to their own — the intent
of a face-to-face meeting in order to engage iillegal sex act. As part of this final
conversational act, predators enact increaseditgatontrol to influence the children’s
sharing of their phone number, revealing their edslior arranging a place to meet. An
increase in power is not seen because the prediiarst want the children to feel
threatened. If the children feel threatened thdlyneit meet. Instead, the predators want
the intentions of the children to be altered sy thgree that meeting and engaging in
sexual intercourse is also their desire.

4.3.4. Vulnerabilities. The vulnerability sub-construct most frequentlyptbyed
by the potential victims in the conversations vatiline predators in social control. A
94% increase occurred in instances of social cbh&tween the first and fourth quartiles
of the conversations. This fits with the increas#dntion alteration noted in the coercion
construct. The goal of the online predators isaiovince children that it is not only okay
to meet face-to-face, but that the children reatiynt to meet. Expressions of social
control by children demonstrate independence. Tinuke fourth quartile of the

conversations children are agreeing that meetiagggod idea, that they are mature
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enough to make their own decisions and that theyesady to engage in sex acts with an
adult.

In contrast, instances of learned helplessnesseautiance are less frequent. The
reason for this may be two-fold. First, the disptdiyhese behaviors in text requires
discussion of a child’s offline reality. They ms$tare about the people and situations
happening when they are not online. Often time#di@n get online to avoid the face-to-
face world. They do not want to talk to or abouitiparents, their siblings, school, etc.
Secondly, the goal of the predators requires tlidreim to detach from their offline
reality. The predators desire to become who thielidn want to interact with more than
anyone else. They want their intention to be whatahildren desire — to meet face-to-
face for the purpose of engaging in sexual acts.

The data analyzed in this set of transcripts redetne presence of institutional
logics, coercion and vulnerabilities in social needonversations between online sexual
predators and potential victims. The distributidfirequencies demonstrated patterns of
usage of institutional logics and coercion in rielato the committed degrees of
victimization acts by the predators. Through thpglieation of cases from the sample, we
can further examine how online sexual predatoranstgutional logics as a tool to enact
coercion on and identify vulnerabilities in potahtrictims.

Table 19 contains excerpts from the first caserversation between Dave,
screen name daveeatsyou, and PVJ volunteer cormtatance92. Dave believed he was
talking to a 13 year old girl. Dave leads the carggon with community logic in order

to determine where the child is physically locatedelationship to himself. He then
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immediately attempts to assess the child’s willeggto engage in sexual activity and
move the conversation toward his own intentionss Blssessment is second degree
victimization as defined by our categories. Thevavgation continues with the predator
asking the size of the child’s breasts with a quiakve to cybersex when he asks if he
can engage in a sex act with constantconstanceB2n\8he responds with an act of
social control through an invitation to visit hére predator follows up with family logic
to assess the availability of the child and riskitoself through the simple inquiry: ‘are
you alone?’ The excerpt ends with the predatongitang to get the child to call him on
the phone in order to set up a face-to-face meetwhgeh is a fifth degree victimization
act.

The entire conversation was 1002 lines in lengthrasulted in Dave leaving his
home to meet a 13 year old girl for the intentreg&ging in illegal sexual acts. The last
use of logics occurs at line 972 of the conversatben Dave employs state logic to ask
“are you sure you’re not going to get me bustedithvimple reassurance at line 978
from constantconstance92 that “im no cop” he retdrto committing cyber-

victimization at line 985 with the sentence “I wantbe naked with you”.
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Table 19. Case 1: Dave anadonstantconstance92

Lin | Screen Inst. Deg of
e# | name Sentence Logic | Coer | Vul | Vict.
1 constant| hi2u
mmmmmmmmmm
2 dave mmmmmmmmmm
what city are you
3 dave i? Comm
4 constant| lakewood u
5 dave tacoma Comm
Int
6 dave like to play? Alt 2
7 constant| play?
8 constant| age?
Int
9 dave nasty? Alt 2
10 | dave 32
11 | constant| im 13
12 constant| that ok?
13 | dave sure
14 | dave is it ok with you
15 | constant| yes
16 | constant| u got pic
17 dave no
how big are your
18 | dave tits 2
19 constant| 32a
mmmmmmmmmm
20 | dave mmmmmmm
Int
21 | dave can i suck them Alt 4
22 | constant| mebee
Soc
23 constant| u come c me? Con
24 dave now
25 | dave are you alone? Fam

106




26 | constant| no not now silly
27 constant| no moms home

28 dave when Comm
i could sneak out Soc
29 constant| sometime Con
30 | dave kool
31 | dave are you a virgin? 2

32 | constant| yes

33 constant| ru

34 | dave no

35 | constant| kewl

36 | constant| iwas jk

Act
37 | dave can you call me Con 5

The second case involves a conversation betweejaiBanBrown, screen name
jim_garvin56, and PVJ volunteer camiizbored. Benfabelieved he was talking to a 13
year old girl. Table 20 contains the first 35 lireégheir conversation. Benjamin initially
leads with the power sub-construct of coercionhwhie sentences “sorry 25 here bye”
and “well most people in the chat rooms r olderpiging dominance due to age. In
reality, Benjamin was 58 years old, so he intergilyrmisled camiizbored from the
beginning of the conversation. Camiizbored respavitis reactance to this
condescension through stating “im not a baby”. Bgnsensitivity to the age comments
and latching onto the word ‘baby’, Benjamin slidgasily into family logic with the
sentence “but your parents could cause trouble’cateinues to use family logic to
assess the camiizbored’s living arrangements ailhbr availability for victimization
and the degree of risk involved. Benjamin also @ygdl state logic when he talked of
the possibility of camiizbored getting “hurt in #eechat rooms” and the fact that “there r

a lot of pervrts in them”.
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The conversation between Benjamin Brown and cdoord is 1445 lines. The
conversation progressed to Benjamin exposing hinselmiizbored using a webcam
and masturbating on camera as he encouraged Hertbe same in lines 1118 - 1162.
These constituted fourth and fifth degrees of m&ation. After that they finalized plans
to meet. Benjamin employed state logic in sentetikesyes but if the cops see me pull
in there they will check it out” and “don’t tell yo friends”. After a little market logic
with the offering “maybe we can have a beer togéttine 58 year old online sexual
predator wrapped up their conversation with mootimization by instructing a 13 year

old girl to “make sure my sweet pussy is fresh agadly to go”.

Table 20. Case 2: Benjamin Brown and camiizbored
Screen Inst. Deg of
Line # | name Sentence Logic | Coer | Vul Vict.
1 cami 13/fllex u?
2 jim sorry 25 here bye Power
ok i hear that alot
3 cami byez
well most people
in the chat rooms r
4 jim older Power
i guess. but im not
5 cami a baby React
6 jim no guess not
but your parents
could cause
7 jim yrouble Fam
8 jim trouble
9 cami hows that?
momz never Lear
10 cami home! Help
what about your
11 jim dad Fam
12 cami i dont kno my dad
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13 jim sorry
its ok momz said
14 cami he was mean
15 jim must have been
so where is your
16 jim mom Fam
17 cami shez at work
18 jim oh
u ever try to
19 jim download paltalk
20 cami no whats that?
its another place
where u can go and
21 jim talk
22 cami do u need a mike?
they even have
23 jim teen rooms there
24 jim no they type to
ok cuz momz
wont let me have a Lear
25 cami mike or cam Help
uravery lovely
girl dont want u to
get hurt in these
26 jim chat rooms State
there r a lot of
27 jim pervrts in them State
i kno there r creeps
28 cami in here im carefull
29 jim ok
i just iggy them
whn they IM me
and ask me 2 do
30 cami somthin 2 them!
31 jim good
Activit
y
if they ask u to Contr
32 jim view them dont ok ol
ok i wont but
noone has asked
33 cami me2
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34 jim if they do
most of them r
35 jim showing themself 2

4.4  Discussion of Findings, Implications and Limitdons

4.4.1. Findings.These two examples demonstrate how online sexadbpors
utilize institutional logics in the coercion andtimization of children within social
media. Figure 4 provides a visual representatiah@bperationalization of institutional
logics in the cyber-victimization of children. Asted in the cases provided previously,

the conversation can begin at any point in the atpmar cycle.

i |
Institutional Negotiated Cybersocial Reality
Logics
Bredaior Enact > Coercion
S a
o U Degrees of
\ Engage ! 7| Victimization
Potential Display \b Vulnerabilities
Victim
4
Figure 4. Operational Model of Cvber-victimization Logic

However, through coding and study of the transsrifhte basic tenets of cyber-

victimization logic were identified and are repnetsal in the model. These tenets are:

* Online sexual predators and potential victims habaseline of institutional

logics derived from their life situations: e.g. filymjob, school, team
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memberships, church memberships, laws of the toyyssstates, countries in
which they reside, etc.
» Enacting: online predators enact coercion towaedytbal of victimizing children
within social media. Examples:
o Power: “jim_garvin56: so u r my girl now”
o Activity control: “junglemania: so can you sneak far a blow job”
o Intention alteration: “arthinice: i wish i could liee one to show you how
good all this feels”
» Displaying: potential victims display vulnerabiéis during self-expression within
social media. Examples:
o0 Social control: “im_taryn_it_up: i mean i do thinggm dont know about
sometimes and i keep my mouth shut cuz im not ati id

0 Learned Helplessness: “scooperstart13: nobodytelkey about this stuff

to me only u”
0 Reactance: “wild_janna_92: im not a baby”
* Sensing: online predators sense potential victarsplayed vulnerabilities

through the use of institutional logics and/or co@m. Example:
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Table 21. Sensing: Transcript Excerpt

Speaker

Text

Behavior

antonio69 929

u parents know u be chatting torolde
guys

Family Logic

funlovinrachel

my mom dont care

Learned helplessne

1Y

antonio69_ 929 udad Family Logic
antonio69 929/ ur

funlovinrachel | idont got a dad

antonio69_929| ok srry

antonio69 929 just asking cause there are atatkf State Logic

older guys

Intention Alteration

antonio69 929| of
funlovinrachel | im not a baby Reactance
antonio69 929 thats right u dont look like one lol Family Logic

* Engagement: occurs when the conversation betweenlare sexual

predator and a potential victim moves beyond gemermographics to an

exchange of coercive behaviors and vulnerabildmes the text is

entwined with degrees of cyber-victimization. Exdenp

Table 22. Engagement: Transcript Excerpt

Speaker Text Behavior

daddywants2playnokcwell u gotta fuck me 1st tg Intention Alteration
get u open Deg of Vict. 4

daddywants2playnokc u know

chelss_wut_elss dang

chelss_wut_elss uno

chelss_wut_elss

wud it b ok if it was just
this time

uSocial control

chelss_wut_elss justu n me

daddywants2playnokgc oh thats the only way it | Power
willgo

chelss_wut_elss ok

chelss_wut_elss

but then u mean later?

chelss_wut_elss

another time maybe...
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daddywants2playnokg yes

chelss_wut_elss 3sum Social control

chelss_wut_elss ok Social control

daddywants2playnokc sweet

daddywants2playnokg i so want 2 taste u girl Intention Alteration
Deg of Vict. 4

As demonstrated through frequency counts and taRrpkes, online predators
engage children in social media discourse by uitdjizhe constructs of coercion and
institutional logics. Once the engagement occimes cbnversation between the online
predator and potential victim becomes frames obtiatgd cyber-social reality. Frames
are defined as “relatively stable interpretive sohs through which actors makes sense
of events and situations they come across” (Azadramaj 2011, p. 37). The authors go
on to state that the act of framing “involves tlmtual drawing of a boundary, much like
a picture frame, emphasizing what is inside vssidetand thereby making the former
more salient” (Azad and Faraj 2011, p37). The framihin the current phenomenon are
the social media interactions between childrenariohe sexual predators. Within these
frames of discourse predators sense children’sevahilities in order to determine
appropriate enactment of coercion and use of utgiital logics. A successfully
negotiated cyber-social reality includes the trameftion of a child from potential
victim to actualized victim.

The concept of negotiated cyber-social reality lsarseen within framing. The act
of framing requires the coercer to “select someeispof a perceived reality and make
them more salient in a communicating text, in saietay as to promote a particular

problem definition, causal interpretation, morahlenation, and/or treatment
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recommendation” (Entman 1993, p.52). In the casmbhe predators, the child shares
the ‘perceived reality’ with the predators throughktual expression of vulnerabilities and
the use of institutional logics. The predators thwmk to negotiate that reality within the
frame, creating a reality that differs from theldls true reality but that is thus appealing.
The shift in realities provides a space for therceeand coercee to engage in shared
meaning, embodied by the framed negotiated cybaalseality.

4.4.2 Implications.Study 2 has implications for the academic commuastyvell
as parents/guardians, educators, law enforcemenmnantal health practitioners. These
implications are presented in the following section

4.4.2.1. Research Implications. To date, this is the first information systems
research to examine how individuals employ and madate institutional logics within
social media toward their own personal interegpec8ically, it is the only IS study to
examine online sexual predators’ use and manipuatf institutional logics within
social media to victimize children. Thus, the catrstudy is a starting block for a new
perspective from which to study social media intBoms. This perspective could be
transferred to other unintended consequences d@lsoedia usage such as
cyberbullying, sex trafficking and the propagatafrone’s chosen agenda. Study 2
provides a glimpse into how the beliefs, values amiins people hold are inserted into
the social media that is proliferating the dailyel of society’s children.

Secondly, this is the first study to develop degrafecyber-victimization of
children within social media. Prior research regaganline solicitation/grooming of

children positions the online conversations asymsars to child sexual abuse, focusing
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on the face-to-face meeting as the victimizatiottome (O’Connell, 2003; Whittle,
Hamilton-Giachritsis, Beech, & Collings, 2013; Vialins, Elliott, & Beech, 2013).
However, this study demonstrates that the sexudkod within social media
conversations between sexual predators and childeercts of psychological
victimization.

4.4.2.2. Practical Implications. This study examined the use of institutional
logics specifically within cyber-victimization ohddren in social media. Understanding
the uses of institutional logics can aid in edugaparents/guardians, law enforcement
and professionals who work with children regardiagning signs within social media
conversations. As evidenced in the study, notrdlhe sexual predators move directly to
degrees of victimization. Therefore, being abletntify a potential online sexual
predator via the non-sexual content of a convemsatiould not only be beneficial to the
well-being of children, but could, in fact, prevemnversations from moving into cyber-
victimization.

Additionally, viewing the sexual content within s@lonedia conversations
between sexual predators and children as actsyohpkogical victimization has practical
implications for mental health providers. This vieffers a mechanism for understanding
the experiences of children who have been engageygbier-victimization acts by online
sexual predators. Not only could this improve thanseling services provided to those
children, but also set a precedence to begin stgdyie longitudinal effects of this type

of victimization.
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4.4.3. Limitations. The findings in Study 2 are based upon the defingiof
Western culture institutions and an online victiatian view of the sexual content of
social media conversations between online predatmigotential victims. Thus, it may
be difficult to generalize the findings to othecsd media phenomenon. However,
researchers have begun to examine the relatiobstwpeen cybergrooming and
cyberbullying with the results indicating a straagsociation between being
cybergroomed and being cyberbullied (Wachs, WolR&, 2012).

As with Study 1, the findings in Study 2 are bagpdn transcripts between
convicted on line sexual predators and potentizims — who, in this case, are adults
posing as youth. Thus, the findings may differidd&tructured Content Analysis be
applied to transcripts of social media conversatioetween online sexual predators and
actual children. Additionally, this study examirtbe propagation of predator ideology
via the definitions of institutional logics and degs of victimization. Thia priori
approach could potentially exclude additional mdthof ideology propagation from the
findings as all mechanisms outside the use oftutginal logics and degrees of
victimization are not considered. This leaves rdonmmore examination into the
phenomenon.

A third study in this dissertation extends both @réical Discourse Analysis and
Structured Content Analysis findings from Studyntl &tudy 2 by applying a Grounded
Theory approach to the analysis of the negotiayberesocial realities utilized by online

sexual predators to victimize children within sboredia.

116



CHAPTER V
STUDY 3: EXAMINING THE CONSTRUCTION OF SOCIAL REALI TIES
DURING PREDATORY COERCION AND VICTIMIZATION OF CHIL DREN IN
SOCIAL MEDIA: A GROUNDED THEORY APPROACH

As previously stated, the theoretical findingsrir8tudy 1 indicate that online
sexual predators do engage potential victims throwegotiated cyber-social realities
within social media conversations. Those negotiatdsbr-social realities were
“relatively stable interpretive schemes throughahtactors make sense of events and
situations they come across” (Azad and Faraj, 20137). These were the frames of
conversation between online predators and potentiins in social media during which
victimization occurred. Further investigation int@ discourse of negotiated cyber-social
realities between online sexual predators and piatesctims was undertaken in Study 2
through the lens of institutional logics: “the saby constructed, historical patterns of
material practices, assumptions, values, beligid rales by which individuals produce
and reproduce their material subsistence, orgdimeeand space, and provide meaning
to their social reality” (Thornton & Ocasio, 20G%,101). The theoretical findings from
Study 2 indicated that online sexual predators aseldmanipulated institutional logics
within negotiated cyber-social realities to victamichildren. The institutional logics, as
defined by Thornton and Ocasio (2005), that weeatified as most frequently used by
predators in the discourse of negotiated cyberasoealities were family, community

and state.
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However, in both Study 1 and Study 2 the discoulbedween online sexual
predators and potential victims were examined tiincau priori lenses. Study 1 utilized
coercion (Anderson, 2011), social control (Selyn2€4,1), reactance and learned
helplessness (Thacker, 1992). Study 2 utilizedtutgins and institutional logics
(Thornton & Ocasio, 2005). In contest, it should be assumed that the results of these
studies explained all text used and manipulatedriipne sexual predators in the
victimization of children as they included only ttext that met defined criteria.
Therefore, the aim of Study 3 is the examinatiothefdiscourses between online sexual
predators and potential victims without a prioedhies or hypotheses. The goal of the
study is to develop a model bdw online sexual predators use text to construct and
control negotiated cyber-social realities during timline victimization of children.

Findings from Study 1 resulted in the identificatiof three categories of
predatory communicative acts (PCT): camouflagd,drad trap. These categories are
differentiated by the degree of threat with whibch predator initiates the interaction with
the child. Camouflage PCTs occur when the preddlows the child to display
vulnerabilities prior to exerting textual coerciowver the child. Bait PCTs occur when the
predator leads with acts of coercion without watiar the child to display
vulnerabilities. Trap PCTs occur when the predatoves the conversation immediately
to a degree of victimization without enacting cao@ncor waiting for the child to display
vulnerabilities. Logic follows that if there ardf@rences in the manner in which online
sexual predators initiate communication with creldrthere may also be differences in

their construction and control of the negotiatederysocial realities within those
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communications. These differences may fall outsickhe boundaries drawn by the
constructs in Studies 1 and 2.

Therefore, the current study proposes the exaromati three sets of Perverted
Justice transcripts. Each set is a representaivple of one category of predatory
communicative techniques. Dividing the data set the three categories affords the
ability to compare and contrast the communicatahmhiques used by these groups of
online sexual predators. The proposed result is@ momplete picture of techniques
utilized by predators to construct and control rieeged cyber-social realities toward
victimization of children. To achieve this resulte large research question addressed
within this study isHow do sex offenders construct negotiated cybeiabozalities
within social media to victimize childre@his question is further subdivided to focus on
the three categories of PCT:

* How do sex offenders employing camouflage predatomymunicative techniques
construct negotiated cyber-social realities witeorial media to victimize
children?

* How do sex offenders employing bait predatory comaoative techniques
construct negotiated cyber-social realities witBocial media to victimize
children?

* How do sex offenders employing trap predatory comaeative techniques
construct negotiated cyber-social realities witeorial media to victimize
children?

Answering the research questions begins with a baderstanding of the theoretical

foundation for the study.
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5.1  Theoretical Foundation

As previously noted, negotiated cyber-social resdiire spaces where predators
engage children in discourse in order to gaugetiheerabilities of the children and exert
coercive acts in order to enact cyber-victimizatidhis type of behavior appears to be
related to grooming mentioned in Olson, Daggs,véli¢, and Rogers (2007) Luring
Communication Theory. Thus a foundational undeditanof grooming within child
sexual abuse is necessary. In this section a bagkdron grooming as it has been
studied in both offline and online child sexual sdis provided. The section concludes
with a discussion outlining the factors that diffietiate the current study from the extant
research.

5.1.1 Grooming in Offline Child Sexual AbuseDefinitions of grooming in the
context of child sexual abuse have their originthaoffline phenomenon, face-to-face
grooming. Table 23 provides a snapshot of thosmitiehs. Through interviews of fifty-
two incest and fifty pedophilic offenders Lang dfrénzel (1988) found that sex
offenders use both verbal and non-verbal strategissxually seduce children. For two-
thirds of the men in both groups, a prominent faatas feeling in control and powerful.
Of the fifty pedophilic interviewees, forty-eighégrent claimed to have misrepresented
moral standards, seventy-eight percent misuseaatytland adult sophistication while
sixty-two percent frightened the child in some whgng and Frenzel, 1988). In the
evaluation of a letter from a sex offender to dd;i$inger, Hussey and Strom (1992)
found that “[c]ontrary to popular belief, sexuafesfders are not often unskilled and

inept, rather they are frequently quite sophiséidatalculating and patient” (p. 884).
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Table 23. Definitions of Offline Sexual Grooming ofChildren

Author(s) Definition

Lang and Frenzel| “slow courtship to seduce children with gifts, atien and
(1988) affection” (p. 314)

Singer, Hussey, | “the adult learns the child’s likes and dislikesncerns and fears,
and Strom (1992)| and uses this knowledge to entice him/her intcstheaial contact”
(p. 880)

Young (1997) “process during which interactionshvitte child progressed from
“Innocent” affection and acceptable forms of tounghio contact
that fit what is defined as criminal sexual contgpt 4)

Craven, Brown, | “A process by which a person prepares a child,ifsogmt adults and
and Gilchrist the environment for the abuse of this child. Spegbals include
(2006) gaining access to the child, gaining the child’'mypbance and
maintaining the child’s secrecy to avoid disclosUreis process
serves to strengthen the offender’s abusive patésrit may be use
as a means of justifying or denying their actiofps"297)

|

Olson, Daggs, “the subtle communication strategies that childus¢xabusers use tp
Ellevold, and prepare their potential victims to accept the segaatact” (p. 241)
Rogers (2007)

Young (1997) applied criminal events theory to ekxahow the sexual
exploitation of children occurs and continues uadetd. This theory is twofold:
convergence of people and settings driven by tluetsires of society and at least one
intentional actor who manages the impressionsebther participants successfully.
Through application of this theory to 132 sexualaatt cases from the Victim-Witness
Assistance Programme in Ontario, Canada, Young7(ligentified ten means used by
sexual predators to perpetrate and perpetuate séxigal exploitation. They present
themselves as someone who should be brought icitzsa relationship and take on a role
like ‘daddy figure’ or ‘best friend’. Additionallythey make themselves fun to be with
and project themselves as a caretaker and socjaditen using these moments to
educate the child about body parts. Also, they nsake the child knows his/her duties

and what is expected, which includes playing a jpaidmily privacy and keeping family
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secrets (namely the occurring abuse). They actesdars, bringing something unique
into the child’s life, and present the early phgsicontact as accidental. Lastly, the
presentation of the sexual abuse acts (what theatgfers to as grooming) occurs on a
continuum from non-sexual to sexual. This “blurs line between appropriate and
inappropriate behaviour, gradually moving what gdchmight identify as inappropriate if
grooming had not occurred into the realm of appeatet (Young, 1997).

Taking a literature review and theoretical appro&iaven et al. (2006)
examined extant research on child sexual abuseifispdly discussions of sexual
grooming, and developed what they considered t@ fd@re complete definition, shown
in Table 23. Based upon the literature review tleytified three types of sexual
grooming: “self-grooming, grooming the environmant significant others and
grooming the child” (Craven et al., 2006). Self-gmng refers to the process the sexual
predator goes through with regard to his/her owpliictt theories regarding adult sexual
contact with a children and the “justification ardal of their offending behaviour”
(Craven et al., 2006). During the self-groominggess sexual predators may experience
cognitive deconstruction in which he/she “has mongdre focus on feelings of pleasure
and less awareness of the consequences of hisibetigCraven et al., 2006).

Grooming the environment and significant othersnefo how the sexual predator inserts
him/herself into places where children are accéssibd gains the trust of the adults in
that arena. Lastly, grooming the child, noted &g ‘thost commonly recognized form of
sexual grooming” (Craven et al., 2006) was brokewrdinto physical grooming and

psychological grooming. Simply stated, physicalagning occurs when a sex offender
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gradually sexualizes his/her relationship with gdchPsychological grooming, however,
has a more involved description. According to th#hars it involves the predator
building trust with the child, starting to violat@undaries such as teaching about sex
education and potentially threatening, bribing andcting violence against the child.
Additionally the predators press the need to adasdlosure, working to isolate and
alienate the child while stressing the importaniceearet keeping (Craven et al., 2006).

Yet another approach for studying the phenomenaritd sexual abuse that
included grooming was Olson et al's (2007) Luriraptnunication Theory. Within this
theory, the authors consider grooming one of thedkements of the cycle of entrapment
in which sexual predators develop deceptive trut their victims. The authors explain
two communication strategies employed in the grognstage: communicative
desensitization and reframing. Communicative dagseaton includes acts by the
predators to place themselves in intimate proxinafyhaving private consultations with
and escalating sexual contact with the potent@imi Reframing involves “implicit
sexual suggestions” (Olson et al., 2007, p. 24&) paint sexual relations between adults
and children in a positive light.

Each of these studies added valuable informatidghadnowledge base regarding
grooming within offline child sexual abuse and pdad a foundation for understanding
the grooming process for the current study. Howewerdo not have a complete picture
of how grooming within offline child sexual abusecomparable to instances of online

sexual solicitation of children. While being abbeatpply theories of offline phenomena to
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similar phenomena in cyberspace is a logical placgart, there is no guarantee that
those theories will hold true in a virtual setting.

5.1.2. Grooming in Online Child Sexual Abuselogically, the starting place for
research regarding online child sexual abuse wagiknowledge base regarding offline
child sexual abuse. Offline CSA was the most clpselated phenomenon from which to
initiate the study of the online phenomenon. Asemtata has become available for
study, researchers have turned the focus to spaityfistudying online sexual
solicitation. It has been examined both in isolatmd in relation to the grooming
process. A snapshot of the definitions developeditine sexual grooming is provided
in Table 24.

O’Connell (2003) studied online sexual predatiaotigh the engagement of a
participant observation method, spending over G@r$1over the course of five years in
chat rooms posing as an 8, 10 or 12 year old chlldough this method she was able to
identify six patterns of sex offender behavior. Tikendship forming stage involves non-
threatening conversations with a ‘get to know ym@ssage. This extends into the
relationship forming stage with a predator workiadoecome a child’s best friend, learn
about his/her family life, school, etc. The risls@ssment stage involves the predator
trying to determine the likelihood of his/her inappriate engagement with the child
being detected by parents, guardians, etc. Typiballowing risk assessment is the
exclusivity stage in which the predator bringsrirst, the idea of secrecy and mutual
respect. Once trust is established the predatoemioio the sexual stage, amplifying the

intensity of the conversation and bringing sexwadtent into the conversation. The

124



author notes that “the most distinctive differenitesonversational patterns occur”

(O’Connell, 2003, p. 7) in this stage.

For those adults who intend to maintain a relatigmsvith a child and for
whom it seems to be important to maintain the ¢hibedrception of a
sense of trust and ‘love’ having between creatédéden child and adult,
the sexual stage will be entered gently and tregiogial framing
orchestrated by the adult is for the child to pere¢he adult as a mentor
or possible future lover. Certainly a child’s boands may be pressed but
often gentle pressure is applied and the senseutfatity is maintained
intact, or if the child signifies that they are ondortable in some way,
which implicitly suggests a risk of some sort oé#&ch in the relationship
precipitated by the adult pushing too hard for infation, typically there
is a profound expression of regret by the adultcWigrompts expressions
of forgiveness by the child which tends to re-elsshlan even deeper
sense of mutuality. (O’Connell, 2003, pp. 7-8)

The final stage presented by the author is thersgly@loitation or fantasy
enactment stage, in which the ultimate goal is akgratification. She outlines three
variations of cybersexploitation: fantasy enactnisged on perception of mutuality,

fantasy enactment using overt coercion counteribathmwith intimacy and a cyber-rape

fantasy enactment involving overt coercion, conémodl aggression (O’Connell, 2003).
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Table 24. Definitions of Online Sexual Grooming o€hildren

Author(s) Definition

O’Connell (2003) | “A course of conduct enacted tsuapected paedophile, which
would give a reasonable person cause for concatratty meeting
with a child arising from the conduct would be torawful
purposes” (p. 4)

Davidson and “a process of socialisation during which an offerskeks to interagt
Martellozzo with a child (a young person under 18 in Scotldfmland and
(2008) Wales), possibly sharing their hobbies and interestin attempt to

gain trust in order to prepare them for sexual ab(js. 4)

Wachs, Wolf, and| (referred to as cybergrooming) “establishing atthesed

Pan (2012) relationship between minors and usually adultsgiEBTs
[information communication technologies] to systéoaly solicit
and exploit the minors for sexual purposes” (p.)628

Williams, Elliott, | “a process by which an individual prepares thedcaiid their

and Beech (2013) environment for abuse to take place, including ipgimccess to the
child, creating compliance and trust, and ensuseajecy to avoid
disclosure” (p. 135)

Davidson and Martellozzo (2008) agree with the ioieknternet predators
seeking immediate gratification. They break onke&ual predators into two categories:
those who use the Internet to target and groondierl and those who produce and/or
download indecent images of children and distriltnéan. Referring to Krone’s (2005)
typology of Internet child sex offenders, they defonline groomers as “[o]ffenders who
have initiated online contact with a child with tinéention of establishing a sexual
relationship involving cyber sex or physical seke$e offenders may send indecent
images to children as a part of the grooming prafc@3avidson & Martellozzo, 2008,
pp. 7-8).

Wachs et al. (2012) note three components of ogfineming (which they refer
to as cybergrooming): repetition, misuse of trust the specificity of the relationship

between the victim and the cybergroomer. Repetitders to the reoccurrence of the
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grooming behaviors with the same child. Misuseawdttrefers to the deception used by
cybergroomers. The relationship specificity reterbow the predator and child know
each other, whether it is purely online, an anonysigpe of stranger or it is an offline
relationship with an online component (Wachs et2412).

Lastly, Williams et al. (2013) used thematic anedye identify three main
themes/strategies used by Internet sex offendehsnvthe grooming process that takes
place within the initial hour of conversation beamean online sexual predator and a
potential victim. Those three themes included: caippuilding, sexual content and
assessment. Similar to O’Connell (2003), rapporiiding involves the sexual predator
attempting to develop a friendship/relationshipwvatchild. Sub-themes within rapport-
building are identified as coordination, mutuakiyd positivity. Coordination refers to an
offenders attempts to “synchronize their behawuath the child’s” (William et al., 2013,
p. 140). Mutuality occurs when a predator atterip@ign his/her interests, attitudes
and/or personal circumstances with those of thiel cRositivity involves a predator
presenting him/herself to the child as someone edes not pose a threat, but rather is
friendly and trustworthy.

The second theme, sexual content, is broken inmbcstyb-themes: the introduction
and the maintenance/escalation of sexual contdheigonversation. Four means of
introduction were identified: sexual content asaeng, through offering advice, engaging
in a mutual fantasy and through force. Maintenasuslation occurs through repetition
of sexual content and/or the use of force. Theltand final theme, assessment, includes

the sub-themes of assessment of the child andsassatof the environment.
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Assessment of the child encompasses analysis chiltEs trust level, vulnerability and
receptiveness to interaction. Assessment of the@ment involves analysis of
obstacles, opportunities and information that cawgact the grooming process and
hinder secrecy (Williams et al., 2013).

5.1.3. Differentiation. The current study continues a stream of researohdiat
improving recognition of patterns within predat@gercion and victimization of children
in social media. That being said, with relatiorotftine child sexual abuse, this study will
increase the knowledge of similarities and diffeesbetween grooming in online and
offline child sexual abuse. Regarding existing Esdocused on online solicitation of
children with the intent of child abuse, the cutrstudy takes a deeper look at how that
solicitation takes place and compares it acrosgeoaies of communicative techniques.
Table 25 outlines the major studies of online séguaoming/solicitation and how the
current study differs from each existing study.

Additionally, the current study differs from extditerature in depth and breadth
of data analyzed, purpose for analysis and tymatd analyzed. While each one of the
studies listed informs the current study througotietical invocation and results, a
Grounded Theory approach applied to a larger numbenline transcripts between
sexual predators and potential victims could reamatven clearer picture of how online
sexual predators negotiate cyber-social realitiesaae thus able to groom and victimize
children in social media. In Whittle et al.’s (2Q1f8erature review they included all of
the articles from Table 25 except Wachs et al. 22@dter their review of all of the

literature they stated, “[t]he review concludegst tlegsearch concerning the online

128



grooming of young people is limited and calls forther study in this field” (Whittle et

al., 2013, p.2). The current study furthers theveosation surrounding online grooming.

Table 25. Comparison of Current Study to Extant Lierature

Extant Literature

Current Study

Author: O’Connell (2003)

Title: A Typology of Cybersexploitation and On-line Graom
Practices

Focus: An exploration of both cybersexploitation and grong
practices employed by adults and adolescents with a
sexual interest in children

Method: Participant Observation, Conversation Analytic

Data Set:50 hours of chat transcripts

Data Set ParametersSingle individual presenting to potential
predators as child decoy aged 8, 10 or 12; Chahsdor
children/teenagers

682 hours of chat

transcripts; Multiple
decoys presenting tg
potential predators a
children aged 12-14
adult predators only

Author: Malesky (2007)

Title: Predatory Online Behavior: Modus Operandi of Coted
Sex Offenders in Identifying Potential Victims and
Contacting Minors Over the Internet

Focus: Expand the knowledge base regarding sex offenders’
predatory online behaviors

Method: Qualitative analysis

Data Set: Questionnaire responses

Data Set Parameters31 male inmates in Federal Bureau of
Prisons’ Sex Offender Treatment Progr@uestionnaire
developed by author

Analysis of direct
online behavior

Author: Davidson and Martellozzo (2008)

Title: Protecting Children in Cyberspace

Focus: Explore the online grooming and sexual abuse idien
and the legislative and institutional measuresdein
developed to prevent it

Method: Case study

Data Set: Three case studies provided by London Metropolitan

Police

Data Set ParametersCase one: online grooming; Case two:
overlapping of online sexually abusive behavioras€
three: roles that the Internet plays in child sésalmse

Online child sexual
exploitation only

Author: Wachs, Wolf, and Pan (2012)

Title: Cybergrooming: Risk factors, coping strategies and
associations with cyberbullying

Focus: Investigate which factors shape risk to become

Analysis of direct
online behavior
targeting predator
behavior

129



cybergrooming victim, association between cybergroo
and cyberbullying, identify coping strategies ahnelit
effectiveness

Method: Quantitative analysis

Data Set:Questionnaire responses

Data Set ParametersSelf-reports from students at four schools,

grades 5-10
Author: Whittle, Hamilton-Giachritsis, Beech and Collings Analysis of direct
(2013) online behavior
Title: A Review of Online Grooming: Characteristics and
Concerns

Focus: Explores the research surrounding how young pearngle
targeted by offenders on the internet

Method: Literature Review

Data Set: Extant literature

Data Set ParametersLiterature containing definitions,
prevalence, characteristics of online groomingldchi
sexual abuse theories and internet behaviours

Author: Williams, Elliott, and Beech (2013) 90 transcripts from
Title: Identifying Sexual Grooming Themes Used by InteBex | Perverted Justice
Offenders website; no time or
Focus: Establish possible strategies that Internet skendérs content
use within the grooming process communication
Method: Thematic analysis restrictions

Data Set:Eight transcripts from Perverted Justice website

Data Set Parametersinitial communication in transcript lasts
for 1-2 hours; no immediate sexual contact or
demonstrated aggression

5.2. Research Methodology: Grounded Theory

Within Study 1, Chapter 3, the use of Critical @igrse Analysis provided a
mechanism for examination of the phenomenon thr@ugdtitical lens. The data was
analyzed against the constructs of coercion, lebne¢plessness, social control,
reactance, and negotiated cyber-social realities @xamination resulted in the
development of a proposed theory of predatory comaative acts. It provided a means

to study the linguistics, languages, and commuiuinattyles of predators within social
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media. Also, it included the sociocultural aspebtch revealed the propagation of sex
offender ideology within social media. However, BA approach does not include
interpreting the content of the conversations tewmheine how the predators constructed
negotiated cyber-social realities in order to gmaxad victimize children. Study 2,
Chapter 4 included employment of Structured Conteratlysis, a look into the content
of the conversations through the lens of Instinaid_ogics and the development of
degrees of victimization. This structured interpp@technique allowed for identification
of cyber-victimization logic and the developmentafepresentative conceptual model.

The current study goes one step deeper with theatiton of a more open
interpretive technique to break down the sharedhmeecreated by predators and
children within the negotiated cyber-social realtiBoth the predators and the children
bring perceptions to the discourse. Those perceptoiginate in the individuals’
orientations to aspects of the phenomenon sudheasselves and each other. Deetz
(1982) posited that “every perception is dependerthe conceptual apparatus which
makes it possible and meaningful, and this cone@pipparatus is inscribed in language”
(p. 135). Thus, within the institution of social die language, in the form of text,
connects the perceptions of the predators andrehilh the system of shared meaning
within the negotiated cyber-social realities.

Critical Discourse Analysis provided a mechanisrddtermine that the
discursive practices of online predators withinigbimedia are ideological and derived
coercively. Structured Content Analysis revealeguse of logics, including a cyber-

victimization logic. However, the critical interfinge perspective proposed in this chapter
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will go a step further through examination of hawithin the institution of social media,
a “system of discursive practices serves to produnckreproduce the configuration of
meaning that constitutes and represents the steuofypower formation and dominance
relations” (Mumby, 1989, p. 303) through the comstiion of negotiated cyber-social
realities. ldeology propagated within the discuggivactices can be viewed as
functioning as “a force that governs human actiaitygl regulates this activity as
routinized social practice” (Wright & Hailu, 1988, 178). Additionally, regarding the
use of coercion, a critical interpretive perspexfwovides a mechanism to determine
how predators manipulate information within negetibcyber-social realities to
victimize children. “By thinking of verbal decepti@s something that can be
accomplished by manipulating information in varieusys, we can begin to isolate the
particular features of messages that potentiaflyemce deceptiveness” (McCornack,
1992, p. 14). Interpretation of the language usihinvdiscourse will allow for the
development of knowledge regarding how the pregat®ology and negotiated cyber-
social realities are reciprocally manifested sopralktices within the institution of social
media.

A Grounded Theory (Glaser and Strauss, 1967; $trand Corbin, 1990; 2008)
approach is proposed as the method to criticalyrere conversations in which
predators engaged in either camouflage, bait prgradatory communicative techniques.
Grounded Theory is the chosen approach becausavitlps a mechanism to study the
elements of the phenomenon via the interpretatiadexd. The aim of Grounded Theory

research is to derive theory from actual data rétien force-fitting data te priori
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theory and hypotheses (Strauss and Corbin, 1998)2Through utilization of data for
theory development the constructs revealed in answe research question are
obtained via evidentiary evolution of interpretiv@ding techniques. By formulating
theory within this approach, the theory is so iatiely tied to the data, the resultant
theory is likely consistent with empirical obsereat(Eisenhardt, 1989). Following
Glaser and Strauss’ (1967) and Strauss and Corfdia%0; 2008) recommendations,
attention was paid to theoretical relevance, pwpssnilarities and differences across
data sources with regard to appropriateness addbesources. Data analysis included
three coding processes: open coding, axial codmgsalective coding (Orlikowski,
1993). Data analysis was conducted on all 90 trggtsceeven if theoretical saturation was
reached, in order to also discuss pervasivenesgsarved behaviors (Strauss and
Corbin, 1990; 2008). All emergent concepts wera ttembined into categories and
constructs that were integrated (Strauss and CatB®0; 2008) to build a proposed
theoretical model of negotiated cyber-social resditvithin communicative techniques.
Demographics of the data and details of the cosliags are discussed in the remainder
of this section.

5.2.1. The CorpusFor this study 90 transcripts were selected froenRbrverted
Justice data, excluding transcripts utilized in$tedy 1. Thirty transcripts were
identified for each of the three predatory commatie acts. The transcripts were
analyzed using the prescribed Grounded Theory appr(Strauss and Corbin, 1990;
2008; Locke, 2001). The unit of analysis in thisdy is the construction of negotiated

cyber-social realities in dyadic conversations leemwonline predators and Perverted
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Justice volunteers. Table 26 contains demografittee data across the three categories

of predatory communicative acts.

Table 26. Demographic Data for Sample Transcripts

Camouflage Bait Trap

Totals | Averages| Totals | Averages| Totals | Averages
Sex Offender Age 31 29 45
Child Age 13 14 13
Contact Hours 196 7 347 12 139 5
Contact Days 167 6 299 10 138 5
# of lines 27326 | 911 52976 1766 21634 721

The demographic data for the three groups presenisteresting finding that is
in contrast to the results of Step 2 in the Critigiscourse Analysis method in Study 1.
From that initial study we found that online premtatwho employed the camouflage
PCT had the largest number of contact days, foltblayethe bait group and then the trap
group. However, as you can see in Table 26, thegbaup is significantly larger in
contact hours, contact days and total number e&lthan the other two groups. This will

be addressed further in the discussion section.
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5.2.2. Open CodingThe step of open coding revealed forty-one distwoctes

across the three categories of predatory commuwecactts. Those codes were:

advice gay slur
age insecurity
assess alcohol use insensitive
assess availability location

assess cigarette use
assess drug use

make self-desirable
peer pressure

assess physical appearance praying

assess race racial slurs
assess sexual desire relationship assessment
assess sexual experience religion

assess sexual willingness remorse

assess willingness rethinking

bait and release reverse power
bargain sadness
challenge self-deprecating
compliment self-pity

control self-preservation
dare sympathy

ego teach

family assessment threat

fantasy

As previously noted, all 30 transcripts for eaclihaf three predatory communicative
techniques were coded completely. Doing so allofsedbservations of commonality
and differentiation between the groups as addrassth@ discussion section.

5.2.3. Axial Coding.In this step of the Grounded Theory process alesaglere
arranged into categories based upon their relai@ach other under a common theme
(Strauss and Corbin, 1998). The categories creatddodes mapped to the categories
are shown in Table 27.
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Table 27. Open and Axial Coding Results

Axial Code Categories

Open Codes

Assess Meeting Potential

location

assess availability

assess willingness

Assess PV Relationships

family assessment

relationship
assessment

Attractiveness Assessment of PV

assess physical
appearance

age

assess race

Domination

control

self-preservation

bargain

peer pressure

challenge

dare

Enticement

comp

reverse power

Fantasizing

fantasy

Random Negativity

threat

gay slur

insensitive

racial slurs

Negative Increased P-Attractiveness

ego

insecurity

self-deprecating

self-pity

religion

bait and release

remorse

praying

rethinking

sadness

Positive Increased P-Attractiveness

make self-desirable

teach

advice

sympathy
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Substance Use Assessment of PV

assess alcohol use

assess drug use

aSSess cigarette use

Sexuality Assessment of PV

assess sexual desire

D

assess sexual
experience

assess sexual
willingness

5.2.4. Selective Coding-urther refinement of the categories took plach@

Assessments

o Environment: location, family, relationship
o Personal attributes: physical appearance, willisgrie meet, availability

to meet

0 Sexuality: experience, desires, willingness

Enticements

o Potential victim: illusion of power

o Predator: vulnerabilities, strengths
Fantasy

0 In text cybersex

0 Live webcam (live)
Control

o relationship claim

o feigned affection

o age difference

o child’s actions: sexual, non-sexual
Self-preservation

o Concern for potential victim

o Concern for self
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selective coding process. In this step of Grouribeebry we looked for gaps in the logic
of the categories and relationships. Weak categovere strengthened and excessive
categories reconstructed. This process servedittat@the scheme (Strauss and Corbin,
1998). The final breakdown of categories and sw@gates of online sexual predator

behaviors inside of negotiated cyber-social resditiuring victimization of children is:



These categories extend the negotiated cyber-seaities section of the theoretical
model presented in Chapter 3, Study 1. The new megeesented in the next section.
The narrative for the new categories and subcategand their relation to O’Connell
(2003) and Williams et al.’s (2013) findings aregented in the results section. The
relation of those results to the previous modeiegotiated cyber-social realities is
addressed in the theoretical model section. Simédarand differences of these categories
across the three predatory communicative actsrasepted in the discussion section.
5.3 Results

The application of Grounded Theory to the selesttdf transcripts resulted in
the identification of five categories of online gagor behavior inside of negotiated
cyber-social realities during victimization of afién. Those categories are: assessment,
enticements, fantasy, control and self-preservaf@ch of those categories are
subsequently broken down into subcategories fothdefpunderstanding, as outlined in
Section 5.2.4. Selective Codes.

5.3.1.AssessmentThe act of assessment involves the scanning ¢$ siteation
in order to draw conclusions regarding a pointndé¢iiest. Three subcategories of
assessment emerged from the data: environmengramsttributes and sexuality.
Environment is further broken down into locatioamily and relationships. As noted by
O’Connell (2003) and Williams et al. (2013), anioalsexual predator may engage in
different levels and contents of risk assessmerimdetermining if a child is a good
choice for grooming and victimization. In alignmewith Williams et al. (2013) we

found that the online sexual predators whose trgstsave studied did engage in the
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assessment of the children’s location, family agldtronships. Examples are shown in
Table 28. When assessing the child’s environmenbtiline predators were not only
curious about where the children lived, but als@iey lived with, if they were ever
allowed out on their own, if their parents/grandypas were strict, etc. They also
established early on in the conversations whethaobthe children had a boyfriend or
girlfriend. This was very important to some, aswik discuss later.

Regarding the personal attributes, online sexredaiors asked about the
children’s physical appearance. This inquiry ranfyeth a discussion of height and
weight to eye and hair color as well as breastamkthe amount and location of pubic
hair on the children. Availability and willingnessfer to the children’s inclination to
meet in person an individual who they initially nogtine. On one level the online
predator is curious as to whether the child is evdling to meet. If it is established that
yes, in fact, the child would meet in person thHemgredator questions the child about
his/her availability. It should be noted that tiisoded as a non-sexual inquiry. In these
cases the online predators suggested meeting licagvde to eat, go to a movie and/or

just hang out.

Table 28. Assessment: Transcript Samples

Subcategory Group Examples

Environment Location welfare_isforwhitefolks: so whereinncru

zaviorO1: what part of town are you in
Family yankees_9ers_dacyour mom would kill you
if she knew you were talking to me

chrispy967: wheres your parents?
Relationships your_lil_nene: ok where is your boyfriend
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rn_buzzkiller2003: u dating yet?

Personal Physical bud44800 do you have big tits
Attributes appearance
clitlicker42303: do you shave

Availability working_loving_goodman so you free this
weekend
va_breitling: so home alone tomorrow?

Willingness solepleaser want to hang out?
ben_taul2000:if u want to meet me i do

Sexuality Experience tatooedman73 you ever been with a older g
yp_anthony_louisville_284:have you ever
been with a guy sexually before?

Desire mikeman7828 r u gonna want to fuck?
justinawashcock: what do u like to be done t
you

Willingness fuddster88: how far u let me go with u

1y

notjustanotherncguy: would you mind a guy
touching you there if he did it the right way

and all?

The last subcategory in assessment is sexualitfiawis et al., (2013) refer to

this as the assessment of a child’s receptiveebetpredator’s “instruction of sexual

themes” (p. 147), attempting to desensitize thielcki’Connell (2003) rolls this into

what she calls the “sexual stage” (p. 4) and pitsséas a progression in conversation

which is impacted by the online predator’s desirengintain a longer term relationship

with the child. While both authors present a felasibew of the content, our results differ

in two ways. First, we remove the word desensitiratrom the discussion of online

child sexual abuse. Rather, if an adult is tallangne with a child and in any way

broaches the topic of sex, the child has been péyglitally victimized. Therefore, we
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define the sexuality assessments as victimizaB8econdly, we were able to break those
victimizations into three groups: experience, deamd willingness. Online sexual
predators who ask children about their sexual egpee are assessing the child’s
potential to engage in sex acts based upon whatidnee done. Experience assessment
includes the idea of ‘have you ever’. Asking a @fabout his/her sexual desires gives the
online predator an idea into what sex acts thalchight be persuaded. Desire
assessment includes the idea of ‘would you likeltastly, willingness refers to the sex
acts in which a child has already decided thatheevgll engage. Willingness assessment
includes the idea of ‘would you'.

5.3.2.Enticements.The objects of enticement used by online sexuedators
within negotiated cyber-social realities refershte inducements put forth to temp the
children into a sexual relationship. Both O’Conr{8003) and Williams et al. (2013)
mention the negative use of force as a tool fonvatng the children. “Adult: do as |
fucking say right now bitch or you will be in bigdking trouble!” (p. 9). However, little
force was found to be used in the observed caseseTwere only thirty-eight combined
notations of bargaining, peer pressure, challenglagng, threatening, and/or using
insensitivity across all 90 transcripts. Additidgabnly 68 mentions of alcohol,
cigarettes or drugs occurred. What did happen heatsthe predators chose to shine the
spotlight on themselves or the children in ordecdonect with them. Table 29 provides

examples from the transcripts for these subcateg@md their groups.
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Table 29. Enticements: Transcript Samples

Subcategory

Group

Examples

Potential Victim

Compliments

netbuckeye you're beautiful without any
makeup

badboyysweetheart:youll be a little heart
breaker when your older

Reverse Power

burtoncanyon1732002 if you want to
Shelly: yep
burtoncanyon1732002:im not forcing u

ProtegeES2002if you are ready yes, you
don’t ever have to do anything you are ng
ready for

Predator

Vulnerabilities

ericthebige2005 cause im fat, n most
chicks doint dig that

notjustanotherncguy: i'm getting lonely
now, (

Strengths

davekruz2003 | can move my tongue
really fast

majordude200: hey i am a kid at heart

Some predators enticed their victims by focusinghe@m. They gave the victims

illusions of power through compliments — flirtingtlvthem and telling them such things

as they were smart, pretty, or mature for their. &glelitionally, this illusion of power

included the idea of reverse power — presentirajs fsecurity for the child through

indication that the child was in charge. Predapardrayed themselves as being willing to
be controlled by the child when they met, only egigg in sex acts of which the child
approved. They also offered a willingness to st@sked to do so by the child. These
behaviors could serve to draw the child deeperantonline relationship. Building up a

child’'s self-esteem through the language of positeinforcement and being trusted to

know what he/she wants sexually brings the chiggiratively, up to the adult level,
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closer to the online predator. The child could thesi a stronger sense of belonging with
that individual and be more inclined to follow Insf lead.

In contrast, pointing out their own strengths gp@ing their own vulnerabilities
was another tactic used by online predators teemtildren. Some enacted self-
deprecating, self-pitying and insecure behaviothe€® expressed remorse after
engaging in cybersex with the child online. Theskaviors were meant to play on the
child’s emotions, get him/her to feel sorry for fredator, for the natural nurturing
feelings within the child to arise. These predafmsitioned themselves in need of self-
care, hoping the children would want to fill théerof a caretaker. Interestingly, another
behavior perceived negatively by adults but dispihlpy predators to entice children was
being egotistical. Some predators talked about tpe@at they were at their job, that no
one was better than them. Others bragged aboutltbe@ioom skills and the size of their
genitals. Borderline obnoxious at times, it wasiobs that the predators thought these
types of overt arrogance should be appealing tidrem.

Dissimilarly, another method used by online predato entice children was
through highlighting their own strengths. Partloé strategy for some predators is to
make themselves desirable to children. For somgapoes this was accomplished
through showing kindness and generosity as stren§ipecific examples include
offering relationship advice with boyfriends or gats, and offering to ‘teach’ children
about sexual acts so they will know more than thriegnds. These techniques positioned
the predators as desirable through a positive TEmsy became people the children could

to turn, look up to and trust.
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5.3.3. FantasyThe acts of fantasy are played out in two main waykersex via
text, and the use of webcam to expose the childegredator’s genitals and/or sex acts
by the predator. These are overt acts of child @exatimization inside of social media.
O’Connell (2003) refers to this as cybersexploatdr fantasy enactment. According to
her research, predators “will fluctuate betweenting and emotionally black-mailing a
child into engaging in cyber sex” (O’'Connell, 20@39). Williams et al. (2103) refer to
this as the ‘sexual content’ of the conversatiarthkir discussion of both the
introduction and maintenance/escalation of sexolalent they mention force as a
finding.

The findings from our data set did not support pteds’ use of black-mail or
aggression when attempting to persuade a childdage in online sexual activities. If
the predator pushed a child who did not want tagegoften the predator would just
leave the conversation. He may try again anothgrlola anger was not a go-to behavior
when attempting to entice a child into cyber-sexlali, Finkelhor, Mitchell, and Ybarra
(2008) noted that “[tlhe research about Interndtated sex crimes makes it clear that
the stereotype of the Internet child molester whesurickery and violence to assault
children is largely inaccurate” (p. 112). The rés@ilom this Grounded Theory analysis
support Wolak et al.’s (2008) findings. Examplesha two groups of fantasy enactment

revealed in this analysis are shown in Table 30.
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Table 30. Fantasy: Transcript Samples

Category Subcategory Examples
Fantasy Text-based kfrankhouse350z well so am i, i am
cybersex thinking about kissing you naked and feeli

you against me

banditcap71: 1 went to bed [sic] with a
woody thinking about you

Live webcam

wolfknight30: you like watching me play

daniel_pulido78: u want to see my cum

5.3.4.Control. Both O’Connell (2003) and Williams et al. (2018)l rcontrol into

the descriptions of other behaviors. For O’'Con(®0I03) there is an implication of

control in what she refers to as the ‘exclusivigge’ in which the predator tries to get

the child to a place in the relationship where hefsrofesses to “trust the adult

implicitly” (p. 7). Similarly, Williams et al. (203) address control within the

coordination effort of the online predator and dissd it as what | previously defined

reverse power. Additionally, O’Connell (2003) memis control in the cyber-rape fantasy

enactment of cybersexploitation. Supporting thesaidwilliams et al. (2013) discuss

forceful techniques in the online predators’ attésrtp maintain and escalate the sexual

content of the conversations.

However, the results of this application of th@@rded Theory methodology

revealed more about online predators’ use of carfdontrol is not always a direct act of

sexual content. Online sexual predators use coasrplart of the manipulative techniques

employed to move children toward sexual contenim&online predators use feigned

affection to give the appearance of being enamartdchildren, to relinquish a bit of

control to them. They claim deep love, affection amssing the children when they are
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absent from chat inside of social media. This tegpmnis used to tighten the trust link
between the online predator and the child. SinyiJabme online sexual predators work
to get the children to agree to be in a boyfriemtdfgend relationship with the predator.
By getting the child to agree, the predator can ihgose rules and sanctions regarding
what boyfriends and girlfriends do and don’t do.oftrer display of control is in the form
of being at the mercy of the age difference betwberonline predator and the potential
victim. They present themselves and the childrelpeasg unable to be close due to the
age difference. This tests the child to see iftieels willing to step up and take control of
the situation. Lastly, online predators attemptdatrol the actions of the children, both
sexual and non-sexual. Non-sexual actions may dectalling the predator on the phone,
deleting archives of their messages, and sneakihgfdhe house. Sexual actions instruct
the child to behave sexually. These differ fromtéaizing in that the predator is typically
giving instructions for the child to masturbateheatthan talking of what the two would

or could do together. The sexual actions referodd this section are directly related to
the child acting upon him/herself sexually. Tableificludes examples of the

subcategories of behaviors identified within theegary of control.

Table 31. Control: Transcript Samples

Category Subcategory Examples

Control Feigned affection | deafl_one miss you

teakadai_pandi: i love you so much..
Age difference Chicago_naperville If u were 23, that wud
be great

wolfknight30: and you are too young to see
me nekkid
Relationship claim| trianglelover: | wish | was your bf....really
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needafriendtotalkto2005:you want to be
come bf and gf
Non-sexual actions gmoney301981 then steal his money

greeneyedl21Please leave your messenger
running so | can contact more easily.
Sexual actions zaviorO1: | want you to see how tight your

p....yIis

deirules83:rub your clit

5.3.5.Self-preservation.Both O’Connell (2003) and Williams et al. (2013)ene
to acts of self-preservation as assessing thefidktection. From their perspective they
tie in with the online predators learning aboutdrdein’s environment, family situations,
etc. However, our analysis revealed that thereniee direct side to the notion of self-
preservation. Online sexual predators engage si\adelf-preservation through two
methods: concern for the child and, concern fomtbedves. Concern for the child
included expressions of protection, of not wantimg child to get caught and/or get in
trouble. In contrast, concern for self-includediunstions for the children to delete online
messages, directly asking the children if theywdtk law enforcement, and explicitly
stating how much trouble he/she could get intaw Enforcement found out they were
soliciting a child. Each of these techniques predithe online predators with a way to
determine their level of safety. Table 32 includgamples of the subcategories of

behaviors identified within the category of selepervation.
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Table 32. Self-preservation: Transcript Samples

Category Subcategory Examples

Self-preservation| Concern for child| samrl125: u know what...call me when ur
mom is not at home
samrl25:i don’t’ want u to get into trouble

teakadai_pandi: emi.. don’t get yourself
into trouble.. i think i can walit till you get a
chance..

Concern for self | hardenedsteel200: it woudnt be cool if
your mom got in here and seen my phone #

toddb39: yeah, but who is to say there
aren’t cops there waiting for me

5.4  Theoretical Model of Negotiated Cyber-social Raities

Each of the five categories defined in the ressdtgion provide insights into the
details of how online predator behaviors constamntt control negotiated cyber-social
realities within social media discourse towardgbal of child victimization. Because
these negotiated cyber-social realities are cocsduwithin discourse, the movement
between the categories and subcategories is matrlifNeither do all online sexual
predators engage all of the categories and sulmrategA predator may engage all of the
behaviors at some point in interaction with a cinildocial media. Another may traverse
back and forth between two or three. The detadsided by these five categories help
bridge the connection between the coercive behaaibthe predators (power, activities
control and intention alteration), the vulnerai@btof the children (learned helplessness,
social control and reactance) outlined in Studg€Hiapter 3 and the degrees of

victimization presented in Study 2, Chapter 4. Fedblis a visual representation of the
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theoretical model of negotiated cyber-social resditn online predatory coercion and
victimization of children.

Assessments operationalize intention alteratioateging the information
necessary to move the child toward victimizatiope&fically, the sexuality assessment
is the operationalization of degrees 1-3 of viczation. Enticements operationalize
activities control, directing the child toward vioization through the use of compliments
and reverse power. Fantasy is the operationalizatiothe degrees 4 and 5 of
victimization. Control operationalizes activitiesntrol, directing the child’s actions both
inside and outside of social media. Self-preseovabiperationalizes all three aspects of
coercion — exerting power over a child to conthalttchild’s activities resulting in the
alteration of the child’s intentions to match thdime predators — with the assurance of
law enforcement not becoming involved. Additionatlye chosen categories of use and
the content therein are both adaptable in respimnide vulnerabilities portrayed by the
child. Because no two children are exactly the sdimiag in the same
environment/situation, online sexual predators rbesable to adjust their employed

techniques accordingly.
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Figure 5. Theoretical Model of Negotiated Cyber-social Realities in Online
Predatory Coercion and Victimization of Children

5.5 Discussion of Findings and Implications
5.5.1 Findings.The focus of this study was to address the quedtow do sex
offenders construct negotiated cyber-social readitivithin social media to victimize
children?The question is further subdivided to focus onthiree categories of predatory
communicative acts identified in Study 1, Chapter 3
* How do sex offenders employing camouflage predatmmymunicative techniques
construct negotiated cyber-social realities witBocial media to victimize
children?
Online sex offenders who employed camouflage poggatommunicative acts were

more concerned with assessment than the otheraras@f negotiated cyber-social

reality behaviors. They spent more time on assgsbm children’s availability,
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willingness, family and location, as well as selégervation, than those in the bait and
trap groups. This differs from the findings in Sguldthat indicated online sexual
predators who engage in camouflage PCT spend nmoedar relationship development
than their counterparts. Based on the current sttaiypouflage PCT online sex offenders
actually spend more time determining victim potairind personal safety than
relationship building.

* How do sex offenders employing bait predatory comaoative techniques
construct negotiated cyber-social realities witeorial media to victimize
children?

Online sex offenders who fell into the bait PCTwgravere very active in conversations
with children, as noted in Table 26 that displagfegltime these individuals spent in
conversation. This large amount of time in convessancluded their high volume of
sexuality and relationship assessment, potentitihviand predator enticements, control
and fantasy. While the findings in Study 1 showat bnline sexual predators who
engaged in bait PCT showed fewer proclivities tibdoa relationship with children, the
current study has shown otherwise. The willingraddbe online sexual predator to
engage the child on topics of sexuality and retetiops, as well as building trust and
closeness through enticements, indicates a stemgeof relationship building.

* How do sex offenders employing trap predatory comaoative techniques
construct negotiated cyber-social realities witBocial media to victimize
children?

Lastly, online sex offenders who engaged in traff B&red highest on only one

negotiated cyber-social realities behavior: physapgpearance assessment. This is

consistent with the findings in Study 1. Thesewdlials have no desire to build a
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friendship or relationship with a child. They foausly on the outcome: face-to-face
sexual gratification experienced through meetictild in an offline setting in order to
engage in illegal sex acts with that child. Thun@kes sense that their biggest concern is
the children’s physical attractiveness, coded is $kudy as physical appearance. AImost
a polar opposite of the other two PCT groups, tioéviduals in the trap group showed

the lowest volume in control, fantasy, enticemeais] self-preservation.

5.5.2. Implications.Study 3 has implications for the academic commuastyvell
as parents/guardians, educators, law enforcemennantal health practitioners. These
implications are presented in the following section

5.5.2.1 Research I mplications. Quayle and Taylor (2011) noted that “the
empirical research in relation to grooming or oelgolicitation is still sparse, and has
largely focussed on the behaviour of the younggees opposed to the offending adult”
(p. 46). This study helps to fill that gap andhs first study within information systems
to apply a Grounded Theory approach to the disedoesveen online sexual predators
and potential victims within social media. The apgtion of Grounded Theory to
transcripts between convicted online sexual predatond potential victims resulted in an
advanced understanding of how online sexual preslatmgage children in negotiated
cyber-social realities toward a goal of victiminati The successful application of the
methodology and the resulting view of the spaceasegbtiated cyber-social realities of
online sexual predators and potential victims destrates for other information systems
researchers the value in exploring solutions tautiiatended consequences of social

media usage.
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Due to the aforementioned pervasiveness of so@diarin the everyday lives of
society’s children, increased focus needs to beepl@n the unintended consequences of
its use. Unfortunately, there are few theoriesamfial media that can be applied to these
types of phenomenon. Urquhart and Vaast (2012)espbkhe urgency with which the IS
community needs “to develop ways of building thefarysocial media because many IS
researchers have embraced these environmentstagtsdior their research (e.qg.
Ransbotham and Kane, 2011; Wattal et al., 201@) naany more have been thinking
about doing so” (p. 2). The current study succelyspuesents the Grounded Theory
approach as one method for building theories foradonedia.

5.5.2.2 Practical Implications. Research that delves into the specific text used b
online sexual predators to victimize children iciabmedia is sparse (O’Connell, 2003;
Quayle & Taylor, 2011; Williams et al., 2013). Hovee, recognition of patterns in the
text that they use could inform parents/guardiartseducators regarding the
conversations that need to be had with childreangigg online communications. They
would be able to tell children what to look out ord improve their understanding of
risky conversations. Additionally, law enforcemefficials who patrol the online
environments could be afforded an increased uratedstg of the techniques utilized by
online predators that may or may not appear agdl@ional methods of grooming
previously addressed in the literature. Also, memalth professionals’ knowledge of
the manipulative techniques used by online predatamuld be expanded. They could
provide improved research-based services to cinldteo have been victims of online

cyber-victimization.
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CHAPTER VI
IMPLICATIONS, CONTRIBUTIONS, LIMITATIONS AND FUTURE
RESEARCH OF DISSERTATION

The aim of this dissertation is to improve the enstinding and thus increase the
knowledge regarding predatory coercion and victanan of children within social
media. This dissertation is the first set of infiation systems research to address this
critical social issue. Although researchers in caotapscience (Quayle & Taylor, 2011)
have attempted to develop mechanisms to detecteoséixual predators, they have done
so absent theories of social media behavior. Séuthee been conducted to determine
the most effective means by which to identify axftpredation in an online setting, with
the goal of preventing the occurrence of offlinesaxf victimization. The theory of luring
communication (Olson et al., 2007) was appliedrprove the software (Kontostathis et
al., 2009), called ChatCoder, which integrates filesamf communication with computer
science algorithms. The use of this theory allotiedresearchers to improve the systems
detection capabilities by 13%. Likewise, Thom, Kastathis and Edwards (2011)
developed an accessory for the open source softa#lesl Pidgin, an instant messaging
tool. Their plugin, called SafeChat keeps trackisér interactions, detects age, and
categorizes texts as potentially predacious basegstablished system rules. They
achieved a 68% accuracy rate (Thom et al., 201dRing a different approach, Laorden,
Galan-Garcia, Santos, Sanz, Maria, Hidalgo andgasn(2012) applied a game theory

methodology to the detection of predation onlineey developed a system called
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Negobot that applies Natural Language Processih§)Methods, chatter-box
technologies and game theory to create a stratiegision making situation. The goal of
the system is to collect the maximum amount ofrimfation possible from the
conversation for post-conversation analysis (Laoreteal., 2012). While these studies
have made great strides toward developing systemstect online sexual predation, the
models do not account for the manifestation of atedbeliefs or how they propagate
those beliefs inside social media. The use of NLiis phenomenon provides a means
to identify the actions of predators and childidowever, absent theories of predator
behavior inside social media, this mechanism doesypture the intricacies of
communication techniques used by predators to dgeethe power imbalances between
themselves and children toward their intentionsamal media’s role in those
imbalances.

In contrast, this dissertation steps back frontivgfe development and proposes
the examination of the data being used to creatsetBystems. The Internet is a
“veritable behavioral archive containing signifitaata of what people have said and
done” (McGrath & Casey, 2002, p. 9Zhrough three interrelated studies, a data-based
foundation for the creation of behavioral-basedrentletection software has been laid.
Those three interrelated studies addressed indepergsearch questions. Study 1
addressed the questididow do online sexual predators manifest and propadaeir
ideology through social media, as a discursiveaystto coerce and victimize children?
The results of the study did recognize the maratest of an online sexual predator

ideology and its propagation within social mediawersations between the predators and
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potential victims. However, Critical Discourse Aysik did not afford the in depth
examination necessary to identify how the predgtonpagate that ideology within social
media conversations with children. This gap lethedevelopment the research question
addressed in Study Btow do online sexual predators use embedded itistiial logics
to dominate and manipulate online interpersonaatieinships with childrenThe results
of Study 2 outlined a mechanism by which onlineusgyredators propagate their
ideology within social media conversations withldien. However, Structured Content
Analysis took an a priori look at the transcriggstentially excluding additional
information contained within the data. Thus, a Gwubed Theory approach was employed
in Study 3 and the following research question essidHow do sex offenders construct
negotiated cyber-social realities within social neetb victimize children?
6.1. Implications of Dissertation

The studies within this dissertation make a unicu&ribution to the narrative of
child sexual predation. Offline, sexual predatasef more barriers and increased risk in
their efforts to engage in predatory behaviors tivhen enacting predation through the
Internet. A great deal of time, planning and effentequired for a sexual predator to
integrate into the environment of the targetedd;loecome a familiar and trusted known
individual to the child and his/her family, and sexthe secrecy of the child (Craven et
al., 2006; Olson et al., 2007). A high-profile exdenof this is the Gerald Sandusky case
at Pennsylvania State University. Sandusky wageiqus football coach at the
university. Additionally, he started an organizatmalled The Second Mile that targeted

at-risk boys and aided them in achieving a sucakfgiure. Through his work with the
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organization, Sandusky had access to male youthwele in positions of vulnerability,
needing male role models and adults in whom theydctust. However, Sandusky used
his position with the university and The SecondeMd enact and abuse his power over
the boys, subjecting them to child sexual abuseesof which was long term. His time,
planning and effort is evidenced in his foundingrae Second Mile and exertion of his
dominance through his position (Pennsylvania Gang, 2011).

The proliferation of the Internet into private hasmushed against those barriers
faced by offline sexual predators. It afforded thgmeater access to sexually explicit
content, specifically child pornography. Throughsiof the 1900s child pornography
was restricted with images being difficult to obtand expensive because they were
produced locally (Wortley & Smallbone, 2012). Howeuvhe Internet “escalated the
problem of child pornography by increasing the amai material available, the
efficiency of its distribution, and the ease ofatessibility” (Wortley & Smallbone,
2012, p. 9). Computers became the conduit for “pectidn, viewing, storage and
distribution of child pornography” (Quayle & Tayld002, p. 332).

Furthermore, the advent of interactive online tpsigh as forums, chat rooms
and dungeons afforded sexual predators spacesrimgnicate with one another and
share images easily (Wortley & Smallbone, 2012)diAdnally, combined with the
aforementioned anonymity, these interactive toabwipled broader access to potential
victims. “Electronic text chat, which combines tiermanence of writing and the
synchronicity of speaking, is an entirely new moflauman contact created by the

Internet” (Zhao, 2006, p. 462). This dialogic matof social media permits a level of
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comfort in communicating in online public spacesle/simultaneously creating a need
for caution. “Plain electronic text, retractableesmn names, and noninstitutional email
addresses all contribute to the masking of a userésidentity, allowing individuals to be
in contact and in hiding at the same time” (Zh&@0& p. 463). Online sexual predators
are not only able to mask their true identitiegytban create and project to others any
identity they wish through text, picture and vid&dow, and increasingly in the future,
technology will let you make and remake your idgrait will—virtually. This
extraordinary, even revolutionary, development witdfoundly affect fundamental
societal values such as trust and reliability” (8ng 2011, p. 34). The ability to make and
remake one’s identity in social media opens the flmoonline sexual predators to
deceive and victimize children. The studies witthis dissertation address this
phenomenon. Across three studies we examined hbmemexual predators used
computer-mediated communications in social med@otyce and victimize children
within social media.

Study 1 of this dissertation contributes to underding (a) how online sexual
predators engage in discourse with potential chdtdms inside of social media, (b) how
those interactions are affordances of the socialianatilized for their creation and, (c)
how, within those afforded discourses, online sepuadators propagate the ideology.
When online sexual predators engage in discourdepstential child victims within
social media they attempt to impress upon thoddrem that sex acts between adults and
children are natural, acceptable behaviors. Thaslmjy runs in contrast to common

Western societal beliefs. This drastic differeneaneen the ideologies of online sexual
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predators and Western society and the impact tfies@hce can have on society’s
children merits further investigation of the medsars that online sexual predators use
to propagate their ideology.

The second study in this dissertation picks updiBeussion of the propagation of
an online sexual predator ideology within sociatmeThis study employed the view of
institutional logics and degrees of victimizatidirchildren inside of social media. The
findings of this study indicate that online sexpeddators do use and manipulate Western
culture institutional logics within social mediasdourse with potential child victims.
Additionally, they employ their own logic to movetiween their own acts of coercion,
degrees of cyber-victimization, children’s displdyailnerabilities, and the institutional
logics utilized by both. These results providegahore in-depth analysis of how online
sexual predators engage children in discourse nvgbcial media and, (b) through the
language of institutional logics and victimizatipropagate the ideology that sexual acts
between adults and children are both enjoyableaandptable.

In the third study of this dissertation, findingsicate that online sexual predators
do engage different language techniques withinodisse to navigate the spaces of
negotiated cyber-social realities within social mexbnversations with potential child
victims. The results culminated in five categowésanguage techniques employed by
online sexual predators within the spaces of naggticyber-social realities. Looking
across the groups of predatory communicative teglas reveals differences between the
online predators who (a) lead with a coercive @otwait for the potential child victim to

display a vulnerability or, (c) move the conversatio a degree of victimization almost
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immediately. The choices and use of language mesmarare fluid and dependent upon
the predators’ own acts of coercion, degrees oggyirtimization, children’s displayed
vulnerabilities, and the institutional logics wt#éid by both.

6.2 Contributions

The three studies contained within this dissenaslb aim to deepen the
understanding of how online sexual predators coandevictimize children within social
media. While each study contributes to the aimavitifferent level of analysis,
synthesized as a whole, the findings resulted gifé 6, a Matrix of Predatory Coercion
and Victimization of Children within Social MediAs previously noted, social media is
a discursive system, dialogic in nature (Dickey éwlis, 2010; Vasconcelos, 2007) in
which online sexual predators engage potentialagtAs such, institutional logics
(Thornton & Ocasio, 2005), predatory coercion (Aisd@, 2011), child vulnerabilities
(Selymes, 2011; Thacker, 1992) and the identifiegk€es of victimization (Study 2) and
negotiated cyber-social realities schema (Studyr@embedded in the text utilized by
the predators and children within social media.

The dialogic nature of online social media allow poedators and children to
utilize a variety of elements from the matrix dgricommunication. For example in
Study 1, predators who engaged in the predatorynaamcative technique of camouflage
relied on children’s displays of vulnerabilities ehthose who engaged in the predatory
communicative technique of trapping moved the diss® immediately to a degree of
victimization. An example from Study 2 was the eased use of state institutional logics

by some online predators in an attempt to ensatdakv enforcement did not catch them
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engaging in illegal sexual solicitation of childrefthin social media, while others
devoted more text to the institutional logics ahfly to secure the children’s trust and
move them toward agreeing to a face-to-face meetiastly, Study 3 revealed how
online sex offenders who employed the predatorymamcative technique of
camouflage were more concerned with assessmentftbarther categories of the

negotiated cyber-social realities schema.

=Community »Self-preservation
=Profession «Enticements
=Market sfssecsment
sFamily sFantasizing
«State =Control
~
«Power sReactance

=Social Control
slearned H Elp|E‘55r‘tE55j

= Activities Control
=|ntention Alteration

Figure 6. Matrix of Predatory Coercion and Victimization of Children
within Social Media

The matrix shown in Figure 6 provides a more desioe picture of predatory
coercion and victimization of children in social digethan currently exists within extant

literature. It demonstrates how online sexual pi@dantegrate multiple vocabularies
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(Burke, 1935; Berger and Luckmann, 1967; Loewenstenl, 2012) in the online
victimization of children. Identification of thes®cabularies could serve to strengthen
pattern recognition for algorithms in software gehtoward early detection of online
sexual predation and potential prevention of viaation of children through social
media. The following sections describe the speciictributions of each study
represented within the matrix.

6.2.1 Study 1 Contributions The research in Study 1 makes three significant
contributions to existing literature. First, theeus Critical Discourse Analysis to
examine predatory coercion and victimization otdard@n within social media is unique.
The notion of social media being a tool that onfanedators can use to propagate their
ideology lends a fresh perspective to the onlireglation literature. Online predators are
viewed as individuals seeking self-gratificatiorawver, this study provides evidence
that not only do these individuals espouse sintiidiefs, values and norms regarding the
acceptability of sexual acts between adults anidien, but they also propagate those
through discourse within social media. Secondlypdpéhe first Critical Discourse
Analysis study to be conducted on this phenomentrnmthe IS literature offers value
in utilizing critical methodologies to break dowangplex social phenomena in which
information systems play a role. The third conttibi of this study is the development
of three categories of predatory communicativerepkes. While previous research has
attempted to develop typologies of online sex afégs, none have examined transcripts
of conversations between online sexual predatatpatential child victims toward that

end. Thus, the actual observed behaviors in whitine® sexual predators engaged within
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social media to coerce and victimize children pdeva much richer data set and
strengthen these findings.

6.2.2 Study 2 Contributions.The research in Study 2 makes four significant
contributions to the existing literature. Firststis the first study to view online sexual
predation through the use and manipulation oftustinal logics. A common
understanding of predator coercion is that theg fopics in common with potential child
victims and use those to connect with the childfidre findings of this study show that
those common topics may be the institutional logaesiliar to both the online predator
and the potential child victim. Secondly, thishe first information systems study to use
institutional logics as a mechanism to analyzenenpiredatory coercion and
victimization of children. The results successfulgmonstrate how mechanisms such as
institutional logics that have previously been usedtudy organizational behavior may
also be applicable to study behaviors inside ofed@cedia. Thirdly, this is the first study
to propose the use of degrees of victimizationxemane the sexual content employed by
online sexual predators within conversations withdren. This expands the definition of
victimization to include the sexual content to whahildren are exposed within social
media as well as the offline sexual interactiort texurs as result of a social media
conversation. Lastly, this study presents an ojmralt model of cyber-victimization
logic. This model is a visual representation ofl{ayv potential child victims employ
institutional logics when displaying vulnerabilgiéhrough text in social media
conversations, and (2) how online sexual predaongage institutional logics to sense

those vulnerabilities and then use/manipulatetutsdnal logics to enact coercion.
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6.2.3. Study 3 Contributions.The research in Study 3 makes two significant
contributions to the existing literature. Firstistis the first information systems study to
apply a Grounded Theory approach to the phenomehoagotiated social realities
within online predatory coercion and victimizatiohchildren. As previously noted, two
studies applied qualitative methods (O’Connell, 20&illiams et al., 2013) but neither
were Grounded Theory or in the information systétasture. Also, these studies had
very limited data sets and narrow project scopasréfore, this study provides the most
in-depth analysis of predatory coercion and victiaion of children in social media
within the IS literature to date. Secondly, theutessof this study produced a unique set
of categories and subcategories of language tegbgsigmployed by online sexual
predators within the spaces of negotiated cybeiabkogalities during the coercion and
victimization of children within social media.

6.3. Limitations

As previously noted, Critical Discourse Analysisimethodology that is new to
the examination of dyadic conversations within abgiedia and to the information
systems literature. Thus, while the theoretical ehgaesented in Study 1 was valid for
the results of the employed method, further vaiateof its concepts and relationships is
needed. Study 2 was conducted as a method of funyestigation, but is based upon a
limited number of institutional logics, rooted inéatern culture. Because online sexual
predation is a global problem, more knowledge magpdquired through use of
additional and/or different institutional logicso Thove beyond the constraints of

Western culture institutional logics, Study 3 z#ld a Grounded Theory methodology to
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allow the data to reveal the categories of languageniques used by online sexual
predators in the coercion and victimization of @dreh. This provided a richer and more
in-depth perspective of the language used by opliedators. However, as social media
technologies continue to evolve and laws regardimijne sexual predators fight to keep
up, further evaluation of the phenomenon will beassary.

Additionally, while the data used for all threedies was validated by online
predator convictions in courts of law, the onliessal predators were talking with adults
acting as children. Though those volunteers weaiie¢d decoys who did their best to act
at the age they presented to the online sexuabjmedifferences may be evident and
enough to impact the results. The application efrésultant theories and models within
this dissertation to data sets of online sexualg@ conversations with actual children
would significantly improve the findings.

6.4. Future Research

The breadth of this phenomenon, as well as theadstand results presented in
this dissertation, point to multiple areas of ferthesearch. One item that is particularly
interesting across all three groups is the onleaial predators’ willingness to believe
that the individual with whom they are chattinghi being deceitful. Throughout the
conversations with children, online sexual predatye acting out deceit. They
manipulate truths, coerce and victimize childrethwi social media. Yet, they are so
desperate for an offline meeting in which to sgttbkir sexual cravings for a child, they
risk jobs, families, reputation, etc. Within thdfgeeservation category, across all three

groups of PCTs there are cases when the onlinebkpredator asked if he was ‘being set
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up’, if the conversation ‘is a sting’ or even iktkhild was really ‘a cop’. Even after all of
that, after the caution and expressed concermdtential victim need only say ‘I'm not
a cop’ or ‘l don’t want to get in trouble’ a fewntes and the online sexual predator was
back on track to try and realize the outcome otiaégratification with a child. It would
be interesting to study online sexual predatorst tregarding the Internet and the
individuals with whom they choose to engage. Tleisdvior goes beyond identification
of a victim to the ability of the online sexual gegor to be the deceived.

A technological and important avenue of study esdabtomated detection of
online sexual predators. The purpose of this linesearch is to develop detection
software that could identify online sexual predatsarly in dyadic conversations,
potentially preventing severe degrees of victimaatnd offline meetings between
online sexual predators and potential child victimswever, absent theories of predator
behavior inside social media, these types of mash@ndon’t capture the intricacies of
communication techniques used by predators to dgeethe power imbalances between
themselves and children toward their intentionsamal media’s role in those
imbalances. Another perspective that could impattern recognition of online sexual
predator behavior would be to study multiple cosaéipn transcripts of the same
predator with different Perverted Justice decoyss Would shed light on how individual
online sexual predators adapt their behaviors digrgrupon those of the children with
whom they converse. There may be some predatorstiioto a script and others who
modify their text based upon the child’s text. ltimg patterns of particular individuals

and comparing across individuals could help impralgerithms for pattern recognition.
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Understanding how predatory coercion takes platieinvsocial media could aid
in treatment of victims and rehabilitation of preata, as well as improved educational
programs for children and parents/caregivers. Caengarogrammers have the challenge
of not only creating systems which can identifysttyipe of coercion within the discursive
system of social media, but also to alert potemiiEims and adults/caregivers when the

discourse has been recognized as predatory.
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