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KYBERNETIKA — VOLUME 56 (2020), NUMBER 2, PAGES 340-362

EVENT-TRIGGERED CONTROL OF CYBER-PHYSICAL
SYSTEMS UNDER ASYNCHRONOUS DENIAL
OF SERVICE ATTACKS

HUAYE PENG, CHEN PENG, YONG SHAO, AND DELIANG ZENG

This paper addresses event-triggered control cyber-physical systems under asynchronous
denial of service attacks. First, a general attack model is given, which allows us to conveniently
model the asynchronous denial of service attacks within measurement and control channels
in a unified framework. Then, under a delicate event triggered communication mechanism,
a refined switching control mechanism is proposed to account for various attack intervals and
non-attack intervals. Furthermore, sufficient conditions are derived for guaranteing the input
to state stability (ISS) of the resulting closed-loop system. Finally, a simulation example of
unmanned ground vehicle (UGV) is given to demonstrate the validity of the proposed main
results.
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1. INTRODUCTION

In recent years, due to the computer’s computing processing capabilities and the long-
distance communication capabilities of communication networks, cyber-physical systems
that combine computing sources, communication networks, and physical objects have
received increasing attention [5l 14} 26, 27, 33]. Numerous practical applications, such
as smart grids, water distribution systems and unmanned ground vehicles, have testified
the prospects of cyber-physical systems in modern critical infrastructure. However,
due to the openness and insufficient protection of various communication networks [34],
the reliability of communication is generally difficult to guarantee during the operation
and control of the physical object. It is thus possible that real-world attackers can
launch malicious cyber attacks on the network medium [7]. The occurrences of cyber
attacks can often lead to damages or even collapses of physical objects [23, 20]. This
has been fully demonstrated in recent years such as the StuxNet computer worm [6] and
the Ukrainian blackout [16]. Therefore, the security control problem of cyber-physical
systems has received intensive attention in recent several years, see, e.g., [T, 2] [3 2]
and the references therein.
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Among the many types of cyber attacks, there are two main categories that have been
widely studied: false data injection attacks and denial of service (DoS) attacks. There
are fruitful results dealing with such a type of attacks in different cyber-physical systems,
see, e. g., [, 10, 15, BI], B2] and the references therein. The latter is a more common and
easy-to-implement type of attacks, mainly causing congestion in the communication net-
work and resulting in prevented data exchanges or data losses among distributed system
components [27, B5]. DoS attacks can either interrupt the sensor channels [18], block
the acquisition of sensor data, or block both the sensor channels and the controller chan-
nels [27]. As testified by the networked control literature, an event-triggered mechanism
provide an effective and efficient solution for reducing the frequency of sensor/controller
data packet transmissions or updates [8 9] [T}, 19] 22| [30], thus potentially contributing
to the saving of limited communication resources in practical networked systems. There
is no doubt that employing suitable event-triggered mechanism to deal with DoS at-
tacks for practical networked systems is also an interesting research topic in the control
society [I3} 25]. For example, to combat DoS attacks with limited energy, a resilient
trigger mechanism is designed for load frequency control (LFC) in [24]. An observer-
based event trigger control mechanism is proposed in [I2] under consideration of the
periodic congestion attacks. However, the above results require that the DoS attacks
occur at the same time when data are transmitted over the communication channels
from the sensor to the controller and the controller to the actuator [29], thereby leading
to the so-called synchronous DoS attacks. From the perspective of the system designers,
such a requirement may facilitate the analysis and design of practical networked systems.
However, this may also increase the detectability of such attacks and thus the possibility
of being removed by the system designers, which violates the intension of a real-world
cunning attacker. A more practical scenario is that a sophisticated adversary launches
asynchronous DoS attacks on the sensor-to-controller communication channel and the
controller-to-actuator communication channel to disrupt the data exchanges. How to
further the research of secure control for practical cyber-physical systems motivates the
current study.

Under consideration of the asynchronous attacks in the communication channels from
the sensor to the controller and the controller to the actuator, a unified model for
asynchronous denial of service attacks is firstly established, which is inspired by [27] and
[12]. Then under a carefully designed event-triggered communication scheme, a refined
switching control mechanism is proposed to deal with the attack interval and non-attack
interval respectively. Two sufficient conditions are further derived for guaranteing the
input to state stability (ISS) of studied system. Compared with some existing works,
the main contributions of this paper are summarized as follows:

1) An asynchronous attack model has been introduced to make the attack model more
general. For the asynchronous DoS attacks in the measurement channel and the
control channel, it is equivalent to replace it with the DoS attacks in the control
channel; and

2) Two sufficient conditions have been derived for the analysis and synthesis of the
studied system under DoS attacks by using an new Lyapunov functional. Different
from the open loop control in [I2], in this work, the control inputs are kept as the
last received data until there are new arrived data.
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Fig. 1. Block diagram of closed-loop system.

Notation. We denote by R™ the set of n dimensional real vector. Given o € R, we
let Ry (R>,) denote the set of reals greater than (greater than or equal to) a. Given
v € R, |lv|| is its Euclidean norm. We let N denote the set of natural numbers and
denote Ny := NU {0}. Given a matrix M, then ||M|| is its spectral norm. Given two
sets A and B, we denote by A\B the relative complement of B in A. And we denote
[0, = SuDseiog {w(s)} and [lo(t)]l, = sup_p<peola(t + 0), i(t + 0)}.

The remainder of this paper is organized as follows. In Section 2, we describe the
framework of the system and the formulate of the control problem. In Section 3, the
stability of the closed loop system is analyzed. In addition, the trigger matrix and the
controller gain matrix is obtained by solving a set of LMIs. In Section 4, the effectiveness
of the proposed control strategy is demonstrated by a practical example. The conclusions
are drawn in Section 5.

2. PROBLEM FORMULATION
2.1. System equation

The schematic of a cyber-physical system under asynchronous DoS attacks is shown in
Figure 1, where the system model is given as follows:

#(t) = Az(t) + Bu(t) + w(t) (1)

where z(t) € R™ is the state vector, u(t) € R™ is the control input, w(t) € R™ is an
unknown disturbance. A, B are matrices of appropriate size. Throughout this paper, we
assume (A, B) is controllable. The sensor and the controller are connected to each other
by the network, as are the controller and the actuator. The state feedback is concerned
in this paper, so the sensor directly measures the state vector of the system.
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2.2. Event trigger mechanism

In this work, we employ the following event triggering mechanism [17]:
pi+1h = pjh + it {lhle ((p; + )h)Qe((p; + 1)) > oz’ (p;h)Qa(p;h)} (2)

where h is the sampling period of sensor, e(t) = z(p;h) — x(t), Q is a positive definite
weighting matrix, and o is a preselected constant. The successfully received control se-
quence at the actuator is described by the set S; = {0, t1h, t2h, ...t h}, the transmitted
sequence is described by the set Sy = {0,p1h,pah,...,p;h}, We can obtain S; C Ss,
and S5 = {0, h,2h,...,nh} is the set of the sampled sequence.

As shown in Figure 1, the sensor sends data to the remotely located controller through
the communication network for calculating suitable control commands, and then the con-
trol commands are transmitted over the communication network again to the actuator so
as to act on the physical system (plant). In this paper, we assume that the transmitted
data is received immediately without delay. The control input applied to the process
can be expressed as

v(t) = Kax(tih),t € [tih, ty 1 h) (3)

u(t) = v(tih), t € [tih, ti 1h) (4)

where K is the state-feedback matrix, v(t) is the controller output, t;h(i = s,c) repre-

sents the successful sensor (s) or control (¢) update instants sequence, respectively. Since

the controller receives the sensor datas only at each triggering time, it is simultaneously

transmitted to the actuator, so the actuator only receives the controller outputs at the

triggering time. Then we have {t{} C {¢;}. In this paper, only the actuator could hold

the control input, so the sensor sending data unsuccessfully is equivalent to the sensor

sending successfully but the controller failed to send the data. So let t;h be the instants
sequence when the actuator last successfully received the data. Then we get

u(t) = Kz(tph). (5)

2.3. General DoS attack

Let {hn}, ¢y, denote the sequence of DoS off/on transitions, i.e., the time instants at
which DoS exhibits a transition from zero (communication is possible) to one (com-
munication is interrupted) [27], 7,, represents the nth DoS attack duration. Then we
have

Hp = [hn, b, + 0] - (6)

For a period [7,t],7 € [0,1), it can be divided into the following subintervals

E(r,t) = |J Ha[ ). 1] (7)
n€Ng

O(r,t) := [1, t\E(7, 1). (8)
Where Z(7,t) is the sum of all attacked periods within [7,¢], and O(7,t) is the sum
of all unattacked periods within [7,t]. However, due to energy constraints and other
constraints, it is assumed that the attack is not arbitrary, as in [27], introducing con-
straints on attack duration and frequency. Let n(7,t) denote the number of DoS off/on

transitions occurring on the interval [7, t)
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Assumption 1 — (DoS Duration): There exist & € R and T € R4 that
t—T
E(r,t)] < —_— 9
B0l < s+ o )
Assumption 2 — (DoS Frequency): There exist n € R>o and 7p € Rua that

t—T

n(r,t) <n+ (10)

D
where A < tpy1h —tph, k € Ny.

Remark 2.1. Duration and frequency of occurrence are the main features of the attack.
The longer the duration, the longer the communication channel is blocked, and the con-
straint duration cannot be long enough to completely block the communication channel.
T indicate the ratio of the attack duration to the discussed duration. Another constraint
is that for the frequency of occurrence, the constrained frequency must not be greater
than the frequency of data transmission. Otherwise, each data transmission may just
be attacked, resulting in no data transmission success. So, 7p means the approximate
period of attack.

2.4. Asynchronous DoS attack

The above attacks are only for one communication channel. However, the actual system
has two communication channels, one is from the sensor to the controller and the other
is from the controller to the actuator. Especially when the attack is not synchronized,
it is necessary to establish an asynchronous attack model.

For asynchronous DoS attack, the measurement channel and the control channel are
attacked separately. Then

H, = by, hy + ) Hy, = [he, by + 7] (11)

represent the attack duration of the measurement channel (sensor-to-controller) and the
control channel (controller-to-actuator), respectively. And as long as any channel is
attacked, the packet will not be received successfully. Then let

W= U (12)

denote the total time period during which any channel is attacked.
According to assumption 1 and assumption 2, we have

t—T1 t—T1

|ES(7—7 t)| <K+ 7,“5(77 t) < m + 1 (13)
T1 Tp

_ t—T1 t—T1

“:‘C(Tv t)| < kK2 + 7;77@(7_; t) < n2 + 2 (14)
T2 TD

where E;(7,t) and n;(7,t)(i = s,c) represent the attack duration and the number of
attacks of the sensor channel or the actuator channel in time period [r,t), respectively.
Then we have

O S E D+ B0l = () 4 (- 7) (4 7) (9
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and
1 1
nx(7,t) < ns(7,1) + ne(r,t) < (o +m2) + (¢ —17) (1 + 2) (16)
™ b
where Z,(7,t) and n.(7,t) represent the duration and the number of attacks after merg-
ing the two channels, that is, attacking any one channel is considered an attack on the
network. Let

/i*:nlJrng,Ti*:TilJr% (17)
and
1 1
77*27714-772,%:%—#%. (18)
Then we get
B (rt)] < o+ T (19)
and
(7, 8) < mu + _* (20)
D

Since the combined overall attack has the possibility of simultaneous attacks on two
channels, the duration overlap rate A and the attack occurrence merge rate  are defined
for this purpose. The duration overlap rate A represents the ratio of the simultaneous
attack duration of two channels to the duration of the attack of the two channels. Let

|Zs(7,t) NEL(T, 1)
Es(T, t)l + |EC(Ta t)|

A7 t) = (21)

and the attack occurrence merge rate ¢ is the ratio of the number (7, t) of overlaps to
the total number of attacks. We have

n(r,t)
ns(T,t) + ne(r,t)

p(7t) = (22)

Then we get

=m0l < (0= A (e + ) (23)

w0 < (1= ptr0) (n+ 7). (24)

D

Define the occurrence time {h;, }, ., of the overall attack and the corresponding duration
7. Then we have H} = [hX, bl + 7.7].

2.5. Period division of switched controller under DoS attacks

Packets sent over the network may not all be successfully received [27], so the time
period is divided into two parts, in which the controller is switched, they are O(r,t) and
E(7,t) respectively and we use Z,,, and W,, to represent the two parts, where

E(r,t) = U Zm, N [1,1] (25)

mENg
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O(r,t) := U W1 N [T, ] (26)
mENg
Ly = {Cm} U Km; Cm + Um] (27)
W = {Cm + 'Um} ) [Cm + Um, Cm+1] . (28)
Let -

Hy, o= {hp} Uy, by + A+ Ay (29)

where 0

T, if S, =

An = { tsup{kENo:kesn} — hy, otherwise, (30)

A,

{0, ifS, =0

Agup{keNo:kes,}, otherwise, (31)

where S, = {k € No|lpx € H:} and Ay = pry1h — prh. A, represents the length of
the attack duration in each of different situations. A,, means the additional affected
duration under the attack if there is a triggering in the attack duration [27]. Then we
have

Co := inf {prhlpch > h, prh € Hg} (32)

Gt = inf {prhlpeh € o B > Gy B > By + Ant + Ay} (33)

which means that the first triggering instant in the attack time period is taken as (,,, m €
Ng. Then, let
VUp = > [ \H - (34)
n€Ng;
nCm <hy <Cm+1

Since H¥ and H} 41 may have overlapping portions, in order to separate the overlapping
portions, the overlapping portions of H;, and H}; , | are removed in vy,, that is, the length
of Z,,.

Divide the period by the instant when the trigger data is successfully received. We have

Fr = [tkh,thrlh),k € Ng. (35)

Remark 2.2. In the time period Z(7,t), due to the DoS attack, although the trigger
mechanism does not change, the actuator does not receive the triggered data, so the
time interval between the two actual received data will contain multiple trigger instants,
although they are triggered and transmitted. It can be seen from the above that the
starting moments of W,,, must be the triggering instants when the actuator successful
received the triggers, and the starting and ending instants of Z,,, are also the triggering
instants.

We define p; as the maximum trigger interval when ¢ € W,,, and b is the largest
trigger interval for two successfully received triggers, which is also the maximum duration
of the attack.
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For the jth trigger instant in the kth successful trigger interval F, denoted by ¢y ;,
then we use

Frj = lthjhtrejrih) tey > thyte i <t (36)
denote the trigger interval for each of the unsuccessfully transmitted triggers, where
tro = tg.

2.6. Event triggered control model under DoS attacks

Under consideration of cases with or without attacks, the event-triggered control scheme
can be given as

i) :{ Ax(t) + BKx (tgh) + w(t) t € Wy, (37)

Az(t) + BKyx (tph) + w(t) t€ Zn,

where K7 and K5 are the controller gains need to be solved and W,,, and Z,, are given

in and .

The objective of this paper is to design an event-triggered control scheme, such that
the resulting closed-loop system is input-to-state stable under the DoS attacks. For
completeness, the definition of input-to-state stability is given as follows.

Definition 2.3. Let ¥ denote the system resulting from , then system ¥ is said to
be input-to-state stable (ISS) if there exist a KL-function 8 and a K-function =y, for
each w € L, that [27]

z(t) < B (x(0),t) + 7 (lwt)ll ) (38)
for all £t € Ry

3. MAIN RESULTS

Before give the main results, the follow lemma, which is helpful for deriving the main
theorem, is presented.

Lemma 3.1. Given the feedback gain K and trigger parameter o, for the system ,
if for some prescribed constants «o; € (0,00), v; € (0,00), there exist symmetric positive
definite matrices P;, Q;, R; and matrices X; (i = 1,2) of appropriate dimensions such
that

Y1 <0, §R1 >0 (39)
Yo < 0, §R2 >0 (40)
where ~
H1 * R1 *
Z - ?R = ~
! [ mBRiFy —Ry ] T { X1 Ry ]
Hg * RQ
E = y §R = ~
2 [ poRoFy  —Ro ] ? { Xo R ]

~ _ R1 * ~ R2 *
— a1 1 —
Ri=e {0 3R1],R2[ }
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X1 X2 Xo1 Xoo
X: X:
= e

Xaoz Xoy
I H%l * * * * x ]
21 22
H%l H%2 23 * : )
I, — Iyt Iy 1LY * * *
H‘l11 H‘l12 H%g H‘l14 * *
MNP TP I Ip s
Hffl 0 0 0 0 H?G
I H%l * * * * x ]
3t 132 o« * * *
I, — Hgl ng H§3 * * *
2Tl oyt om? omOP omdt o« o«
51 52 53 54 55
I3 1132 II3° II3* 115 *
Hgl 0 0 0 0 Hgﬁ

H%lzalPl + ATP1 + PlA + Q]_ — 4R1€_a1p’1

O = —Xy1 — X192 — X3 — X14 — 2Re” 111

H%2 :Xll 7X12+X13 7X14+X1Tl 7X1TZ+X,11;3 7X11;178R1€7041'u1 +(O’*1)Q
I3 = K{BTP + X11 + X12 — X135 — X14

H?2 = —X11+ X2+ X153 — X14 — 2R1e~ 1M1 1 Q)

133 = —Qre M1 — 4Rje~ 1 — Q T = 6Rje~ MM

032 = 2XL + 22X + 6Re~ v TP = —2XT, + 2XT,

I = —12R e~ TI3Y = 2X 3 4+ 2X14

52 = —2X13 + 2X 34 + 6Rje” #1133 = 6Rye” 1t

H‘rl)4 = —4X147H?5 = —12Rje”@1H1

' =P, 0 = -y, =[ A 0 BK;y 0 0 I |

M= ATP, + PbA+ Qo — aoPy — 4Ry

3! = — X5 — Xoo — Xo3 — Xos — 2R,

032 = Xop — Xoo + Xoz — Xoy + X5 — XL + XL — XTI, -8R,

I3 = KI'BT P, + Xo1 + Xoo — Xog — Xoa

132 = — X1 + Xoo + Xo3 — Xo4 — 2Rs

3% = —Qqe® — 4Ry TI4* = 6Ry, 1152 = 2X 1, +2XT, + 6R,

032 = —2XZL +2X7T 3% = —12Ry, T3 = 2Xo3 + 2Xoy

M52 = —2X53 4+ 2X04 + 6Ry, 1152 = 6Ry, T15* = —4 Xy

3% = —12R, II§' = P, NI§¢ = —yo, Fb=[ A 0 BK, 0 0 I ]

then we have

Vi(t) < emnl=mmemy (G, + o) +73wT<t>w(t> t € Wn (41)
Va(t) < eI Vs () 4+ yae®2 )T (w(t) € Zn,

where y3="71/a1,71="2/q.

Proof. See Appendix. a

Base on Lemma 1, we now state and establish the following stability analysis result.
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Theorem 3.2. Given the feedback gain K and trigger parameter o, for the system ,
if some prescribed constants k;,1;, Th, Ty, 6;, ¢1(i = 1,2) satisfying

(1 + as) n @ (¢1 + ¢2)
T hH

o] > (42)

where @ = 1 — ¢, and there exist symmetric positive definite matrices P;, @;, R; and ma-
trices X; (i = 1, 2) of appropriate dimensions satisfying and and the conditions
below are satisfied

P1§52P2,P2§6¢1P1 (43)
Q1 < 02Q2,Q2 <0101 (44)
Ry <62R2, Ry <011 (45)

then the system under the asynchronous DoS attack is ISS.

Proof. See Appendix. O

By Theorem 1, we now provide the following theorem for the co-design of the con-
troller feedback gain K, and the weighting matrix 2.

Theorem 3.3. Given the trigger parameter o, for the system 7 and o, (i = 1,2) sat-
isfying 7 if for some prescribed positive constants ~;, d;, w;, 6;, there exist symmetric
positive definite matrices T;, Q;, R;,); and matrices X1, X2(i = 1,2) of appropriate
dimensions such that

5 <0,R >0 (46)
3 <0,R2 >0 (47)
-0, Ty —enTy T
[ T -7 :| <0, [ T, —T <0 (48)
—05Q» T —61Q1 Ty
[ T, wiQ1 — 2w Ty } =0, [ T, w@3Qy — 2w Ty =0 (49)

752R2 TQ 7611?1 Tl
{ T 9%R1—291T1}§0’[ T 9332_292@}50 (50)

where

= 1:[1 * — :Rl *
S = L T I e
' {ulFl ~T1R; m} ' [Xl Rl}

= 1:[2 * A :RQ *
E - — =_1/ % — v =
2 |: ,LLQFQ 7T2R2 1T2 :| o2 [ X2 R2 :|
= _ Ry x = Ry  x
— QL1 _ — _
w0 h e [0k
X — ):(11 ):(12 . — X21 822
P X Xu
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I 1:[%1 * * * * x ]
21 22
I17 l:[1 k * * *
o — 3t H?Q H“;’B * * *
R D T E L 1 E oD Ve
Hol H?2 H??’ H?4 ?5 *
H?l 0 0 0 0 ?6
I H%l * * * * * ]
21 722
1:[2 1:[2 ok * * *
f, — Hgl ng H§3 * * *
2Tl Oyt MmO mdt o« o«
51 52 1753 54 155
- 13 12 I 2 *
Hgl 0 0 0 0 SG

ﬁ%lzalfl + ATT1 + TlA + Ql 4R16_a1“1
O3 = —Xy; — X2 — X13 — Xy4 — 2Rje” 1t
H1 —X117X12+X137X14+X11 X1TQ+X13 X578R1€*CX1#1+(0-71)Q
HSI YIBT + X151 + X120 — X153 — X1a

=—X11+ X2+ X153 — X1a — 2Rie” 1 4+ ()

[ — — Qo1 — 4R c-o1m — O, T3 — GRye o

=L
|

2 = 2X{) + 2X{, + 6Rye~ 111, H43 = —2XL +2X7
II{* = —12Rye~ 1 113 = 2X15 + 2X 1y

H?2 = 72X13 + 2X14 + 6R1€70&1“1 H53 = 6R e~ A1kt

1:.[51)4 = —4X147H1 = —12R1€ a1

' =1, % = —y, i =[ ATy 0 BY; 0 0 Ti |
1:111 = ATT2 + TQA + QQ - 042T2 4R2

1:[21 = —Xo1 — Xoo — Xog — Xog — 2Ry

1:[%2 = X1 — Xoo + Xog — Xou + X21 XL+ XL — X1, -8R,
1:131 = YQTBT + Xo1 + Xoo — Xo3 — Xoa

132 = —Xo1 + Xoo + Xo3 — Xoq — 2Rs

Hg3 = —Qzeazh — 4R2, ﬁ%l = 6R2

M2 — 92X, + 2X7, + 6R,, 1143 — —2X2, + 2XZ,

3% = —12R,, TI3! = 2 X3 + 2X04

M52 = —2Xo3 + 2Xo4 + 6Ry, 1133 = 6 Ry, T15* = —4 Xy

H55 = —12R2,1:.[gl = TQ,HS6 = —’YQ,FQ = [ ATQ 0 BYQ 0 0 TQ ]

then the system with )
K, =YT; Y Ky = YoT, (51)

is ISS in the presence of asynchronous DoS attack.

Proof. See Appendix. a

Remark 3.4. Since the matrix inequalities (46) and (| . ) contains the nonlinear term
~T;R;'T;(i = 1,2), the basic inequality —TR~ 1T < w?R—2wT,w > 0 can be used to
linearize the nonlinear term, making it easy to use the LMI toolbox.

Remark 3.5. For the selection of the parameter §;(i = 1, 2), the idea in [2] is adopted.
Since the theorem 1 must be satisfied, that is 8, > 0, notice that the [, is a monotonic
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increasing function of a; and is a monotonic decreasing function of asg, so a; should
be chosen as large as possible while as should be chosen as small as possible, until the
theorem 1 are feasible. The (3, is a monotonic decreasing function for both §; and ds,
therefore, multiple attempts are required to arrive at the suitable values.

4. AN EXAMPLE

In this section, a practical example is utilized to demonstrate the effectiveness of the
proposed method. Let the physical plant in Figure 1 be an unmanned ground vehicle
(UGV) under DoS attacks [18].

X X

Open-loop State Responses

L L L L
0 5 10 15 20 25 30
t(s)

Fig. 2. State response of open-loop system.

A simplified linear dynamic model of the UGV system is described as

G=lo s llE ] Lg Jrmo o

where x and v are the states of the UGV corresponding to position and linear velocity,
respectively. M and b denote the mechanical mass and translational friction coeflicient,
respectively. The force F is the input and the disturbance w(t) is introduced. For
M =1,b= 0.5, then we have

e[b Ao [2]

Setting w(t) = 0.1e7 %t sin(t), h = 0.01s, 0(0,t) = 0.5, A\(0,¢) = 0.5, k= 2,7, = 1, T}, =
10,75 = 50,A, = 0.5, = 1 and choose o = 0.02, then we let a;= 0.6,a0= 4, which
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w

Close-loop State Responses
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Fig. 3. State response of closed-loop system in the presence of DoS

attack.
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—#* successful triggers
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[]DoS attacks
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S
w
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Fig. 4. Release instants and release intervals.
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satisfy theorem 1. Then solving the LMIs in theorem 2, we obtain that

Q= [ ig:gi 14431‘_5347 ] Ky =] —-045 —0.825 | , Ky =[ —0.005 —0.013 ]. (54)
The initial conditions are taken as zg = [ 4 8 ]T and the simulation time is assumed
to be 30 s. In the presence of the DoS attacks, the state responses of the open-loop
system, the state response of the close loop system, the release time intervals between
any two consecutive release instants are depicted in Figures 24, respectively.

From Figure 2 we could see the original system is not a asymptotically stable system.
With the proposed controller, the close-loop system’s state response is depicted in Fig-
ure 3, the states are asymptotically convergent over time. In Figure 4, the triggering
instants are illustrated. The triggering instants might be dropped due to DoS attacks,
that forced event generater to trigger immediately when attacks leave. The whole sys-
tem is input-to-state stable. It proved that the proposed event triggering mechanism
can be tolerant to some dropouts of the transmitted packets in the presence of the DoS
attacks.

5. CONCLUSION

In this paper, we proposes an asynchronous DoS attacks model, which is analyzed by
an equivalent synchronous attack model. The event-triggered transmitting mechanism
is used to submit control signals and to maintain the most recently received data. By
improving the Lyapunov functional of time-delay analysis, the sufficient conditions for
the stability of the system under the asynchronous DoS attacks are given. In the future
work, we will further study the observer-based feedback control under asynchronous DoS
attacks. The event-triggered H, filtering problem under such a type of asynchronous
DoS attacks also a potential future topic.

6. APPENDIX
6.1. Proof of Lemma 1

Construct the following piecewise Lyapunov functional for system :

1% (t) te W
vie) = { Va(t) t€ Zn (55)
where
Vi) = 27 () Pra(t) + / 27 (8)e= 1 =9y 2(s) ds
bl (56)

t s
+ 1 / / i (s)e” 1= R i (s) dfds
trh Jt—pa
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Va(t) = 2T (t) Poa(t) + / h”(s)e‘”(“)@ax(s) ds

+uz/ / )e@2(t=%) Ryi:(s) dfds.
trh Jt—po

Where p1 and ps are the maximum successful reception intervals when t € W,,, and
t € Z,, respectively. Then we have

Vi(t) < — aqVi(t) + arzT () Pra(t) 4+ 27 (1) Prac(t) + a7 (8) Py (t) + 27 () Qux(t)
— " (tph) Qe a(tyh) + pia" () Rud(t)

(57)

t 59)
—e M (t — i7(s)Ryi(s)ds
(= th) [ TR
and
Va(t) <aoVa(t) — aga™ (t) Pyx(t) + &7 (t) Pox(t) + 27 (8) Poic(t) 4+ 27 (£)Qax(t)
T h 2. T : b . (59)
— 2" (th)Q2e**" " x(tph) + pzd™ (t)Rex(t) — (t — tkh)/t hx(s)Rgx(s) ds.

We now consider the following two cases.

Case 1: when t € [ + Um,Cm+1), there is no attack. We now first divide the time
periods. Let

kmin = {kltkh = Gm + vm}, kiffax = sup{kltph < (mi1} (60)
then we have
Fh=[th+ (1= Dh,tgh+1h), 1€{1,2,..., %}, k € [kl k] (61)
where v, = inf{l|(tx, +1)h > tg41h or (tx +1)h >ty 1h}. Let

t —tyh,t € F}
t—tyh—h,t € F}

me(t) =9 . (62)
t—tyh— (v — 1) h,t € F*

and for each k € [k, kM ], we have

min’ ‘max

—(t —tyh) /tkh (s)R12(s)ds= — (t — trh) /t e %(s)R14(s)ds )

t=n ()
— (t —trh) /t (s)R14(s)ds

rh

Using the inequality in [28] and [36], we have

t— tkh s)R1x(s)ds—(t—tih Fnk ) S)R1z(s)ds < — (t tkh)AT R1A11
tw (t

Mk (t)
et (AR ] [ B XC ][ A
(t—uh)’ink(t)Al?RlA”g {Aﬂ] [Xl R, A1p
(64)
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where ~ .
R, X
[Xl 7 } >0 (65)
and
I =T 0 0 00 - [R 0
A“{I I 0 —2I 0 0]51(“’]%1[ 0 331] (66)
0 I -I 0 0 O | X1 X
me=o 1 70 o ]amx=| ¥ g (67
where
:ETS CETS T
f(t):[mT(t) (=) T (k) [l o B ds [0 s wT(t)} .
(68)
Let -
o R1 *
- (69)

using the event-triggering condition , we have
(@(tkh) — 2t = ()" Q ((teh) — 2t = ne(1)) < o’ (th)Qa(txh)  (70)
then we have
Vi(t) < —anVi(t) + €7 (t) (I + @2 FF RiFY) &4(8) + mw? (Hw(t). (71)
Applying the Schur complement, when the inequality is satisfied, then we can obtain
Vi(t) < —aaVit) + mw” (tw(?). (72)
Due to the arbitrary of k, when ¢t € [(;, + U, (m+1), then we have
Vi(t) < em =m0V (G 4 vm) + y3w” (£)w(t) (73)

where y3=v1/a;.

Case 2: when t € [(n, (m +vm), there are DoS attacks so the network might be blocked.
Then following the similar steps as the ones in the proof of case 1, we let

an = {j|tk7jh = tk—Hh = Cm =+ Um} (74)
then we have
T =lteih+ (= Dhtyh+1h), 1€{1,2,...,v;},7 € [0,55) (75)
where i, ; = inf{{|(tx; + )h > tx j+1h}. Let
t =ty jh,t € Fp
t— tk’jh —h,te ]:]?J
i) =1 (76)

t =ty jh— (e — 1) ht € FN
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for each j € [1,5%), we have

t t—7r,;(t) -
- h/ #(s)Rat(s)ds — h/ #(s)Ro(s)ds < fLAQTleAgl
t

—Tk,5(t) tph Tk,j(t) (77)
T 1T r1 H T
o h ampoa, < | A Ry X, A
h— 1 (t) are = AZ, Xo Ry Aso
where . -
Ry X,
[X2 i } >0 (78)
and
I -I 0 0 00 = [Ry 0
Aﬂ_{] I 0 —21 0 0 ]52“)’R2_[ 0 3R2] (79)
0 I -I 0 0 O | X1 Xao
Az = [ 0 I I 0 =210 } &2(t), Xo = { Xos X } (80)
where
Ty=[2"0) a7t —m;(t) a'(tch) ; )
t 2T (s t—T7p,; (t) 2T (s
ﬂ—fw(t) T,c,j((t)) s tk.hk] (tfgtkh)(fzk’j(t) ds  w'(t) } .
Then we have
Va(t) < asVa(t) + & (t) (Iz + p3Fy RoFs) &(t) + yaw” (Hw(?). (82)

Taking the Schur complement, when the inequality is satisfied and due to the
arbitrary of j, when ¢t € [(, (n + Upm), then we can obtain

Va(t) < eIV () + ae2 0w (tuw(t) (83)

where y4=72/as.
From the above analysis of cases 1 and 2, the conditions and guarantee the
inequality is satisfied. The proof is thus completed.
6.2. Proof of Theorem 1

Choose a piecewise Lyapunov functional V(t) as Lemma 1. According to , and
(45)), it follows from Lemma 1 that:

2

Vi(t) < 8aVa(t), Va(t) < (Z) elertenin g Vi (t) (84)
1

when t = (,,,, t — tph < pq is satisfied. Then we have

2
Vi (G -+ 0m) < 82V (o + 1n)s Vo) < Vi (G)n (ﬁf) elrtoin  (g5)
1
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Then in time period [0, {;], we have

357
V(G) = Va(Cy) < e 0062l E0.6)]| gna(0.6)(814+2) 7, (0)
i (142 3 Ot @ o2 ) ne Gt @40 | ()2 D)
meNop;
m<Cp
where Vi (t) = max{Vi(t), Va(t)}, 7« = max{vys,v4}, #1 = 2 (In po
+11’151, ¢2 = 111(52.

Inpn) + (a1 + az) i
When t € Z,,, we have from

V() < DNV (Gy) + . We [fu(d)] (87)
Since B B
12(0,8)] = |2(0,¢p)| + t — ¢py 1 (0,) = 14(0, ) (88)
we have
V(t) < 67041‘@(O,t)|6a2|§(0,t)‘en*(O,t)(¢>1+¢2)V(O)
o Z —cn|@(Cm+vm,t)leaz|E(<m,t)|€n*(<m,t)(¢1+¢z)] lw()|. .  (89)
meNp;
Cm <t
Then when t € W,,,, we have
V(a() < e mmemnen eV (2 () (90)
Notice that
20.0] = v +[20.6)]100.0] =1 =G =0 +00.G) gy,
n.(0,t) = n.(0,{p) +1
we can get
V(t) < —a1[6(0,6)] ;2| 2(0,6)] nac (0 t)(¢1+¢2)V( )
Fyl 42 Z =1 [OmFvmt)| gz |E(Gm O gne (G ) (@1462)] |10 (2) | (92)
meENg;
Cm<t
Since that
Za (7 0)] < [Eu(m, )] + (1 + nu(7, 1)) A (93)
where A, is the maximum trigger interval during the attack
Then we have
= t— t—T
01 < A=A+ 70 + (140 - plm)n + =)
™D
= A(7,t )F»* (1+ (1 =o(r,1))n.)AL)]
(L-A(11)  (1=p(r.h)A, (94)
TB
_ t - T
=Rk(7,t) +
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Where &(7,t) = (1 = X7, 1)) ks + (1 + (1 — (7, ))1:)AL),1/T(7,t) = (1 — X(1,1))/T\ +

Um,

(1= (1) As/7p.
Then the maximum attack duration is denoted by v, , that
(Cms G + 07

IZ(Cms G+ V)| < B(Cmy G + 08, + 7

= v < E(Cm, Gn + U, + U (95)
"= e " T(Cm7<m+v’;kn)
: v;kn S '%(Cmagm +Um)T(<m7Cm +Um)
T(Cm, Cm + 'U;kn) -1
Since F¢
(G, t)| < R(Cmyt) + =2 96
2 G ] < R ) + (96)
and - -
|@(Cm+vm7t)|:t_Cm_|E(<mzt)| (97)
v (a1 +as) 961 +a)
_ _ o]+« p +
o = (1 + 2) R+ (1 + §2) @, o = ag — 2202 PAPLT R (g)
T Th
where & = (0,t) ,@ = ¢(0,t) and T = T(0,1).
We have ~ ~
o~ 01]0(0.8)] ya2|E(0,0)] . (0,6) (1 +¢2) < OBt (99)
and
Z o~ 01 [OCm+vm b)| go2|E(Cm )| g1 (G ) (1 +2) < Z % o= Bx(t=Cm) (100)
meENp; meENg;
Cm <t Cm <t
Since that
t = Gm = Tpna (G, t) — TD7x (101)
we have
Z B_B*(t_<m) S eﬁ*TBm Z e_ﬁx‘an*(Cmvt). (102)
meENp; méeNp;
Cm <t Cm <t
Let m(t) = sup {m € Ny|(n < t}, we get
m(t)
Z eiﬂ*TEn*(Cm)t) — Z efﬂ*‘rgn*(cm#t). (103)
m&ENp; m=0
(m <t
Notice that 1. ((n,t) = m(t) — m, we have
m(t) - (t) 1
—Buth(m(t)—m) _ —BThHm
e D = Z:Oe DM < PR (104)

m(t)
Z efﬁ*TBn* (Cwut) —
m=0
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We have

BaThHNx
V((t)) < e e~ BV(0) + 7. [1 L 9e0 16_6[3%} w2 . (105)

We set x(t) = ¢(t),t € [—h,0] for the supplemented initial condition in period [—pus, 0].
SinceV(t) > Amin{ Pr, Pa}|2(8)[%, V(0) < ¢ [|2(0)][7,,, and & = Amax {P1, Po}+p2Amax {Q1,
Qo}e*2H2 4 (u§/2) Amax{R1, R2}e®2#2 Then we have

2 . —Bat o, €T 2
Amin{P1, P2 (6)[” < €% €™ Vi(0) + ye |14 26— | lw (D)

BeTH N
Qs ,— B 2 a._© P 2
< e e Pty [2(0)], + [1 + 2e 16_5*%} [w®)5 -

(106)

Let w=Amin{P1, P2}, we get

1
ox _ Bx '(/J Vx e'B*TDn* 2
< Lz - = .
lz@)l < e=e™ =" [ =l|z(0)l],,, + 1/~ [1 +2e% — 6_5*7;5} lw(®)]-  (107)

Then if
(1 + ag) L ? (¢1 + ¢2)

>0 ap >
B ! T Th

(108)

then the system is ISS.

6.3. Proof of Theorem 2

Xig = T2X73T'1, Xi4 = EX14TZ; }/1 = KzT’u define Jl = dzag{T, T, T’7 T‘7 T, T, Ril} and
Jo = diag{T,T,T,T,T,T, R~'}, then pre- and post-multiply J; and its transpose on
both sides of (39)), pre- and post-multiply J; and its transpose on both sides of , we
can obtain nd . Utilizing the similar technique, pre- and post-multiply T;(i =
1,2) and its transpose on both sides of the left and right inequalities in , and
(45)), respectively, then by using the basic inequalities ~TR™'T < w?R — 2T, > 0
and Schur complement, we can obtain , and .

Let T; = P, Qi = T,QiT;, R; = TiRT;, Q; = TiT;, X = T, Xn Ty, Xip = T, X7,
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