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ABSTRACT
INTERNET-OF-THINGS (I0T) SECURITY THREATS: ATTACKS ON

COMMUNICATION INTERFACE
by
Mohammad Mezanur Rahman Monjur

University of New Hampshire

Internet of Things (IoT) devices collect and process information from remote places
and have significantly increased the productivity of distributed systems or individuals.
Due to the limited budget on power consumption, IoT devices typically do not include
security features such as advanced data encryption and device authentication. In general,
the hardware components deployed in IoT devices are not from high end markets. As a
result, the integrity and security assurance of most IoT devices are questionable. For
example, adversary can implement a Hardware Trojan (HT) in the fabrication process
for the IoT hardware devices to cause information leak or malfunctions. In this work,
we investigate the security threats on IoT with a special emphasis on the attacks that
aim for compromising the communication interface between IoT devices and their main
processing host. First, we analyze the security threats on low-energy smart light bulbs,
and then we exploit the limitation of Bluetooth protocols to monitor the unencrypted data
packet from the air-gapped network. Second, we examine the security vulnerabilities
of single-wire serial communication protocol used in data exchange between a sensor
and a microcontroller. Third, we implement a Man-in-the-Middle (MITM) attack on a
master-slave communication protocol adopted in Inter-integrated Circuit (I°C) interface.
Our MITM attack is executed by an analog hardware Trojan, which crosses the boundary

between digital and analog worlds. Furthermore, an obfuscated Trojan detection method

xii



(ADobf) is proposed to monitor the abnormal behaviors induced by analog Trojans on the

I2C interface.
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Chapter 1

Introduction

1.1 Internet of Things

Various technological advancements have contributed to our way of life. With the rapid
increase in technology, people are moving towards automated technology to make life
easier. Among all those technologies, the Internet of Things (IoT) has potentially im-
pacted us the most. IoT technologies harness a significant amount of data through the
sensor network. The IoT industry is expected to manufacture 75.44 billion devices and
generate 79.4 zettabytes of data by the end of 2025 [1] [2]. In the twenty-first century,
artificial intelligence and big data technology are driving the mass influx of data, and
IoT technology supports those sectors at the architecture level. IoT devices are growing
enormously and will continue to grow in the coming years due to new sensors, more
computing power, and reliable connectivity shown in Fig. 1.1. However, using more IoT
devices have led to unavoidable sharing of personal information, thus leading to a poten-
tial breach of security and privacy.

IoT is an intelligent network connecting to several other IoT devices and data centers.

The IoT device is continuously harnessing and analyzing data with the help of sensors
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FIGURE 1.1: Number of active Internet of Things (IoT) devices [3]

from the surrounding environment. The majority of IoT devices are autonomous and
function with minimal human intervention. Some IoT devices have unique identifica-
tions for authentication. Low energy consumption is the main feature of IoT devices. As
a result, IoT devices can be placed in a remote area for data collection and transmission.
IoT application is expanding into artificial intelligence, cloud, big data, smart systems
such as smart homes, and smart offices. An IoT system typically consists of three major
stages: collecting data, transferring data, and analyzing data. The first stage is respon-
sible for data collection and transmission, where sensor antennas and microcontrollers
are involved. This stage is also known as a physical layer. The second stage is for data
transfer, where IoT hub and gateway or network are used. The final stage is for data
analysis, includes user interfaces and the back end system, such as the cloud. Any breach
in those stages will cause critical information to leak from IoT devices. Recently various

vulnerabilities started to emerge in IoT devices due to the lack of advanced encryption
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and authentication system. Unfortunately, there are no commercial security solutions

available on the market to protect against security attacks.

1.2 IoT Applications Vulnerability

The idea of IoT has been roaming around for a long time. IoT technologies’ significant
growth was possible due to the main feature, such as lower energy consumption than a
conventional embedded system. Connectivity through the internet has made it conve-
nient and efficient to transfer data from the user end to the host. IoT has seen massive
growth in business and productivity for the last decade. With increasing connectivity, the
consumer digital sector has created a large revenue flow and growth. Smart manufac-
turing, smart supply chain, intelligent power grid, and smart cities have seen promising
growth due to automation and control lead by IoT devices at the industry level.

IoT application in a smart home brings benefits such as convenience, efficiency, and
safety. A smart home system is equipped with embedded sensors, actuators, and other
computing devices. IoT devices usually follow the Cisco IoT reference model and layers,
as shown in Fig. 1.2 [4]. The physical layer contains different kinds of sensor applications,
such as USB, wireless, and embedded sensors. The sensor’s primary function is to collect
data such as temperature, pressure, acceleration, optical measurement, and gas from the
surrounding environment. In general, the sensor remains unprecedented by the devel-
oper. As a result, any unprotected and unsecured layer can act as an entry point for the
adversary and launch an attack.

In industry, IoT applications are implemented in various autonomous sector. The

robots in the Amazon warehouse are responsible for handling and transporting goods.
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FIGURE 1.2: Internet of Things Cisco reference model [4]

The robots have sensors to move around inside the warehouse without any human inter-
vention. Those robots communicate through internal wireless such as Zigbee, Bluetooth
protocols among themselves, and the central cloud system. However, security and pri-
vacy problems have emerged with the wide application of IoT devices. Zigbee’s low
power wireless protocol is based on the IEEE 802.15.4. The stack profile is based on the
network layer and application layer. Zigbee security keys are symmetric keys, and this
key sharing depends on the security mode of Zigbee [5]. Author Vidgren has shown that
the Zigbee key can be easily compromised as during unencrypted key sharing [6]. As a
result, sensitive information will be compromised, and the adversary will gain control of
the IoT device due to network vulnerability.

According to author Morgner, connecting the Zigbee Light Link base to the host net-
work can lead to any leak of sensitive information [7]. The author demonstrated that
unsecured key management is caused by sharing pre-defined keys. According to the au-
thor Rodrigo Roman, four Key Management System classes, a key pool framework, a

mathematical framework, a negotiation framework, and a public key framework are not

4
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applicable due to the unique characteristics demanded [8].

Due to the energy consumption limitation of IoT devices, the key management sys-
tem can be compromised. According to author Simplicio, lightweight key authentication
management schemes suffer insufficient key in large scale implementation [9]. Network
protocols such as IPv6 and IPv4 are subject to remote access. Author Czyz demonstrated
IoT devices could be remotely accessed over a command-line interface such as Telnet ser-
vice [10]. IoT networks continuously handle extensive data follow. Data loss or denial of
service can lead to high volume traffic in the network and lose control of the operation.
Malware can stay dormant in IoT devices, and once triggered, it turns IoT device in botnet
and lunch DDoS attack according to the author Angrishi [11].

In 2013, the Austrian and German power grid started to malfunction by self-inflicted
DDoS attack and flooded the central command center with traffic [12]. The DDoS attack
can temporarily blackout the communication network and protocol of the IoT devices.
The smart grid automated system heavily relies on the IoT monitoring network. The sen-
sor network gathers real-time information data to monitor the status of the equipment
and control plants. As a consequence, the plant operation will lose the monitoring capa-
bility of the transmission and the distribution network. Any malware or spyware attack
can have devastating consequences for a nuclear power plant. Stuxnet is an engineered
malware, and the target plant can be infected through USB. Once the control system is in-
fected, it will spy on the network’s operation for gathering information. After collecting
enough data, the Stuxnet started to confiscate the plant’s control module and launch the

attack to fail plant operation.



Chapter 1. Introduction

1.3 Key Contributions

The majority of research projects focus on exploring new ideas through theoretical anal-
ysis, formulating the problems, and validating the simulation idea. It is time-consuming
and costly to conduct practical attacks on a system prototype. As attacks on real proto-
types are extremely important for IoT idea evaluation, this thesis focuses on the inves-
tigation on IoT security threats with special emphasis on communication interface. Our

key contributions are as follows:

1. We will investigate potential attacks that originated in unsecured software for IoT
smart bulb devices. This attack involves the scanning of IoT devices, unique identi-
tication, and control smart bulb light color. We decoded the sound from an external

light sensor and identified the corresponding numbers and the pattern of words.

2. We implemented an attack that tampers single-wire protocols. A man-in-the-middle
(MITM) attack has been successfully implemented to harm the data flow from a
temperature sensor to a microcontroller. The data path connected to the MSP430
microcontroller will trigger the attack. In the dormant stage, the data from the sen-

sor pass to the microcontroller.

3. We propose an analog Trojan that will sabotage the integrity of I°C protocols. This
attack demonstrates the potential security threats on master-slave communication
interfaces. Furthermore, we propose a detection mechanism for the analog Trojan

with an obfuscated Trojan detection method (ADobf).



Chapter 1. Introduction

1.4 Thesis Outline

The thesis is organized as follows.
In Chapter 2, an overview of IoT applications and different attack models are intro-
duced. Then we summarize existing research on the security problems of IoT systems.
In Chapter 3, we identify the security vulnerabilities of unsecured Bluetooth protocols

for a smart light bulb. More specifically,

* At the preliminary stage, we start to investigate the wireless protocol for any vul-
nerabilities. Due to the low budget on power consumption, the Bluetooth protocols
do not have any security measures. In the Bluetooth protocol layer, we exploit the
Attribute Protocol (ATT), which allows certain data visible to the other devices, to
control the device and implement covert data-channel. By examining the General

Attribute Profile layer, a characteristic address of the device can be learned.

* We propose a reverse engineering attack on smart bulbs. First, we extracted the
MAC address of the smart bulb’s unique address after the host establishes the con-
nection with the smart bulb. In this case, we assumed that both adversary and host
are in the same network. Using Nrf-sniffer, we can sniff the data between Bluetooth
connected devices. By analyzing the sniffed data, we identified the value of the RBG

color command for the smart bulb .

* The captured data packets were analyzed in wireshark, and changing of the RGB
values were selected as the payload; the pattern in nrf connect the bulb color can be
changed. The observed pattern is used to write an automated script in Linux system

to change the bulb color.
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In Chapter 4, we analyzed the security vulnerabilities of a single wire protocol and

demonstrated a MITM attack.

* In this stage, we focus our resources on serial communication protocols of the sensor
network. First, we investigate the hand sharking procedure of a single wire protocol
for any vulnerability. We implemented a man-in-the-middle attack with an external
MSP430 microcontroller that intercepts single wire data. The MSP430 will receive
temperature and pressure data from the sensor then perform data manipulation
with a bitwise operation. The bitwise XOR will invert the specific bit of the original.
The attack will be undetected by the host due to the mimicking capability of the
MITM circuit.

In Chapter 5, we have implemented an attack on the boundary of analog and digital
worlds. This attack is different from conventional digital-domain attacks. We select I?C

interface as a case study to analyze the attack crossing analog and digital domains.

e We use the I’C master-slave interface to demonstrate practical attacks. In I°C, data
transmission profoundly can be affected by the clock mute and clock split. Con-
necting a resistor or capacitor will be sufficient to execute clock attacks by imple-
menting the attack in the master-slave interface between a Xilinx FPGA chip and an
off-chip temperature sensor. The attack will cause modification of the temperature

data frame.

* We propose an obfuscated Trojan detection method, ADobf, to thwart clock attacks
in I’C communication. The detection method monitors the clock’s abnormal be-
haviors, and an alert will notify the clock generator and prevent the data line from

accepting malicious data frames.
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Chapter 6 summarizes the main contributions of the thesis and future work related to

this topic proposed.



Chapter 2

Background

2.1 Security Concerns on IoT Applications

Typically, an investigation in cybersecurity is based on a precise attack model. Security
threat analysis and attack detection/mitigation methods are limited in one layer of the
network. However, various attacks in real applications may be a combination of mali-
cious efforts from multiple network layers. A defense technique designed for a particular
layer of IoT and sensor networks may fail to thwart attacks from other layers. Thus, a
tull-stack network is needed to perform a thorough assessment. Moreover, simulation-
based evaluation cannot measure accurate latency, power consumption, and side-channel
leakage of the defense methods. As a result, it is imperative to have a more extensive in-
vestigation to attack resilient IoT and sensor networks. A simple assembly with off-shelf
devices and instrumentation is insufficient to serve for prototyping sophisticated IoT and
sensor networks, either. This research will analyze and develop comprehensive and con-
tigurable protection to address this urgent need for IoT and sensor applications” defense

mechanisms.

10
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FIGURE 2.1: IoT protocol stack layer [13]

2.2 10T Protocol

This section mostly focuses on various protocols for the Internet of Things for clients and
users. IoT protocol stack has four significant layers shown in Fig. 2.1. More detail of those

layers will be discussed in the subsection.

2.21 Network Layer

The network layer transmits digital data from the device to the IoT system’s back end. The
network layer usually consists of wireless devices that collect data and transmit through
several gateways to the user end or cloud. Data transmission typically defines the low
rate wireless personal networks (LR-WPANSs). The physical layer consists of Low Power
Wide Area Network (LPWAN), Bluetooth Low Energy (BLE), Zigbee, RFID, and IEEE

802.11 wireless LAN are major communication protocols.

11
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2.2.2 Internet Layer

The Internet layer is responsible for packet forwarding as a gateway through the network
nodes. The network layer’s primary function is to guide the network packet from the
transport layer to the data link layer. Standard protocols are Internet Protocol (IPv6), In-
ternetwork Packet Exchange (IPX), 6LoWPAN and Internet Protocol Security (IPsec), and
User Datagram Protocol. Among them, the most popular protocol is IPv6 and includes
features such as address configuration and network routing. IPv6 provides an end to end

data transmission and switching network nodes.

2.2.3 Transport Layer

The transport layer provides a connection between the host and the client. This layer
manages all of the mass transit of data packages from source host to the final host. The
main feature of the Transport Layer is to control the data flow and robust enough for er-
ror recovery. The most common example is the Transmission Control Protocol (TCP) and
User Datagram Protocol (UDP). TCP is responsible for establishing a secure connection
between client and server. TCP also can provide multiple endpoints to single hosts and
controls the flow to avoid oversubscription. Oversubscription can lead to the congestive
collapse of the network. TCP makes sure data is transmitted to the actual address node
and the reliability of the network. UDP is not compatible with the time-sensitive applica-
tion as it may lead the packet to lose and cause packet drops. UPD has no handshaking

protocols and can be subject to the unreliability of the network.

12
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2.24 Application Layer

The application layer is the last layer of the IoT stack protocols. The application layer is re-
sponsible for user interface data handling. The most common example is the Constrained
Application Protocol protocol (CoAP), a lightweight HTTP version. Other messaging
protocols are AMQP, and XMPP also frequently used within IoT applications. Internet
of Things is creating massive data transmission between devices and networks. All of
the devices and sensors and systems and actuators are responsible for generating exten-
sive volume packet data. So, a communications protocol is extremely vital. One of those
protocols is message queue telemetry transport is a transmission control protocol based
subscription and publish messaging protocol designed for lightweight devices to com-
munications among them. This protocol not only handled interaction between humans

interacting with IoT devices and sensors but also machines to machine communication.

2.3 IoT Vulnerability

Security is a serious concern in the era of big data, the Internet of Things (IoT), and arti-
ficial intelligence. The growing number of smart devices poses a pressing need to under-
stand new security threats on IoT and sensor networks and develop effective countermea-
sures against those attacks accordingly. Various types of IoT vulnerabilities are shown in

Fig. 2.2.

2.3.1 Software Vulnerability

Software vulnerability can have a catastrophic effect on the IoT. Adversaries can take

control of the IoT device through a software vulnerability. Existing research works show

13
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FIGURE 2.2: IoT Device Vulnerability in modern nuclear power plant [14].

that a lack of security protection mechanisms directly causes IoT devices’ security prob-
lems. Chapman [15] and Rodrigues [16] attack IoT devices with insecure configurations
or weak authentication. Max [17] evaluated the security of a smart lock and reveals that
the authentication and default configuration are insecure and weak. Fernandes et al. [18—
20] demonstrated how the implicit trust harms Smart Home IoT devices’ security by the
third-party applications. Costin investigated is based on firmware updates and reported
an array of flaws [21].

The cyber-attack usually carried out by a malicious program to leak information from

a targeted attack to disrupt the normal operation flow. The smart grid automated system
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heavily relies on the IoT monitoring network. The sensor network gathers real-time in-
formation data to monitor the status of the equipment and control plants. Some of the
power plants still run older version operating systems such as Windows XP or Windows
7. They are subject to worm attacks through internet surfing as they do not have host
Firewall [22]. Once the Office network is compromised, the connected server will be com-
promised and affect other operating systems in the plant network and control network.
Any kind of fault in the transmission line and distribution will be invisible to the control
center and resulting in a blackout. In 2000 a Russian gas company was under attack by
the Trojan virus and lost control of the gas pipeline [12]. The Trojan program can gather
operation information, and an adversary can use them to launch an attack.

The adversary can gain access and take control of the IoT due to software vulnera-
bility. According to author L. Markowsky [23], insufficient user authentication remains
unsecured in IoT software. IoT device is a low energy device, and software optimization
reduces power consumption as IoT places in remote areas. Firmware vulnerability is one
of the significant security issues of IoT devices as it can defect regular operation of the
device. Author Costin [24] able to retrieve the password as plaintext and 109 private RSA

key from the 428 embedded firmware image and 56 SSL certificates out of 428 firmware.

2.3.2 Network Vulnerability

The security protection for those networks has not kept up with the booming speed of
connecting low-end edge nodes. Cybersecurity is a serious concern in the era of big data,
Internet of things (IoT), machine learning, and artificial intelligence. Any loophole in the
security will create an opportunity for the adversary to execute attack vectors and leak

sensitive information.
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Recent reports show that hackers were able to compromise Amazon IoT devices such
as Ring doorbell and Home security camera [25] [26]. The adversary was able to inter-
cept the user names and passwords through an unencrypted HyperText Transfer Protocol
(HTTP) of the local user network, thus gaining access to the IoT devices. Industry experts
believe it is easy to breach the security of the IoT security camera and voice assistants
such as Alexa and Google Home [27].

Many IoT devices rely on UPnP protocols to provide features like easy configuration
and control. However, UPnP uses HTTP protocol, which does not offer any confidential-
ity and integrity protection. Garcia [28] presents various attack methods to break UPnP
protocol due to its deficiency of authentication, validation, and logging. Therefore, exist-
ing works show that IoT devices in the Smart Home environment are vulnerable if not
protected by any defensive security technique.

The security protection for IoT networks has not kept up with the booming speed of
connecting low-end edge nodes. Cybersecurity is a serious concern in the era of big data,
the Internet of things (IoT), machine learning, and artificial intelligence. Any loophole
in the security will create an opportunity for the adversary to execute attack vectors and
leak sensitive information. Recent reports show that hackers were able to compromise
Amazon IoT devices such as Ring doorbell and Home security camera [25] [26]. The
adversary was able to intercept the usernames and passwords through an unencrypted
HyperText Transfer Protocol (HTTP) of the local user network, thus gaining access to the
IoT devices. Industry experts believe it is easy to breach the security of the IoT security
camera and voice assistants such as Alexa and Google Home [27].

According to author Morgner [7], connecting the Zigbee Light Link base to the host
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network can lead to leaks of sensitive information. The author demonstrated the un-
secured key management cause by sharing pre-defined keys. According to the author
Rodrigo Roman [8], four Key Management System classes, a key pool framework, a math-
ematical framework, a negotiation framework, and a public key framework are not ap-

plicable due to the unique characteristics demanded.

2.3.3 Hardware Vulnerability

For real-time data acquisition, sensor remotely measures and connect with the IoT device.
These sensors can process the real-time data at the node and reduce the load of the cen-
tral network. This type of sensor can also be implanted in the power generation side of
the power plant. The sensor monitors the load demand and controls the turbine of the
generator [29]. Most of the sensors are low energy IoT devices, and data are transmitted
to the monitoring system encrypted. An adversary can implement a man in the middle
attack to leak sensitive information or send a manipulated signal to the control center.
Attacks on the Advanced smart Metering Infrastructure (AMI) create a new entry
point for attackers to breach information from the power network. The main conse-
quences of AMI attacks include theft of data, theft of power, localized or widespread
denial of power supply, and disruption of the power grid. Approximately 43% of U.S.
households currently have smart meters installed [30]. Smart meters and data collec-
tors for power grid communicate typically with RF techniques, the spectrum of which
is 900MHz ISM band (industrial, scientific medical band). In the ISM band, many unli-
censed devices compete for spectrum usage. As a result, a spoofing attack on the ISM
band is easy to succeed. A mesh network for data communication from smart meters,

data collectors in substations, and data management in utility analysis centers. If mesh
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topology is adopted, smart meters pass the measurement from one node to another; still,
the data reaches the data collector in the substation. Due to the data propagation, a mas-
querade attack could intrude on the network and inject false monitoring data, disrupting
the normal power distribution. An adversary could tamper the smart meter without be-
ing captured in the substation or meter data management system through the Replay

attack, which re-send outdated measurement.

2.3.4 Chip Level Vulnerability

A Hardware Trojan (HT) is a malicious insertion to the existing circuit, causing alter of
functionality upon activation. Adversaries insert HT payload in an IoT device to make it
leak information or deliberately manipulate it or bypass the system’s security. Integrate
chip, such as application-specific system-on-chip and field-programmable gate array de-
vices are vulnerable to digital and analog HTs. Due to the low power feature in IoT,
the cryptography units are more unsecured than high-performance integrated circuits. A
software bug can be easily fixed by a firmware update and is cost-effective. However,
hardware vulnerability such as HTs cannot be removed by a simple as firmware and are
more costly. Due to challenging the nature of restoring, HT may cause permanent damage
and service degradation [31].

HT can be easily implemented by the untrusted third-party IP vendors, untrusted
design house, and third-party Electronic Design Automation tool to fabricate microchip
of IoT devices. The author Spreitzer demonstrated that the adversary observes the IoT
device’s behavior without disturbing It by using passive side-channel electromagnetic
analysis [32]. Side-channel attacks are noninvasive types that can cause the physical im-

plementation of the data extract technique. Side-channel attacks goal is to secret key of
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embedded IoT devices. A side-channel attack can extract encrypted key information of
the crypto block module. Critical inform such passwords, and key can be guessed by
monitoring and measuring power consumption and electromagnetic emissions of cryp-
tography operations. The adversary can analyze the side-channel information such as
voltage, current, thermal radiations, and timing information to decrypt the device’s criti-
cal information. Author Pammu proposed a Correlation Electromagnetic Analysis attack
to intercept the AES-128 encryption module and successfully retrieve the secret key [33].
Author Genkin illustrated that extraction of full 4096-bit RSA decryption keys attacks

could be carried out using a sensitive microphone placed 4m away from IoT device [34].

2.4 Conclusion

IoT security is a serious apprehension in the era of big data and artificial intelligence. The
growing number of smart devices poses a pressing need to understand IoT and sensor
networks’ security threats and develop effective countermeasures against those attacks
accordingly. Existing defense mechanisms are typically assessed in an artificial attack
environment defined by a specific attack model, thus maybe lacking resilience against
other attacks. Aside from the cyber-attack, a physical attack can also have a catastrophic
effect on the IoT. The physical attack usually carried out by an HT to leak information

from a targeted attack to disrupt the normal operation flow.
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Bluetooth Low Energy Bulb Attack

3.1 Introduction

Internet of Things (IoT) is a system organize of embedded software, sensors, actuators,
and other computing devices. Each of an IoT component is assigned with a unique iden-
tifier. Through the internet, IoT devices exchange data without human interaction. IoT
is used in various sectors like automated homes, health and fitness, automobiles, and lo-
gistics. IoT-based smart parking lot monitors the free space for parking in the lot; smart
farming system monitors soil moisture and temperature and waters the crop accordingly.
Although IoTs have changed much of the world we live in, the use of IoTs brings in secu-
rity threats. The things surround us, each of them transmitting valuable data. Attackers
could breach IoT devices” connection to gain control of the smart devices and thus steal
personal information like passwords. Research efforts have been made to investigate at-
tack models and methods specific to IoT devices and networks. In this work, we focus on
the cover data exfiltration in IoTs. A practical attack method is proposed, and a possible

execution plan for attack implementation is provided, as well.
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FIGURE 3.1: Air-Gapped network [35]

3.2 Preliminaries

As required in the competition, the channel for covert data exfiltration is between an air-
gapped network and an attacker accessible network. In this section, we introduce the

security threats in air-gapped network and potential vulnerabilities of smart light bulbs.

3.2.1 Air-Gapped Networks

Air-gapped networks are those networks that are being separated from the unsecured net-
work to provide cybersecurity. These air-gapped networks are physically isolated from
the public networks so that the information in the air-gapped networks are accessible
from outside network. Thus information exchanged inside the air-gapped network is
considered secure. Fig. 3.7 shows an example of an air-gapped network. In the network,

all devices, phones, laptops, desktop computers are connected via the internet; a laptop
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and printer are connected to the Internet through wi-fi. The computer is being isolated
from the outside-world internet and is said to be air-gapped.

The air-gapped network has been widely used in military defense systems, financial
systems, industrial control systems, and many other places, where protecting sensitive in-
formation from breaching is crucial. This air gapping is employed as a solution to assure
security; however, it is not a perfect solution against cyber-attacks. Hackers or outsiders
can breach the data through unprotected or weakly protected IoT devices. For instance,
the heat from the computer and sound inside the network can be used for exfiltrating the
data. The paper [36] shows how an LCD screen is used for data leakage. The paper [37]
introduces how data leakage occurs by controlling the air conditioning system in an or-
ganization that employed air-gapping. In this proposal, we will use the light to exfiltrate

the data.

3.2.2 Smart Bulbs

An Internet-connected LED smart light allows the user to customize the light intensity
in a remotely controllable manner. A smart bulb consists of a logic board, power sup-
ply, and LED board. The smart bulb can be controlled using a mobile app, through an
automation hub, or by programming a bulb that is connected to the internet to control
other bulbs. The bulb’s various functionalities that can be controlled including bright-
ness, hue, turning on/off switch. Smart bulbs could be applied in IoT with three different

architecture.

1. Smartphone Centric Architecture: Fig. 3.2 shows the smartphone-centric architec-
ture. In this architecture, the smart bulb is controlled by a cell phone via Bluetooth.

There is no direct connection from the smart bulb to the internet. The mobile phone
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Bluetooth 4.x/BLE

Smart Light Bulb
Smartphone

FIGURE 3.2: Smart phone centric architecture [38]

is the only gateway for the light bulb to reach a data cloud. If an adversary needs to

compromise the mobile phone first to control the bulb.

2. Hub centric architecture: Fig. 3.3 depicts hub centric architecture. Different than
the smartphone-centric architecture, the smart bulb in the hub-centric architecture is
connected to the hub first, before it reaches to other IoT devices and data cloud. This
architecture hub acts as an intermediary. Often time, the hub device is equipped
with a firewall or sophisticated authentication protocols, making the light bulb less

vulnerable from security attacks.

3. Cloud-centric architecture: Fig. 3.4 presents a cloud-centric architecture. The smart
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FIGURE 3.3: Hub centric architecture [38]
device is directly connected to a Wi-Fi network and acts as a hub. In this scenario,
the smart bulb connected to the internet acts as a master and the other smart bulbs

operate as slaves. The master bulb is responsible for all communication with smart

slave bulbs and the device.

In this proposal, we will implement the covert data channel in the smartphone-centric

architecture since it is equipped with the lowest protection.
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3.2.3 Covert Data Exfiltration

Data exfiltration refers to extracting information from computers or electronic devices
unauthorizedly. To realize the covert data exfiltration, we need first to implement a covert
channel, a hidden channel, from the system. Many types of covert channels exist to breach
the air-gapped network, including thermal channel, electromagnetic channel, physical
media channel and mechanical channel. Electromagnetic channels are further divided
into radio frequency channels, light channel and magnetic channels. Mechanical chan-

nels are also classified as acoustic and seismic channels. These classifications of channels
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are done based on the property we use for communication. For example, if we exploit a
characteristic of light, such as frequency of light as a bridge for communication, then the
channel is said to be a covert optical channel. The work [36] illustrates how an outsider or
hacker can communicate with the IoT device using a covert thermal channel by attacking
the central air conditioning system. The paper [37] shows how they used covert optical
channels for leakage of sensitive data through the emanation of visible light via a stan-
dard LCD screen. The authors in [39] present how they used a covert thermal channel to
exfiltrate data. The work [40] how covert acoustic channel is used for exfiltrating data. We
will use an optical channel or radio frequency channel for exfiltrating data by exploiting

smart lights.
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3.3 Threat Model

3.3.1 Attack Condition

Many companies employ an air-gapped network as a security measure to secure the data
exchange inside the company’s internal network. Unfortunately, these air-gapped net-
works are not as secure as a thought in the old days, since attackers can find a loop to
bridge the air-gapped network and get the data out from the air-gapped network. For
instance, the attackers can use IoT as a source to exfiltrate data. Many companies are
incorporating smart devices in their offices by changing the infrastructure. In the compe-
tition, Lean Enterprise Advanced Knowledge Solutions (LEAKS) has installed smart light
bulbs in their offices and connected them to their internal network. We will use this smart
bulb to exfiltrate the data from LEAKS. The attack is executed at hardware, firmware, soft-
ware, network, or application level for covert data exfiltration. In the proposed model,

we will modify the firmware for the smart bulb to implement the attack.

3.3.2 Smart Light Bulb Attack Model

In our attack, we will hack the Bluetooth of the smart bulb and connect it to the internal
system Bluetooth device for exfiltrating the data. Fig. 3.5 shows the attack model. The air-
gapped network shown in the figure consists of smart devices and systems. This network
is connected to the internal server. All the data to be shared between these networks are
stored in the server. The adversary intervenes by establishing communication with the
internal network by exploiting any of the IoT device features in the internal network for

exfiltrating the data. We assume that the smart bulb is connected to the internal network
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FIGURE 3.6: Bluetooth low energy device protocol stack.

using Bluetooth. Low band radio frequency signals are used as a bridge in this proposed
attack. Reverse-engineering the smart bulb’s Bluetooth is one possible way to investigate

the vulnerabilities of the protocol.
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3.4 Proposed Data Exfiltration

3.4.1 Exploiting Weaknesses of Bluetooth Protocol Stack to Develop

Attack Surface

The Bluetooth low energy (BLE) device stack consists of a separate host and controller.
The diagram of the BLE device stack is shown in Fig. 3.6. Host-Control Interface (HCI)
provides communication between the host and controller using a standard interface. The
logical link control and adaptation layer protocol (L2ZCAP) layer provides data encapsu-
lation services to the upper layers and allows logical end-to-end data communication.
The authentication mechanism between the two devices is taken care of by the security
manager.

All the applications are present in the General Attribute Profile (GATT) and General
Access Profile (GAP) layer of the protocol stack. The attribute protocol (ATT) layer allows
specific data of a device visible to other devices. In this attack, we will exploit the ATT
layer to control the equipment and implement covert data-channel. By examining the
GATT layer, a specific address of the device can be known. The information from the

bulb is observed after we exploit the API of the bulb.

1. General Access Profile (GAP): To establish Bluetooth connection, some devices broad-
cast data, and others observe data. The device which broadcasts the data is a pe-
ripheral device; the other device is a central device. Broadcasting of data is called
as advertising. The function of the General Access Profile (GAP) is to make the

broadcasts visible to central devices though they are not connected.
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FIGURE 3.7: Covert data extraction and launch an attack in the air-gap net-
work.

2. General Attribute Profile (GATT): The General Attribute profile defines the data
transfer between the two connected BLE devices. The data transaction between
devices in this layer is classified as profile, services, and characteristics. The profile
is a collection of services defined by peripheral users. For example, in the heart rate
profile, there have two services, namely, heart rate service and device information
service. Services come below profile. Each service has one or more. Characteristics.
Each service is given a unique ID (UUID) defined by the developer. For example, the
magic blue bulb from this competition offers three services OXFFEO, OXFFE5, OxFFFO.
Each characteristic is also given a unique ID. BLE peripheral can be interacted using
Characteristics. In our bulb, we will use Characteristic value OXFFE9 to write a value
and thus change the color. In this project, we exfiltrated the GATT transactions using

nrf-sniffer and analyzed the data using Wireshark.
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3.4.2 Plans for Data Exfiltration

In the attack model, we assume that a smart bulb is connected to the internal network
using Bluetooth shown in Fig. 3.7. To communicate with the internal network, we will
exploit the Bluetooth connection of the smart bulb. By connecting the smart bulb to our
device and using some of the mobile apps” advanced options, we will know about the
Bluetooth packet log. Those log files could reveal the MAC address of the smart bulb. A
close analysis will allow us to find the entry to take control of the smart bulb. Assuming
the internal user controls the light by playing music. By examining the data received in
the log, then the song played by the internal user can be guessed. Controlling the light
to annoy the user for disconnecting from the network and comparing the MAC address
will help know the number of users in a room. Based on the Bluetooth traffic observation,
the log the file can be extracted by connecting the device to the smart the bulb with the
Bluetooth. After analyzing the Bluetooth packet, the payload in the tool Wireshark allows
us to extract the MAC address of the bulb. In the next sections, we demonstrate how
to implement two covert data channels to obtain the information regarding (1) the song
played inside the organization, and (2) the number of people in the organization protected

by the air-gapped network.
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3.5 Implementation Covert Data Channel 1

3.5.1 Assumption, Tools, and Setup

In this attack model, we assumed that the user operates the bulb by playing songs from
the music library. To communicate with the internal network, we will exploit the Blue-
tooth connection using a smart bulb. Once we connect to the smart bulb and select the
Android phone’s advanced options, we will get the Bluetooth packet log. By close anal-
ysis of this log file using Wireshark, we will know the handle used to change the bulb’s

color.

3.5.2 Experiment

The smart bulb changes the color according to the musical beat change in the song. Using
Nrf-sniffer, we can sniff the data between two Bluetooth connected devices. Analyzing
the sniffed data, by looking at the handle we found, gives us the value of the color change.
The time for every change in the value of the color for a song is captured. After comparing
the time values captured with reference time values of the songs, we can guess the tune
played by the user. In the rest of the subsection, we introduce three necessary execution

steps in detail.

* Step 1: Creating a reference library Five different pitch level songs were selected
for the test. The magic bulb was operated using all these songs. The Bluetooth
log file was generated by turning one advanced option in an Android-based phone,
as shown in Fig. 3.8. Analyzing the log file gives the details of color value and

associated time. The time for every change in the color of the bulb is captured for
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all the five songs. This timing information for all the five songs acts as the reference

library.

¢ Step 2: Sniffing actual network Nrf-sniffer scans for the BLE connections. Once the
required device is paired, the Bluetooth traffic can be captured in Wireshark using

Nrf-sniffer. The captured data is exported to a file. The corresponding timing value
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FIGURE 3.10: Steps in android phone to connect with smart bulb and change
the color of the bulb to record sample in the log file.

for the color change is noted.

* Step 3: Comparing with reference library timing file captured from step 2 is com-
pared with all the reference libraries’ timing patterns. The matching reference pat-
tern is identified, and the corresponding song can be guessed. Fig. 3.9 shows the
sniffed log in Wireshark. The time for value is highlighted in the picture. Similarly,
we get all the timing information for different colors in one song. All the color val-
ues and corresponding times for a song are exported to a file. From the list, the time
for every change in color value is noted to obtain the pattern. The change in values
is searched from the list, and corresponding timing is noted to get the pattern. The

same procedure is followed for the rest of the tunes.
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FIGURE 3.11: Flow chart of attack scenario 2.

3.6 Implementation Covert Data Channel 2

3.6.1 Assumption, Tools and Setup

In this attack model, we assumed that everyone in the network has the Magic Blue app
in their handheld devices. Further assuming there is only one smart bulb in the room. To
communicate with an internal network, we will exploit the Bluetooth connection using

the smart bulb. Once we connect to the smart bulb and select the advanced options on
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the Android phone, we will get the Bluetooth packet log. By close analysis of this log file
using Wireshark, we will know the handle used to change the color of the bulb. MAC

address of the connected devices can also be identified from the Bluetooth log.
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3.6.2 Experiment

The smart bulb is connected to one of the users in the internal network. The screenshot
of the bulb app in a mobile device is shown in the Fig. 3.10. Using Nrf-sniffer, we can
sniff the data between two Bluetooth connected devices. The MAC address of the user
device is noted. Examining the connections with bulb and comparing the MAC address
of the users, the number of people present in a room can be guessed. The Fig. 3.11 shows
the flowchart of the attack scenario. The rest of the subsection gives detailed information

about three necessary execution steps as in the flowchart.

* Step 1: Reverse-Engineering the smart bulb Initially, Nrf connect was used to scan
the Bluetooth-enabled devices. The Nrf connect displays all the services and char-
acteristics offered by the Bluetooth enabled devices. The smart bulb is detected, as
shown in the Fig. 3.12. From the Fig. 3.12, we can see that bulb has three services
FFFO, FFES5, FFEQ. By further analysis, we found that the service FFE5 provides a
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writable characteristic FFE9, as shown in Fig. 3.13. After identifying the pattern of
the payload for the bulb, we have to overwrite the specific number. The android
phone was used to get the Bluetooth log file. We were enabling some advanced
options, as in Fig. 3.8 saves the Bluetooth traffic. The Bluetooth traffic log file is ana-
lyzed using Wireshark. Analyzing the packets in Wireshark, the payload 56 00 00 00
27 0f aa was identified as shown in Fig. 3.14. Further analysis and testing revealed
the value 00 00 27 correspond to RGB and 56 00 RR GG BB 0f aa is the payload pat-
tern used. Changing the RGB values of the payload pattern in nrf connect the bulb
color can be changed. The observed pattern is used to write an automated script to

change the bulb color.

e Step 2: Collect the MAC address of the users Using Nrf sniffer to sniff the Bluetooth
traffic between the bulb and connected user. The sniffed log is analyzed to get the
MAC address. The MAC address obtained is updated in a file.

¢ Step 3: Counting the number of users in a room. Initially, the number of users is
assumed zero. Nrf connect is used to see if the smart bulb is connectable. When
a connection is made by one device, the smart bulb becomes unconnectable. If the
smart bulb is not connectable, we will sniff the data using Nrf Sniffer. The MAC
address of the connected device is analyzed and compared with the MAC address
obtained in Step 2. If the MAC address is matching with the list obtained in step
2 procedure, the user had already connected to the device. We annoy the user by
controlling the bulb as in Step 1 and assume the user gets disconnected from the
smart bulb. If the MAC address obtained doesn’t match with the MAC address

obtained in Step 2, the user number count is incremented by 1. This process is
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FIGURE 3.15: Attack model with light sensor.

repeated continuously to get the number of users present in the network.

3.7 Implementation Covert Data Channel 3

3.7.1 Assumption, Tools and Setup

IoT devices are communicating with the network through many wireless technologies
(Bluetooth and Zigbee, etc.). Due to wireless nature, most of the information is unsecured
and are vulnerable to attacks. In Fig. 3.15, an adversary could breach the connection
between IoT devices and leak critical information.

Once the adversary is inside a secure zone and activates the Bluetooth and smart bulb
app to stream real-time information to a smart bulb outside of the secure zone. A mobile
signal jammer is necessary to execute a critical condition for the attack model. The cellular
frequency range is usually 700MHz to 2000MHz. For WLAN frequency range can be

2.4GHz to 2.5GHz. In this attack model, the smart bulb is outside of the secure zone.
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Color intensity sensor Smart bulb

FIGURE 3.16: Measurement of light intensity of smart bulb

Once the adversary will execute the attack, light intensity changes from a distance. The

hacker can encrypt the light intensity information by analyzing the waveform.

3.7.2 Experiment

In this attack model, we assume that one of the adversaries activated the Bluetooth and
mobile applications to capture the light intensity data for transmission. The light inten-
sity depends on the voice or speech nearby human. The transmission executes in real-
time through the mobile application and controls the smart bulb light intensity. Another
adversary will be outside the secret room to observe the light intensity. To capture the
smart bulb’s electrical fluctuation, the adversary will use a light sensor to measure the
light luminosity. Once the captured data is collected, it can be analyzed to decode light
intensity match the patterns. Our experimental setup was shown in the Fig. 3.16.

In Fig. 3.17, two different samples (song) were selected with different pitch or tones
though the smart bulb app. Both of sample was run for an extended period. For simplic-
ity, only the first 5 seconds was analyzed. The captured light intensity value was further
investigated for the first five-second. In Fig. 3.16 a) and Fig. 3.16 b) shows the first trial

of both samples. Further analysis shows that sample 1 has ten transitions crosses to the
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FIGURE 3.18: Trail 2: Number of changes for (a) sample 1 and (b) sample 2
songs to mean value in first 5 seconds.
mean value, and sample 2 exhibited ten transition crossing to the mean value. The second
trial is shown in Fig. 3.17 a) and Fig. 3.17 b) corresponds to sample 1 and sample 2 for
the same time interval, respectively. A close analysis shows sample 1 and sample 2 both
exhibited the same number of cross transitioning. For sample 1, the second trial had one

less transition compare to the first trial. For sample 2, it was ten times in the first trial,
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FIGURE 3.20: Stable patterns on yellow color measurement.

and for the second trial, it was 11 times. Also, both of the samples followed similar pat-
terns in the second trial. It can be concluded; if the adversary has an extensive library or
dictionary to compare, then this will easily decrypt the words just by observing the light
intensity transmitted by the smart bulb.

Another experiment was set up to identify numerical numbers by observing the smart
bulb light intensity. Our goal is to identify a similar light intensity pattern for a fixed nu-

merical number in this experiment. The sound of the different numerical values were
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transmitted through the smart bulb app. Fig. 3.18 a) and Fig. 3.18 b) are corresponding
repetitive patterns of number eight and number five, respectively, in cyan color. A pat-
tern of light intensity was observed for both numerical values in cyan color. Similarly,
Fig. 3.19 a) and Fig. 3.19 b) are corresponding repetitive patterns of number eight and
number five, respectively, in yellow color. This concludes that the repeat pattern can be
observed in constant color. We can conclude that the adversary will be able to identify the
numerical value in constant color. This work demonstrates the potential security threats
of IoT devices. Transition patterns and color intensity are a feasible side-channel signal to

leak information in IoT devices.

3.8 Conclusion

IoT devices have inherent vulnerabilities due to limited computational power and weak
authentication protocols. In this project, we use a smart bulb to demonstrate the BLE
protocol vulnerability and how conventional app can be used for leaking information.
This smart bulb uses the Bluetooth protocol stack to communicate with the user device.
The protocol has several weaknesses. In our experiment, we exploited GATT and ATT

layers of Bluetooth protocol to control the bulb.
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Physical Attack Implementation on

Communication Protocols

4.1 Introduction

The IoT devices are vulnerable due to a lack of security protocols. Lack of security creates
an opportunity for the adversary to implement an attack and leak critical information.
The wireless network is always connected and continuously communicating between dif-
ferent nodes within the network. Any node in the network can leak vital information and
can lead to compromising the network. Our work demonstrates attack any of the nodes

can lead security threats to IoT devices.
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4.2 Background

4.2.1 Sensor Network

The sensor network is becoming more integrated with IoT devices. Driverless vehicle
relays heavily on wireless module for vehicle-to-vehicle (V2V) communication to main-
tain the safe gap between the vehicles [41]. Any attack falsification of the data or eaves-
dropping can lead to serious consequences. Attack on temperature and humidity sensor
networks in the fabrication process can lead to low yield wafer production. An authenti-
cation system for verification can secure communication between the host and the sensor
nodes and improve the security protocols. However, the authentication process using
pre-shared keys can slow down network communication and complicate network man-
agement [42]. The key verification process can cause overhead on the IoT nodes [43].
The authentication not only involves crypto key sharing but also transfers data both way
from source to destination. This creates an opportunity for the adversary to implement
a physical attack [44]. The nodes are not monitored enough to mitigate any internal or
external attack. The standard type of attacks in the wireless network is physical, net-
work, software, and encryption attack. Our attack falls under the physical attack with
node tampering by implementing a man-in-the-middle attack. The goal of the attack is to

demonstrate the stealthy of the attack and leak or capture information.

45



Chapter 4. Physical Attack Implementation on Communication Protocols

1 ] 1
: Microcontroller send start pulse | Pullup and wait!  DHT11 send l.lpor se signal l For bit 0 output wave
1

: for response )
vee :l\
I
1
1

GND =
1

1
Furhlnxnuulwae ]
!
]

Zlus
1

YR VATR

e NI S e Y T BT B

T

40-bit

8-bit RH integer  8-bit RH decimal  8-bit Temp. integer 8-bit Temp. decimal  8-bit checksum

r ) l
Relativity humidity Temperature 16-bit
16-bit value value

FIGURE 4.1: Hand shaking process between microcontroller and sensor in
Single wire protocol.

[45]
\ Upper Electrode
o Moisture Holdin
E\ N Substrate ¢
P ot : 3
- . -

/\/\/—. ower Electrode

'\/ )~ »—————= Glass Substrate

Humidity Sensor

nternal Structure of Humidity Sensor

FIGURE 4.2: Internal structure of humidity sensor.
[46]

4.2.2 Temperature Sensor

The sensor consists of an NTC temperature sensor/thermistor to measure temperature.

Negative Temperature Coefficient (NTC) means that the resistance decreases with an in-

crease in the temperature. The sensor also consists of an 8-bit SOIC-14 packaged IC [46].
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This IC measures and processes the measured analog signal. Before transmitting the sig-
nal to the raspberry pi, It converts the analog signal into a 40-bit digital value. The first
16-bit and next 16-bit represent the relativity humidity and temperature value, respec-
tively.

DHT11 is a part of the DHTXX series of relative humidity and temperature sensor.
Inside the sensor, a moisture-holding substrate is a sandwich between the upper and
lower electrode. The two electrodes with moisture holding substrate cause the ions to
release as water vapor is absorbed by the intermediate substrate, which then increases
the conductivity between the two electrodes shown in Fig. 4.2.

The host microcontroller receives the signal shown in Fig. 4.1, and once the handshake
is completed, it begins to collect 40-bit data. Start pulse (Request) starts communication
with DHT11. First, we should send the start pulse to the DHT11 sensor. After getting a
start pulse from, the DHT11 sensor sends the response pulse, which indicates that DHT11
has received a start pulse. The response pulse is low for 54us and then goes high for 80us

as shown in Fig. 4.1.

4.3 Methodology

4.3.1 Attack Scenario1

To implement the attack in the sensor network, we are proposing to use an ultralow-
power microcontroller (MSP340) as a man middle attack between sensor and node. The
sensor is an ultra-low-cost digital temperature and humidity sensor (DHT11) and con-
necting to the node single-board computer (Raspberry Pi 3 B+). For wireless communi-

cation low power RF module (Digi XBee) was used to data transmission and receiving.
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FIGURE 4.3: Man-in-the-middle attack in wireless network.

Fig. 4.3 shows the full implantation of the sensor network. The coordinator controls all
the nodes at the endpoint. Let us consider the endpoint one is under attack by an adver-
sary. The MSP340 receives the request signal from the raspberry pi and relays the request
to the sensor. After the successful handshaking between the sensor and raspberry pi, the
sensor starts to transmit data to MSP340. The MSP340 will save the data in memory and

then relay the data to the raspberry pi.

4.3.2 Attack Scenario 2

The adversary can introduce an analog trigger attack with a passive electronic such as a
capacitor. In this attack, the capacitor value of 0.1uf can be connected to the data com-
munication path of the DHT11 as shown in Fig. 4.4. As a consequence, the capacitor will

cause glitch or fault injection. The fault injection will cause the voltage to glitch. This will
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FIGURE 4.4: Analog hardware Trojan Trigger in wireless network.

lead to a device malfunction and data corruption. Most of the sensors are low power and

energy-efficient; these sensors lack any advanced crypto protection.

4.3.3 Experimental Setup

For implementing the attack, we used is a microcontroller to a man-in-the-middle (MITM)
attack. Utilizing an MSP430 microcontroller and intercept data between the DHT11 sen-
sor and the host requesting data. The MSP430 periodically requires data from the DHT11
once every 640ms; data requests take 520ms resulting in an overall optimal data acqui-
sition rate of 0.86Hz. Once the MSP430 has received the data from the DHT11, it then

performs data manipulation on the sensor. The data manipulation can be any bitwise
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operation, bounding, or addition or subtraction. For this paper, a bitwise XOR is used to
invert the third to the least significant bit of both temperature and pressure. After modify-
ing the data, a new checksum byte is generated by adding the temperature and pressure
bytes. Whenever the master of the sensor requests data, the MSP430 returns the most

recent modified data, mimicking the data transmission format of the DHT11.

4.4 Experiment Results

In Fig. 4.5 42-bits, data sent by the sensor is received by the MSP340. The MSP340 function
as a buffer stage between the sensor and raspberry pi. Both temperature and humidity
values are sent over 32-bits. The adversary can easily alter single bits and control the data
displayed at the coordinator side (host).

In the experiment, we can alter the transmitted value from the sensor node. First,
The value is converted into a 64-bit floating-point before transmission from the endpoint

(sensor) to the coordinator (host). By forcing some particular bits to be zero or set bits can
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FIGURE 4.7: Voltage glitch due to capacitor trigger attack

alter the original values. For example, 0x00040F0000000000 is a 64-bits floating number

will be used for unsetting the bit position of the original value. In 64-bits floating number
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system, the 14th, 215, 2274, 231 and 24 bits will be affected and set to zero. The alter
value was effected for relative humidity measurement. Any measured relative humidity
values above 55% will be altered with the activation of the attack. Before storing the value
or transmitted to other nodes, the detection method generates a 16-bits key of parity bits
from a 64-bits value by selecting each byte and shuffling the bits in each byte splitting the
byte into nibbles. Then generating an even parity bit from each nibble and assembling the
parity bits into a 16-bits Key. The 16-bits key will be created before transmitting from one
node, and the receiving node will generate a 16-bits key for comparison. The detection
method has a 100% accuracy rate.

An analog hardware Trojan with a 0.1uf capacitor value was connected to the sensor
network as a payload circuit. This leads to inaccurate data transmission from the sensor
to the microcontroller (host). The capacitor causes temperature and humidity to change
to an abnormal value of 12°C and 156%. Manipulated value are shown in Fig. 4.6. The
capacitor connects to the data line causes the voltage glitch. The voltage glitch can be
seen in Fig. 4.7. This observation helped us to come up with our final implementation of

analog hardware trojan. Further details will be discussed in chapter 5.

4,5 Conclusion

MITM is always effective in changing the intercepted data. An adversary can eavesdrop
on the critical information. The coordinator node is unable to verity if the data sent by
the endpoint. In the next chapter, we will be focusing more on improving the defense and

detection mechanism of IoT protocols.
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Analog Trojan

5.1 Introduction

Fabless design and outsourcing fabrication have become a prevalent business model to
maximize semiconductor companies’ profits. However, the globalized business model
raises a serious concern on the trustworthiness of outsourced electronic devices. For in-
stance, malicious modification, a.k.a hardware Trojan, could be placed in the original
design to alter logic function or leak information [47] at various phases of the long cir-
cuits and systems supply chain. Although there are comprehensive surveys on digital
Trojans [48], the investigation of analog Trojans is still in its youth. Indeed, the Trojan war
does occur not only in the digital domain; it is sprawling to the analog domain, too. Re-
cent literature [49-52] calls attention to the Trojans in analog/RF circuits or analog-circuit
triggered Trojans. Along the line of that call, this work studies hardware Trojans crossing
the digital and analog domains.

Different from common digital Trojans, analog Trojans use analog triggering mecha-

nisms or/and analog circuit based payloads [50]. Because of the small size and analog
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characteristics, it is challenging to detect analog Trojans by scrutinizing hardware foot-
print or side-channel signals. The work [53] uses composite a logic ring oscillator and a
multi-purpose controller to detect A2 analog Trojans [51]. The sensor sensitivity mostly
depends on the Trojan switching frequency. The work [54] proposes to reduce the sup-
ply voltage and increase the source voltage for the ring oscillator to increase the sensor’s
sensitivity of the sensor. The run-time Trojan detection R2D2 method presented in [52]
identifies a set of concerning signals and then initiates a hardware interrupt when there
are abnormally toggling on these guarded signals.

Complementary to the general studies on analog Trojans, this work investigates and
then mitigates the security threats on the communication interface between digital master
and analog slave devices shown in Fig. 5.1 [55]. More specifically, Inter-integrated Circuit
(I?C) interface is adopted as our study subject. Since the clock line plays a critical role in
I>’C communication, it is imperative to mitigate attacks on the clock line and improve the
attack resilience of the data line against analog Trojans. The related work [56] introduces
a frequency sensor to detect the tampered clock period. However, that method is effective
only when attacks mute the clock signal for a period of time, rather than a single clock
cycle. In addition, no evidence is provided in [56] to demonstrate if the frequency sensor
is able to handle clock split attacks. Once the additive detection module is known in
public, attackers could compensate clock cycles to disguise the attack.

Aiming for the hardware Trojans across Analog and Digital domains, we propose an
obfuscated Trojan attack detection method named ADobf to provide a high sensitivity on
the compromised clock cycles and protect the detection unit itself with an obfuscation
key. Our method strengthens I°C communication channels with minor overhead.

Other analog Trojan, IP piracy issues are also attracting researchers” attention. The
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work [57] uses key bits to select one transistor from an array of transistors such that the
critical parameters in the analog block can be configured and the gain of an amplifier, cut-
off frequency of filters, and the operating frequency of a PLL can be obfuscated. The key

obfuscation is further applied to a mesh topology to thwart IP piracy attacks on voltage-

controlled oscillators [58].

5.2 Attacks Crossing Analog and Digital Domains

Attacks that implemented on the boundary of analog and digital worlds are different than
those in digital domain with regard to adversary, attack means and cost, visibility, effec-
tive period, and challenges posed on attack detection. In this work, we use I°C interface

as an example to analyze the attack crossing analog and digital domains.
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FIGURE 5.2: Attack models on master-slave communication channel. (a) di-

rect attack on master, (b) direct attack on slave, (c) attack on master via a

compromised slave, and (d) attack on master and slave via another compro-
mised master. [55]

5.2.1 Attack Models

The goal of crossing domain attacks is either manipulating the signal from the slave (in
analog domain) to disturb the master (in digital domain), or impersonating the master to
mislead the slave. Fig. 5.2 depicts four scenarios. The top two in Fig. 5.2 are direct at-
tacks, which cause the signal on the master-salve interface to lose its integrity. In contrast,
the bottom two cases in Fig. 5.2 show an indirect (sophisticate) attack, where adversary
tirst compromises another slave or master and then impersonates that device to inject
malicious signals. The case is shown in Fig. 5.2(d) indicates that an indirect attack will

potentially affect more devices than a direct attack.
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the I2C data line. [55]

5.2.2 Demonstration of Attack Examples

1. Attack on I2C Data Line SDA: We continue to use the I*C master-slave interface to

demonstrate practical attacks. As shown in Fig. 5.3, three analog Trojans are inserted
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on the data link between a master and a slave. The Trojan is implemented in a format
of pull-up or pull-down resistor Ryt and capacitor Cyr. The Trojan will be activated
by an internal or external trigger signal. A simple pull-down resistor Ryr could
mute the valid bit "high’, as shown in Fig. 5.4(a). In contrast, the capacitor based
analog Trojan could lead the valid bit low” to go "high’, as shown in Fig. 5.4(b). Both
Trojan cases in Fig. 5.4 demonstrate the analog characteristics of Trojans appeared

in the I’C communication channel.

2. Attack on I*C Clock Line SCL: As the clock line plays a critical role in the master-
slave communication protocol, it could be a primary target of analog Trojans. Since
the slave is an off-chip device, the clock line spans both digital and analog domains.
If there is no specific clock regulation available on board, the master-slave interface
is vulnerable to clock attacks, including clock mute and clock split. A simple resistor
or capacitor shown in Fig. 5.3 will be sufficient to execute clock attacks. We will in-
troduce three different clock attacks based on the connection of the analog Trojan to
ground and power source. Fig. 5.5 three different analog Trojan. Fig. 5.5 a) shows, an
equivalent resistance can be represented by three nmos shorted to ground. Fig.5.5b)
shows an equivalent resistance can be equal to the pmos shorted to a power source.
The last Fig. 5.5 c) shows an equivalent capacitor to nmos and pmos combinational
circuit shorted to the ground. As I’C data transmission heavily relies on the clock
line, a clock split attack will sabotage the data frame as shown in Fig. 5.6. If carefully
crafted, the compromised data frame will be acknowledged as if normal. It is easy
to implement a clock mute attack, as well. Fig. 5.7 illustrates the result of a clock
mute attack performed in the master-slave interface between a Xilinx FPGA chip

and an off-chip temperature sensor. The muted clock cycle successfully leads to the
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modification of the most significant bit of a data frame, which represents the sensed

ambient temperature.

5.2.3 Challenges on Analog Attack Detection

Recent literature [50] reports that an analog Trojan formed with few transistors is power-
ful enough to alter the system priority. Analog Trojans also appear in a phase locked loop
and sensor controllers [57]. Compared with digital attacks, analog attacks can be per-
formed on more surfaces and cost less hardware. As a result, analog Trojans pose more
challenges on attack detection than digital Trojans. The main reasons are as follows: (1)
more trigger mechanisms could be exploited to activate analog Trojans, (2) analog thresh-
old for the attack determination makes the detection less reliable, (3) more ambient pa-
rameters would cause false positive, and (4) more asynchronous signals involved in the
system would need more precise sampling for the process of attack detection. Overall,
the balance of false positive/negative and the sensitivity of attack detection is extremely

challenging for the analog world.
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5.3 Proposed Method for Analog Trojan Detection

We propose an obfuscated Trojan detection method, ADobf, to thwart clock attacks in
I?’C communication. Our ADobf method provides a high sensitivity to the compromised
clock signal and meanwhile protects the attack detection module itself with an obfusca-
tion key. The architectural diagram of our key idea is depicted in Fig. 5.8. The proposed
ADobf based attack detection method compares the clock signal from the clock generator
in the master device with the voltage from the I°C clock line. Due to the switching delay

induced by the open-drain transistor, there will be one (and only one) voltage glitch if the
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clock signal is propagated normally. The Glitch Counter collects the voltage glitches con-
tinuously and assists the ADobf based Attack Monitor to determine the presence of attacks.
An attack alert will notify the clock generator and prevent the data line from accepting
malicious data frames.

More details of the ADobf based attack monitor are described in Algorithm 1. On
each rising edge of the clock glitch, the glitch counter increases by 1. The counter content
is compared with the clock threshold Obf.threshold, which is the correct number of clock
glitches without any attacks. The fact that the glitch counter captures fewer glitches than
Obf.threshold indicates some clock cycles being muted. On the contrary, if more glitches
are obtained, a clock split attack could happen in the past measurement period. The
value of Obf.threshold is a run-time and obfuscated parameter, which is not available for
attackers who do not have the obfuscation key obf.key. Although attackers could calculate

the number of clock cycles that each data frame takes to transfer over the I*C interface,
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Algorithm 1: Proposed ADobf detection method against attacks on master-slave

interface.
Data: clock line, data line, cmd instruction, obfkey
Result: Attack alert
CLKglitch = CLngn XNOR CLK 2cpus;
Obf.threshold = I12C_cmd_decode (cmd.instr, Obf.key, cmd.start, cmd.stop);
Initialize Glitch.counter;
while CLK g4cp, tising edge " do
Glitch.counter++;
if cmd.stop then
if (Glitch.counter < Obf.threshold) then
‘ Clock muted detected;
else
if (Glitch.counter > Obf.threshold) then
| Clock split detected;
else

© o N Ul R W N =

R =
@ N R O

| Normal operation;
end
end

Reset Glitch.counter;

[T
> G s

else

18 |  Glitch.counter++;

19 end

20 end

21 function 12C_cmd_decode(*);

22 Calculate no. clock cycles (cmd.instr, cmd.start, cmd.stop) — NumCycle;
23 NumCycle & Barrel_shifter(obf.key) — Obf.threshold;

24 return Obf.threshold;

-
N

they will not be able to predict the key-dependent Obf.threshold. For simplicity, we use
a barrel shifter to rotate the obfuscation key and then perform a bitwise AND logic with
the number of clock cycles NumCycle in the attack-free scenario. Since only the master
user knows the obfuscation key, the proposed ADobf attack detection method is capable

of resisting clock attacks originated from someone having access to the I*’C bus.

5.4 Experimental Results

We evaluated the proposed ADobf method in the context of I°C interface. The attack
detection method was implemented in Verilog HDL and the master module was synthe-

sized with a 45nm FreePDK technology.
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5.4.1 Effectiveness of Obfuscated Attack Detection

1. Success Rate of Detection: We transmitted 1000 data bits from an I°C slave to a
master. We set 7 and 8 respectively to the number of the address bits for the slave
device and the size of each data frame. The clock line for the I?C channel randomly
tampered so that some clock cycles are muted or split. Each compromised clock
cycle led to the loss of one valid data bit. We varied the number of clock cycles
under attack from 2 to 8. As shown in Fig. 5.9, the success rate of attack detection
of the proposed method increases with the number of clock cycles under attack and
the size of the obfuscation key. When the probability of clock tampering is 0.2%, our
detection against the clock mute attacks is around 0.7 (0.69 and 0.73 for the key size
of 4 and 16, respectively). As the clock line was attacked with a higher frequency
(0.8%), our attack detection method achieves a detection rate of above 0.95. Fig. 5.9
(a) and (b) also indicate that it is easier to detect clock split attack then clock mute
attack. A longer obfuscation key will further improve the success rate of clock attack

detection.

2. Unpredictability on Obfuscation threshold: The strength of our ADobf method re-
lies on the unpredictability of obf.threshold. If the comparison threshold is known,
adversary may find a way to bypass the countermeasure. In this subsection, we
assess the unpredictability of obf.threshold. Given 16-bit obfuscation key, we ran-
domly selected one key vector and used 1000 clock cycles to generate the obf.threshold
for all possible wrong keys. Fig. 5.10 (a) shows that the difference between the
obf.threshold obtained from correct and incorrect key cases is in a wide range of

-500 to 500. Fig. 5.10 (b) further confirms that the average distance and the standard
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FIGURE 5.9: The success rate of proposed ADobf attack detection with the
key size of (a) 4 and (b) 16 [55]
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FIGURE 5.10: Unpredictability of proposed ADobf method. (a) Obf.threshold
distance between the 8-bit correct key and wrong keys. (b) Statistics of
obf.threshold for various key sizes. [55]
deviation are large for different key sizes, which validates that ADobf is capable

of providing a high unpredictability and thus thwarts the attack from reverse engi-

neering on the proposed countermeasure.
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FIGURE 5.11: Attack mitigation achieved by proposed method. (a) A temper-
ature benchmark from NAB transmitted over a compromised I2C interface,
and (b) attack mitigation rate for different obfuscation keys. [55]

3. Attack Mitigation Rate: Next, we used the I°C master-slave interface to transmit
the Numenta Anomaly Benchmark (NAB) [59], machine temperature system failure, in
which 22695 floating numbers were reported. Each floating number for the sensed
temperature was represented by 32 bits, 16 for integer and another 16 for fraction.
We introduced 100 clock glitches in the NAB transmission. As shown in Fig. 5.11
(a), the original NAB carries one abnormal data point (below 10 degrees); however,
the clock mute attack increases the number of abnormal temperatures to close 100.
Our proposed ADobf method significantly alleviates the clock mute attack. The
mitigation effect varies with different obfuscation keys. We examined the mitigation
rate for all possible 8-bit obfuscation keys. As shown in Fig. 5.11 (b), our method
achieves an average attack mitigation rate of 98%. There are only two cases out of

256 below the mitigation rate of 80%.
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TABLE 5.1: Comparison of Performance and Hardware Overhead.

Area Dynamic | Leakage | Critical
Metric (um?) Power Power Path
(uw) (uw) Delay(ns)
Baseline Master | 2320.22 | 12.39 11.20 0.93
ADobf Master 4 | 2525.77 | 14.88 12.23 0.94
ADobf Master 8 | 2696.12 | 17.99 13.41 0.94

5.5 Hardware Cost

The proposed attack detection and mitigation method bring in moderate hardware over-
head as reported in Table 5.1. The ADobf module costs 8.9% and 16.2% more area for
4-bit and 8-bit keys, respectively. The power consumption increases accordingly. As
our method runs in parallel with normal I°C operation, the critical path delay is only

increased by 1%.

5.6 Conclusion

Complementary to the studies on general digital and analog Trojans, this work focuses
on the investigation and mitigation of the security threats on the I>C interface between
digital master and analog slave devices. Unlike the sensor-based abnormal clock detec-
tion, the proposed ADobf algorithm achieves a high attack detection (close to 1) against
0.8% attack injection rate. Our case study with NAB benchmark shows that the proposed

method can mitigate over 98% clock mute attacks.
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Conclusion and Future Work

6.1 Conclusion

IoT devices have increased the network connectivity and computing capability of the em-
bedded system. Large scale deployment of IoT have affected our lives significantly. Study
shows IoT device played an import role in the application of civil, industrial and might
expand extensively into military use in the future. However, IoT devices lack protected
and secured protocols both in the software and hardware side, which might work as an
entry point for the adversary to launch malicious attacks. Most of the existing monitor-
ing capability of the IoT device is currently unnoticed by the developer side. As a result,
Hardware Trojan (HT) can lead to potentially hardware protocol vulnerability. This the-
sis exploited the protocol vulnerability and gave a solution for analog base HT malicious
activity.

In Chapter 3, we exploit the smart bulb’s Bluetooth low energy protocols to covert
exfiltration data in conversational secure air-gapped networks. This section briefly in-
troduces the security threats in the air-gapped network and potential vulnerabilities of

smart light bulbs. The handshaking procedure and authentication mechanism between
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host and client occur in the General Attribute Profile (GATT) and General Access Profile
layer of the protocol stack. We exploited the Attribute protocol layer to control the device
and implement covert data-channel. Nrf-sniffer application sniffed the data between two
Bluetooth connected devices. The captured Bluetooth data is then exported to log files,
which revealed the smart bulb’s MAC address. A close analysis allowed us to find the
entry to take control of the smart bulb. By examining the GATT layer, the characteristic
address of the bulb is identified. We used Characteristic value OxFFE9 to write a value
and thus change the color GATT transactions using nrf-sniffer. To overwrite the charac-
teristic number, first, the pattern of the payload is determined for the bulb. Analyzing
the packets in Wireshark, the payload 56 00 00 00 27 Of aa was identified and revealed the
value 00 00 27 corresponds to RGB and 56 00 RR GG BB 0f aa is the payload pattern used.
Changing the RGB values of the payload pattern in nrf connect the bulb color can be
changed without any issues. The observed pattern is used to write an automated script
to change the bulb color. The protocol has several weaknesses. In our experiment, we
exploited GATT and ATT layers of Bluetooth protocol to control the bulb.

In Chapter 4, we introduce the proposed MITM in the single wire protocols. The
MSP340 acts as an HT circuit. It receives and request signal from the raspberry pi and
relays the request to the dhtl1 sensor. The msp430 performs data manipulation with a
bitwise operation. For our attack, we used a bitwise XOR operation to invert the third to
the least significant bit of both temperature and pressure data. In the inactive stage, the
msp430 returns the most recent modified data to raspberry pi and mimicking the data
transmission from the dhtl1 sensor. Once the trigger is activated, the sensor data is then
converted into a 64-bit floating-point and forcing some bits in the fraction to be zero or set

bits. Hence, 0x00040F0000000000 is a 64-bits floating number will be used for unsetting
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the bit position of the original value. In 64-bits floating number system, the 14", 21, 2214,
23 and 24™ bits will be affected and set to zero. We set the value in such a way that the
relative humidity will only be affected if the value crosses 55%. So, 55% is our trigger
value for MSP340. Due to the unmonitored and unsecured single wire protocol between
the sensor and the host and an adversary can easily eavesdrop on the critical information
without any detection.

In Chapter 5, we used the I?’C master-slave interface to demonstrate an analog HT
practical implementation. The master-slave interface of the I°C is vulnerable to clock
mute and clock split. We implement a clock mute attack resulting in the master-slave
interface between a Xilinx FPGA chip and an off-chip temperature sensor. The clock line
for the I>C channel has randomly tampered, so that compromised clock cycle led to the
loss of valid data bit. The attack detection rate depends on the number of clock cycles
under attack and the obfuscation key’s size. The clock tampering probability is 0.2% and
our detection against the clock mute attacks is around 0.69 and 0.73 for the key size of 4
and 16, respectively. The detection rate of above 0.95 for higher frequency 0.8% clock line
attack. The success rate of clock attack detection heavily depends on a longer obfuscation
key. The proposed detection mechanism ADobf based attack depends on the technique
of comparing the clock signal with the clock generator in the master device side. The
standard deviation is large enough for different key sizes to validate the ADobf capability
of mitigating attack from reverse engineering on the proposed countermeasure. In our
experiment, we introduced 100 clock glitches in the NAB transmission. The original NAB
carries one abnormal data point below 10 degrees. The clock mute attack increases with
the number of unusual temperatures close to 100. As we mentioned earlier, the mitigation

effect varies with different obfuscation keys, and our method achieves an average attack
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mitigation rate of 98%.

6.2 Future Work

Based on the results and simulation, our technique justifies the improvement of data
transmission reliability in I°C protocols. The proposed method detects a malicious at-
tack, which is novel and effective. Our final solution is based on the I*C master-slave
interface. We want to extend our detection mechanism to other synchronous Serial Pe-
ripheral Interface (SPI) in future work. We plan to carry out a comparison experiment
on the dynamic power, leakage power, critical path delay, and other overheads. We also
plan to extend our work in the asynchronous protocol, such as Universal asynchronous
receiver-transmitter (UART). Most of the chip operation relay on the clock signal, and
mostly all glitch attacks use the clock signal. We also want to explore other types of
fault injection, such as timing glitch and electromagnetic glitch. This gave an insight into
how our detection mechanism will handle other glitch attacks. As IoT devices generate
an abundance of data and identifying any anomalies in the detection method can be a
changeling. In the NAB benchmark, our detection method shows 98% success rate. In the
future, we will run an experiment in both the Etsy Skyline and Twitter ADVec benchmark.
As the detection method process data in real-time, and it is a continuously learning and
prediction process. Identification of any anomalies present in the detection method and
anomaly detection effectiveness can be investigated during the benchmark comparison

experiment.
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