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ABSTRACT

The recent advances in mobile devices and wireless communication sector
transformed Mobile Augmented Reality (MAR) from science fiction to a
reality. Incorporating this MAR technology in health care sector elevates
the quality of diagnosis and treatment for the patients. However, due to
the highly sensitive nature of the data being circulated in this process, it is
also highly vulnerable to the security threats. In the thesis, an architecture
is proposed for a MAR health care application based on Multi-access Edge
Computing (MEC). This includes key features such as displaying augmented
view of patient information on the mobile device, augmenting the X-ray or
scan image on top of the patient’s actual body parts to assist the doctor, and
enabling the doctor to interact with an expert and get real time consultancy.
Based on the proposed architecture, all the possible network security
threats are analyzed. Furthermore, a secure key management scheme is
proposed for registration and authentication phases to establish a secure
end-to-end communication between the participating entities in the system.
The security features of the proposed scheme are formally verified by
using Automated Validation of Internet Security Protocols and Applications
(AIVSPA) tool, Moreover, an informal verification is provided to discuss the
protection against other possible attacks. It has justified that the proposed
scheme is able to provide the required level of security for the system.

Keywords: MAR, MEC, Health Care, Network Security, Privacy, Formal
Verification, Authentication, Key management
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1 INTRODUCTION

The next generation of communication systems, 5G opens the door for countless
opportunities with the integration of new technologies. Some of the key features of the
5G systems like Multi-Access Edge Computing (MEC), Network Function Virtualisation
(NFV), Software-Defined Networking (SDN), helps the 5G networks to provide services
with high data rates, extremely low latency with improved Quality of Service (QoS)
compared to current 4G LTE networks [1, 2]. The architectural change in the
5G networks, from centralized, cloud-based processing to edge computing techniques
reduces the end-to-end latency. This achievement in low latency plays a vital role
in making the most demanding and latency constrained applications like Augmented
Reality (AR)/Virtual Reality (VR) realizable [3]. There is often confusion among the
terminologies VR and AR, the users are fully immersed in a computer-simulated virtual
environment in VR applications, whereas in AR, the users will be in the real environment
and the computer-generated virtual objects will be brought to the real environment
through AR device. When this device is a mobile device, we name this system as a
Mobile Augmented Reality (MAR) system. Since the mobile device like smartphones
and tabs are widely used and easily accessible, we intended to implement an application
in MAR systems. Further details on the MEC server and MAR are discussed in the
literature survey.

1.1 Background and Motivation

The core objective of this MAR technology in the target applications is to provide
computer-simulated assistance to the users. This assistance helps the users to understand
the environment better and make the right decisions. This potential of MAR to redefine
the interaction between the user and the environment enhanced the intended output of
the application in many sectors such as manufacturing industries, education, and health
care. Knowing the potential impact a MAR based health care application could make in
human life, ignited our desire to look for a possible opportunity in the sector. Numerous
researches have already been carried out to find innovative ways to incorporate MAR into
many different applications in the health care sector like remote assistance in surgeries,
X-ray rendering, vein image rendering, etc [4].

We have identified a real issue in the rural areas of developing countries, which has the
potential for MAR incorporation. Since opportunities are concentrated in capital cities,
experts and doctors tend to move there, and it leaves the rural areas with the scarcity
of experts and experienced doctors. So the people in those areas are forced to go to city
hospitals and wait in ques to get admissions, some times they even miss the chances to
get an appointment when needed. Moreover, the inexperienced doctors in rural areas
tend to misdiagnose, and it some times end up in severe consequences. These motivated
us to come up with the MAR based solution discussed in the upcoming section.



1.2 Research Problem

In order to address these issues discussed in the previous section, we wanted to make
the expert accessible for any doctors and patients, regardless of the location, they live
in, and also wanted to give some AR assistance for the amateur doctors to improve their
diagnosis. We decided to achieve this by proposing a MAR application where the doctor
will be able to get the AR assistance in the diagnosis and will be able to get real-time
consultations from an expert. The circulated data in this application is highly sensitive;
hence, it is mandatory to ensure that security and privacy have never been compromised
in our proposed solution.

1.3 Methodology of the Work

To realize the objective of proposing a secure MAR application, first and foremost
we define the critical functions of the application such as tracking patient records,
augmenting X-ray/scan image of a patient on top of the actual body part being diagnosed,
and when needed, doctor receiving real-time consultation and guidance from expert on
the diagnosis. Next, we study the typical architecture of a MAR system, their functional
components, and process flow. After that, we modify the typical architecture and process
flow to cater to our application functions. Depending on the process flow and architecture
of our particular application and its essential functions, we analyze all the possible
security threats in each entity and communication links and propose possible solutions.

With proper registration and authentication key management scheme, we will be able
to establish a secure communication link between entities, and we will be able to mitigate
the threats and make our application secure. So we propose such a scheme for each phase
in the application. Further, we introduce two or three-way authentications consisting
user name and password, facial recognition, registered device MAC addresses, and X.509
certificate. We also use some previous registration as a prerequisite in the following
registration, which acts as an additional layer of security, so it is mandatory to follow the
same registration order proposed in the scheme. After proposing the scheme, we verify
the protocol using formal verification tool AVISPA, and check whether the scheme is safe
against man in the middle attack and replay attack. Then, we use informal verification
to analyze the security of the application logically.

1.4 Organization of the Thesis

The thesis has eight chapters. The rest of the thesis is organized as follows.

Chapter 2 explains the literature and related researches that have been carried out.
This chapter has three sections, the first section explains the concept of MAR, typical
architecture and other important details related to MAR. Then the second section MEC
explains about MEC concept, reference architecture and essential functions related the
elements in that architecture. Then the final section discusses the related works carried
out in this domain and discusses the widely accepted formal verification tool which has
been used in verifying similar key exchange schemes.



Chapter 3 describes the proposed architecture for our application and discusses the
process flow for each scenario of the application that are patient identification and
information retrieval, X-ray/scan rendering, and expert opinion.

Chapter 4 analyses all the possible security threats concerning the proposed
architecture of the application and suggests possible solutions.

Chapter 5 proposes a registration and authentication key exchange scheme to establish
a secure communication link between the entities. In this chapter, the first section
elaborates the proposed scheme for the registration phase of each entity in the application,
and the second section elaborates the proposed scheme for authentication phase during
the interaction between registered entities.

Chapter 6 presents a detailed analysis of formal verification and results for the proposed
scheme. Further, it discusses the limitations in the implementation of the actual scheme
and how it has been addressed.

Chapter 7 is concerned with the informal verification for the proposed scheme and
discusses the attacks prevented by the scheme.

Chapter 8 includes the evaluation of the thesis on meeting the objectives and proposes
some future directions for the research.

Finally, Chapter 9 discusses the conclusion of the thesis.



2 LITERATURE REVIEW

The new technological advancements enriched our interaction and interpretation with
the environment around us. Based on the interaction and interpretation, the reality-
virtuality continuum can be categorized into four subcategories as Reality, Augmented
Reality (AR), Augmented Virtuality (AV), and Virtual Reality (VR) [5].

[ Mixed Reality (MR) |

_—

Real Augmented Augmented Virtual
Envionment Reality (AR) Virtuality (AV) Environment

Figure 1. Reality-virtuality continuum [5].

In VR, the user is fully immersed in a computer-generated virtual environment, and
he has no interaction between the real environment. However, in AR and AV, which
is commonly called as mixed reality, the virtual and real environments are mixed and
displayed on a chosen device. The way the environments are mixed distinguishes AV
and AR. In AV, the current state of the real-world objects are blended and updated in
the virtual environment the user is immersed. Whereas in AR, the generated virtual
objects are blended in real-time with the real environment and displayed on the display
of a chosen device. The fundamental process of any augmented reality systems can be
summarized into six subsystems as image acquisition, virtual model generator, mixing
realities subsystems, display, manipulator and a tracking subsystem [6]. Recent mobile
technology advancements in built-in cameras, sensors, computational resources and cloud,
edge-based data processing and storage facilities have made AR possible on mobile
devices. AR on mobile devices such as mobile phones, tabs, google glass, other portable
electronic devices with the ability to host AR applications are called as MAR [7, 8]. From
8], we can say that the characteristics of a MAR system can be defined as follows:

1. Combines real and virtual objects in a real environment.

2. Interactive in real-time.

3. Registers and align real and virtual objects with each other.
4. Runs and displays the augmented view on a mobile device.

can be categorized as MAR. According to the large number of published studies [6, 7,
8,9, 10, 11, 12, 13, 14, 15], a typical architecture of a MAR system can be drawn as in
Figure 2 and the components of typical MAR system can be shown as in Figure 3.
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Figure 2. Typical architecture of MAR system.

Display

Scene

mege I
Image/frame Acquisition/pre apper Simulator €
processing
Sensor Py
; Application

MU Fsien Software

Pose Update

Object Tracking

PHYSICAL WORLD
MOBILE DEVICE

|'

M' with video and networking protocols

Object Detection

Server/Servers Data base Feature Extraction
-images

-Point of interest
information

-3D graphical assets Template matching and Pose calculation

Object Recognition/Feature Matching Initial

pose

-Texts rmati
) . ) Image or Information
-Geographical informations . . . to be Rendered
Associated Information retrieval

Figure 3. Components of typical MAR system.

As shown in Figure 3, the initial image acquisition from the user’s environment is done
through the camera of the mobile device and passed on to the server. In the server,
the target object is detected, and the features are extracted from the image. Then the
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extracted features are matched with the databases, and the target object is identified.
Then according to the software framework, the associated information or image to be
rendered is retrieved and sent back to the device. Meantime, fused sensor input is passed
on to the server, where the template matching and initial pose calculation is done by
comparing it with the stored data. Then the calculated initial pose is passed on to
the device. The device simulator renders the inputs from the server on top of the real-
time camera inputs and displays it to the user. Object tracking part of the software
compares the real-time fused device sensor input concerning the initial pose and update
the rendered information or image, concerning the user’s view of the scene. Due to the
latency constraint nature [12] of the MAR, a care-full design is needed with optimally
offloading the tasks to the server [15].

2.1 Multi Access Edge Computing (MEC)

As per the definition defined by ETSI, bringing the cloud computing capabilities to the
edge of the mobile network closer to the users is called mobile edge computing [16].
The comparison of cloud and edge computing is illustrated in Figure 4. MEC has some
advanced features such as low latency, proximity, high bandwidth, real-time insights into
radio network information and location awareness which makes it a game-changer in
many sectors such as consumer, enterprise and health care [17].

Cloud Server

Edge Server

Appl Datal

App3|Data3

User 1 User 2 User 3 User 1 User 2 User 3

Figure 4. Comparison of cloud and edge computing.

Recent advancements in the Network Functions Virtualizations (NFV), Information-
Centric Networks (ICN), and Software Defined Networking (SDN) enabled the
implementation of MEC, based on virtualized platforms [18]. MEC reference architecture,
as described by ETSI [16], is shown in Figure 5. This architecture allows MEC
applications to run as Virtual Machine(VM) on top of virtual infrastructure. The MEC
has two host level management. First one is mobile edge platform manager, which
manages the life cycle of applications, application rules and requirements including service
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authorizations, traffic rules, DNS configurations, and resolving conflicts. The second one
is the virtualization infrastructure manager, which manages the allocation management
and releasing of the resources of the virtualization infrastructure. The User apps and
customer-facing service portal, request the operations support systems for the service.
Then the operations support system evaluates the validity of the request and forwards
the valid requests to the MEC orchestrator. Orchestrator maintains an overall view of
the deployed MEC hosts, available resources available MEC services and topology [17].
Depending on the service required, orchestrator will make an optimal decision on the
process of the request.

The AR application needs low latency and high-speed data processing to provide the
correct and excellent user experience. Hence, incorporating MEC server instead of a
centralized server, for data processing and data access, reduces latency due to long
propagation distances and complexity in the processing [17].

Customer facing Operations
service portal Support System v
T
User App lifecycle ﬁ E
management proxy E L
. 7]
UE app Maobile edge g B
Orchestrator
Other
Mobile edge
platform
. Mobile Edge Platform
Mobile Edge e

’7 Platform o
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Figure 5. The Reference architecture of MEC [17].
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2.2 Related Works

Due to the merits of MAR systems, the technology has its presence in many sectors such
as tourism and navigation, entertainment and advertisement, training and education,
geometry modeling and scene construction, assembly and maintenance, information
assistant management and health care applications [7, 9]. In this research, we focus on
Incorporating MAR into the health-care sector as it enhances better outcomes in patient
care [9] and has a huge impact on human lives. A considerable amount of research has
already been done in this area, and researchers have proposed some innovative ways
to incorporate AR technology into the health care sector. The study [19] discusses
on AR application in medical education in subject areas like anatomy, surgery, and
forensic medicine and it also discusses the applicability of AR in assisting in actual
medical procedures in laparoscopic surgery, endotracheal intubation, joint injections, and
assistance in placing local anesthesia. The research [20] discusses on optical-see through
augmentation for laparoscopic surgery. The studies [21, 22] discuss augmenting X-ray,
MR scans imagery with the real objects. The literature [23] discusses the application
of AR in surgeries. The extensive survey in [4] refers to many other AR applications
and researches conducted in the health care sector. It mentions applications such as,
the vein viewer which projects patient’s vascular network onto the skin to help with
needle insertion, assisting applications for patients in both physical and neurological
rehabilitation, applications which could augment the information from medical scan
images to a surgeon in a convenient manner during surgeries, applications which could
be used for educational training such as visualizing human anatomy, visualizing 3D lung
dynamics and training of laparoscopy skills. The work carried out in [24] discusses
a virtual interactive presence and augmented reality platform that allows a remote
surgeon to deliver real-time virtual assistance to a local surgeon, over a standard Internet
connection.

Based on the works done in this AR applications in the health care sector, we have
identified few key features to be included in our proposed MAR based health care
application to enrich the health care services provided to the people regardless of the
place where they are living.

2.3 Formal Verification Methods

Security protocols have to be verified before they are actually implemented. There are
no such ways to prove that a protocol is perfectly safe and unbreakable. However, the
strength of a protocol can be verified with the measure of relative complexity in breaching
the security properties [25]. The formal verification method is used to verify the protocols
by logically and mathematically model the system and security systems, and validate
whether it achieves the expected level of security [26]. The extensive study carried out
in [27] discusses formal verification methods. For a complex protocol, security analysis
involves a large number of steps. Hence, the task needs to be automated. Depending
on the automation techniques, the verification method is distinguished. Based on this,
there are two notable formal verification methods. First one is logics of beliefs (BAN
Logic), a modal logic system based on beliefs of the entities in the protocol, and the
second one is Dolev-Yao (DY) model, a discrete state transition system which tracks the
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messages instead of beliefs. In this model, the behaviors of the agents participating in the
protocol are defined with send, receive messages, whereas the behavior of the attacker is
left undefined. The DY model could be formalized in many different ways, as discussed
in the literature [27]. However, automated by state exploration is highly suitable for
our application. This technique runs and looks for all possible violations of the defined
security properties in the model runs, and when the desired property is violated in any
of the model runs, the analysis will conclude that the protocol is unsafe. In the thesis, a
widely used state exploration technique based tool named AVISPA is used for verification.

2.3.1 AVISPA

Further, the researches [28, 29, 30, 31| uses Automated Validation of Internet Security
sensitive Protocols and Applications (AVISPA), a widely known formal verification tool
to validate their proposed security protocols. The architecture of the AVISPA tool is
shown in Figure 6.

High-Level Protocol Specification Language (HLPSL)

Translator HLPSL.2IF

Intermediate Format(IF)

____________________________________________________________________________

_____________________________________________________________________________

Ouput Format(OF)

Figure 6. The architecture of AVISPA tool [29].

From the references [29, 32, 28|, the following understandings were acquired. In
AVISPA, the user specifies the security problem or in other words, a protocol with
expected security goal in High level protocol specification language (HLPSL). The role
based script written in HLPSL is then translated into Intermediate format(IF) using
HLPSL2IF translator. IF specification describes an infinite state transition system which
is suitable for formal analysis. This IF specification is fed to one of the four back-ends
of the AVISPA tool. Each back end has different techniques to search the corresponding
infinite state transition system for states that represent the attacks on the intended
properties of the protocols. The current version of the tool has four back ends.

1. On the Fly Model Checker OFMC.
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2. Constraint Logic based Attack Searcher CL-Atse.
3. SAT based Model Checker SATMC.

4. tree automata based on automatic approximation of the analysis of security
protocols TA4SP.

These back ends, analyze protocols and check whether our security goals are met.
The intruder is modeled using Dolev Yao (DY) model [33], which allows the intruder
to act as an authorized entity with the knowledge we declared. After the analysis, the
tool provides the result as SAFE or UNSAFE. When the output is UNSAFE, we can
simulate the attack simulation and see how the attack is being carried out by the intruder.
We can also simulate the protocol by using protocol simulation and check the variable
values using variable monitoring tab. In this way, we can ensure that the protocol is
being successfully simulated. Further explanations about the tool and declarations are
discussed in the formal verification chapter.
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3 PROPOSED ARCHITECTURE

From the analysis of current issues in health care systems, we have identified the following
key issues.

1. Inexperienced doctors face difficulties in consulting patients by checking X-ray and
scan reports.

2. Patients and doctors in rural areas require the second opinion from expert surgeons
working internationally, but it is not practical in most cases.

We are proposing a MAR application to address these issues together with additional
features. The key features of our MAR application are as follows.

1. Doctor can use this application and see the augmented view of the patient’s X-
ray/scan report on top of the patient’s affected area, and he can perform precise
medical check-ups.

2. Doctor/expert can access previous medical histories, reports, and other information
with the patient’s permission and see the augmented results on the screen.

3. Doctor can request for second opinions from a registered expert, and then the expert
can join and interact with the doctor regardless of his location. The augmented
view of the expert’s inputs are displayed on doctor’s device in real-time.

Based on the AR architectures discussed in [13, 14, 15] architecture of our MAR
application is proposed. For easy understanding, the typical architecture of MAR
mentioned in Figure 2 and Figure 3 is modified in accordance to each main scenarios
of our application as illustrated in the following context.

Figure 7 shows the architecture of the first scenario that is patient identification
and information retrieval. Registered doctor authenticates himself and logs into the
application, after that he inputs patient identity details through the User Interface (UI)
and requests for past medical records, X-ray, scan reports, and other information. The
request is then passed on to the edge server. Edge server then verifies doctor, patient
log in credentials and retrieve all the data related to the patient from cloud and stores
it in the edge server. Then the edge server sends back the specific information requested
by the doctor, to the doctor’s mobile device. The simulator function of the application
software in the mobile device grabs the user interface input, selections, the input from
the edge server and renders it on top of real-time camera input on the display.

Figure 8 shows the architecture of the second scenario that is augmenting X-Ray /
Scan report on top of patient’s actual body part. Here the doctor places a marker on the
patient’s body part he wants to examine. Then he holds the device on top of the body
part, and requests the application for an augmented view of X-ray or scan report. The
service request and the device camera input are passed on to the edge server. The edge
server then retrieves the respective X-ray or scan report from its database, and calculates
the initial pose of the doctor. After that it passes both calculated initial pose, and the
image to be rendered, to the requested doctor’s mobile device. The simulator function
in the mobile device simulates the scene by rendering the image received from the edge
server on top of the device camera input. Further, the object tracking part updates
the pose of the doctor based on the current camera input, and initial pose information
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Figure 7. Patient identification and information retrieval.

it received from the edge server. Based on this pose update, the simulator adjusts the
simulation on display and produces a realistic augmented view for the doctor with respect
to his movements.

Figure 9 shows the architecture of the third scenario that is doctor seeking an expert
opinion. While consulting the patient, the doctor may wish to have a second opinion in
diagnosis or report analysis from an expert. Doctor then uses the user interface of the
application and requests the expert for his consultancy. When the expert accepts the
invitation, the final rendered output with a marker that has been displayed in the doctor’s
device is video streamed to the expert’s device. The expert then interacts with the doctor
regarding the issue. When needed, he requests the edge server for the patient’s medical
information through the user interface. Expert’s device then retrieves the information
from the edge server and displays the augmented output in a similar manner explained
in scenario 1 Figure 7. The expert then provides his real-time interactive consultation to
the doctor, his real-time markings on his display on X-rays, scan reports are streamed
back to the doctor’s device. In the doctor’s device, the simulator function maps expert’s
consultation inputs with respect to the marker in the affected area of the patient and
renders it in the output shown in the display.
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4 SECURITY ANALYSIS OF MEC BASED MAR
ARCHITECTURE

All the possible security threats for the proposed architecture has been analyzed, and
viable prevention techniques have been discussed in this section. The threat vector model
for our application architecture is shown in Figure 10.
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PATIENT @ @ ’
" ]
SOFTWARE -

MANAGEMENT

'I' /‘,\

-_.
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Figure 10. Security threat vectors.

Threat vector 1: Attack on mobile device

The attacker can use third-party applications to gain access to the device and its
sensors and obtain information about the surroundings and track the patient’s location
and misuse them [34]. Similar kind of attack named as place raider attack has been
discussed in [35]. An attacker can manipulate the outputs and perform clickjacking attack
[36] to suddenly display sensitive request and make the user give permission which could
affect the privacy of the data being handled.

possible solutions: Sensor access can be limited in a way that they start to function
only when the marker on the patient’s body part is scanned. Third-party access could be
restricted while using this app. Output policies could be defined to detect abnormalities
in the display.

Threat vector 2: Attack on the network between edge server and mobile
device

An attacker can perform a man in the middle attack and access the sensitive data like
X-ray, patient’s medical history and exploit them. He can also generate virtual traffic
and perform a DoS attack.

possible solutions: Proper authentication and encryption scheme should be followed,
puzzles could be used to prevent dos attacks.
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Threat vector 3: Attack on edge server

Data: The previous studies [37, 38] discuss the possible attacks that could be
performed in edge server. An internal or external adversary can access edge server and
view data, tamper them, redirect to another rogue storage, which will breach the data
confidentiality and integrity of the data. The attacker could gain access to the system
by performing kernel-level operations and escalate the privilege for the administrator.
He could also perform a DoS attack and prevent the edge server from providing data
services.

possible solutions: Data could be stored, processed, and transmitted in the encrypted
domain, using the techniques described in [39, 40, 41]. Proper authentication scheme
could be implemented, and puzzle challenges could be used to prevent DoS attack.

Services: Apart from data, the attacker can also target for other services offered
by the edge server. Attackers could use third-party applications on the same platform
as network functions to infiltrate the platform and affect network functions like traffic
control rules, DNS handling, service registry running on the platform. Attackers can
negatively use the application-aware performance optimization; for example, they can
starve the competitor applications and their customers of radio resources which will force
them to end up in denial of service for their customers. Attackers could also fill the local
caches with useless content unusable by subscribers, and exhaust resources needed by
network functions. Furthermore, they can spoof or modify the instructions transmitted
by MEC orchestrator and disrupt the virtualization infrastructure manager and mobile
edge platform manager.

possible solutions: Application quality assurance framework could be used only to
allow trusted application, the edge computing applications and network functions could
be run in robustly segregated virtual machines, a secure authentication and encryption
mechanism could be implemented, and priority policies can be set to allocate a dedicated
cache for AR application while using, and machine learning techniques could also be used
to detect anomalies in content requests.

Threat vector 4: Attack on the network between edge server and cloud
server

Adversaries can perform a man in the middle attack and access sensitive data or
manipulate the medical data and mislead the doctor and the expert. Moreover, they can
also overload the cloud server with multiple streams of data flow with multiple virtual
machines and perform a DDoS attack.

possible solutions: Strong encryption and authentication scheme could be implemented,
puzzle-based prevention could be used to prevent DDoS attack, machine learning
techniques could be used to detect anomalies in the traffic patterns and divert or filter
the unwanted packets.

Threat vector 5: Attack on cloud server

With attacks discussed in [42], internal or external adversaries could access cloud
service and view, tamper and redirect data to another rogue storage. Adversaries could
impersonate the edge server and access sensitive information from the cloud. As discussed
in [43] adversaries could perform cloud Malware injection attack and side-channel attack,
and also the adversaries could physically damage the cloud resources.

possible solutions: Strong encryption and authentication scheme could be implemented,
backup of data with proper encryption could be kept, resources could be kept in high
secured zones with limited access, a hypervisor could be deployed to validate and integrate
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virtual machines, a combination of virtual firewall appliances could be used to prevent
side-channel attacks.

Threat vector 6: Attack on internet connection between entities

An attacker can perform a man in the middle attack and access application control
related information and input malicious software updates to make the application
completely insecure, and the attacker could also perform a DoS attack.

possible solutions:  Proper encryption and authentication scheme could be
implemented, and puzzle-based challenge could be used to prevent DoS attack.

Threat vector 7: Attack on software management

Internal employees could misuse their access to modify the software and upload
malicious updates and create loopholes or access the data storage and retrieve sensitive
data and exploit them.

possible solutions: Source code access could be limited to very few people in the
company and could be protected with facial recognition-based authentication. All source
codes and other data could be stored in an encrypted form with proper backup storage.

Threat vector 8: Attack on expert’s device

Malicious third-party apps could be used to access inputs from the doctor, edge server,
and outputs from the expert, and then the sensitive information about the patient and
the consultation details could be exploited.

possible solutions: The access of the third-party applications could be restricted while
using the app. Output policies could be defined as discussed in threat vector 1. Highly
secure and efficient encryption and authentication scheme could be used.

In order to mitigate these threats, a registration and authentication scheme is proposed
in the next chapter.
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5 PROPOSED REGISTRATION AND AUTHENTICATION
SCHEME

Our protocol has two main phases, the registration phase, and the authentication phase.
In the registration phase, the details of the entities are uploaded to the certificate
authority. Then the implicit certificate which has the public key of the entity is obtained
from the certificate authority. The obtained certificate is used by the entity to derive its
private key.

Table 1. Notations used in the scheme

Notation Description
QEexca Public key of External Certificate Authority
dexca Private key of External Certificate Authority
N, Random number generated by server
N. Random number generated by client
Kaos Puzzle difficulty level
X509gxca | X509 certificate of the external certificate authority
X solution of the Puzzle
Y solution of the hash value
ged Greatest common devider
Qrdge Public key of edge server
dEdge Private key of edge server
CSR Certificate signing request
H Oneway hash function
I'Edge random integer value generated by Edge
REdge Elliptic curve point generated by Edge
G Generator function
T Admin random integer value generated by Admin device
Radmin Elliptic curve point generated by Admin device
Raevice Elliptic curve point generated by device
K Secret key for HMAC function
Cert Agmin Implicit certificate of Admin device
Certgevice Implicit certificate of doctor/expert device
e Integer used to keep hash value of implicit certificate
S Private key reconstruction value
TUser random integer value generated by registered user
Ruser Elliptic curve point generated by registered user
Kaigs Session key
QDdevice Public key of Doctor device
dpdevice Private key of Doctor device
Cert pgevice Implicit certificate of Doctor device
QEdevice Public key of Expert device
dEdevice Private key of Expert device
Cert Bgevice Implicit certificate of Expert device
Nonce Random cryptographic nonce
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Likewise, in the authentication phase, the authenticity of the entities is verified using
their implicit certificates and other additional authentication mechanisms like facial
recognition, and log-in credentials. Finally, a session key is established safely in this
phase. In the registration process of edge server, external certificate authority acts as
the certificate authority. However, in all the other cases, the edge server acts as the
certificate authority to the participating entities.

5.1 Registration Phase

The main tasks in this phase are, registering the entity’s details by the Certification
Authority (CA), and providing a certificate for authentication purpose inside the
network. For all the other cases the edge server acts as CA and saves entity’s details and
provides ECQV implicit certificate[44] to the requesting entities. In our scheme, we have
used some registered entity’s credentials as a pre-requisite for other entity’s registrations,
so the registration process has to follow the defined order. First and foremost, the edge
server has to be registered with external CA as illustrated in Figure 11, here external
CA registers edge server and provides X.509 certificate to it. Then secondly, the network
administrators from hospital and software company should register themselves together
with their computers/devices on their edge servers as illustrated in Figure 12. After
that on the company side, their registered admin will register the company workers and
their computers on their edge server, as shown in Figure 13. On the hospital side, the
registered admin will register the doctor, expert devices and then they will register the
doctors and experts on edge server through an already registered device as explained in
Figure 14 and Figure 15. Then finally, the network admin registers the patient on the
edge server through his registered device, as shown in Figure 16. The boxes with red
letters in the figures indicate the stored information on that side. In the scheme, similar
puzzle-based challenge described in [45] is used to prevent DoS attack where the edge
server sends a puzzle and expects the client to solve it to show it is a legitimate client.
From the understandings of [46, 47, 48, 49, 50, 51], we found ECDH (Elliptic-Curve
Diffie-Hellman) is highly secure and faster and well suited key exchange scheme for our
application.

Step 1: Edge server registration

As shown in Figure 11, edge server initiates the conversation with the external CA
with a hello message and cipher suites it supports. External certificate authority chooses
a random number N, then chooses k4,5 depending on the severity of the DoS attack and
sends back to the edge server together with a hello message, selected cipher suite, and
its X.509 certificate to authenticate itself as legit. Upon completing this handshake with
CA, the edge server generates a random number N, and finds a solution X for the puzzle
in a way that when N., N, X are concatenated and hashed with Qgxca as key, it gives
a value with first k4, bits as 0.
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Edge Server External CA
Hello, Cipher Suite Qixca s dexca
Choose Nk
A
NoKeos Hello, Cipher Suite(selected) ,X509:xca » N, Kyos
Ne, H(Qgxca [INes N> X)=0;.. 'Okde
Nonce
p.q random large prime numbers
n=pq

p(n)=lem(p-1,g-1)

Public key Qpgge:

1< Qpgge < 1(n) & ged(Qpgges 1(0) )=1
Private key dEdgc:

dEdge: QEdge ' mod },L(l’l) EQ [Ns Nc X Nonce]
Edge > 4 ’ . > . .

Send CSR: EdEdgc[edge identity details], Qgqqe

lH(QEXCA N> N, X):Ol"'okdo Y l

l Verifies edge server details
||QI.‘(,gc.ser\fer details‘
Sign certificate
EdEXCA(identity details, Qpg,e,CA details)
Finished, Acknowledgement, X509, X509,

Xsoghdge Finished, Acknowledgement

Figure 11. Message flow for the registration phase of edge server.

Then the edge server generates its public and private key pairs based on RSA key
generation algorithm [52]. Then the edge server encrypts the N,., Ny, X, Nonce with
the public key of the external certificate authority(EXCA), to make sure it is only
accessible by that certificate authority and sends it to the server together with the
certificate sign request (CSR) [53]. The CSR also includes the edge identity details
signed by the edge server and the derived public key of the edge server. Once the EXCA
receives this message, it verifies the puzzle answer by doing the same hash function
and comparing with the stored kg, value. After that, EXCA sends and X.509 identity
certificate digitally signed with the private key of EXCA together with the finished
message. The message flow ends with the finished message from the edge server to EXCA.

Step 2: Network admin registration

As shown in Figure 12, network admin from his computer or device initiates the
conversation with the edge server with a hello and cipher suites it supports. The edge
server then chooses a random number rg44.1 and computes an elliptic curve point Rpgger
= G.7gdge1, here the G is a known elliptic curve function for both parties. Then same as
in the previous case, the edge server generates a puzzle for DoS attack prevention and
sends it back to the network admin together with the newly generated elliptic curve point,
and the X.509 certificate to network admin. Network admin solves the puzzle the same
way the edge server did in step 1 and then generates two random numbers 7 sg4min1 and
T Admin2- Then it computes one key for the hash function K=rgmin1.REdge1, an elliptic
curve point Ragmint = G.7agmin1 to compute the key K in edge server end, an elliptic
curve point to calculate the certificate Ragmine = G.7Admin2 and a Nonce for message
freshness. HMAC is produced by hashing the R gmnino.Nonce with two hash functions
with keys @ gqqe and K. After computing all these, the puzzle ans as in step 1 is encrypted
with the public key of the edge server and send together with Ragmin1, RAdmin2, Nonce
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to indicate message freshness and HMAC value to ensure that the message is delivered
without any alterations.

Network admin

Edge Server
. . QEdge » dEdg
. Hello, Cipher Suite(ECDH_SHA3 S
Sl'xllft Rl‘d‘sf] cllo, Cipher Suite( — ) admin name, id number, photo]
s> 2dos Hello ,Cipher Suite(selected), X509 certificate, Choose N,Kgos, Trdge
Ns’kdos’ EdEd se [RF_dge]] Edge,” - rEdge
Nc’ H(QEdgc ”NC’ Ns’ X)=Ol . 'Okd“S rEdgc|

Tadmin) €L10-1], Rugmin = G- Tadmin,
K= rAdminlrEdge]

Tadminy€L10=1LR pdming= G- Tadming
Nonce Eo. [
HMAC(K) = H(KJH(Qgqsel(R pamin,» Nonce))] e

Ny, No, XJ, Rygin, - CERTIFICATE REQ : R

Adminy>

HMAC(K), Nonce [Rordming> NOnCe , R xgnin]
R dmin;> Radmin, [Verify H(Qgge [N Ny X)=0,..0 Y|
Nonce,K - do
> Verify nonce
[K]
Verify MAC
Tegge,€[ 1,011, R gge,= G- Trgge,
CertAdmin: RAdmin2+ REdge2
e=H(Qgqge | Certpgmin)
Qadmin = Qrgge T CeItygmin €
Certyy S, CERTIFICATE : CertA-dmin,S‘,Nonce, HMAC(K), S= dEdgc+ Tidge, €
Nonce Request for Registration credentials Nonce
[ Verify MAC | | HMAC(K) = H(K[H(Qegye [(CertagminsS. Nonce)) |
dpgmin=S + T AdminzH(Qhdge (| Certygmin) EQEdgc[username,admin details, hash of Tidgey> Ridge,» Cadmin »S,
Qudmin = dadmin password], Facial recognition input,Finished QAdmin, Nonce
| Finished, Acknowledgement [Veriﬁes facial input and stores username and password]

iUser name & Hashed Passowrd]

Figure 12. Message flow for the registration phase of network admin.

Upon receiving this message, the edge server verifies the puzzle answer, and then it
verifies the nonce to ensure the message is fresh. After that it computes the key by K=
R Admin1-TEage1 for the second hash function used in computing the HMAC value. Once
the HMAC value is verified, the edge server uses the elliptic curve point R sgmine and
newly generated random number rggq4o to compute the certificate. The certificate is
computed, as shown in Figure 12. S is the private key reconstruction value that will be
used by the network admin to compute his private key.

Edge then computes the HMAC value of Cert ggmin-S.Nonce and sends it together in
a message with Certagmin, S, Nonce and a request for network admin to provide his
registration details, user name and password he wishes to use in next log-in, and a
facial recognition input to verify that the message is originated from admin only. Upon
receiving this message, the network admin verifies the MAC value. Then by using private
key reconstruction value, Cert ggmin, and the previously generated 7 ggmin2, network admin
computes the private and public keys as shown in the figure.

After obtaining the keys, he uses the public key of the edge to encrypt the admin
registration details together with MAC address of the device he is using, his chosen
user name and a hashed password and sends it back to the edge server with his facial
recognition input. Edge server receives this message, and it checks the facial recognition
input with the already stored image details, and ensures the message is from admin,
and then proceed to save the registration details securely, and finally, the message flow
finishes with the finished and acknowledgment message from the edge server to admin.
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Step 3: Company workers and devices registration

As shown in Figure 13, the registered network admin responsible in the software
company, initiates the registration with a hello message. First few steps of handshake
continue as explained in previous steps, then the admin will use his log-in credentials by
sending them encrypted with the public key of the edge server. Once the edge server
verifies the user name and password, it asks the network admin to send the registration
details together with admin’s facial input as a final verification.

Network admin Edge Server
QEdgc ’ dEdgc7 QAdlmn ‘

Qadmin » dadmin admin name, id number,
Hello, Cipher Suite(ECDH_SHA3) photo

Choose Nk .6

Hello ,Cipher Suite(selected), X509 certificate, Nk
request for username and password

| No, HQgage [Ne, N X)=0,...0 Y|

EQEdge [N, N, X, admin username, hash of password]

H(QEdgc [N, N, X)=0;.. 'Okd“SY

Verifies user name and password of

request for registration details, network admin .
network admin

facial recognition input

Eth [company workers username, hash of passwords, photos of workers
2e N ayr . . . s
,mac address of computers], facial recognition input of admin, Finished

Verifies facial input and stores all credentials

User names , Hashed
Password, photos &
Finished,Acknowledgement computer MAC address

Figure 13. Message flow for the registration phase of company workers and devices.

The network admin uses his registered device, and then register the company workers,
and their computer MAC addresses in the edge server. The network admin will create
user name and passwords for the company workers and then feed those details together
with workers photos to the edge server, and these photos will be used by edge server
when the company worker gives his facial recognition input next time he logs in. Finally,
he verifies this registration by giving his facial recognition input. The edge server verifies
the facial input and then stores the registration details safely. Message flow ends with
the finished and acknowledgment message from the edge server to the admin.

Step 4: Doctor and expert devices registration

The registered network admins responsible in the hospitals will use their log-in
credentials from their registered devices and feed the MAC addresses of the devices
about to be used by the doctor and experts. These registered devices will be provided
by the network admins to the doctors and experts in the hospital, but experts might be
moving from one or more hospitals, and even they may travel around the world, this will
make the registration process complex, this is left for future works at the moment.
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dpevice=S + rl)eviceZH(Q}—ldge Il Certpeyice) [username, hash of password, MAC TEdge,» RngEZ’ Certpeyice »S,
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Qoo Tl

[Verlf es facial input ,username & password and stores MAC address]

Finished,Acknowledgement TMAC address |

Figure 14. Message flow for the registration phase of expert/doctor devices.

Now it is assumed that the expert attends one particular hospital, and the network
admin can do the registration of the expert and expert device, message flow in this step
flows as per Figure 14. The message flow is the same as in registration of the network
admin in step 2 until the device receives its public key and computes the private key.

Soon after storing the keys in the device, the network admin will use his user name,
hashed password, and the device MAC address encrypted with the public key of the
edge server for registration. The edge server verifies the user name and password, and
then wait for the facial recognition input of the admin, once it is also verified it will
store the MAC address, and consider the device as a registered device in the future

log-in attempts. Finally, the message flow ends with the finished and acknowledgment
from edge serve to network admin.

Step 5: Doctor and expert registration

After the registration of the devices of doctors and experts, network admin creates a
user name and password for the doctor and expert and then registers that username,
password, other details and photos of the doctor and expert in the edge server. Message
flow for this step is as shown in Figure 15. Here the majority of the message flow is
similar to step 3, but here the network admin uses his log-in credentials in the registered
doctor, expert devices. Hence the MAC address of the device is verified together with
network admin log-in credentials at the edge server end. Once edge server verifies all
those details, it again verifies the facial input of the network admin and then stores the
details of the doctor, expert, their user names, and corresponding hashed passwords. The
message flow ends with the finished and acknowledgment message from the server.
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Figure 15. Message flow for the registration phase of expert/doctor.

Step 6: Patient registration

In the final step of the registration phase, the network admin registers the patient

details when he comes to the hospital.

He collects the patient details, his medical

histories, Phone number, Photo, and his consent to store and use the data. After that,
he creates a user name for the patient, and uses his registered device, and starts the

registration process as shown in Figure 16.

Network admin from his computer/device

QEdgc. QAdmm ’ d;\dmm

Hello, Cipher Suite(ECDH__ SHA3)

Edge Server

Qkage » Egger Qadmin
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[ Verifies MAIC address of device ]
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User name , name, date of birth,
phone number,photo of patient
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patient’s phone No

Finished,Acknowledgement

Stores hashed pass

Hashed password of patient

Figure 16. Message flow for the registration phase of patients.
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This process is also similar to step 5, but when the edge server request for the
registration details, admin provides the user name of the patient and all the details
he collected from the patient, together with admin’s facial recognition input. Once the
edge server verifies the admin facial recognition input, it stores all the patient-related
information, and then sends a temporary passcode for patient’s mobile number for one-
time log-in. The patient can use this code to log-in the first time, and later, the password
can be changed as he wishes. The message flow ends with the finished message from the
edge server.

5.2 Authentication Phase

This phase explains the message flow when the registered users like doctors, experts,
Patients try to communicate with the edge server and the message flow when doctor
and expert initiate communication between them. The primary target of this phase is to
establish a session key securely.

Phase 1: Registered user and device

In this phase, the already registered users who have their log-in credentials use their
registered devices to initiate the communication with their edge server and establish a
session key between the edge server and themselves. Since the message flow for the
doctor, expert, network admin, patient in this phase are same, those entities have been
commonly referred to as user as shown in Figure 17.

Registered user& Device Edge Server
Qbevice » dpevice, Qlidgc > Qpevices d},dgc
Certpeyice Registered Doctor
& device
Hello, Cipher Suite(ECDH_SHA3) credentials

Choose Nk g, TEgge

REdge: G. I.Edge

Qrdge, Redge NooKaos Hello ,Cipher Suite(selected), X509 certificate, NiKgoe Eq,, [ Reggel
l N, H(QEdgeHNcs N;, X)=0;...0, Y l
© dos
Tyser€[1,-1] Creaed
RUSEI': G‘ T,
K= ruscrrEdgc
Nonce

| HMAC(K) = H(K |JH(Qpgge [l(Certpeyiee » Nonce))

user

G

EQEclge [N, Ne, X], Certpeyice » Ryser, Nonce , HMAC(K) R e Nonce
Ron Nonce,ht EQEdgc[registered username, hashed password, Device MAC address] ’Verify H(Qg de [N, N, X)=0,.. 'OkdosY
erify nonce
K= ruserrEdge G
Verify MAC

lVerify login credentials ]
[Kags]],Request for Facial recognition, Finished ’ Kas= diage QpeviceNONCE= digge dpeyic G- Nonce ‘

EdEdge [ EQDevice

K Kags
Facial recognition input, Finished Verify facial input

Figure 17. Message flow for the authentication phase of user and devices with edge server.

The user initiates the communication with the edge server, by sending hello message
and the cipher suite it supports. Then the edge server creates a Puzzle for DoS attack
prevention just like in the registration phase, generates a random number 7gg41 and
computes an elliptic curve point Rggge1 = G.7ggge1 to compute a key K, which is to be
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used for hash function in HMAC like in the registration phase. Then edge server responds
with selected cipher suite, its X.509 certificate, puzzle, and Rpgg4g1 signed by the edge
to show that it is being originated from the edge server. User device solves the puzzle,
generate a random number and an elliptic curve point ryser1, Ruser1, then compute the
key K as shown in the figure. With the newly generated key K, and the public key of the
edge, it produces an HMAC value by hashing the Cert peyice. Then it encrypts the puzzle
answer with the public key of the edge server, and then sends it together with the elliptic
curve point Ryse-1, Nonce to show the freshness of the message, and HMAC to verify that
the message is delivered as it is generated. Together with this message, the user sends
his registered user name, hashed password, and device MAC address encrypted with the
public key of the edge server. Upon receiving this message, the edge server first checks
the puzzle answer, and once it is correct, it verifies the nonce and confirms the freshness
of the message. After that, it computes the key with K = Ryser1.7g4ge1, then it uses its
public key and K to verify the HMAC value, and confirms the integrity of the message.

After this, it computes the symmetric AES session key using the private key of the
K Aps=dgdge-Q Device-Nonce which is equivalent to K aps=dgrdge-Apevice-G.Nonce here, the
nonce is added to make the key only valid for the session, and it forbids the reuse of
that key by any entity. After computing this key, the edge server encrypts it, using the
public key of the user device, and sign it with its private key, and this ensures that only
the user can access the key, and it also verifies to the user that the key is being by the
edge server. Edge server also requests facial recognition input from the user, to ensure
it has delivered the key correctly to the correct person. Once the user receives the key
successfully, he will give his facial recognition input with a finished message. Edge server
finally verifies the facial input from the user and concludes that the session key has been
delivered to the user safely, and a safe session has been established with the user.

Phase 2: Registered doctor and expert

In this phase, the doctor and expert will authenticate each other and establish a session
key between them. Since doctor and expert will be far away from each other, hence they
will have different edge servers as their certificate authorities. In this case, they cant
use their certificates provided by their edge servers for mutual authentication. Message
flow for this phase is as shown in Figure 18. When the doctor wants to get the expert
opinion, he initiates the communication with the expert by sending a hello message,
and the cipher suite he supports, upon receiving this the expert sends back the hello
message with selected cipher suite, and the certificate provided by his edge server, in
the Figure 18 expert’s edge server is named as edge server 2. The doctor then forwards
this certificate to his edge server, which is named as edge server 1 in the Figure 18,
and requests edge server 1 to provide a session key to communicate with the expert.
Then edge serverl generates a random number rgg.; and generates an elliptic curve
point Rggge1 = G.Tgage1. After that the edge server 1 initiates the communication with
the edge server 2, by sending hello message, cipher suite it supports, X.509 certificate
provided by an external certificate authority to prove his identity, the certificate of the
expert device which was forwarded by doctor, Rggee1 signed with his private key, and
a nonce to ensure the message freshness. The edge server 2 understands that a client
of edge server 1 needs a session key to communicate with his client indicated in the
Certgdevice, then it generates a random number and elliptic curve point 7ggge2, REdge2 =
G.TEdge2, and computes the session key using Ksps=7"rdge2- REdge1 Which is equivalent to

Kaps=rEdge2-G.TEdge1-
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Figure 18. Message flow for the authentication phase between doctor and expert.

After computing the session key, edge server 2 signs the elliptic curve point Rgggeo
concatenated with a Nonce, to ensure the authenticity and freshness of the elliptic curve
point, and sends it back to edge server 1, together with usual handshake message as
shown in Figure 18. Upon receiving this point, edge server 1 computes the required
session key by Kaps=rgdge1-fdge2, Which is equivalent to Kaps=rgdage1-G.7Eage2. By
this time, both servers have computed the session key required for their own clients.
Then edge serverl encrypts the session key with the public key of the doctor and sign
it with its private key, and sends it together with a finished message. Edge server 2,
on the other hand, does the same but it encrypts the session key with the public key of
the expert, and signs it with its private key and sends with a finished message. Upon
receiving the keys, both doctor and expert send a finished message to their own servers

and ends the communication.
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6 FORMAL VERIFICATION

This chapter discusses the implementation and verification of the protocols proposed in
chapter 5, using HLPSL language and AVISPA tool. Moreover, a detailed explanation
of each scenario of the protocol is described in each subsection.

6.1 Simulation for Registration Phase

In this section, formal verification of the registration phase of each entities has been
discussed. The registration scheme for each cases has been implemented in HLPSL
language and verified by setting proper goals. Further, each subsections clearly explains
the HLPSL implementation of a registration scenario in AVISPA tool, and discusses
about the limitations and alternative approaches in the implementation of the actual
scheme.

6.1.1 Registration of Network Admin

As we can see from Figure 12, the communication is taking place between the network
admin and the edge server, therefore, there are two basic roles: network admin device
and edge server, which are denoted by the Admindevice and Edge, respectively. For the
Admindevice, the role specifications are shown in Figure 19, and role specifications for
the Edge is shown in Figure 20, the Admindevice receives (RCV') a start signal and then
changes its initial state from 0 to 1 and sends (Hello’) using SND() operation to the
Edge. Here the ’ stands for a new value or new state.

Upon receiving this message with RCV(Hello’), Edge moves from state 0 to state 1,
and then Edge generates new random value for Xedge! with the command new(), here
Xedgel represents the req41 in Figure 12. Edge then computes the elliptic curve point
Redge1’ using exp(G,Xedgel’) function, it also generates new values and assigns it to
Kdos” and Ns’. After these computation, by using SND command it sends the message
(Hello’ {Kedge} inv(Kexca).Ns’ Kdos'{Redgel’} inv(Kedge)) to agent Admindevice.

In HLPSL, {Redgel’} inv(Kedge) stands for encrypting the Redgel’ with the
private key of the FEdge. Likewise, {Kedge} inv(Kezca) stands for the public key
of Fdge signed by the private key of the external certificate authority.  Since
there is no direct way to implement the X.509 certificate, {Kedge} inv(Kexca)
has been used to replicate X.509 certificate issued by external certificate authority.
As a continuation of the message flow, Admindevice receives the message
(Hello’ {Kedge’} _inv(Kexca).Ns' Kdos’{Redgel’} inv(Kedge’)) with RCV command.
Here Admindevice receives the Kedge value for the first time therefore, it has been denoted
as Kedge’. After receiving this Admindevice goes from state 1 to state 2, and generates
values for Xadmindevicel and Xadmindevice2 as shown in the Figure 19. The values
Xadmindevicel and Xadmindevice2 represents the 7agmin1 and ragmine from Figure 12
respectively. AVISPA tool does not support any computations, hence we could not
implement the process of puzzleans, instead, we have generated a fresh value from the
Admindevice. Likewise, our actual HMAC function has two hash functions with two
different keys but we could not implement that so we defined two different hash functions
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as Hashl and Hash2, and used it to calculate the HMAC value. After computing the
values it sends them to Edge as shown in Figure 19. The Edge receives this message and
moves from state 1 and state 2. Since the edge server already knows Kedge,
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role role Adnindevice(Admindevice,Edge:agent,

Kexca:public key,

G:nat,

Facialrecognition:message,

Hash1,Hash2:hash func,

SND,RCV: channel (dy))

played by Adnindevice

def=
local
State ‘nat,
Kadmindevice, Kedge :public key,
Hello, Xedgel, Xedge2, Xadmindevice2, Xadmindevicel,Kdos,Noncea,Nonceb, Puzzleans Ns Nc,S,Finishedadmindevice,Details, Finishededge :text
Redgel,Redge2, Radmindevice2,Radmindevicel, Credentialrequest,HMACa, HMACh, Certadmindevice: message
const  sec details :protocol _id
init  State := 0
transition
1. State=0 /\ RCV(start) =|>
State':=1 /\ Hello':=new()
/\ SND(Hello')
2. State=1 /\ RCV(Hello'.{Kedge'} inv(Kexca).Ns'.Kdos'.{Redgel'} inv(Kedge')) =|>
State':=2 /\Noncea':=new()
/\ Xadmindevice2':=new()
/\ Radmindevice2' := exp(G,Xadmindevice2'
/\ Xadmindevicel':=new()
/\ Radmindevicel' := exp(G,Xadmindevicel')
/\ Puzzleans':=new()
J\ Ne':=new()
/\ HMACa' :=Hash2(Hashl(Radmindevice2'.Noncea'))
J\ SND({Ns".Nc'.Puzzleans'} Kedge'.Radmindevice2'.Noncea'.Radmindevicel'.HMACa')
4, State=2 /\ RCV({Kadmindevice'} inv(Kedge).S'.Credentialrequest.Nonceb' HMACD') =|>
State':=3 /\ Finishedadmindevice':=new()
/\ Details':=new()
/\ SND({Details'.{Facialrecognition} inv(Kadmindevice)} Kedge.Finishedadmindevice')
/\secret(Details',sec details,{Edge,Admindevice})
6. State=3 /\ RCV(Finishededge') =|> State':=4
end role

Figure 19. HLPSL specification for role admin.

the code changes from Kedge’ to Kedge, all the other new values remained to be denoted
with 7 within the RC'V command.

After receiving this, Fdge now has to generate the certificate, but AVISPA tool does
not support the arithmetic operations involved in the certificate computation. Hence, a
fresh value is generated for Kadmindevice’, and signed it with the private key of Edge,
and used it as a certificate issued by the edge to the Admindevice. The private key
reconstruction value is generated just as a new value, without any actual arithmetic. The
other functions are carried out as previously explained. Then, Edge sends the message
back to Admindevice as shown in Figure 20. The Admindevice receives this message and
generates a random value to represent a freshly generated Details, and sends it back
together with facial recognition input. However, in HLPSL there are no direct ways to
implement the facial recognition input, hence a facial recognition input is defined as a
known secret message Facialrecognition between Admindevice and Edge. Upon receiving
the last message, Admindevice signs the Fuacialrecognition message with its private key,
concatenate with generated Details’, and encrypts it with the public key of the Fdge
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and sends it to the Fdge. This alternative approach for the facial recognition input can
authenticate the legitimacy of the Admindevice. The Figure 21 shows the specification
of the environment role which consists of global constants, composition of the sessions,
and the knowledge of the intruder.

R R A R R R R R R R R R A R R A
role role Edge(Edge,Adnindevice:agent,
Kexca, Kedge:public key,
G:nat
Facialrecognition:message,
Hash1,Hash2:hash_func,
SND, RCV: channel (dy))
played by Edge
def=
local State nat,
Kadmindevice:public key,
Xedgel,Xedge2, Xadnindevice2, Xadmindevicel,Hello,Kdos,Noncea,Puzzleans Ns,Nc,Nonceb,S, Finishedadmindevice, Details, Finishededge: text,
Redgel,Redge2,Radmindevice2,Radmindevicel, Credentialrequest,HMACa, HMACh, Certadmindevice:message

init
State := 0
transition
1. State=0 /\ RCV(Hello') =|>
State':=1 /\ Xedgel':=new()
/\ Redgel':=exp(G,Xedgel')
/\ Kdos' :=new()
/\ Ns':=new()
/\ SND(Hello'.{Kedge} inv(Kexca).Ns'.Kdos'.{Redgel'} inv(Kedge))

3, State=1 /\ RCV({Ns' .Nc' Puzzleans'} Kedge.Radnindevice2' Noncea'.Radmindevicel' HMACa') =|>
State':=2 /\ Nonceb':=new()
/\ Kadmindevice':=new()
/\ S":=new()
/\Xedge2':= new()
/\Redge2' := exp(G,Xedge2')
/\HMACb' := Hash2(Hash1({Kadmindevice'} inv(Kedge).S' Nonceb'))
/\ SND({Kadmindevice'} inv(Kedge).S'.Credentialrequest.Nonceb' HNACh')
5, State=2 /\ RCV({Details'.{Facialrecognition} Kadmindevice} Kedge.Finishedadmindevice') =|>
State':=3 /\request(Edge,Adnindevice,edge adnindevice Facial,Facialrecognition)
/\ Finishededge' :=new()
/\ SND(Finishededge')
end role
R R S R R R R A A A AR AR

Figure 20. HLPSL specification for role edge.

The Hash?2 is representing the hash function used in HMAC calculation with the secret
key K as shown in Figure 12. Since the intruder is not aware of the K, the Hash?2 is
not included in intruder knowledge. The session role shows the basic roles Admindevice
and Fdge are instanced with concrete arguments. Moreover, the Goal section in the
same figure shows that secrecy goal and authentication goal are verified. Here the
secrecy of sec details represents that the Details’ is kept as a secret between Edge and
Admindevice. In the code it has been defined with the secret(Details’,sec_detail,{ Edge,
Admindevice}). On the other hand, the Authentication_on edge admindevice Facial
states that facial input is verified at the FEdge. This has been defined with the code
request(Edge, Admindevice, edge__admindevice_Facial, Facialrecognition).

Results of the admin registration part of the proposed scheme using OFMC backend
can be seen from the Figure 22. The results validates that the proposed scheme is safe.
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role session(Edge,Admindevice:agent,
Kexca,Kedge:public key,
G:nat,
Facialrecognition:message,
Hashl:hash func,Hash2:hash func
)
def=
local
SND2,RCV2,5SND1,RCV1:channel (dy)
composition
role Edge(Edge,Admindevice,Kexca,Kedge,G,Facialrecognition,Hashl,Hash2,SND2,RCV2) /\ role Admindevice
(Admindevice,Edge,Kexca,G,Facialrecognition,Hashl,Hash2,SND1,RCV1)
end role

role environment()
def=

const
h1,h2:hash_func,
kedge, kexca:public key,
networkAdmin,edgeserver:agent,
g:nat,
facialrecognition:message,
edge admindevice Redgel,edge admindevice Facial:protocol id

intruder knowledge = {networkAdmin,edgeserver, kexca,kedge,hl}
composition

session(edgeserver,networkAdmin, kexca,kedge, g, facialrecognition,hl,h2)
end role

goal

secrecy of sec details
authentication on edge admindevice Facial
end goal

environment()

Figure 21. HLPSL specification for role session and environment.

% OFMC
% Version of 2006/02/13
SUMMARY
SAFE
DETAILS
BOUNDED_NUMBER_OF_SESSIONS
PROTOCOL
J/home/span/span/testsuite/results/test.if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.20s
visitedNodes: 19 nodes
depth: 6 plies

Figure 22. Protocol verification results using OFMC backend.
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6.1.2 Registration of Company Doctors/Experts Devices

The implementation is based on the message flow shown in Figure 14. The implemented
HLPSL script and specifications of the role device is shown in Figure 23, and role Edge
is shown in Figure 24. The script for roles session and environment is shown in Figure
25. The HLPSL script works just like explained in the previous section but the notable
point in this scenario is that the network admin is already registered when he is about to
register the devices. Hence, Adminlogindetails have been declared as the known message
for both agents Dewvice and Fdge, before starting the initiation of communication.

Here two secrecy goals sec (2 sec details and two authentication goals
edge__device__auth_login and edge device _auth__Facialrecognition have been defined.
sec_C2 represents the secrecy of puzzleans’ between FEdge and Device, sec_ details
represents the secrecy of doctor expert device details between the FEdge and the
Device/network admin, edge_device _auth_login states Adminlogindetails of the admin
are verified at edge, edge_device _auth__Facialrecognition states that the Facialrecognition
input of the admin is verified at the edge.

role role Device(Device,Edge:agent,
Kexca:public key,
G:nat,
Adminlogindetails,Facialrecognition:message,
Hashl,Hash2:hash_func,
SND,RCV: channel (dy))

played by Device

def=
local
State :nat,
Kdevice,Kedge :public key,
Redgel,Redge2,Rdevice2,Rdevicel,Credentialrequest,HMACa, HMACD, Certdevice:message,
Hello, Xedgel, Xedge2, Xdevice2,Xdevicel,Kdos,Noncea,Nonceb, Puzzleans,Ns,Nc,S, Finisheddevice,Details,Finishededge :text
const  sec (2,sec details :protocol id
init  State := 0
transition
1. State=0 /\ RCV(start) =|>
State':=1 /\ Hello':=new()
/\ SND(Hello')
2. State=1 /\ RCV(Hello'.{Kedge'} inv(Kexca).Ns'.Kdos'.Redgel') =|>
State':=2 /\Noncea':=new()
/\ Xdevice2':=new()
/\ Rdevice2' := exp(G,Xdevice2')
/\ Xdevicel':=new()
/\ Rdevicel' := exp(G,Xdevicel'
/\ Puzzleans':=new()
/\ Nc':=new()
/\ HMACa' :=Hash2(Hash1(Rdevice2'.Noncea'))
/\ SND({Ns'.Nc'.Puzzleans'} Kedge'.Rdevice2'.Noncea'.Rdevicel'.HMACa')
/\secret(Puzzleans',sec C2,{Edge,Device})
4, State=2 /\ RCV(Certdevice'.S'.Credentialrequest.Nonceb' .HACb') =|>
State':=3 /\ Finisheddevice':=new()
/\ Details':=new()
/\ SND({Adminlogindetails.Facialrecognition.Details'} Kedge.Finisheddevice')
/\secret(Details', sec details,{Edge,Device})
/\witness(Device,Edge,edge device auth login,Adminlogindetails)
/\witness(Device,Edge,edge device auth Facialreconginition,Facialrecognition)
6. State=3 /\ RCV(Finishededge') =|> State':=4
end role

B O B OO B0 RPN,

Figure 23. HLPSL specification for role device.
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role role Edge(Edge,Device:agent,
Kexca,Kedge:public_key,
G:nat,
Adminlogindetails,Facialrecognition:message,
Hashl,Hash2:hash_func
SND,RCV: channel (dy) )

played by Edge
def=
local State :nat,
Kdevice:public_key,
Redgel,Redge2,Rdevice2,Rdevicel,Credentialrequest, HMACa,HMACD, Certdevice:message,
Xedgel, Xedge2, Xdevice2, Xdevicel,Hello,Kdos,Noncea, Puzzleans,Ns,Nc,Nonceb, S, Finisheddevice,Details, Finishededge: text
init
State := 0
transition
1. State=0 /\ RCV(Hello') =|>
State':=1 /\ Xedgel':=new()
/\ Redgel':=exp(G,Xedgel')
/\ Kdos':=new()
/\ Ns':=new()
/\ SND(Hello'.{Kedge} inv(Kexca).Ns'.Kdos'.Redgel')
3. State=1 /\ RCV({Ns.Nc'.Puzzleans'} Kedge.Rdevice2'.Noncea'.Rdevicel'.HMACa') =|>
State':=2 /\ Nonceb':=new()
/\ Kdevice':=new()
/\ S':=new()
/\Xedge2' := new()
/\Redge2' := exp(G,Xedge2')
/\Certdevice':={Kdevice} inv(Kedge)
/\HMACb' := Hash2(Hash1(Certdevice'.S'.Nonceb'))
/\ SND(Certdevice'.S'.Credentialrequest.Nonceb' .HMACh')
5. State=2 /\ RCV({Adminlogindetails.Facialrecognition.Details'} Kedge.Finisheddevice') =|>
State':=3 /\request(Edge,Device,edge device auth login,Adminlogindetails)
/\request(Edge,Device,edge device auth Facialreconginition,Facialrecognition)
/\ Finishededge':=new()
/\ SND(Finishededge')
end role

Figure 24. HLPSL specification for role edge.

Results of the registration of company doctors/experts devices part, of the proposed
scheme using OFMC backend can be seen from Figure 26. The results validate that the
proposed scheme is safe.
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role session(Edge,Device:agent,
Kexca,Kedge:public_key,
G:nat,
Adminlogindetails,Facialrecognition:message,
Hashl,Hash2:hash func
)
def=
local
SND2,RCV2,SND1,RCV1: channel (dy)
composition
role Edge(Edge,Device,Kexca,Kedge,G,Adminlogindetails, Facialrecognition,Hashl,Hash2,SND2,RCV2) /\ role Device
(Device,Edge,Kexca,G,Adminlogindetails, Facialrecognition,Hashl,Hash2,SND1,RCV1)
end role
O e o e e e e e s e e e e e T e e T T e e e e s e e e e T e T e e s e e T e b e e e e % e e e e b e %R
role environment()
def=
const
h1,h2:hash func,
kedge, kexca:public key,
device,edgeserver:agent,
g:nat,
adminlogindetails, facialrecognition:message,
edge device auth login,edge device auth Facialreconginition:protocol id

intruder knowledge = {device,edgeserver,kexca,kedge,hl}

composition
session(edgeserver,device, kexca, kedge,g,adminlogindetails, facialrecognition,hl,h2)
end role
O e e B e T T T e e e e % B % % T T e e e e e e e A % % T T e e e e e e e e A e T e s e e e e e % % %
goal

secrecy of sec (2

secrecy of sec details

authentication on edge device auth login
authentication on edge device auth Facialreconginition
end goal

environment()

Figure 25. HLPSL specification for role session and environment.

% OFMC
% Version of 2006/02/13
SUMMARY
SAFE
DETAILS
BEOUNDED_MNUMBER_OF_SESSIONS
PROTOCOL
/home/span/span/testsuite/results/TEST.if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.225
visitedModes: 22 nodes
depth: 7 plies

Figure 26. Protocol verification results using OFMC backend.
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6.1.3 Registration of Company Workers/Doctors/Experts

Explanation for the HLPSL implementation stays the same just like in the previous
case, but the message flow in this phase follows the Figure 15, the procedure for the
company workers follows the same flow as in the registration of the doctor and expert,
so inclusion of the separate code for the registration of the company workers has been
omitted. The implemented HLPSL script and specifications of the role Networkadmin is
shown in Figure 27, role edge is shown in Figure 28, role of session and environment is
shown in Figure 29.

B e s R R R e
role role Networkadmin(Networkadmin,Edgeserver:agent,
Kexca,Kadmindevice:public key,
Adminlogindetails,Facialrecognition:message,
SND,RCV: channel (dy))
played by Networkadmin
def=
local
State:nat,
Loginrequest,Hello,Kdos,Nc,Ns,Puzzleans Noncea, Verificationrequest,Registrationrequest,Finisheddoctor,
Registrationdetails,Finishededge, Freshness:text,
Kedge:public_key

const sec 1,sec 2:protocol id
init
State := 0
transition
1. State=0 /\ RCV(start) =|>
State':=1 /\ Hello':=new()
/\ SND(Networkadmin.Edgeserver.Hello')
2. State=1 /\ RCV({Hello'.{Kedge'} inv(Kexca).Ns'.Kdos'.Loginrequest'} Kadmindevice) =|>
State':=2 /\ Noncea':=new()
/\ secret(Adninlogindetails,sec 1,{Networkadmin,Edgeserver})
/\ Puzzleans':=new()
J\ Nc':=new()
/\ SND({Ns'.Nc'.Puzzleans'.Adminlogindetails.Noncea'} Kedge')
/\witness(Networkadmin,Edgeserver,edge networkadmin auth Adminlog,Adminlogindetails)
4, State=2 /\ RCV(Registrationrequest'.Verificationrequest') =|>
State':=3 /\ Finisheddoctor':=new()
/\ Registrationdetails':=new()
/\ SND({Registrationdetails'.Facialrecognition} Kedge.Finisheddoctor')
/\secret(Registrationdetails',sec 2,{Networkadmin,Edgeserver})
/\witness (Networkadmin, Edgeserver,edge networkadmin auth Facial,Facialrecognition)
6. State=3 /\ RCV(Finishededge') =|> State':=4
end role
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Figure 27. HLPSL specification for role network admin.

Here two secrecy goals denoted as sec_ 1, sec_ 2 and two authentication goals denoted
as edge_networkadmin__auth Adminlog, edge networkadmin__auth Facial have been
defined. sec_1 represents the secrecy of Adminlogindetails between Fdge and
Networkadmin, likewise sec 2 represents the secrecy of Registrationdetails of the
doctor, expert and workers between the FEdge and the Networkadmin, The
edge__networkadmin__auth__Adminlog states log-in details of the admin are verified at
Edgeserver, edge networkadmin__auth_Facial states the facial recognition input of the
admin is verified at the Fdgeserver.
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role role Edgeserver(Edgeserver,Networkadmin:agent,

Kedge,Kexca,Kadmindevice:public_key,

Adminlogindetails,Facialrecognition:message,

SND,RCV:channel(dy))
played by Edgeserver

def=
local
State:nat,
Loginrequest,Hello,Kdos,Nc,Ns,Puzzleans,Noncea,Verificationrequest,Registrationrequest,
Finisheddoctor,Registrationdetails,Finishededge, Freshness:text
const  sec 1,sec 2:protocol id
init
State := 0
transition
1. State=0 /\ RCV(Networkadmin.Edgeserver.Hello') =|>
State':=1 /\ Loginrequest':=new()
/\ Kdos':=new()
/\ Ns':=new()
/\ SND({Hello'.{Kedge} inv(Kexca).Ns'.Kdos'.Loginrequest'} Kadmindevice)
3. State=1 /\ RCV({Ns.Nc'.Puzzleans'.Adminlogindetails.Noncea'} Kedge') =|>
State':=2 /\ secret(Adminlogindetails,sec 1,{Networkadmin,Edgeserver})
/\request(Edgeserver,Networkadnin,edge networkadmin auth Adminlog,Adminlogindetails)
/\ Verificationrequest':=new()
/\ Registrationrequest':=new()
/\ SND(Registrationrequest'.Verificationrequest')
5. State=2 /\ RCV({Registrationdetails'.Facialrecognition} Kedge.Finisheddoctor') =|>
State':=3 /\request(Edgeserver Networkadmin,edge networkadmin auth Facial,Facialrecognition)
/\ Finishededge':=new()
/\ SND(Finishededge')
end role

B R R

Figure 28. HLPSL specification for role edge server.

Results of the registration of company workers/doctors/experts part of the proposed
scheme using OFMC backend can be seen from Figure 30. The result validates that the
proposed scheme is safe.
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B L S L s M S e S S R i
role session(Edgeserver,Networkadmin:agent,

Kedge,Kexca, Kadmindevice:public key,

Adminlogindetails, Facialrecognition:message)

def=
local
SND2, RCV2, SND1, RCVL: channel (dy)
composition
role Networkadnin(Networkadnin,Edgeserver, Kexca,Kadnindevice,Adminlogindetails, Facialrecognition,SND1,RCV1)
/\role Edgeserver(Edgeserver Networkadnin,Kedge,Kexca,Kadnindevice, Adninlogindetails, Facialrecognition, SND2,RCV2)
end role

B R A e S e S A A L S s S
role environment()
def=
const
hash 0:hash func,
kexca, kedge, kadmindevice:public key,
networkAdnin,edgeserver:agent,
adminlogindetails, facialrecognition:nessage,
edge_networkadnin auth Adminlog,edge networkadmin auth Facial:protocol id
intruder knowledge = {networkAdnin,edgeserver,kedge, kexca, kadnindevice}
composition
session(edgeserver,networkAdmin, kedge, kexca, kadnindevice,adminlogindetails, facialrecognition)
end role

goal

secrecy of sec 1 %adnin login details

secrecy of sec 2 %Registration details

authentication on edge networkadnin auth Adminlog

authentication on edge networkadnin auth Facial
end goal

environment()

Figure 29. HLPSL specification for role session and environment.

% OFMC
% Version of 2006/02/13
SUMMARY
SAFE
DETAILS
BOUNDED_NUMBER_OF_SESSIONS
PROTOCOL
/home/span/spanftestsuite/results/test.if
GOoAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.13s
visitedNodes: 21 nodes
depth: 7 plies

Figure 30. Protocol verification results using OFMC backend.
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6.1.4, Registration of Edge Server

The implementation in this scenario is based on the message flow shown in Figure 11, the
implemented HLPSL script and specifications of the role Fdgeserver is shown in Figure
31, role of CertificateAuthority which is the external certificate authority for the edge
server is shown in Figure 32, role of session and environment is shown in Figure 33.

Kauth,Kedge:public key,

Verification:message,

SND, RCV: channel dy) )
played by Edgeserver

def=
local
State:nat,
Kdos,Hello,Puzzleans,Ns,Nc, Noncea, Finishedexca, Detail, Finishededge: text,
(SREdgeidentitydetails:message,
Kexca:public key
init
State := 0
transition
1. State=0 /\ RCV(start) =|>
State':=1 /\ Hello':=new()
/\ SND(Hello')
2. State=1 /\ RCV(Hello.{Kexca'} inv(Kauth).Ns'.Kdos') =|>
State':=2 /\ Noncea':=new()
/\ Puzzleans':=new()
J\ Ne':=new()
/\ SND({Ns" Nc'.Puzzleans'.Noncea' . Verification} Kexca'.{CSREdgeidentitydetails} inv(Kedge).Kedge)
/\ witness(Edgeserver, CertificateAuthority,auth 1,Verification )
4. State=2 /\ RCV({Kedge} inv(Kexca).Finishedexca') =[>
State':=3 /\ Finishededge':=new()
/\ SND(Finishededge')
end role

Figure 31. HLPSL specification for role edgeserver.

In the message flow, the edge server sends a Hello’ message to the external certificate
authority and then the external certificate authority sends back puzzle for DoS attack
prevention together with {Kezca’} _inv(Kauth), which represents the X.509 certificate of
the external certificate authority. Here the Kauth is the public key corresponding to the
authority which gave the certificate to the external certificate authority. Upon receiving
this message, the edge server generates the public key and private key using RSA key
generation algorithm, but in HLPSL, it was not possible to implement that arithmetic,
hence as an alternative it is declared that the edge server already knows its public and
private key. Then the Edgeserver sends {Ns’ Nc¢' Puzzleans’ Noncea’ Verification} Kexca’
concatenated with the Kedge and {CSREdgeidentitydetails} inv(Kedge). In a normal
scenario, once the CSR request is received, the external certificate authority verifies the
details of the edge server and authenticity of the details provided by other means, but it
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R A A
role role CertificateAuthority(CertificateAuthority, Edgeserver:agent,

Kexca, Kauth:public key,

Verification:message,

SND, RCV:channel (dy) )
played by CertificateAuthority
(ef=
local
State:nat,
Kdos,Hello, Puzzleans, Ns, Nc, Noncea, Finishedexca, Finishededge: text,
(SREdgeidentitydetails:message,
Kedge:public key
init
State := 0
transition
1. State=0 /\ RCV(Hello') =[>
State':=1 /\ Kdos':=new()
/\ Ns':=new()
/\ SND(Hello" .{Kexca} inv{Kauth).Ns'.Kdos')
3. State=1 /\ RCV({Ns.Nc" .Puzzleans' .Noncea'.Verification} Kexca.{(SREdgeidentitydetails} inv(Kedge').Kedge') =|>
State':=2 /\ request(CertificateAuthority,Edgeserver,auth 1, Verification )
/\ Finishedexca':=new()
/\ SND{{Kedge'} inv(Kexca) .Finishedexca')
5, State=2 /\ RCV(Finishededge') =|> State':=3
end role

e A e

Figure 32. HLPSL specification for role certificate authority.

was not possible to simulate this scenario in the HLPSL language, hence a secret message
named Verification has been introduced between edge server and the external certificate
authority and verification is simulated by exchanging Verification message encrypted
with the public key of the external certificate authority.

The security goal for this scenario has been defined as the authentication_on auth_ 1,
which states the Verification message is verified at the external certificate authority.

The simulation result using OFMC backend, for this part of the proposed scheme using
can be seen from Figure 34. The result validates that the proposed scheme is safe.
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B e e e ]
role session(CertificateAuthority,Edgeserver:agent,

Kexca,Kauth,Kedge:public key,

Verification:message)

def=
local
SND2,RCV2,SND1,RCV1: channel (dy)
composition
role CertificateAuthority(CertificateAuthority,Edgeserver,Kexca, Kauth,Verification,SND2,RCV2)
/\ role Edgeserver(Edgeserver,CertificateAuthority,Kauth,Kedge,Verification,SND1,RCV1)
end role

B T e e R e R e R e R e e AR
role environment()

def=
const
hash_0:hash_func,
certificateauthority,edgeserver:agent,
kexca, kauth, kedge:public key,
verification:message,
auth 1:protocol id
intruder knowledge = {certificateauthority,edgeserver,kexca,kauth}
composition
session(certificateauthority,edgeserver,kexca,kauth, kedge,verification)
end role
goal
authentication on auth 1
end goal
environment()

Figure 33. HLPSL specification for role session and environment.

% OFMC
% Wersion of 2006/02/13
SUMMARY
SAFE
DETAILS
BEOUNDED_NUMBER_OF_SESSIONS
PROTOCOL
fhome/span/span/testsuite/results/test.if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.07s
visitedNodes: 17 nodes
depth: 6 plies

Figure 34. Protocol verification results using OFMC backend.
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6.2 Authentication Phase

The authentication phase has two main scenarios, first scenario is the authentication
phase between the Edge and Appuser. Since the registered users like network admin,
doctor, expert, and company workers, follow the similar authentication message flow,
all those entities have been commonly referred to as Appuser in the simulation. The
second scenario of the authentication phase is the authentication between Doctor and
Ezpert. These entities will mutually authenticate each other in the process of establishing
a secure connection with secret session key this process for each scenario is explained in
the upcoming subsections.

6.2.1 Authentication of Registered User

The message flow in this scenario follows Figure 17, the implemented HLPSL script and
specifications of the role Appuser is shown in Figure 35, role Edge is shown in Figure 36,
role of session and environment is shown in Figure 43.

Kedge Kdevice,Kexca:public_key,
G:text,
Certificatedevice,Logindetails,Facialrecognition:message,
Hashl,Hash2:hash_func,
SND,RCV: channel(dy))

played by AppUser

def=
local
State:nat,
Redge,Ruser, HMAC, Kaes :message,
Xedge, Xuser,Hello,Kdos,Nc,Ns, Puzzleans,Noncea, Finishededge, Finisheduser:text
const  sec_1 :protocol id
init
State := 0
transition
1. State=0 /\ RCV(start) =|>
State':=1 /\ Hello':=new()
/\ SND(Hello")
2, State=1 /\ RCV(Hello'.{Kedge} inv(Kexca).Ns'.Kdos'.{exp(G,Xedge')} inv(Kedge)) =|>
State':=2/\ Noncea':=new()
/\ Xuser':=new()
/\Ruser ' :=exp(G,Xuser"')
/\ Puzzleans':=new()
J\ Nc':=new()
/\HMAC" :=Hash2(Hash1(Certificatedevice.Noncea'))
J\ SND(Ns'.Nc'.Puzzleans'.Ruser'.Noncea'.Certificatedevice.HMAC'.{Logindetails} Kedge)
/\witness(AppUser,Edge,edge AppUser auth login,Logindetails)
4. State=2 /\ RCV({{Kaes'} Kdevice} inv(Kedge).Finishededge') =|>
State':=3/\ secret(Kaes',sec 1,{AppUser,Edge})
/\ Finisheduser':=new()
/J\ SND(Finisheduser'.{Facialrecognition} Kedge)
/\witness(AppUser,Edge,edge AppUser auth Facialin,Facialrecognition)
end role

Figure 35. HLPSL specification for role app user.



Kedge, Kdevice,Kexca:public key,

G:text,
Certificatedevice,Logindetails,Facialrecognition:message,
Hashl,Hash2:hash func,

SND,RCV: channel(dy))

played by Edge

def=
local
State:nat,
Redge,Ruser,HMAC, Kaes :message,
Xedge, Xuser,Hello,Kdos,Nc,Ns, Puzzleans Noncea, Finishededge, Finisheduser: text
const  sec 1 :protocol id
init
State := 0
transition
1. State=0 /\ RCV(Hello') =|>
State':=1 /\ Xedge':=new()
/J\ Kdos' :=new()
/\ Ns':=new()
/\Redge ' :=exp(G, Xedge")
/\ SND(Hello'.{Kedge} inv(Kexca).Ns'.Kdos'.{Redge'} inv(Kedge))
3. State=1 /\ RCV(Ns.Nc'.Puzzleans'.exp(G,Xuser').Noncea'.Certificatedevice HMAC'.{Logindetails} Kedge) =|>
State':=2 /\request(Edge,AppUser,edge AppUser auth login,Logindetails)
/\ Finishededge':=new()
/\ Kaes':=exp(exp(G,Xuser'), Xedge)
/\ secret(Kaes',sec_1,{AppUser,Edge})
/\ SND({{Kaes'} Kdevice} inv(Kedge).Finishededge')
5. State=2 /\ RCV(Finisheduser'.{Facialrecognition} Kedge) =|>
State':=3 /\request(Edge,AppUser,edge AppUser auth Facialin,Facialrecognition)
end role
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Figure 36. HLPSL specification for role edge.

The message exchanges in this scenario happens in the usual way as explained in the
previous scenarios in registration phase. The AppUser sends his Logindetails encrypted
with the public key of the edge to make sure it is only accessible by edge server.
Moreover, the Appuser is already registered with the edge server, hence the logindetails
are declared to be known secret message between Appuser and Edge. Once the Edge
receives the message containing the logindetails, it verifies the logindetails with the stored
details. Then with the new Ruser’= exp(G,Xuser’) and already generated Xedge (in
Figurel7, Xuser’ is denoted as rys, and Xedge as reqqe ), it generates the session key from
Kaes’:=exp(Ruser’,Xedge), which is equivalent to Kaes:= exp(exp(G,Xuser’),Xedge).
Then the Fdge encrypts Kaes’ with the public key of the app user’s device, and signs
it with its private key. After that Edge sends the final message back to the app user
together with a finished message. The Appuser receives the session key safely and finally
sends back finished message.

Here the secrecy goal is defined as sec 1, and the authentication goals are
defined as edge Appuser _auth_login and edge_AppUser _auth_Facialin. The sec 1
represents the secrecy of session key Kaes between Fdge and the Appuser. The
edge__ Appuser__auth__login states logindetails of the Appuser is verified at the Edge, and
edge_ AppUser__auth__Facialin states the facial recognition input of the user is verified at
the Fdge.
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Simulated result in OFMC backend for the proposed authentication scheme is shown
in Figure 38. The result validates that the proposed scheme is safe.

B L e o o L o L o L o o o
role session(Edge,AppUser:agent,

Kedge, Kdevice Kexca:public key,

G:text,

Certificatedevice,Logindetails,Facialrecognition:message,

Hashl,Hash2:hash_func)

def=
Tocal
SND2,RCV2, SND1,RCV1: channel (dy)
composition
role Edge(Edge, AppUser, Kedge, Kdevice, Kexca,G, Certificatedevice, Logindetails,Facialrecognition,Hashl,Hash2, SND2,RCV2)
/\ role AppUser(AppUser, Edge, Kedge, Kdevice, Kexca, 6, Certificatedevice, Logindetails, Facialrecognition,Hash1,Hash2, SND1,RCV1)
end role

B L L L e o
role environment()
def=
const
hash 0,h1,h2:hash func
kedge, kexca, kdevice:public key,
edgeserver, appuser:agent,
(:text,
certificatedevice, logindetails, facialrecognition:message,
edge AppUser auth login,edge AppUser auth Facialin:protocol id
intruder knowledge = {appuseredgeserver, kedge, kexca, kdevice,hl}
composition
session(edgeserver,appuser, kedge, kdevice, kexca, g, certificatedevice, logindetails, facialrecognition,hl,h2)
end role
B L L o L o
goal
secrecy of sec 1
authentication on edge AppUser auth login
authentication on edge AppUser auth Facialin
end goal

environment ()

Figure 37. HLPSL specification for role session and environment.

% OFMC
% Version of 2006/02/13
SUMMARY
SAFE
DETAILS
BOUNDED_NUMEER_OF_SESSIONS
PROTOCOL
/home/span/span/testsuite/results/test.if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.07s
visitedNodes: 11 nodes
depth: 6 plies

Figure 38. Protocol verification results using OFMC backend.
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6.2.2 Authentication Between Doctor and Expert

The message flow in this scenario follows Figure 18, the implemented HLPSL script and
specifications of the role Doctor is shown in Figure 39, the role Fxpert is shown in Figure
40, role Edgeserverl is shown in Figure 41, role FEdgeserver2 is shown in Figure 42, role
sessiton and environment is shown in Figure 43.

In Figure 43 two secrecy goals sec 1,sec 2, and two authentication goals
edgel__doctor _kaes and edge2 expert kaes have been defined. sec 1 represents the
secrecy of Kaes between Edgel and Doctor, sec_ 2 represents the secrecy of Kaes between
the Edge2 and the Ezpert. On the other hand, edgel doctor kaes states Kaes is verified
at Doctor that it has been generated by Fdgel, and edge2 expert kaes states Kaes is
verified at Fzpert that it has been generated by Fdge2.

Verification result using OFMC backend for the proposed authentication scheme
between Doctor and Fxpert can be seen from the Figure 44. The result validates that
the proposed scheme is safe.

B S S L S L R L]
role role Doctor(Doctor,Expert,Edgeserverl:agent,

Kexca,Kedgel,Kddevice:public key,

G:nat,

H:hash func,

SND,RCV: channel (dy))
played by Doctor

def=
local
State:nat,
Kedevice,Kedge2:public key,
Edgeserveridentity,Nonceedge2,Hellodoc,Helloexp, Finishededgel, Finisheddoctor,Data: text,
Kaes:message,
X509Expert, X509Doctor,Redge2, CipheredkaesEdgel:message
const  sec 1 : protocol id
init
State := 0
transition
1. State=0 /\ RCV(start) =|>
State':=1 /\ Hellodoc':=new()
/\ SND(Hellodoc')
3. State=1 /\ RCV(Helloexp'.Edgeserveridentity'.X509Expert') =|>
State':=2/\ Hellodoc':=new()
/\X509Doctor ' :={Kddevice} Kedgel
/\ SND(Hellodoc'.Edgeserveridentity'.X509Expert".X509Doctor")
8. State=2 /\ RCV({{Kaes'} Kddevice} inv(Kedgel).Finishededgel') =|>
State':=3/\ Finisheddoctor':=new()
/\ SND(Finisheddoctor')
/\ secret({Kaes'},sec 1,{Doctor,Edgeserverl})
/\request(Doctor,Edgeserverl,edgel doctor kaes,Kaes')
end role

G666 605 500 6 500 6 506 6/06 6 06 6 6.6 6 6.6 6 6 06 5 06 5 06 5 06 0 0°6 6 06 6 06 6 6 6 6 6 66 506 5 06 5 06 0 0°6 0 0°6 6 06 6 66 6 666 506 806858 060060606666¢

Figure 39. HLPSL specification for role doctor.
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role role Expert(Expert,Doctor,Edgeserver2,Edgeserverl:agent,
Kexca,Kedge2, Kedevice:public key,
G:nat,
H:hash func,
SND,RCV: channel (dy) )
played by Expert
def=
local
State:nat,
Edgeserveridentity,Nonceedge2, Hellodoc,Helloexp, Finishededge2, Finishedexpert,Data:text,
Kaes:message,
X509Expert,Redge2, CipheredKaesEdge2: message
const  sec 2 : protocol id
init
State := 0
transition
2. State=0 /\ RCV(Hellodoc') =|>
State':=1 /\ Edgeserveridentity':=new()
/\Helloexp":=new()
/\X509Expert":={Kedevice} inv(Kedge2)
/\ SND(Helloexp'.Edgeserveridentity'.X509Expert')
9. State=1 /\ RCV({{Kaes'} Kedevice} inv(Kedge2).Finishededge2') =|>
State':=2 /\ secret({Kaes'},sec 2,{Expert,Edgeserver2})
/\ Finishedexpert':=new()
/\ SND(Finishedexpert')
/\request (Expert,Edgeserver2,edge2 expert kaes,Kaes')

end role
e e et et e

Figure 40. HLPSL specification for role expert.
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role role Edgeserverl(Doctor,Expert,Edgeserverl,Edgeserver2:agent,

Kexca,Kedgel:public key,
G:nat,

H:hash func,

SND, RCV: channel (dy))

played by Edgeserverl

def=

end role

local
State:nat,
Edgeserveridentity,Nonceedgel,Nonceedge2,Hellodoc,Helloedgel, Helloedge2,
Finishededgel,Finisheddoctor,Xedgel, Xedge2, Finishededge2: text,
Kaes:message,
Redgel, CipheredKaesEdgel,X509Expert,Redge2,X509Edgel, X509Edge2, SignedRedgel, SignedRedge2 :message,
Kddevice,Kedge2,Kedevice:public_key
init
State := 0
transition
4. State=0 /\ RCV(Hellodoc'.Edgeserveridentity'. X509Expert'.{Kddevice'} Kedgel) =|>
State':=1 /\ Nonceedgel':=new()
/\ Xedgel':=new()
/\Redgel':=exp(G, Xedgel')
/\ Helloedgel':=new()
/\X509Edgel':= {Kedgel} inv(Kexca)
/\ SND(Helloedgel'.X569Edgel'.X509Expert'.{Redgel'} inv(Kedgel).Nonceedgel')

6.State=1/\RCV(Helloedge2' . X509Edge2" . {exp(G,Xedge2' )} inv(Kedge2').Nonceedge2') =|>
State':=2/\Redge2':=exp(G, Xedge2')
/\Kaes':=exp(Redge2' ,Xedgel)
/\ Finishededgel':=new()
/\CipheredKaesEdgel':={{Kaes'} Kddevice} inv(Kedgel)
/\ SND(CipheredKaesEdgel'.Finishededgel')
/\witness(Edgeserverl,Doctor,edgel doctor kaes,Kaes')
9. State=2 /\ RCV(Finisheddoctor') =|>
State':=3

B R L L A L A A LA R L S

Figure 41. HLPSL specification for role edge serverl.
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role role Edgeserver2(Doctor, Expert, Edgeserverl, Edgeserver2:agent,

played by Edgeserver?

def=
local

init

transition
5.State=0 /\ RCV(Helloedgel'.{Kedgel'} inv(Kexca).{Kedevice'} inv(Kedge2).{exp(6,Xedgel')} inv(Kedgel').Nonceedgel') =|>
State' := 1/\Xedge2" :=new()

end role

Kexca, Kedge2: public_key,

SN, RCV: channel (dy)

Nonceedgel, Nonceedqe2, Helloedgel, Helloedge2, Finishededge2, Finishedexpert, Xedgel, Xedge2: text,

Redgel ,Redge2, X509Edgel, X509Edge2, X509Expert , SignedRedgel, SignedRedge2, CipheredKaesEdge2: message,
Kedgel,Kedevice:public key

/\Redgel':=exp(G, Xedgel')

/\Helloedge2 " :=new()

/\Redge2" :=exp(6, Xedge2' )

/\X509Edge2":= {Kedge2} inv(Kexca)
/\Nonceedge2':=new()

/\ Kaes':=exp(Redgel' Xedge2')

/\ Finishededge2':=new()
/\CipheredKaesEdge2":={{Kaes'} Kedevice'} inv(Kedge2)
/\ SND(Helloedge2" . X509Edge2" . {Redge2'} inv(Kedge2).Nonceedge2' )
/\ SND(CipheredKaesEdge2' . Finishededge2')
/\witness(Edgeserver2, Expert, edge2 expert Kaes,Kaes')

6.State=1 /\ RCV(Finishedexpert') =|>

B e e L e e e e e T T T L

Figure 42. HLPSL specification for role edge server2.
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e e e e e e e e e e e e s s e e e e e e e e e s b e e e e e e e S S S S S 5 6 6 6 6 6% %
role sessionl(Kedgel,Kddevice,Kedevice,Kexca,Kedge2:public key,
Doctor,Expert,Edgeserverl,Edgeserver2:agent,

G:nat,
H:hash_func)
def=
local
SND4,RCV4,SND3,RCV3, SND2,RCV2,SND1,RCV1:channel(dy)
composition
role Edgeserver2(Doctor,Expert,Edgeserverl,Edgeserver2,Kexca,Kedge2,G,H,SND4,RCV4)
/\ role Edgeserverl(Doctor,Expert,Edgeserverl,Edgeserver2,Kexca,Kedgel,G,H,SND3,RCV3)
/\ role Expert(Expert,Doctor,Edgeserver2,Edgeserverl,Kexca,Kedge2,Kedevice,G,H, SND2,RCV2)
/\ role Doctor(Doctor,Expert,Edgeserverl,Kexca,Kedgel,Kddevice,G,H,SND1,RCV1)
end role

B o R R e e e o e S e e e e R e S e e R e e e e e
role environment()

def=
const
h:hash_func,
g:nat,
edgeserverl,doctor,expert,edgeserver2:agent,
kddevice, kedgel,kedevice, kedge2, kexca:public_key,
edgel doctor kaes,edge2 expert kaes:protocol id
intruder knowledge = {doctor,expert,edgeserverl,edgeserver2,g,kedgel, kedge2,h}
composition
sessionl(kedgel, kddevice, kedevice,kexca, kedge2,doctor,expert,edgeserverl,edgeserver2,g,h)
end role

oo 5 6% 66 5 6 6 5 6 00 666 6.6 6.6 66 0 0 5 66666 6 65650 006666 676 6 0 0 0 07066 666 6 650 066666 66 6 556 0 0666 6.6 6.6 6500 5666 666 5 665066666 65"
goal

secrecy of sec 1

secrecy of sec 2

authentication on edgel doctor kaes

authentication on edge2 expert kaes

end goal
environment()

Figure 43. HLPSL specification for role session and environment

Result of the Authentication between doctor and expert part of the proposed scheme
using OFMC backend can be seen from the Figure 44. The results validates that the
proposed scheme is safe.

% OFMC
% Version of 2006/02/13
SUMMARY
SAFE
DETAILS
BOUNDED NUMBER_OF_SESSIONS
PROTOCOL
/home/span/spanftestsuite/results/ftest.if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 12.75s
visitedNodes: 2328 nodes
depth: 10 plies

Figure 44. Protocol verification results using OFMC backend.
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7 INFORMAL SECURITY ANALYSIS

This chapter discusses the informal verification of the prevention of possible attacks in
our proposed scheme. In the formal verification, we have already proved that the scheme
provides protection against man in the middle attack and replay attack. Apart from
those attacks following threats are also mitigated by our scheme.

Protection against impersonation attack:

In the registration phase when the entity initiates the communication with the edge
server, it expects the edge server to send back an initial message with its X.509 certificate
issued by a legitimate external certificate authority. This certificate cannot be generated
by the intruder, hence it prevents the adversary from impersonating the edge server.
Moreover, in the registration phase of the network admin, network admin is required
to provide his facial recognition input, after feeding the registration details. Then the
edge server verifies it with the already stored details of the network admin and this
prevents an adversary from impersonating the network admin. In all the other cases of
the registration phase, network admin is required to provide his user name and password
as a way to authenticate himself to the edge server and at the end of registration, he
is also required to give his facial recognition input as an additional authentication to
prove his identity. This two factor authentication provides strong protection against the
impersonation attack.

Likewise, in the authentication phase, when the registered users like network admin,
workers, doctor, patient, and expert initiates the communication with the edge server,
they are required to provide their user name and password, and their facial recognition
input. This two factor authentication prevents the intruder from impersonating a
registered user.

In the authentication phase between doctor and expert, edge servers verifies the client
requests with their implicit certificates, and they also authenticate the session keys by
signing it with their private keys. It prevents from any impersonation attack in this phase.
Hence, we conclude that our scheme has strong protection against the impersonation
attack.

Protection against DoS attack:

In our scheme, we have implemented a challenge-based mechanism [45] to prevent the
DoS attack. In both phases, the edge server provides a challenge to the entity initiating
the communication. The difficulty of the challenge which depends on K, is adjusted
with the severity of the DoS attack present. Normally the challenge will be in moderate
difficulty but when there is a lot of requests in the ques for the edge server, it increases
the difficulty. Also answer for the puzzle depends on the random number generated in
the client’s side, so this answer cannot be used in another instance. Incorporating this
puzzle-based prevention mechanism guards our scheme against DoS attack.
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Protection against password guessing attack:

In the message exchanges which consists of the user name and password, the secrecy
of the password is preserved by encrypting it with the public key of the edge server,
which only allows the edge server to have the access of it. Then as an extra layer of
protection, only the hash of the password is exchanged instead of the direct passwords.
Hence, even if the attacker gets the access for the hashed password, he will not be able
to decode it. Also in the scheme it is required to provide facial recognition input as a
final authentication, it prevents the attacker to fully authenticate himself, therefore he
will never be able to pass these three layer protection and log into the account.

Protection against privileged insider attack:

When a privileged insider from the company or hospital gets the access of the password
and use it to log into the user account, the scheme requires the attacker to use a device
with registered MAC address which acts as a layer of protection against insiders. Even
if the adversary acquired the access for a registered device, as a final authentication
requirement of the scheme, he will have to provide facial recognition input. This three-
factor authentication in our scheme prevents the privileged insider attack from happening.

In the case of patient’s registration, he does not have a device to be registered.
Therefore the network admin feeds all the details from his device, then the password
for the patient will be sent to the patient’s phone number. Each time the patient tries to
log in with his user name and password, a verification code will be sent to his registered
mobile number, and he will also be asked for facial recognition input similar to other
scenarios. This three-factor authentication ensures that, even the highly privileged insider
will not be able to have access to the patient’s account and data.

Protection against device capture attack:

Assume the adversary gets the access to the MAR device, The required log-in
credentials prevents the adversary from accessing the account. Even if he manages to get
the user name and passwords he will be required to provide the facial recognition input,
which makes it impossible for the adversary to perform the attack even after taking back
the control of the MAR device.

Protection against message tampering:

In our scheme we have used HMAC function with two keys, one key is the public key
of the edge server, and the other key is a secret key K between Edge server and the
communicating entity. The secret key is computed for message instance and exchanged
using Elliptic-Curve-Diffie-Hellman(ECDH) key exchange algorithm. ECDH makes it
impossible for the intruder to access the secret key K. Normally HMAC is enough to check
the integrity of the message but the strength of the algorithm depends on the complexity
of the key being used for the hash functions involved. So by generating a secret key
K which can never be accessible by the adversary, and using it in the computation of
HMAC, we ensured the message integrity throughout the process and made our system
highly protected against message tampering.
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8 DISCUSSION

In this section, a critical analysis is presented considering the objectives of the thesis and
how well they are being met. Finally, future research directions have been discussed.

8.1 Evaluation on Meeting the Thesis Objectives

The objective of the thesis is to propose a secure and privacy-preserving AR application
to be used in the health care sector. Given the potential of AR technology, there are
numerous options in incorporating technology in the health care sector. However, this
thesis is directed towards addressing a current issue in the health care sector in rural
areas, without compromising the security and privacy of the users.

In the thesis initially an architecture for a MAR application has been defined with
key features such as displaying augmented view of patient information on the mobile
device, augmenting the X-ray or scan image on top of the patient’s actual body parts
to assist the doctor, and enabling the doctor to interact with an expert and get real-
time consultancy. Then all the possible security threats for the defined architecture
have been analyzed, and possible solutions have been proposed. In order to establish
a secure end to end communication link between the participating entities, it is vital
to have strong authentication and key management scheme for the application. Hence,
a strong authentication and key exchange scheme has been proposed for each scenario
of the application. After that, the proposed scheme has been verified by using widely
accepted formal and informal protocol verification methods.

8.2 Future Research Directions

The thesis defines the architecture of the AR application with basic functions, which
includes a doctor, a patient, and an expert. This application considers one doctor
requesting assistance from one expert, and it was assumed that the expert is always
available, which is not practical, in reality, there will be multiple doctors and multiple
experts, and there could be overwhelming requests for the experts, which might question
the availability of the experts. We can address this issue with two options; first, we could
incorporate machine learning-based model which could learn from the previous collective
consultations from the all the experts using the application, and then provide automated
consultations and assistance in less serious issues. Secondly, we could introduce a pool
of experts and depending on the availability of the experts, the doctors should be able
to initiate the communication resource management queuing, and security has to be
properly addressed for this case.

Further, we have assumed that the expert and doctor are being registered in an edge
server and they are always reporting to their respective edge servers only. But in reality,
the expert might be traveling to many places, and in this case, his credentials, certificate
and other authentication details should be safely migrated from one edge server to
another, and a proper key management scheme should be proposed for this complex
case as well.
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Even though the proposed scheme is secure enough to make the proposed application
to reality, there is always room for additional protection by incorporating all the proposed
solutions in the security analysis chapter and also incorporating the other security
techniques like blockchain and embedded systems level security.

The thesis is focused on the conceptual design of the AR application, and the security
validation is done using formal and informal verification of the proposed protocol. But
the security of the application could be further justified by implementing the full real
AR application in MAR device and simulating all the communication scenarios in
a real experimental environment and validating the security level of the application
by performing all the possible attacks. This practical software implementation also
introduces another research direction to optimize protocol, process flow, and device
selection for the application in order to achieve the desired latency levels.
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9 CONCLUSION

The goal of the research work is to propose a secure key exchange scheme for MAR
application in the health care sector. In this thesis, we proposed an architecture for a
MAR health care application based on MEC. Then we analyzed the security threats
specific to the proposed architecture and proposed viable solutions to address those
issues. After that, we proposed a registration and authentication key management
scheme for each scenario of the application. Then we used widely accepted formal and
informal verification methods to validate the security properties of our proposed scheme.
The results of both methods yielded that the proposed scheme is secure enough to be
implemented. As an outcome of the thesis, we have proposed a viable architecture for a
revolutionary MAR health care application and produced a highly secure, registration,
and authentication key management scheme for the application. With application specific
modifications, our proposed key management scheme has the potential to be used in any
similar, privacy concerned sensitive MAR health care applications.
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