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A b str a ct  

Wir el ess n et w or ks h a v e i m pr o v e m e nt n ot o nl y i n t h e ti m eli n ess, fr e q u e n c y,          
c o n v e ni e n c e a n d fl e xi bilit y of c o n n e cti n g t o t h e I nt er n et, b ut als o i n e c o n o mi c c ost a n d              
e x p a nsi o n of t h e n u m b er a n d l o c ati o n of a c c ess p oi nts t h at a us er c a n c o n n e ct t o t h e                
i nt er n et. T h e y h a v e g ai n e d p o p ul arit y es p e ci all y aft er Wir el ess L o c al Ar e a N et w or k           
s e c o n d e v ol v e m e nt a b o ut c h a n gi n g i niti al s e c ur e al g orit h m Wir e d E q ui v al e nt Pri v a c y          
( W E P) t o Wi- Fi Pr ot e ct e d A c c ess ( W P A) a n d W P A 2. W E P h as b e e n f o u n d t o h a v e              
v ul n er a biliti es i n cr y pt o gr a p hi c t e c h ni q u es a n d c a n’t d ef e n d a g ai nst br ut e f or c e att a c ks           
f or m or e t h a n a f e w mi n ut es a n d is c o nsi d er e d br o k e n n o w a d a ys. W P A, a str o n g er              
e n cr y pti o n al g orit h m t h a n W E P, m a d e Wi- Fi a r eli a bl e n et w or k c o n n e cti o n m et h o d.   

Wi- Fi s e c urit y iss u es h a v e b e e n f o u n d pr o b a bl y si n c e t h e first wir el ess n et w or k w as             
d e pl o y e d, b ut it is wi d el y k n o w n b y p e o pl e b e c a us e of P et er S hi pl e y’s w ar dri vi n g             
e x p eri m e nt ati o n a n d t h e st atisti c r e p ort w hi c h h as b e e n p u blis h e d i n h a c k er c o nf er e n c e            
i n 2 0 0 1. S e v er al e x p eri m e nts h a v e b e e n c arri e d o ut t o r e v e al Wi- Fi s e c urit y iss u es a n d              
t o i m pr o v e us ers’ a w ar e n ess of Wi- Fi s e c urit y. W ar dri vi n g is n ot a n e w c o n c e pt, b ut              
o nl y l at el y w ar dri vi n g w as b e c o mi n g e asi er f or w ar dri v ers b e c a us e of c o nti n u e d           
e v ol uti o n of t e c h n ol o g y. T h e u p d at e d s oft w ar e a n d h ar d w ar e t h at ar e utili z e d i n            
w ar dri vi n g h a v e gi v e n t his a cti vit y m or e e c o n o mi c v al u e a n d attr a ct e d i nt er est fr o m            
ot h er r es e ar c h ers t o o. B ut t his m et h o d h as n ot y et b e e n us e d i n O ul u, at l e ast i n                
a c a d e mi c r es e ar c h. N o st u di es h a v e r e p ort e d a b o ut wir el ess n et w or k s e c urit y st at us wit h            
w ar dri vi n g m et h o d b y fl yi n g a dr o n e t o dis c o v er wir el ess A Ps a n d m ost of w ar dri vi n g              
h as b e e n d o n e b y c ar, w al ki n g, or bi ki n g. F urt h er m or e, O ul u, as a t e c h n ol o g y h u b wit h               
m a n y I C T c o m p a ni es a n d cit y wi d e p a n O U L U p u bli c Wi- Fi i nfr astr u ct ur e, m a k es it a n            
i d e al l o c ati o n f or t his e x p eri m e nt. 

W h at is Wi- Fi p erf or m a n c e a n d s e c urit y st at us i n O ul u ? A ut h or will s c a n wir el ess             
n et w or ks i n O ul u c e nt er ar e a wit h a t o ol kit s etti n g u p wit h R as p b err y Pi, Wi- Fi a d a pt or,                
G P S r e c ei v er a n d dr o n e usi n g a m et h o d c all e d w ar dri vi n g. W ar dri vi n g is t h e a ct of              
dis c o v eri n g a n d m a p pi n g wir el ess n et w or ks i n a c ert ai n ar e a a n d r est ori n g a c c ess            
p oi nts’ d at a, s u c h as a n e n cr y pti o n st a n d ar d, n et w or k n a m e a n d l o c ati o n. T h e            
f u n d a m e nt al p ur p os e is t o fi n d g e n er al i nf or m ati o n a b o ut Wi- Fi n et w or ks p erf or m a n c e           
a n d s e c urit y i n O ul u c e nt er ar e a a n d r e p ort t h e iss u es t o r ais e t h e a w ar e n ess of Wi- Fi                
s e c urit y. M o bil e d e vi c es d o n ot n e e d t o b e c o n n e ct e d t o wir el ess n et w or ks t o b e tr a c k e d.               
T h e Wi- Fi si g n al is tr a ns mitt e d c o nti n u o usl y w hil e a p h o n e d e vi c e tri es t o s e ar c h f or              
a v ail a bl e n et w or ks. W h et h er dis c o v er e d wir el ess d e vi c es q u a ntifi c ati o n is i n di c ati v e of          
l o c al p ers o n n el d e nsit y is a n ot h er r es e ar c h q u esti o n t o b e a ns w er e d. 

A b o ut 6 5. 2 2 % wir el ess A Ps h a v e W P A- C C M P e n cr y pti o n st a n d ar d a n d 4. 2 % Wi- Fi           
h a v e u n k n o w n a ut h e nti c ati o n i n O ul u. T h e d at a s h o w e d t h at t h e m aj orit y of wir el ess             
n et w or ks i n O ul u ar e s e c ur e. L ess t h a n 1 % n et w or ks d e pl o y e d W E P w hi c h h as b e e n              
f o u n d s e v er e fl a ws i n a ut h e nti c ati o n m et h o d a n d 1 0 % wir el ess a c c ess p oi nts h a d            
W P A- T KI P d e pl o y e d w hi c h e m pl o y e d t h e s a m e u n d erl yi n g m e c h a nis m as W E P,          
t h er ef or e it is v ul n er a bl e t o si mil ar att a c ks. T h e a m o u nt of i ns e c ur e n et w or ks bri n gs             
s o m e c o n c er ns t o t h e wir el ess n et w or k s e c urit y st at e i n O ul u.  
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W ar dri vi n g b y dr o n e t ur n e d o ut t o b e a m or e effi ci e nt m et h o d t o dis c o v er wir el ess              
n et w or ks c o m p ar e d t o w ar dri vi n g o n gr o u n d b y w al ki n g or bi ki n g. T h e r es ult als o f o u n d              
t h at wir el ess d e vi c e q u a ntifi c ati o n is i n di c ati v e of l o c al p ers o n n el d e nsit y, as al m ost            
e v er y o n e n o w a d a ys h as a s m art p h o n e. T his fi n di n g m a k es t h e Pi s et u p m or e pr a cti c all y             
us a g e, s u c h as s e ar c hi n g f or l ost p e o pl e i n f or est. T h us, it b e c o m es o n e f ut ur e r es e ar c h               
dir e cti o n, t o b uil d a r e al ti m e i n di c at or t o s h o w t h e dir e cti o n a n d dist a n c e b et w e e n t h e Pi                
s et u p a n d a s p e cifi c wir el ess n et w or k d e vi c e, b as e d o n t h e d et e ct e d str e n gt h of si g n al.  

K e y w or d s  
w ar dri vi n g ​, ​R as p b err y Pi ​, Kis m et, Wi- Fi ​s e c urit y e n cr y pti o n, wir el ess st a n d ar ds, I E E E          
8 0 2. 1 1, wir el ess n et w or k, Wi G L E, G D P R  

 

S u p er vi s or  
P h D ​, ​p ost d o ct or al r es e ar c h er ​H ei di H arti k ai n e n  
 

S e c o n d ar y S u p er vi s or  
M S c Pr at e e k Si n g h  
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F or e w or d  

W ar dri vi n g is n ot a n e w c o n c e pt. W ar dri vi n g wit h R as p b err y Pi is n ot e m er gi n g t o pi c              
eit h er, b ut t e c h n ol o g y k e e ps u p d ati n g a n d e v ol vi n g, o nl y l at el y t h e w ar dri vi n g h as            
b e c o m e e asi er. T his st u d y h as us e d t h e l at est v ersi o n of R as p b err y Pi a n d Wi- Fi s niffi n g               
s oft w ar e Kis m et. S e v er al e xisti n g s o ur c es fr o m i nt er n et writ e a b o ut h o w t o w ar dri v e            
wit h R as p b err y Pi, I di d n’t cr e at e a br a n d- n e w m et h o d or c o m e u p wit h a n e w               
a p pli c ati o n. B ut n o w ar dri vi n g h as b e e n d o n e i n O ul u a c a d e mi c all y a n d it is a f u n               
pr o c ess t o b uil d a d e vi c e w hi c h h as m ulti pl e us a g es, li k e c h e c ki n g p e o pl e’s s h o p pi n g             
b e h a vi or a n d m o v e m e nt b e h a vi or f or c o m p a ni es t h at g e n er at e e c o n o mi c d at a or b ei n g            
us e d as n ei g h b or h o o d w at c h t o c h e c k s us pi ci o us wir el ess a cti viti es i n n ei g h b or h o o ds.  
 
O n e of t h e a c hi e v e m e nts f or m e is g etti n g t o k n o w Li n u x s yst e m a n d g ai n g e n er al               
k n o wl e d g e a b o ut h o w t o us e t er mi n al. M a n y pr o c e d ur es i n t h e A p p e n di x C w er e             
o mitt e d, as t h e c o nfi g ur ati o n is a tr o u bl es h o oti n g a n d s ol uti o n-fi n di n g pr o c ess a n d it            
w as a cr o o k e d r o a d. I tri e d a w a y a n d f o u n d o ut it c a n n ot w or k o ut, t h e n I c h a n g e d t o                   
a n ot h er w a y. T h o u g h t h e pr o c ess of R as p b err y Pi c o nfi g ur ati o n is h air p ulli n g, b ut             
f ort u n at el y I m a d e it w or k wit h t h e h el p of m y fri e n d T o mi.  
 
T h e i niti al r es e ar c h i d e a w as fr o m s u p er vis or Pr at e e k. I g ot i ns pir ati o n fr o m hi m aft er a               
dis c ussi o n wit h hi m. H e als o g a v e m e a d vi c e o n h o w t o d esi g n t h e e x p eri m e nt.  
 

Y ur o n g Z h a o  

O ul u, ​M a y ​ 2 6, 2 0 1​9  
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1    I ntr o d u cti o n a n d m oti v ati o n  

Wir el ess L o c al Ar e a N et w or k ( W L A N)(s e e A p p e n di x A f or a b br e vi ati o n) h as b e c o m e           
pr e v al e nt b e c a us e it is c o n v e ni e nt f or a d e vi c e, s u c h as a l a pt o p or m o bil e p h o n e, g ai ns                
a c c ess t o i nt er n et wit h o ut c a bl e, w hi c h m a k es W L A N a c ost eff e cti v e a n d e as y             
i m pl e m e nt e d n et w or k s ol uti o n ( A kr a m, S a e e d, & D a u d, 2 0 1 8).  
 
T h e I E E E 8 0 2. 1 1 is a gr o u p of wir el ess s p e cifi c ati o ns f or m a n a gi n g wir el ess tr affi c. T h e              
l at est st a n d ar d I E E E 8 0 2 1 1 a c is d esi g n e d t o r e a c h v er y hi g h d at a r at es t o s ust ai n               
str e a mi n g vi d e o, v oi c e, li v e g a mi n g, a n d a u g m e nt e d r e alit y a p pli c ati o ns r u n ni n g          
s m o ot hl y o n m o bil e d e vi c es - m a xi m u m m e di u m a c c ess c o ntr ol ( M A C) t hr o u g h p ut of at             
l e ast 5 0 0 M b/s f or a si n gl e us er, a n d 1 G B/s f or m ulti pl e us ers. ( L ut ui, T et e'i m o a n a, &                
M a e a k af a, 2 0 1 7) T his a m e n d m e nt m e a ns t h at t h e m a xi m u m a c hi e v a bl e r at e is fi v e            
ti m es hi g h er t h a n t h e e arli er a m e n d m e nts, I E E E 8 0 2 1 1 n. T his a c hi e v e m e nt m a d e            
wir el ess c o m m u ni c ati o n c at c h att e nti o n a n d h as b e e n wi d el y a p pli e d o n m o bil e d e vi c es            
( B ej ar a n o, K ni g htl y, & P ar k, 2 0 1 3; L ut ui, T et e'i m o a n a, & M a e a k af a, 2 0 1 7; Z o u, Z h u,            
W a n g, & H a n z o, 2 0 1 6). M ost of s m art p h o n es pr o vi d e h ots p ot f u n cti o ns w hi c h t ur n a              
s m art p h o n e t o a wir el ess a c c ess p oi nt a n d all o w ot h er Wi- Fi e n a bl e d d e vi c es t o s h ar e              
t h e i nt er n et c o n n e cti o n of t h e p h o n e ( U. S. P at e nt N o. U S 9 0 7 8 1 3 7 B 1, 2 0 1 5).  
 
Alt h o u g h t h e wir el ess t e c h n ol o g y h as gr o wt h at a n e x p o n e nti al r at e, t h e s e c urit y ris ks             
ar e n ot n e v ert h el ess eli mi n at e d ( L a wr e n c e & L a wr e n c e, 2 0 0 4). As a r es ult of o p e n             
n at ur e of br o a d c asti n g t hr o u g h el e ctr o m a g n eti c w a v es, wir el ess n et w or ks ar e r e p ort e d          
m or e v ul n er a bl e t h a n wir e d n et w or ks ( L ut ui, T et e'i m o a n a, & M a e a k af a, 2 0 1 7). T h e u nit            
d at a tr a nsf ers i n d at a li n k l a y er of a wir el ess n et w or k c all e d fr a m e. T h e p a yl o a d d at a i n                
a fr a m e is e n cr y pt e d, b ut fr a m e h e a d er is u n e n cr y pt e d a n d a c c essi bl e t o a n y o n e wit hi n              
t h e r a di o r a n g e ( G a n c ar z & Pr ol e, 2 0 1 2). T h e i nf or m ati o n i n a fr a m e h e a d er c o nsists of               
pr ot o c ol w hi c h e n c a ps ul at es t h e p a yl o a d d at a i n a fr a m e, M A C a d dr ess of t h e             
d esti n ati o n d e vi c e a n d s o ur c e d e vi c e, a n d s o o n. Wir el ess n et w or k s niffi n g s oft w ar e,            
s u c h as Kis m et, c a n c a pt ur e i nf or m ati o n wit hi n wir el ess n et w or ks. T h e a ct of            
dis c o v eri n g a n d m a p pi n g wir el ess n et w or ks is c all e d w ar dri vi n g. T h e c o n c e pt of dri vi n g            
ar o u n d dis c o v eri n g v ul n er a bl e wir el ess n et w or ks h as e xist e d pr o b a bl y si n c e t h e first           
d e pl o y m e nt of wir el ess n et w or k a n d w as wi d el y k n o w n d u e t o a c o m p ut er s e c urit y             
c o ns ult a nt n a m e d P et er S hi pl e y a n d his a ut o m at e d w ar dri vi n g e x p eri m e nt. S hi pl e y          
c o n d u ct e d a n 1 8 m o nt hs s ur v e y of wir el ess n et w or ks i n B er k el e y, C alif or ni a i n 2 0 0 0. I n              
t h e n e xt y e ar, t h e st atisti c r e p ort h as b e e n p u blis h e d i n h a c k er c o nf er e n c e t o r ais e              
a w ar e n ess of t h e i ns e c urit y of t h e wir el ess n et w or ks t h at w er e d e pl o y e d at t h at ti m e a n d               
l ai d t h e gr o u n d w or k f or t h e l at er w ar dri v ers ( H url e y, R o g ers, T h or nt o n, & B a k er,            
2 0 0 7). S e v er al st u di es h a v e b e e n c arri e d o ut t o r e v e al Wi- Fi s e c urit y iss u es a n d i m pr o v e              
us er’s a w ar e n ess of t h e i ns e c urit y of wir el ess n et w or ks. I n 2 0 1 3, it w as r e p ort e d t h at              
l ess t h a n 1 % of a n al y z e d n et w or ks still t a k e W E P e n cr y pti o n as d ef a ult s etti n g i n L e e ds,               
U K ( S c hr e u d ers & B h at, 2 0 1 3). I n a st atisti c al r e p ort of Wir el ess n et w or k s e c urit y             
st at us i n A u c kl a n d i n 2 0 1 5 a n d i n R a b at, M or o c c o i n 2 0 1 6, it w as f o u n d t h at a m o n g t h e                 
dis c o v er e d wir el ess n et w or ks, W E P e n cr y pti o n st a n d ar d t h at d e pl o y e d f or n et w or ks          
a c c o u nt e d f or 2 7. 1 % a n d 1 0 % r es p e cti v el y i n t w o diff er e nt citi es ( S arr af z a d e h & S at h u,             
2 0 1 5; S e b b ar, B o ul a h y a, M e z z o ur & B o ul m alf, 2 0 1 6).   
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T h e c o ns e q u e n c es of h a vi n g a v ul n er a bl e wir el ess n et w or k i n cl u d e d at a i nt er c e pti o n,           
m o difi c ati o n, a n d t h eft f or b ot h i n di vi d u als a n d or g a ni z ati o ns. T h e TJ M a x x p ar e nt            
c o m p a n y n et w or k i n v asi o n is t h e c o ns e q u e n c e of d e pl o yi n g W E P, w hi c h l e d t o t h e t h eft              
of m or e t h a n 9 0 milli o n c ust o m er cr e dit a n d d e bit c ar ds n u m b ers ( S a g ers, H os a c k,             
R o wl e y, T wit c h ell, & N a g ar aj, 2 0 1 5). T h us, t h er e is a n e c essit y t o k n o w if t h e wi d el y               
us e d wir el ess n et w or ks ar e s e c ur e. W h at e n cr y pti o n st a n d ar ds of wir el ess n et w or ks is            
utili z e d i n g e n er al i n O ul u ar e a ? W ar dri vi n g h as b e e n c o n d u ct e d b y tr e m e n d o us a m o u nt             
of r es e ar c h ers a n d w ar dri vi n g afi ci o n a d os t o a d dr ess t h eir o w n p ur p os es wit h a v ari et y             
of t o ols. W ar dri vi n g is n ot n e w e m er gi n g c o n c e pt, b ut o nl y l at el y w ar dri vi n g w as             
b e c o mi n g e asi er f or w ar dri v ers b e c a us e of c o nti n u e d e v ol uti o n of t e c h n ol o g y. T h e           
u p d at e d s oft w ar e a n d h ar d w ar e t h at ar e utili z e d i n w ar dri vi n g ar e e n d u e d t his a cti vit y             
m or e e c o n o mi c v al u e a n d h as attr a ct e d i nt er est fr o m ot h er r es e ar c h ers t o o, b ut t his             
m et h o d is n ot y et us e d i n O ul u, at l e ast i n a c a d e mi c r es e ar c h.  
 
T h e ai m of t his t h esis is t o c oll e ct i nf or m ati o n o n wir el ess a c c ess p oi nts a n d fi n d               
p ot e nti al s e c urit y iss u es i n O ul u t hr o u g h t h e m et h o d c all e d w ar dri vi n g. T his t h esis is             
g oi n g t o b e d o n e i n O ul u, as a ut h or is st u d yi n g i n U ni v ersit y of O ul u. F urt h er m or e,               
b ei n g a t e c h n ol o g y h u b wit h m a n y I C T c o m p a ni es a n d cit y wi d e p a n O U L U p u bli c            
Wi- Fi i nfr astr u ct ur e, m a k es O ul u a n i d e al l o c ati o n f or t his e x p eri m e nt. T h e wir el ess            
n et w or k s c a n ni n g t o ol t h at is b uilt u p f or w ar dri vi n g c a n als o b e a d a pt e d t o c oll e ct d at a                
f or c o m m er ci al us a g e, f or e x a m pl e, dis c o v eri n g p e o pl e m o v e m e nt b e h a vi ors a n d          
s h o p pi n g b e h a vi ors i n a s h o p pi n g c e nt er. M o bil e d e vi c es d o n ot n e e d t o b e c o n n e ct e d t o               
wir el ess n et w or ks t o b e tr a c k e d. T h e Wi- Fi si g n al is tr a ns mitt e d c o nti n u o usl y w hil e a             
p h o n e d e vi c e tri es t o c o n n e ct t o a wir el ess n et w or k. T h e wir el ess n et w or k s c a n ni n g             
s e ns or c a n pi c k u p t h e Wi- Fi si g n al fr o m a p h o n e w h e n it eit h er c o n n e cts t o a wir el ess                 
n et w or k or is s e ar c hi n g f or a wir el ess n et w or k( B a e hri n g, 2 0 1 9). I n t h at c as e, c a n t h e              
wir el ess n et w or k s c a n ni n g t o ol i d e ntif y l o c al p ers o n al d e nsit y fr o m dis c o v eri n g t h e           
n u m b er of wir el ess d e vi c es ? T o e x a mi n e t his, t hr e e h y p ot h es es ar e m a d e i n t h e r es e ar c h              
m et h o d c h a pt er t o e ns ur e t h e w h ol e r es e ar c h pr o c ess s ci e ntifi c a n d r eli a bl e. R as p b err y            
Pi, Wi- Fi a d a pt er, a n d a G P S r e c ei v er will b e s et u p as wir el ess n et w or k s c a n ni n g t o ol                
a n d b e att a c h e d a n d fl o w n o n a n u n m a n n e d a eri al v e hi cl e, wi d el y k n o w n as dr o n e, t o               
s c a n a n d c oll e ct i nf or m ati o n of wir el ess a c c ess p oi nts i n O ul u ar e a. T h e e x p eri m e nt is              
c arri e d o ut t o a d dr ess t h e f oll o wi n g r es e ar c h q u esti o ns:  
 

1. W h at is t h e c urr e nt st at e of wir el ess n et w or k s e c urit y i n O ul u c e nt er ar e a ?  
2. Is t h e wir el ess d e vi c e q u a ntifi c ati o n i n di c ati v e of l o c al p ers o n n el d e nsit y ? 
3. W h at is t h e diff er e n c e i n effi ci e n c y a n d a m o u nt of d at a c oll e cti o n b et w e e n            

w ar dri vi n g o n gr o u n d or i n air ( b y dr o n e) ?  
4. W h at is t h e diff er e n c e i n effi ci e n c y a n d a m o u nt of d at a c oll e cti o n b et w e e n            

w ar dri vi n g b y t h e Pi s et u p or Wi G L E p h o n e a p pli c ati o n ?  
5. H o w t o d esi g n a n d i m pl e m e nt t h e w ar dri vi n g as a r es e ar c h m et h o d ?  

 
T o a ns w er t h e r es e ar c h q u esti o ns, ei g ht e x p eri m e nts will b e c arri e d o ut i n 2 diff er e nt              
d a ys ( o n a w e e k d a y a n d o n a w e e k e n d) i n t w o pl a c es ( U ni v ersit y of O ul u a n d O ul u cit y                 
c e nt er). O n e a c h d a y, e x p eri m e nts will b e d o n e i n e a c h pl a c e b y dr o n e a n d w al k               
s e q u e nti all y. E a c h e x p eri m e nt c o nsists of t hr e e ti m es r u n i n t h e d esi g n e d r o ut es. T h e             
d at a c oll e ct e d fr o m t hr e e r u ns will b e a v er a g e d t o i n cr e as e d at a a c c ur a c y. T h e d at a t h at               
ar e a n al y z e d t o a c hi e v e t his r es e ar c h p ur p os e i n cl u d es S SI D ( N et w or k n a m e),           
e n cr y pti o n t y p e, B S SI D ( M A C a d dr ess of A c c ess P oi nt), t h e A P m a n uf a ct ur er, t h e A P             
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l o c ati o n. T h e p er c e nt a g e of e n cr y pti o n t y p e of dis c o v er e d A Ps will b e g e n er at e d t o s e e              
t h e g e n er al s e c urit y st at e i n O ul u.  
 
T h e r est of t h e t h esis will b e str u ct ur e d i n t h e f oll o wi n g p arts. C h a pt er t w o is t h e or eti c al                
k n o wl e d g e r el ati n g t o wir el ess n et w or ks a n d w ar dri vi n g. C h a pt er t hr e e will dis c uss h o w            
t o c oll e ct a n d a n al y z e d at a, as w ell as t h e li mit ati o ns of t his st u d y, c h a pt er f o ur is t o                 
r e p ort t h e fi n di n gs of t his st u d y. Fi n all y, c h a pt er fi v e will pr es e nt dis c ussi o n a n d             
c o n cl usi o n of t his st u d y t o c o m p ar e t his st u d y t o pri or st u di es a n d s u m m ari z e t h e m ai n               
t a k e a w a y of t his st u d y.  
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2    R el at e d w or k  

T h e t h e or eti c al k n o wl e d g e r el ati n g t o Wir el ess n et w or ks a n d w ar dri vi n g will b e           
dis c uss e d i n t his c h a pt er. P art o n e is a b o ut W L A N a n d m o bil e h ots p ot, p art t w o t al ks               
a b o ut Wir el ess n et w or k s e c urit y al g orit h ms a n d I E E E Wir el ess st a n d ar ds, t h e f oll o wi n g           
p art will b e Wi- Fi s e c urit y c o n c er ns, t h e l ast p art is a b o ut t h e d efi niti o n of w ar dri vi n g,               
w ar dri vi n g et hi cs, l e g alit y a n d us a g e.  

2 .1    W L A N  

W L A N is a br o a d c ast t e c h n ol o g y t h at c o n n e cts o n e or m or e d e vi c es wit h a n a c c ess              
p oi nt b y hi g h-fr e q u e n c y r a di o w a v es. It is e as y t o s et u p a n d all o w f a mil y m e m b ers or                
e m pl o y e es t o a c c ess t h e i nt er n et i n a c ert ai n ar e a wit h o ut c a bl e. b e c a us e of its o p e n               
n at ur e a n d p u bli c br o a d c ast, it is m or e fr a gil e t h a n c o n v e nti o n al wir e d n et w or ks, a n y o n e             
c a n i nt er c e pt t h e si g n al wit hi n t h e r a di o r a n g e of a wir el ess n et w or k if t h e si g n al is n ot                 
e n cr y pt e d ( S a g ers, H os a c k, R o wl e y, T wit c h ell, & N a g ar aj, 2 0 1 5). It als o bri n gs m or e            
ris ks a n d t hr e ats if t h e us er d o es n’t h a v e pr o p er k n o wl e d g e of s e c urit y pr ot o c ols a n d              
pr o c e d ur es. I n 2 0 0 2, t h e A ustr ali a n l a w fir m D e a ki ns r e p ort e d t h at f e w h u n dr e ds of             
wir el ess a c c ess p oi nts ar e e n cr y pt e d b y t h e f a ct or y d ef a ult st a n d ar d i n M el b o ur n e.            
W o ul d- b e wir el ess h a c k ers c o ul d d et e ct s u c h i ns e c ur e a c c ess p oi nts b y usi n g pr o gr a ms            
li k e N et St u m bl er ( L a wr e n c e & L a wr e n c e, 2 0 0 4). If a c o m p a n y di d n’t a p pl y all s e c urit y             
f e at ur e f or its n et w or k, s u c h as c o m p a n y d o es n’t c h a n g e d ef a ult a d mi nistr at or p ass w or d            
o n all e q ui p m e nt d uri n g s et u p pr o c ess, it mi g ht l e a v e a ris k t h at a n e m pl o y e e              
u ni nt e nti o n all y s ets u p a n i ns e c ur e a c c ess p oi nt ( R o g u e A P) or a h a c k er m a d e s a m e              
a c c ess p oi nt m ali ci o usl y wit h o ut e x pli cit a ut h ori z ati o n. T h e h a c k er c o ul d st art cri mi n al           
a cti viti es wit h c o ns e q u e n c e is t a k e n b y t his c o m p a n y. ( L a wr e n c e & L a wr e n c e, 2 0 0 4)  
 
O n c e a m o bil e p h o n e is s wit c h e d o n t h e p ers o n al h ots p ot b utt o n i n t h e s etti n g, it               
c o n v erts m o bil e d e vi c e t o a Wi- Fi a c c ess p oi nt. T his all o ws m ulti pl e d e vi c es n e ar b y             
c o n n e ct t o m o bil e p h o n e b y usi n g wir el ess br o a d c ast t e c h n ol o g y vi a a W L A N. It a cts              
li k e wir el ess a c c ess p oi nt wit h c o n n e cti n g t o c ell ul ar n et w or ks pr o vi d e d b y t h e i nt er n et             
s er vi c e pr o vi d ers. ( K es h a v, I n d u k uri, & V e n k at ar a m, 2 0 1 2.)  

2 .2    W E P , W P A  a n d  W P A 2  

Wi- Fi s e c urit y e v ol v e d o v er t hr e e st a g es wit h tr a nsf or mi n g s e c urit y al g orit h ms fr o m           
W E P t o Wi- Fi Pr ot e ct e d A c c ess ( W P A) a n d W P A 2 t hr o u g h o ut its d e v el o p m e nt. W E P            
is d esi g n e d t o pr o vi d e a s e c ur e c o m m u ni c ati o n o v er r a di o si g n als b et w e e n e n d us ers i n a               
W L A N a n d st art e d t o b e a p pli e d i n I E E E 8 0 2. 1 1 b st a n d ar d i n 1 9 9 9 ( S e b b ar, B o ul a h y a,              
M e z z o ur & B o ul m alf, 2 0 1 6). It is r e p ort e d t h at Wi- Fi e n cr y pt e d b y W E P is v ul n er a bl e              
( A kr a m, S a e e d, & D a u d, 2 0 1 8; S e b b ar, B o ul a h y a, M e z z o ur & B o ul m alf, 2 0 1 6) a n d            
c a n’t s ur vi v e wit h br ut e f or c e att a c k ( B er g h el, 2 0 0 4; L ut ui, T et e'i m o a n a, & M a e a k af a,            
2 0 1 7), l at el y it is r e p ort e d t h at W E P c a n’t r esist att a c k f or a f e w mi n ut es or e v e n                
s e c o n ds ( L ut ui, T et e'i m o a n a, & M a e a k af a, 2 0 1 7, G aj, B essis, & Li u, 2 0 1 5).   
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T a b le 1 . V a rio u s w ire le s s e n c ry p tio n s ta n d a rd s c o m p a ris o n s (L u tu i, T e te 'im o a n a , & M a e a k a fa ,           
2 0 1 7 ; A k ra m , S a e e d , &  D a u d , 2 0 1 8 ) 

 F u ll fo rm  E n c ry p tio n  A u th e n tic a tio
n  

K e y  
m a n a g e m e n t 

W E P  W ire d  E q u iv a le n t p riv a c y  R C 4  w ith  4 0  b its k e y s P re -sh a re d  
k e y s 

M a n u a l k e y  
ro ta tio n  

W A P  W i-F i P ro te c te d  A c c e ss T e m p o ra l K e y In te g rity   
P ro to c o l (T K IP ) w ith   
1 2 8  b it k e y  

8 0 2 .1 x w ith  
E A P a n d  
R A D IU S  

P e r-p a c k e t 
k e y  ro ta tio n  

W A P 2  W i-F i P ro te c te d  A c c e ss V 2  A E S (A d v a n c e d  
E n c ry p tio n S ta n d a rd ) a n d   
C C M P (C o u n te r M o d e   
C B C  M A C  P ro to c o l) 
 

8 0 2 .1 x w ith  
E A P a n d  
R A D IU S  

P e r-p a c k e t 
k e y  ro ta tio n  

 
T h er ef or e, W P As w er e i ntr o d u c e d t o r es ol v e t h e s e c urit y v ul n er a biliti es of W E P i n            
2 0 0 3 a n d 2 0 0 4, r es p e cti v el y ( B er g h el, 2 0 0 4; L ut ui, T et e'i m o a n a, & M a e a k af a, 2 0 1 7).           
W P A h as t w o g e n er ati o ns – P ers o n al a n d E nt er pris e. P ers o n al W P A or W P A- P S K            
( Pr e- S h ar e d K e y) w as d esi g n e d f or h o m e a n d s m all offi c e a n d us es pr e-s h ar e d k e y.             
E nt er pris e W P A e m pl o y e d R A DI U S s er v er a n d a d o pts 8 0 2. 1 1i pr ot o c ol a n d E xt e nsi bl e           
A ut h e nti c ati o n Pr ot o c ol ( E A P) f or a ut h e nti c ati o n w hi c h gi v es m or e eff e cti v e c o ntr ol          
a n d s e c urit y. ( L ut ui, T et e'i m o a n a, & M a e a k af a, 2 0 1 7; S e b b ar, B o ul a h y a, M e z z o ur &           
B o ul m alf, 2 0 1 6). W P A e m pl o ys a p er- p a c k et k e y b y g e n er ati n g d y n a mi c all y a n e w            
1 2 8- bit k e y f or t w o c o n n e ct e d p a c k ets w hi c h m a k e it a str o n g er s e c urit y al g orit h m t h a n              
W E P. W P A 2 w as utili z e d i n 8 0 2. 1 1i st a n d ar d a n d i m pr o v e d W P A b y e m pl o yi n g            
C o u nt er M o d e C B C- M A C Pr ot o c ol ( C C M P) a n d A E S ( A d v a n c e d E n cr y pti o n         
St a n d ar d)- b as e d e n cr y pti o n m o d e w hi c h is a n e w a n d m or e s e c ur e e n cr y pti o n m o d e            
t h a n T e m p or al K e y I nt e grit y Pr ot o c ol ( T KI P). A E S is s y m m etri c- k e y al g orit h m a n d           
e n cr y pt e d a n d d e cr y pt e d d at a fr o m a p pl yi n g s a m e k e y wit h a l e n gt h of 2 8 bits, 1 9 2 bits                
or 2 5 6 bits ( S e b b ar, B o ul a h y a, M e z z o ur & B o ul m alf, 2 0 1 6). T a bl e 1 d e m o nstr at es t h e             
c o m m o n wir el ess e n cr y pti o n st a n d ar ds a m o n g diff er e nt n et w or k s e c urit y pr ot o c ols.   

2 .3    G e n e ra l W i-F i s e c u rity  c o n c e rn s  

O wi n g t o t h e o p e n n at ur e of t h e wir el ess air i nt erf a c e, Wir el ess n et w or k is m or e              
v ul n er a bl e t h a n wir e d n et w or k t o m ali ci o us att a c ks. Wir el ess n et w or k ar c hit e ct ur e is           
c o m pris e d of a p pli c ati o n l a y er, tr a ns p ort l a y er, n et w or k l a y er, M A C l a y er a n d p h ysi c al            
l a y er. S e p ar at e s e c urit y t e c h ni q u es ar e i m pl e m e nt e d t o a d dr ess s e c urit y t hr e ats a n d           
v ul n er a biliti es fr o m e a c h l a y er t o m e et t h e s e c urit y r e q uir e m e nts wit h c o m pr o mis e of            
b al a n c e d i m pl e m e nt ati o n c o m pl e xit y a n d c o m m u ni c ati o n l at e n c y, f or i nst a n c e, s e c urit y         
m et h o d cr y pt o gr a p h y as ks f or a d diti o n al c o m p ut ati o n al p o w er a n d i m p os es l at e n c y. I n           
t h e M A C l a y er, us er's M A C a d dr ess s h o ul d b e a ut h e nti c at e d t o pr e v e nt u n a ut h ori z e d            
a c c ess. M A C a d dr ess filt eri n g is us e d t o all o w o nl y pr efill e d us er n a m e t o p ass t h e              
a ut h orit y. I n t h e n et w or k l a y er, t h e W P A a n d W P A 2 ar e wi d el y us e d n et w or k-l a y er             
a ut h e nti c ati o n pr ot o c ols. ( Z o u, Z h u, W a n g, & H a n z o, 2 0 1 6.)   
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T a b le 2 . C o m m o n th re a ts to w ire le s s L A N (A d a p te d fro m : L u tu i, T e te 'im o a n a , & M a e a k a fa ,             
2 0 1 7 ). 

V u ln e r a b ilitie s &  T h r e a ts D e sc r ip tio n  

W i-F i sig n a l ja m m in g  W ith  a  ja m m in g  d e v ic e  to  b e  a b le  to  b lo c k  o ff a ll c o m m u n ic a tio n  
in  a  W L A N  

M isc o n fig u re d  a c c e ss p o in t 
a tta c k  

W ith  d e fa u lt n e tw o rk  c o n fig u ra tio n  

R o g u e  a c c e ss p o in t a tta c k  M isle a d  u se r to  a  ro g u e  a c c e ss p o in t to  sn iff a ll in fo rm a tio n  fro m  
a ll tra ffic s th a t c o n n e c t to  ro g u e  a c c e ss p o in t 

E a v e sd ro p p in g  In te rc e p t a n d  d isc lo se  u n e n c ry p te d  o r p o o rly  e n c ry p te d  
in fo rm a tio n  fro m  a ll p la in -te x t tra ffic  fro m  e x p lo itin g  a  w ire le ss 
c o n n e c tio n  a n d  g e ttin g  in to  a  c o m p u te r n e tw o rk  

 

T h er e ar e ris ks e xisti n g i n Wir el ess n et w or ks, t h os e ris ks i n cl u d e v ul n er a biliti es, t hr e ats            
( T a bl e 2) a n d i m p a cts. V ul n er a biliti es ar e s e c urit y h ol e a n d c a us e d b y h u m a n f ail ur es             
t h at c a n b e e x pl oit e d ( L ut ui, T et e'i m o a n a, & M a e a k af a, 2 0 1 7). Wi- Fi v ul n er a biliti es a n d            
t hr e ats ar e m ai nl y fr o m t h e n et w or k d e pl o y m e nt wit h i ns e c ur e e n cr y pti o n m et h o d, f or            
i nst a n c e, r e v e ali n g S SI D a n d d e pl o y m e nt of W E P ( G aj, B essis, & Li u, 2 0 1 5), a n d             
wr o n g c o nfi g ur ati o n, s u c h as, t h e u n a w ar e n ess of Wi- Fi s e c urit y or Wir el ess n et w or k            
d e pl o y m e nt wit h d ef a ult c o nfi g ur ati o n w hi c h pr o vi d e d b y I nt er n et S er vi c e Pr o vi d er          
(I S P) ( S c hr e u d ers & B h at, 2 0 1 3).  

2 .4    E x p e rie n c e s  o f W i-F i s e c u rity  is s u e s  fro m  o th e r c itie s  

I n 2 0 0 5, h a c k er Al b ert G o n z al e z a n d his a c c o m pli c es cr a c k e d t h e p ass w or d of W E P             
n et w or k i n a st or e o w n e d b y TJ X c o m p a ni es, a m aj or off- pri c e r et ail er of a p p ar el a n d               
h o m e f as hi o n ( D' A mi c o, V er d er os a, H or n, & I m h of, 2 0 1 1; S a g ers, H os a c k, R o wl e y,           
T wit c h ell, & N a g ar aj, 2 0 1 5; S a d mi n, 2 0 1 8), s o o n t h e y e nt er i nt o t h e           
M ass a c h us etts- b as e d c or p or at e n et w or k a n d pl a nt e d a p a c k et s niff er. T his s niff er          
p a c k a g e s u c c essf ull y e xtr a ct e d 9 0 milli o n c ust o m er cr e dit a n d d e bit c ar ds t o a s er v er i n              
U kr ai n e. TJ X pr o b a bl y alr e a d y w as a w ar e of v ul n er a biliti es i n t h eir n et w or k s e c urit y,            
b ut t h e y t e n d e d t o b eli e v e t h at it w as u nli k el y s o m e o n e w o ul d n oti c e ( S a d mi n, 2 0 1 8).              
T h e br e a k-i n h a p p e n e d t o TJ X c o m p a ni es is n ot t h e first, a n d will n ot b e t h e l ast,                
c ert ai nl y si mil ar i ntr usi o ns h a v e h a p p e n e d t o b usi n ess, i n di vi d u al, or g o v er n m e nt Wi- Fi           
n et w or ks b ut st a y e d u nr e p ort e d ( D' A mi c o, V er d er os a, H or n, & I m h of, 2 0 1 1).  
 
T h e st u d y w as c arri e d o ut i n L e e ds, U K i n 2 0 1 3 ( S c hr e u d ers & B h at, 2 0 1 3) f o u n d t h at                
t h er e w er e still l ess t h a n 1 % of t ot al st u di e d n et w or ks w er e usi n g W E P, it c o ul d b e                
q uit e a n u ni g n or a bl e a m o u nt w h e n c o nsi d eri n g t h e w h ol e n et w or k us ers a n d als o            
p oi nt e d o ut t h at r o ut ers wit h Wi- Fi Pr ot e ct e d S et u p ( W P S) f e at ur e ar e v ul n er a bl e t o             
br ut e-f or c e att a c ks. W P S w as i ntr o d u c e d b y Wi- Fi Alli a n c e i n 2 0 0 7 a n d ai m e d at             
si m plif yi n g n et w or k s et u p b y all o wi n g us ers w h o p oss ess littl e k n o wl e d g e of Wi- Fi             
c o nfi g ur ati o n a n d s e c urit y s etti n gs t o a ut o m ati c all y c o nfi g ur e wir el ess n et w or k         
( S c hr e u d ers & B h at, 2 0 1 3; G aj, B essis, & Li u, 2 0 1 5; S a g ers, H os a c k, R o wl e y,            
T wit c h ell, & N a g ar aj, 2 0 1 5). Vi e h b ö c k ( 2 0 1 1) r e v e al e d d esi g n a n d i m pl e m e nt ati o n fl a w           
i n W P S, it m a k es br ut e f or c e att a c ks t o a s uffi ci e ntl y c o nfi g ur e d wir el ess n et w or k             
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f e asi bl e. W P A s u p p orts f e w c o nfi g ur ati o n m et h o ds, i n cl u d es 1) P us h- B utt o n- C o n n e ct         
( P B C) t h at us er cli c ks eit h er r e al b utt o n or virt u al o n e o n b ot h a c c ess p oi nt a n d n e w                
wir el ess d e vi c e, t h e b utt o n will b e a cti v e w h e n t h e a ut h e nti c ati o n h as s u c c e e d e d. 2)             
I nt er n al r e gistr ati o n, us er h as t o g o t o r o ut er’s a d mi nistr at or i nt erf a c e a n d e nt er PI N             
c o d e fr o m t h er e, t h e PI N c o d e is eit h er pri nt e d o n t h e l a b el of r o ut er or s oft w ar e                
g e n er at e d. 3) E xt er n al r e gistr ati o n, t his w a y us er e nt ers a c c ess p oi nt’s PI N c o d e i nt o a              
f or m o n cli e nt d e vi c e, f or i nst a n c e c o m p ut er. E xt er n al r e gistr ati o n d o es n’t as k f or a n y             
ki n d of a ut h e nti c ati o n a p art fr o m e nt eri n g a PI N, it is hi g hl y v ul n er a bl e t o br ut e f or c e               
att a c ks. PI N c o d e c o nsists of 8- di git n u m b ers, si n c e t h e l ast di git is t h e c h e c ks u m of t h e                
pr e vi o us di gits, it m a k es PI N c o d e = 1 0, 0 0 0, 0 0 0 p ossi bl e c o m bi n ati o ns. O n c e t h e      1 0

7
      

a ut h e nti c ati o n f ails, A P will s e n d a n E A P- N A C K m ess a g e t o us er. W h e n us er att e m pts             
t o g et a ut h e nti c ati o n usi n g PI N, A P will r es p o ns e t h e v ali dit y of t h e first a n d s e c o n d Pi n                
c o d e s e p ar at el y, if att a c k er r e c ei v es E A P- N A C K m ess a g e fr o m s e n di n g t h e first 4            
di gits, h e/s h e k n o ws t h e c orr e ct n ess of t h e first p art of PI N c o d e. A n att a c k er c o ul d               
cr a c k t h e first p art a n d s e c o n d p art of PI N c o d e s e q u e nti all y wit h v ali dit y m ess a g e fr o m               
a n A P. It c uts d o w n t h e c o m bi n ati o ns fr o m = 1 0, 0 0 0, 0 0 0 t o at m ost +        1 0 7      1 0 4  1 0 3

( = 1 1. 0 0 0) t h at n e e d e d t o fi n d t h e c orr e ct PI N. Wit h e n a bli n g W P S o n a r o ut er, us er               
c o nfi g ur es wir el ess n et w or k wit h a n o n r e q u est g e n er at e d ei g ht di git al PI N c o d e or a              
PI N c o d e pri nt e d o n t h e l a b el of r o ut er w hi c h will e as e t h e c o nfi g ur ati o n of wir el ess               
n et w or k b ut wit h t h e c o ns e q u e n c e of eli mi n ati n g a n y s e c urit y a d v a nt a g es of usi n g            
W P A 2 ( S a g ers, H os a c k, R o wl e y, T wit c h ell, & N a g ar aj, 2 0 1 5).  
 
T w o r es e ar c h ers r e p ort e d t h e st atisti c al r e p ort of wir el ess n et w or k s e c urit y st at us i n            
A u c kl a n d i n 2 0 1 5 a n d i n R a b at, M or o c c o i n 2 0 1 6, a n d f o u n d t h at a m o n g t h e d et e ct e d               
wir el ess n et w or ks i n t w o diff er e nt citi es, W E P e n cr y pti o n st a n d ar d t h at d e pl o y e d f or            
n et w or ks a c c o u nt e d f or 2 7. 1 % (i n cl u d e o p e n Wi- Fi 2 5, 9 % a n d W E P 1, 2 %) a n d 1 0 %             
r es p e cti v el y. W P A- T KI P o c c u pi e d 5. 9 % a n d W P A- C C M P h a d 6 7 % i n A u c kl a n d, a n d           
7 7 % f or W P A/ W P A 2 i n M or o c c o ( S arr af z a d e h, 2 0 1 5; S e b b ar, B o ul a h y a, M e z z o ur, &           
B o ul m alf, 2 0 1 6). A n ot h er r es e ar c h w as d o n e i n 2 0 1 7 i n T o n g a r e p ort e d t h at W E P             
a c c o u nt e d f or 1 %, 7 % f or o p e n Wi- Fi, 5 1 % w er e still usi n g W P A wit h P S K a n d W P A 2                
o c c u pi e d 2 8 % ( L ut ui, T et e'i m o a n a, & M a e a k af a, 2 0 1 7).  
 
G aj et al. ( 2 0 1 5) st u di e d t h e n et w or ks d e pl o y m e nt wit h diff er e nt e n cr y pti o n st a n d ar ds,            
ci p h er a ut h e nti c ati o n a n d W P S is e n a bl e d or n ot, a n d f o u n d o ut t h at N et w or k utili zi n g              
W P A 2 st a n d ar d wit h A E S- C C M P a n d R a di us s er v er f or a ut h e nti c ati o n is t h e m ost            
s e c ur e s et u p. T his s et u p pr o vi d es str o n g er e n cr y pti o n a n d k e y m a n a g e m e nt, i m pr o v e d           
m ess a g e i nt e grit y a n d a ut h e nti c ati o n f or gi n g pr e v e nti o n. W P As ar e n ot u n cr a c k a bl e,          
es p e ci all y w h e n e n cr y pt e d wit h T KI P b e c a us e it is d e pl o y e d wit h t h e s a m e u n d erl yi n g             
m e c h a nis ms as W E P.  

2 .5    W a rd riv in g  

W ar dri vi n g is a n a ct of c oll e cti n g i nf or m ati o n of wir el ess d e vi c es a n d n et w or ks f or             
st atisti c al p ur p os es usi n g a wir el ess n et w or k s c a n ni n g t o ol kit t h at s w e e ps a s p e cifi c             
ar e a. T h e pr o c ess of m a p pi n g t h e l o c ati o n of wir el ess d e vi c es a n d n et w or ks is c arri e d b y               
w al ki n g w hi c h k n o w n as w ar w al ki n g, or dri vi n g w hi c h is r ef err e d as w ar dri vi n g,            
bi c y cli n g, fl yi n g ( H url e y, R o g ers, T h or nt o n, & B a k er, 2 0 0 7; U. S. P at e nt A p pli c ati o n           
N o. U S 2 0 1 8 0 0 6 3 1 6 5 A 1, 2 0 1 8), t h o u g h wit h diff er e nt m et h o ds, it c a n b e g e n er all y           
c all e d w ar dri vi n g. T h e c o n c e pt of w ar dri vi n g s pr e a d o ut a n d g et i nt o p u bli c w h e n P et er              
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S hi pl e y, a c o m p ut er s e c urit y c o ns ult a nt, a ut o m at e d t h e e x p eri m e nt of dis c o v eri n g          
wir el ess n et w or ks i n B er k el e y, C alif or ni a ( B er g h el, 2 0 0 4). T h e e x p eri m e nt l ast e d 1 8           
m o nt hs a n d t h e r es ult w as r e p ort e d at t h e a n n u al D ef C o n h a c k er c o nf er e n c e i n 2 0 0 1              
wit h t h e ai m of r aisi n g a w ar e n ess of t h e u ns e c ur e d wir el ess n et w or ks t h at w er e             
d e pl o y e d at t h at ti m e.   
 
T a b le  3 . S tu m b le r C o d e  o f E th ic s  v 0 .2  (A d a p te d  fro m : R e n d e rm a n , 2 0 1 9 ). 

E th ic  D e sc r ip tio n  

D o  N o t C o n n e c t A t n o  tim e  sh o u ld  y o u  e v e r c o n n e c t to  a n y  A P 's th a t a re  n o t y o u r o w n . 
D isa b le  c lie n t m a n a g e rs a n d  T C P /IP  sta c k s to  b e  su re . S im p ly  a sso c ia tin g  
c a n  b e  in te rp re te d  a s c o m p u te r tre sp a ss b y  la w  e n fo rc e m e n t. 

O b e y  tra ffic  la w s It's y o u r c o m m u n ity  to o , th e  tra ffic  la w s a re  th e re  fo r e v e ry o n e 's sa fe ty  
in c lu d in g  y o u r o w n . D o in g  d o u g h n u ts a t 3 a m  g e ts u n w a n te d  a tte n tio n  fro m  
th e  a u th o ritie s a n y w a y s. 

O b e y  p riv a te  p ro p e rty  
a n d  n o -tre sp a ssin g  
sig n s 

D o n 't tre sp a ss in  o rd e r to  sc a n  a n  a re a . T h a t's w h a t th e  d ire c tio n a l a n te n n a  is 
fo r :) Y o u  w o u ld n 't w a n t p e o p le  tre sp a ssin g  o n  y o u r p ro p e rty  w o u ld  y o u ?  
 

D o n 't u se  y o u r d a ta  fo r 
p e rso n a l g a in  

S h a re  th e  d a ta  w ith  lik e -m in d e d  p e o p le , sh o w  it to  p e o p le  w h o  c a n  c h a n g e  
th in g s fo r th e  b e tte r, u se  it fo r e d u c a tio n  b u t d o n 't try  a n d  m a k e  a n y  m o n e y  
o r sta tu s o ff y o u r d a ta . It's ju st w ro n g  to  e x p e c t th e se  p e o p le  to  re w a rd  y o u  
fo r p o in tin g  o u t th e ir o w n  stu p id ity . 
 

B e  lik e  th e  h ik e r m o tto  
o f 'ta k e  o n ly  p ic tu re s, 
le a v e  o n ly  fo o tp rin ts 

D e te c tin g  S S ID  a n d  m o v in g  o n  is le g a l, a n y th in g  e lse  is irre sp o n sib le  to  
y o u rse lf a n d  y o u r c o m m u n ity . 

S p e a k  in te llig e n tly  to  
o th e rs 

W h e n  te llin g  o th e rs a b o u t w a rd riv in g  a n d  w ire le ss se c u rity , d o n 't g e t 
se n sa tio n a listic . H o rro r sto rie s a n d  F U D  a re  n o t v e ry  h e lp fu l to  th e  
a c c e p ta n c e  o f w a rd riv e rs. S p e a k  fa c tu a lly  a n d  c a re fu lly , p o in t o u t p ro b le m s, 
b u t a lso  p o in t o u t so lu tio n s, e sp e c ia lly  h o w  w e  a re  n o t th e  p ro b le m  b e c a u se  
w e  d o n 't c o n n e c t. 

If/W h e n  sp e a k in g  to  
th e  m e d ia , re m e m b e r 
y o u  a re  re p re se n tin g  
th e  c o m m u n ity  

Y o u r w o rd s re fle c t o n  o u r e n tire  h o b b y  a n d  th e  re st o f u s. D o  n o t d o  
a n y th in g  ille g a l n o  m a tte r h o w  m u c h  th e y  a sk . T h e y  m a y  g e t p isse d  o ff, b u t 
a t le a st y o u  h a v e  d e m o n stra te d  th e  in te g rity  th a t th is h o b b y  re q u ire s. 

 
I n t h e e arl y 2 0 0 0s, G o o gl e als o j oi n e d w ar dri vi n g g a m e a n d st art e d c oll e cti n g            
g e ot a g g e d Wi- Fi d at a i n t h eir G o o gl e Str e et Vi e w i niti ati v e. It w as l e d b y e n gi n e er              
M ari us Mil n er, t h e cr e at or of N et St u m bl er, G o o gl e Str e et Vi e w c ars st art e d s c a n ni n g            
Wi- Fi n et w or k ar o u n d t h e w orl d a n d cr e at e d a dir e ct or y of wir el ess n et w or ks ti e d t o              
a d dr ess a n d G o o gl e M a ps i m a g er y ( S a d mi n, 2 0 1 8). N et St u m bl er is o n e of t h e e arli est             
cr e at e d a n d wi d el y us e d Wi- Fi d et e cti o n t o ols, w hi c h o nl y w as c o m p ati bl e wit h            
Wi n d o ws X P a n d Wi n d o ws 2 0 0 0. N et St u m bl er h as wi d e r a n g e of us es, f or i nst a n c e,             
m a p pi n g t h e c o v er a g e of wir el ess n et w or ks, d et e cti n g u n a ut h ori z e d r o g u e a c c ess p oi nts           
i n a w or k pl a c e, usi n g f or w ar dri vi n g. ( S a a d, A mr a n, & H as an, 2 0 1 6.)
 
S p e a ki n g of w ar dri vi n g, q uit e a n a m o u nt of p e o pl e ar e s e nsiti v e a n d c a uti o us t o t his              
t er m, b e c a us e t h e y mis u n d erst a n d w ar dri vi n g wit h h a c ki n g. T h e st atisti cs g at h er e d fr o m           
w ar dri vi n g ar e m ai nl y f or r aisi n g t h e a w ar e n ess of t h e s e c urit y iss u es ass o ci at e d wit h             
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diff er e nt t y p es of n et w or ks, t y pi c all y wir el ess. T h os e st atisti cs i n cl u d e n et w or k n a m es,           
t h e e n cr y pti o n st at us, G P S, s e c urit y al g orit h ms a n d s o f ort h. ( H url e y, R o g ers, T h or nt o n,            
& B a k er, 2 0 0 7; A kr a m, S a e e d, & D a u d, 2 0 1 8.) Utili zi n g t h e d at a fr o m d et e cti n g             
wir el ess a c c ess p oi nt or n et w or k wit h o ut p er missi o n or a ut h orit y fr o m t h e o w n er is n ot              
p art of t h e a cti viti es of w ar dri vi n g ( H url e y, R o g ers, T h or nt o n, & B a k er, 2 0 0 7).   
 
W ar c h al ki n g is a cti vit y d eri v e d fr o m w ar dri vi n g. W ar c h al ki n g is t h e pr a cti c e of           
m ar ki n g d o w n a s eri es of s y m b ols o n t h e si d e w al k or w all at t h e l o c ati o n of t h e                
a c c essi bl e or v ul n er a bl e wir el ess n et w or ks t o h el p ot h er wir el ess us er i d e ntif yi n g n e ar b y            
a c c ess p oi nts ( L a wr e n c e & L a wr e n c e, 2 0 0 4; Fr e e m a n, 2 0 0 6). T his i d e a w as i ns pir e d b y             
t h e pr a cti c e of h o b os d uri n g t h e Gr e at D e pr essi o n t o i n di c at e t h e l o c ati o n of t h e              
fr at er nit y h o us e. W ar c h al k ers tri e d t o pr e v e nt a l e g al fi n e f or d ef a ci n g p u bli c or pri v at e              
pr o p erti es b y dr a wi n g t h e t e m p or aril y c h al k m ar ki n gs. ( L a wr e n c e & L a wr e n c e, 2 0 0 4.)           
St u m bl er C o d e of Et hi cs v 0. 2 (i n T a bl e 3) w as m a d e b y a w ar dri v er wit h ai ms of                
k e e pi n g t his a cti vit y s af e a n d l e g al wit h e n u m er ati n g a c oll e cti o n of s u g g esti o ns f or             
w ar dri vi n g.  

2 .5 .1   W a rd riv in g  a p p lic a tio n s   

W ar dri vi n g c a n b e a p pli e d t o g at h er ess e nti al i nf or m ati o n of a t ar g et ar e a, c o m prisi n g a              
n u m b er of t h e cli e nts of a n a c c ess p oi nt, t h eir M A C a d dr ess a n d m a n uf a ct ur er’s             
i nf or m ati o n. T h e d at a gi v es l a w e nf or c e m e nt a g e n ci es a n a d diti o n al i nsi g ht of t h e            
t ar g et e d ar e a a n d c a n b e utili z e d t o a n al y z e cri mi n als a n d t err orists’ a cti viti es ( A kr a m,             
S a e e d, & D a u d, 2 0 1 8). W ar dri vi n g m et h o d c a n als o b e a p pli e d as a n i ntr usi o n d et e cti o n              
s yst e m or pr of essi o n al s e c urit y a n al yst’s t o ol kit, f or i nst a n c e, Air M a g n et, S niff er          
Wir el ess, Air o P e e k a n d t h e Wir el ess S e c urit y A u dit or. It m o nit ors a n d c a pt ur es all d at a             
p a c k ets wit hi n t h at W L A N a n d a n al y z e d at a t o fi n d o ut if s us pi ci o us a cti viti es ar e              
h a p p e ni n g, t h e n st or a g e t h e r es ult a n d gi v e a w ar ni n g t o t h e us er i n a pr o p er w a y                
( L a wr e n c e & L a wr e n c e, 2 0 0 4; Ji a n, Z hi- F e n g, & Y o n g, 2 0 1 2). A d diti o n all y, M ar k eti n g           
r es e ar c h er c o ul d g e n er at e e c o n o mi c d at a o n p e o pl e’s s h o p pi n g b e h a vi ors a n d w al ki n g           
fl o w wit hi n c ert ai n ar e as. T h e d at a is fr o m tr a c ki n g p h o n e’s M A C a d dr ess a n d l o c ati o n.              
( B a e hri n g, 2 0 1 9.) 

2 .5 .2   T h e  le g a lity  o f w a rd riv in g  

A c c or di n g t o t h e r e g ul ati o n a p pli e d t o U. S w ar dri v ers, it is n ot ill e g al t o s c a n t h e a c c ess                
p oi nts. H o w e v er, it b e c o m es f e d er al vi ol ati o n o n c e a t h eft of s er vi c e, a d e ni al of s er vi c e               
( D o S), or a t h eft of i nf or m ati o n o c c urs ( H url e y, R o g ers, T h or nt o n, & B a k er, 2 0 0 7). T h e              
disti n cti o n of s c a n ni n g a n d i d e ntif yi n g a c c ess p oi nts wit h utili zi n g t h e a c c ess p oi nts is             
t h e s a m e as its of w ar dri vi n g a n d t h eft, t h e f or m er is l e g al a n d i n n o c u o us a cti viti es a n d                
c a n e v e n b e b e n efi ci al t o s o ci et y if bri n g o ut pr o p erl y a n d et hi c all y, a n d t h e l att er o n e is                 
a g ai nst t h e l a w ( H url e y, R o g ers, T h or nt o n, & B a k er, 2 0 0 7; R y a n, 2 0 0 4).   
 
Fi n nis h m o bil e p h o n e m a n uf a ct ur er N o ki a cl ai m e d t h at s niffi n g b a n d wi dt h fr o m t h e           
l e giti m at e us ers a n d c or p or ati o ns wit h o ut g etti n g a ut h ori z ati o n fr o m i nt er n et o w n er is           
t h eft, it c o m pr o mis es a c o m p a n y's o nli n e r es o ur c e s e c urit y ( K er n, 2 0 0 5; L a wr e n c e &            
L a wr e n c e, 2 0 0 4), w hil e t h e N e w Y or k Ti m es et hi cist h el d a diff er e nt o pi ni o n a n d             
d e cl ar e d t h at c o n n e cti n g t o u n e n cr y pt e d wir el ess n et w or k cr e at es v al u e f or i n di vi d u al           
a n d s o ci et y t hr o u g h its e x p a nsi o n of a c c essi bilit y of hi g h s p e e d wir el ess n et w or ks a p art             
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fr o m h o m e or offi c e ( K er n, 2 0 0 5). B ut K er n ( 2 0 0 4) als o p oi nt e d o ut t h at w ar dri vi n g              
d o es n ot c o u nt as st e ali n g, as it d o es n ot c o n n e ct t o t h e n et w or k, b ut j ust r e c or d t h e                 
p u bli cl y br o a d c ast i nf or m ati o n of a wir el ess a c c ess p oi nt, s u c h as g e o l o c ati o n a n d             
e n cr y pti o n st a n d ar d, wit h a s uit a bl e r e c ei v er.   
 
T a b le  4 . S a m p le  v ie w s  o n  w a rc h a lk in g  a n d  w a rd riv in g  (L a w re n c e  &  L a w re n c e , 2 0 0 4 ). 

 O p in io n  

H e a d  o f e -b u sin e ss 
fo r C o n fe d e ra tio n  
o f B ritish  In d u stry  
(C B I) 

“ T h e  C B I c o n d e m n s w a rc h a lk in g  a s a n  im p lic it in c ite m e n t to  
irre sp o n sib le  a n d  ille g a l a c ts”  

IT  in fra stru c tu re  
m a n a g e r a t th e  
In stitu te  o f 
D ire c to rs, E n g la n d  

“ T h e  id e a  th a t w a rc h a lk in g  is h e lp in g  c o m p a n ie s to  re a lise  th e ir se c u rity  
p ro b le m s is w ro n g . IT  d ire c to rs h a v e  k n o w n  fo r so m e  tim e  th a t w ire le ss 
n e tw o rk s a re  ta rg e ts fo r a b u se . S im p ly , w a rc h a lk in g  in  p u b lic  p la c e s is g ra ffiti 
a n d  m a y  fa c ilita te  h a c k in g  w h ic h  is a n  ille g a l a c t”  

M a n a g in g  d ire c to r 
o f S e c o d a  R isk  
M a n a g e m e n t 
 

“ T h e se  p e o p le  sim p ly  d riv e  u p  to  a  b u ild in g  a rm e d  w ith  th e ir p o rn o g ra p h ic  
e -m a il, lo g  in to  th e  in se c u re  w ire le ss n e tw o rk , se n d  th e  m e ssa g e  to  1 0  m illio n  
e -m a il a d d re sse s a n d  th e n  ju st d riv e  a w a y . A  d riv e -b y  sp a m m e r w o u ld  se n d  
e m a il b y  fin d in g  a n  u n p ro te c te d  S M T P  (sim p le  m a il tra n sfe r p ro to c o l) p o rt o n  
a  c o m p a n y 's se rv e r a n d  th e n  se n d in g  e m a il a s if th e  p e rso n  w e re  a  le g itim a te  
u se r o f th e  c o m p a n y 's n e tw o rk . T h e  m a il se rv e r w o u ld n 't b e  a b le  to  te ll 
o th e rw ise ”  

F B I a d v iso ry  “ Id e n tify in g  th e  p re se n c e  o f a  w ire le ss n e tw o rk  m a y  n o t b e  a  c rim in a l v io la tio n , 
h o w e v e r, th e re  m a y  b e  c rim in a l v io la tio n s if th e  n e tw o rk  is a c tu a lly  a c c e sse d  
in c lu d in g  th e ft o f se rv ic e s, in te rc e p tio n  o f c o m m u n ic a tio n s, m isu se  o f 
c o m p u tin g  re so u rc e s, u p  to  a n d  in c lu d in g  v io la tio n s o f th e  F e d e ra l C o m p u te r 
F ra u d  a n d  A b u se  S ta tu te , T h e ft o f T ra d e  S e c re ts, a n d  o th e r fe d e ra l v io la tio n s”  

 

Diff er e nt o pi ni o ns t o w ar ds w ar dri vi n g h a v e b e e n e m er gi n g p u bli cl y. W ar dri vi n g         
afi ci o n a d os b eli e v e t h at w ar dri vi n g is n ot a cri m e, b ut a h o b b y of s p orti n g c h all e n g e or               
e v e n a c o m m u nit y s er vi c e. I n d ustr y a n d s e c urit y p u n dits h a d a n o p p osi n g vi e w t o w ar ds             
w ar dri vi n g ( T a bl e 4) ( Fr e e m a n, 2 0 0 6; L a wr e n c e & L a wr e n c e, 2 0 0 4). R es e ar c h ers d o u bt           
t h e l e g alit y a n d et hi cs of w ar dri vi n g, b e c a us e t h e y c o nsi d er t h at p art of w ar dri v ers d o it               
f or f u n a n d ot h er p art of w ar dri v ers m a y h a v e m ali ci o us i nt e nt. T h o u g h St u m bl er C o d e              
of Et hi cs h as b e e n est a blis h e d t o a d v o c at e a n a p pr o a c h t o t h e pr a cti c e, b ut it is               
i m p ossi bl e t o k n o w if a w ar dri v er h as a d o pt e d t h es e r ul es as a s elf-r estr ai n e d a p pr o a c h              
t o t h e a cti vit y. ( Fr e e m a n, 2 0 0 6) 
 
N o l a w st at es t h at w ar dri vi n g is ill e g al or l e g al, t h o u g h m a n y c o u ntri es h a v e l a ws t o               
f or bi d t h e u n a ut h ori z e d a c c ess t o pri v at e n et w or ks a n d pr ot e ct p ers o n al pri v a c y. Fr o m a             
t e c h ni c al vi e w p oi nt, m a n y wir el ess n et w or ks br o a d c ast i d e ntif yi n g d at a a c c essi bl e t o          
a n y o n e w h o h as a s uit a bl e r e c ei v er. W ar dri vi n g wit h pr o gr a ms li k e Kis m et or Kis M A C             
is p assi v e a n d d o es n ot a c c ess or c o m m u ni c at e wit h n et w or k. A cti v e w ar dri vi n g wit h             
pr o gr a m li k e N et St u m bl er m a k e its l e g alit y l ess c ert ai n, it s e n ds pr o b e m ess a g e a n d             
att e m pt t o ass o ci at e wit h n et w or k e v e n n o d at a is tr a nsf err e d. ( “ W ar dri vi n g ”, 2 0 1 9.)  
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3    R e s e ar c h M et h o d s a n d I m pl e m e nt ati o n  

T his c h a pt er first i ntr o d u c es t h e r es e ar c h pr o c ess w hi c h us e d e m piri c al r es e ar c h m et h o d            
t h at i n v ol v es b ot h q u alit ati v e a n d q u a ntit ati v e d at a. S e c o n dl y, d es cri pti o n of t h e           
r es e ar c h s etti n g a n d l e g alit y a n d et hi cs of r es e ar c h d at a. T hir dl y, h ar d w ar e s et u p a n d             
s oft w ar e s et u p of wir el ess n et w or k s c a n ni n g t o ol, t h e n d e m o nstr ati o n of tri al r u n a n d             
pr o bl e ms t h at h as b e e n f o u n d i n tri al r u n. T h e n f oll o w e d b y w ar dri vi n g e x p eri m e nt             
d esi g n, a n d h o w t o a n al ysis d at a. L astl y, li mit ati o ns of r es e ar c h, a n d w h at h as b e e n d o n e               
a n d c a n b e d o n e t o e ns ur e r eli a bilit y a n d v ali dit y of r es e ar c h d at a.  

3 .1    R e s e a rc h  p ro c e s s  

Q u a ntit ati v e r es e ar c h m et h o ds f o c us o n n u m b ers, n at ur e s ci e n c es, p h e n o m e n o n i n          
g e n er al, st atisti c al g e n er ali z ati o n a n d br e a dt h of k n o wl e d g e. It e m p h asi z es o bj e cti v e          
m e as ur e m e nts a n d t h e st atisti c al, m at h e m ati c al, or n u m eri c al a n al ysis of d at a c oll e ct e d           
t hr o u g h p olls, q u esti o n n air es, a n d s ur v e ys or b y a n al y zi n g pr e- e xisti n g st atisti c al d at a           
usi n g c o m p ut ati o n al t e c h ni q u es. Q u a ntit ati v e r es e ar c h m et h o ds g e n er ali z e d at a a cr oss         
gr o u ps of p e o pl e or t o e x pl ai n a p arti c ul ar p h e n o m e n o n. Q u alit ati v e r es e ar c h m et h o ds            
f o c us o n t e xt, s o ci al s ci e n c es, p h e n o m e n o n i n c o nt e xt, t h e or y g e n er ali z ati o n a n d d e pt h            
of k n o wl e d g e. Q u alit ati v e r es e ar c h d at a c oll e cti o n c a n b e d o n e b y i nt er vi e ws,           
p arti ci p a nt o bs er v ati o n a n d d o c u m e nts. B ot h of r es e ar c h m et h o ds s h o ul d b e ri g or o us           
a n d r el e v a nt. I n m a n y c as es, r es e ar c h er c o m bi n es t w o or m or e d at a c oll e cti o n m et h o ds             
or e v e n s e v er al r es e ar c h m et h o ds i n o n e r es e ar c h st u d y t o i n cr e as e t h e v al u e of t h e               
r es e ar c h. ( L a n a m ä ki, 2 0 1 6.) 
 
T his r es e ar c h h as b e e n a d dr ess e d i n t w o p h as es, first t hr o u g h st u d yi n g lit er at ur e r e vi e w             
a n d pri or r es e ar c h es’ fi n di n gs t o u n d erst a n d e v ol v e m e nts of wir el ess n et w or k          
e n cr y pti o n st a n d ar ds, s e c urit y iss u es ass o ci at e d wit h wir el ess n et w or ks a n d a cti viti es          
r el at e d t o r e v e ali n g wir el ess n et w or ks s e c urit y st at us a n d pr o p a g ati n g t h e c o ns e q u e n c es           
t h at bri n g fr o m p o or d e pl o y e d wir el ess n et w or k or l a c k of s e c urit y s e ns e. S e c o n dl y, i n              
t h e e m piri c al r es e ar c h t h e r es e ar c h er will c arr y o ut w ar dri vi n g b y s etti n g u p R as p b err y             
Pi 3 m o d el B +, Gr o v e G P S, Wi- Fi a nt e n n a t o m a p wir el ess n et w or k i n O ul u c e nt er ar e a                
a n d a n al y z e t h e d at a t h at c oll e cts fr o m s c a n ni n g wir el ess n et w or ks.   
 
T h e e m piri c al r es e ar c h a n d will c o m bi n e q u alit ati v e a n d q u a ntit ati v e m et h o d t o b ett er            
st u d y r es e ar c h q u esti o n a n d p h e n o m e n o n. E m piri c al r es e ar c h us es e m piri c al e vi d e n c e t o           
d eri v e k n o wl e d g e fr o m a ct u al e x p eri e n c e r at h er t h a n fr o m t h e or y or b eli ef t hr o u g h t h e             
m e a ns of o bs er v ati o n or e x p eri e n c e. ( C a h o y, 2 0 1 9.) M ost of t h e c oll e ct e d d at a i n t his              
r es e ar c h is q u alit ati v e d at a, f or e x a m pl e, e n cr y pti o n t y p e a n d t h e A P m a n uf a ct ur er, b ut             
it will b e a n al y z e d i n a q u a ntit ati v e w a y, s u c h as t h e p er c e nt a g e of e a c h e n cr y pti o n t y p e.  
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3 .2    R e s e a rc h  s e ttin g   

O ul u cit y c e nt er is s el e ct e d t o s c a n wir el ess n et w or ks. It is t h e fift h m ost p o p ul o us cit y                
i n Fi nl a n d a n d is c all e d o n e of t h e “li vi n g l a bs ” wit hi n E ur o p e a n d r esi d e nts ar e i n cli n e d                
t o e x p eri m e nt wit h n e w t e c h n ol o gi es ( “ O ul u ”, 2 0 1 9). W ar dri vi n g h as b e e n c o n d u ct e d           
b y tr e m e n d o us a m o u nt of r es e ar c h ers a n d w ar dri vi n g afi ci o n a d os t o a d dr ess t h eir o w n            
p ur p os es, it is n ot a n e w e m er gi n g s u bj e ct a n d iss u e, b ut it h as n ot r e p ort e d a n y                
a c a d e mi c a n d et hi c al w ar dri vi n g i n O ul u, t his is t h e m ai n dri v e t h at t a k es t h e a ut h or t o                
st art t his r es e ar c h. T h e f u n d a m e nt al p ur p os e of t his r es e ar c h is t o a ns w er t h e r es e ar c h              
q u esti o n “ w h at is t h e c urr e nt st at e of wir el ess n et w or k s e c urit y i n O ul u c e nt er ar e a ? “  

3 .3    E th ic a l c o n s id e ra tio n s  c o n c e rn in g  d a ta  c o lle c tio n  

T h e E U G e n er al D at a Pr ot e cti o n R e g ul ati o n ( G D P R) is d at a pri v a c y l a ws t h at ar e i n              
eff e ct fr o m M a y 2 5t h, 2 0 1 8 o n w ar ds ( “ G e n er al d at a pr ot e cti o n ​r e g ul ati o n ( G D P R)​”,           
2 0 1 9). It is a u nif or m st a n d ar d i n all m e m b er st at es i n t h e E ur o p e a n U ni o n r e g ar di n g               
pr ot e cti n g p ers o n al d at a. It als o si m plifi es t h e r e g ul at or y e n vir o n m e nt f or i nt er n ati o n al           
b usi n ess wit hi n E ur o p e ( “ G e n er al d at a pr ot e cti o n r e g ul ati o n​” ​, 2 0 1 9). A c c or di n g t o          
g d pr-i nf o. e u Art 6( 1)( “ G D P R ”, 2 0 1 9), t h er e ar e si x b asis t h at pr o c essi n g d at a s u bj e ct’s            
p ers o n al d at a s h all b e l a wf ul. T h es e i n cl u d e  
 

a. t h e d at a s u bj e ct h as gi v e n c o ns e nt t o t h e pr o c essi n g of his or h er p ers o n al d at a               
f or o n e or m or e s p e cifi c p ur p os es; 

b. pr o c essi n g is n e c ess ar y f or t h e p erf or m a n c e of a c o ntr a ct t o w hi c h t h e d at a             
s u bj e ct is a p art y or i n or d er t o t a k e st e ps at t h e r e q u est of t h e d at a s u bj e ct pri or                  
t o e nt eri n g i nt o a c o ntr a ct; 

c. pr o c essi n g is n e c ess ar y f or c o m pli a n c e wit h a l e g al o bli g ati o n t o w hi c h t h e            
c o ntr oll er is s u bj e ct;  

d. pr o c essi n g is n e c ess ar y i n or d er t o pr ot e ct t h e vit al i nt er ests of t h e d at a s u bj e ct              
or of a n ot h er n at ur al p ers o n;  

e. pr o c essi n g is n e c ess ar y f or t h e p erf or m a n c e of a t as k c arri e d o ut i n t h e p u bli c              
i nt er est or i n t h e e x er cis e of offi ci al a ut h orit y v est e d i n t h e c o ntr oll er; 

f. pr o c essi n g is n e c ess ar y f or t h e p ur p os es of t h e l e giti m at e i nt er ests p urs u e d b y            
t h e c o ntr oll er or b y a t hir d p art y, e x c e pt w h er e s u c h i nt er ests ar e o v erri d d e n b y              
t h e i nt er ests or f u n d a m e nt al ri g hts a n d fr e e d o ms of t h e d at a s u bj e ct w hi c h            
r e q uir e pr ot e cti o n of p ers o n al d at a, i n p arti c ul ar w h er e t h e d at a s u bj e ct is a c hil d. 

 
N ot e v er y b asis c a n a p pl y t o t h e pr o c essi n g of M A C a d dr ess es a n d l o c ati o n d at a i n               
w ar dri vi n g. T h e b asis of Art 6( 1) u n d er b, c a n d d c a n n ot a p pl y, b e c a us e t h er e is n o                 
l e g al o bli g ati o n t o tr a c k p e o pl e vi a w ar dri vi n g, n o c o ntr a ct is m a d e wit h r a n d o m             
p ass ers- b y a n d it d o es n ot pr ot e ct t h e vit al i nt er ests of p ass ers- b y wit h w ar dri vi n g. Art              
6( 1) a st at e t h at d at a s u bj e ct h as t o gi v e c o ns e nt t o pr o c ess his/ h er p ers o n al d at a f or               
diff er e nt us a g e, w hi c h m e a ns t h e r es p o nsi bl e p art y s h o ul d as k pri or c o ns e nt fr o m t h e             
p art y c o n c er n e d, s u c h c o ns e nt is o nl y v ali d if d at a s u bj e cts gi v e fr e el y a n d t h e c o ns e nt               
i n cl u d es s p e cifi c i nf or m ati o n wit h o ut a n y a m bi g uit y. It is diffi c ult t o as k r a n d o m p e o pl e             
f or p er missi o n t o o bt ai n t h eir wir el ess d e vi c e d at a. T h e p erf or m a n c e of a t as k s h o ul d b e               
c arri e d o ut i n t h e p u bli c i nt er est c a n al m ost o nl y a p pl y t o a d mi nistr ati v e b o di es w h e n              
t h e y h a v e t o m a k e d at a- dri v e n d e cisi o n, s o t h e y h a v e t o o bt ai n p e o pl e’s d at a. T h e              
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l e giti m at e i nt er ests u n d er t h e b asis f is s uit a bl e f or t h e or g a ni z ati o ns a n d c o m p a ni es w h o              
c arr y o ut a t as k t o c oll e ct p u bli c d at a f or t h eir c o m m er ci al p ur p os e, b ut n ot all               
c o m m er ci al p ur p os es ar e l e giti m at e i nt er ests. It is h ar d t o s a y c oll e cti n g p ers o n al d at a             
f or r es e ar c h p ur p os es h as a n y of t h e b asis u n d er G D P R Art 6( 1) f or pr o c essi n g p ers o n al               
d at a. Kis m et c a n vi e w t h e f oll o wi n g i nf or m ati o n of a s p e cifi c wir el ess n et w or k:  
 

1. S SI D ( N et w or k n a m e)  
2. D e vi c e t y p e  
3. C a pt ur e P h y n a m e  
4. E n cr y pti o n t y p e  
5. B S SI D ( M A C a d dr ess of A c c ess P oi nt)  
6. T h e A P m a n uf a ct ur er  
7. L ast s e e n si g n al  
8. L ast s e e n c h a n n el  
9. L ast s e e n ti m e  
1 0. C h a n n el i n us e  
1 1. Fr e q u e n c y  
1 2. Si g n al str e n gt h  
1 3. N ois e  
1 4. L ast ass o ci at e d B S SI D  

 
M ost of t h e i nf or m ati o n c oll e ct e d b y Kis m et ar e n ot i d e ntifi a bl e d at a t h at c a n b e us e d t o                
t ar g et a p ers o n. H o w e v er, M A C a d dr ess is p ers o n al d at a t h at c a n b e tr a c e d b a c k t o a                
p ers o n wit h a c o m bi n ati o n of ot h er d at a, s u c h as o bs er v e d l o c ati o n d at a of t h e m o bil e               
p h o n e ( B a e hri n g, 2 0 1 9), b ut o nl y p h o n e c o m p a n y c a n pr o vi d e a p pr o xi m at e l o c ati o n           
d at a b as e d o n a p h o n e’s si g n al str e n gt h i n r el ati o n t o c ell t o w ers. I n m ost sit u ati o ns,               
s u c h i d e nti c al i nf or m ati o n is n ot a c c essi bl e. M A C a d dr ess t h at assi g n e d t o wir el ess            
n et w or k d e vi c es c a n n ot b e ass o ci at e d wit h a p ers o n's n a m e a n d ot h er i d e nti c al d at a,             
b e c a us e M A C a d dr ess es ar e n ot r e gist er e d i n a c e ntr al d at a b as e wit h ot h er i d e nti c al             
d at a. T h e W e bsit e M A C Fi n d (​htt p:// w w w. c off er. c o m/ m a c _fi n d/ ​) c a n l o o k u p M A C          
a d dr ess t o fi n d its v e n d or i nf or m ati o n, b ut it d o es n ot h a v e e n o u g h i nf or m ati o n t o              
i d e ntif y a p ers o n. ( “ D o y o u h a v e a M A C a d dr ess y o u n e e d t o tr a c e ”, 2 0 1 9.)  
 
I n t h e H 2 0 2 0 et hi cs s elf- ass ess m e nt t est ( N ăst as e, 2 0 1 7), it will b e a c o n c er n if t his d at a                
is n ot a n o n y mi z e d. O nl y h a vi n g t h e M A C a d dr ess d o es n ot aris e a n y et hi cs c o n c er n.              
T h e d at a c oll e cti o n m et h o d i n h er e ntl y f or ms a n a n o n y m o us d at as et. H o w e v er, d u e t o            
t h e u n c ert ai nt y of w h et h er c oll e cti n g M A C a d dr ess vi ol at e G D P R a n d w h et h er           
l e giti m at e i nt er ests c a n b e a p pli e d t o t his st u d y, aft er d at a a n al ysis, t h e c oll e ct e d d at a              
will b e d el et e d fr o m all d e vi c es.  

3 .4    H a rd w a re  s e tu p  

T h e si m pl est w a y t o c o n d u ct w ar dri vi n g is t o d o w nl o a d a n a p pli c ati o n c all e d Wi G L E             
Wi- Fi W ar dri vi n g. It is a t o ol t o o bs er v e, vis u ali z e, a n d c at al o g n et w or ks a n d o nl y              
s u p p ort e d o n A n dr oi d p h o n e s o f ar. T h e d et e ct e d a c c ess p oi nts c a n b e u pl o a d e d t o t h e               
Wi gl e. n et w e bsit e ( Wi G L E: Wir el ess n et w or k m a p pi n g, 2 0 1 9), it is a c oll e cti v e           
s e ar c h a bl e d at a b as e t h at h as st or e d all dis c o v er e d n et w or ks b y p arti ci p at e d w ar dri v ers           
si n c e 2 0 0 1. O v er 5 3 7, 9 8 milli o n n et w or ks h a v e b e e n d et e ct e d a n d m a p p e d t o d at e fr o m              
all o v er t h e w orl d. T h e d at a wit hi n a n et w or k t h at c a n b e d et e ct e d b y Wi G L E c o nt ai ns                
G P S, S SI D, M A C a d dr ess, a n d t h e e n cr y pti o n m et h o d. Wi G L E Wi- Fi W ar dri vi n g           
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a p pli c ati o n utili z es f e w m e as ur e m e nts t o t ar g et A Ps, t h os e m e as ur e m e nts i n cl u d e          
pr e cis e G P S a n d si g n al str e n gt h m e as ur e m e nts t o c al c ul at e t h e p ositi o n of a n A P, v er y              
oft e n d o w n t o f e w m et ers. Fr o m Wi G L E St atisti cs, it s h o ws W E P e n cr y pti o n h as             
d e cr e as e d i n a st a bl e s p e e d si n c e 2 0 1 0, it o nl y a c c o u nts f or 5. 6 6 % of t ot al dis c o v er e d               
n et w or ks u ntil 2 0 1 9. ( “ Wi G L E ”, 2 0 1 9.)  
 
M ost w ar dri v ers c o m bi n e R as p b err y Pi, G P S r e c ei v er a n d Wi- Fi a nt e n n a as a wir el ess             
n et w or k s c a n ni n g t o ol a n d m a p t h e wir el ess n et w or k b y c ar. W ar dri v ers pl a c e wir el ess             
n et w or k s c a n ni n g t o ol i n t h e c ar a n d p ut a nt e n n a o utsi d e of c ar t o m a k e s ur e it is i n o p e n                   
air t o g et G P S d at a. It is sli g htl y m or e ti m e c o ns u mi n g t o s et u p a n d c o nfi g ur e h ar d w ar e                
a n d s oft w ar e wit h R as p b err y Pi t h a n d o w nl o a di n g t h e Wi G L E a p pli c ati o n, b ut it h as             
m or e s el e cti o ns t o c ust o mi z e o n e’s o w n wir el ess n et w or k s c a n ni n g t o ol wit h R as p b err y            
Pi. T e c h ni c all y, a l a pt o p c a n b e us e d t o w ar dri v e wit h a w ar dri vi n g s oft w ar e i nst all e d,              
i d e all y, w ar dri vi n g t o ol s h o ul d b e s m all, p ort a bl e, li g ht- w ei g ht e d a n d n ot c at c h att e nti o n            
b y p ass ers b y. R as p b err y Pi is s el e ct e d f or t his st u d y, b e c a us e it is a s m all, li g ht w ei g ht               
a n d p o w erf ul si n gl e m ot h er b o ar d c o m p ut er t h at is s uit a bl e t o b e d e v el o p e d as            
w ar dri vi n g t o ol. E v e n t h o u g h R as p b err y h as s m all si z e a n d c a n fit i n a p o c k et, it c a n b e                 
c o nfi g ur e d t o r u n Li n u x a n d m ost a p pli c ati o ns. Wir el ess d et e cti o n t o ol m a d e fr o m            
R as p b err y Pi is us e d n ot o nl y f or w ar dri vi n g, b ut als o f or t hr e at m a n a g e m e nt, f or              
e x a m pl e, s c a n ni n g u n a ut h ori z e d or mis c o nfi g ur e d a c c ess p oi nts wit hi n a c or p or at e          
e n vir o n m e nt, i d e ntif yi n g u n affili at e d A c c ess P oi nts ( A P) a n d pr e v e nt a c c ess t o          
u n a ut h ori z e d n et w or ks, m o nit ori n g wir el ess a c c ess p oi nt c o n n e cti o ns t o v erif y cli e nts          
wit hi n or g a ni z ati o n n et w or k. ( S a a d, A mr a n, & H as a n, 2 0 1 6.)  
 

T a b le  5 . H a rd w a re  re q u ire m e n ts  

H a r d w a r e  

1 . R a sp b e rry  P i 3  m o d e l B +  
2 . G ro v e  G P S  (c o n n e c t to  P i w ith  F e m a le  to  F e m a le  P in  C o n n e c to r) 
3 . A lfa  W i-F i a n te n n a  (c o m p a tib le  w ith  IE E E  8 0 2 .1 1  b /g /n  w ire le ss sta n d a rd s, 5 d B i) 
4 . P o w e r b a n k  
5 . D ro n e  - fly  th e  a b o v e  liste d  to o ls to  d isc o v e r w ire le ss n e tw o rk s 

 

T a bl e 5 d e m o nstr at es t h e h ar d w ar e us e d i n t his e x p eri m e nt. M ost of t h e h ar d w ar e ar e              
p ur c h as e d usi n g o w n b u d g et, e x c e pt t h e Gr o v e G P S w as b orr o w fr o m U ni v ersit y of             
O ul u. I n or d er t o g et g e ol o c ati o n c o or di n at es f or wir el ess d e vi c es, Kis m et n e e ds t o             
i nt e gr at e wit h G P S d e vi c e. Gr o v e G P S w as b orr o w e d is us e d as a G P S r e c ei v er. T h e               
wir el ess n et w or k s c a n ni n g t o ol w as d esi g n e d t o b e li g ht a n d s m all, s o t h at Dr o n e c o ul d               
c arr y it w hil e fl yi n g. Gr o v e G P S h as v er y s m all si z e, t h us it is s uit a bl e f or t his                
e x p eri m e nt.   

3 .5    S o ftw a re  S e tu p  

A s el e cti o n of Li n u x o p er ati n g s yst e ms t h at c a n b e i nst all e d o n R as p b err y Pi, s u c h as               
R as p bi a n, U b u nt u, K ali Li n u x, C e nt O S et c., R as p bi a n w as i nst all e d f or t his e x p eri m e nt,            
si m pl y b e c a us e it is c o m m u nit y r e c o m m e n d e d a n d wit h N e w O ut Of B o x S oft w ar e             
( N O O B S), a n o p er ati n g s yst e m i nst all ati o n m a n a g er w hi c h c o nt ai ns R as p bi a n a n d          
Li br e E L E C, N O O B S c a n b e d o w nl o a d e d fr o m its offi ci al sit e r as p b err y pi. or g          
( “ D o w nl o a ds - s oft w ar e f or t h e r as p b err y pi ”, 2 0 1 9). It is g o o d f or b e gi n n ers t o us e. F or                
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alt er n ati v e o p er ati n g s yst e ms, it c a n b e dir e ctl y d o w nl o a d e d o p er ati n g s yst e m’s i m a g e           
fil e a n d s a v e t o S D c ar d of Pi. O n c e i nst all ati o n is d o n e, t h er e ar e t w o w a ys t o i nst all                  
s oft w ar e f or Pi - c o n n e cti n g m o us e, k e y b o ar d a n d m o nit or t o Pi or a c c essi n g t o Pi fr o m                
a n ot h er c o m p ut er vi a S S H. F or t his e x p eri m e nt, t h e i nst all ati o n pr o c ess of R as p bi a n w as             
d o n e wit h c o n n e ct e d m o nit or, k e y b o ar d a n d m o us e. Aft er i nst all ati o n, t h e r est of            
c o nfi g ur ati o n w as d o n e vi a S S H.   
 
T a bl e 6 ill ustr at es t h e s oft w ar e t h at is i nst all e d i n Pi i n t his e x p eri m e nt. All t h e s oft w ar e                
i n t his st u d y is fr e e. Kis m et is o n e of t h e m ai n s oft w ar e w hi c h h as t o b e i nst all e d f or t his                   
st u d y. It is a p assi v e wir el ess n et w or ks d et e ct or, s niff er, w ar dri vi n g t o ol a n d wir el ess             
i ntr usi o n d et e cti o n fr a m e w or k. It c y cl es t hr o u g h Wi- Fi c h a n n els list e ni n g t o i nf or m ati o n           
t h at is p u bli cl y br o a d c ast b y n et w or ks a n d r e c or ds t h e d et ails i nf or m ati o n of wir el ess             
n et w or ks fr o m p a c k ets. U nli k e N et St u m bl er, a n a cti v e d et e cti o n s oft w ar e tr yi n g t o           
c o n n e ct a n d c o m m u ni c at e wit h wir el ess n et w or k, Kis m et is a p assi v e d et e cti o n t o ol. It             
is d esi g n e d t o n ot l o g tr affi c c o nt e nt i n a n et w or k, b ut t o r e c or d hi g h-l e v el d et ails of                
wir el ess n et w or ks, s u c h as S SI D a n d s e c urit y e n cr y pti o n, w hi c h ar e p u bli cl y           
br o a d c ast e d. ( S c hr e u d ers & B h at, 2 0 1 3.) B asi c all y, Kis m et c a n dis c o v er all t h e wir el ess            
p a c k ets wit hi n t h e a v ail a bl e Wi- Fi c h a n n els - i n cl u di n g a ut o m at e d b e a c o n fr a m es, s u c h            
as a wir el ess a c c ess p oi nt k e e ps s e n di n g si g n al p eri o di c all y t o a n n o u n c e t h e pr es e n c e of              
a wir el ess L A N, t h e fr e q u e n c y is u p t o m ulti pl e ti m es p er s e c o n d, or pr o b e fr a m es t h at                
is s e nt b y a d e vi c e t h at is l o o ki n g f or a wir el ess a c c ess p oi nt t o c o n n e ct t o, or d at a                  
p a c k ets e x c h a n g e d fr o m ass o ci at e d d e vi c es. Kis m et i nst all ati o n w e nt pr ett y w ell, t h e           
l at est v ersi o n of Kis m et fr o m Git H u b w as cl o n e d a n d i nst all e d s u c c essf ull y wit h            
r e q uir e d d e p e n d e n ci es.  
 
T a b le  6 . S o ftw a re  re q u ire m e n ts . 

S o ftw a r e  

1 . R a sp b ia n  - o ffic ia l su p p o rte d  o p e ra tin g  sy ste m . It c a n  b e  in sta lle d  w ith  N O O B S  o r d o w n lo a d  
th e  im a g e  

2 . K ism e t - m a in  w ire le ss n e tw o rk  d e te c tin g  to o l, u se d  to  lo g  th e  d e ta ils o f w ire le ss n e tw o rk s 
3 . G P S D  - re c e iv e  d a ta  fro m  G P S  re c e iv e r a n d  se n d  d a ta  to  K ism e t 
4 . S c re e n  - a b le  to  c re a te  se p a ra te  “ sc re e n ”  se ssio n s th a t c a n  sw itc h  b a c k  to , o r e v e n  d isc o n n e c t 

a n d  re c o n n e c t to  la te r 

 

T o b e a bl e t o c a pt ur e l o c ati o n of R as p b err y Pi, G P S D, a s er vi c e d a e m o n, n e e ds t o b e                
i nst all e d t o m o nit or G P S r e c ei v er t h at att a c h es o n R as p b err y Pi t hr o u g h s eri al or U S B              
p orts. It m a k es all d at a o n t h e l o c ati o n/ c o urs e/ v el o cit y of t h e G P S s e ns or a v ail a bl e f or              
q u er y o n T C P p ort 2 9 4 7 of R as p b err y Pi, s o Kis m et c o ul d l o c at e a n A P fr o m its                
g e ol o c ati o n d at a wit h ot h er i nf or m ati o n of t h at A P t a g g e d wit h. F or m or e i nf or m ati o n             
r e g ar di n g h o w t o s et u p a wir el ess n et w or k s c a n ni n g t o ol, s e e Ap p e n di x B.  

3 .6    T ria l ru n  

T h e p ur p os e of tri al r u n is t o t est if all s etti n g is pr o p er f or w ar dri vi n g o n t h e fi el d. T his                   
t est r u n will n ot w ar dri v e wit h dr o n es, b ut wit h bi k es. T h e r o ut e is t o r u n a cir cl e ar o u n d                  
t h e V al k e a b uil di n g. Fi g ur e 1 dis pl a ys all t h e h ar d w ar e us e d for t his tri al r u n.   
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F ig u re  1 . H a rd w a re  re q u ire m e n ts  fo r tria l ru n . 

A c c or di n g t o Kis m et sit e ( Kis m et, 2 0 1 9), Kis m et is t h e pri m ar y l o g f or m at us e d b y              
Kis m et, t h e l o g fil e c o nt ai ns all t h e d at a Kis m et c a n c a pt ur e d uri n g w ar dri vi n g, it              
i n cl u d es p a c k ets, d e vi c e r e c or ds, al erts, s yst e m m ess a g es, G P S l o c ati o n, n o n- p a c k et          
r e c ei v e d d at a et c. T h e l o g fil e i n Kis m et f or m at c a n b e c o n v ert e d t o cs v f or m at w hi c h                
c a n b e r e a d b y G o o gl e M a p. T o a c hi e v e t h at, e x e c ut e ​k i s m e t d b _ t o _ w i g l e c s v - - i n            

o r i g i n a l - l o g - f i l e - n a m e . k i s m e t - - o u t o u t p u t - f i l e - n a m e . c s v ​. T o c o p y l o g fil e       
fr o m Pi t o c o m p ut er, t y p e ​r s y n c - a v h       

p i @ r a s p b e r r y p i . l o c a l : / h o m e / p i / f i l e - n a m e . c s v ~ / f i l e - n a m e . c s v i n t er mi n al, t h e     
l o g fil e will b e c o pi e d t o c o m p ut er h o m e f ol d er wit h t h e c o m m a n d. T h e n i m p ort t h e cs v                
fil e t o G o o gl e m a p t o l o c at e t h e all s c a n n e d d e vi c es o n m a p ( Fig ur e 2).  
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F ig u re  2 . S c a n n e d  d e v ic e s  fro m  tria l ru n . 

T h e tri al r u n w as s u c c essf ul as it c a pt ur e d all t h e d at a n e e d e d f or t his st u d y. H o w e v er, it                 
l a c ks pr a cti c alit y - Pi n e e ds t o c o n n e ct t o a n ot h er c o m p ut er t o st art G P S a n d Kis m et. It                
will b e c o n v e ni e nt t o st art G P S a n d Kis m et a ut o m ati c all y w h e n t h e p o w er of Pi t ur ns               
o n. T his is es p e ci all y b e n efi ci al w h e n w ar dri vi n g b y bi k e or b y dr o n e, as it is n ot                
pr a cti c al t o c o n n e ct c o m p ut er wit h Pi o utsi d e t o st art G P S a n d Kis m et o n e v er y r u n.               
A p p e n di x C( 1) d e m o nstr at es h o w t o a ut o m at e t h e st art u p of w ar dr i vi n g. 

3 .7    W a rd riv in g  e x p e rim e n t d e s ig n  

T h e r es e ar c h is g oi n g t o a ns w er t h e r es e ar c h q u esti o ns i n t h e f oll o wi n g lists. T o a ns w er               
q u esti o ns 2, t h e h y p ot h es es ar e m a d e t o e ns ur e t h e w h ol e r es e ar c h pr o c ess s ci e ntifi c a n d              
r eli a bl e. T his r es e ar c h d esi g n w as g ui d e d b y s u p er vis or Pr at e e k. T h e pr es e nt ati o n           
S h u c h m a n ( 2 0 1 4) w as gi v e n i n ​D ef C o n h a c k er c o nf er e n c e i n 2 0 0 5 h as i ns pir e d t h e             
d esi g n m et h o d ol o g y of t his st u d y.  
 

1. W h at is t h e c urr e nt st at e of wir el ess n et w or k s e c urit y i n O ul u c e nt er ar e a ?  
2. Is t h e wir el ess a c c ess p oi nt q u a ntifi c ati o n i n di c ati v e of l o c al p ers o n n el d e nsit y ? 

○ H y p ot h esis 1 ( H​1 ​): Hi g h er p e o pl e d e nsit y i n O ul u cit y c e nt er o n           
w e e k e n ds t h a n o n w e e k d a ys, a n d hi g h er p e o pl e d e nsit y i n U ni v ersit y of           
O ul u o n w e e k d a ys t h a n w e e k e n ds.  

3. W h at is t h e diff er e n c e i n effi ci e n c y a n d a m o u nt of d at a c oll e cti o n b et w e e n            
w ar dri vi n g o n gr o u n d or i n air ( b y dr o n e) ?  
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○ H y p ot h esis 2 ( H​1 ​): W ar dri vi n g b y dr o n e h as hi g h er effi ci e n c y t h a n its o n            
gr o u n d.  

4. W h at is t h e diff er e n c e i n effi ci e n c y a n d a m o u nt of d at a c oll e cti o n b et w e e n            
w ar dri vi n g b y t h e Pi s et u p or Wi G L E p h o n e a p pli c ati o n ?  

○ H y p ot h esis 3 ( H​1 ​): W ar dri vi n g wit h t h e Pi s et u p h as hi g h er effi ci e n c y           
t h a n its wit h Wi G L E p h o n e a p pli c ati o n. 

5. H o w t o d esi g n a n d i m pl e m e nt t h e w ar dri vi n g as a r es e ar c h m et h o d ?  
 
F o ur w ar dri vi n g e x p eri m e nts will b e c arri e d o ut t o a ns w er t h e r es e ar c h q u esti o ns a n d             
e x a mi n e h y p ot h es es.   
 
D esi g n 1  
 
W ar dri vi n g wit h Pi s et u p a n d Wi G L E p h o n e a p pli c ati o n i n U ni v ersit y of O ul u b y w al k              
i n w e e k d a ys. T h e Pi s et u p a n d Wi G L E p h o n e a p pli c ati o n s h o ul d st art s c a n ni n g wir el ess             
n et w or k d e vi c es at t h e s a m e ti m e i n e a c h e x p eri m e nt. It t a k es 4 5 s e c o n ds t o b o ot Pi. I n                 
t his e x p eri m e nt, St arti n g Wi G L E a p pli c ati o n is 4 5 s e c o n ds l at e t h a n st arti n g t h e Pi             
s et u p. T h e r o ut e is fr o m e ntr a n c e 2 T t o e ntr a n c e A B C a cr oss C af e H u b ( Fi g ur e 3).   
 

 

F ig u re  3 . T h e  w a rd riv in g  ro u te  in  U n iv e rs ity  o f O u lu . 

 

D esi g n 2  
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W ar dri vi n g wit h t h e Pi s et u p b y dr o n e a n d b y st a yi n g o n gr o u n d s e p ar at el y a n d              
s e q u e nti all y i n U ni v ersit y of O ul u i n w e e k e n d. T h e Pi s et u p will b e att a c h e d o n t h e               
dr o n e a n d fl o w n 7 0 m et ers hi g h fr o m t o p of N a p a r est a ur a nt at a fi x e d p oi nt ( Fi g ur e 4)                 
f or 5 mi n ut es. T h e s e ns or r a n g e of Alf a wir el ess c ar d is 9 0 m et ers, t h e dr o n e fl yi n g                
h ei g ht s h o ul d b e n o l ess t h a n 5 0 m et ers hi g h fr o m t h e b uil di n g a c c or di n g t o a vi ati o n               
r e g ul ati o ns, s o t h e c o m pr o mis e d h ei g ht is 7 0 m et ers. Dr o n e’s b att er y o nl y s u p p orts            
a p pr o xi m at el y 2 5 mi n ut es fl yi n g. It c o ns u m es e n er g y es p e ci all y w h e n t a ki n g off dr o n e.            
T o b e a bl e t o r u n t hr e e r o u n ds wit h o ut c h ar gi n g b att er y a n d t a ki n g off dr o n e t hr e e ti m es,                
a l o o p s cri pt ( A p p e n di x C ( 2)) w as m a d e t o t ur n o n a n d off Kis m et e v er y fi v e mi n ut es.                 
T h e gr o u n d e x p eri m e nt will st a y at t h e s a m e p oi nt o n m a p as fl yi n g e x p eri m e nt f or               
s a m e s c a n d ur ati o n. T h e gr o u n d e x p eri m e nt will b e d o n e ri g ht aft er t h e fl yi n g             
e x p eri m e nt t o d e cr e as e t h e diff er e n c e of p e o pl e d e nsit y i n e a c h e x p eri m e nt d ur ati o n, i n             
or d er t o c o m p ar e t h e effi ci e n c y of w ar dri vi n g b y dr o n e or o n gr o u n d. A n ot h er             
e x p eri m e nt wit h t h e Pi s et u p will b e t a k e n wit hi n t h e d esi g n r o ut e as i n Fi g ur e 3 t o                 
c o m p ar e d at a o n w e e k d a y a n d w e e k e n d.   
 

 

F ig u re  4 . T h e  s ta tic  p o in t to  d is c o v e r w ire le s s  n e tw o rk  d e v ic e s  in  U n iv e rs ity  o f O u lu . 
 
 
D esi g n 3  
 
W ar dri vi n g wit h Pi s et u p a n d Wi G L E p h o n e a p pli c ati o n b y bi k e i n O ul u cit y c e nt er o n               
w e e k d a ys. T h e Pi s et u p a n d Wi G L E p h o n e a p pli c ati o n s h o ul d st art s c a n ni n g wir el ess            
n et w or k d e vi c es at t h e s a m e ti m e. T h e r o ut e is b a c k a n d f ort h p at h a cr oss O ul u cit y                
c e nt er ( Fi g ur e 5).   
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F ig u re  5 . T h e  w a rd riv in g  ro u te  in  O u lu  c ity  c e n te r. 

 

D esi g n 4  
 
W ar dri vi n g wit h t h e Pi s et u p b y dr o n e a n d b y f o ot s e p ar at el y a n d s e q u e nti all y i n O ul u               
cit y c e nt er i n w e e k e n d. T h e Pi s et u p will b e att a c h e d o n t h e dr o n e a n d fl o w n a b o v e a                 
fi x e d p oi nt ( Fi g ur e 6) wit h t h e s a m e s cri pt t h at w as r a n i n D esi g n 2. T h e gr o u n d                
e x p eri m e nt will st a y at t h e s a m e p oi nt as fl yi n g e x p eri m e nt f or t h e s a m e s c a n d ur ati o n.               
T h e gr o u n d e x p eri m e nt will b e d o n e ri g ht aft er t h e fl yi n g e x p eri m e nt t o d e cr e as e t h e              
diff er e n c e of p e o pl e d e nsit y i n e a c h e x p eri m e nt d ur ati o n, i n or d er t o c o m p ar e t h e             
effi ci e n c y of w ar dri vi n g b y dr o n e or st a yi n g o n t h e gr o u n d. A n ot h er e x p eri m e nt wit h             
t h e Pi s et u p will b e t a k e n wit hi n t h e d esi g n r o ut e as i n Fi g ur e 4 t o c o m p ar e d at a o n                  
w e e k d a y a n d w e e k e n d  
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F ig u re  6 . T h e  s ta tic  p o in t to  d is c o v e r w ire le s s  n e tw o rk  d e v ic e s  in  O u lu  c ity  c e n te r. 

 

E a c h e x p eri m e nt i n cl u d es t hr e e ti m es r u n wit h t h e s a m e r o ut e w hi c h m a k es t h e w h ol e              
e x p eri m e nt 1 2 ti m es r u ns. T h e d at a fr o m t hr e e r u ns will b e a v er a g e d t o i n cr e as e d at a               
a c c ur a c y f or e a c h e x p eri m e nt. Fi g ur e 7 s h o ws t h e fi n al s et u p f or t his r es e ar c h.  
 

 
F ig u re  7 . T h e  P i s e tu p  a tta c h e d  o n  d ro n e . 
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3 .8    D a ta  a n a ly s is  

“ D at a a n al ysis is t h e pr o c ess of s yst e m ati c all y a p pl yi n g st atisti c al a n d/ or l o gi c al           
t e c h ni q u es t o d es cri b e a n d ill ustr at e, c o n d e ns e a n d r e c a p, a n d e v al u at e d at a ”. T h e            
a c c ur at e a n d a p pr o pri at e a n al ysis of r es e ar c h d at a is a n ess e nti al c o m p o n e nt of e ns uri n g             
d at a i nt e grit y. ( “ R es p o nsi bl e c o n d u ct i n d at a m a n a g e m e nt ”, 2 0 1 9.) D at a a n al ysis          
pr o c e d ur es c o nsist of d at a c oll e cti o n, d at a pr o c essi n g ( or g a ni z e a n d pr o c ess d at a i nt o            
f or m at s u c h as t a bl e f or f urt h er a n al ysis ), d at a cl e a ni n g ( pr e v e nt a n d cl e a n d at a err ors,               
li k e i n c o m pl et e or d u pli c at e d d at a), d at a a n al ysis, m o d eli n g a n d al g orit h ms a n d fi n all y            
d at a vis u ali z ati o n (r e p ort d at a t o r e a d er i n vis u ali z e d f or m at) ( “ D at a a n al ysis ”, 2 0 1 9). I n             
t his st u d y, t h e fi n di n gs will b e dis c uss e d i n t h e li g ht of w h at h as b e e n k n o w n i n c h a pt er                 
2 lit er at ur e r e vi e w.  
 
Kis m et c a n c a pt ur e m or e t h a n t e n i nf or m ati o n of a wir el ess d e vi c e or a n a c c ess p oi nt as                
m e nti o n e d i n t h e c h a pt er 3. 3, b ut o nl y S SI D ( N et w or k n a m e), e n cr y pti o n t y p e, B S SI D             
( M A C a d dr ess of A c c ess P oi nt), t h e A P m a n uf a ct ur er, t h e d e vi c e t y p e a n d t h e A P              
l o c ati o n ar e a n al y z e d t o a ns w er t h e r es e ar c h q u esti o ns. F or tri al e x p eri m e nt, t h e l o gs             
fr o m t hr e e r u ns w er e c o n v ert e d t o cs v f or m at a n d i m p ort e d t o G o o gl e S h e et t o filt er               
u ni q u e wir el ess d e vi c es. Kis m et st or es s a m e d e vi c es m ulti pl e ti m es if t h e y ar e wit hi n             
t h e r a n g e of s e ns or. R e m o vi n g t h e d u pli c at e d d at a g ets t h e d at a o nl y fr o m t h e u ni q u e               
wir el ess d e vi c es t o b e a n al y z e d. M A C a d dr ess is u ni q u e i d e ntifi c ati o n of a d e vi c e.             
Filt eri n g u ni q u e M A C a d dr ess es will g et t h e u ni q u e wir el ess d e vi c es. F or t h e a ct u al d at a              
a n al ysis, t h e cs v fil e t h at w as c o n v ert e d fr o m Kis m et l o g b y t h e r e a d y- m a d e s cri pt d o es               
n ot i n cl u d e p art of d at a t h at ar e n e e d e d f or t his st u d y, s u c h as d e vi c e t y p e a n d d e vi c e                 
m a n uf a ct ur er. Si n c e Kis m et l o g fil e is s a v e d i n S Q Lit e d at a b as e, it is b ett er t o g ai n t h e                
n e e d e d d at a dir e ctl y fr o m d at a b as e. A c ust o mi z e d b as h s cri pt ( A p p e n di x D) w as m a d e             
t o m a k e t his pr o c ess s e mi a ut o m ati c all y. 
 
T o c o m p ar e l o c al p ers o n al d e nsit y i n w e e k d a y a n d w e e k e n d i n U ni v ersit y of O ul u a n d              
O ul u cit y c e nt er( H 1), d at a fr o m w ar dri vi n g wit h t h e Pi s et u p will b e t a k e n t o a n al ysis               
( T a bl e 7). D esi g n 2 a n d D esi g n 4 ar e t w o gr o u ps of d at a t o c o m p ar e t h e effi ci e n c y of                 
w ar dri vi n g b y dr o n e or b y w al k ( gr o u n d). D esi g n 1 a n d D esi g n 3 ai ms t o e x a mi n e H 3                
w hi c h is t h e c o m p aris o n of w ar dri vi n g effi ci e n c y wit h t h e Pi s et u p a n d wit h Wi G L E              
p h o n e a p pli c ati o n.  
 
T a b le  7 . E x p e rim e n t d e s ig n s  in  d iffe re n t d a y  a n d  d iffe re n t lo c a tio n . 

 U n i C ity  c e n te r  E x a m in e d  H y p o th e sis 

W e e k d a y  P i, W iG L E  b y  w a lk  
(D e sig n  1 ) 

P i, W iG L E  b y  b ik e  
(D e sig n  3 ) 

H 3  

w e e k e n d  1 ) b y  d ro n e , o n  th e  
g ro u n d  a t fix e d  p o in t 
2 ) b y  w a lk  w ith in  
d e sig n e d  ro u te  w ith  th e  
P i se t u p  
(D e sig n  2 ) 

1 ) b y  d ro n e , o n  th e  
g ro u n d  a t fix e d  p o in t 
2 )B y  b ik e  w ith in  
d e sig n e d  ro u te  w ith  th e  
P i se tu p  
(D e sig n  4 ) 

H 2  

E x a m in e d  H y p o th e sis H 1  (P i’s d a ta  b y  w a lk  
in  ro u te ) 

H 1 (P i’s d a ta  b y  b ik e  in  
ro u te ) 
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T o g et t h e g e n er al wir el ess n et w or k s e c urit y st at e i n O ul u, all t h e u ni q u e d at a c oll e ct e d               
i n O ul u cit y c e nt er a n d U ni v ersit y of O ul u will b e s u m m e d u p s e p ar at el y a n d fr e q u e n c y               
t a bl e of e n cr y pti o n t y p e will b e g e n er at e d t o g et p er c e nt a g e of e a c h e n cr y pti o n m et h o d.              
Kis m et c oll e cts all wir el ess d e vi c es, s u c h as Wi- Fi A P, Wi- Fi Cli e nt, Wi- Fi D e vi c e,             
Wi- Fi Bri d g e d. I n or d er t o h a v e g e n er al i d e a of wir el ess n et w or k s e c urit y st at us i n O ul u               
ar e a, st ati o n ar y wir el ess A P, li k e wir el ess r o ut ers, n e e d t o b e a n al y z e d. Filt eri n g            
wir el ess d e vi c e t y p e t o Wi- Fi A P a ns w ers t h e r es e ar c h q u esti o ns.  

3 .9    L im ita tio n s  o f th e  re s e a rc h  

T h e li mit ati o ns of t h e r es e ar c h ar e “ c h ar a ct eristi cs of d esi g n or m et h o d ol o g y t h at            
i m p a ct e d or i nfl u e n c e d t h e i nt er pr et ati o n of t h e fi n di n gs ”. T h e y ar e r estr ai nts t h at r es ult             
fr o m t h e i niti al d esi g n of t h e st u d y is c h os e n, t h e m et h o d ol o g y w as t a k e n t o est a blis h               
t h e r eli a bilit y a n d v ali dit y a n d t h e r es ult of u n e x p e ct e d c h all e n g es t h at e m er g e d d uri n g             
t h e st u d y. T h e li mit ati o n i n r es e ar c h is a w a y t o s h o w t h e r e a d er t h at t h e a ut h or h as                 
criti c all y t h o u g ht a b o ut r es e ar c h pr o bl e m, st u di e d t h e pr e vi o us r el e v a nt p u blis h e d          
lit er at ur e, c orr e ctl y ass ess e d t h e r es e ar c h m et h o d, a n d t o w h at e xt e nt, t h e li mit ati o ns            
i m p a ct t h e r es e ar c h r es ults a n d c o n cl usi o ns. ( L a b ar e e, 2 0 1 9.) 
 
I n t his st u d y, w ar dri vi n g b y dr o n e or o n gr o u n d ar e arr a n g e d i n t h e s a m e d a y a n d r u n                 
o n e aft er a n ot h er. T h e i d e al sit u ati o n will b e h a vi n g t w o s ets of w ar dri vi n g d e vi c es t o               
s c a n wir el ess d e vi c es b y dr o n e a n d o n gr o u n d at t h e s a m e ti m e t o eli mi n at e t h e               
diff er e n c e of a v ail a bl e d e vi c es wit hi n t h at ar e a. H o w e v er, wit h t h e li mit e d b u d g et a n d             
ti g ht s c h e d ul e, a n ot h er n e w R as p b err y Pi a n d t h e n e c ess ar y a c c ess ori es c a n’t b e            
r e c ei v e d a n d c o nfi g ur e d i n ti m e. 
 
A n ot h er tri al r u n h as b e e n d o n e b y bi k e i n O ul u cit y c e nt er wit hi n t h e d esi g n e d r o ut e. It                 
t o o k a p pr o xi m at el y 1 2 mi n ut es t o c o m pl et e e a c h r u n. O n c e t h e t hr e e ti m es r u n w as              
c o m pl et e d, d at a w as c h e c k e d i n t h e l o g fil e i n Pi a n d f o u n d t h at t h er e w as si g nifi c a nt                
diff er e n c e i n t h e si z e of e a c h l o g t h at g e n er at e d b y e a c h r u n. A n i d e a al m ost w as f or m e d                 
i n t h e mi n d t h at t h e a m o u nt of A Ps dis c o v er e d b y Kis m et at e a c h r u n h as a hi g h                 
st a n d ar d d e vi ati o n. B ut aft er filt er e d u ni q u e d at a a n d i m p ort e d t o G o o gl e M a p, it di d n ot               
s h o w a n y A P i n t h e l att er p art of r o ut e. It t ur n e d o ut t h at t h e b att er y pl u g w as g etti n g                  
l o os e w hil e bi ki n g o n t h e b u m p y r o a d, t his als o g ot c o nfir m e d b y c h e c ki n g t h e s u m m ar y               
of l o g st atisti c, it s h o w e d t h e st arti n g ti m e a n d e n di n g ti m e of e a c h r u n. It is vit al t o                  
k n o w if Pi h as p o w er o n c o nst a ntl y a n d Kis m et is w or ki n g pr o p erl y wit hi n e a c h              
w ar dri vi n g d ur ati o n. T h e i d e al sit u ati o n w o ul d b e h a vi n g a s m all m o nit or c o n n e cts t o Pi              
vi a S S H t o dis pl a y t h e Kis m et i nt erf a c e t o m a k e s ur e Kis m et k e e ps r u n ni n g wit hi n t h e               
d esi g n e d r o ut e a n d b e a bl e t o k n o w a n y i nt erf eri n g or err ors h a p p e n t o Kis m et t o st o p                
s c a n ni n g wir el ess n et w or k d e vi c es.  
 
As m e nti o n e d i n A p p e n di x C, Pi d o es n ot h a v e a r e al ti m e cl o c k ( R T C), it will g et ti m e                  
u p d at e d o n c e c o n n e cti n g t o i nt er n et or r etri e vi n g ti m e fr o m ​g p s d . G p s d c a n’t b e r a n              
s u c c essf ull y i n t h e s yst e m d s er vi c e t o g et d at e a n d ti m e u p d at e d o n c e t h e Pi b o ots.               
F urt h er m or e, it t a k es a p pr o xi m at el y t w o mi n ut es f or t h e s yst e m t o u p d at e t o c urr e nt             
ti m e, b ut o n c e Pi b o ots, Kis m et will st art i n 4 5 s e c o n ds, s o t h e l o g fil e will b e n a m e d                  
wit h n ot u p d at e d d at e, a n d it will als o i nt erf er e t h e l o g e v e nt t h at s a v e d wit h ti m e if ti m e                  
s u d d e nl y j u m ps aft er t w o mi n ut es. T h e w or k ar o u n d is t o i n cr e as e t h e fr e q u e n c y of             
u p d ati n g t h e f a k e- h w cl o c k t o e v er y mi n ut e. E a c h of e x p eri m e nts will l ast m or e t h a n o n e              
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mi n ut e, s o o v er writi n g l o g fil e will n ot h a p p e n. B ut still n e e d t o m a n u all y u p d at e Pi’s               
d at e b ef or e st arti n g a n e x p eri m e nt i n or d er t o b e s ur e d at e i n l o g fil e n a m e is writt e n                 
wit h c urr e nt d at e. T o a ut o m ati c all y u p d at e d at e, m or e r es e ar c h n e e ds t o b e d o n e. It is               
n ot a m ust- h a v e f e at ur e, b ut a ni c e-t o- h a v e f e at ur e.  

3 .1 0    R e lia b ility  a n d  v a lid ity  

R eli a bilit y a n d v ali dit y ar e t w o s ci e ntifi c crit eri a t o est a blis h t h e pr es e n c e a n d s e v erit y             
of m e as ur e m e nt err ors ( R aj a n e n, 2 0 1 5). R eli a bilit y c o n c er ns t o w hi c h e xt e nt t h e           
e x p eri m e nts or a n y m e as uri n g pr o c e d ur es bri n g o ut t h e s a m e r es ult o n r e p e at e d tri als.             
V ali dit y e x a mi n es t h e d e gr e e t o w hi c h a st u d y a c c ur at el y r efl e cts t h e s p e cifi c c o n c e pt             
t h at a r es e ar c h er is ai mi n g t o m e as ur e. R eli a bilit y is c o n c er n e d wit h t h e a c c ur a c y of t h e               
m e as uri n g pr o c e d ur es; v ali dit y is t o m e as ur e t h e s u c c ess of st u d y at m e as uri n g w h at             
r es e ar c h s et o ut t o m e as ur e. ( C ar mi ni es & Z ell er, 1 9 7 9, R aj a n e n, 2 0 1 5.) 
 

If n ot m o nit or a s p e cifi c A P, it is n ot n e c ess ar y t o dis a bl e c h a n n el h o p pi n g. C h a n n el               
h o p pi n g e n a bl es c h a n n el s o ur c es t o h o p c h a n n els t o c o v er t h e e ntir e s p e ctr u m. E n a bli n g             
c h a n n el h o p pi n g i n di c at es t h at Kis m et r a di os c a n o nl y t u n e t o a si n gl e c h a n n el at a ti m e.                
( Kis m et, 2 0 1 9) I n c o nfi g ur ati o n fil e kis m et. c o nf, ​c h a n n e l _ h o p = t r u e | f a l s e         

d et er mi n es t h at d at as o ur c e e n a bl es c h a n n el h o p pi n g or n ot.        
c h a n n e l _ h o p _ s p e e d = c h a n n e l s / s e c | c h a n n e l s / m i n ​c o ntr ols t h e s p e e d t h e       
d at as o ur c e h o ps fr o m o n e c h a n n el t o a n ot h er. F or t his st u d y, t h e p ur p os e is t o m o nit or               
all a v ail a bl e wir el ess n et w or ks d e vi c es as m u c h as p ossi bl e, t h e c h a n n el list is             
a ut o m ati c all y cr e at e d fr o m t h e c h a n n els s u p p ort e d b y t h e dri v er. Wir el ess c ar d           
m o nit ors d y n a mi c c h a n n els t o dis c o v er a v ail a bl e wir el ess n et w or ks d e vi c es. T h er ef or e,          
it is li k el y t h at Kis m et is s c a n ni n g o n e c h a n n el, d e vi c es i n ot h er c h a n n els ar e miss e d,               
e v e n t h o u g h t h e d ef a ult h o p pi n g s p e e d is fi v e c h a n n els p er s e c o n d. T his is t h e r e as o n               
w h y e a c h e x p eri m e nt w as d esi g n e d t o b e r u n t hr e e ti m es wit hi n s a m e r o ut e.             
A d diti o n all y, t his is a w a y t o v erif y t h e st a n d ar d d e vi ati o n of t h e a m o u nt of dis c o v er e d               
wir el ess d e vi c es at e a c h r u n.  

F or t h e p ur p os e of d at a r eli a bilit y, t h e e x p eri m e nts ar e t a k e n i n O ul u cit y c e nt er a n d               
U ni v ersit y of O ul u t o d o u bl e c o nfir m t h at fi n di n g d o es n ot h a p p e n o c c asi o n all y. E a c h             
d esi g n e d e x p eri m e nt als o w as c o n d u ct e d i n a w e e k d a y or a w e e k e n d t o c o m p ar e t h e              
diff er e n c e i n p e o pl e d e nsit y t o e x a mi n e t h e h y p ot h es es.   
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4     E m piri c al R e s ult s  

T his c h a pt er first pr es e nts t h e r es ults of t h e w ar dri vi n g e x p eri m e nt c o n c er ni n g t h e            
a m o u nt of wir el ess d e vi c es dis c o v er e d i n diff er e nt r es e ar c h d esi g ns. N e xt, r es ults           
c o n c er ni n g w h et h er t h e wir el ess a c c ess p oi nts q u a ntifi c ati o n is i n di c ati v e of l o c al           
p ers o n n el d e nsit y is a n al y z e d a n d fi n all y t h e p er c e nt a g e of e n cr y pti o n st a n d ar ds           
d e pl o y e d b y wir el ess A Ps a n d t h e distri b uti o n of wir el ess d e vi c es m a n uf a ct ur ers ar e            
pr es e nt e d.  

4 .1    A m o u n t o f w ire le s s  d e v ic e s  d is c o v e re d  in  th e  e x p e rim e n ts  

T his c h a pt er pr es e nts t h e q u a ntit ati v e d at a dis c o v er e d i n f o ur d esi g n s etti n gs. St arti n g            
fr o m t h e a m o u nt of wir el ess d e vi c es dis c o v er e d i n U ni v ersit y of O ul u, t h e n t h e s a m e              
d at a dis c o v er e d i n O ul u cit y c e nt er, e n di n g wit h a m o u nt of wir el ess d e vi c es dis c o v er e d             
o n w e e k d a y/ w e e k e n d b y Pi s et u p.  

4 .1 .1    A m o u n t o f w ire le s s  d e v ic e s  d is c o v e re d  in  U n iv e rs ity  o f O u lu  

I n Fi g ur e 8, t h e t hr e e b ars i n diff er e nt c ol ors r e pr es e nt t h e t ot al a m o u nt of dis c o v er e d               
wir el ess d e vi c es dis c o v er e d b y t h e Pi s et u p ( bl u e b ar), t h e a m o u nt of wir el ess A P t h at               
w as filt er e d fr o m all of t h e dis c o v er e d d e vi c es b y Pi s et u p (r e d b ar), a n d t h e t ot al                
a m o u nt of d e vi c es dis c o v er e d b y Wi G L E a p pli c ati o n ( y ell o w b ar). Kis m et c a n dis c o v er            
n ot o nl y wir el ess A P, b ut wir el ess d e vi c es li k e m o bil e p h o n es a n d wir el ess bri d g e d             
d e vi c es. Fr o m t h e b ar l e n gt h of t h e t ot al n u m b er of dis c o v er e d wir el ess b y t h e Pi s et u p                
a n d b y Wi G L E a p pli c ati o n, t h e l e n gt h of t h e t ot al dis c o v er e d wir el ess d e vi c es b y t h e Pi               
s et u p ar e f e w ti m es t all er t h a n its b y Wi G L E a p pli c ati o n. T h e a m o u nt of Wir el ess A P               
dis c o v er e d b y t h e Pi s et u p is al m ost e q ui v al e nt t o t h e w h ol e a m o u nt of wir el ess d e vi c es               
dis c o v er e d b y Wi G L E a p pli c ati o n i n t h e e x p eri m e nt t h at w as t a k e n i n U ni v ersit y of             
O ul u. T h e err or b ars ar e t h e st a n d ar d d e vi ati o n of e a c h gr o u p of d at a, t h e err or b ar i n                 
bl u e c ol u m ns ar e t h e st a n d ar d d e vi ati o n ( S D) of t h e t ot al a m o u nt of dis c o v er e d wir el ess              
d e vi c es w hi c h is 1 0 7. It is r el ati v el y s m all c o m p ari n g t o M e a n ( M = 9 0 9) of t h e t ot al                 
a m o u nt of wir el ess d e vi c es dis c o v er e d b y t h e Pi s et u p. R e d c ol u m ns ar e t h e st a n d ar d              
d e vi ati o n ( S D = 4 7) of t h e a m o u nt of dis c o v er e d wir el ess A P b y t h e Pi s et u p, t h e                
y ell o ws ( S D = 5. 5) ar e its of dis c o v er e d b y Wi G L E a p pli c ati o n.   
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F ig u re  8 . T h e  a m o u n t o f d e v ic e s  w e re  d is c o v e re d  in  D e s ig n  1  (W e e k d a y  in  U n i). 
 

I n Fi g ur e 9, t h e t ot al a m o u nt of dis c o v er e d d e vi c es b y Pi s et u p t h at w as fl o w n b y dr o n e                 
i n t hr e e r o u n ds h as M e a n = 2 0 3, 7 a n d S D = 1 6. 3 as s h o w n i n err or b ars. T h e t ot al                  
a m o u nt of dis c o v er e d d e vi c es b y t h e Pi s et u p t h at w as pl a c e d o n t h e gr o u n d i n t hr e e                
r o u n ds ar e sli g htl y l ess t h a n t h e t ot al a m o u nt of d e vi c es t h at w er e dis c o v er e d b y dr o n e.               
It h as M e a n = 1 6 8 a n d S D = 9. T h e st ati o n ar y wir el ess d e vi c es ( A P) w er e dis c o v er e d                
wit h b ot h m e a ns ( dr o n e a n d o n gr o u n d) h a v e s m all st a n d ar d d e vi ati o n - b y dr o n e ( S D =                
6, 1) a n d o n gr o u n d ( S D = 0. 6). T h os e ar e s m all st a n d ar d d e vi ati o ns c o m p ar e d t o t h e               
m e a n of wir el ess A P dis c o v er e d b y b ot h m et h o ds, b y dr o n e ( M = 1 0 5) a n d o n gr o u n d                
( M =  7). 
 

 
F ig u re  9 . T h e  a m o u n t o f d e v ic e s  w e re  d is c o v e re d  in  D e s ig n  2  (W e e k e n d  in  U n i). 
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4 .1 .2    A m o u n t o f w ire le s s  d e v ic e s  d is c o v e re d  in  O u lu  c ity  c e n te r 

I n Fi g ur e 1 0, t h e m e a n of t h e w h ol e a m o u nt of dis c o v er e d wir el ess d e vi c es dis c o v er e d              
b y t h e Pi s et u p i n t hr e e r u ns is 2 3 3 6, a n d S D = 8 8. 5. F or t h e Wi G L E a p pli c ati o n, t h e                  
m e a n of t h e t ot al a m o u nt of dis c o v er e d d e vi c es i n t hr e e r u ns is 7 2 4 wit h a r el ati v el y                
l ar g e st a n d ar d d e vi ati o n ( S D = 2 7 9). T h e st ati o n ar y wir el ess d e vi c es w er e dis c o v er e d b y             
t h e Pi s et u p ar e st a bl e i n t hr e e r u ns ( M =  1 1 9 3, S D =  4 5). 

 
F ig u re  1 0 . T h e  a m o u n t o f d e v ic e s  w e re  d is c o v e re d  in  D e s ig n  3  (W e e k d a y  in  C ity ). 
 

A s s h o w n i n Fi g ur e 1 1, t h e f o ur gr o u ps of d at a i n t hr e e r u ns is e x c e e di n gl y st a bl e wit h                 
s m all st a n d ar d d e vi ati o ns. It is t h e t ot al a m o u nt of d e vi c es dis c o v er e d b y t h e Pi s et u p b y                
b ei n g fl o w n wit h dr o n e a n d b ei n g pl a ci n g o n gr o u n d at a fi x e d p oi nt i n O ul u cit y c e nt er.                 
T h e t ot al a m o u nt of wir el ess d e vi c es dis c o v er e d b y t h e Pi s et u p ( M= 7 5 9, S D = 1 5) i n s k y               
is o n e ti m e l ar g er t h a n t h e a m o u nt d et e ct e d ( M =  3 8 7, S D =  1 3) o n t h e gr o u n d. 
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F ig u re  1 1 . T h e  a m o u n t o f d e v ic e s  w e re  d is c o v e re d  in  D e s ig n  4  (W e e k e n d  in  C ity ). 

4 .1 .3 A m o u n t o f w ire le s s d e v ic e s d is c o v e re d o n w e e k d a y /e n d b y P i          
s e tu p  

I n Fi g ur e 1 2, t h e t ot al a m o u nt of dis c o v er e d wir el ess d e vi c es h as si g nifi c a nt diff er e n c e             
b et w e e n w e e k d a ys a n d w e e k e n ds. O n w e e k d a ys t h e m e a n of t h e t ot al a m o u nt of             
dis c o v er e d wir el ess d e vi c es i n t hr e e r u ns is 1 2 7 6. O n t h e w e e k e n d t h e a m o u nt is 5 1 1               
w hi c h is l ess t h a n h alf c o m p ar e d t o w e e k d a ys. T h e m e a n of t h e a m o u nt of wir el ess A P                
i n t hr e e r u ns i n b ot h w e e k d a y a n d w e e k e n d h as n o si g nifi c a nt diff er e n c e, o n w e e k d a ys              
it is 2 1 0 ( S D =  2 7), 2 3 5 ( S D =  4 2) o n w e e k e n ds. 

 

F ig u re 1 2 . T h e a m o u n t o f d e v ic e s w e re d is c o v e re d b y th e P i s e tu p o n w e e k d a y a n d w e e k e n d in                 
U n iv e rs ity  o f O u lu . 
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Fi g ur e 1 3 d e m o nstr at es t h e diff er e n c e i n t h e a m o u nt of d e vi c es t h at w er e dis c o v er e d b y              
t h e Pi s et u p i n O ul u cit y c e nt er o n w e e k d a ys a n d o n w e e k e n ds. T h e t ot al a m o u nt of                
dis c o v er e d wir el ess d e vi c es o n w e e k d a ys a n d o n w e e k e n ds i n t hr e e r u ns f or m e d a s m all              
c ur v e t h at firstl y w e nt u p a n d t h e n dr o p p e d d o w n. T h e m e a n of t h e t ot al a m o u nt of                
wir el ess d e vi c es t h at w er e dis c o v er e d b y t h e Pi s et u p o n w e e k d a ys is 2 3 3 6 ( S D = 8 8),                
t h e m e a n of wir el ess d e vi c es dis c o v er e d i n t hr e e r u ns o n w e e k d a ys is 2 3 7 8 ( S D = 1 5 2).                
F or t h e wir el ess A P o n w e e k d a y a n d w e e k e n d, t h e m e a n of t h e f or m er is 1 1 9 3 ( S D =                 
4 5), t h e m e a n of t h e l att er is 1 0 8 8 ( S D =  2 4). 

 
F ig u re 1 3 . T h e a m o u n t o f d e v ic e s w e re d is c o v e re d b y th e P i s e tu p o n w e e k d a y a n d w e e k e n d in                 
O u lu  c ity  c e n te r. 

4 .2 C o m p a rin g a m o u n t o f w ire le s s d e v ic e s d is c o v e re d o n w e e k e n d         
a n d  w e e k d a y  

H y p ot h esis 1 ( H​1 ​): Hi g h er p e o pl e d e nsit y i n O ul u cit y c e nt er o n w e e k e n ds t h a n o n              
w e e k d a ys, a n d hi g h er p e o pl e d e nsit y i n U ni v ersit y of O ul u o n w e e k d a ys t h a n w e e k e n ds.  
H y p ot h esis 1 ( H​0 ​): N o diff er e n c e i n p e o pl e d e nsit y i n O ul u cit y c e nt er o n w e e k e n ds              
t h a n o n w e e k d a ys, a n d n o diff er e n c e i n p e o pl e d e nsit y i n U ni v ersit y of O ul u o n              
w e e k d a ys t h a n w e e k e n ds.  
 
I n Fi g ur e 1 3, t h e a m o u nt of wir el ess d e vi c es t h at w er e dis c o v er e d b y t h e Pi s et u p o n                
w e e k d a y a n d w e e k e n d i n O ul u cit y c e nt er h as n o si g nifi c a nt diff er e n c e. T h e a v er a g e             
a m o u nt of wir el ess A P t h at w as dis c o v er e d i n b ot h d a ys ar e si mil ar, t his a m o u nt sli g htl y               
d e cr e as e d fr o m 2 3 3 6 t o 2 3 7 8 fr o m w e e k d a y t o w e e k e n d. T h e t ot al a m o u nt of wir el ess              
d e vi c e w as dis c o v er e d i n w e e k d a y a n d w e e k e n d i n O ul u cit y c e nt er di d n’t s h o w             
si g nifi c a nt ​i n cli n ati o n t o w ar ds g oi n g u p or g oi n g d o w n. P art of ​h y p ot h esis 1( H ​0 ​) w hi c h             
st at es it h as n o diff er e n c e i n p e o pl e d e nsit y i n O ul u cit y c e nt er o n w e e k e n d t h a n               
w e e k d a y c a n’t b e r ej e ct e d. T h e t ot al a m o u nt o n b ot h d a ys i n t hr e e r o u n ds f or m s m all               
c ur v e w hi c h mi g ht i n di c at es t h at t h e cr o w d fl o w c h a n g es all t h e ti m e i n O ul u c e nt er               
ar e a. I n Fi g ur e 1 2, t h e a v er a g e a m o u nt of d e vi c es dis c o v er e d o n w e e k d a ys h as             
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si g nifi c a nt diff er e n c e c o m p ar e d t o t h e a m o u nt dis c o v er e d o n w e e k e n d. T his diff er e n c e           
is fr o m 1 2 7 6 t o 5 1 1. B ut t h e a v er a g e a m o u nt of dis c o v er e d wir el ess A P o n w e e k d a y a n d                
w e e k e n d h as s m all diff er e n c e, fr o m 2 1 0 t o 2 3 5. T his i n di c at es t h at t h e st ati o n ar y             
wir el ess A P st a y wit h si mil ar a m o u nt o n w e e k d a y or w e e k e n d. T h e a m o u nt of ot h er              
wir el ess d e vi c es, s u c h as wir el ess m o bil e p h o n e, l a pt o p, h a v e dr o p d o w n fr o m w e e k d a y             
t o w e e k e n d. T his c h a n g e s h o ws t h at m or e p ort a bl e wir el ess d e vi c es i n U ni v ersit y of             
O ul u o n w e e k d a y t h a n w e e k e n d. H y p ot h esis 1 ( H​0 ​): n o diff er e n c e i n p e o pl e d e nsit y i n              
U ni v ersit y of O ul u o n w e e k d a y t h a n w e e k e n d is r ej e ct e d.  

4 .3    C o m p a rin g  w a rd riv in g  e ffic ie n c y  in  a ir a n d  o n  g ro u n d  

H y p ot h esis 2 ( H ​1 ​): W ar dri vi n g b y dr o n e h as hi g h er effi ci e n c y t h a n its o n gr o u n d. 
H y p ot h esis 2 ( H ​0 ​): W ar dri vi n g b y dr o n e h as t h e s a m e effi ci e n c y as its o n gr o u n d. 
 
Fr o m Fi g ur e 9 a n d Fi g ur e 1 1, t h e t ot al a m o u nt of d e vi c es a n d a m o u nt of wir el ess A P                
c o nsist e ntl y i n di c at e t h at fl yi n g t h e Pi s et u p b y dr o n e c o ul d dis c o v er m or e wir el ess             
n et w or k d e vi c es t h a n k e e pi n g t h e Pi s et u p o n gr o u n d i n b ot h l o c ati o n O ul u cit y c e nt er               
a n d U ni v ersit y of O ul u. T h er ef or e, H y p ot h esis 2 ( H​0 ​) is r ej e ct e d a n d alt er n ati v e            
h y p ot h esis 2 is a c c e pt e d.  

4 .4 C o m p a rin g w a rd riv in g e ffic ie n c y b y P i s e tu p a n d b y W iG L E          
p h o n e  a p p lic a tio n  

H y p ot h esis 3 ( H​1 ​): W ar dri vi n g wit h t h e Pi s et u p h as hi g h er effi ci e n c y t h a n its wit h              
Wi G L E p h o n e a p pli c ati o n.  
H y p ot h esis 3 ( H​0 ​): W ar dri vi n g wit h t h e Pi s et u p h as t h e s a m e effi ci e n c y as its wit h               
Wi G L E p h o n e a p pli c ati o n.  
 
As s h o w n i n Fi g ur e 8 a n d Fi g ur e 1 0, t h e t ot al a m o u nt of wir el ess d e vi c es dis c o v er e d b y                
t h e Pi s et u p f e w ti m es o ut w ei g h its dis c o v er e d b y Wi G L E a p pli c ati o n. T h e a m o u nt of              
wir el ess A P t h at w as dis c o v er e d b y t h e Pi s et u p is gr e at er t h a n its dis c o v er e d b y               
Wi G L E a p pli c ati o n. T h e Pi s et u p h as o utst a n di n g a d v a nt a g e of dis c o v eri n g wir el ess           
d e vi c es t h a n Wi G L E a p pli c ati o n. T h er ef or e, H y p ot h esis 3 ( H​0 ​) is r ej e ct e d a n d t h e            
alt er n ati v e h y p ot h esis is a c c e pt e d.  
 

4 .5    E n c ry p tio n  s ta n d a rd  d e p lo y e d  b y  w ire le s s  A P s  

T h e m aj orit y of d e pl o y e d e n cr y pti o n m et h o d a m o n g wir el ess n et w or ks h as b e e n           
dis c o v er e d i n O ul u cit y c e nt er a n d U ni v ersit y of O ul u is W P A- C C M P, w hi c h a c c o u nts             
f or 5 9. 3 3 % ( Fi g ur e 1 4) i n t ot al a m o u nt of wir el ess A P i n U ni v ersit y of O ul u, a n d               
7 1. 1 1 % ( Fi g ur e 1 5) i n t ot al a m o u nt of wir el ess A P i n O ul u cit y c e nt er. W E P h as l ess                
t h a n 1 % i n b ot h U ni v ersit y a n d O ul u cit y c e nt er. T h e p er c e nt a g e of W P A- T KI P             
d e pl o y m e nt ar e 9. 4 4 % i n U ni v ersit y of O ul u a n d 1 0. 6 0 % i n O ul u cit y c e nt er. T h e              
wir el ess A Ps t h at d e pl o y e d wit h o ut e n cr y pti o n c o nstit ut e a n oti c e a bl e pr o p orti o n          
( 2 5. 1 7 %) of t h e w h ol e dis c o v er e d wir el ess A P i n U ni v ersit y of O ul u.  
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F ig u re 1 4 . T h e p e rc e n ta g e o f e n c ry p tio n m e th o d th a t w ire le s s A P d e p lo y e d in U n iv e rs ity o f              
O u lu . 

 

 
F ig u re  1 5 . T h e  p e rc e n ta g e  o f e n c ry p tio n  m e th o d  th a t w ire le s s  A P  d e p lo y e d  in  O u lu  c ity  c e n te r​. 
 
 
As s h o w n i n t h e pi e c h art ( Fi g ur e 1 7), t h e f o ur l ar g est pr o p orti o n of wir el ess d e vi c e               
m a n uf a ct ur ers ar e U n k n o w n, Cis c o S yst e ms I n c, H u a w ei T e c h n ol o gi es C o. Lt d, R u c k us           
Wir el ess. T h e o n es t h at h a v e s e c o n d l ar g est pr o p orti o n ar e Z y Z E L, A S U S T e k           
C o m p ut er, S a g e m c o m, Stri x S yst e ms a n d T P- Li n k i n O ul u c e nt er ar e a.  
 

 



3 8  

 
F ig u re 1 7 . T h e p e rc e n ta g e o f m a n u fa c tu re rs a m o n g th e w h o le d is c o v e re d w ire le s s d e v ic e s in             

O u lu  c ity  c e n te r a n d  U n iv e rs ity  o f O u lu ​. 
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5     Di s c u s si o n  

I n t his c h a pt er I will first pr es e nt t h e c urr e nt st at e of wir el ess n et w or k s e c urit y i n O ul u                
c e nt er ar e a, t h e n c o nti n u e b y a n al y zi n g w h et h er wir el ess a c c ess p oi nt q u a ntifi c ati o n is            
i n di c ati v e of l o c al p ers o n n el d e nsit y, fi n all y a ns w eri n g r es e ar c h q u esti o n: h o w t o d esi g n            
a n d i m pl e m e nt t h e w ar dri vi n g as a r es e ar c h m et h o d.  

5 .1 R Q 1 : T h e c u rre n t s ta te o f w ire le s s n e tw o rk s e c u rity in O u lu           
c e n te r a re a  

A c c or di n g t o t h e d at a i n c h a pt er 4, t h e wir el ess A P t h at d e pl o y e d wit h W E P a c c o u nts               
f or 0, 7 1 % i n O ul u cit y c e nt er a n d 0, 4 5 % i n U ni v ersit y of O ul u, w hi c h h as sli g htl y l ess                
a m o u nt of W E P d e pl o y m e nt t h a n t h e t w o r es e ar c h es t h at h a v e b e e n d o n e i n A u c kl a n d              
( 1, 2 %) i n 2 0 1 5 ( S arr af z a d e h, A., & S at h u, H., 2 0 1 5), a n d i n T o n g a ( 1 %) i n 2 0 1 7 ( L ut ui,                
T et e'i m o a n a, & M a e a k af a, 2 0 1 7). A n ot h er t w o r es e ar c h es r e p ort e d hi g h er a m o u nt of           
W E P d e pl o y m e nt i n 2 0 1 3 i n L e e ds, U K ( 5 %) ( S c hr e u d ers & B h at, 2 0 1 3), a n d i n              
M or o c c o ( 1 0 %) i n 2 0 1 6 ( S e b b ar, A., B o ul a h y a, S. E., M e z z o ur, G., & B o ul m alf, M.,              
2 0 1 6). I n O ul u o n e of 1 6 5 wir el ess A Ps h as d e pl o y e d wit h W E P, it is n ot a bi g a m o u nt,                  
b ut a dist ur bi n g n u m b er w h e n c o nsi d eri n g t h e w h ol e Wi- Fi us ers i n O ul u ar e a, u nl ess              
Wi- Fi us ers d e pl o y e d t his w a y b y p ur p os e, ot h er wis e it is n e c ess ar y t o l et p e o pl e k n o w               
t h e hi g h ris k of cr a c ki n g W E P e n cr y pti o n st a n d ar d. 
 
A b o ut 6 5. 2 2 % wir el ess A Ps h a v e W P A- C C M P e n cr y pti o n st a n d ar d i n O ul u. T his           
n u m b er w as r e p ort e d 6 7 % i n A u c kl a n d ( S arr af z a d e h, A., & S at h u, H., 2 0 1 5) a n d 5 1 % i n               
T o n g a ( L ut ui, T et e'i m o a n a, & M a e a k af a, 2 0 1 7). I n O ul u, 1 0 % n et w or ks e n cr y pt e d wit h            
W P A- T KI P, w hi c h is c o nsi d er e d l ess s e c ur e e n cr y pti o n st a n d ar d t h a n W P A- C C M P          
( G aj, B essis, & Li u, 2 0 1 5). T his n u m b er is sli g htl y hi g h er t h a n i n A u c kl a n d ( 6 %)              
( S arr af z a d e h, A., & S at h u, H., 2 0 1 5) a n d m u c h l ess t h a n r es e ar c h w as c o n d u ct e d i n              
T o n g a ( 5 1 %) ( L ut ui, T et e'i m o a n a, & M a e a k af a, 2 0 1 7).  
 
T h e s e c urit y st at us i n O ul u is v er y cl os e t o t h e fi n di n g w as r e p ort e d i n A u c kl a n d i n                
2 0 1 5. T h e y h a v e si mil ar p er c e nt a g es of W E P a n d W P A/ W P A 2, e x c e pt 1 4, 8 % hi d d e n            
a ut h e nti c ati o n i n A u c kl a n d ( S arr af z a d e h, A., & S at h u, H., 2 0 1 5), b ut 4, 2 1 % i n O ul u.             
O p e n wir el ess n et w or k h as t h e s e c o n d l ar g est pr o p orti o n i n O ul u cit y c e nt er ( 1 4, 7 8 %)             
a n d U ni v ersit y of O ul u ( 2 5, 1 7 %). T his n u m b er w as r e p ort e d 2 5, 9 % i n A u c kl a n d            
( S arr af z a d e h, A., & S at h u, H., 2 0 1 5), 7 % i n T o n g a ( L ut ui, T et e'i m o a n a, & M a e a k af a,             
2 0 1 7) a n d 1 3 % i n M or o c c o ( S e b b ar, A., B o ul a h y a, S. E., M e z z o ur, G., & B o ul m alf, M.,               
2 0 1 6). H a vi n g a n o p e n Wi- Fi i n a cit y c o n v e ni e n c es t h os e p e o pl e w h o c a n n ot h a v e              
c ell ul ar d at a n et w or k a v ail a bl e, es p e ci all y tr a v el ers. B ut t h e s e c urit y iss u e s h o ul d b e            
c o n c er n e d w h e n c o n n e cti n g t o o p e n Wi- Fi, p arti c ul arl y w h e n o n e h as t o a c c ess t o b a n k              
a c c o u nt or w or k e n vir o n m e nt. It is p ossi bl e t h e h a c k er c a n s niff all d at a tr a ns mitt e d              
wit hi n t h at o p e n Wi- Fi.   
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5 .2 R Q 2 : W ire le s s a c c e s s p o in t q u a n tific a tio n a n d lo c a l p e rs o n n e l         
d e n s ity  

Wit h t h e f ast u p d ati n g s p e e d of t e c h n ol o g y, m ost p e o pl e h a v e t h eir o w n s m art p h o n e.             
Kis m et c a n dis c o v er t h e si g n als a wir el ess d e vi c e s e n ds o ut w h e n it is c o n n e ct e d t o a                
Wi- Fi or it is tr yi n g t o c o n n e ct t o Wi- Fi. Dis c o v eri n g t h e a m o u nt of wir el ess d e vi c es is                
a w a y t o k n o w t h e a m o u nt of p e o pl e i n a c ert ai n ar e a. T hr o u g h t his d at a, c o m p a ni es c a n                 
a n al y z e p e o pl e m o v e m e nt fl o w a n d s h o p pi n g b e h a vi ors i n a c ert ai n ar e a, s u c h as             
s h o p pi n g m alls.  
 
B as e d o n t h e r es ults (s e e Fi g ur e 1 2 a n d 1 3), a c o n cl usi o n c a n b e dr a w n t h at t h e Pi s et u p                  
c a n disti n g uis h t h e p ers o n al d e nsit y b y d et e cti n g t h e n u m b er of wir el ess d e vi c es,            
es p e ci all y fr o m t h e d at a is c oll e ct e d fr o m U ni v ersit y of O ul u o n w e e k d a ys a n d o n              
w e e k e n ds. It e x pli citl y s h o w e d t h at t h e a m o u nt of p e o pl e i n U ni v ersit y of O ul u o n              
w e e k e n d is l ess t h a n o n w e e k d a ys, b ut st ati o n ar y wir el ess d e vi c es h a v e t h e s a m e             
a m o u nt of n u m b ers i n b ot h d a ys.   

5 .3  R Q 3 : T h e  e ffic ie n c y  o f w a rd riv in g  o n  g ro u n d  o r in  a ir (b y  d ro n e ) 

Dr o n e h as b e e n us e d i n diff er e nt pr oj e cts f or diff er e nt p ur p os es, as it h as f ast m o v e m e nt               
a n d c a n a c c ess t o h ostil e e n vir o n m e nt w h er e f a ct ors s u c h as wi n d, h ei g ht, r a di ati o n t h at              
c a n r es ult i n a c ci d e nts or h e alt h iss u es. I n t his st u d y, dr o n e is ass u m e d t o b e m or e                
effi ci e nt t o ol t o d o w ar dri vi n g t h a n c ar/ bi k e/ w al k ( o n gr o u n d) d o es. I n Fi g ur e 8 a n d              
Fi g ur e 1 0, t w o e x p eri m e nts h a d b e e n d o n e t o e x a mi n e t h e effi ci e n c y of w ar dri vi n g wit h              
dr o n e or st a yi n g o n gr o u n d. T h e c oll e ct e d d at a s h o w e d t h at dr o n e h as hi g h er effi ci e n c y              
i n dis c o v er y wir el ess n et w or k d e vi c es t h a n st a yi n g o n gr o u n d d o es. T his is b e c a us e t h e              
r a di ati o n p att er n of Alf a a nt e n n a is t h e or eti c all y a s p h er e c e nt er e d o n t h e Pi s et u p wit h a                
r a di us of Alf a a nt e n n a s e ns or dist a n c e. W h e n st a yi n g o n gr o u n d, h alf of t h e s p h er e h as               
n o wir el ess n et w or ks si g n als a c c ess t o, w hil e w ar dri vi n g wit h dr o n e, t h e s p a c e Alf a             
a nt e n n a c a n r e a c h is al m ost a s p h er e. T h e v ali d r a di ati o n ar e a of t h e Pi s et u p is al m ost                 
t wi c e l ar g er w h e n fl yi n g wit h dr o n e t h a n pl a ci n g o n gr o u n d. T his l ai d t h e gr o u n d w or k              
t o t h e f ut ur e a p pli c ati o n li k e r es c ui n g a l ost p ers o n i n f or est b y fl yi n g dr o n e wit h               
wir el ess n et w or k d et e cti o n t o ol.  

5 .4 R Q 4 : T h e e ffic ie n c y o f w a rd riv in g b y th e P i s e tu p o r W iG L E            
p h o n e  a p p lic a tio n  

Wi G L E A n dr oi d a p pli c ati o n is e as y t o us e a n d t h er e is n o c o nfi g ur ati o n or ot h er d e vi c es               
n e e d e d b esi d es a p h o n e. B ut it als o r e v e als t h e f a ct t h at a s e ns or of a t y pi c al p h o n e will                  
n ot b e as p o w erf ul a n d pr e cis e as t h e s p e ci ali z e d wir el ess n et w or k c ar d a n d l o c ati o n              
t ar g eti n g d e vi c es. T h e Pi s et u p h as s p e ci ali z e d wir el ess n et w or k c ar d w hi c h h as 9 0             
m et ers s e ns or r a n g e m a ki n g it m or e effi ci e nt i n dis c o v eri n g wir el ess d e vi c es t h a n            
Wi G L E a p pli c ati o n d o es. F urt h er m or e, t h e p a c k ets, i nt erf a c es, d e vi c es, a n d ot h er d at a           
t h at ar e c a pt ur e d i n a Kis m et s essi o n will b e st or e d i n Kis m et d at a b as e. T h at d at a c a n b e                 
us e d f or f urt h er a n al ys es. T h e S D of t ot al a m o u nt of wir el ess d e vi c es dis c o v er e d b y t h e               
Pi s et u p i n e a c h e x p eri m e nt is r el ati v el y s m all c o m p ar e d t o t h e t ot al a m o u nt, w hi c h              
e vi d e n c es t h e Pi s et u p b e h a v es st a bl y.   
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5 .5 R Q 5 : D e s ig n a n d im p le m e n t th e w a rd riv in g a s a re s e a rc h          
m e th o d  

A wi d e r a n g e of s el e cti o n of h ar d w ar e a n d s oft w ar e is a v ail a bl e t o c o n d u ct w ar dri vi n g              
f or diff er e nt r es e ar c h p ur p os e. O n e r es e ar c h w as d o n e i n T o n g a i n 2 0 1 7 w as wit h a n               
A n dr oi d p h o n e wit h G- M o N a p pli c ati o n i nst all e d ( L ut ui, T et e'i m o a n a, & M a e a k af a,          
2 0 1 7); I n M or o c c o i n 2 0 1 6 t h e r es e ar c h w as c o n d u ct e d b y i nst alli n g a wir el ess n et w or k              
s c a n n er c all e d i n S SI D er o n a l a pt o p a n d dr o v e ar o u n d t o dis c o v er n et w or ks ( S e b b ar, A.,              
B o ul a h y a, S. E., M e z z o ur, G., & B o ul m alf, M., 2 0 1 6); I n A u c kl a n d, t h e r es e ar c h er             
c o n d u ct e d w ar dri vi n g wit h p ur c h as e d wir el ess n et w or k m o nit or s oft w ar e A cr yli c Pr o          
a n d Wi G L E A n dr oi d a p pli c ati o n ( S arr af z a d e h, A., & S at h u, H., 2 0 1 5); T h e r es e ar c h            
w as d o n e i n U K h a d si mil ar s oft w ar e a n d h ar d w ar e s etti n g as t his r es e ar c h, e x c e pt t his               
r es e ar c h h as fl o w n dr o n e wit h t h e Pi s et u p t o dis c o v er n et w or ks, b ut r es e ar c h i n U K w as                
wit h c ar. N ot m a n y r es e ar c h es h a v e us e d R as p b err y Pi as c o m p ut er t o r u n s oft w ar e              
n eit h er. F or t his r es e ar c h t h e s c a n ni n g t o ol n e e d e d t o b e as li g ht as p ossi bl e b e c a us e of                
fl yi n g wit h dr o n e a n d t h at’s t h e r e as o n R as p b err y Pi w as c h os e n. R as p b err y Pi a n d              
Kis m et n e e d c o nfi g ur ati o ns, a n d it is ti m e- c o ns u mi n g, t h at’s w h y s o m e r es e ar c h ers           
c h o os e A n dr oi d a p pli c ati o n li k e G- M o N a n d Wi G L E t o g et r es e ar c h d at a. F or t his             
r es e ar c h, t h e g o al w as t o e x pl or e t h e p ossi biliti es of a c o nfi g ur a bl e d et e cti o n s yst e m             
b uilt fr o m s p e cifi c c o m p o n e nts. S u c h a s yst e m will als o f u n cti o n as a pl atf or m f or              
f urt h er d e v el o p m e nt li k e a d di n g r e al ti m e i n di c at or t o s h o w t h e dir e cti o n a n d dist a n c e             
b et w e e n t h e Pi s et u p a n d a s p e cifi c wir el ess n et w or k d e vi c e.  
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6     C o n cl u si o n a n d f ut ur e w or k  

T h e wir el ess n et w or k s e c urit y st at us i n O ul u cit y ar e a is pr o misi n g. T h e m aj orit y of              
wir el ess A P i n O ul u c e nt er ar e a h as d e pl o y e d W P A- C C M P st a n d ar d. 1 0 % h as            
W P A- T KI P st a n d ar d d e pl o y e d w hi c h is c o nsi d er e d l ess s e c ur e t h a n W P A- C C M P. L ess           
t h a n 1 % wir el ess n et w or ks d e pl o y e d wit h W E P st a n d ar d. It c a n b e a l ar g e n u m b er w h e n               
c o nsi d eri n g t h e w h ol e a m o u nt of p e o pl e w h o h as wir el ess n et w or k d e vi c es i n O ul u ar e a.  
 
T h e p ur p os e of t h e s e c o n d r es e ar c h q u esti o n is t o fi n d o ut w h et h er t h e q u a ntifi c ati o n of               
wir el ess a c c ess p oi nts is i n di c ati v e of l o c al p ers o n n el d e nsit y. B as e d o n t h e d at a             
c oll e ct e d i n U ni v ersit y of O ul u a n d O ul u cit y c e nt er, t his r es e ar c h q u esti o n w as pr o v e n              
fr o m d at a w as dis c o v er e d b y t h e Pi s et u p i n U ni v ersit y of O ul u - l ess a m o u nt of wir el ess                 
n et w or k d e vi c es o n w e e k e n ds t h a n o n w e e k d a ys. F urt h er m or e, c o m p ari n g a m o u nt of           
dis c o v er e d d e vi c es b y dr o n e a n d o n gr o u n d s h o ws t h at t h e Pi s et u p wit h dr o n e h as               
hi g h er effi ci e n c y t h a n o n gr o u n d. T his fi n di n g i n di c at es t h at t h e Pi s et u p fl yi n g wit h              
dr o n e is a n effi ci e nt t o ol kit t o dis c o v er wir el ess n et w or ks i n a c ert ai n ar e a, t his c a n b e                 
utili z e d as a t o ol t o r es c u e p e o pl e w h o g ets l ost i n t h e f or est or dis c o v er p e o pl e                
m o v e m e nt i n a d esi g n at e d ar e a. C o m p ari n g t h e a m o u nt of dis c o v er e d d e vi c es b y t h e Pi              
s et u p a n d Wi G L E a n dr oi d a p pli c ati o n f o u n d o ut t h at t h e Pi s et u p w as m or e effi ci e nt a n d               
st a bl e w ar dri vi n g t o ol.  
 
D e v el o pi n g a r e al ti m e i n di c at or t o s h o w t h e dir e cti o n a n d dist a n c e b et w e e n t h e Pi s et u p               
a n d a s p e cifi c wir el ess n et w or k d e vi c e, b as e d o n t h e d et e ct e d str e n gt h of si g n al c o ul d b e               
t h e f ut ur e r es e ar c h dir e cti o n. 
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htt ps:// w w w.r as p b err y pi. or g/ d o w nl o a ds/  

R es p o nsi bl e c o n d u ct i n d at a m a n a g e m e nt ​. ( 2 0 1 9). R etri e v e d fr o m 
htt ps:// ori. h hs. g o v/ e d u c ati o n/ pr o d u cts/ n _illi n ois _ u/ d at a m a n a g e m e nt/ d at o pi c. ht ml  

R e n d er m a n. ​St u m bl er c o d e of et hi cs v 0. 2. ​ ( 2 0 1 9). R etri e v e d fr o m 
htt ps:// w w w.r e n d erl a b. n et/ pr oj e cts/ w ar dri v e/ et hi cs. ht ml  

R y a n, P. S. ( 2 0 0 4). W ar, p e a c e, or st al e m at e: W ar g a m es, w ar di ali n g, w ar dri vi n g, a n d  
t h e e m er gi n g m ar k et f or h a c k er et hi cs.​ Vir gi ni a J o ur n al of L a w & T e c h n ol o g y, 9​1).   

S a a d, A., A mr a n, A. R., & H as a n, M. N. A. ( 2 0 1 6). W ar B o x: P ort a bl e w ar dri vi n g o v er  
r as p b err y PI. P a p er pr es e nt e d at t h e ​I nt er n ati o n al C o nf er e n c e o n I nf or m ati o n a n d 
C o m m u ni c ati o n T e c h n ol o g y (I CI C T M) ​, K u al a L u m p ur, 2 0 1 6, p p. 2 2 7- 2 3 5. 
d oi: 1 0. 1 1 0 9/I CI C T M. 2 0 1 6. 7 8 9 0 8 0 6  

S a d mi n. ( 2 0 1 8). ​H o w t o w ar dri v e o n a n a n dr oi d p h o n e t o m a p v ul n er a bl e n et w or ks.  
R etri e v e d fr o m  
htt ps:// n ull- b yt e. w o n d er h o wt o. c o m/ h o w-t o/ w ar dri v e- a n dr oi d- p h o n e- m a p- v ul n er a bl
e- n et w or ks- 0 1 7 6 1 3 6/  

S a g ers, G., H os a c k, B., R o wl e y, R. J., T wit c h ell, D., & N a g ar aj, R. ( 2 0 1 5). W h er e's t h e  
s e c urit y i n Wi Fi ? a n ar g u m e nt f or i n d ustr y a w ar e n ess. P a p er pr es e nt e d at t h e ​4 8t h  
H a w aii I nt er n ati o n al C o nf er e n c e o n S yst e m S ci e n c es ​, K a u ai, HI, 2 0 1 5, p p. 
5 4 5 3- 5 4 6 1. d oi: 1 0. 1 1 0 9/ HI C S S. 2 0 1 5. 6 4 1  

 

https://en.wikipedia.org/w/index.php?title=Oulu&oldid=890278150
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S arr af z a d e h, A., & S at h u, H. ( 2 0 1 5). Wir el ess L A N s e c urit y st at us c h a n g es i n a u c kl a n d  
C B D: A c as e st u d y. P a p er pr es e nt e d at t h e ​I E E E I nt er n ati o n al C o nf er e n c e o n 
C o m p ut ati o n al I nt elli g e n c e a n d C o m p uti n g R es e ar c h (I C CI C) ​, M a d ur ai, 2 0 1 5, p p. 
1- 6. d oi: 1 0. 1 1 0 9/I C CI C. 2 0 1 5. 7 4 3 5 6 7 6  

S c hr e u d ers, Z. C., & B h at, A. M. ( 2 0 1 3). N ot all I S Ps e q u all y s e c ur e h o m e us ers: A n  
e m piri c al st u d y c o m p ari n g wi-fi s e c urit y pr o vi d e d b y U K I S Ps. P a p er pr es e nt e d at  
t h e ​I nt er n ati o n al C o nf er e n c e o n S e c urit y a n d Cr y pt o gr a p h y ( S E C R Y P T)​, 
R e y kj a vi k, I c el a n d, 2 0 1 3, p p. 1- 6.  

S e b b ar, A., B o ul a h y a, S., M e z z o ur, G., & B o ul m alf, M. ( 2 0 1 6). A n e m piri c al st u d y of  
WI FI s e c urit y a n d p erf or m a n c e i n m or o c c o - w ar dri vi n g i n r a b at. P a p er pr es e nt e d at  
t h e ​I nt er n ati o n al C o nf er e n c e o n El e ctri c al a n d I nf or m ati o n T e c h n ol o gi es (I C EI T)​, 
T a n gi ers, 2 0 1 6,  p p. 3 6 2- 3 6 7. d oi: 1 0. 1 1 0 9/ EI T e c h. 2 0 1 6. 7 5 1 9 6 2 1  

S h u c h m a n, M. L. ( 2 0 1 4). ​B uil di n g W ar Dri vi n g H ar d w ar e W or ks h o p ​ [ Vi d e o fil e]. 
R etri e v e d fr o m  
htt ps:// w w w. y o ut u b e. c o m/ w at c h ?ti m e _ c o nti n u e = 1 3 8 & v = T O B X- x R B Nj w  

 

T e c h o p e di a. ( n. d) W h at is a br ut e f or c e att a c k ? R etri e v e d fr o m  
htt ps:// w w w.t e c h o p e di a. c o m/ d efi niti o n/ 1 8 0 9 1/ br ut e-f or c e- att a c k  

Wi G L E: Wir el ess n et w or k m a p pi n g. ​ ( 2 0 1 9). R etri e v e d fr o m htt ps:// wi gl e. n et/ 

Wi ki p e di a. ( 2 0 1 9). ​D at a a n al ysis ​. R etri e v e d fr o m 
htt ps:// e n. wi ki p e di a. or g/ wi ki/ D at a _ a n al ysis  

Wi ki p e di a. ( 2 0 1 9). ​G e n er al d at a pr ot e cti o n r e g ul ati o n ​. R etri e v e d fr o m 
htt ps:// e n. wi ki p e di a. or g/ w/i n d e x. p h p ?titl e = G e n er al _ D at a _ Pr ot e cti o n _ R e g ul ati o n & o
l di d = 8 9 1 7 9 0 4 3 7 

Wi ki p e di a. ( 2 0 1 9). ​O ul u ​. R etri e v e d fr o m 
htt ps:// e n. wi ki p e di a. or g/ w/i n d e x. p h p ?titl e = O ul u & ol di d = 8 9 0 2 7 8 1 5 0  

Wi ki p e di a. ( 2 0 1 8) ​W ar dri vi n g ​. R etri e v e d fr o m 
htt ps:// e n. wi ki p e di a. or g/ w/i n d e x. p h p ?titl e = W ar dri vi n g & ol di d = 8 6 9 4 6 7 2 6 1  

Z o u, Y., Z h u, J., W a n g, X., & H a n z o, L. ( 2 0 1 6). A s ur v e y o n wir el ess s e c urit y:  
T e c h ni c al c h all e n g es, r e c e nt a d v a n c es, a n d f ut ur e tr e n ds. ​ Pr o c e e di n gs of t h e I E E E, 
1 0 4 ​( 9), p p. 1 7 2 7- 1 7 6 5. d oi: 1 0. 1 1 0 9/J P R O C. 2 0 1 6. 2 5 5 8 5 2 1  
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A p p e n di x A. T er m s a n d d efi niti o n s  

W L A N : T h e a b br e vi ati o n of wir el ess l o c al ar e a n et w or k, it is a br o a d c ast t e c h n ol o g y             
t h at c o n n e cts o n e or m or e d e vi c es wit h a n a c c ess p oi nt b y hi g h-fr e q u e n c y r a di o w a v es              
( S a g ers, H os a c k, R o wl e y, T wit c h ell, & N a g ar aj, 2 0 1 5). 
 
Wi- Fi : S h ort f or wir el ess fi d elit y. It is a t er m f or c ert ai n t y p es of W L A Ns t h at d efi n e d                
b y t h e s p e cifi c ati o ns i n t h e 8 0 2. 1 1 wir el ess pr ot o c ol f a mil y ( F a h m y, N asir, &           
S h a ms u d di n, 2 0 1 2).  
 
W E P : S h ort f or wir e d e q ui v al e nt pri v a c y ( S e b b ar, B o ul a h y a, M e z z o ur & B o ul m alf,           
2 0 1 6). It is t h e e arli est wir el ess s e c urit y al g orit h ms w hi c h is c o nsi d er e d v ul n er a bl e a n d             
c a n b e cr a c k e d i n a f e w s e c o n ds. It utili z es s h ar e d k e y a ut h e nti c ati o n a n d d at a c a n b e                
i nt er c e pt e d a n d d e cr y pt e d e asil y. ( L ut ui, T et e'i m o a n a, & M a e a k af a, 2 0 1 7, G aj, B essis,           
& Li u, 2 0 1 5.)  
 
W P A, W P A 2 : S h ort f or Wi- Fi pr ot e ct e d a c c ess a n d Wi- Fi pr ot e ct e d a c c ess v 2. T h e y             
w er e i ntr o d u c e d t o r es ol v e t h e s e c urit y v ul n er a biliti es of W E P i n 2 0 0 3 a n d 2 0 0 4             
( B er g h el, 2 0 0 4; L ut ui, T et e'i m o a n a, & M a e a k af a, 2 0 1 7). W P As e m pl o y a p er- p a c k et           
k e y b y g e n er ati n g d y n a mi c all y a n e w 1 2 8- bit k e y f or t w o c o n n e ct e d p a c k ets w hi c h             
m a k es it a str o n g er s e c urit y al g orit h m t h a n W E P ( S e b b ar, B o ul a h y a, M e z z o ur &            
B o ul m alf, 2 0 1 6).   
 
W P A- T KI P : T e m p or al K e y I nt e grit y Pr ot o c ol( T KI P) is n e w wir el ess n et w or k s e c urit y          
pr ot o c ol w hi c h w as i m pl e m e nt e d wit h n e w f e at ur es, s u c h as p er- p a c k et k e y h as hi n g,            
br o a d c ast k e y r ot ati o n, t o a d dr ess t h e s e c urit y iss u es W E P e n c o u nt er e d. It e m pl o y e d t h e             
s a m e u n d erl yi n g m e c h a nis m as W E P, t h er ef or e it is v ul n er a bl e t o si mil ar att a c ks. ( G aj,             
B essis, & Li u, 2 0 1 5.) It w as offi ci all y d e pr e c at e d i n t h e 2 0 1 2 r e visi o n of t h e 8 0 2. 1 1               
st a n d ar d.  
 
W P A- C C M P : C o u nt er M o d e C B C M A C Pr ot o c ol( C C M P). It utili z e d a n A d v a n c e d          
E n cr y pti o n St a n d ar d( A E S)- b as e d e n cr y pti o n m o d e a n d c a n w as c o nsi d er e d a r o b ust          
s ol uti o n t h a n T KI P. ( S e b b ar, B o ul a h y a, M e z z o ur & B o ul m alf , 2 0 1 6.) 
 
S SI D : “ S er vi c e S et I d e ntifi er ( S SI D) is a 3 2- al p h a n u m eri c c h ar a ct er u ni q u e i d e ntifi er           
t h at att a c h e d t o t h e h e a d er of e v er y p a c k et t h at tr a ns mit o v er a wir el ess L A N. T h e S SI D                
a cts as a p ass w or d w h e n a m o bil e d e vi c e tri es t o c o n n e ct t o t h e b asi c s er vi c e s et ( B S S)                 
-- a c o m p o n e nt of t h e I E E E 8 0 2. 1 1 W L A N ar c hit e ct ur e. ” ( P a ul a R. L., Os ai T., G e or g e               
M., 2 0 1 7). S SI D is t h e i d e ntifi c ati o n n a m e f or t h e W L A N( Z o u, Y., Z h u, J., W a n g, X.,                
& H a n z o, L., 2 0 1 6), f or i nst a n c e t h e n a m e of wir el ess n et w or ks lists s h o w o n p h o n e or                
l a pt o p w h e n t h e wir el ess i c o n w as cli c k e d (J u ni p er n et w or ks, 2 0 1 5).  
 
M A C a d d r ess : Gl o b all y u ni q u e n et w or k a d dr ess es, b o u n d t o a h ar d w ar e d e vi c e           
i nst a n c e or ot h er o bj e ct t h at r e q uir es u ni q u e i d e ntifi c ati o n. (I E E E St a n d ar ds          

 



4 8  

Ass o ci ati o n, 2 0 1 9; M arti n et al., 2 0 1 7). It is c o n v e nti o n all y us e d as I D of b asi c s er vi c e               
s et ( B S SI D)(J u ni p er n et w or ks, 2 0 1 5).   
 
M o bil e h ots p ot : A p ort a bl e d e vi c e t h at t a ps i nt o c ell ul ar n et w or ks pr o vi d es wir el ess            
i nt er n et a c c ess f or m ulti pl e d e vi c es, li k e m o bil e p h o n e, l a pto p, t a bl et.  
 
W a r d ri vi n g : W ar dri vi n g is t h e a ct of s c a n ni n g wir el ess a c c ess p oi nts i n a s p e cifi c ar e a,              
a n d st ori n g a c c ess p oi nts’ d at a, f or i nst a n c e S SI D, M A C a d dr ess a n d g e o gr a p hi c al            
l o c ati o n a n d r e p orti n g t h e m f or r aisi n g a w ar e n ess of t h e s e c urit y iss u es ( H url e y, R o g ers,             
T h or nt o n, & B a k er, 2 0 0 7).  
 
B r ut e f o r c e att a c k : It is a tri al- a n d- err or m et h o d t o g et i nf or m ati o n s u c h as us er n a m e              
a n d p ass w or d. A ut o m at e d s oft w ar e is us e d i n a br ut e f or c e att a c k t o tr y v ari o us              
c o m bi n ati o ns of us er n a m e a n d p ass w or d u ntil g et t h e v al u e of d esir e d d at a.            
( T e c h o p e di a, 2 0 1 9) 
 
Wi G L E : S h ort f or Wi G L E Wi- Fi W ar dri vi n g. It is a t o ol t o o bs er v e, vis u ali z e, a n d              
c at al o g n et w or ks a n d o nl y s u p p ort e d o n A n dr oi d p h o n e s o f ar. ( Wi G L E: Wir el ess            
n et w or k m a p pi n g, 2 0 1 9.)  
 
Kis m et : A p assi v e wir el ess n et w or k d et e ct or, s niff er, w ar dri vi n g t o ol a n d wir el ess           
i ntr usi o n d et e cti o n fr a m e w or k ( S c hr e u d ers & B h at, 2 0 1 3). 
 
R as p b e r r y Pi : A si n gl e m ot h er b o ar d c o m p ut er b as e d o n Li n u x o p er ati n g s yst e m ( S a a d,            
A mr a n, & H as a n, 2 0 1 6).   
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A p p e n di x B. Pr o c e d ur e s of S etti n g u p Wir el e s s  
n et w or k s c a n ni n g t o ol  

1    In s ta ll R a s p b ia n  to  P i S D  c a rd  

C o n n e cti n g t h e S D c ar d t o c o m p ut er wit h S D c ar d r e a d er, d o w nl o a d N O O B S fr o m             
r as p b err y pi. or g, u n zi p t h e fil e a n d c o p y all fil es t o S D c ar d. It is n ot e d S D c ar d s h o ul d                 
b e e m pt y, if n ot, it h as t o b e f or m att e d b ef or e m o vi n g N O O B S fil es i nt o it. Aft er                
d o w nl o a di n g o p er ati n g s yst e m i nst all er N O O B S, p ut t h e S D c ar d t o Pi a n d c o n n e cti n g             
m o us e, k e y b o ar d, m o nit or a n d p o w er s u p pl y t o Pi, f oll o w t h e i nstr u cti o ns o n t h e             
M o nit or t o d o w nl o a d R as p bi a n a n d d o t h e g e n er al s etti n gs f or s yst e m t o o. S e v er al             
alt er n ati v e m et h o ds t o i nst all R as p bi a n, a n d it is e as y t o fi n d fr o m t h e i nt er n et, h er e o nl y                
d es cri b e t h e si m pl est w a y f or b e gi n n er. T h e d ef a ult us er n a m e is pi a n d p ass w or d is              
r as p b err y. It is hi g hl y r e c o m m e n d e d t o c h a n g e t h e p ass w or d, t o d o t h at, o p e n t er mi n al              
a n d gi v e c o m m a n d ​p a s s w d ​, it will r es et t h e Pi’s d ef a ult p ass w or d. U p d at e t h e s yst e m              
b y r u n ni n g c o m m a n d ​a p t - g e t  u p d a t e ​ ​a n d ​ ​a p t - g e t  u p g r a d e ​. 

2    E n a b le  S S H  

T h e d ef a ult S S H is e as y t o b e cr a c k e d, t h e d ef a ult S S H k e y n e e d t o b e r e m o v e d a n d a                  
n e w k e y s h o ul d b e g e n er at e d. First, g o t o t h e S S H k e ys f ol d er a n d r e c o nfi g ur e t h e               
s er v er fr o m gi vi n g f oll o wi n g c o m m a n ds i n t h e t er mi n al  
 
c d  / e t c / s s h /  
d p k g - r e c o n f i g u r e  o p e n s s h - s e r v e r  

 
T h e n cr e at e n e w S S H k e y a n d c o nfi g ur e it t o e n a bl e r u nl e v els f or S S H a n d all o w t o st art                 
s er vi c e at b o ot s o it is p ossi bl e t o l o g i n t o Pi r e m ot el y.  
 
u p d a t e - r c . d  - f  s s h  r e m o v e  
u p d a t e - r c . d  - f  s s h  d e f a u l t s  
n a n o  / e t c / s s h / s s h d _ c o n f i g  

 
I n t h e c o nfi g ur ati o n fil e of S S H k e y, m a k e s ur e t h at " P er mit R o ot L o gi n " is            
u n c o m m e nt e d a n d c h a n g e its v al u e t o y es ( Fi g ur e 1). Pr ess Ctrl + O t o s a v e fil e a n d Ctrl                  
+ X t o e xit.   
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F ig u re  1 . S S H  k e y  c o n fig u ra tio n  file . 

 
N e xt, r est art S S H k e y t o a p pl y t h es e c h a n g es a n d e n a bl e S S H at b o ot wit h t h e s etti n gs                
t h at is a p pli e d wit h f oll o wi n g c o m m a n ds 
 
s u d o  s e r v i c e  s s h  r e s t a r t  
u p d a t e - r c . d  - f  s s h  e n a b l e  2  3  4  5  

 
U ntil h er e, t h e n e w S S H k e y is r e a d y, s h ut d o w n t h e Pi a n d u n pl u g m o us e, k e y b o ar d                
a n d m o nit or. T o r est art t h e Pi, j ust u n pl u g t h e p o w er a n d pl u g b a c k a g ai n. N o w t h e Pi                 
c o n n e ct e d t o t h e s a m e wir el ess n et w or k as c o m p ut er or l a pt o p, s o o nl y n e e d t o k n o w t h e                
I P a d dr ess of Pi. T o k n o w Pi’s I P a d dr ess, it eit h er o p e ns r o ut er’s c o ntr ol p a n el t o fi n d                 
t h e list of d e vi c es o n t his n et w or k or us es c o m m a n d i p a d dr s h o w i n t er mi n al t o fi n d o ut.                  
T h e n o p e n t h e t er mi n al o n t h e M a c b o o k a n d a d d s er v er t o k n o w n h ost fr o m c o m m a n d  
 
s s h - k e y g e n  - R  1 9 2 . 1 6 8 . 1 . 1 0 2  

 
A d di n g s er v er t o h ost j ust n e e ds t o b e d o n e o n c e. N e xt, c o n n e ct t o s er v er b y c o m m a n d  
s s h  p i @ 1 9 2 . 1 6 8 . 1 . 1 0 2 ​ or ​s s h  p i @ r a s p b e r r y p i . l o c a l  

3    In s ta ll K is m e t 

T o d o w nl o a d t h e l at est v ersi o n of Kis m et, it is b ett er t o d o w nl o a d fr o m its Git H u b               
r e p osit or y, t his is e as y t o f oll o w fr o m Kis m et q ui c k st art          
htt ps:// w w w. kis m et wir el ess. n et/ d o cs/r e a d m e/ q ui c kst art/ , t h e f oll o wi n g c o m m a n ds ar e      
h o w Kis m et is i nst all e d f or t his st u d y, o nl y pl a c e n e e d t o p a y att e nti o n t o is t h at T h e                 
n e w v ersi o n r e q uir es a l ot of d e p e n d e n ci es t o i nst all. If a pr o bl e m o c c urs b e c a us e of t h e                
l a c k of a d e p e n d e n c y, j ust us e ​s u d o a p t - g e t i n s t a l l d e p e n d e n c y n a m e ​as a             
w or k ar o u n d.  
 
g i t  c l o n e  ​h t t p s : / / w w w . k i s m e t w i r e l e s s . n e t / g i t / k i s m e t . g i t  

s u d o a p t i n s t a l l b u i l d - e s s e n t i a l g i t l i b m i c r o h t t p d - d e v p k g - c o n f i g       
z l i b 1 g - d e v l i b n l - 3 - d e v l i b n l - g e n l - 3 - d e v l i b c a p - d e v l i b p c a p - d e v l i b n m - d e v      

 

https://www.kismetwireless.net/docs/readme/quickstart/
https://www.kismetwireless.net/git/kismet.git
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l i b d w - d e v l i b s q l i t e 3 - d e v l i b p r o t o b u f - d e v l i b p r o t o b u f - c - d e v    
p r o t o b u f - c o m p i l e r p r o t o b u f - c - c o m p i l e r l i b s e n s o r s 4 - d e v s c r e e n g p s d     
n c u r s e s - d e v  t c p d u m p  l i b m i c r o h t t p d - d e v  f l e x  b y a c c  l i b u s b - 1 . 0 - 0 - d e v  

c d  l i b p c a p  

. / c o n f i g u r e  

m a k e  

s u d o  m a k e  i n s t a l l  

c d  . .  

c d  k i s m e t  

. / c o n f i g u r e  

m a k e  

s u d o  m a k e  s u i d i n s t a l l  

4    In s ta ll G P S D  

T h e a b o v e st e p alr e a d y i nst all e d G P S D i n Pi. G P S r e c ei v er w as att a c h e d o n Pi b y               
f e m al e t o f e m al e pi n c o n n e ct or t hr o u g h H W U A R T i nst e a d of U S B p ort, it n e e ds e xtr a               
c o nfi g ur ati o n f or R as p b err y Pi t o dis a bl e S eri al c o ns ol e a n d e n a bl e U A R T. T his c a n b e              
d o n e b y r u n ni n g s u d o r as pi- c o nfi g a n d f oll o w i nstr u cti o ns t o g o t o I nt erf a c e O pti o ns             
a n d S eri al, t h e n s el e ct N o o n e n a bli n g t h e l o gi n s h ell a n d s el e ct Y es t o e n a bl e s eri al                
p ort. A d diti o n all y, i n t h e G P S D c o nfi g ur ati o n fil e, D E VI C E S v al u e n e e ds t o c h a n g e t o             
/ d e v/s eri al 0.  
 
T h e first ti m e t o r u n G P S b y gi vi n g c o m m a n d c g ps -s wit h o ut e n a bli n g U A R T p ort, it                
g a v e n o G P S fi x, b e c a us e t h e g ps r e c ei v er c o n n e ct e d t o Pi fr o m Q A R T, b ut Q A R T is                
n ot e n a bl e d. W h e n Q A R T is e n a bl e d, o p e n G P S D a g ai n, s er vi c e d a e m o n di d n ot g et              
i nf or m ati o n u p d at e d, s o e v e n aft er e n a bl e d U A R T, it still g a v e err ors a n d s h o w e d n o              
g ps fi x. T o dis c o n n e ct t h e s er vi c e d a e m o n,   
 
s u d o  s y s t e m c t l  s t o p  g p s d . s o c k e t   
s u d o  s y s t e m c t l  d i s a b l e  g p s d . s o c k e t  
 

n e e d t o b e r u n. T h e n t o r es et G P S b y e x e c uti n g f oll o wi n g c o m m a n ds, aft er t his a fi x e d                
G P S s h o ul d b e s h o w n ( S e e i n Fi g ur e 2).  
 
s u d o  k i l l a l l  g p s d   
s u d o  g p s d  / d e v / s e r i a l 0  
c g p s  
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F ig u re  2 . G P S  fix . 

5    R u n  in  th e  fie ld  

N o w a c c essi n g Pi vi a S S H is f e asi bl e as Pi a n d M a c b o o k s h ar e t h e s a m e n et w or k, w h e n                
w ar dri vi n g o utsi d e of h o us e, t his c o n n e cti o n g ets l ost. T h e n a n Et h er n et c a bl e is us e d t o               
c o n n e ct Pi a n d M a c b o o k a n d y o u c a n g et a c c ess t o Pi wit h ss h pi @r as p b err y pi.l o c al. If               
et h er n et c o n n e cti o n is n ot a cti v e, t h e et h er n et s er vi c e s h o ul d b e r est art e d. T o d o t h at, g o               
t o S yst e m Pr ef er e n c es → N et w or k → S el e ct U S B 1 0/ 1 0 0/ 1 0 0 0 L A N → s el e ct M a k e             
S er vi c e I n a cti v e fr o m t h e s etti n g m e n u a n d t h e n r e a cti v at e it a g ai n. (s e e Fi g ur e 3 b el o w)  
 
 
 
 
 

 



5 3  

 

F ig u re  3 . N e tw o rk  s e ttin g  o f M a c O S . 

 

W h e n wir el ess n et w or k s c a n ni n g t o ol is att a c h e d o n Dr o n e, t h e Et h er n et s h o ul d b e             
dis c o n n e ct e d, b ut t h e c o n n e cti o n t o Pi will l os e a g ai n a n d Kis m et will b e kill e d. T o               
s ol v e t his iss u e, S cr e e n is d o w nl o a d e d. T o i nst all s cr e e n, e x e c ut e f oll o wi n g c o m m a n d i n             
t h e t er mi n al. 
 
a p t - g e t  i n s t a l l  s c r e e n  

 
W h e n o p e n s cr e e n a n d r u n Kis m et a n d G P S D, t h e n dis c o n n e ct s cr e e n, G P S D a n d             
Kis m et still will b e r u n i n t h e b a c k gr o u n d a n d c a n b e r e c o n n e ct e d a g ai n. S o, w h e n               
dis c o n n e ct s cr e e n, t h e et h er n et c a bl e c a n b e r e m o v e d a n d p ut Pi t o t h e Dr o n e a n d d o                
s c a n ni n g. O n c e s c a n ni n g is d o n e, r e c o n n e ct t o s cr e e n a n d cl os e Kis m et a n d e xit s cr e e n.              
T h e f oll o wi n g st e ps d e m o nstr at e h o w t o us e s cr e e n:  
 

1. St art s cr e e n, G P S D a n d Kis m et  
 
s c r e e n  
g p s d  / d e v / s e r i a l 0  
k i s m e t  
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2. Dis c o n n e ct s cr e e n  
 
C t r l  A ,  t h e n  d  

 
3. R e c o n n e ct t o s cr e e n  

 
s c r e e n  - r  
 

4. S h ut d o w n Kis m et  
 
C t r l  C  

 
5. E xit s cr e e n  

 
e x i t  

 

T o c oll e ct A P d at a wit h Kis m et, t h e i m p ort a nt st e p is t o h a v e a Wir el ess c ar d. Pi h a v e                 
i nt er n al b uil d-i n wir el ess c ar d t h at is c o m m a n di n g c o ntr ol Wi- Fi, o n e c a n l o gi n i n t o Pi               
wit h t his Wi- Fi a n d c o nfi g ur e Pi. I nt er n al wir el ess c ar d d o es n’t h a v e t h e ri g ht c hi p f or               
Kis m et t o s c a n A P. T o m a n a g e t his, Alf a N et w or k A W U S 0 3 6 N H A is c h os e n as             
wir el ess c ar d. It is b o u g ht fr o m A m a z o n, a n d c ost a b o ut 3 0 e ur os. It c o n n e cts t o Pi fr o m                 
U S B.  
 
O n e m or e st e p t o d o b ef or e t esti n g Kis m et is t h e Alf a wir el ess c ar d n e e d t o b e p ut i n                  
m o nit or m o d e. T o d o t his, air m o n- n g n e e d t o b e i nst all e d, t h e n r u n s u d o air m o n- n g st art               
wl a n 1 i n t er mi n al t o e n a bl e m o nit or m o d e f or Alf a wir el ess c ar d, it will a d d a s uffi x                
“ m o n ” t o Alf a wir el ess c ar d n a m e wl a n 1, t h e d ef a ult wir el ess c ar d is wl a n 0. T o c h e c k               
wir el ess c ar d n a m e, us e t h e c o m m a n d if c o nfi g, all t h e n et w or k c o n n e ct e d t o Pi will b e               
dis pl a y e d ( Fi g ur e 4). Et h 0 is t h e et h er n et c a bl e t h at c o n n e cts M a c b o o k a n d Pi.  
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F ig u re  4 . N e tw o rk  n a m e s  o f P i 

6    A fte r re b o o t P i 

B asi c all y, aft er r e b o ot Pi or j ust st art Pi, t h e f oll o wi n g c o m m a n ds n e e d t o r u n G P S a n d                
Kis m et t o s c a n A P:  
 

1. T o o p e n Alf a wir el ess c ar d m o nit or m o d e - ​s u d o  a i r m o n - n g  s t a r t  w l a n 1   
2. R u n s cr e e n s essi o n - ​s c r e e n   
3. O p e n G P S D a n d r u n Kis m et - ​g p s d  / d e v / s e r i a l 0  & &  k i s m e t   
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A p p e n di x C. Pr o c e d ur e s of S etti n g u p A ut o St art  
W ar dri vi n g  

1   A u to -w a rd riv in g  

S e v er al w a ys c a n st art a pr o gr a m o n R as p b err y Pi at its st art u p. S yst e m d is c h os e n f or                
t his e x p eri m e nt. S yst e m d pr o vi d es st a n d ar d pr o c ess f or c o ntr olli n g st arti n g a pr o gr a m           
w h e n a Li n u x s yst e m b o ots u p. Firstl y, g o t o S yst e m d f ol d er t o m a k e a s er vi c e fil e, i n                 
t h e s er vi c e fil e t o gi v e t h e or d er t o Pi t o st art t h e G P S a n d Kis m et w h e n e v er y ti m e Pi                   
r e b o ot.  
 
s u d o  n a n o  / l i b / s y s t e m d / s y s t e m / w a r d r i v e . s e r v i c e  
 
[ U n i t ]  
D e s c r i p t i o n = W a r d r i v i n g  a u t o  s t a r t  
A f t e r = m u l t i - u s e r . t a r g e t  
 
[ S e r v i c e ]  
T y p e = f o r k i n g  
E x e c S t a r t = / h o m e / p i / k i s m e t a u t o s t a r t . s h  
 
[ I n s t a l l ]  
W a n t e d B y = m u l t i - u s e r . t a r g e t  
 

N e xt, kis m et a ut ost art.s h n e e d t o b e cr e at e d t o gi v e c o m m a n d t o t ur n Alf a wir el ess c ar d              
t o m o nit or m o d e a n d st art G P S a n d Kis m et. 
 
# ! / b i n / b a s h  
 
# t u r n  o f f  W i - F i  
s u d o  i f c o n f i g  w l a n 0  d o w n  
 
# t u r n  a n t e n n a  o n  t o  m o n i t o r  m o d e  
# s u d o  a i r m o n - n g  s t a r t  w l a n 1  
s u d o  i f c o n f i g  w l a n 1  d o w n  
s u d o  i w c o n f i g  w l a n 1  m o d e  m o n i t o r  
s u d o  i f c o n f i g  w l a n 1  u p  
 
# r u n  g p s d  
g p s d  / d e v / s e r i a l 0  
 
# s t a r t  s c r e e n  i n  d e t a c h e d  m o d e  a n d  r u n  g p s d  a n d  k i s m e t  i n s i d e  s c r e e n  
s u d o  - i u  p i  s c r e e n  - d m  b a s h  - c  " k i s m e t  - - n o - n c u r s e s "  

 
Wit h a b o v e c o nfi g ur ati o n, it w or k e d p erf e ctl y, o nl y w h e n t hr e e r o u n ds w ar dri vi n g w er e            
d o n e, it r et ur n e d o n e l o g i nst e a d of t hr e e. It t ur ns o ut t h at R as p b err y Pi is n ot                
i m pl e m e nt e d wit h r e al ti m e cl o c k ( R T C) m o d ul e, ti m e o n Pi will b e u p d at e d t o r e al ti m e                
o n c e c o n n e ct e d t o t h e i nt er n et, h o w e v er w h e n r e b o ot Pi, it t a k es ti m e fr o m Pi              
f a k e- h w cl o c k, ti m e is s a v e d t o f a k e- h w cl o c k will b e u p d at e d p eri o di c all y. W h e n Pi is             
p o w er off, t h e ti m e will st o p. T h e b uilt-i n wir el ess c ar d is t ur n e d off w h e n a ut o m oti v e               
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w ar dri vi n g s cri pt st arts, Pi c a n’t u p d at e t o r e al ti m e fr o m i nt er n et, e a c h of t h e t hr e e               
r o u n d e x p eri m e nts t o o k a b o ut fi v e mi n ut es, it is n ot l o n g e n o u g h f or f a k e- h w cl o c k t o              
r e n e w ti m e eit h er, s o Pi w as r e b o ot e d wit h s a m e ti m e i n t h e t hr e e e x p eri m e nts. Kis m et               
l o g is n a m e d wit h d at e a n d ti m e of Pi, it al w a ys o v er writ e t h e pr e vi o us l o g. T o a v oi d                 
t his sit u ati o n, f a k e- h w cl o c k n e e d t o b e u p d at e d e v er y mi n ut e, as e a c h of t h e             
e x p eri m e nts will b e o v er o n e mi n ut e, it is a w or k ar o u n d f or t his e x p eri m e nt. T o as k               
f a k e- h w cl o c k u p d at es e v er y mi n ut e, g o t o cr o n wit h c o m m a n d ​c r o n t a b - e a n d a d d ​* / 1              

*  *  *  *  s u d o  f a k e - h w c l o c k  s a v e ​ t o t h e e n d of t h e fil e. 
 
W h e n e n di n g a w ar dri vi n g r u n, t h e p o w er is s wit c h e d off. T his w a y, Kis m et is s h ut               
d o w n a b n or m all y. T h e r est of t h e d at a will b e s a v e d i n a ...-j o ur n al fil e. T h e n e x e c ut e                
s q l i t e 3 K i s m e t - f i l e - n a m e . k i s m e t ' V A C U U M ; ' t o m o v e t h e d at a i n j o ur n al fil e t o t h e            
m ai n l o g.  
 

2    L o o p  K is m e t 

[ U n i t ]  
D e s c r i p t i o n = W a r d r i v i n g  a u t o  s t a r t  
A f t e r = m u l t i - u s e r . t a r g e t  
S t a r t L i m i t B u r s t = 3  
S t a r t L i m i t I n t e r v a l = 3 0 0  
 
[ S e r v i c e ]  
T y p e = f o r k i n g  
E x e c S t a r t = / h o m e / p i / k i s m e t a u t o s t a r t . s h  
R e s t a r t = a l w a y s  
R u n t i m e M a x S e c = 3 0 0  
 
[ I n s t a l l ]  
W a n t e d B y = m u l t i - u s e r . t a r g e t  
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A p p e n di x D. Pr o c e d ur e of r etri e vi n g d at a fr o m s qlit e  
d at a b a s e  

First g ot t o / h o m e/ pi/ f ol d er a n d m a k e a n e w b as h s cri pt b y e x e c uti n g ​s u d o n a n o               

k i s m e t t o c s v . s h ​a n d p ast e t h e f oll o wi n g c o d e i n t h e b as h fil e a n d s a v e it. T o c o n v ert a                
kis m et fil e t o a cs v fil e wit h t h e s el e ct e d s e v e n fi el ds ( M A C a d dr ess, t y p e of d e vi c e, t h e                 
a v er a g e l atit u d e a n d l o n git u d e, S SI D, m a n uf a ct ur er, e n cr y pti o n t y p e) fr o m d e vi c es          
t a bl e, e x e c ut e ​. / k i s m e t t o c v s . s h i n p u t - f i l e - n a m e . k i s m e t    
o u t p u t - f i l e - n a m e . c s v .  

 
# ! / b i n / b a s h  
s q l i t e 3  - h e a d e r  - c s v  $ 1  " S E L E C T  
  \ " d e v m a c \ " ,  
  \ " t y p e \ " ,  
  \ " a v g _ l a t \ " ,  
  \ " a v g _ l o n \ " ,  

j s o n _ e x t r a c t ( d e v i c e s . d e v i c e , ' $ . \ " k i s m e t . d e v i c e . b a s e . c o m m o n n a m e \ " ' ) A S    
" S S I D " ,  

j s o n _ e x t r a c t ( d e v i c e s . d e v i c e , ' $ . \ " k i s m e t . d e v i c e . b a s e . m a n u f \ " ' ) A S    
" M a n u f " ,  

j s o n _ e x t r a c t ( d e v i c e s . d e v i c e , ' $ . \ " k i s m e t . d e v i c e . b a s e . c r y p t \ " ' ) A S    
" E n c r y p t i o n "  f r o m  d e v i c e s ; "  >  $ 2 ;  
 
 
 

 


