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Abstract. One of the main aspects of Ambient Intelligence (Aml) refers to its
capacity of act autonomously in benefit of human beings. This implies in a hard
challenge to overcome and of enormous responsibility. Aml is directly related
to other fields of knowledge such as Smart environments, which aim to improve
user experience through the development of context-aware applications. In this
paper we present the current scenario of context-aware systems with some con-
ceptual metrics to be followed. We highlight the problem of dealing with uncer-
tain context information, e.g. incomplete, out-dated or nebulous data, seen as

one of the main obstacle in this area.
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1 Introduction

Intelligent environments should be sen-
sible, allowing the system to identify the
current state of entities and react under
different situations, considering specially
the user [5]. In such environments the
user is the main focus for the develop-
ment of services [2]. Considering this,
Ambient Intelligence (Aml) is directly
related to the People-Centric Computing
paradigm, which aims to increase the
participation of the user inside environ-
ments full of smart devices. According
[6], this paradigm supports the idea of
users acting not only as final client, but
also as contributors. Their actions are
monitored and used as source of infor-
mation to improve the system function-
ing.

Intelligent environments should have
the ability of learning and adapting not
only from users’ needs or requirements,
but also, for the natural evolution of their
preferences or desires. This kind of do-
main learns by observing the user and
their apprenticeship allows the develop-
ment of dynamic environments [9].

Context-aware systems use events to
evidence changes in the environment.
When the system identifies new states of
entities, new events are created. Actions
are defined as response to events and are
used to characterize the behaviour of
applications or services. To develop
context-aware systems we have to adapt
the concept of event, allowing it to be
programmed or manipulated by applica-
tions [10].

Context-aware systems use infor-
mation provided by different types of
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sensors. The role of these sensors is to
monitor the environment and detect rele-
vant data. Due to the dynamicity of
smart environments, there are times
where the data collected is not enough
for the system to deal with it properly. In
other words, the set of collected data
does not reflect, precisely, what is hap-
pening in the environment. In cases like
this, the system may build a computa-
tional model with incorrect services that
instead of assist users, it might disturb
them.

Considering this scenario, there are, in
literature, several approaches trying to
minimize the uncertainty of information.
In this paper we discuss some of them in
order to contribute with the consolidation
of smart environments and Ambient
Intelligence.

The paper is structured as follows
Section 2 we discuss concepts of con-
text-awareness pointing some metrics of
design, detection and modelling infor-
mation. In section 3 we highlight some
issues about dealing with uncertain data
of smart environments. At last in section
4 we present our final considerations and
future directions of research.

2 Context awareness

Context awareness represents a connec-
tion between the environment and the
computational structure. It refers to iden-
tification of current state of users and
other entities and how they can influence
the behaviour of applications. Such iden-
tification can be achieved through the
use of different types of sensors like
location monitoring, vital signs, level of
stress or fatigue, among others.
According to [11], context-awareness
has three main features that must be

taken into account. The first one refers to
the presentation of specific information
to the user based on the context. The
personal device of the user should be
able to present information based on his
location. For example, if he is at work, it
could show his tasks for that day. Anoth-
er critical feature of context-aware sys-
tems is the automatic execution of ser-
vices. For this to happen, the system
should allow a machine-to-machine
communication and exchange of infor-
mation. It is imperative that information
used as basis to execute a service should
be completely correct to avoid miss in-
terpretations and execution of wrong
services. It is known that a context-aware
system should have different types of
sensors monitoring and collecting data
from the environment. However, if the
system does not know what to do with
the data, they are useless. Thus, the last
main feature is the context needs, which
are the goals of the services. The context
needs are essential for the collection,
fusion and analysis of right information.
The popularization of the use of con-
text data in information systems brings
challenges that must be overcome. There
will be scenarios where the system will
have to process much more data than
used to do with only direct inputs. Be-
sides that, smart environments should be
full of sensors monitoring objects, users
and other entities. Probably, more than
one sensor would be capable of collect
the same information. Considering that
sensors have specific objectives, the
system must be able to decide from
which sensor it should use the data col-
lect, according to the current context.



2.1 Detection of
information

context

According to [11], there are several
techniques for the detection of relevant
information of smart environments. The
first one refers to the responsibility [12],
where the context-aware system makes a
request to the sensor. In other case the
sensor sends information detected to the
system every time it detects something.
In both cases the periodicity of the re-
quests or detection may vary between
instant detection or periodically. The
former characterizes events that occur
only once and the acquisition of infor-
mation must be at the time it occurs. The
latter characterizes events that tend to
repeat within a period of time. In order to
acquire this information, the sensor
needs to detect more than once and ana-
lyse it, in order to find a pattern.

Nowadays there are several types of
sensors available that can be applied to
smart environments to monitor and de-
tect context information. According to
[7], they can be categorized in physical,
virtual and logical sensors. The first is
capable of detecting data without any
external intervention. There are plenty of
devices equipped with this kind of sen-
sor. Information generated is considered
as low-level context, i.e., they are more
trivial [11]. On the other hand, the virtual
sensors do not detect context information
without intervention. They search infor-
mation from other sources, through web
services, and process it as sensor data.
Logical sensors use physical and virtual
sensors to produce, through web ser-
vices, richer context information.

2.2 Context modelling

Context-aware systems must use context
models that reflect the knowledge of a
smart environment. According to [15],
these models can be classified as static,
with limited and previously defined set
of information, or dynamic, discovering
and manipulating new information over
time. The modelling process needs to
consider aspects like heterogeneity of
entities, mobility of users, relations
among entities, periodic events, uncer-
tainty, reasoning, usability and efficiency
of the context [3][11].

The context modelling starts with the
definition of entities with their character-
istics (attributes, restrictions and rela-
tions). This should be performed using a
previous known context as basis. It is
important to highlight that one of the
main issues on context modelling refers
to the subjectivity. The same set of in-
formation detected in an environment
may be valid in one situation and not in
another. So, the more complete is the
information about a context, the more
accurate will be the model built based on
that. After modelling a new context, it
should be integrated with rest of context
information in a repository.

The definition of services of context-
aware system is directly related to re-
quirements about the current state of
entities. Although, in many times the
signs collected by sensors do not provide
enough data to fill such requirements.
That happens because, under the compu-
tational perspective, the context infor-
mation is naturally dynamic, uncertain or
incomplete. The result is an inexact con-
nection between the service and what is
provided by the environment [14]. The
description of the context and services
requirements uses similarity comparison,



which analyses the necessary and pro-
vided information individually, and also
global comparison, which analyses the
context as a whole [14].

Considering this, we can verify that
one of the main challenges of modelling
context is to handle with uncertainty. A
context-aware system should be able of
obtaining enough data to build complete
contexts, i.e., to identify clearly all in-
formation present in the environment.
This is crucial for a correct orchestration
of events with context-aware services. If
the sensors are not able to identify a
situation or if the context models do not
represent real scenario of the environ-
ment, the services that would be execut-
ed may not be the more appropriate. In
the next section the problem of uncer-
tainty will be discussed.

3 Handling uncertainty

Due to the dynamic nature of Aml, we
need to find ways to correctly analyse
and handle incomplete information, once
it could result in the construction of un-
certain contexts. Uncertainty, in smart
environments, can be defined as any
incomplete, contradictory, vague or out-
dated information [16].

Information collected could be partial-
ly correct or even absent, but still should
be considered for reasoning. This way,
Multiagent Systems provide a generic
model with the necessary flexibility,
with different levels of autonomy and
dependency for all components of smart
environments.

The dynamism of a domain centred in
the user is a complex subject, under dif-
ferent perspectives. We should consider
aspects related to their state of mind,
including level of stress, fatigue and

personal preferences, and also external
factors like temperature and time of the
day. Such factors can influence the user
causing changes in their acting patterns
within a short space of time. The result is
that the knowledge base that is used by
the computational system starts to work
with a high level of uncertainty, without
the assurance that the mapped context is
correct and up-to-date.

The uncertainty originated in a smart
environment could be result of variabil-
ity phenomenon, i.e., due to changes in
the user behaviour, making them act
unexpectedly [8]. Another cause refers to
the lack of complete information about
specific situations, increasing the com-
plexity of the system’s learning process.
Besides the subjectivity generated from
these two sources, the quality of the
computational service must remain the
same. The uncertainty identified in dy-
namics environments should not be ig-
nored. We should perform an analysis of
user behaviour seeking alternatives to fill
information gaps evidenced during the
process of building contexts [13].

Context information is naturally in-
complete and uncertain, and could be
result of different causes, e.g., interpreta-
tion problems of the signs sent by sen-
sors [1]. Different manufacturers may
use specific concepts and identifiers to
name the same entity or relation. Also
according to [1], we still have challenges
to overcome regarding the uncertainty in
smart environments. We should guaran-
tee a correct modelling of the available
services with formal description of their
goals and requirements for execution.
Besides that, we should guarantee that
the service invocation is capable of veri-
fying the reliability of the output infor-
mation. At last, we should extend the
conventional composition models verify-



ing levels of probability for each service
related to the detected context. The cor-
rect definition of each of these steps
contributes to a more appropriate service
orchestration, even if working with un-
certain context information.

According to [4], the information is
partial when only some of the queries in
the reasoning layer can be answered.
However, to build a context model aim-
ing to assist users, these answers should
be as complete as possible. Besides that,
the information could also be not as
trustable as it should or generate a con-
flicting result. In this case we have dif-
ferent types of sensors capable of gener-
ate the same kind of information from an
entity, but, to be used in different scenar-
ios. The data collected from them could
produce conflicted information to the
context model, where the same data rep-
resents more than one kind of infor-
mation, depending on the situation [4].
Uncertain information can be represent-
ed in numeric models through approxi-
mation values, within an established
error margin [4]. Independent of the
chosen methodology, usually, a relation
between two instances has external as-
pects that must be taken into account,
once they may be relevant for the right
understanding of the situation.

A good alternative to face situations
of incomplete set of data is to speculate
information about the future. According
to [17], Speculative Computation refers
to the use of defaults values as input for
processing and generation of an output
with previsions of future situations.
These default values can be known data
from a set or, in case of this data is not
available, it can be defined by the user,
as being a valid value for that attribute.

In case of context-aware systems, by
using these default beliefs as input, spec-
ulative computation helps to improve the
reasoning over a context model, reducing
the time of decision making and execu-
tion of applications.

Information used in any context-
aware system must be represented to be
computed. According to [4], this repre-
sentation must have characteristics of
similarity with what it represents in the
real world and also, should be as simple
as possible, avoiding any ambiguous
meaning. To make a decision based on a
specific context model, the system must
analyse all the possible scenarios that
match with it, to decide and orchestrate
the execution of services. To ensure that
the services will be the most appropriate,
the information brought to the system
must be complete.

4 Identification of problems
and approach

The main focus of the proposed re-
search is to tackle the problem of uncer-
tainty handling in context-aware compu-
ting. Thus, the following problems were
identified:

e Lack of accurate data: due to differ-
ent sources of problems, many times a
context-aware system cannot build a
computational model that represents
the knowledge of a real-world do-
main. Thus, the probability of mistak-
en analysis tends to increase consider-
ably and, consequently, the decision
of what action to take will not be the
most appropriated front that specific
situation;



e Misinterpretation of contexts: the
analysis of situations performed by
software agents is based on identifica-
tion of patterns of behaviour of users.
However, unexpected behaviour can
happen and even if the system has
enough context data to build a model,
it will not understand why the user
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Speculative Computation is composed
by two phases, Process Reduction and
Fact Arrival. The former, represents the
normal processes of reasoning over con-
text data, using default values, if neces-
sary. The latter, represents the arrival of
new context data to be added to the pro-
cesses. Figure 1 presents a generic archi-
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Fig 1. Speculative Computation

and his/her surroundings is behaving
like that. This happens because the
system learned that, in that moment of
time, the user used to do specific
things, but his/her behaviour changed.

A good alternative to deal with these
problems is to speculate information
about the context. According to
~\cite{Tiago}, Speculative Computation
refers to the use of defaults values as
input for reasoning filling gaps of data.
These default values refer to valid data
attributes in previous similar situations.
Thus, if what happened in the past is
true, the probability of the same situation
to be true in the future tend to be high.
These default values help software
agents to speed the reasoning over a
context once they do not need to wait for
all context data to start the processing.

tecture for Speculative Computation.

The figure above is composed by
steps to help the understanding the flow
of it. In step I, a set of data is received
by the software agent A that will process
the context. There are gaps of infor-
mation within this set, which represents
missing context values. In other words,
for some reason the data was not able to
be sent to the system. In step 2, the pro-
cess of reasoning over the context data
starts, referring to the first phase of
Speculative Computation. For this, the
software agent A fills the gaps of data
with default values (step 2.a.). The agent
uses the known values that were valid in
previous situations as basis. At the same
time, agent A queries other agents about
the missing data (step 2.b.). If the rea-
soning finishes before the agent A re-



ceives the answers, the default values are
taken as being true. However, if the other
agents answer the queries before the
reasoning is finished, the flow of the
Speculative Computation passes to the
second phase, Fact Arrival, (step 3). In
this case, the active processes are sus-
pended, and agent A has to analyse the
context data comparing them to the de-
fault values that were used until this
point. If the context data from the an-
swers are consistent with the default
values, the suspended processes are re-
sumed, and the reasoning continues until
it is finished (step 4.a.). However, if they
are not consistent, the default values
must be ignored and replaced by the new
context data from the answers of the
queries (step 4.b.). In this case, the sus-
pended processes are ignored, and a
Context Data Revision is performed,
replacing the missing values with the
arrived context data. After that, a new
phase of process reduction is started
(step 5), to reason over the set of context
data. This happens every time that soft-
ware agents answer queries from agent A
with new context data.

Nowadays, several approaches of con-
text-aware system discard the missing
values making the system to ignore them
during the reasoning. The problem of
these approaches is that this makes the
system to use less data to build models to
be processed. Therefore, the system may
not clearly identify what happens in the
environment and the probability of or-
chestrate a wrong execution of applica-
tions tend to grow considerably. Using
these default beliefs as input, Speculative
Computation helps to improve the rea-
soning over a context model, reducing
the time of decision making and execu-
tion of applications.

5 Conclusion

Context-aware systems are, gradually,
becoming more common. Smartphones
that naturally interact with the user are
already available on market. These new
devices will help the consolidation of
Ambient Intelligence, through Smart
Environments. To build such kind of
domains we need to develop context-
aware systems, which have the premise
of sense what is happening in the envi-
ronment and act based on that. The sys-
tem should use information of context to
execute services aiming to assist users.
However, this reasoning is not a trivial
task, once the data collected by sensors
sometimes is not complete as should be.
Due to the dynamicity of the domain and
its complexity, there will be times where
the system will not be able to build a
complete scenario due to the incom-
pleteness of information or its reliability.
This uncertainty generated must be han-
dled appropriately, once the main idea of
context-aware systems is for them to
work autonomously. Considering this,
we can conclude that one of the main of
issues of context-aware systems is the
study of approaches of handling uncer-
tainty and what to do in situations where
the system is not able to build complete
context model due to information vague,
partial or out-dated.
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