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RESUMEN

En el presente trabajo se desarrolldé una préactica en la cual consistia en el analisis
de dos escenario propuesto, donde se realizdé su descripcion detallada para cada
escenario y la implementacion de su topologia fisica, las configuraciones de cada
uno de los dispositivos y la verificacion de la conectividad de cada uno de ellos por
medio de la simulacion del escenario en el software Packet Tracer.
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INTRODUCCION

El examen de habilidades se comprende protocolos de routing dinamico (RIPv2,
OSPF), configuracion de servers DHCP, Network Address Translation (NAT), Listas
de Control de Acceso (ACL). Estas pueden implementarse en routers para aumentar
la seguridad de una red o implementar politicas de entrada y salida de paquetes
para ciertos equipos especificos.

Se configuran servidores DHCP, el cual es un protocolo de difusion que trabaja de
forma predeterminada en donde sus paquetes no pasan a través de enrutadores.
Un agente de retransmision DHCP recibe cualquier difusion DHCP de la subred y la
reenvia a la direccion IP especificada en una subred distinta.
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» Descripcion general de la prueba de habilidades:

La evaluacion denominada “Prueba de habilidades practicas”, forma parte de las
actividades evaluativas del Diplomado de Profundizacion CCNA, y busca identificar
el grado de desarrollo de competencias y habilidades que fueron adquiridas a lo
largo del diplomado. Lo esencial es poner a prueba los niveles de comprension y
solucion de problemas relacionados con diversos aspectos de Networking.

Para esta actividad, el estudiante dispone de cerca de dos semanas para realizar
las tareas asignadas en cada uno de los dos (2) escenarios propuestos,
acompafiado de los respectivos procesos de documentacion de la solucion,
correspondientes al registro de la configuracién de cada uno de los dispositivos, la
descripcion detallada del paso a paso de cada una de las etapas realizadas durante
su desarrollo, el registro de los procesos de verificacion de conectividad mediante
el uso de comandos ping, traceroute, show ip route, entre otros.

Teniendo en cuenta que la Prueba de habilidades esta conformada por dos (2)
escenarios, el estudiante debera realizar el proceso de configuracion de usando
cualquiera de las siguientes herramientas: Packet Tracer o GNS3.

IMPORTANTE: Para cada uno de los escenarios se debe describir el paso a
paso de cada punto realizado y deben digitar el cddigo de configuracion
aplicado (no incluir imagenes ni capturas de pantalla). Las imagenes o
capturas de pantalla sélo seran usadas para evidenciar los resultados de
comandos como ping, traceroute, show ip route, entre otros.

El informe debera estar acompafiado de las respectivas evidencias de
configuracion de los dispositivos (Packet Tracer 6 GNS3), las cuales generaran
veracidad al trabajo realizado. El informe debera ser entregado en el espacio
creado paratal fin en el Campus Virtual de la UNAD.

IMPORTANTE: Teniendo en cuenta que este documento debera ser entregado al
final del curso en el Repositorio Institucional, acorde con los lineamientos
institucionales para grado. El procedimiento sera socializado al finalizar el curso.
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> Desarrollo de los dos escenarios:

o Escenario 1

Server-PT
Server0

Laptop-PT
Laptcp0 Laptopl

“pC-pT =
-PT Laptop-PT : :
pc1 -opop Laptop-PT Laptop-PT

Laptop31 Laptop30

Tabla de direccionamiento:

El ., Mascara Gateway
administrador | Interfaces Direccion 1P de predeterminado
subred
ISP S0/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255.255.255.252 N/D
Se0/1/1 10.0.0.5 255.255.255.252 N/D
Fa0/0,100 | 192.168.20.1 255.255.255.0 N/D
R Fa0/0,200 | 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 N/D
Se0/0/1 10.0.0.9 255.255.255.252 N/D
192.168.30.1 255.255.255.0 N/D
Fa0/0 2001:db8:130::9C0:80F:301 | /64 N/D
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R3 Se0/0/0 10.0.0.6 255.255.255.252 | N/D
Se0/0/1 10.0.0.10 255.255.255.252 | N/D
SW2 VLAN 100 | N/D N/D N/D
VLAN 200 | N/D N/D N/D
SW3 VLAN1 | N/D N/D N/D
PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP

Tabla de asignacién de VLAN y de puertos

Dispositivo | VLAN Nombre Interfaz
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces

Tabla de enlaces troncales

Dispositivo local | Interfaz local | Dispositivo remoto
SW2 Fa0/2-3 100

Situacion
En esta actividad, demostrara y reforzara su capacidad para
implementar NAT, servidor de DHCP, RIPV2 y el routing entre VLAN,

incluida la configuracion de direcciones IP, las VLAN, los enlaces
troncales y las subinterfaces. Todas las pruebas de alcance deben

10
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realizarse a través de ping unicamente.

Descripcion de las actividades

« SWI1 VLAN y las asignaciones de puertos de VLAN deben cumplir con la tabla
1:
SW2>enable
SW2#config terminal
Enter configuration commands, one per line. End with
CNTL/Z.
SW2 (config) #vlan 100
SW2 (config-vlan) #name LAPTOPS
SW2 (config-vlan) #exit
SW2 (config) #vlan 200
SW2 (config-vlan) #name DESTOPS
SW2 (config-vlan) #exit
SW2 (config) #interface range fal0/2-3
SW2 (config-if-range) #switchport mode access
SW2 (config-if-range) #switch access vlan 100
SW2 (config-if-range) #exit
SW2 (config) #interface range fal0/4-5
SW2 (config-if-range) #switchport mode access
SW2 (config-if-range) #switch access vlan 200
SW2 (config-if-range) #exit
SW2 (config) #int fal0/1
SW2 (config-if) #switchport mode trunk
SW2 (config-if) #exit

o Los puertos de red que no se utilizan se deben deshabilitar:

SW2 (config) #int range fa0/6-24
SW2 (config-if-range) #shutdown

$LINK-5-CHANGED: Interface FastEthernet(0/6, changed
state to administratively down

$LINK-5-CHANGED: Interface FastEthernet0/7, changed
state to administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/8, changed
state to administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/9, changed
state to administratively down
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SLINK-5-CHANGED: Interface FastEthernet0/10,
state to administratively down

SLINK-5-CHANGED: Interface FastEthernet(0/11,
state to administratively down

SLINK-5-CHANGED: Interface FastEthernet(0/12,
state to administratively down

SLINK-5-CHANGED: Interface FastEthernet0/13,
state to administratively down

$LINK-5-CHANGED: Interface FastEthernet0/14,
state to administratively down

SLINK-5-CHANGED: Interface FastEthernet0/15,
state to administratively down

$LINK-5-CHANGED: Interface FastEthernetO/1l6,
state to administratively down

SLINK-5-CHANGED: Interface FastEthernet0/17,
state to administratively down

$LINK-5-CHANGED: Interface FastEthernet0/18,
state to administratively down

$SLINK-5-CHANGED: Interface FastEthernet0/19,
state to administratively down

$LINK-5-CHANGED: Interface FastEthernet0/20,
state to administratively down

SLINK-5-CHANGED: Interface FastEthernet(0/21,
state to administratively down

%$LINK-5-CHANGED: Interface FastEthernet0/22,
state to administratively down

%$LINK-5-CHANGED: Interface FastEthernet0/23,
state to administratively down

%$LINK-5-CHANGED: Interface FastEthernet0/24,
state to administratively down

Mind Wide Open”

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed
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SW2 (config-if-range) #exit
SW3 (config)#int range fal0/6-23
SW3 (config-if-range) #shutdown

$LINK-5-CHANGED: Interface
state to administratively down

FastEthernet(0/6,

$LINK-5-CHANGED: Interface
state to administratively down

FastEthernet0/7,

$LINK-5-CHANGED: Interface
state to administratively down

FastEthernet(0/8,

$LINK-5-CHANGED: Interface
state to administratively down

FastEthernet0/9,

$LINK-5-CHANGED: Interface FastEthernet0/10,
state to administratively down

$LINK-5-CHANGED: Interface FastEthernet0/11,
state to administratively down

$LINK-5-CHANGED: Interface FastEthernet0/12,
state to administratively down

$LINK-5-CHANGED: Interface FastEthernet0/13,
state to administratively down

$LINK-5-CHANGED: Interface FastEthernet0/14,
state to administratively down

SLINK-5-CHANGED: Interface FastEthernet0/15,
state to administratively down

$LINK-5-CHANGED: Interface FastEthernet0/16,
state to administratively down

%$LINK-5-CHANGED: Interface FastEthernet0/17,
state to administratively down

%$LINK-5-CHANGED: Interface FastEthernet0/18,
state to administratively down

%$LINK-5-CHANGED: Interface FastEthernet0/19,
state to administratively down

Mind Wide Open”

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed
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$LINK-5-CHANGED: Interface FastEthernet0/20, changed
state to administratively down

$LINK-5-CHANGED: Interface FastEthernet0/21, changed
state to administratively down

$LINK-5-CHANGED: Interface FastEthernet0/22, changed
state to administratively down

$LINK-5-CHANGED: Interface FastEthernet0/23, changed
state to administratively down
SW3 (config-if-range) #

o Lainformacion de direccion IP R1, R2 y R3 debe cumplir con la tabla 1:

R1:

Rl>enable

Rl#config terminal

Enter configuration commands, one per line. End with
CNTL/Z.

Rl(config)#int s0/0/0

config-if)#ip address 200.123.211.2 255.255.255.0
config-if) #no shut

config-if) #fexit

config)#int s0/1/0

config-if)#ip address 10.0.0.1 255.255.255.252
config-if) #no shut

config-if) #exit

config)#int s0/1/1

config-if) #ip address 10.0.0.5 255.255.255.252
config-if)#no shut

config-if) #exit

1(c
1(
1
1
1(
1
1(
1(
1
1(
1(
1

config) #

R2:

R2>enable

R2#config terminal

Enter configuration commands, one per line. End with
CNTL/Z.

R2 (config) #int £0/0.100

R2 (config-subif) #
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$LINK-5-CHANGED: Interface FastEthernet0/0.100, changed
state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0.100, changed state to up

R2 (config-subif) #encapsulation dotlQ 100

R2 (config-subif) #ip address 192.168.20.1 255.255.255.0
R2 (config-subif) #exit

R2 (config)#int £0/0.200

R2 (config-subif) #
$LINK-5-CHANGED: Interface FastEthernet0/0.200, changed
state to up

SLINEPROTO-5-UPDOWN : Line protocol on Interface
FastEthernet0/0.200, changed state to up

R2
R2
R2
R2

config-subif) #encapsulation dotlQ 200
config-subif) #ip address 192.168.21.1 255.255.255.0
config-subif) #exit

config)#int £0/0

R2 (config-if) #no shut

R2 (config-if) #exit

R2 (config) #interface f0/0%DHCPD-4-PING CONFLICT: DHCP
address conflict: server pinged

R2 (config) #int s0/0/0

R2 (config-if) #ip address 10.0.0.2 255.255.255.252

R2 (config-if) #no shut

R2 (config-if) #exit

R2 (config) #int s0/0/1

R2 (config-if) #ip address 10.0.0.9 255.255.255.252

R2 (config-if) #no shut

R2 (config-if) #exit

R2 (config) #

o~~~ o~~~

o~~~ o~ o~ o~~~

R3:

R3>enable

R3#config t

Enter configuration commands, one per line. End with
CNTL/Z.

R3 (config) #ipv6 unicast-routing

R3 (config) #int £0/0

R3(config-if) #ip address 192.168.30.1 255.255.255.0
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#ipv6 address 2001:db8:130::9C0:80F:301/64
#ipv6 dhcp server vlan 1

#ipve nd other-config-flag

#no shutdown

R3(config-if
R3 (config-if
R3 (config-if
R3(config-if
R3 (config-if) #exit

R3 (config) #interface s0/0/0

R3 (config-if) #ip address 10.0.0.6 255.255.255.252
R3(

R3(

R3(

R3 (

R3 (

R3(

R3(

~— ~— ~— ~—

config-if) #no shutdown

config-if) #exit

config)#interface s0/0/1

config-if) #ip address 10.0.0.10 255.255.255.252
config-if) #no shutdown

config-if) ffexit

config) #

e Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop3l, PC30 y PC31
deben obtener informacién IPv4 del servidor DHCP.

Laptop20:
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s ¥ Laptop20

Physical Config Desktop Programming Attributes

onfiguration

1P Configuration

(®) DHCP () static

IP Address 192,168,212
Subnet Mask 255.255.255.0
Default Gateway 0.0.0.0

DNS Serwver 0.0.0.0

IPv6 Configuration

(®) DHCP () Auto Config () Static DHCPv6 request failed.

IPvo Address

DHCP request successful,

Link Local Address |FEBD::ZDD:BDFF:FEB'9:9?A5

IPvid Gateway

IPwi DNS Server

Laptop?21:
? Laptopl

Physical Config Desktop Programming Attributes

Mind Wide Open”

—

PC20:

[P Configuration

IP Configuration

@® pHcp O static

IF Address 132.168.21.3
Subnet Mask 255.255,255.0
Default Gateway 0.0.0.0

DMS Server 0.0.0.0

IPv& Configuration
(®) DHCP () Auto Config () Static

IPvE Address

Link Local Address |FE8IZI: 1 200:97FF:FEBS: 798C

IPvE Gateway

IPv& DNS Server

17
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¥ pcao

Physical Config Desktop

Programming

Attributes

[P Configuration

IP Configuration

(") DHCP

IPv6 Address

IPvi Gateway

PC21:
¥ pca

Physical Config

Link Local Address

(®) DHCP () static

IP Address 192.168.20.2
Subnet Mask 255..255.255.0
Default Gateway 192, 168,20.1
DINS Server 0.0.0.0

IPv& Configuration

() Auto Config (@) Static

DHCFP request successful,

| FEB0::202: 17FF:FEED:AZ32

IPv& DNS Server |

Desktop Programming Attributes

P Configuration

IP Configuration
(® DHCP

IP Address
Subnet Mask
Default Gateway
DMS Server

IPv6 Configuration
() DHCP

IPv6 Address

Link Local Address
IPv6 Gateway

IPv6 DMS Server

Laptop30:

() static
192, 168.20.3
255,255,255.0
192, 168.20.1

0.0.0.0

i) Auto Config  (®) Static

| FEB0::2D0: 53FF:FE71:664A
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IF Configuration

(® DHCP

IF Address
Subnet Mask
Default Gateway

DNS Server

IPv6 Configuration

(®) DHCP i

IPvE Address
Link Local Address
IPvE Gateway

IPwi DNS Server

Laptop31:

PC30:

? Laptop31

Physical Config

() static DHCP request successful,

Auto Config () Static DHCPv6 reguest failed.

|FEBD::2DD:58FF:FE53: 3554

2001:DB8:130::

Desktop Programming Attributes

[P Configuration

IP Configuration

(@) DHCP

IP Address
Subnet Mask
Default Gateway
DNS Server

IPv6 Configuration
(®) DHCP

IPv6 Address

Link Local Address
IPvE Gateway

IPvE DNS Server

() static DHCP request successful,

192.168.30.4

o
[
o
e
451
o
e
1451
(X}

192.168.30.1

() Auto Config () Static DHCPw6 request failed.

|FE8EI::26EI:?DFF:FE32:D453

2001:DB8: 130::
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Physical Config Desktop Frogramming Attributes
figuration
IP Configuration
(®) DHCP () Static DHCP request successful,
IP Address 192.168.30.3
Subnet Mask 255.255.255.0
Default Gateway 182, 168.30.1
DNS Server 0.0.0.0
IPvE Configuration
(®) DHCP () Auto Config () Static DHCPv6 request failed.
IPv6 Address
Link Local Address |FEBIZI: 1 2E0:F7FF:FE0G:639C
IPvG Gateway FES0::1
IPw6 DNS Server 2001:DB8:130::
PC31.
¥ pca —

Physical Config Desktop Programming Attributes

figuration

IF Configuration

(®) DHCP () static DHCP reguest successful.
IP Address 192.168.30.2

Subnet Mask 255.255.255.0

Default Gateway 192.168.30.1

DMS Serwver 0.0.0.0

IPv6 Configuration
(®) DHCP () Auto Config () Static DHCPv6 request failed.

IPv6 Address

Link Local Address |FESD: : 20B:BEFF:FES4:8CD4

IPvic Gateway FEB0::1

IPvG DNS Server 2001:DBS:130::
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Physical Config Desktop Programming Atfributes

Command Prompt

Packet Trace
C i

ing F

Pinging FEZ80: 2D

trip tim
, Maximum = 23ms,

o R1debe realizar una NAT con sobrecarga sobre una direccion IPv4 puablica.
Asegurese de que todos los terminales pueden comunicarse con Internet
publica (haga ping a la direccién ISP) y la lista de acceso estandar se llama
INSIDE-DEVS.

R1

Rl (config) #ip nat pool INSIDE-DEVS 200.123.211.2
200.123.211.128 netmask 255.255.255.0

Rl (config) #faccess-1list 1 permit 192.168.0.0 0.0.255.255
Rl (config) #access-1ist 1 permit 10.0.0.0 0.0.255.255

Rl (config) #ip nat inside source list 1 interface s0/0/0
overload

Rl (config) #interface s0/1/0

Rl (config-if) #ip nat inside
Rl (config-if) #exit

Rl (config) #interface s0/1/1
Rl (config-if) #ip nat inside
Rl (config-if) #exit

Rl (config) #interface s0/0/0
Rl (config-if) #ip nat outside
Rl (config-if) #exit

Rl (confiqg) #
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R1 debe tener una ruta estatica predeterminada al ISP que se configuro
y que incluye esa ruta en el dominio RIPv2.

R1

Rl (config) #router rip

Rl (config-router) #version 2

Rl (config-router) #ip route 0.0.0.0 0.0.0.0 s0/0/0
Rl (config) #router rip

Rl (config-router) #network 10.0.0.4

Rl (config-router) #network 10.0.0.0

Rl (config-router) #default-information originate
Rl (config-router) ffexit

R1 (config) #

R2 es un servidor de DHCP para los dispositivos conectados al puerto

FastEthernet0/0.

R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las VLAN

100y 200.
R2:
config) #ip dhcp pool vlan 100
dhcp-config) #fnetwork 192.168.20.1 255.255.255.0
dhcp-config) #default-router 192.168.20.1
dhcp-config) #exit

R2 (
R2 (
R2 (
R2 (
R2 (config) #ip dhcp pool vlan 200
R2 (dhcp-config) #network 192.168.21.1 255.255.255.0
R2 (dhcp-config) #default-router 192.168.21.1

R2 (dhcp-config) #exit

R2 (

config) #

El ServidorO es s6lo un servidor IPv6 y solo debe ser accesibles para los

dispositivos en R3 (ping).

22
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[P Configuration
IP Configuration
(O DHeP (®) static
IP Address | |
Subnet Mask | |
Default Gateway 0.0.0.0 |
DNS Server 10.0.0.0 |
IPv6 Configuration
(@) DHCP () Auto Config () Static
IPvE Address
Link Local Address | FEBD::290: 21FF:FE33:5548
IPvh Gateway FEBD::1
IPwG DMS Server 2001:DB3:130::

e La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de Laptop31,
de PC30 y obligacién de configurados PC31 simultdneas (dual-stack).
Las direcciones se deben configurar mediante DHCP y DHCPV6.
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Physical Config Desktop Programming Attributes

IP Configuration

® DHCP () static DHCP regquest successful.
IF Address 192.168.30.5

Subnet Mask 255.255.255.0

Default Gateway 192.168.30.1

DMS Server 0.0.0.0

IPv6 Configuration

() DHCP (@ Auto Config () Static Ipv6 Autoconfig request successful.
IPv6 Address 2001:DB8:130:0:2D0: 58FF:FE53:3554 /|64
Link Local Address |FE8[J: :200:58FF:FES3: 3554
IPvE Gateway FE30::1
IPvE DMS Server 2001:DB8:130::
Laptop31:
B |aptop3t — O X
Physical Config Desktop Programming Attributes
IP Configuration
(® DHCP () static DHCP request successful,
IP Address 192.168.30.4
Subnet Mask 255.255.255.0
Default Gateway 192,168.30.1
DMS Server 0.0.0.0
IPv6 Configuration
() DHeP (@ Auto Config () Static Ipv6 Autoconfig request successful.
IPv6 Address 2001:DBE8: 130:0: 260: 70FF:FE32:D453 | 84
Link Local Address |FEBD::26[J:?DFF:FE32:D453
IPvH Gateway FEB0::1
IPv& DNS Server 2001:DB8:130::
PC31.
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Physical Config Desktop Programming Attributes

e Lainterfaz FastEthernet 0/0 del R3 también deben tener direcciones IPv4

[P Configuration

IP Configuration

(®) DHCP () static DHCP reguest successful.

IP Address 192.168.30.2

Subnet Mask 255..255.255.0

Default Gateway 192.168.30.1

DMS Server 0.0.0.0

IPva Configuration

() DHCP (@ Auto Config () Static Ipvé Autoconfig request successful,
IPv6 Address 2001:DB38: 130:0: 20B:BEFF:FE54:8C04 | |64

Link Local Address |FEBU: :20B:BEFF:FE54:8C04

IPvE Gateway FE30::1

IPvi DMNS Server 2001:DBE8: 130::

e IPv6 configuradas (dual- stack).

R3:

R3(
R3 (
R3 (
R3 (
R3 (
R3 (
R3 (

e R1, R2y R3 intercambian informacién de routing mediante RIP version 2.

config) #ipv6 unicast-routing
config)#interface f0/0

config-if)#ip address 192.168.30.1 255.255.255.0

Mind Wide Open”

config-if) #ipv6 address 2001:db8:130::9C0:80F:301/64

config-if
config-if

#ipv6 dhcp server vlan 1

)
)
) #ipv6e nd other-config-flag
)

config-if) #no shutdown



CIsco. Cisco Networking Academy’

R1:
R1
R1
R1
R1
R1
R1
R1
R1
R1
R2:
R2
R2
R2
R2
R2
R2
R2
R2
R2

R3:

R3 (
R3 (
R3 (
R3 (config-router
R3 (
R3 (
R3 (

config) #router rip
config-router) #version

config-router) #ip route 0.0.0.0 0.0.0.0 s0/0/0

(
(
(
(confiqg) #router rip

(config-router) #network
(config-router) #network
(
(
(

)
config-router) #default-information originate
)

config-router) #exit
config) #

(config) #router rip
(config-router) #version
(config-router) #network
(config-router) #network
(config-router) #network
(config-router) #network
(config-router) #network
(config-router) #exit
(config) #

—_— — ~— ~— ~— ~—

config) #router rip
config-router) #version
config-router) #network
#network
#network
fexit

config-router
config-router

—_ — — ~—

config)#

2

10.0.0.4
10.0.0.0

2
192.168.30.0
192.168.20.0
192.168.21.0
10.0.0.0
10.0.0.8

2
192.168.0.0
10.0.0.8
10.0.0.4

Mind Wide Open”
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« R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta predeterminada
desde R1.

« Verifique la conectividad. Todos los terminales deben poder hacer ping entre
siy ala direccion IP del ISP. Los terminales bajo el R3 deberian poder hacer

IPv6-ping entre ellos y el servidor.

¥ | aptop3 - O

Physical Config Desktop Programming Attributes

Command Prompt

ping
Pinging FEZ0::2!

Beply fro
Reply
Reply

Beply

T E
und trip t in mill

Minimm = Oms, Maximum = 2Zms, 2

¥ pca — O >
Physical Config Desktop Programming Attributes

Command Prompt

from

¥ from

s in milli

2ms, Awvera
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Physical Config Desktop Programming Attributes

Command Prompt

byte
byte

byt

Minimuam

¥ pca

Physical Config Desktop Programming Attributes

mmand Prompt

ived = 4
d trip times
Minimum = 0ms,

’
in milli-
Maximm = 3ms,
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¥ Serverd — O x

Physical Config Services Desktop Programming Attributes

Command Prompt

t Tracer 5

FastEthernetl
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o Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

Topologia
Internet VLAN Direccionamiento Nombre
30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
209.165.200.230 200 192.168.200.0/24 Mantenimiento

172.31.21.0/130

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Fo/0 Buenos Aires
For2e 802.1Q

192.168.99.3

Recursos necesarios:
3 Routers.

+ 2 Switches.
» 1 Servidor (Genérico PT).
* 3 PC con sistema operativo Windows 7.
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» Cables Serial y Ethernet.

1. Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario.

R1 Bogota:

Router (config) #hostname R1

Rl (config) #int serial0/0/0

Rl (config-if) #ip address 172.31.21.2 255.255.255.252
Rl (config-if) #no shut

Rl (config-if) #
$LINK-5-CHANGED: Interface Serial0/0/0, changed state to
up

Rl (config-if) #exit

R1 (config) #

SLINEPROTO-5-UPDOWN: Line protocol on Interface
Serial0/0/0, changed state to up

R1 (config) #int gi0/0
Rl (config-if) #ip address 192.168.30.1 255.255.255.0
Rl (config-if) #no shut

Rl (config-if) #
$LINK-5-CHANGED: Interface GigabitEthernet0/0, changed
state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0, changed state to up

Rl (config-if) #exit
R1 (config) #

R2 Maimi:

R2 (config) #int s0/0/1
R2 (config-if) #ip address 172.31.21.1 255.255.255.252
R2 (config-if) #no shut

$LINK-5-CHANGED: Interface Serial0/0/1, changed state to
down
R2 (config-if) #exit
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R2 (config) #int s0/0/0
R2 (config-if) #ip address 172.31.23.1 255.255.255.252
R2 (config-if) #no shut

$LINK-5-CHANGED: Interface Serial0/0/0, changed state to
down

R2 (config) #int gi0/0

R2 (config-if) #ip address 209.165.200.225 255.255.255.248
R2 (config-if) #no shut

R2 (config-if) #
$LINK-5-CHANGED: Interface GigabitEthernet0/0, changed
state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0, changed state to up

R2 (config-if) #exit
R2 (config) #int 100

R2 (config-if) #
SLINK-5-CHANGED: Interface Loopback(O, changed state to
up

SLINEPROTO-5-UPDOWN: Line protocol on Interface
Loopback(O, changed state to up

R2 (config-if) #ip address 10.10.10.11 255.255.255.255
R2 (config-if) #exit
R2 (config) #

R3 Buenos Aires

R3 (config) #int serial0/0/1
R3 (config-if) #ip address 172.31.23.2 255.255.255.252
R3 (config-if) #no shut

R3 (config-if) #
$LINK-5-CHANGED: Interface Serial0/0/1, changed state to
up

R3 (config-if) #
SLINEPROTO-5-UPDOWN: Line protocol on Interface
Serial0/0/1, changed state to up
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R3 (config-if) #exit
R3 (config) #interface 1lo4

R3 (config-if) #
SLINK-5-CHANGED: Interface Loopback4, changed state to
up

SLINEPROTO-5-UPDOWN: Line protocol on Interface
Loopback4, changed state to up

R3 (config-if) #ip address 192.168.4.1 255.255.255.0
R3 (config-if) #exit
R3 (config) #interface 1lo5

R3 (config-if) #
SLINK-5-CHANGED: Interface Loopback5, changed state to
up

SLINEPROTO-5-UPDOWN: Line protocol on Interface
Loopbackb, changed state to up

R3(config-if) #ip address 192.168.5.1 255.255.255.0
R3 (config-if) #exit
R3 (config) #interface 106

R3 (config-if) #
SLINK-5-CHANGED: Interface Loopback6, changed state to
up

SLINEPROTO-5-UPDOWN: Line protocol on Interface
Loopback6, changed state to up

R3 (config-if) #ip address 192.168.6.1 255.255.255.0
R3 (config-if) #exit
R3 (config) #
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PC-A
[P Configuration
IP Configuration
() DHCP (@) Static
IP Address 192.168.30. 10
Subnet Mask 255,255,255.0
Default Gateway 192,168.30.1
DMS Server 0.0.0.0
IPv& Configuration
() DHCP () Auto Config (@) Static
IPvE Address
Link Local Address FEBD:: 2D0:97FF:FEFC: 1602
IPvE Gateway
IPvb DNS Server
PC-C

Physical Canfig Desktop Programming Attributes

[P Configuration
IP Configuration
() DHEP {®) static
IP Address 192.168.40. 10
Subnet Mask | 255.255.255.0
Default Gateway | 192.168.40. 1
DMNS Server 0.0.0.0
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2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0
Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 5555
Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en | 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Verificar informacién de OSPF

¢ Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

R1 Bogota:

Rl (config) #router ospf 1

Rl (config-router) #router-id 1.1.1.1

Rl (config-router) #passive-interface gi0/0
Rl (config-router) #exit

Rl (config) #

R2 (config) #router ospf 1

R2 (config-router) #router-id 5.5.5.5

R2 (config-router) #passive-interface gi0/0
R2 (config-router) #exit

R2 (confiqg) #

R3
R3
R3
R3

config) #router ospf 1
config-router) #router-id 8.8.8.8
config-router) #exit

config) #

—~ o~~~

Rl#show ip route
Codes: L - 1local, C - connected, S - static, R - RIP, M -
mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

35
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i - I5-Is, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS
inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.31.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.31.21.0/30 is directly connected, Serial0/0/0

L 172.31.21.2/32 is directly connected, Serial0/0/0
192.168.30.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.30.0/24 is directly connected, GigabitEthernet0/0
L 192.168.30.1/32 is directly connected, GigabitEthernet0/0

R1#

R2 Maimi:
R2#show ip route

R2#show ip route

Codes: L - 1local, C - connected, S - static, R - RIP, M -
mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - I5-IS5, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS
inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/32 is subnetted, 1 subnets

C 10.10.10.11/32 is directly connected, Loopback0
172.31.0.0/16 is variably subnetted, 4 subnets, 2 masks

C 172.31.21.0/30 is directly connected, Serial0/0/1

L 172.31.21.1/32 is directly connected, Serial0/0/1

C 172.31.23.0/30 is directly connected, Serial0/0/0

L 172.31.23.1/32 is directly connected, Serial0/0/0
209.165.200.0/24 is variably subnetted, 2 subnets, 2 masks

C 209.165.200.224/29 is directly connected, GigabitEthernet0/0
L 209.165.200.225/32 is directly connected, GigabitEthernet0/0

R2#
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R3 Buenos Aires

R3#show ip route

Codes: L - 1local, C - connected, S - static, R - RIP, M -
mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS
inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.31.0.0/16 is variably subnetted, 2 subnets, 2 masks
C 172.31.23.0/30 is directly connected, Serial0/0/1

L 172.31.23.2/32 is directly connected, Serial0/0/1
192.168.4.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.4.0/24 is directly connected, Loopbackid

L 192.168.4.1/32 is directly connected, Loopbackd
192.168.5.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.5.0/24 is directly connected, Loopbackb

L 192.168.5.1/32 is directly connected, Loopbackb
192.168.6.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.6.0/24 is directly connected, Loopbackb6

L 192.168.6.1/32 is directly connected, Loopback6

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de
red establecida.

S1:

Sl
Sl
S1
S1
S1
S1
S1
S1
S1
S1

config) #vlan 30

config-vlan) #name Administracion
config-vlan) #fexit

config) #vlan 40

config-vlan) #name Mercadeo
config-vlan) #exit

config) #vlan 200

config-vlan) #name Mantenimiento
config-vlan) #exit

config) #

o~ o~~~ o~~~ o~ o~ —~
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S3:

S3
S3
S3
S3
S3
S3
S3
S3
S3
S3

config)#vlan 30

config-vlan) #name Administracion
config-vlan) #exit

config)#vlan 40

config-vlan) #name Mercadeo
config-vlan) #exit

config) #vlan 200

config-vlan) #name Mantenimiento
config-vlan) ffexit

config) #

~ o~~~ o~~~ o~~~

Puertos troncales:
S1:

S1 (config) #interface gi0/1
S1(config-if) #switchport mode trunk
S1(config-if)#

S3:
S3 (config) #interface gi0/1
S3(config-if) #switchport mode trunk

S3 (config-if) #
SLINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/1, changed state to down

SLINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/1, changed state to up

S3(config-if) #
Puertos de acceso:

S1:
S1(config)#interface fal/1
S1(config-if)#switchport mode access
S1(config-if) #switchport access vlan 30
S1(config-if)#

S2:

S3 (config) #interface fal/1
S3(config-if) #switchport mode access
S3(config-if) #switchport access vlan 40
S3(config-if) #

Mind Wide Open”
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4. En el Switch 3 deshabilitar DNS lookup:
S1:
S3(config)#no ip domain-lookup
S3 (config) #

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

S1:
Shl
Shl
S1
S1

config) #interface vlan 99

config-if)#ip address 192.168.99.2 255.255.255.0
config-if) #no shut

config-if)

— o~ o~ —~

S3:
S3
S3
S3
S3

config) #interface vlan 99

config-if)#ip address 192.168.99.3 255.255.255.0
config-if) #no shut

config-if) #

—_—~ o~~~

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.

S1:
S1(config)#interface range fal0/2-23
S1 (config-if-range) #shutdown

$LINK-5-CHANGED: Interface FastEthernet(0/2, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/3, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/4, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/5, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/6, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/7, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/8, changed state to
administratively down
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$LINK-5-CHANGED:

Interface FastEthernet0/9,

changed state to

administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/10, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/11, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/12, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/13, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/14, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/15, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/16, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/17, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/18, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/19, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/20, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/21, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/22, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/23, changed state to
administratively down

Sl (config-if-range) #

$LINK-5-CHANGED: Interface FastEthernet(0/24, changed state to
administratively down

ST <
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SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/24, changed state to down

S3:

S3(confiqg) #interface range fa0/2-24

S3 (config-if-range) #shutdown

$LINK-5-CHANGED: Interface FastEthernet(0/2, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/3, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/4, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/5, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/6, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/7, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/8, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/9, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/10, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/11, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/12, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/13, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/14, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/15, changed state to
administratively down
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$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

SLINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

FastEthernet0/16,

FastEthernet0/17,

FastEthernet0/18,

FastEthernet0/19,

FastEthernet0/20,

FastEthernet0/21,

FastEthernet0/22,

FastEthernet0/23,

Implement DHCP and NAT for IPv4:

R1:

changed

changed

changed

changed

changed

changed

changed

changed

Mind Wide Open”

state to

state to

state to

state to

state to

state to

state to

state to

Rl (config) #ip dhcp excluded-address 192.168.30.2 192.168.30.32
Rl (config) #ip dhcp excluded-address 192.168.40.2 192.168.40.32

Rl (config) #

Configurar R1 como servidor DHCP para las VLANs 30 y 40.

R1:

Rl (config) #service dhcp

R1 (config)#

Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para

configuraciones estaticas.

R1:

Rl (config) #ip dhcp excluded-address 192.168.30.2 192.168.30.32
Rl (config) #ip dhcp excluded-address 192.168.40.2 192.168.40.32

Rl (config) #
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Name: ADMINISTRACION
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

30 Domain-Name: ccna-unad.com
Establecer default gateway.
Name: MERCADEO
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

40 Domain-Name: ccna-unad.com
Establecer default gateway.

R1:

Rl (config) #ip dhcp pool ADMINISTRACION

Rl (dhcp-config) #dns-server 10.10.10.11

Rl (dhcp-config) #default-router 172.31.21.1

Rl (dhcp-config) #domain-name ccna-unad.com

Rl (dhcp-config) #network 172.31.21.1 255.255.255.0
Rl (dhcp-config) #exit

R1 (

config) #

Rl (config) #ip dhcp pool MERCADEO

Rl (dhcp-config) #dns-server 10.10.10.11

Rl (dhcp-config) #default-router 172.31.21.1

R1 (dhcp-config) #network 172.31.21.1 255.255.255.0
Rl (dhcp-config) #domain-name ccna-unad.com

Rl (dhcp-config) #EXIT

R1 (

config) #

10. Configurar NAT en R2 para permitir que los host puedan salir a internet
R2:

R2 (config) #ip access-1list extended ADMINISTRACION

R2 (config-ext-nacl) #remark permit local lan to use nat
R2 (config-ext-nacl) #permit ip 192.168.30.0 0.0.0.255 any
R2 (config-ext-nacl) #permit ip 192.168.40.0 0.0.0.255 any
R2 (config-ext-nacl) #exit

R2 (config) #ip nat pool Rl-pool 209.165.200.225
209.165.200.228 netmask 255.255.255.248
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R2 (config) #ip nat inside source list ADMINISTRACION pool
Bogota-pool

R2 (config) #int 100

R2 (config-if) #ip nat inside

R2 (config-if) #interface serial0/0/1

R2 (config-if) #ip nat outside

R2 (config-if) #

PRy

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

R2:

R2 (config) #ip access-list standard MERCADEO
R2 (config-std-nacl) #fpermit host 172.31.21.1
R2 (config-std-nacl) #fpermit host 172.31.21.2

R2 (config) #access-1list 1 permit 192.168.99.0 0.0.0.255

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a
Su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

R2:

R2 (config) #access-1list 2 deny 192.168.30.0 0.0.0.255

R2 (config) #faccess-1list 101 permit icmp any any echo-reply
R2 (confiqg) #

13. Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.

Physical Config CLI Attributes

105 Command Line Interface

RZxenable
RZfconfig t
Enter configuration commands, one per line. End with CNTL/Z.
RZ (config) faccess—list 101 permit icmp any any echo-zeply
BZ (config) fexit
RZE
%SY¥YS-5-CONFIG_I: Configured from conscle by conscle
show access-list
Extended IP access list ADMINISTRACION
10 permit ip 132.168.30.0 0.0.0.255 any
20 permit ip 19%2.168.40.0 0.0.0.255 any
Standard IP acecess list 1
10 permit 192_168.535.0 0.0.0.Z55
Standard IP access list 2
10 deny 192.168.230.0 0.0.0.255
Stazndard IP zccess list mercadec
Standard IP acecess list MERCRDEC
10 permit host 17Z.31.Z1.1
20 permit host 172.31.Z21.2
Extended IP aceess list 101
10 permit icmp any any echo-reply

nzg|
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CONCLUSION

e Con el desarrollo de esta actividad de habilidades practica se realiza un
namero amplio de tareas importantes para el buen desarrollo de los ejercicios
propuestos, en este se ejecutan funciones como la de verificar una conexion
entre los dispositivos proporcionada en la configuracién inicial de la
topologia, se configura la ACL de los Routers, esto con el objetivo de mitigar
los ataques de forma remota y por supuesto no podrian faltar la verificacion
de la funcionalidad de las actividades ejecutadas con anterioridad.

e A lo largo del curso podemos identificar muchos factores, los cuales nos
permiten una mejor configuracién del os dispositivos que requerimos usatr,
para este proyecto nhotamos como podemos interconectar varias sedes como
lo hariamos en un entorno real, se deben tener en cuenta los conceptos.
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