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Evaluacion — Prueba de habilidades practicas CCNA

Descripcién general de la prueba de habilidades

La evaluaciéon denominada ‘“Prueba de habilidades practicas”, forma parte de las
actividades evaluativas del Diplomado de Profundizacion CCNA, la cual busca
identificar el grado de desarrollo de competencias y habilidades que fueron adquiridas
a lo largo del diplomado y a través de la cual se pondra a prueba los niveles de
comprension 'y solucion de problemas relacionados con diversos aspectos de
Networking.

Para esta actividad, el estudiante dispone de cerca de dos semanas para realizar las
tareas asignadas en cada uno de los escenarios propuestos, acompafiado de los
respectivos procesos de documentacion de la solucion, correspondientes al registro de
la configuracion de cada uno de los dispositivos, la descripcién detallada del paso a
paso de cada una de las etapas realizadas durante su desarrollo, el registro de los
procesos de verificacién de conectividad mediante el uso de comandos ping,
traceroute, show ip route, entre otros.

La prueba de habilidades podra ser desarrollada en el Laboratorio SmartLab o
mediante el uso de herramientas de Simulacion (Puede ser Packet Tracer o GNS3).
El estudiante es libre de escoger bajo qué mediacion tecnoldgica resolverd cada
escenario. No obstante, es importante mencionar que aquellos estudiantes que hagan
uso del laboratorio SmartLab se les considerara un estimulo adicional a la hora
de evaluar el informe, teniendo en cuenta que su trabajo fue realizado sobre
equipos reales y con ello seré la oportunidad poner a prueba las habilidades y
competencias adquiridas durante el diplomado. Adicionalmente, es importante
considerar, que esta actividad puede ser realizada en varias sesiones sobre este entorno,
teniendo en cuenta que disponen de casi 15 dias para su desarrollo.

Finalmente, el informe deberd cumplir con las normas ICONTEC para la presentacion
de trabajos escritos, teniendo en cuenta que este documento debera ser entregado al
final del curso en el Repositorio Institucional, acorde con los lineamientos
institucionales para grado. Proceso que les sera socializado al finalizar el curso.

Es muy importante mencionar que esta actividad es de caracter INDIVIDUAL. El
informe debera estar acompafiado de las respectivas evidencias de configuracion de
los dispositivos, las cuales generardn veracidad al trabajo realizado. EIl informe
debera ser entregado en el espacio creado para tal fin en el Campus Virtual de la
UNAD.
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Descripcion del escenario propuesto para la prueba de habilidades

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Bogot4, Medellin y Bucaramanga, en donde el estudiante sera el administrador de la red, el cual
debera configurar e interconectar entre si cada uno de los dispositivos que forman parte del
escenario, acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

VLAN Direccionamiento Nombre
l nternet 30 192.168.30.0/24 Administracién
40 192.168.40.0/24 Mercadeo
: 200 192.168.200.0/24 Mantenimiento
-+ 209.165.200.224/29

209.165.200.230

BOGOTA LoO | webServer

S0/

172.31.21.0/30

Lo4 192.168.4.0/24
LoS 192.168.5.0/24

MEDELLIN
Lo6 192.168.6.0/24

B/MANGA

192.168.99.3

192.168.99.2 0
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1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los dispositivos que
forman parte del escenario

Topologia realizada
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Configuracion direccion IP DHCP pool 30 Router 2
Asignacion de IP en default- Router 192.168.30.1

Exclusion de las direcciones con Excluded-address 192.168.30.1 - 192.168.30.30

¥ Router? - | et

Physical

Config CLI

I0S Command Line Interface

Router>
Router>
Eoutert
BEoutert
Enter c
Router
Router
Router
Router
Router |
Router
Router
Server

Router |
Router |

% Inwval

Router
Eouter |
Eouter |
Router
Router
Router
Router |
Router
Router |
Bouter

enakble

configure terminal
onfiguration commands, one per line. End with CHIL/SZ.

(config) #ip dh

(config) #ip dhep p
{config) $#ip dhep pool 30
{dhep-config) $ne

_________

{dhep-config) $de
{dhcp-config) §default-router %DHCPD-4-PING CONFLICT: DHCP address conflict:

pinged 192.168.30.1.

% Incomplete command.

dhcp-config) §de
dhcep-config) gdefault-router 152 _.1€8.30.1 2Z55.255.255.0

£y

id input detected at """ marker.

{dhep-config) fdef

dhep-config) gdefault-router 1%2.168_30.1
dhep-config) §ip d

{dhep-config) #ip dh
(dhcp-config) fexitc
(config) #ip dh

config) #ip dhep ex

{config) #ip dhep excluded-address 15%2.1€2.30.1 15%2 . 168.30.30

config) #

{config) # W

Copy Paste

Mind Wide Open”
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Activacion de la interface FastEthernet 0/0.2
Encapsulation dot1Q
Asignacion de IP 192.168.40.1 mascara de subred 255.255.255.0

¥ Router2 - | x

Fhysical Config CLI

105 Command Line Interface

Router (config-subkif) #iip ad r
Router{config-subif) §iip ad

e

% Invalid input detected at """ marker.

Bouter{config-subif) #ip ad

Bouter{config-subif) ¢ip address 15%2_.168_30.1 255_255_255.0

RBouter {config-sukif) fexit

Router{config) g¢int £0,/0.2

Router |{config-subkif) g

$LINE-5-CHANEED: Interface FastEthernetl/0.2, changed state to up

$LINEPROTO-5-UFDOWH : Line protocol on Interface FastEthernetl/0.2, changed state
to up

Router (config-sukif) #en

RBouter {config-subif) fencapsulation do

Router (config-subkif) fencapsulation dotld 40

Bouter {config-subif) §ip add

Router (config-subkif) #ip address 152 _1€8.40.1 255.255.255.0
Bouter{config-subif) g

ot o oo 5 =T 2 BT L i 2 Y

Copy Faste
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Exclusion de las direcciones 192.168.40.1 hasta la 192.168.40.30 con el comando excluded-address

Definicion de la red en DHCP pool 40
IP 192.168.40.0 mascara de subred 255.255.255.0
Default- router 192.168.40.1

Mind Wide Open”
|

¥ Router2 — O
FPhy=ical Config CLI

I0S Command Line Interface
Router (dhep—config) gexit
Bouter (config) #ip dh
Router (config) #ip dhecp ex
Bouter (config) #ip dhecp excluded-address 15%2_1€8_.30.1 152 _1€8_.30.30
Router (config) #
Router (config) #
Router (config) #
Router (config) #
Router (config) #ip dh
Router (config) #ip dhcp p
Router (config) #ip dhep pool 40
Router (dhep—config) éne
Bouter (dhep-config) gnetwork 152 _1&2.40.0 255_255_.255.0
Router (dhep—config) gdefa
Router (dhep—config) fdefault-router 1592 .168.40.1
Router (dhep—config) gexit
Router (config) #ip dh
Router (config) #ip dhcp e
Router (config) #ip dhep excluded-address 152 .1€2.40.1 15%2.1€8.40_30
Router (config) #
RBouter conl is now awvailable

Copy Paste
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Comando NO IP ADDRESS para eliminar una IP erronea asignada.
Asignacion IP en R1 - 172.31.21.1 mascara de subred 255.255.255.255
Asignacion del clock rate 128000
Activacion de la interface no shutdown

L — O X

Physical Config CLI

I0S Command Line Interface

Bl {config-if)#no ip address ? L
Lor

Bl (config-if)#no ip address

Bl (config-if)$

Rl (config-if)#ip add

Rl {config-if)f#ip address 172.31.21.1 255.255.255.252

Bl {config-if)#cl

Bl {config-if)#clock

Bl {config-if)#clock rate 128000

Bl (config-if) #no shu

Bl {config-if) #no shutdown

Bl {config-if)fexit

Bl {config) fexit

Rlg

%5Y5-5-CONFIG I: Configured from conscle by console

Blgshow con
Rlgshow c
Blgshow c?
cdp class-map clock controllers crypto
Blgshow clo
RBlgshow clock ?
<or>
Rlgshow clock
¥4:20:8.656 UTC Mon Mar 1 1553
Blgshow clo
BEléshow clock ¢
Blgshow interface

FastEthernetl/0 is up, line protocol is up (connected)
ik N P = I i alalae = Ooo s I o e B = Nl | s Oocs 3 b e B =R ' LY

Copy FPaste
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Prueba de conexibn exitosa
Ping 192.168.40.31

? Router2

Physical  Config  CLI

I10S Command Line Interface

Routerrenabkle

Routergconf t

Enter configuration commands, one per line. End with CHNIL/Z.
Router (config) $ip dh

Router (config) $ip dhep po

Router (config) $#ip dhep pool 30

Router (dhep-config) #default-router 1592 .168.30.1

Router (dhep-config) dexit

Router (config) $#ip dhep excluded-address 152.168.30.1 152 _.1€8.30.30
Router (config) g

Router (config) g

Router (config) fexit

Routert

%5Y5-5-CONFI: I: Configured from console by conscle

Routerfping 152 .1€3.40.31
Type escape sequence to abort.

Success rate is 100 percent (5/5), round-trip min/favg/max = 0/0/1 ms

Routerd

Sending 5, 100-byte ICHMP Echos to 15%2.163.40.31, timeout is 2 seconds:

Copy

Paste
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Mind Wide Open”

Eliminacion de IP asignada por error bajo el comando no ip address en la interface serial s/0/0/1
Asignacion de la direccion IP en la interface serial s/0/0/1 con el comando ip address 172.31.21.2

mascara de subred 255.255.255.255

Activacion de interface s/0/0/1 por medio del comando no shutdown

Asignacion del clock rate 128000

Asignacion de la direccion IP en la interface serial s/0/0/0 con el comando ip address 172.31.23.1

mascara de subred 255.255.255.255

Activacion de interface s/0/0/0 por medio del comando no shutdown

Asignacion del clock rate 128000

¥ 2

Fhysical Config CLI

I10S Command Line Interface

Routers>

Routerrenable

Routergconf t

Enter configuration commands, one per line. End
Router {config) #int s0/0/1

Router (config-if) #no ip ad

Router {config-if) #no ip address

Router {config-if) #ip add

Router {config-if) #ip address 172_.31_21_.2 255_255
Router {config-if) #noc shu

Router {config-if) §no shutdown

Router {config-if) #int s0/70/0

Router {config-if)dno ip ad

Router (config-if) #no ip address

Router {config-if) #ip ad

Router {config-if) #clo

Router (config-if) #clock

Router {config-if) #clock rate 122000

This command applies only to DCE interfaces
Router {config-if) #no shu

Router (config-if) #no shutdown

Router {config-if) #
Router (config-if) #

Bouter (config-if) #ip address 172.31.23.1 255.255.

(LINEFROTO-5-UPDOWN: Line protocol on Interface Serial0s0/1,

with CHNTL/Z.

.255_252

255.252

%LINE-5-CHANGEED: Interface Seriald/0/0, changed state to

down

changed state to up

Copy

Paste
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2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFVv2 area 0
Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 2.2.2.2
Router ID R3 3.3.3.3
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 128 Kb/s
Ajustar el costo en la métrica de S0/0 a 7500

e Visualizar el OSPF Process ID, Router 1D, Address summarizations, Routing Networks, and passive

interfaces configuradas en cada router.

Ajustar el costo en la métrica de SO0/0 a

Costo =7500
r N
B R1 =NAC X
| Physical | Config | cLI |
I0S Command Line Interface
-
Rlvenable
Blfconf t
Enter configuration commands, one per line. End with CHNTL/Z.
Rliconfig)f#int s0/0/0
Bl (config-if) §ip ospf cost 7500
Rl {config-if)
Bl i{config-if)#
Bl (config-if) fend
R1g
%5YS5-5-CONFIG I: Configured from conscle by conscle
Rlgshow ip ospf interface s30/0/0
Serisl0/0/0 is up, line protocol is up
Internet address is 172.31.21.1/30, Arez 0
Process ID 1, Bouter ID 1.1.1.1, Wetwork Type POINT-TO-BOINT, Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priocrity O
Mo designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retranamit 5
Hello due in 00:00:03 i
Index 3/3, flood gueue length 0
MNext 0x0(0)/0x0{0)
Last flood scan length is 1, maximum is 1 =
Last flood scan time is 0 msec, maximm is 0 msec 3
Neighbkor Count is 1 , Bdjacent neighbor count is 1
2djacent with neighbor Z2.2.2.2
Suppress hello for 0 neighbor(s) —
Rl i
Copy l[ Paste
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Confirmacion de la asignacion del costo en la métrica de SO/0 por medio del comando show ip ospf

BR o 5

| Physical | Config | CLI |

10S Command Line Interface
FUOLL, Loading Done oL

RZrenable

BZfconf t

Enter configuration commands, one per line. End with CNIL/Z.
BZ (config) $int 30,070

RZ (config-if) #ip ospf cost 7500

RZ (config-if) #end

RZ§

£5Y5-5-CONFIG I: Configured from conscle by console

BZ2fshow ip ospf interface 30/0/0

Serizl0/0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, Area 0
Frocess ID 1, Router ID Z.Z.2Z.Z, Network Type BOINT-TO-EOINTINC-riadiciaily
Transmit Delay is 1 sec, State POINT-TO-POINT, Pricrity O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:09 P
Index 2/2, flood queue length 0
Next O0x0(0)/0x0(0)
| Last flood scan length is 1, maximom is 1
Lzst flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 3.3.3.3
Suppress hello for 0 neighbor({s) —
Bif

m

1

Copy H Paste
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Configuracion OSPFv2 area 0

| Physical I Caonfig | CLI |

I0S Command Line Interface

Tisco CIBCOLTZL RS |feviszicon L1.0) with 201GZ0R/3Z7G0F Bytes Of memory-
Processor board ID FTX152400KES

4 FastEthernet interface(s)

2 Gigabit Ethernet interfaces

Z Low-speed serizlisync/async) network interfaceis)

DRAM configuration is €4 bits wide with parity disabled.

255K bytes of non-volatile configuration memory.

249356K bytes of ATR System CompactFlash 0 (Read/Write)

Press RETURN to get started!

to up

%LINE-5-CHRNGED: Interface Serisl/0/1, changed state to up

Routerrenzble

Routerfconf t

Enter configuration commands, one per line. End with CHTL/Z.

Router (config) #router ospf 1

Router (config-router) §net

Router (config-router) fnetwork 172.31.Z3.0 0.0.0.7 azrea 0

Router (config-router) §

00:58:35: %05PF-5-ADJCHG: Process 1, Wbr 203.165.200.224 on Serisl0s/0/1 from
LORDING to FULL, Loading Done

$LINEFROTCO-5-UPDOWN: Line protocol on Interface FastEthernet0/1/0, changed state

$LINEFPROTO-5-UPDOHN: Line protocol on Interface Serial0ys0/1, changed state to up

m

[ conv ||

L

| Physical | Config | CLI |

I0S Command Line Interface

Bl {config-router)fno network 172.31.21.0 0.0.0.7 azrea 0
Rl {config-router)

to DOWN, Neighbor Down: Interface down or detached

Bl {config-router) §net

Bl {config-router)#network 172.31.21.0 0.0.0.3 area 0

Bl (config-router) §

00:15:46: %0SPF-5-ADJCHG: Process 1, Nbr 203.165.200.224 on Seriald/0/0 from
LOADING to FULL, Loading Done

Bl (config-router) #do show ip protocols

Routing Protocol is "ospf 1™
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 152_168.40.1
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
152_.168.30.0 0.0.0_.255 area 0
152 _.168.40.0 0.0.0_.255 area 0
172.31.21.0 0.0.0.3 area O
Bouting Information Sources:

Fateway Distance Last Update
172.31.23.2 110 00:10:47
152 _168.40.1 110 00:-00:10
209.165.200_224 110 00:-0Z:Z2

Distance: (default is 110)

00:15:31: %0SPF-5-ADJCHE: Process 1, Nbr Z03.165.Z00.2Z4 on Serial0/0/0 from FULL

m

copy | |

Faste

Mind Wide Open”
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Mind Wide Open”

Correccién

Distance: (default is 110)

Router (config) #router os

Router (config) #router ospf 1

Router (config-router)fno network 172.31.232.0
Router {config-router)$§

Router (config-router)fdo show ip protocecls

Routing Protocol is "ospf 1"

Router ID 172.31.23.Z2

Maximum path: 4
Routing for MNetworks:
172.31.23.0 0.0.0.3 area 0
Routing Information Sources:
Cateway Distance
172.31.23.2 110
152.168.40.1 110
203.165.200.224 110
Distance: (default is 110)

00:00:0%9
00:04:48
00:04:47

Router (config-router)§|

Last Update

0.0.0.7 area 0

00:04:56: %05PF-5-ADJCHG: Process 1, Nbr 20%9.165.200.224 on Serizl0s0/1
to DOWN, Neighbor Down: Interface down or detached

Outgoing update filter list for sll interfaces is not set
Incoming update filter list for 211 interfaces is not set

Humber of areas in this router is 1. 1 normzl 0 stub 0 nssa

B R3 = B )
| Physical Config | CLI|
105 Command Line Interface
TV 31T 23.% 110 oo:z04:10 =
182 _1é8_40.1 110 00-04-11
209.165.200.224 110 00:04:10

from FULL

m

» R1

Physical Caonfig CLI

10S Command Line Interface

O

Rl>enzble

Rlfconf ©

Enter configquration commands, one per lime.
Rl{config) §router os

Bl {config) frouter ospf 1

Rl (config-router) §
Bl {config-router)#
Rl (config-router) §
Rl (config-router) §
Bl (config-router) §
Rl {config-router) §
Bl {config-router)
Bl (config-router) §
Rl {config-router) §
Bl {config-router)
Rl (config-router) §
Rl (config-router) §
Bl {config-router)
Rl (config-router) §
Bl (config-router) §

[FLINELROIC-5-UEDUAN: Line protocol on Interiace

er1all/0/0,

$LINEPROTCO-5-UPDOWN: Line protocol on Interface Serial0s0/0,

3LINEPROTO-5-UFDOWN: Line protocol on Interface Seriall/0/0,

End with CNTL/Z.

Bl {config-router) fnetwork 132 _168.30.0 0.0.0.255 area 0
Rl (config-router) fnetwork 132 _168.40.0 0.0.0.255 area 0
Bl {config-router) fnetwork 172.31.21.0 0.0.0.7 area 0

changed state

changed state

changed state

to

to

to

up

down

up

Copy

Paste
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® R2

- o EEN

Physical Config CLI

10S Command Line Interface

Press RETURN to get started.

Routerrenable
Routerfconfi ¢

Enter configuration commands, one per line. End with CHNTL/Z.

Router (config) #router osi

Router (config) frouter os

Router (config) #router ospf 1

Router (config-router) #net

Router (config-router) fnetwork 2Z09.165.200.0 0.0.0.7 area O
Router (config-router) fnetwork 172.31.23.1 0.0.0.3 area 0
Router ({config-router) fnetwork 172.231.21.0 0.0.0.7

Router (config-router)

area 0

17:22:56: %0SPF-5-ADJCHG: Process 1, Nbr 132.165.40.1 on Seriall/0/1 from LOADING

to FULL, Loading Dome

Router (config-router) §

Copy

Paste

"

B R2

| Physical Config | CLI

10S Command Line Interface

Distance: (default 1s 110)

Router (config) frouter os

Router ({config) frouter ospf 1

Router (config-router) #network 172Z.31.23.0 0.0.0.3 area 0
Router (config-router) fnetwork 17Z.31.21.0 0.0.0.3 area 0
Router (config-router) §

00:13:32: %0S5PF-5-RADJCHG: Process 1, Nbr 132.168.40.1 on Serial0s/0/1 from LOADING

to FULL, Leoading Done
Router {config-router) #do show ip protocols

Bouting Protoeol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 2Z05.1&5.Z00.Z224

Number of areas in this router is 1. 1 normal 0 stub 0 nssa

Maximim path: 4

Routing for Networks:
Z205.165.200.0 0.0.0.7 area O
172.31.23.0 0.0.0.3 arez O
172.31.21.0 0.0.0.3 area O

Bouting Information Sources:

Gateway Distance Last Update
172.31.23.2 110 00:08:35
152 _.168.40.1 110 00:00:10
203.165.200.224 110 00:00:10

Distance: (default is 110)

Bouter {config-router)

m

Copy

] [ Paste
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Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

BRI

Mind Wide Open”

Physical

Config | CLI |

10S Command Line Interface

Rlrenzble
Rlishow ip protocols

Bouting Protocol is "ospf 1™

Outgoing update filter list for &1l interfaces is not set
Incoming update filter list for all interfaces is not set

Router ID 1592 168.40.1

Humker of zreas in this router is 1. 1 normzl 0 stubk 0 nasa

Maximum path: 4
Bouting for Networks:

152 _168.30.0 0.0.0.255 area 0

152 _1658.40.0 0.0.0.255 area 0

172.31.21.0 0.0.0.3 area 0
Bouting Information Sources:

Eateway Distance
172.31.23.2 110
1%2.168.40.1 110
208_165.200.224 110

Distance: (default is 110)

21

Last Update
00:21:17
00:10:40
00:12:52
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Bouterrenable
Routerfshow ip protocols

Routing Protocol is "ospf 1™

Cutgoing update filter list for 21l interfaces is not set

Incoming update filter list for all interfaces is not set

Bouter ID 2095_.165.200.224

Number of areas in this router is 1. 1 normal 0 stub 0 nssa

Maximim path: 4

Routing for Networks:
205.165.200.0 0.0.0.7 area 0
172.31.23.0 0.0.0.3 area 0
172.31.21.0 0.0.0.3 area 0

Routing Information Sources:
Gateway Distance
17z.31.23.2 110
192.168.40.1 110
209.165.200.224 110

Distance: {default is 110)

Last Update
00:21:32
00:10:58
00:13:08

Rnute:ﬂ

Copy
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I0S Command Line Interface

Routerxenable
Routerfshow ip protocols

Routing Protocol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 17Z.31_23.Z2
Nurber of areas in this router is 1. 1 normal 0 stub O nssa
Maximum path: £
Routing for Hetworks:
172.281.232.0 0.0.0.3 area 0
Bouting Information Sources:

Gateway Distance Last Update
172.31_23.2 110 00:21:53
192.168.40.1 110 00:2&:32
Z03.1685.200.224 110 00:Z&-31

Distance: (default is 110)

Router

m

Copy
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Router ID R1

-
® R1

| Physical Config | CLI|

105 Command Line Interface

Press BRETURN to get started!

Rl»enable
R1g
Rl§show ip protocols

Routing Protocol is "ospf 1"

Bouter ID 1.1.1.1

Maximim path: 4

Routing for Networks:
192.168.30.0 0.0.0.255 area O
192.165.40.0 0.0.0.255 area O
172.31.21.0 0.0.0.3 area 0

Routing Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:00:00

Distance: (default is 110)

2hE

LORDING to FULL, Loading Done

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0s0-0,

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

Hurber of areas in this router is 1. 1 normal 0 stub 0 nssa

changed state to up

00:00:31: %0SPF-5-ADJCHE: Process 1, Wbr 20%.185.200.224 on Seriald /0/0 from

m
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Paste

Router ID R2

saemenenan g A0

B R2

"

= | =

| Phy=ical Config | CLI |

I0S Command Line Interface

FOUter®
00:00:21: %0SPF-5-ADJCHG: Process 1
to FULL, Loading Done

00:00:21: %05PF-5-ADJCHE: Process 1
FULL, Loading Done

sho

% Incomplete command.

Router§show ip protocols

Routing Protocol is "ospf 1"

Router ID 2.2.2.2

Maximim path: 4

Bouting for Networks:
Z09.185.200.0 0.0.0.7 area O
172.31.23.0 0.0.0.3 area O
172.31.21.0 0.0.0.3 area O

Bouting Information Sources:

Gateway Distance Last Update
1.1.1.1 110 00:00:08
2.z2.z2.2 110 00:00:08
172.31.23.2 110 00:00:08
152_1€8.40.1 110 00:10:31
2059.165.200.224 110 00:02:14

Distance: (default is 110)

Bouterf

Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

Number of areas in this router is 1. 1 normal 0 stub 0 nssa

, Wer 172_31.23.Z on Serialds0/0 from LORDING

, For 1.1.1.1 on Seriald/0/1 from LOADING to

m
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Interfaces pasivas
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10S Command Line Interface

Tisco CIBCOLISAL RS lzevisicn L.0) with 251GZ0R/ZZTRER bytes of memory.
Processor board ID FIX152400ES

4 FastEthernet interface(s)

2 Gigabit Ethernet interfaces

2 Low-speed serizl{sync/async) network interface(s)

DR2M configuration is 64 bits wide with parity disabled.

255K bytes of non-wvolatile configuration memory.

243856K bytes of ATA System CompactFlash 0 (ReadsWrite)

Press RETURN to get started!

Routerrshow ip protocols

BEouting Protocol is "ospf 1"
Outgoing update £ilter list for =11 interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 3.3.3.3
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Bouting for Networks:
172.31.23.0 0.0.0.23 area 0
Routing Information Sources:
Fateway Distance Last Update
Distance: (defszult is 110)

Router>

SLINEPROTC-5-UPDOWN: Line protocel on Interface Serizld/ 071, changed state to up

m
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R1>ENRBLE

Rlgconf t

Enter configuration commands, one per line. End with CNTL/Z.
Rl {config) §router ospf 1

Rli{config-router) fpassive-interface £0/0.1
Rl{config-router) fpassive-interface £0/0.Z2

Rl {config-router)$

Bl {config-router) fexit

Rl {config) fexit

R1f

%5YS5-5-CONFIG_I: Configured from comscle by conscle

Rlgshow ip ospf interface £0/0.1

FastEthernet0/0.1 is up, line protococl is up
Internet address is 152.1€8.30.1/24, Area 0
Brocess ID 1, Router ID 1.1.1.1, Metwork Type BRORDCAST, Cost: 1
Transmit Delay is 1 sec, State WAITING, Priority 1
NHo designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Index 1/1, flood gueue length 0
Hext 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, ARdjacent neighbor count is 0
Suppress hello for 0 neighboris)
Rl

m
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e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada interface
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105 Command Line Interface

Rlgshow ip ospf interface

FastEthernetl/0.1 is up, line protocol is up

Internet address is 132.168.30.1/24, Area 0

Process ID 1, Router ID 1.1.1.1, Network Type BRORDCAST, Cost: 1

Transmit Delay is 1 sec, State DR, Priority 1

Designated Router (ID) 1.1.1.1, Interface address 15Z.168.30.1

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)

Index 171, flood gqueue length 0

Next O0x0(0)/0x0{0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Heighbor Count is 0, Adjacent neighbor count is 0

Suppress helleo for 0 neighboris)

FastEthernet0/0.2 is up, line protocol is up

Internet address is 13Z_.165.40.1/%4, Area 0

Process ID 1, Router ID 1.1.1.1, Network Type BRORDCRST, Cost: 1

Transmit Delay is 1 sec, State DR, Priority 1

Designated RBouter (ID) 1.1.1.1, Interface address 15Z.168.40.1

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Ho Hellos (Passive interface)

Index 272, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 0, Adjacent neighbor count is 0
uppress hello for 0 pejghboris)

m
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10S Command Line Interface

Designated Router (10] L1.1.1.1, lnterfzce =ddress L02-l188.40.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit &
No Hellos (Passive interface)
Index 2/Z, flcocod gueue length 0
Next 0x0{0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress helle for 0 neighbor(s)
Serial0/0/0 is up, line protocol is up
Internet address is 172.31.21.1/30, Rreaz 0O
Process ID 1, Router ID 1.1.1.1, Network Type POINT-TO-POINT, Cost: 7500
Transmit Delay is 1 sec, State BOINT-TO-BOINT, Priority 0
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:00
Index 3/3, flood gqueue length 0
Wext 0x0{0)/0x0{0)
Last flood scan length is 1, maximmm is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbkor count is 1
Rdjacent with neighbor Z.Z_.Z.Z
Suppress hello for 0 neighbor(s)
1§
R1g
R1g
R1g
B1§
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TUppress Rellc Zor U Deighbor () P
RZgshow ip ospf interface

Seriald/0/1 is up, line protoceol is up
Internet address is 172.31.21.2/30, Area 0
Process ID 1, Router ID Z2.Z.Z.Z, Network Type POINT-TO-POINT, Cost: 781
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05
Index 1/1, flood gqueue length O
Wext 0x0(0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor(s)
Seriald/0/0 is up, line protocel is up
Internet address is 172.31.23.1/30, Area 0
Process ID 1, Router ID Z2.Z.Z.Z, Network Type POINT-TO-POINT, Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0O
No designated router on this network
No backup designated router on this network
[l Timer intervals configured, Hello 10, Dead 40, Wait 40, RBetransmit 5
Hello due in 00:00:07
Index Z/2, flood queue length 0
Wext 0x0(0)/0x0{0)
Last flood scan length is 1, maximum is 1 2

m
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I0S Command Line Interface
Wext Ox0 (077 0%0107 -

Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Rdjacent neighbor count is 1
2djacent with neighbor 1.1.1.1
Suppress hello for 0 neighboris)
Seriald/0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, Area 0
Process ID 1, Router ID 2.2.2.2, Network Type DOINT-TO-POINT, Cost:
Transmit Delay is 1 sec, State BOINT-TO-POINT, Priority 0
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:07
Index Z/2Z, flood gqueue length 0
Wext 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Rdjacent neighbor count is 1
Adjacent with neighbor 3.3.3.3
Suppress hello for 0 neighboris)
RZE
RZE
RZE
RZE
RZ§
RZE
{1 RZ§
RZE =
= |

m
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3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN Routing y
Seguridad en los Switches acorde a la topologia de red establecida.

B Switch1 — a X

Physical Canfig CLI

I0S Command Line Interface

Switch(config)gint vlan 1 A
Switch{config-if) #ip ad
Switch{config-if)#ip address 152.1€2.

% Invalid input detected at '*~' marker.

Switch(config-if) #ip ad

Switch({config-if) #ip address 152.1€2.5%.3 255.255.255.0
Switch({config-if) #no shu

Switch({config-if) #no shutdown

Switch{config-if)
SLINE-5-CHRNGED: Interface Vlanl, changed state to up

SLINEFROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

Switchi{config-if)fexit
Switch{config) #ip ?

access-list Named access-list

default-gateway Specify default gateway (if not routing IF)

dhcp Configure DHCPF server and relay parameters

domain IP LCNS Resolver

domain-loockup Enakle IP Domain Name System hostname translation

domain-nams Define the default domain name

ftp FTP configuration commands

host Add an entry to the ip hostname takle

name-ServVer Specify address of name server to use

ssh Configure ssh options
Switch{config) ¢ip de
Switchiconfig)gip default-gateway 152 _1€2.595_1 b

Copy Paste
L] — O x
Physical Config CLI
I0S Command Line Interface
~
Switch>
Switchrenable
Switchiconfigure ter
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)gint £0/1
Switch(config-if) #sw
Switch(config-if) ¢switchport po
Switch{config-if) #switchport mo
Switch(config-if) ¢switchport mode ac
Switch (config-if) §switchport mode access
Switch(
Switch( a
Switchi access vlan 40
Switch(
Switch(config-if) fexit
Switch(config)#int £0/3
Switch (config-if) §sw
Switch| if) gswitchport m
Switch{config-if) éswitchport mode ©
Switch (config-if) #switchport mode trunk
Switch( i
Switch{config-if)#
Switch{config-if) gexit
Switch-:ccnfig)ﬂl ¥
Copy Faste
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Switchrenable

Switchgconf t

Enter configuration commands, one per line. End with CHIL/Z.
Switchi{config)#vlan 30

Switchi{config-vlan) #name administracion
Switch{config-vlan)fvlan 40

Switch{config-vlan) fname mercadeo

Switch(config-vlan) gend

Switchg

%5Y¥YS5-5-CONFIG_I: Configured from console by console

Switch#show vlan brief
VLEN Name Status Ports

1 default active Fad/l, Fa0/2, Fald/f4, Fal/5
Fal/€, Fad/7, Fad/8, Fald/3
FalO/10, Fal/s1l, FaO/12, Fal/132
Fa0/l4, FaO/15, FaO/l€, Fad/17
Fal/l2, Fal/1%, Fal/20, Fal/21
Fa(/22, Fa0/23, Fa0/24, Gigds1
Gigo/s2

20 administracion active

40 mercadeo active

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

Switchg N

Copy Faste
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Physical Caonfig CLI

10S Command Line Interface

% Configuring IP routing on a LAN subinterface is only allowed if that L

subinterface is already configured as part of an IEEE 502.10, IEEE &02.1¢Q,
or ISL wLRN.

Router (config-subif) fen

Bouter (config-subif) #encapsulation d

Router (config-subif) dencapsulation dotlQ 30
Router (config-subif) #ip

Router (config-subif) ¢ipa

Bouter (config-subif) #ip

Router (config-subif) §ip a

Bouter (config-subif) #ip ad

Bouter (config-subif) #ip address 152_168.5%5.1 255.255_255.0
Bouter (config-subif) fexit

Bouter (config) #int £0/1

Bouter (config-if) #no shu

Router (config-if) #no shutdown

Router (config-if)§
%LINE-S5-CHRENGED: Interface FastEthernet(/l, changed state to up

Bouter (config-if) #int 0/1

% Imvalid input detected at '~' marker.

Router (config-if) #sho
Router (config-if) #shw
Router (config-if) fexit
Router (config) #in £0/1 v

Copy Paste
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NOUUNTEr OO T I I T TEIT
Router (config) #in £0/1
Router (config-if) #shw
Router (config-if) #sh
Router (config-if) #shutdown

Router (config-if) g

Router (config-if) #int £0/0
Router (config-if) #no sh
Router (config-if) #no shutdown

Router (config-if) g
$LINE-5-CHANGED: Interface FastEthernet(/0, changed state to up

up
$LINE-5-CHANGZED: Interface FastEthernet(/0.1, changed state to up

% LINEFROTO-5-UFDOWN: Line protocol on Interface FastEthernetd/s0.1,
to up

Router (config-if)#int £0/0.1

Router (config-subif) genc

Router (config-subif) fencapsulation d
Router (config-subif) fencapsulation dotlQ 30
Router (config-subif) ¢ip

Router (config-subif) gip a

SLINE-5-CHRNGED: Interface FastEthernet(/l, changed state to administratively down

% LINEFROTO-5-UFDOWN: Line protocol on Interface FastEthernetd/0, changed state to

changed state

4. En el Switch 3 deshabilitar DNS lookup

B 53 - ——

Copy Paste
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[TwitchE

Switch§

Switchg

Switché

Switchg

Switchg

Switch§

Switchg

Switché

Switchfconfigure terminal
Enter configuration commands, ome per line. End with CNTIL/Z.
Switch{config) #no ip domain-
Switch{config) #no ip domsin-lookup
Switch{config) #
Switchiconfig)#
Switch({config) §
Switch{config)§
Switch{config)$
Switch{config) #
Switch{config)§
Switchiconfig) §
Switch({config) &
Switch{config)$
Switch({config) §
Switch{config)§
Switchiconfig) §
Switch({config) &
Switch{config)#
Switch({config) §
Switch(config) §

m
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up

Switch>enabkle

Switch#conf t

Enter configuration commands, one per line. End with CHTL/Z.
Switch(config)fhostname S1

Sli{config)#int vlan 1

Sl {config-if) gip ad

Sl{config-if)#ip address 152_.1€8.55.2 255_255.255.0
Sl{config-if) ¢no shu

Sli{config-if)#no shutdown

Sli{config-if)#§
2 LINE-5-CHLNGE

: Interface Vlamnl, changed state to up

SLINEPROTO-S5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

Sl{config-if) fexit

Sliconfig) #ip def

Sl {config) #ip default-gateway 192.163.55.1
Sli{config)

SLINEFROTC-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to

Copy

Paste

B Switch1 —

Physical Caonfig CLI

I0S Command Line Interface

Switch{config) #int wlan 1

Switchi{config-if) #ip address 1%2.1€8.

% Invalid input detected at '*' marker.

Switch ({config-if) #ip ad

onfig-if) #ip address 152.1€8.55.3
Switch (config-if) #no shu
Switch({config-if) #no shutdown

Switch(config-if)#
R LINE-5-CHRNGED: Interface Vlanl, changed state to up

SLINEFROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

Switch({config-if) #exit

Switch(config) #ip ?
access-list Named access-list
default-gateway Specify default gateway £ not routing IP)
dhep Configure DHCPF server and relay parameters
domain IP DNS Resolwer
domain-lookup Enable IF Domain Name System hostname translation
domain-nams Define the default domain name
£tp FTF configuration commands
host 2dd an entry to the ip hostname tabkle
name-ServVer Specify address of name server to use
ssh Configure ssh options

Switch ({config) #ip de

Switch(config)#ip default-—gateway 1592 1c2.595.1

Copy
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6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

1209 165 200 224729

o

SErvery

P51

i

=AREN X

| Physical

Config | CLI |

51

down

{config-if)§
{config-if) gexit
{config)#interface GigabitEthernet/1
{config-if) #shutdown

down

51l (config-if)§

81 {config-if) fexit
51 {config)finterface

SLINE-5-CHANGED: Interface GigsbitEthernetl/1,

FastEthernetl/23

config-if) §shutdown

% LINE-5-CHANGED: Interface FastEthernet0/Z3,
down

{config-if)§
{config-if) gexit
{config) #interface
lconfig-if) g
lconfig-if) fexit
(config)finterface
({config-if) §
(config-if) fexit
({config) finterface
{config-if)§
{config-if) fexit
{config) $interface
{config-if) g
lconfig-if) fexit

FastEthernet0/22

FastEthernetl/Z1

FagtEthernetl/Z0

FastEthernet0/1%

I10S Command Line Interface

changed state to administratively

changed state to administratively

m
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7. Implement DHCP and NAT for IPv4

8. Configurar R1 como servidor DHCP para las VLANSs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones estaticas.

Configurar DHCP pool para VLAN 30

Name:

ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.
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Name: MERCADEO
Configurar DHCP pool para VLAN 40 DNS-Server: 10.10.10.11

Domain-Name: ccna-unad.com
Establecer default gateway.

¥ Router2 — O >

Physical Config CLI

I10S Command Line Interface

]
Router>
Router>enable
Routergconfi t
Enter configuration commands, one per line. End with CHNTL/Z.
Router (config) #ip dhep pool ADMINISTRACION
Router (dhep-config) gnetwork 182 1€&_30.0 255 _255_3255.0
Router (dhep-config) gdefault-router 152 .168.30.1
Douter (dhep-config) §DNS
Router (dhep-config) §DHNS-server 10.10.10.11
Douter (dhep-config) gdo
Router (dhep-config) g¢dom
Douter (dhep-config) §7
default-router Default routers
dns-server Set name Server
exit Exit from DHCP pool configuration mode
network Network number and mask
no Negate a command or set its defaults
option Raw DHCF options
Router (dhep-config) gexit
Router (config)$?
Configure commands:
aaa Zuthentication, Authorization and Bccounting.
access—list bLdd an access list entry
banner Define a login banner
boot Modify system boot parameters
cdp Flobal CDF configuration subcommands
class-map Configure Class Map
clock Configure time—-of-day clock
config-register Define the configuration register i

Copy Paste
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O

x

Switch>

Switch=enable
Switch#configure ter

Enter configuration commands,
Switch (config)fint £0/1
Switch (config-if) §sw
Switch(config-if) #switchport
Switch (config-if) gswitchport
Switch{config-if) #§switchport
Switch{config-if) #§switchport
Switch (config-if) #sw

Switch (config-if) #§switchport
Switch(config-if) #switchport
Switch(config-if) g
Switch({config-if) #exic
Switch (config)gint £0/3
Switch (config-if) §sw
Switch(config-if) #switchport
Switch (config-if) gswitchport
Switch{config-if) #§switchport
Switch (config-if)#

Switch (config-if)§
Switchi{config-if) gexit
Switch(config) g

one per line.

po
mo

mode ac
mode access

=
access wvlan 40|

m
mode t©
mode trunk

End with CNTL/Z.
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Routerrenakble

Boutergfconf t

Enter configuration commands,
Router{config) #no i

Router {config) #no ip
Router{config) #no ip dh
Router(config) $no ip dhep po
Bouter (config) #no ip dhep pool
Bouter (config) #

Bouter (config) #

Router (config) #ip dh

Router (config) #ip dhcp p

one per line.

40

Bouter (config) #ip dhep pool MERCRDEO
Router (dhcp-config) énetwork 192.1€63.40.0 255.255.255.0

Router (dhcp-config) #default-router 152 .1€5.40.1

Router (dhcp-config) §DMS5-server
Router (dhcp-config) §exit

10.10.10.11

End with CHTL/Z.

Router{config) #ip dhcp excluded-address 152 .168.40.1 152.163.40.30

Router (config) §

Copy

Paste
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TLCINEPROIU-5-UPDURN T LINE DrotoCol OfN INCErrace FaSTECHERIETU; L7 U0, o T STate
to up

Routerrenabkle
Routerfhotname R2

% Invalid input detected at '~' marker.

Routerfconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router {config) #int s0/0/1

Router (config-if) #ip add

Router (config-if) #ip address 172.31.23.2

% Incomplete command.

Souter (config-if) gip ad

Router (config-if) #ip address 172.31.23.2 255.255.255.252
Router (config-if) $#no shu

Router (config-if) #no shutdown

Router (config-if)#
SLINE-5-CHRNGED: Interface Seriald/0/1, changed state to up

Router (config-if) ¢
Router (config-if) ¢
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serialds0/1, changed state to up

Copy Paste

Interface seriales en 128
e : [E=EESE)

| Physical Config | CLI |

105 Command Line Interface

Rl>

Rlrenzble

Rlgconf t

EZnter configuration commands, one per line. End with CNTL/Z.
L Rl {config)gint s0/0/0

Bl {config-if) gband

Rl {config-if) §bandwidth 128

Rl {config-if) gend

R1g |
%5YS5-5-CONFIG_I: Configured from conscle by conscle

Rlgshow interfaces s0/0/0 !?
% Ambiguous command: "show interfaces s0/0/0
Rlgshow interfaces s0/0/0
Serial0d/0/0 is up, line protocol is up (connected)
Hardware is HD&4570
Internet address is 172.31.21.1/30
MTU 1500 bytes, | [i9%d, DLY 20000 usec,
relisbility 255/255, txload 17255, rxload 1/255
Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input newver, output never, output hang never
Last clearing of "show interface"™ counters never
Input queus: 0/75/0 (size/max/dzops); Total ocutput dzops: 0
Queueing strategy: weighted fair
[ Qutput queue: 0/1000/64/0 (size/max total/threshold/drops)
Conversations 0/0/256 (active/max active/max total) B
Reserved Conversations 0/0 (alleocated/max alleocated)
Available Bandwidth 96 kilobits/sec .

“comy ] (peme ] ||

m
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105 Command Line Interface
[Touter (contig-1  Fbandvideh 128

Router (config-if)#

Router (config-if) #end

Router§

%5¥5-5-CONFIG_I: Configured from conscle by conscle

Router§show interfaces s0/0/0
Seriald/0/0 is up, line protocol is up (connected)
Hardware is HD&4570
Internet address is 172.31.23.1/30
MITU 1500 bytes, ¥bit, DL¥ 20000 usec,
relisbility 255/255, txlcad 1/255, rxload 1/255
Encapsulation HDLC, loopback not set, keepalive set (10 sec) |
Last input never, output never, ocutput hang never
Last clearing of "show interface" counters never
Input gueue: 0/75/0 (size/max/drops); Total cutput drops: 0
Queueing strategy: weighted fair
Output queue: 0/1000/64/0 (size/max total/threshold/drops)
Conversations 0/0/258 (active/max active/max total)
Reserved Conversations 0/0 (allcocated/max allocated)
Zvzilzble Bandwidth 36 kilobits/sec
5 minute input rate &Z bits/sec, 0 packets/sec
5 minute output rate &2 bits/sec, 0 packets/sec
380 packets input, 25308 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
377 packets output, Z5844 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
0 output buffer failures, 0 output buffers swapped out —
--More—— aik

m

| Copy ][ Paste

"B R [E=RIE )

| Physical Config | CLI |

105 Command Line Interface

T inmput errors, O LHL, U treme, U overrum, O ignored, U 2bort
377 packets ocutput, 25844 bytes, 0 underruns

0 output errors, 0 collisions, 1 interface resets
0 cutput buffer failures, 0 cutput buffers swapped cut
0 carrier transitions

Routergshow interfaces s0/0/1
Seriald/0/1 is up, line protocol is up (connected)
Hardware is HD&4570
Internet address is 172.31.21.2/30
MTU 1500 bytes, BWlEEEBKbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/Z55
Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input never, output never, cutput hang never
Last clearing of "show interface"™ counters never
Input gueue: 0/75/0 (size/max/drops); Total cutput dreops: 0
Queueing strategy: weighted fair
Output queue: 0/1000/€4/0 (size/max total/threshold/drops)
Conversations 0/0/258 (active/max active/max total)
Reserved Conversations 0/0 (alleocated/max zllocated)
Available Bandwidth 38 kilobits/sec
l 5 minute input rate 59 bits/sec, 0 packets/sec |
l 5 minute cutput rate &3 bits/sec, 0 packets/sec
380 packets input, Z&644 bytes, 0 no buffer
I Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
384 packets output, Z6380 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
0 output buffer failures, 0 cutput buffers swapped out —
—--More-- ik

m
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Router (config-if)§

Router (config-if] fend

Routerg

4S¥S-5-CONFIG I: Configured from console by consol

Routerfshow interfaces s0/0/1
Seriall/0/1 is up, line protocol is up (connected)
Hzrdware iz HDE4570
Internet address is 172.31.2Z3.2/30
MIU 1500 bytes, Kbit, DLY 20000 usec,
reliability 255/255, txload 17255, rxload 1/255
Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input never, ocutput never, output hang never
Last clearing of "show interface" counters never
Input gueue: 0/75/0 (size/max/drops); Total cutput drops: O
Queueing strategy: weighted fair
Cutput queue: 0/1000/64/0 (size/max total/threshold/drops)
Conversations 0/0/25€ (active/max active/max total)
Reserved Conversations 0/0 (allocated/max zlleocated)
Available Bandwidth 3& kilobits/sec
5 minute input rate 5& bits/sec, 0 packets/sec
5 minute cutput rate 5 bits/sec, 0 packets/sec | _
416 packets input, 28588 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
409 packets output, 27892 bytes, 0 underruns
0 ocutput errors, 0 ccllisicns, 1 interface resets
0 cutput buffer failures, 0 cutput buffers swapped out
——More-- i

oo

m

10. Configurar NAT en R2 para permitir que los host puedan salir a internet
® R BNl

Physical I Config ‘ CLI |

10S Command Line Interface

Press RETURN to get started.

Routerrenable

Routerfconf t

Enter configuration commands, one per line. End with CHTL/Z.

Router (config) facc

Router (config) faccess-list 1 per

Router (config) #access-1list 1 permit 172.31.21.0 0.0.0.3

Bouter (config) #ip nat pu

Bouter (config) #ip nat po —
Router (config)#ip nat pool p

Router (config) #ip nat pool pu

Router (config) #ip nat pool publi

Router (config) #ip nat pool public_acces 203.185.200.242 203.165.200.254 netmask
255.255.255.224

Router (config) #ip nat inside scurece list 1 pool public acces

Router (config)# il

con

m

———— T T T T—
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11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para restringir o

permitir trafico desde R1 o R3 hacia R2.

BRI

=

| Physical I Config | CLI |

105 Command Line Interface

Tress NolURN to get stecced]

up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthermet0/0.1,
to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.Z2,
to up

SLINE-S5-CHRNGED: Interface Serial0/0/0, changed state to up

FULL, Loading Done

Rl»enable

Rlgconf t©

Enter configuration cc
Rl {config) §ace

Rl {config) #access-list 1 permit 132_168.30.31
Rl {config) #access-list 1 permit 152_.168.40.31
Rl {config) §int £0/0

Bl {config-if) #ip ac

Rl {config-if)#ip access—group 1 in

Rl {config-if) §

., one per line. End with CNTL/Z.

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to

$LINEFROTC-5-UPDCWN: Line protocol on Interface Serial0/0/0, changed state to up

00:00:10: %05PF-5-ADJCHG: Process 1, WNbr 2.2.2.2 on Serial0ys0/0 from LOADING to

changed state

changed state

m

Copy ][ Paste

el |

B R2

~

=)

| Physical | Config | CLI |

105 Command Line Interface

FULL, Loading Done

FULL, Loading Done

RZ>

RZrenable

RIfconf t

Enter configuration commands, one per line. End with CNTL/Z._
RZ (config) facc

RZ (config) faccess-list 1 permit any
RZ {config) #int £0/0

RZ (config-if) #ip acc

RZ (config-if) #ip access-group 1 out
RZ {config-if) facc

B2 {config-if) fexit

RZ (config) facc

BZ (config) faccess-list 2 permit any
RZ{config)§int s0/0/1

RZ (config-if) #ip acc

RZ (config-if)#ip access-group 2 in
RZ {config-if)§

RZ (config-if) ¢

22 (config-if) g

[ELINE L OO - UEDOAN . Line protocol on Interface Seriall/0/1, changed state to up
SLINEPROTC-5-UPDOWN: Line protocol on Interface Serial0ys040, changed state to up

00:00:10: %0SPF-5-RDJCHE: Process 1, Nbr 3.3.3.3 on Serial0/0/0 from LOADING to

00:00:10: %0SPF-5-ADJCHE: Process 1, Wbr 1.1.1.1 con Serizld/0/1 from LOADING to

m

Copy ][ Paste ]
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12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

"

. -
B R1 ESR T

—
| Physical Config | CLI |

I0S Command Line Interface

Press BETURN to get started.

Rl»ensble
Rlfconf t
Enter configuration commands, cone per line. End with CNTL/Z.
Rl {config) facc
Rl (config) feccess-1list 100 2
deny Specifiy packets to reject
permit Specify packets to forward
remark Access list entry comment
Bl {config)faccess-1ist 100 deny ip 192.168.30.31 0.0.0.255 172.31.21.0 0.0.0.3
Bl {config)#int £0/0
Bl (config-if)#ip ac
Rl {config-if) #ip access-group 100 in
Rl {config-if)§ —

m

Copy H Paste
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13. Verificar procesos de comunicacion y redireccionamiento de trafico en los routers mediante el

uso de Ping y Traceroute.}

® Cisco Packet Tracer - G\ p practicas\p

practicas.pkt

New Cluster

Move Object

Set Tiled Background

Viewport
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1 ‘
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ANEXOS
Desarrollo de Prueba de habilidades practicas en Packet Tracer

https://drive.google.com/file/d/1wlw7m015un0G31sBhR066CmZSZtuGsl9/view?usp=sharing



https://drive.google.com/file/d/1wIw7m015un0G3IsBhR066CmZSZtuGsI9/view?usp=sharing
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CONCLUSIONES

Con la realizacion de esta practica se gana experiencia y conocimiento al momento de
configurar la Vlan en cada uno de los casos, asignando la Vlan correctamente a cada una
de los puertos observando las posibles fallas al momento de poner en funcionamiento la
Red, verificando la seguridad de puertos permitiendo restringir el tréfico de datos.
También se puede afirmar que un enlace troncal es un enlace punto a punto entre dos
dispositivos de red que transporta mas de una VLAN. Un enlace troncal de VLAN le
permite extender las VLAN a través de toda una red; también se logro controlar
broadcasts de la red con segmentacion de la VLAN y se ve cdmo es que los enlaces
troncales de la VLAN transmitieron tréafico a diferentes partes de la red configurada en
una VLAN. Se armd una red confirmando que hay unos parametros basicos para la
configuracién de un Switch que son muy importantes para la estructuracion de una red, se
adopta un conocimiento dptimo para saber que dispositivos son los necesarios y la
adecuada conexion entre ellos, verificacion de elementos existentes e implementar unos
basicos como la direccién IP, la seguridad y nombre en los equipos , ademas de adquirir
informacidn suficiente que permita esclarecer que tipo de configuracion automatica hay
hasta el momento. Se disefié la implementacion de direccionamiento IPv4 con VLSM, la
cual se realiza con el fin de lograr una mejor eficiencia en el espacio de direccionamiento
y asi aprovechar todas las direcciones que se pueden disefiar en una red, se tuvo en
cuenta el tamafio de la red desde la mayor hasta la menor, para no generalizar, sino segun
corresponda el espacio de direccionamiento en cada subred, se logro realizar la
configuracion de las interfaces de los routers con las direcciones propuestas estableciendo
conectividad entre ellos, y por Gltimo se procedié a verificar que estas se hayan

configurado correctamente haciendo ping entre los routers y tuvieron éxito.
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