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INTRODUCCION

En el siguiente trabajo encontramos la realizacion de las practicas del diplomado
de CISCO CCNA, donde solucionamos unos casos planteados en la guia de
trabajo aplicando y poniendo en practica todas las teméaticas aprendidas durante
el curso CISCO CCNA.

Mediante el desarrollo de esta parte practica demostraremos todos los
conocimientos obtenidos para simular los escenarios propuestos en el software
paket tracer lo cual el muy atil en nuestra formacién como profesionales.



OBJETIVOS

Objetivo general

e solucionar los escenarios propuestos en la actividad aplicando las
herramientas y recursos ofrecidos por el curso de cisco CCNA.

e Analizar los escenarios propuestos en la actividad y por medio de la
herramienta packet tracert hacer la respectiva simulacion dando un
resultado optimo de solucién.



Objetivos especificos

Aplicar, conocer y manejar el software pkt.

Hacer el respectivo disefio de las topologias de los dos escenarios y
representarlas en el software pkt.

Hacer la determinacion de la cantidad de host y subredes contenidas en
cada red.

Desarrollar un esquema de direccionamiento para cada caso y hacer su
respectiva prueba.

Hacer la respectiva conexion y configuracion de las redes aplicando los
diferentes comandos IOS de CISCO.

Identificar y aplicar los diferentes protocolos de enrutamiento.



Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogotéa y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red
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i‘magen 1: Topologia de red 1

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar
el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red
LAN y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.
Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.



Solucién escenario 1

Para comenzar se debe realizar lo siguiente.

Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,
etc).

MEDELLIN2(config)#hostname MEDELLIN2
MEDELLINZ2(config)#no ip domain-lookup
MEDELLINZ2(config)#service password-encryption
MEDELLINZ2(config)#enable secret class
MEDELLINZ2(config)#line console 0
MEDELLINZ2(config-line)#password cisco
MEDELLINZ2(config-line)#login
MEDELLIN2(config-line)#LINE VTY 0 15
MEDELLINZ2(config-line)#password cisco
MEDELLINZ2(config-line)#login

Se ingresa y configura el Router Medellin 2 con pasword encriptado y clave de
acceso al dispositivo

MEDELLIN3(config)#hostname MEDELLIN3
MEDELLIN3(config)#no ip domain-lookup
MEDELLIN3(config)#service password-encryption
MEDELLIN3(config)#enable secret class
MEDELLIN3(config)#line console O
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#login



MEDELLIN3(config-line)#LINE VTY 0 15
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#login

Se ingresa y configura el Router MEDELLIN 2 con pasword encriptado y la clave
de acceso al dispositivo

ISP(config)#no ip domain-lookup
ISP(config)#service password-encryption
ISP(config)#enable secret class
ISP(config)#line console O
ISP(config-line)#password cisco
ISP(config-line)#login
ISP(config-line)#LINE VTY 0 15
ISP(config-line)#password cisco
ISP(config-line)#login

Se ingresa y configura el Router MEDELLIN 2 con pasword encriptado y la clave
de acceso al dispositivo

MEDELLIN>ENABLE

MEDELLIN#CONF T

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#hostname MEDELLIN1
MEDELLIN1(config)#no ip domain-lookup
MEDELLIN1(config)#service password-encryption
MEDELLIN1(config)#enable secret class
MEDELLIN1(config)#line console 0
MEDELLIN1(config-line)#password cisco
MEDELLIN1(config-line)#login
MEDELLIN1(config-line)#LINE VTY 0 15
MEDELLIN1(config-line)#password cisco



MEDELLIN1(config-line)#login

Se Cambia el nombre del Router MEDELLIN por MEDELLIN1 y Se configura el
con la clave o pasword encriptados y la clave de acceso al dispositivo

BOGOTA>ENABLE

BOGOTA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#no ip domain-lookup
BOGOTA(config)#service password-encryption
BOGOTA(config)#enable secret class
BOGOTA(config)#line console 0
BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login
BOGOTA(config-line)#LINE VTY 0 15
BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login

Se configura el Router BOGOTA con la clave o pasword encriptados y de igual
manera la clave de acceso al dispositivo

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA2
BOGOTA2(config)#no ip domain-lookup
BOGOTAZ2(config)#service password-encryption
BOGOTAZ2(config)#enable secret class
BOGOTA2(config)#line console 0
BOGOTA2(config-line)#password cisco
BOGOTA2(config-line)#login
BOGOTA2(config-line)#LINE VTY 0 15



BOGOTAZ2(config-line)#password cisco
BOGOTAZ2(config-line)#login

Se cambia el nombre del Router por BOGOTA2 y se configura con la clave o
pasword encriptados y la clave de acceso al dispositivo

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA3
BOGOTA3(config)#no ip domain-lookup
BOGOTA3(config)#service password-encryption
BOGOTA3(config)#enable secret class
BOGOTA3(config)#line console 0
BOGOTA3(config-line)#password cisco
BOGOTA3(config-line)#login
BOGOTA3(config-line)#LINE VTY 0 15
BOGOTA3(config-line)#password cisco
BOGOTA3(config-line)#login

Se cambia el nombre del Router por BOGOTA3 y se configura con la clave o
pasword encriptados y la clave de acceso al dispositivo
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Realizar la conexion fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.
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Imagen 2: Topologia de red

Esta es la red propuesta entre Medellin Bogota teniendo como base tres Router
que conectan las ciudades y cada una de ellas tienen una red con dos Router y
dos terminales que aparecen explicitas en la gréfica.

Parte 1. Configuracion del enrutamiento

a Configurar el enrutamiento en la red usando el protocolo RIP version 2,
declare la red principal, desactive la sumarizacion automatica.
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Router ISP

Router>ENABLE

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 209.17.220.1 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Router(config-if)#int s0/0/1

Router(config-if)#ip address 209.17.220.5 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down

Se configura mediante lineas de comandos el Router ISP ingresando la IP con los
nameros propuestos, de igual manera se configura los tiempos, interfaces en el
serial 0/0/1 y canales

ROUTER_MEDELLIN1

Router>ENABLE

Router#CONF T

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 209.17.220.2 255.255.255.252
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Router(config-if)#
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.6.1 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#int sO/1/0

Router(config-if)#ip address 172.29.6.9 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Router(config-if)#int sO/1/1

Router(config-if)#ip address 172.29.6.13 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Router(config-if)#

Se configura mediante lineas de comandos el Router MEDELLIN1 ingresando la
IP con los numeros propuestos, de igual manera se configura los tiempos,
interfaces, seriales y lineas de protocolos.

ROUTER_MEDELLIN2

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 172.29.6.2 255.255.255.252
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
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Router(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.6.5 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#int g0/0

Router(config-if)#ip address 172.29.4.1 255.255.255.128
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Se configura mediante lineas de comandos el Router MEDELLIN2 ingresando la
IP con los numeros propuestos, de igual manera se configura los tiempos,
canales, interfaces, seriales y lineas de protocolos.

ROUTER_MEDELLIN3

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

Router(config)#int s0/0/0

Router(config-if)#ip address 172.29.6.10 255.255.255.252
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Router(config-if)#int s0/0/1

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed st
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Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.6.14 255.255.255.252
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
Router(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

Router(config-if)#int s0/1/0
Router(config-if)#ip address 172.29.6.6 255.255.255.252
Router(config-if)#no shut

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
Router(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
to up

Router(config-if)#int g0/0

Router(config-if)#ip address 172.29.4.129 255.255.255.128
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Router(config-if)#

Se configura mediante lineas de comandos el Router MEDELLIN3 ingresando la
IP con los numeros propuestos, de igual manera se configura los tiempos,
canales, interfaces, seriales y lineas de protocolos.

BOGOTA1

Router>enable
Router#conf t

15



Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 209.17.220.6 255.255.255.252
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Router(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.3.9 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#int s0/1/0

Router(config-if)#ip address 172.29.3.1 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Router(config-if)#int s0/1/1

Router(config-if)#ip address 172.29.3.5 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Router(config-if)#

Se configura mediante lineas de comandos el Router BOGOTAL ingresando la IP
con los numeros propuestos, de igual manera se configura los tiempos, canales,
interfaces, seriales y lineas de protocolos.

BOGOTAZ2

Router(config-if)#int g0/0
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Router(config-if)#ip address 172.29.1.1 255.255.255.0
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/O0,
changed state to up

Router(config-if)#int s0/0/0

Router(config-if)#ip address 172.29.3.10 255.255.255.252
Router(config-if)#no shut

Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.3.13 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

Router(config-if)#

Se configura mediante lineas de comandos el Router BOGOTA?2 ingresando la IP
con los numeros propuestos, de igual manera se configura los tiempos, canales,
interfaces, seriales y lineas de protocolos.

BOGOTA3
Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 172.29.3.2 255.255.255.252
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Router(config-if)#int

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Router(config-if)#int s0/0/1
Router(config-if)#ip address 172.29.3.6 255.255.255.252
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Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
Router(config-if)#int g0/0

Router(config-if)#ip address 172.29.3.6 255.255.255.252

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

% 172.29.3.4 overlaps with Serial0/0/1

Router(config-if)#int g0/0

Router(config-if)#ip address 172.29.0.1 255.255.255.0
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Router(config-if)#

Se configura mediante lineas de comandos el Router BOGOTAS3 ingresando la IP
con los numeros propuestos, de igual manera se configura los tiempos, canales,
interfaces, seriales y lineas de protocolos.

Se configura mediante lineas de comandos el Router BOGOTAS ingresando la IP
con los numeros propuestos, de igual manera se configura los tiempos, canales,
interfaces, seriales y lineas de protocolos.

CONFIGURACION RIP

MEDELLIN1

Router>ENABLE
Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
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Router(config)#router rip
Router(config-router)#version 2
Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.6.0/30 is directly connected, Serial0/0/1
C 172.29.6.8/30 is directly connected, Serial0/1/0
C 172.29.6.12/30 is directly connected, Serial0/1/1
C 209.17.220.0/30 is directly connected, Serial0/0/0
Router(config-router)#network 172.29.6.0
Router(config-router)#network 172.29.6.8
Router(config-router)#network 172.29.6.12
Router(config-router)#passive-interface s0/0/0
Router(config-router)#

Se configura el protocolo de informacién de enrutamiento para el Router
MEDELLIN1 mediante la conexion de protocolos y la configuracion de los seriales
que direccionaran paquetes de informacién establecidos como origen y destino
dependiendo del enrutamiento de la informacion

MEDELLIN2

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/0

C 172.29.6.4/30 is directly connected, Serial0/0/1
Router(config-router)#network 172.29.4.0
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Router(config-router)#network 172.29.6.0
Router(config-router)#network 172.29.6.4
Router(config-router)#passive-interface g0/0
Router(config-router)#

Se configura el protocolo de informaciébn de enrutamiento para el Router
MEDELLIN2 mediante la conexion de protocolos y la configuracion de los seriales
que direccionaran paguetes de informacion establecidos como origen y destino
dependiendo del enrutamiento de la informacién

MEDELLIN3

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0

C 172.29.6.8/30 is directly connected, Serial0/0/0

C 172.29.6.12/30 is directly connected, Serial0/0/1
Router(config-router)#network 172.29.4.128
Router(config-router)#network 172.29.6.4
Router(config-router)#network 172.29.6.8
Router(config-router)#network 172.29.6.12
Router(config-router)#passive-interface g0/0
Router(config-router)#

Se configura el protocolo de informacién de enrutamiento para el Router
MEDELLIN3 mediante la conexion de protocolos y la configuracion de los seriales
qgue direccionaran paquetes de informacién establecidos como origen y destino
dependiendo del enrutamiento de la informacion
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BOGOTA1l

Router>

Router>ENABLE

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip
Router(config-router)#version 2
Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.3.0/30 is directly connected, Serial0/1/0

C 172.29.3.4/30 is directly connected, Serial0/1/1

C 172.29.3.8/30 is directly connected, Serial0/0/1

C 209.17.220.4/30 is directly connected, Serial0/0/0
Router(config-router)#network 172.29.3.0
Router(config-router)#network 172.29.3.4
Router(config-router)#network 172.29.3.8
Router(config-router)#passive-interface s0/0/0
Router(config-router)#

Se configura el protocolo de informacién de enrutamiento para el Router
BOGOTAL mediante la conexién de protocolos y la configuracion de los seriales
que direccionaran paquetes de informacién establecidos como origen y destino
dependiendo del enrutamiento de la informacion

BOGOTA2

Router(config-router)#

Router(config-router)#

Router(config-router)#do show ip route connected

C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/0
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C 172.29.3.12/30 is directly connected, Serial0/0/1
Router(config-router)#exit

Router(config)#router rip
Router(config-router)#version 2
Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/0
C 172.29.3.12/30 is directly connected, Serial0/0/1
Router(config-router)#network 172.29.1.0
Router(config-router)#network 172.29.3.8
Router(config-router)#network 172.29.3.12
Router(config-router)#passive-interface g0/0
Router(config-router)#

Se configura el protocolo de informacién de enrutamiento para el Router
BOGOTA2 mediante la conexién de protocolos y la configuracion de los seriales
que direccionaran paquetes de informacién establecidos como origen y destino
dependiendo del enrutamiento de la informacion

BOGOTA3

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/0/1

C 172.29.3.12/30 is directly connected, Serial0/1/0
Router(config-router)#network 172.29.0.0
Router(config-router)#network 172.29.3.0
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Router(config-router)#network 172.29.3.4
Router(config-router)#passive-interface g0/0
Router(config-router)#

Se configura el protocolo de informacion de enrutamiento para el Router
BOGOTA3 mediante la conexién de protocolos y la configuracion de los seriales
que direccionaran paquetes de informacion establecidos como origen y destino
dependiendo del enrutamiento de la informacion

b. Los routers Bogotal y Medellin deberan afiadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de
las publicaciones de RIP.

ROUTER MEDELLIN1

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
Router(config)#router rip
Router(config-router)#default-information originate
Router(config-router)#

Se configura MEDELLIN1el enrutamiento de por medio del protocolo establecido
hacia el Router principal ISP mediante configuracion de comandos

ROUTER BOGOTA1

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
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Router(config)#route rip
Router(config-router)#default-information origina
Router(config-router)#

Se configura BOGOTALlel enrutamiento de por medio del protocolo establecido
hacia el Router principal ISP mediante configuracion de comandos

C. El router ISP deberd tener una ruta estatica dirigida hacia cada red interna
de Bogota y Medellin para el caso se sumarizan las subredes de cada uno a/22.

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
Router(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6
Router(config)#

Se crea una ruta estatica entre Medellin y Bogota mediante comandos de
enrutamiento que establecen subredes

Parte 2: Tabla de Enrutamiento.

a Verificar la tabla de enrutamiento en cada uno de los routers para
comprobar las redes y sus rutas.
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inter area A
* - candidate default, U - per-user static route, o - ODR
P - periodic dowvnloaded static route

Gateway of last resort is 209.17.220.5 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 9 subnets, 3 nasks
172.29.0.0/24 ([120/1) wvia 172.29.3.6, 00:00:02, Serial0/1/1
[120/1] wia 172.29.3.2, 00:00:02, Serial0/1/0
172.29.1.0/24 [120/1) via 172.29.3.10, 00:00:25, Serial0/0/1
172.29.3.0/30 is directly connected, Serial0/1/0
172.29.3.1/32 is directly connected, Serial0/1/0
172.29.3.4/30 is directly connected, Serial0/1/1
172.29.3.5/32 is directly connected, Serial0/1/1
172.29.3.8/30 is directly connected, Serial0/0/1
172.29.3.9/32 is directly connected, Serial0/0/1
172.29.3.12/30 [120/1) via 172.29.3.10, 00:00:25, Serial0/0/1
[120/1) wia 172.29.3.6, 00:00:02, Serial0/1/1
[120/1) via 172.29.3.2, 00:00:02, Serial0/1/0
209.17.220.0/24 is variably subnetted, Z subnets, 2 masks
209.17.220.4/30 is directly connected, Serial0/0/0
L 209.17.220.6/32 is directly connected, Serial0/0/0
S* 0.0.0.0/0 [1/0]) via 209.17.220.5

£l

PrOoOrCOr0OY

[x]

Routers Vi

Ctrl+F6 to exit CLI focus Copy Paste

Imagen 3: Enrutamiento Router Bogota
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P - periodic dowmloaded static route ~
Gateway of last resort isz Z09.17.FZ0.1 to network 0.0.0.0

17Z2.29.0.0/16 is wariably subnetted, 9 subnets, 3 masks

L 17E.29.4.0/25 [1E0/1] wia 17Z_E3.6.2, 00:00:Z24, Serial0 /0/1
R 172.22.4.128/28 [12041] wia 17Z2.25.6.14, 00:00:15,
Seriall/Ll/1
[12041] wia 17E.E5.5.10, 0O0:00:12,
Seriald/l/0
C 17Z.29.6.0/30 is directly connected, Serial0s0s1
L 17Z2.253.6.1/38 is directly connected, Zerialds071
L 17E.E9.6.4/30 [1E0/1] wia 17Z_E3.6.2, 00:00:24, Serial0/0/1
[120/1] wia 17Z2_E9.6.14, 00:00:18, Seriallf1ls1
[120/1] wia 172_E29.6.10, 00:00:1%2, Seriallf1ls0
C 172.29.6.8/30 is directly connected, Serial0s1l/0
L 172.29.6.93/32 is directly connected, 3erial0s1l/0
C 172 9.6, 12730 iz directly connected, Seriallf1l/1
L 17E.E9.6.13/322 is directly commected, Seriallf1/1

Z09.17.220.0/24 is wvariably subnetted, Z subnets, Z masks
C Z09.17.2EZ0.0/30 iz directly connected, Serial0s0/0
L Z09.17.ZE0.2/3Z is directly conmected, Seriall/s0/0
g 0.0.0.0/0 [1/0] via 202.17.220.1

Router#l L

Ctrl+F6 to exit CLI focus Copy Paste

imagen 4: Enrutamiento Router Medellinl

b. Verificar el balanceo de carga que presentan los routers.
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i - IS$-I8, L1 - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS L
inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.29.3.1 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 10 subnets, 3 nasks

C 172.29.0.0/24 is directly cormected, GigabitEthernet0/0

L 172.29.0.1/32 is directly connected, GigabitEthernet0/0

R 172.29.1.0/24 (120/1) wvia 172.29.3.13, 00:00:03, Serial0/1/0

cC 172.29.3.0/30 is directly connected, Serial0/0/0

L 172.29.3.2/32 is directly connected, Serial0/0/0

[0} 172.29.3.4/30 is directly connected, Serial0/0/1

L 172.29.3.6/32 is directly connected, Serial0/0/1

R 172.29.3.8/30 (120/1) wvia 172.29.3.13, 00:00:03, Serial0/1/0
(120/1) wvia 172.29.3.1, 00:00:07, Serial0/0/0
(120/1) via 172.29.3.5, 00:00:07, Serial0/0/1

C 172.29.3.12/30 is directly connected, Serial0/1/0

L 172.29.3.14/32 is directly connected, Serial0/1/0

R* 0.0.0.0/0 [120/1) wia 172.29.3.1, 00:00:07, Serial0/0/0
[120/1) via 172.29.3.5, 00:00:07, Serial0/0/1

Routers
Rout exr # Y,

Clrl+F6 to exit CLI focus Copy Paste
Imagen 5: Balanceo de Carga Router 3
¥ MEDELLING - [m] X

Physical Config CLI Aftributes
e

10S Command Line Interface

* - candidate default, U - per-user static route, o - ODR A
P - periodic dovmloaded static route

GCatewvay of last resort is 172.29.6.13 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 10 subnets, 3 masks
172.29.4.0/25 [120/1) wvia 172.29.6.5, 00:00:12, Serial0/1/0
172.29.4.128/25 is directly connected, GigabitEthernet0/0
172.29.4.129/32 is directly connected, GigabitEthernet0/0
72.29.6.0/30 [120/1) wvia
[120/1] via
[120/1] via

e 0o

is dire

is directly
directly
directly connected, rial0/0/0
directly connected, Serial0/0/1
is directly co d, Serisl0/0/1
[(120/1] via 1 - 0 - Serial0/0/1
[120/1] wia 172. PRI erial0/0/0
Routerg
Routerf
Routerg
Routerg 2l
Ctri+F6 to exit CLI focus Copy Paste

Imagen 6: Balanceo de Carga MEDELLIN3

C Obsérvese en los routers Bogotal y Medellinl cierta similitud por su
ubicacion, por tener dos enlaces de conexién hacia otro router y por la ruta por
defecto que manejan.
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d Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas
redundantes para el caso de la ruta por defecto.

f El router ISP solo debe indicar sus rutas estaticas adicionales a las
directamente conectadas.

Respuesta: en la siguiente imagen podemos verificar los pasos c,d, ey f

w |p

— O X
Phy=ical Config LI Atftributes
—
10= Command Line Interface
BEGE ~
I - EIGRP, E¥ — EIGERP external, 0 - O2PF, IA - 0OSPF inter area
N1l — OSPF MNESA external type 1, NEZ - O0SPF NESSA external type

El - O2PF external type 1, EZ - 0O3PF external type 2, E - EGP

i - IE-IS, L1 - I&S-I& lewvel-1, LZ - IES-IE level-Z, ia - IS-IE=
inter area

* - candidate default, T - per-user static route, o — ODER

P - periocdic dovmloaded static route

Gateway of last resort is not set

subnetted,
[1/0] wi

Z =ub
0o 17

[lr0] wia ZO03.17._ ZEZ0.
is wariably subnetted, 4 subnets, Z masks
EZ02_17_ ZEZ0.0/20 is directly connected, Seriall0s0r 0
EZ02_ 17 ZEZ0.1/2Z is directly connected, Seriall0s0r 0
EZ02_ 17 Z20.4/20 is directly connected, Seriall0s0rf1l
E02_ 17 _ZEZ0_E/2Z is directly connected, Seriall0s0r1l

a0

Routerf
Routerf
Routerf
Routerf
Pouter# e

Ctrl+FE to exit CLI focus Copy Paste

Imagen 7: Puntoc,d, ey f

Parte 3. Deshabilitar la propagacion del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se
debe deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican
las interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO0/1/0;
SERIALO/1/1

Bogota2 SERIALO/0/0; SERIALO/0/1
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Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

Medellinl SERIALO/0/0; SERIALO/0/1;
SERIALO/1/1

Medellin2 SERIALO/0/0; SERIALO/0/1

Medellin3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

ISP No lo requiere

Quedo realizada cuando fue configurado RIP
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Parte 4: Verificacion del protocolo RIP.

a Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexion hacia el ISP, la versién de RIP
y las interfaces que participan de la publicacion entre otros datos.

¥ MEDELLINY - m} X

Physical Config CLI Aftributes
D=

I0S Command Line Interface

Routerg P
Routergshow ip protocols

Routing Protocol is “"rip"

Sending updates every 30 seconds, next due in 20 seconds

Invalid after 180 seconds, hold down 180, flushed after 240

Outgoing update filter list for all interfaces is not set

Incoming update filter list for all interfaces is not set
Redistributing: rip

Default version control: send version 2, receive 2

Interface Send Recv Triggered RIP Key-chain
Serial0/1/0 2 2
Serial0/1/1 4 2
Serial0/0/1 2 2

Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.25.0.0
Passive Interface(s):
Serial0/0/0
Routing Information Sources:
Gateway Distance Last Update
172.29.6.2 120 00:00:24
172.29.6.14 1z0 00:00:17
172.29.6.10 120 00:00:17
--Moxre-- | Vv

Ctri+F6 to exit CLI focus Copy Paste

Imagen 8: Enrutamiento MEDELLIN1
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—
1% Command Line Interface
(ETE-E-CONFIG_I: Configured from console by console -~
Bouterfshow ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 14 seconds
Invalid after 180 seconds, hold dowm 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Inconing update filter list for all interfaces is not set
Redistributing: rip
Defanlt wersion control: send wversion Z, receive Z
Interface Send PRecv Triggered RIP FKey-chain
Seriall/0s0 z z
Serial0/0/1 z z
Automatic network summarization is wnot in effeect
Maximum path: 4
Routing for MNetworks:
172.259.0.0
Passive Interfacei(s):
GigabitEthernet0/0
Routing Information Sources:
Gateway Distance Last Update
172.29.6.1 120 00:-00:-24
172.29.6.6 120 00-0o0:-03
Distance: (default is 120}
Routerﬂ
Cirl+F6 to exit CLI focus Copry Paste
Imagen 9: Enrutamiento MEDELLINZ2
¥ EDELLIMG - O
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—
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Sending updates every 30 seconds, next due in 1% seconds
Inwvalid after 180 seconds, hold dowa 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bedistributing: rip
Default wersion control: send wersion 2, receive Z
Interface Send Recvy Triggered BIP Eey-chain
Seriall/0/0 z z
Serial0d/0/1 Z z
Serial0d/1/0 Z z
Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.23.0.0
Passiwve Interfacel(s):
GigabitEchernecd /0
RBouting Information 2ources:
Gateway Distance Last Update
172.23.6.3 120 00:00:03
172 29.6.13 1z0 oo0-00:03
172 29 6.8 1z0 oo0:-00: 20
Distance: (default is 1Z0)
Pouter#
Pouter#
Bouter#
Cirl+F6 to exit CLI focus Copry Paste

Imagen 10: Enrutamiento Medellin3
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RBouting Protocol is "rip"

Sending updates every 30 seconds, next due in 21 seconds
Invalid after 180 seconds, hold dowvm 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bedistributing: rip

Default wersion control: send wersiom Z, receiwe Z

Inter face Send PRecv Triggered RBIP Eey-chain
Serialls0s1 z z
Serial0ys1ls0 z zZ
Seriallys1lrs1 z zZ

Autowmatic network summarization is not in effect
Maximam path: 4
RBouting for Networks:

17z.z5.0.0
Passive Interface(s):
Seriall/0/0
RBouting Information Sources:
Gateway Distance Last Tpdate
172_25.3.6 1z0 00:00:25
172_25.3.2 1z0 00:00:25
172_25.3.10 1z0 00:00:22
Distance: (default is 120}
Routerf
Routerf
Cirl+F6 to exit CLI focus Copy Paste

Imagen 11: Enrutamiento BOGOTAL

¥ p0GOTA2 = 0
Physical Config CLI Aftributes
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~
Routergshow ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 25 seconds
Invalid after 180 seconds, hold dowm 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send version 2, receive 2
Interface Send Recv Triggered RIP Key-chain
Serial0/0/0 2 2
Serial0/0/1 2 2
Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.29.0.0
Passive Interface(s):
GigabitEthernet0/0
Routing Information Sources:
Gateway Distance Last Update
172.29.3.9 120 00:00:16
172.29.3.14 120 00:00:06
Distance: (default is 120)
Routers
Routerf] v,
Ciri+F6 to exit CLI focus Copy Paste

Imagen 12: Enrutamiento BOGOTA2
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Sending updates ewery 30 seconds, next dues in 17 seconds ~
Invalid after 180 seconds, hold domma 180, flushed after 240

Outgoing wpdate filter list for all interfaces is not set

Inconing update filter list for all interfaces is not set
RPedisztributing: rip

Default wersion control: send wersion Z, receive Z

Interface Send Pecvy Triggered RIFP Eey-chain
Zerialdsos0 z z
Berialdsosl z z
Serialds1ls0 z z

Automatic network summarization is not in effect
Maxipunm path: 4
Routing for Networks:

17Z_E3.0.0
Paszive Interface(s):
GigabitEthernet0,/0
Routing Information Sources:
Gat enwray Diztance Last Update
172.E9.3.1 lz0 00:00: 22
172.E5.3. 8 1z0 00:00: 22
172 2%.3.13 1z0 0d:a0:10
Distance: (default i=s 1Z0)
Router#
Router#
Routers| hl
Cirl+FE to exit CLI focus Copry Paste

Imagen 13: Enrutamento BOGOTAS

b. Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

MEDELLIN1

Router(config-router)#do show ip route connected

C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.8/30 is directly connected, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/1

C 209.17.220.0/30 is directly connected, Serial0/0/0

BOGOTA1l

Router(config-router)#do show ip route connected
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O O 00

172.29.3.0/30 is directly connected, Serial0/1/0
172.29.3.4/30 is directly connected, Serial0/1/1
172.29.3.8/30 is directly connected, Serial0/0/1

209.17.220.4/30 is directly connected, Serial0/0/0

33



Parte 5. Configurar encapsulamiento y autenticacion PPP.
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a. Segun la topologia se requiere que el enlace Medellinl con ISP sea
configurado con autenticacion PAT.

b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.
ISP
Router>ENABLE

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname ISP

ISP(config)#username MEDELLIN password cisco
ISP(config)#int s0/0/0

ISP(config-if)#encapsulation ppp

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

ISP(config-if)#ppp authentication pap
ISP (config-if)y#ppp pap sent-username ISP password cisco
ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

ISP(config-if)y#EXIT

ISP(config)#username BOGOTA password cisco
ISP(config)#int s0/0/1
ISP(config-if)#encapsulation ppp

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to down
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ISP (config-if)y#ppp authentication chap

MEDELLIN1

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN
MEDELLIN(config)#username ISP password cisco
MEDELLIN(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

MEDELLIN(config)#int s0/0/0

MEDELLIN(config-if)#encapsulation ppp

MEDELLIN(config-if)#ppp authentication pap

MEDELLIN(config-if)#ppp pap sent-username MEDELLIN password cisco
MEDELLIN(config-if)#end

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN#ping 209.17.220.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 209.17.220.1, timeout is 2 seconds:

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Success rate is 0 percent (0/5)

MEDELLIN#ping 209.17.220.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.17.220.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/4/9 ms
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BOGOTA

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA
BOGOTA(config)#username ISP password cisco
BOGOTA(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

BOGOTA(config)#int s0/0/0
BOGOTA(config-ify#encapsulation ppp
BOGOTA(config-if)y#ppp authentication chap
BOGOTA(config-if)#

BOGOTA(config-if)#
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Parte 6: Configuracion de PAT.

a En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta los routers
internos en el otro extremo, solo existira comunicacion hasta los routers Bogotal,
ISP y Medellinl.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el
NAT en el router Medellinl. Compruebe que la traduccién de direcciones indique
las interfaces de entrada y de salida. Al realizar una prueba de ping, la direccion
debe ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del
router Medellinl, cémo diferente puerto.

C. Proceda a configurar el NAT en el router Bogotal. Compruebe que la
traduccion de direcciones indique las interfaces de entrada y de salida. Al realizar
una prueba de ping, la direccibn debe ser traducida automaticamente a la
direccion de la interfaz serial 0/1/0 del router Bogotal, como diferente puerto.

MEDELLIN 1

MEDELLIN>enable

MEDELLIN#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#ip nat inside source list 1 interface s0/0/0 ovserload
MEDELLIN(config)#

MEDELLIN(config)#ip nat inside source list 1 interface s0/0/0 overload
MEDELLIN(config)#access-list 1 permit 172.29.4.0 0.0.3.255
MEDELLIN(config)#

MEDELLIN(config)# INT S0/0/0

MEDELLIN(config-if)#ip nat outside

MEDELLIN(config-if)# INT S0/0/1

MEDELLIN(config-if)#ip nat intside

MEDELLIN(config-if)#ip nat inside

MEDELLIN(config-if)# INT S0/1/1

MEDELLIN(config-if)#ip nat inside

MEDELLIN(config-if)#INT S0/1/0
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MEDELLIN(config-if)#ip nat inside
MEDELLIN(config-if)#

BOGOTA1

BOGOTA>ENABLE

BOGOTA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip nat inside source list 1 interface s0/0/0 overload
BOGOTA(config)#access-list 1 permit 172.29.0.0 0.0.3.255
BOGOTA(config)#int s0/0/0

BOGOTA(config-if)#ip nat outside

BOGOTA(config-if)#int s0/1/0

BOGOTA(config-if)#ip nat inside

BOGOTA(config-if)#int sO/1/1

BOGOTA(config-if)#ip nat inside

BOGOTA(config-if)#

Parte 7. Configuracion del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser
el servidor DHCP para ambas redes Lan.

MEDELLIN2
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Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
Router(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
Router(config)#ip dhcp pool MEDELLIN2
Router(dhcp-config)#network 172.29.4.0 255.255.255.128
Router(dhcp-config)#default-router 172.29.4.1
Router(dhcp-config)#dns-server 8.8.8.8
Router(dhcp-config)#exit

Router(config)#ip dhcp pool MEDELLIN3
Router(dhcp-config)#network 172.29.4.128 255.255.255.128
Router(dhcp-config)#default-router 172.29.4.129
Router(dhcp-config)#dns-server 8.8.8.8
Router(dhcp-config)#exit

MEDELLIN3

Router>ENABLE

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int g0/0

Router(config-if)#ip helper-address 172.29.6.5
Router(config-if)#
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b. El router Medellin3 debera habilitar el paso de los mensajes broadcast
hacia la IP del router Medellin2.

C. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.
d. Configure el router Bogotal para que habilite el paso de los mensajes

Broadcast hacia la IP del router Bogota2.

BOGOTA3

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
Router(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
Router(config)#ip dhcp pool BOGOTA2
Router(dhcp-config)#/NETWORK 172.29.1.0 255.255.255.0
Router(dhcp-config)#DEFAULT-ROUTER 172.29.1.1
Router(dhcp-config)#DEFAULT-ROUTER 172.29.1.1
Router(dhcp-config)#dns-server 8.8.8.8

Router(dhcp-config)#ip dhcp pool BOGOTA3
Router(dhcp-config)#NETWORK 172.29.0.0 255.255.255.0
Router(dhcp-config)#DEFAULT-ROUTER 172.29.0.1
Router(dhcp-config)#dns-server 8.8.8.8

Router(dhcp-config)#

BOGOTAS3
Router>ENABLE
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int g0/0
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Router(config-if)#ip helper-address 172.29.3.13
Router(config-if)#

'pa2

Physical Config Desktop Programming Attributes
——

Imagen 14: Ping de extremo a extremo — pc

Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.
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w0 | seaesnos | mocden |

10.10.10.10/32
172.31.23.0i30
Lo4 192.168.4.0/24

LoS 192.168.5.0/24
Lo6 192.168.6.0/24

DHCP DHCP

1. Reiniciando los Reuters

llustracién 15 Disefio escenario 2
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Q Cisco Packet Tracer Student - C:\Users\wdvasquezc\Dropbox\UNAD\Primer semestre 2019\Diplomado CISCO\Actividad ...

File Edit

- - O X
_7P_hysical | Cogﬁa CLI |

10S Command Line Interface

COMPTIET INULS S oarIs IS OF pPr_Coan
Image text-base: 0x2100F918, data-base: 0x24729040 N
This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.
A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.-html
If you require further assistance please contact us by sending email to
export@cisco.com.
Cisco CISCCl941/K9 (revision 1.0) with 491520K/327€2K bytes of memory.
Processor board ID FTX152400KS
2 Gigabit Ethernet interfaces
2 Low-speed serial({sync/async) network interface(s)
DRAM configuration is €4 bits wide with parity disabled.
255K bytes of non-volatile configuration memory.
24985€K bytes of ATA System CompactFlash 0 (Read/Write)
——— System Configuration Dialog —-—
Continue with configuration dialog? [yes/nol: | v

Copy Paste

llustracion 16. Reiniciando Router 1
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Borrar las configuraciones y las bases de datos, reiniciar los switch,

@ Cisco Packet.T: Stucdant . CALL " Dranbhas\ LINAD\Ds 2010\ Ninlamada CISCON Actiidad —

&5 - m] X

'PhysicalijcaﬁgiJ CcL

File Edit Opf

10S Command Line Interface

Logical

Switch>en A,
& Switchgerase

% Incomplete command.

Switch$

Switchgerase

Switchferase start

Erasing the nvram filesystem will remove all configuration files! Continue?
[confirm]e

Switch$erase star

Switchferase startup-config

Erasing the nvram filesystem will remove all configuration files! Continue?
[confirm]

[CK]

Erase of nvram: complete

%SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram

Switchgdelete vlan.dat

Delete filename [vlan.dat]?

Delete flash:/vlan.dat? [confirm]

%Error deleting flash:/vlan.dat (No such file or directory)

Switch$reload

Proceed with reload? [confirm]

€29€0 Boot Loader (C29€0-HBOOT-M) Version 12.2(25r)FX, RELEASE SOFTWARE (fc4)

Cisco WS-C29€0-24TT (RC32300) processor (revision CO) with 2103SK bytes of memory.
29€60-24TT starting...

Base ethernet MAC Address: 0001.96€4B.97D3

Xmodem file system is available.

Initializing Flash...

flashfs[0]: 1 files, 0 directories v

T Copy Paste

Tir
H —Q Cisco Packet Tracer Student - C:\Users\wdvasquezc\Dropbox\UNAD\Primer semestre 2019\Diplomado CISCO\Actividad ... X
[Iustram il e . — ,
on 18.  |lustracion 17. Borrar configuracion.
Borrar
Conflgu Logicd 10S Command Line Interface VIinm
& Version ID z Vo2 A
CLEI Code Number COM3K00BRA

Hardware Board Revision Number : OxOl

Switch Ports Model SW Version SW Image

» 1 26 WS-C29€0-24TT 12.2 C29€0-LANBASE-M

Cisco IOS Software, C29€0 Software (C2960-LANBASE-M), Version 12.2(25)FX, RELEASE
SOFTHARE (fcl)

Copyright (c) 1986-2005 by Cisco Systems, Inc.

Compiled Wed 12-Oct-0§ 22:05 by pt_team

Press RETURN to get started!

$LINK-5-CHANGED: e Fa £0/3, state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthermet0/3, changed state to

up

$LINK-S-CHANGED: I Fa t0/€, state to up
SLINEPROTO-5-UPDOWN: Line p: 1l on I t0/€, state to
up

< Switchs| vl p I
Time: 00: oo Realtime

le | Destinatio
5 =

racion

Dispositivo | Interfaz | Direccion IP Mascara de
subred
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R1 S0/0/0 172.31.21.1 255.255.255.252
(DCE)
GO0/0 192.168.13.1 255.255.255.252
R2 GO0/0 209.165.200.225 | 255.255.255.248
GO0/1 10.10.10.1 255.255.255.0
S0/0/0 172.31.23.1 255.255.255.252
(DCE)
S0/0/1 172.31.21.2 255.255.255.252
R3 S0/0/1 172.31.23.2 255.255.255.252
Lo4 192.168.4.1 255.255.255.0
Lo5 192.168.5.1 255.255.255.0
Lo6 192.168.6.1 255.255.255.0
Internet NIC 209.165.200.230 | 255.255.255.248 | 209.165.200.225
PC
Web Fa0 10.10.10.10 255.255.255.0 10.10.10.1
Server

Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario
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Q Cisco Packet Tracer Student - C:\Users\wdvasquezc\DropboxAUNAD\Primer semestre 2019\Diplomado CISCO\Actividad ...~ — (] X
File  Edit
'Q Internet PC m] X
Bhysical Ccnﬁg Desktop | Custom Interface
x Viewport

IP Configuration
O DHCP

IP Address
Subnet Mask

Default Gateway

@ Static

209.165.200.230

255.255.255.248

209.165.200.225|

~

b

DNS Server

O DHCP Q) Auto Config @ Static
IPv6 Address

4

® O x [z

IPv6 Configuration ‘

]

Pud

Link Local Address FE80::202:17FF:FEBD:40BA

1Pv6 Gateway

IPv6 DNS Server

e

e

Realtime

J rce | Destination

llustracién 19. Direccionamiento de IP

-Q Cisco Packet Tracer Student - C:\Users\wdvasquezc\Dropbox\UNAD\Primer semestre 2019\Diplomado CISCO\Actividad .. =~ — m] X
File Edit _Options View Tools Help
Logi Physical | Config | CLI Viewport
o}\o 10S Command Line Interface A~ [
" ze

Router>EN

Routerg$CONF T

Enter configuration commands,
Router (config) $no ip domain
% Incomplete command.

Router (config) $no ip domain

% Incomplete command.

Router (config) $no ip domain
Router (config) $no ip domain-lo
Router (config) $no ip domain-lookup
Router (config) $hostname R1
Rl({config) fenable secret class
Rl(config)$line con O
Rl{config-line)$pass cisco
Rl({config-line)$login
Rl(config-line)$line vty 0 4

Rl ({config-line)$pass cisco
Rl({config-line)$login
Rl(config-line)fexit

Rl (config) $service pass

Rl ({config) $service pasword-encryption

one per line. End with CNTL/Z.

% Invalid input detected at "~ marker.

< 7| |R1(config) $service password-encryption
=t | R1(config) notd ) &
Time: 0 Realtime
| Copy | | Paste | rce D i
Ci

[ | _msacome |
)I

Ol B e BN |¢ L ]
llustracion 20. Configuracion Routerl

Temala P ik WA
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\Q Cisco Packet Tracer Student - C:\Users\wdvasquezc\Dropbox\UNAD\Primer semestre 2019\Diplomado CISCO\Actividad ...

File Edit | & R1 = O

_Physical | CcnﬁgJ Cu 1

10S Command Line Interface

Viewport

Rl
%SYS-5-CONFIG_I: Configured from console by console

Rlgen
Rlgconf t

Enter configuration commands, one per line. End with CNTL/Z.
Rl(config)$no ip domain

Rl(config) $no ip domain-lo

Rl(config) $no ip domain-lo

Rl(config)$no ip domain-lookup

Rl{config) $enable secret class

Rl(config)$line con O

R1(config-line)$pass cisco

R1(config-line) $login

Rl(config-line)$line vty O 4
R1(config-line)g$pass cisco

R1(config-line) $login

R1(config-line) $exit

Rl(config) $service pass

Rl(config) $service password-encryption
R1(config) motd 3A

R1(config)$int s0/0/0

R1(config-if)$description Connection to R2
Rl(config-if)$ip add 172.16.12.1 255.255.255.252
R1(config-if)$clock rate 128000
Rl(config-if)$no shut

R1(config-if)$no shutdown

3LINK-5-CHANGED: Interface Serial0/0/0, changed state to down

< —

Time: 013 Copy Paste Realtime

vJ@

S &

ke | Destination

—~ AN ..

llustracion 21. Configuracion Router 1
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CONFIGURACION ROUTER 2

Q Cisco Packet Tracer Student - C:\Users\wdvasquezc\Dropbox\UNAD\Primer semestre 2019\Diplomado CISCO\Actividad ... =~ — O X

File Edit O
@R

fhysicaLLConﬁg

o

= [m] X

Logical

10S Command Line Interface

4

Router>en

Routerg$conf t

Enter configuration commands,
Router(config) $no ip domain-loo

Router (config) $no ip domain-lookup
Router (config) $hostname R2

R2(config) $ENABLE SECRET CLASS
R2(config) $line con 0

R2(config-line) $pass cisco

R2 (config-line)$login

R2 (config-line)$line vty 0 4
R2{config-line)$pass cisco

R2 (config-line)$login

R2{(config-line) §exit

R2 (config) $service

% Incomplete command.

R2 (config) §service pass

R2(config) §service pass

R2(config) $service password-encryption
R2(config) motd $A o

one per line.

End with CNTL/Z.

R2 {config) $§int s/0/0/0

R2(config) $int s0/0/0
R2 (config-if) $§descrip Connection to R!
R2{config-if)g$descrip Connection to Rl

<

% Invalid input detected at "*" marker.

Time: 01:57
| i

S e |

| Destination

1 e T T m

llustracién 22. Configuracion Router 2

Y |
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'Q Cisco Packet Tracer Student - C:\Users\wdvasquezc\Dropbox\UNAD\Primer semestre 2019\Diplomado CISCO\Actividad ...  — m] :

File  Edit

& R2
E‘lysica | Config | CLI

10S Command Line Interface

Viewport

~ ———
v

% Invalid input detected at "' marker.

R2(config-if)$in s0/0/1

R2(config-if)$ip address 172.31.23.2 255.255.255.252
% 172.31.23.0 overlaps with Serial0/0/0

R2 {config-if) $§clock rate 128000

R2 (config-if) $no shut

% 172.31.23.0 overlaps with Serial0/0/0

Serial0/0/1: incorrect IP address assignment
R2(config-if)$ip address 172.31.23.1 255.255.255.252
% 172.31.23_.0 overlaps with Serial0/0/0
R2(config-if)$ip address 172.31.23.2 255.255.255.252
% 172.31.23.0 overlaps with Serial0/0/0
R2(config-if)$§

R2 {(config-if) $int g0/1

R2{config-if)$ip address 209.1€5.200.225 255.255.255.248
R2 (config-if) $§clock rate 128000

% Invalid input detected at "' marker.
R2{config-if)$no shut

R2{config-if)$

R2 (config-if)$int g0/1

R2(config-if)$ip address 10.10.10.1 255.255.255.0
R2(config-if)$no shut

< | |=2 {config-if)$

A Heed

O Oxme=

&

<
SLINK-S-CHANGED: Interface GigabitEthermet0/l, changed state to up %

|.7e®

Time: 0]

llustracion 23. Configuracion Router 2
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CONFIGUARACION DEL SERVIDOR

Q Cisco Packet Tracer Student - C:\Users\wdvasquezc\Dropbox\UNAD\Primer semestre 2019\Diplomado CISCO\Actividad ...

File Edit
@ Web Server - [m]

Physical [ Config | Services I Desktop [ Custom Interface |
[9 o =" W = VT S ey | -’-

Interface | FastEthernet0

IP Configuration

'O pHeP @ Static

‘IP Address 10.10.10.10
‘Subnet Mask 255.255.255.0
‘Default Gateway 10.10.10.1
DNS Server |

IPv6 Configuration
QO DHCP O Auto Config @ Static ‘

‘ipvs Address - |/|:

Link Local Address FE80::201:C9FF:FEC9:A95C

|

IPv6 Gateway
IPv6 DNS Server
|

Time: 00:

llustracion 24. Configuracion servidor

CONFIGURACION DE ROUTER 3

Switch 1
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B Cisco Packet Tracer Student - C:\Users\wdvasquezchDropbox\UNADYPrimer semestre 2019\ Diplomado CISCOMActividad .. —

e Edit O

&5
ih;si\'cia[i 7Coinﬁg cu

O X

Logical
105 Command Line Interface

A

Switch{config)$no ip domain-loo
Switch(config) $no ip domain-lookup
Switch (config) ghostname S1

S1{config) $ENABLE SECBET CLASS
Sl{config)$line con 0
S1({config-line)3pass cisco
S1{config-line)$login
S1{config-line)$line vty 0 &
S1{config-line)3pass cisco
S1{config-line)$login
S1{config-line)$service pass

Sl{config) $service pass

S1{config) $service password-encryption
S1({config) $banmer motd $Acceso denegado$
S1{config)$no ip domain-loo
S1{config)#no ip domain-lookup
S1{config) $enable secret class
§1{config)$line con 0O
S1{config-line)$pass cisco
S1{config-line)$login
S1{config-line)$line vty 0 4
S1{config-line)$pass cisco
S1{config-line)$login
S1{config-line)§service pass

S1{config) $service pass
S1{config)$service password-encryption
S1{config) $banner motd $Acceso denegado$
S1{config) 4|

v

Time: 02:3§

llustracion 26. Configuracion Switch 1

Coov Paste

@ Cisco Packet Tracer Student - C:\Users\wdvasquezc\Dropbox\UNAD\Primer semestre 2019\Diplomado CISCO\Actividad ...  —

[m] X

e [ Edt | o @8 g3

_Physical | Config J cL ‘

o X

Logical

10S Command Line Interface

A

Routersen
Routergconf t©

Enter configuration commands, one per line. End with CNTL/Z.
Router(config) $no ip domain-lo

Router (config) $no ip domain-lookup

Router (config) $hotsname R3

% Invalid input detected at '*' marker.

Router (config) $hostname R3
R3({config) $enable secret class
R3(config)¢line con 0

R3(config-line) $pass cisco
R3(config-line)$login
R3(config-line)$line vty 0 4
R3(config-line) $pass cisco
R3(config-line)$login
R3(config-line)$exit

R3(config) $service pass

R3(config) $service password-encryption
R3(config) $banner notd $Accceso denegado$

% Invalid input detected at ' marker.

R3(config) $banner motd $Accceso denegado$
R3(config) $int s0/0/1

: BAlconfigoif) o to B2

v

Time: 02:2 Copy Paste

b Y

5
3
JoR

ealtime

05 &

Destinatior

—comemons || LI T T [Thew | oekete ]
gAllustracion 25. Configuracion Router 3
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CONFIGURACION SWITCH 2

Q Cisco Packet Tracer Student - C:\Users\wdvasquezc\Dropbox\UNAD\Primer semestre 2019\Diplomado CISCO\Actividad ...  — [m} X
Fle Edt of @@ R2 - O X
oryscal | confg | Gl |
Logical 10S Command Line Interface
~
j& %LINK-5-CHANGED: Interface Serial(0/0/1, changed state to down

R2 (config-if)$int g0/0
R2 (config-if)$descrip Connection to ISP
R2(config-if)$op add 209.1€5.200.225 255.255.255.248

% Invalid input detected at "*" marker.

R2(config-if)$ip add 209.1€5.200.225 255.255.255.248
R2 (config-if) #no shut

R2(config-if)$
%LINK-S5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPRCTO-S5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state
to up

R2 (config-if) $int g0/1
R2(config-if) $ip add 10.10.10.1 255.255.255.0
R2(config-if)$no shut

R2(config-if)$
%LINK-5-CHANGED: Interface GigabitEthermet0/l, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitE: t0/1, state
to up

R2 (config-if)$#description Connection to Web Server

; R2(config-if) 8] v
Time: 02:01 ealtime
| bl St | —_—

| Destination

ﬁal- Lo g il bl i | T

llustracion 27. Configuracion Switch 2

VERIFICACION DE LA CONEXION ENTRE LOS DISPOSITIVOS de LA RED

Q Cisco Packet Tracer Student - C:\Users\wdvasquezc\Dropbox\UNAD\Primer semestre 2019\Diplomado CISCO\Actividad ... = — C
File  Edit Q R1 — = "
jhysical;Conﬁg jﬁ
10S Command Line Interface L"'_i“

Press RETURN to get started!
Acceso denegado

User Access Verification

Password:

Rl>en

Password:

Rlg$ping 172.16.12.2

Type escape sequence to abort.

Sending §, 100-byte ICMP Echos to 172.16.12.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/29/144 ms

e B L v
Time: 02:9 Copy

llustracion 28. Configuracion Router 1 Conexion a dispositivos
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CREAR SEGURIDAD DE VLAN

@ Ciccn Packet Tracer Student - CA\Liserdwdvacauere\DronhasALINAD\Primer cemexd tre 2010\Ninlamadn CISCON Actividad - r
@ Cisco Packet Tracer Student - C:\Users\wdvasquezc\Dropbox\UNAD\Primer semestre 2019\Diplomado CISCOMActividad .. ~ — O X

fle Edt. O & Internet PC - O X
! ; - L
s, Physical | Config | Desktop | Custom Interface i

Logical | /o i ——— i el —~—d”
o& Command Prompt

Packet Tracer PC Command Line 1.0
PC>ping 209.1€5.200.225

Pinging 209.1€5.200.225 with 32 bytes of data:

Reply from 209.165.200.225: bytes=32 time=80ms TTL=25S
Reply from 209.165.200.225: bytes=32 time=0ms TTL=25S
Reply from 209.165.200.225: bytes=32 time=0ms TTL=255
Reply from 209.165.200.225: bytes=32 time=0Oms TTL=255

Ping statistics for 209.165.200.225:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 80ms, Average = 20ms

PC>

Time: 03:22, raltime
= . = — ‘)rv‘ Destinatia

llustracion 29. Configuracién VLAN, Pc para internet

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios:

OSPFv2 area 0

Configuration Item or Task Specification

Router ID R1 1111

Router ID R2 5555

Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces
seriales en 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500
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® R -

Physical Config CLI Attributes

105 Command Line Interface

Rl=en
Password:
Rlgcont t©

Bl {config) érouter ospf 1

Bl {config-router) frouter—id 1.1.1.1

Bl {config-router) gnetwork 172_.31_.21 .0 0.0.0.3 area 0
Bl {config-router) fnetwork 152 _1€8_.20.0
Bl {config-router) gnetwork 152 _1€8_40_.0
Rl {(config-router) dnetwork 152 _1c2_320.0 -255 area 0
Bl {config-router) gnetwork 152 _1€8_40_.0 _255 area 0
Rl {(config-router) dnetwork 152 _1c2_.200.0 0.0.0_255 area 0
Bl {config-router) fpassive—-interface gl/s1.30

Rl {(config-router) dpassive—-interface gl/sl._40

Bl {config-router) fpassive—interface gl/s1.200

-3 area 0

a.o.a
0.0.0.3 area 0
a.o.a
a_o_a

Bl {config-router) fautoc—cost reference-bandwidth 7500
% OS5PF: Reference bandwidth is changed.

all routers._

Bl {config-router) fexit
Bl {config) g¢int s0,/0/0
Bl {config-if) #bandw

Bl {config-if) #bandwidth 128

Rl {config-if) #ip ospf cost 7500

Enter configuration commands, one per line. End with CHNIL/SZ.

Please ensure reference bandwidth is consistent across

llustracion 30. Configuracién area 0 Router 1

B Rz — O

Fhysical Config CLI Attributes

105 Command Line Interface

RZxen

Password:

Ritcont ¢

Enter configuration commands, one per line. End with CHIL/Z.
B2 {config) grouter ospf 1

RZ {config-router) frouter—-id 2.2.2.2

R {config-router) #network 172.31.21.0 0.0.0.2 area 0
BRI ({config-router) fnetwork 17Z.31.23.0 0.0.0_.3 area 0
R {config-router) #network 10.10.10.0 0.0.0.255 area 0

B2 {config-router) §passive-interface glfl
R2 {config-router) #auto-cost reference-bandwidth 7500
% O5PF: Reference bandwidth is changed.
Dlease ensure reference bandwidth is consistent across
a2ll routers.
R2 {config-router) g#int s0/0/0
B2 {config-if) tbandwidth 128
RZ {config-if) #int s0,/0/1
R2 {config-if) bandwidth 122
R2{config-if)#ip ospf cost 7500
B2 {config-if) gexit

RElmamFim #

llustracion 31.Configuracion area 0 Router 1
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¥ R3 — O

Physical Config CLI Attributes

105 Command Line Interface

B3
Rizen
Password:
R3gcont ¢
Enter configuration commands, one per line. End with CHIL/Z.
R2 {config) frouter ospf 1
R2 {config-router) frouter—-id 3 _.3_3_3
B3 {config-router) fnetwork 172.31.23.0 0.0.0.3 area 0
R {config-router) fnetwork 152 _.1€8_.4_.0 0.0_.3_255 area 0
B3 {config-router) fpassive—-interface lod
B3 {config-router) #passive—-interface 1lob
B3 {config-router) #passive—-interface loE
R3 {config-router) fauto-cost reference-bandwidth 7500
% OS5PF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across
a2ll routers.
B3 {config-router) fexit
Ri{config) #int s0/0/1
B3 {config-if) #bandwidth 128
R3 {config-if) gexit
B3 (config) §|

llustracion

32. Configuracién area 0 Router 3

|
8 Web Serverd - =] X

Physical Config Services Desktop  Custom Interface

Viewport
A | —
e ———— l[g—=1" —a1 — == N
Command Line 1.0 e
FastEthernet( Connection:(default port)

Link-local € Address
IP Address

Subnet Mas

Default Gateway

SERVER: 0 5

Time: 00:2

ealtime

7 -

T

Ro!

v Destination
< >

ters T = T NEW DeeE T

llustracion 33. Configuracion area 0 Servidor
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Visualizar tablas de enrutamiento y routers conectados por OSPFv2

& Ra - O s

Physical Config CLI Attributes

105 Command Line Interface
RBifshow ip ospf neig ~
Heighbor ID Pri State Dead Time 2ddress Interface
3.3.3.3 o] FULLS - 0Qa:-a0:30 172.31.23.2 Serialdsos1
1.1.1.1 a FULLS - 0Q:-00:33 172.231.21.1 Serial0/0/0
R2f

llustracion 34.Configuracion Routers conectados por OSPFv2

Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interfaz.

® g2 — O X

Physical Config CLI Attributes

105 Command Line Interface

R2gshow ip ospf interface

Seriald/0/0 is up, line protocol is up
Internet address is 172.31.21.32/30, Area 0
Process ID 1, Router ID 2.2.2.2, MNetwork Type POINT-TO-FOINT, Cost: 4857
Transmit Delay is 1 sec, State POINT-TO-FPOINT, Priority O
Mo designated router on this network
Mo backup designated router on this network
Timer interwals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:00
Index 171, £lood gueue length 0
Wext 0x040) /0=0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Meighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1
Suppress hello for 0 neighboris)
Seriald/0/1 is up, line protocol is up
Internet address is 172.31.23.1/30, Area 0
Process ID 1, Router ID 2.2.2.2, Network Type POINT-TO-BOINT, Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-FPOINT, Priority O
Mo designated router on this network
Ho backup designated router on this network
——More—— | L

llustraciéon 35. Listado OSPF costo
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3. Configurar VLANs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches acorde a
la topologia de red establecida.

B 51 — O X
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Slfcont t L
Enter configuration commands, one per line. End with CHTL/Z.
Sl{config)#vlan 30

Sl {config-vlan)fname BRdministracion

S5l {config-vlan)fvlan 40

Sl{config-vlan) fname Mercadeo

Sl{config-vlan)fvlan 200

Sl{config-vlan)fname Manteniento

S5l {config-vlan)fexit

llustracion 36. S1 Creacion de Vlan
5 — O >
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Enter configuration commands, one per line. End with CHILAZ. L
51 {config) #int wlan 200

Sl{config-if)#

Sl{config-if)#int wlamn 200

Sl{config-if)f#ip add 192.1€8.595.2 255_255.255.0

Sli{config-if)#no shut

Sl{config-if)gexit

Sliconfiig)#ip default-gateway l5Z_1€5.55.1

Sl {config)gint £0/3

Sli{config-if) #switchport mode trunk

Sliconfig-if)g
SLINEPROTO-5-UPDOWN : Line protococl on Interface FastEthernet0/3,
changed state to down

SLINEFROTO-5-UFDOWN : Line protocol on Interface FastEtherneti/3,
changed state to up

SLINEPRCTO-5-UPDCWN : Line protoccl on Interface Wlan20d, changed
state to up

Sl {config-if) #switchport trunk native wlan 1
Sliconfig-if)fint £0/24
Sli{config-if)#switchport mode trunk

Sl{config-if) #switchport trunk native wlan 1

llustracion 37. S1 Creacién de Vlan
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S5l {config) #int range £al0/2, £20/4-232, gl0/fl-2
S5l {config-if-range) fswitch mode access
Sl{config-if-range) fint fa0/1

Sl{config-if) #switch mode access
Sl{config-if)#switch access wlan

S5l {config-if) #switch access wlan 20

51 {config-if) #int range £a0/2, £al/4-23, gl/fl-2
51 {config-if-range) #shutdown

llustracion 38. Creacién de Vlan
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Rl=en

Password:

Blgconf t

Enter configuration commands, one per line. End with CHNTL/Z.
Rl {config) #int gl/1.30

Bl {config-subif) fencapsulation dotlg 30

Rl {config-subif)#ip add 15%2_1&2.30.1 255.255_255.0
Bl {config-subkif)f#int gls/1_40

Rl {config-subkif)$ip add 15%2.1€5.40.1 255.255.255.0
Rl (config-subif) #int gl 1.40

Bl {config-subif) fencapsulation dotlg 40

Rl {config-subif) #ip add 152 _1€5.40.1 255.255_.255.0
Rl {caonfi —subifl#ﬁyt g?fl.zﬂﬂ
lﬂiq%98@1g4g&é?@?@eéégggghaticn dotlg 200

Rl {config-subif) #ip add 1%2.1€2.200.1 255.255_255.0
Bl {config-subif) fexit

llustracion 40. R1: Creacion y configuracion de Vian

Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

62



R - O

~

Physical Config CLI Attributes

105 Command Line Interface

1
router ospf 1

router—-id 2_.2_.2_.2
log-adjacency-changes
passive-interface GigabitEthermet0d/s1
auto-cost reference-bandwidth 7500
network 172_.31_.21.0 0.0.0_.3 area 0
network 172.31.23.0 0.0.0.3 area 0O
network 10.10.10.0 Q0.0.0.255 area 0

llustracion 41. Comando show running-config

4. En el Switch 3 deshabilitar DNS lookup

53 — O
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Password: ~
S53gcont t©
Enter configuration commands, one per line. End with CHNIL/Z.

53 {config) #no ip domain-lockup
53 {config) g
llustracion 42. Deshabilitar DNS

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

63




S5l{config-if)gip add 152 _1€8_.55_.2 255_255_255.0
Sl {config-if) ¢#no shut
Sliconfig-1if) #exit

53 (config-if) #ip add 152.1€2.55.3 255_255_255.0
53 ({config-if) $no shut

53 ({config-if) fexit

53 ({config) #ip default—-gateway 152_.168.55.1

llustracion 43. Asigncion de IP

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.

Sliconfig-ifi#int range £al/s2, £a0,/4-23, gls1-2
Sl {config-if-range) #shutdown

53 |{config)#int range £a0/2, £al/4-24, gl/S1-2
S3{config-if-range) #shutdown

llustracion 44.Desactivacion de interfaces

7. Implement DHCP and NAT for IPv4
8. Configurar R1 como servidor DHCP para las VLANs 30y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para
configuraciones estaticas.
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Rlgconf t© A
Enter configuration commands, one per line. End with CHIL/Z.
Bliconfig)#ip dhcep excluded-address 15%2.1€3_.30_.1 15%2.1c8.30.320
Bliconfig) #ip dhcep excluded-address 152 _.1€2_40_1 15%2_.1€8.40_.320
Bliconfig)#ip dhep pool admin

Bl {dhcp-config) §dns—-server 10.10.10.11

Rl {dhep-config) fdefault-router 192 .162_.30.1

Rl {dhep-config) fnetwork 152 _.162.30.0 2Z55.255_255.0

Bl {dhcp-config) §ip dhep pool merca

Bl {dhcp-config) §dns—-server 10.10.10.11

Rl {dhep-config) fdefault-router 192 .162_40_.1

Rl {dhep-config) fnetwork 152 _.1682.40.0 2Z55.255_255.0

llustracion 45. Configuracion de los puntos 7,8y 9

10. Configurar NAT en R2 para permitir que los host puedan salir a internet.
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Rizen

Password:

BEZfconf t©

Enter configuration commands, one per line. End with CHTL/Z.
B2 (config) fuser webuser privilege 15 secret ciscol234bs

RZ ({config) #ip http serwver

% Invalid input detected at "*' marker.

RZ ({config) #ip http authentication local

% Invalid input detected at "*' marker.

llustracion 46. Configuracion en R2 para internet

Nota: dado que no se pueden utilizar los comandos: ip http server y ip http
authentication local, se emplea un servidor dentro de la topologia.

¥ R2 — O *
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B2=en

FPassword:

RZigconf t©

Enter configuration commands, one per line. End with CHTL/Z.

B2 {config) #ip nat inside source static 10.10.10_.10 20%_1€5_.200_225
B2 {config) #int gl/0

B2 (config-if) #ip nat out

B2 {config-if) #ip nat outside

B2 (config-if) #int gl/ 1

B2 ({config-if) #ip nat inside

llustracion 47.Configuracion de entrada y salida en R2
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11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.
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Password: Y
R2gconf ©

Enter configuration commands, one per line. End with CHTL/Z.

B2 (config) faccess—-1list 1 permit 1592_168.30.0 0.0.0.255

B2 {config) faccess—-1list 1 permit 192_1c8.40.0 0.0.0.255

R2 {config)#ip nat pool INTERNET 205.1€5.200.225 Z0%.1€5.200.228
netmask 255.255.255.24%

B2 {config)#ip nat inside source list 1 pool INTERMET

B2 (config) g

llustracion 48. Control de IP desde R2

¥ Rz — O >

~
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RIZ=ean

Password:

RZfconf t©

Enter configuration commands, omne per line . End with CHTIL/SZ .
RZ {config) #ip access—list standard ARDMIN_ S

{config-std-—nacl) #gpermit host 172 .31 _21.1
{config—std-—nacl) fexit

:ccn_lg?#llne wey O 4

{config-—line) faccess—class ADMTIHN S in

lust Eréncﬁg‘ Tt 7. Control de IP desde R2
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12. Configurar al menos dos listas de acceso de tipo extendido o nombradas
a su criterio en para restringir o permitir trdfico desde R1 o R3 hacia R2.
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"~
RZ (config)f#access—list 101 permit tcp any host Z05.1&65_2Z00.22Z5 eqg wWuw
2 {configlfaccess—list 10l permit icmp any any echo—reply
config)#int gl/s0
config-if) #ip access—group 101l in
config-if) #int s0/0/0
config-if) §ip access—group 101l out
config-if) #int s0/0/1
config-if) §ip access—group 101l out
config-if)fint gl/1
R2{config-if) #ip access—group 10l out
RZ (config-if)$#

llustracion 50. Configuraciéon de acceso de tipo extendido

13.Verificar procesos de comunicacion y redireccionamiento de
trafico en los routers mediante el uso de Ping y Traceroute.
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REZfshow access—-lists
Standard IP access list 1
10 permit 15%2_.1&€2_.30.0 0.0.0_255
20 permit 152 _.16%_.40.0 0.0.0_255
Standard IP access list ADMIN S
10 permit host 172_.31.21.1
Extended IF access list 101
10 permit tcp any host Z05.1€5_200_.229 eg www
20 permit icmp any any echo-reply

llustracién 51 Lista de accesos R2
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Blgping 205%_1€5.200_230

Type escape seguence to abort.

Sending 5, 100-byte ICMP Echos to 20%_165.200.2320, timeout is 2
seconds:

Jirrt

Success rate is 80 percent (4/5), round-trip min/favg/max = 1/6/23

ms

llustracion 52.Ping de R1 a PC internet
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CONCLUSIONES

e Gracias a todos los conceptos adquiridos a lo largo del diplomado de cisco
CCNA logramos dar solucion a los escenarios establecidos y con fin de
aplicar todos los conocimientos en el area laboral desempefidndonos como
excelentes administradores de redes.

1 Solucionamos el caso de estudio aplicando el material adquirido y utilizando
el protocolo de enrutamiento OSPF , configuramos la red, configuramos el
router y verificamos la conectividad de la red en general .

- Gracias a este trabajo podemos aplicar todo lo aprendido para dar solucion
a futuras situaciones en redes que nos encontremos en el ambito laboral.
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