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Resumen

La evaluacion “Prueba de habilidades practicas”, hace parte de las actividades
evaluativas del Diplomado de Profundizacion CCNA, en este trabajo se realizo una
serie de configuraciones a diferentes dispositivos que componen una red como
router , switchs , pc, vlans , puertos de acceso, puertos troncales , NAT estaticas
para Ipv4 , enrutamiento OSPFv2 , Configuracion RIPv2 , establecer el ancho de
banda , implementacion de DHCP para los PC, con el fin de establecer
comunicacion entre los equipos , las vlans , permitiendo de esta forma la
comunicacion entre las sucursales de la empresa de Tecnologia como lo solicita la
descripcion del escenario propuesto esta simulacion se realizo en el software packet
tracer ,ademas se busca demostrar el grado de desarrollo de competencias y
habilidades que fueron adquiridas a lo largo del diplomado y a través de la cual se
coloca a prueba los niveles de comprension y solucion de problemas relacionados

con diversos aspectos de Networking.
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Introducién

Durante el desarrollo de esta actividad se realizara un ejercicio practico donde una
empresa que tiene tres sucursales desea interconectarse entre si para lo cual se
deben aplicar las habilidades adquiridas a lo largo del diplomado de profundizacién
CCNA , donde se busca establecer tanto la topologia como la configuracion de cada
uno de los dispositivos que componen la red con el fin de establecer comunicacion
entre los dispositivos y la creacion de vlan ,esta actividad se realiza en el simulador

Packet Tracer.
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Objetivos
especifico

¢ identificar el grado de desarrollo de competencias y habilidades que fueron

adquiridas a lo largo del diplomado
Generales

e Dar solucion al caso planteado segun lo solicitado en la guia de actividades
e Aplicar los conocimientos adquiridos a lo largo del diplomado de
profundizacién CISCO

¢ identificar el grado de desarrollo de competencias adquiridas
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Descripcion general de la prueba de habilidades

La evaluacion denominada “Prueba de habilidades practicas”, forma parte de las
actividades evaluativas del Diplomado de Profundizacion CCNA, la cual busca
identificar el grado de desarrollo de competencias y habilidades que fueron
adquiridas a lo largo del diplomado y a través de la cual se pondra a prueba los
niveles de comprension y solucion de problemas relacionados con diversos

aspectos de Networking.

Para esta actividad, el estudiante dispone de cerca de dos semanas para realizar
las tareas asignadas en cada uno de los escenarios propuestos, acompafnado de
los respectivos procesos de documentacion de la solucién, correspondientes al
registro de la configuracion de cada uno de los dispositivos, la descripcidon
detallada del paso a paso de cada una de las etapas realizadas durante su
desarrollo, el registro de los procesos de verificacion de conectividad mediante el

uso de comandos ping, traceroute, show ip route, entre otros.

La prueba de habilidades podré ser desarrollada en el Laboratorio SmartLab o
mediante el uso de herramientas de Simulacién (Puede ser Packet Tracer o
GNS3). El estudiante es libre de escoger bajo qué mediacion tecnoldgica
resolvera cada escenario. No obstante, es importante mencionar que aquellos
estudiantes que hagan uso del laboratorio SmartLab se les considerara un
estimulo adicional a la hora de evaluar el informe, teniendo en cuenta que
su trabajo fue realizado sobre equipos reales y con ello seré la oportunidad
poner a prueba las habilidades y competencias adquiridas durante el
diplomado. Adicionalmente, es importante considerar, que esta actividad puede
ser realizada en varias sesiones sobre este entorno, teniendo en cuenta que

disponen de casi 15 dias para su desarrollo.

Mind Wide Open’



||||o||||
C1s€co. Cisco Networking Academy’ Mind Wide Operr
I

Finalmente, el informe debera cumplir con las normas ICONTEC para la
presentacion de trabajos escritos, teniendo en cuenta que este documento
debera ser entregado al final del curso en el Repositorio Institucional, acorde con
los lineamientos institucionales para grado. Proceso que les sera socializado al

finalizar el curso.

Es muy importante mencionar que esta actividad es de caracter INDIVIDUAL. El
informe deberé estar acompafiado de las respectivas evidencias de configuracion
de los dispositivos, las cuales generaran veracidad al trabajo realizado. El
informe deberé ser entregado en el espacio creado paratal fin en el Campus
Virtual de la UNAD.
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Descripcion del escenario propuesto para la prueba de habilidades

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de Bogot4,
Medellin y Bucaramanga, en donde el estudiante sera el administrador de la red, el cual debera
configurar e interconectar entre si cada uno de los dispositivos que forman parte del escenario, acorde
con los lineamientos establecidos para el direccionamiento IP, protocolos de enrutamiento y demas

aspectos que forman parte de la topologia de red.

Topologia de red

Direccionamiento Nombre

i 'nte rnet 30 192.168,30.0/24 Adeninistracion
- 40 192.158.40.0/24 Mercadeo
200 192.158.200.0/24 Martanimsento

209.165.200.230 r 209.165.200.224/29

BOGOTA

172.31.21,0130

Lod 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

192.168.99.2
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Configurar el direccionamiento IP acorde con la topologia de red para

cada uno de los dispositivos que forman parte del escenario
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e Configurando Internet PC

# intemet pc = O X

Physical Config Desktop Custom Interface

IP Configuration
IP Configuration

() DHCP ® Static

IP Address 209.165,200.230

Subnet Mask 255.255.255.248

Default Gateway 209.165.200.255

DMS Server

IPv6 Configuration
(O DHCP O Auto Config @ Static
IPv6 Address

Link Local Address FEB0::260:5CFF:FEAT7: ABSE

IPvt Gateway

IPv6 DNS Server
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# \Web Server - O ]

Physical Config Services Desktop Custom Interface

ST T 1 ) I A =

IP Configuration

Interface FastEthernetD -
IP Configuration

) DHCP ® Static

IP Address 10.10.10.10

Subnet Mask 255.255.255.0|

Default Gateway 10.10.10.1

DMS Server

IPvE Configuration
() DHCP (O Auto Config @ Static

IPvE Address |/|

Link Local Address FES0::2D0:FFFF:FE46:8D11

TDhweR Catauwe g

e RI1

Eliminando configuracion inicial y reiniciando el router

Fr - O >
Physical Config CLI

I10S Command Line Interface

~
Routerzen
Routergerase startup-config
Erasing the nvram filesystem will remowve all configuration files! Continue?
[confirm]
[CE]
Erase of nvram: complete
(5¥YS-7-NV_BLOCE_INIT: Initialized the geometry of nvram
Routerfreload
FProceed with reload? [confirm]
System Bootstrap, Versiom 15.1(4)M4, RELEASE SOFIWRRE (£fcl)
Technical Support: http://www.cisco.com/techsupport
Copyright (o) 2010 by cisco Systems, Inc.
Total memory size = 512 MB - On-board = 512 MB, DIMMO = 0 MB
CISCO1941/E% platform with 524288 Fbytes of main memory
Main memory is configured to €4/-1(0n-board/DIMMO) bit mode with ECC disabkled
Readonly ROMMCON initialized
program load complete, entry point: 0x80203000, size: Oxlb340
program load complete, entry point: 0x30803000, size: 0xlb340
I05 Image Load Test
Digitally Signed Release Software
program load complete, entry point: 0x81000000, size: OxZkblcEE
Self decompressing the image :
biidiiiididiiiiiliddiiiidiidddiiiiddiiiilltitd hd

10
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Configurando el route

R1

Routerren

Routerfconf t©

Enter configuration commands, omne per lime. End with CNTL/Z.
Router (config) fhostname R1

Bl (config) #enable secret class

Rl {config)f#line con 0O

Bl (config-line) §pass cisco

Rl {config-line)#login

Rl {config-line)#line vty 0 4

Bl {config-line)#pass cisco

Rl (config-line)#login

Rl (config-line) #exit

Bl {configldservice password-encryption

Rl iconfig) #banner motd Facceso prohikidos

Rl {config) #int s0/0/0

Rl iconfig-if) #description connection to R2

Rl {config-if)g§ip add 172.31.21.1 255.255.255.252
Bl {config-if) #no shut

%LINE-5-CHARNGED: Interface Seriald/0/0, changed state to down

Rl iconfig-if)l#ip route 0.0.0.0 0.0.0.0 s0/0/0

%Default route without gateway, if mot a point—-to-point interface, may impact
performance

Bl (config) #int sO3,/0/0
Bl (config-if) #clock rate 122000
Bl (config-if) fexit

R2

Configurando R2

Router>en

Routergconf ¢

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)ghostname RZ

RZ (config) §enable secret class

RZ{config)gline con 0

R2 (config-line) §pass cisco

R2 (config-line) $login

RZ{config-line)$line vty 0 4

RZ (config-line) g¢pass cisco

R2 (config-line) #login

R2 (config-line) gexic

R2Z (config) $§service password-encryption

R2 (config) ¢banner motd faccesc prohibidos

RZ2 (config)gint s0/0/0

RZ2 (config-if) gdescription connection to Rl

R2 {config-if)$ip add 172.31.21.2 255.255.255.2582
R2 (config-if)gno shut

R2 (config-if) ¢
SLINK-5-CHANGED: Interface Seriald/0/0, changed state to up

SLINEPROTO-S5-UPDOWN: Line protocol on Interface Seriall/0/0, changed state to up

11
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I - - (o) #int s0/0/1
B2 (config-if) fclock rate 122000
B2 (config-if) fexit
B2 (config)gint s0/0/1
B2 (config-if) #ip add 172.31.23.1 255.255.255._252
B2 (config-if) $no shut

R2 (config-if)gint g0/0

R2 ({config-if)3description connection to internet

R2 (config-if)gip add 209.1€5.200.225 255.255.255.248
R2 (config-if)#no shut

R2 (config-if)$
SLINK-S5-CHANGED: Interface GigabitEthernet(/0, changed state to up

SLINEPROTO-S-UPDOWN: Line protocol on Interface GigabitEZthernet(0/0, changed state to up

RZ{config-1f)gine goO/1

RIlconfig=5f) fdesciption connection O Web sezves
A2 (config-12)#Lp add 10.10.10.1 266.286.255.0

R (esnfig-ifitna shus

R2{config-if)8
SLINK-S-CHANGED: Invezface GigabitZthernez(/l, changed state to up

SLINZFROTO-E-UFDOWN: Line protocol om Interface GigabitZchernet(/l, changed state to up

Configurando R3

Enter configuration commands, one per line. End wizh ORTL/2
Router (config) $énz ip domain-lookup

Fouterconfigi hostzame 33

A3 iconfig) senable secret class

&3 (configigline cca O

R3{coafig-line) Ipass =is22

R3(cenfig-line|flegia

RE(ceafig-line | fline vey 0 4

B3 (ccafig-line| ipaas cisce

23 (scnfig-linalflcgin

RI(config=line) gexic

23 iconfigl feesvice passvord-encryption

71 iconfig) $Sanner motd Zatcess prohibidod

53 (configl#ins $0/0/1

53 {config-if)$ip wdd 173 .31.3
R3fconfig-1if)3no shut

3.3 355.365.285.283

SLINK-5-CEANCZD: Intesface Serialld/0/1, changed state o down
R3jecafig-L2)pins Iod

Bl |centig-4i8)8
ALINE-S~CHANGEID: Interface loopback$, shanged state to

ALINEPROTO-S~UFDONE: Line protaccl on Inserface Loophacké, shanged state %o up
fllccnfig-12)3ip adadid] 167 . 4.1 I186.385.355.0
% Invalid inpus detecsed as "*' marker.

K3 (config-L€) iy add 150 162 4.1 I56.385.385.0
R3{coafig-£f) i 108

RY(ccnfig-if)
SLINE-S~0NCED: Intesface loopbeckS, changed stase tc up

SLINEFROTO~L~UPDOWE: Line protocol on Insecrface LocpSackl, changed state %9 up
53 (config=sfigip add 103 . 160.8.1 358 .358.388.0
Riicontig-if)3imts lof

#3iccafig-if)s
SLINE-5-CEMNGED: Interface loopbacke, chasged state to Wp

SLINEFROTO-S~UPDOWN: Line peovscel on Interface Lecpbackf, changed stavs o up
R3jconfig-£8)05ip add 152 1€0.6.1 255.285.285.0
23 (ccafig-if) fos shut

12
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Switchren
Switchf#erase startup-config

Erasing the nvram filesystem will remowve all configuration files! Continue?
[confirm]

[CE]

Erase of nvram: complete

&5YS-7-NV_BLOCE INIT: Initialized the geometry of nvram

Switchg

Switchg

Reiniciando el router

105 Commard Lisg Ineerfooe

-
o ve. i TS | o)
- .-
™ 5" o

sexial ousber

s 198 Nufive CI%40 Fuluw A2 2139 FE, RELEANE sOFfTRAS =i
: ) 1982-2009 by ©

~Gco=04 33:09 &

Preas REIURN to get stazted!

SLINE-E-CHANUED . Incesfase Taschihapmatl/d, shangsd stase th up

SLINESROTO-S-UI00HN . Lone prvs st Inbncfnce Fas

Batnetd/l, changed shate S

LI -CHAN

Intecfece T 3, Thanged stete = up

sLIRTIS

SURDOWN - Line poo Tascltrarneci/a
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Switch#show flash
Directory of flash:/

1 -rw- 4414521 <no date> c29€0-lanbase-m=.122-25_FX bin

4015354 bytes total (53€014€3 bytes free)

e Configurando el switch 1

Switch=en

Switchien

Switch#conf ©

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) #no ip domain-lookup
Switch{config)fhostname sl

sl {config) §enable secret class
sli{config)gline con O

5l {config-line) #pass cisco

sl {config-line) #login

sl {config-line)#line vty 0 4

5l {config-line) #pass cisco

5l {config-line)$#login

5l {config-line) fexit

sl iconfig) éservice password-encryption

sl {config) §banner motd $acceso prohibido$

Configurando VLANS en S1

Sl (config)gvian 30

Sl (config-vian)fname administracin
El(config=vlian)#vian
Bl(config-vlian) dname
Sl (config-vian)svian
Sl {config-vian) gname mantenimiento

Sl (config-vlian)fexit

El(congig) #int vian 30

Bl(config-4i€)0

SLINE=-6-CHANGED! Invexface V1ian30, changed st

Lo up

Sl(config-12)84p add 192.1€0.30.2 256.2586.256.120
Bl (configvif) #ne shut

Eliconfig=4i%) desit

Bliconfig)sip defanlt-gatevay 193, 1608, 30
fliconfig) gint £0/3

Sl (config-if) gavitchport mode nrunk

—

Bl({config-1if) #switchport trunk native vian 1
SLINERPROTO-6~-UPDOWN ! Line protvocol on Interface FastEvhernev(/3,

anged svave vo down
SLINREPROTO-E-~UPDOWN: Line protocol on Interface FastRthernet0/3, changed state to up
SLINEPROTO-S~UPDOWN: Line protocol on Interface Vlian30, changed state to up
Slieonfig=-Af)8int range £0/1l-3 , £0/4-233,90/1-3

Sliconfig-if-xange) 2avitohport mode Acoexs

Sl(configeif-range) fint £0/24

¥l (config-1if)#switchport mode trunk

Bl (config-1if)#svivechport brunk navive vian L

Sliconflg=-if)sine range £0/1-3 , £0/4-33,90/1-23

Sl(config-if-range) gswitohport mode access

Sl (configeiforange) gint £0/1

Bl(config-i#) #awitchport access vlan 30

Bliconfig-if)#int range £0/2 , £0/4-23,90/2

Bllconflig-if-range) sshuv

SLINK-<E<«CHANGED: Interface FastEthernet(/2, changed state to administratively down
SLINK=-S~CHANGED: Interface FawtEthernet(/d4, changed state to administravively down
SLINK-6-CHANGED: Tnnerface FastEthernetld/§, ochanged state to administranively cown
SLINK-O~CHANGED: Interface FastXthernet(/€, changed state to administratively cown
SLINK-5-CHANGED: Inverface FastEthernetv(/7, changed state vo adminisvzatvively douvn
SLINK-E~CHANGED: Interface FastRthernetd/f, changed state to adminiscratively down

SLINK-5~CHANGED: Interface FastEthernet(/%, changed state to administratively down

SLINE-6-CHANGED: Inverface FastEthernet0/10, ohanged state to administravively down

SLINKvE~CHANGEID: Interface FastEthernetO/ll, changed state to administratively down

14
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Switchren
Switch#conf t©
Enter configuration commands, one per line. End with CHIL/Z.

Switch (config) #no ip domain-lookup
Switch(config) #hostname s3

53 (config) #enakble secret class

53 (config)#line con 0O

53 (config-line) §pass cisco

53 (config-line) #login

53 (config-line) #line wty 0 4

53 (config-line) §pass cisco

53 (config-line) #login
s3({config-line) gexit

53 (config) #service password-encryption
53 (config) #banner motd $facceso prohibido$
53 (config)

Configurando VLANS en S3

Switch en
Svitvchscont ©

cosmanda, one per lime. EInd with ONYL/Z

fwitoh{config)éno Llp domain-lookup

Switch (confiy) fhostnane 5%

§3lconfig) sanakle class

83lconfigigline

$3loonfig-line) spass cisos

nfig-line)plogia

§3icontig-1 ne vey 0 4
{eanfig-line | fpass cis

oonfig-line) $liagin

S3 (config-line) Isazvice passvord-encrypuion

53 (sonfiz) ¢banner notd Jacceso prohibidod

nfig)svian 30

sonfigvwlian) fname sdminiszracin

~vian) #vian 40

sonfig-vian) fnase mescades

ntig-vian) $vian

nfig=vian) fnace

§3iconfig-it)s
ALIME-5-CHANGED: Interface Viandl, changed state %o up

ALINEPROTC-S-UPDOWN . Line protocel on Insesface Vliando,

83 {eonfig-10)8ip add 152 1€8.40.9 365.266.128
£ nfig-ifigtns shut

S3iconfig-1if)sexin

S3(zonfiz) ¢ip default~gateway 133.140.40.1

nfig)sing £2/3

Sliconfig~if) tavicchpo =ode tzumk

nfig-if) #swivchpors trumk native viam 1
ntig~1£)fint zange £0/1-32, 20/4-23,g0/1-2
F3 (config-if-range) 3vwitchpors mode acoess

% Invalid inpus desected at "' marker

Fllconfig-if-range] $svitchiport mode access
nfig-if-zange
neig-1f) Savicchpors acce
B3 jcanfig-10) siny zange £0/
Sl config-if-range) gehuz

ALINK - S ~CHARSED -

Taszlzheznet/3, sdminiecrazively

SLINK-3~CHARCED:

Fascltheznes0/4, agmintezzatively

SLINK-S~CHANCED: Interface Fastltheznet(/5, changed atate o aZzinistzetively

FIbd

ALINK-S~CHANCED: Faatirhaznetl/€, changed state to adeinistzetively

SLINK-S-CHARCED: Fasclrhaznet(/7, changed atats to administratively dewn

ALINK-E-CHANCED:

Fascitheznet(/3, changed state o sdministzatively down

15
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Configurando VLANS en el R1

Rl (cenfig) ¢int gO/1.30
Rl (configvsubif) fencapsulation dotlg 30
Rl(config=mubif) #ip add 152.1€0.30.1 255.285.255.120
Rl(config-sublif) fdescription ADMINISTRACION VLAN
Rll(config-subif)dine gOs1.40
onflg-subif)dencapsulavion douvlg 40

flg-subif)eip adad 193,168 .40,1 265,365, ,365,128
Rl (ponfig-subif) gcesoriprion MERCADEO VLAN

Rl (ponfig-subif) gint go/1.200

Rl (config-subif) gencapaulation dotlg 200
Rl(config=subif) fip add 152.1€0.200.1 255.285.258.130
Rli{config-wubif) fdescription MANTENIMIENTO VLAN
Rl(config-subif) #ine go/L

Rliconfig=if)eno shuv

Rl (config-if)3
SLINK=-G~CHANGED: Interface GigabitEthernetnO/l, ohanged state to up

SLINEPROTO~L-UPDOWN: Line protocol on Interface GigabitEthernetO/l, changecd state ©o up
SLINK-5-CHANGED: Interface CigabitEthernet(/1.30, changed state to up

SLINEPROTO-6-UPDOWN: Line protocol on Interface CligabivEthernet0/1l.30, changed stave vo up
SLINE-G-CHANGED: Intexface GigabitRthexneto/L. 40, changed state to up

SMLINEPROTO«E~UPDOWN: Line protocol on Interface GigabitRthernetO/l.40, changed state to up
SLINK-S5~CHMANGED: Interface GCigabitEthernet(/1.200, changed state to up

SLINEPROTO-S~UPDOWN: Line protocol on lntezface CigabivEvhernet0/1.200, changed state Lo up

1. Configurar el protocolo de enrutamiento OSPFv2 bajo los
siguientes criterios:
OSPFv2 area 0

Configuration Item or Specification
Task
Router ID R1 1111
Router ID R2 2.2.2.2
Router ID R3 3.3.3.3

Configurar todas las interfaces LAN como

pasivas

Establecer el ancho de banda para enlaces| 128 Kb/s

seriales en

Ajustar el costo en la métrica de S0/0 a 7500

Router ID R1

Rl (config-router) #router ospf 1

Bl {config-router) $router-id 1.1.1.1

Bl {config-router) $Beload or use "clear ip ospf process" command, for this to take
effect

16
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Router ID R2

B2 (config-router) frouter ospf 1

R2 (config-router) #router—-id 2.2_.2.2

B2 (config-router) §Reload or use "clear ip ospf process" command, for this to take
effect

Router ID R3

B3 ({config) #router ospf 1
B3 ({config-router) frouter—-id 3.3_.3_3

Configuracién RIPv2 en R1y todas las interfaces LAN como pasivas

Rlgconf t

Enter configuration commands, one per line. End with CHTL/Z.

Bl {config) #router rip

Bl {config-router) fversion 2

Rl (config-router) §do show ip route connected

c 172.31.21_.0/320 is directly connected, Seriald/0/0

c 152 _.168_.30.0/,25 is directly connected, GigabkitEthernet0/1_30
c 152 .168.40.0/25 is directly connected, GigabitEthernet0/1.40
c 152 .1€8.200.0/25 4is directly connected, GigabitEthernetd/1.200
Bl {config-router) fnetwork 172.321_.21.0

Bl {config-router) fnetwork 152 _1€8.30.0

Bl {config-router) #

Rl (config-router) gnetwork 152.1€%.40.0

Bl {config-router) fnetwork 152 _1€8_.200.0

Bl {config-router) fpassive—-interface gl/s1.30

Bl {config-router) fpassive—-interface gl/s1.40

Rl (config-router) gpassive-interface gls1.200

Bl {config-router) fno auto—-summary

Configuracién RIPv2 en R2 y las interfaces pasivas

Rifconf t

Enter configuration commands, one per line. End with CHTL/Z.

B2 (config) #router rip

B2 {config-router) fversion 2

B2 (config-router) fdo show ip route connected

c 10.10.10.0/24 is directly connected, GigabitEthernet0/1

c 172.31.21.0/30 is directly connected, Serial0/0/0

c 172.31.23.0/30 is directly connected, Serialld/0/1

c 20%_1€5.200_.224/25% is directly connected, GigabkitEthernetd/0
B2 (config-router) fnetwork 10.10.10.0

B2 (config-router) fnetwork 172_.31_.21.0

B2 (config-router) fnetwork 172.31.23.0

B2 (config-router) §passive—-interface GigabitEthernetd/S1
21

B2 (config-router) fno auto—sumary

% Invalid input detected at '~' marker.

Ri{config-router)#no auto-summary

17
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Configuraciéon RIPv2 en R3 y las loopback pasivas

BE3fconf t

Enter configuration commands, one per line. End with CHTL/Z.
B3 (config) #router rip

B3 (config-router) #version 2

B3 (config-router) #do show ip route connected

C 172.31.23.0/30 is directly connected, Serial0/0/1
C 152 _1€8.4_0/24 is directly connected, Loopbkbackd
C 152 _.168.5.0/24 is directly connected, Loopkacks
c 152 .168.6.0/24 is directly connected, Loopbacke
B3 (config-router) gnetwork 172.31.23.0

B3 (config-router) fnetwork 1592 _1c8.4.0

B3 (config-router) fnetwork 192 _1c8.5.0

B3 ({config-router) #network 192 _168.c.0

B3 (config-router) #passive—-interface Loopbackd

B3 (config-router) passive—-interface Loopbkack5s

B3 (config-router) fpassive-interface Loopbacke

B3 (config-router) #no auto-summary

Establecer el ancho de banda para enlaces seriales

Bl {config) #int s0,/0/0
Bl {config-if) fbandwidth 128

B2 (config-router) #int s0,/0/0
B2 (config-if) #bandwidth 182
B2 (config-if) f#int s0/0/1

B2 (config-if) #bandwidth 182

B3 (config-if) #int s0/0/1
B3 (config-if) fbandwidth 128

At =z o 2z al

Ajustar el costo en la métrica de S0/0

Bliconfig-if) #ip ospf cost 7500

B2 (config-if) #ip ospf cost 7500

Verificar informaciéon de OSPF

Visualizar tablas de enrutamiento y routers conectados por OSPFv2

R2#show ip ospf neighbor

Neighbor ID Eri State Dead Time Zddress Interface
1.1.1.1 a FULLS - 00:00:37 172.31.21.1 Seriald/so/s0
3.3.3.3 a FULLS - 00:00:34 172.31.23.2 Seriald/so0/1
rzg|

Visualizar lista resumida de interfaces por OSPF en donde se ilustre

el costo de cadainterface

18
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e — —=

Physical Config Ll

108 Command Line Interface

Helghbos D pua HEatw Dwad Time Addsens IntesTacw
FUpE ARy ] yuLLs - DU OO XY 172.3L.21.4 Hexiatoususo
21.23%.3 Hwclalososa

2.3.3.3 ] YuLLy - CEECTEET 17
HIBahow Ap Opf ANCeETAce

HerialU/0/1 14 Up, line protoool ie up
INtesnet address ia 172 . 4L.28.1/30, Acea O

& 1D 1, Moutex ID 2.%.2.2, Hetwork Type POINT-TO-POLNY,

it Delay 14 L %00, State POINT-TO-POINT, Prioxity O

Ho bBackup designated router on this nectwoxk
Timex intexvals configuxred, Hello L0, Dead 40, Wait 40, Retranamitc &
Hello due in 00:00:0%
Index L/1, flood gueus length O
Next O0x0(0)/0x0¢0)
Last flood scan length ia L, maximum ie 1L
Last flood scan time is O nwec, maximum is O meec
Neighbor Count ie 1 . Adjimscent neighbor count is 1L
Adjscent with neighbor 2.0.0.9
fuppress hello for O neighbor {m)
Gerial0/0/0 Aiw up, line provocol 4As up
Invernet address is 172.21.2).2/20, Ares 0O
Process ID 1, Rouver ID 2.2.0.2, Neuwork Type POINT~TO-POINT,
Transmiv Delay is 1L sec, fOvave POINT~TO-POINT, Priocivy O
Ho dewigneved rouver on vhis necwork
Ho backup designated rouver on vhis nevwork
Timer invervaels configured, MHello 10, Deascd 40, Waiv 40, Retransmiv &
Hello dus in 00:00:06
Index 2/2. flood gueue langeh O
Hent Ox0(0) /¢ (o)
Leasu flood scan leangoh 4» 1, maximum is )
Last flood scen sime iw O s Mmesximam is O m
Neighbor Coune As 1, Adie neighhor counv i
Adjscans wivh neighbor | Lo
fuppre helle for 0 neighboris)
GligahisEvharnenn/1l is up, line provocol is up
ITnseenan addres A0 2000 A/34, Area O
we TD 3.3 3.3, Habwneh Typs BROADCAST,
L owme, Hnane WATTING, Prioarisy
o
Bhim Awweeh
o Hulle 10, Demad 40, Wakn 40, Awheanwmin &
Mo Mullws (Passive dnsmefaome)
Tridmn 373, #lowd gueuis Tengeh 0
Hamn Gn0 () /000 (0)
Tamt luwwd swan Jenghh 4 L, mewbmam e 1
Lamt fluwmel wwan bime bu € mams, mawbioum b 0 mewe
Hubghles Cutnt ds 0, Adjavens neighbues weuns ds O
Hupprmas Helle fue O nwdghlos ()
CEYY
nag| v

Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada

router.

Plfahow ip oapf interface

Swrial0/0/1 im up, line protocol is up
Intecnet acddress is L172.31.23.1/30, Area O
Process ID 1, Houter ID 2.2.2.3, Network Type POINT-TO-POINT, Cost: 545
Tranamit Delay is | sec, Btate POINT-TO-POINT, Prioczivy O
No designated router on bthis network
No backup designated souter on this network
Timer intervals configurwd, Helle 10, Dead 40, Wait 40, Retransmit %
Hello due in 00:00:01
Index 1/1, flood gueue length 0O
Next 030(0)/0x0(0)
Last f£lood scan lengvh is 1, maximum ie L
Last flood scan time is 0 msec, maximum is O ms
Heighbor Counv is 1 , Adjecent neighbor count is L
Adjacent witvh neighbor 3.3.3.3
Suppress hello for 0 neighbori(s)
Seriald/0/0 49 up, line protocol is up
Invernet addre is 173.31.21.3/30, Arxea O
Process ID 1, Rouwser ID 23.3.2.2, Neuwork Type POINT-TO-POINT, Cosu: 7600
Transmit Delay is | sec, Stvate POINT-TO-POINT, Prioxiuvy O
No designated router on this network
No backup designated router on this neswvork
Timer intervals configured, Hello 10, Dead 40, Waiv 40, Revransmiuv &
Hello due in 00:00:07
Inden 2/3, flood gqueue length O
Next 0x0(0)/0x0(0)
Last flood sean length is 1, maximum is L
Last flood sean time is 0 msea, maximum is O mseo
Neighbor Count 45 1 , Adjacent neighbox gount 4s 1
Adjacent with neighbor 1.1 1.1
Suppress hello for 0 neighhoris)
GigabitRthernet0/1 is up, line protocol is up
Internet acddress is 10.10.10,.1/34, Axea O
Process ID 1, Routex ID 2.3.2.3, Network Type RROADCAST, Cost: 1
Tranamit Delay ie | sec, State WAITING, Prioricy 1
We designated router on this network
Mo backup designated router on this netwvork
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit &
Ho Hellos (Passive intexrface)
Incdex 3/3, flood gueus length O
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time ic 0 meec, maximum ia 0 maec
Heighbor Count is 0, Adjacent neighbor count is 0O
Suppress hello for 0 neighborxis)
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RZgshow ip protocols

Routing Protococl is "ospf 1™
Cutgoing update f£ilter list for all interfaces is not set
Incoming update £ilter list for all interfaces is not set
Bouter ID 2.2.2.2
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.23.0 0.0.0.3 area 0
172.321.21.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0
Passive Interface(s):

GigabitEthernetl/1

RBouting Information Sources:
Fateway Distance Last Update
1.1.1.1 11a O00:-24:-43
2.2.2.2 11a 00:-10:5%5
3.3.3.3 11a 00:-10:5%5

Distance: {(default is 110)

RZ2fshow run
Building configuration. ..

Current configuration : 11&5 bytes

1

wversion 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

1

hostname RI

!

1

1

couter ospf 1

router—-id 2.2.2.2
log-adjacency-changes
passive—-interface GigabkitEthernetl/ 1l
network 172.31.23.0 0.0.0.3 area 0
network 172.31.21.0 0.0.0.3 area 0

network 10.10.10.0 0.0.0_.255 area 0
1

RZ2§show run
Building configuration. ..

Current configuration : 11€5 bytes

1

wversion 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

1

hostname R2

1

1

1

20
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[ e B
Verificando RIPv2 en R1

Blgshow ip protocols
RBouting Protocol is "rip"”
Sending updates every 30 seconds, next due in 8 seconds
Inwvalid after 180 seconds, hold down 1280, flushed after 240
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bedistributing: rip
Default wersion control: send wersion 2, receive 2
Interface Send Becv Triggered RIP Eey—chain
Seriald/sOs 0 2 2
butomatic network summarization is not in effect
Maximim path: 4
RBouting for MNetworks:
1l72.31.0.0
152 .1€8.30.0
182 .1e8.40.0
182 _.1€8_.200.0
Passive Interface(s):
GigabkitEthernetd/1_30
FigabkitEthernetd/1_40
GigabitEthernetd/1.200
Routing Information Sources:
Fateway Distance Last Update
172.31.21.2 120 00:-00:-07
Distance: (default is 120)

Blfshow ip route rip
10.0.0.0/24 is subnetted, 1 subnets

=] 10.19.19.0 [120/1] wia 172.31.21.2, 00:00:01, Seriald/0/0
172.31.0.0/1¢ is wvariably subnetted, 3 subnets, 2 masks

172.31.23.0/30 [120/1] wia 172.31.21.2, 00:00:01, Serialdysasa
192 .1€8.4.0/24 [120/2] wia 172.321.21.2, 00:00:01, Seriald/ /070
132 .1€8.5.0/24 [120/2] wia 172.321.21.2, 00:00:01, Serialos0/0
192 .1€8.€.0/24 [120/2] wia 172.31.21.2, 00:00:01, Serialos0/0
152 .1€8_.200.0/24 is wariably subnetted, 2 subnets, 2 masks

aomomom

encapsulamiento

Bl {config) #int gl/s1.30

Bl {config-subif) fdescrip administracion LA&N

Bl {config-subif) fencapsulation dotlg 30

Bl {config-subif)#ip add 152 _.1€2_30.1 255.255.255.0
Bl {config-subkif) #int g0s1.40

Bl {config-subif) fdescrip mercadeo LAN

Bl {config-subif) fencapsulation dotlg 40

Bl {config-subif)#ip add 152 _.1e2_40.1 255.255.255.0
Bl {config-subkif)fint g0s1.200

Bl {config-subif) #descrip mantenimiento LAN

Bl {config-subif) fencapsulation dotlg 200

Bl {config-subif)#ip add 152 . 1e2_Z200.1 255.255.255.0
Bl {config-subif) #int gls1

Bl {config-if) #no shut
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2. Implement DHCP and NAT for IPv4

Verificando que se aplico DCHCP en las PC
EN PC-A

& pc-a — O

Physical Config Desktop  Custom Interface

IP Configuration
IP Configuration

(® DHCP () Static DHCP request successful.

IP Address 192.168.30.31

Subnet Mask 255.255.255.128

Default Gateway 192.168.30.1

DNS Server 10.10.10.11

IPve Configuration
(O DHCP (O Auto Config @ Static

IPv6 Address |a"
Link Local Address FE80::202:17FF:FE7B:BEGC

& pc-a - O

Physical Config Desktop  Custom Interface

mmand Prompt

EN PC-C

22
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(T .

— |
Physical Config Desktop  Custom Interface
’
IP Configuration
IP Configuration
(®) DHCP () Static DHCP request successful.
IP Address 192.168.40.31
Subnet Mask 255.255.255.128 :
Default Gateway 192.168.40.1
DNS Server 10.10.10.11
IPve Configuration
() DHCP (O Auto Config (@ Static
IPv6 Address ‘ M |
Link Local Address | FEB0::203:E4FF :FE08:E4A6 | =
| 1
& pc-c - ]
Physical Config Desktop Custom Interface
T P N — e P

Command Prompt
Packet Tracer PC Command Line 1.0
fall
FastEthernetl Connection: (default port)

Connection-specific DHS Suffix._.:

3. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

Bl {config) #ip dhcp excluded-address 15%2.1€8.30.1 1592_168_.30_30
Bl {config) #ip dhep excluded-address 15%2.1€8.40.1 159%2_1c8.40_320

Rl iramfFimi &

4. Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para

configuraciones estéticas.
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Name:

Configurar DHCP pool para ADMINIST

VLAN 30 RACION

DNS-

Server:

10.10.10.1

1

Domain-Name:
ccna-unad.com
Establecer

default gateway.
Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name:

ccna-unad.com
Establecer

default gateway.

Configurar DHCP pool para VLAN 30 R1

Bl (dhep-config) $ip dhop excluded-address 1%2.1€8.30.1 15%2.1€2.30.30
Bl (config) #ip dheop excluded-address 152 .1€2.40.1 15%2.1€8.40.30

Rl (config)#ip dhep pool RDMINISTRACION

Rl (dhep-config) $dnetwork 192168 _30.0 255_255_255_128

Rl {dhep-config) #dns—-server 10_.10_.10.11

Bl (dhep-config) #domain-name cc-unad.com

% Inwvalid input detected at '*' marker.

Rl (dhep-config) fdefault-router 15Z.1e2.30.1

Configurar DHCP pool para VLAN 40

Rl {(dhcp-config) #ip dhep pool MERCRDED

Rl (dhcp-config) #network 152 .1€8.40.0 255.255.255.128
Rl (dhcp—config) fdns-server 10.10.10.11

Rl (dhcp—config) fdomain-name ccoc-unad.com

% Invalid input detected at '*"' marker.

Bl {dhcp-config) #default-router 192_.1€3.40.1
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5. Configurar NAT en R2 para permitir que los host puedan salir a
internet

Rigconf ©
Enter configuration commands, one per line. End with CHNTL/Z.
B2 ({config) #ip nat inside source static 10.10.10.10 209 _165_.200_225

B2 ({config) #int loopkack 0O

B2 ({config-if)#
2 LINE-5-CHARNGED: Interface Loopbackl, changed state to up

SLINEPROTO-5-UPDOWN: Line protococl on Interface Loopbackd, changed state to up

B2 ({config-if) #ip nat inside
B2 {config-if)gint gl/s0

B2 ({config-if) #ip nat outside
B2 (config-if) fexit

B2 {config) faccess-1list 1 permit 19%2.1€2.30.0 0.0.0.12%8
B2 {config) faccess-1list 1 permit 152.1€2.40.0 0.0.0.12%8
B2 {config) faccess-1list 1 permit 152_.1€62.4.0 O0.0.3.255

B2 (config) #ip nat pool INTERNET 20%.165.200.225 205.1€5.200.228 netmask
255.255.255._ 248
B2 ({config) #ip nat inside source list 1 pool INTERNET

Configurando ntp en los router
R2

oSS WL .

B2gclock set 2:00:00 2 june 2018

nTa

R1

Rl (config) #ntp server 172.31_.21.2
Bl (config) #ntp update-calendar

Traducion de la ruta estatica en R2

BEZfshow ip nat translations
Pro Inside glokal Inside local Cutside local futside glokal
-—— 20%_.1c5_.200.225 10.10.1a.10 - -

6. Configurar al menos dos listas de acceso de tipo estandar a su
criterio en pararestringir o permitir trafico desde R1 o R3 hacia
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B2 {config)#int s0/0/0

B2 {config-if) #ip nat inside
B2 {config-if) #int s0,/0/1
Rzicnnfig—ifh#}p nat inside

7. Configurar al menos dos listas de acceso de tipo extendido
0 nombradas a su criterio en para restringir o permitir
trafico desde R1 o R3 hacia R2.

Rigconf t

Enter configuration commands, one per line. End with CHNTL/Z.
B2 ({config) #ip access-list standard ADMIN-MET

B2 (config-std-nacl) §permit host 172_.31_.21.1

B2 (config-std-nacl) fexit

B2 ({config) #line wty O 4

B2 ({config-line) faccess—class ADMIN-MGET in
RZ(config-line)gtransport input telnet

verificando listas de control de acceso permite ingresar desde R1 a

R2
BEl=en
Password:
RElgtelnet 172.31.21.2
Trying 172.31.21_.2 .. _Openaccesc prohibido

User Access Verification

Password:
Fexlt

Connection to 172.31_.21_2 closed by forei

De R3aR1

Ri=en

Password:

R3gtelnet 172.31.21.2

Treying 172.31_21.2

% Connection refused by remote host

Listas de acceso en R2

F2gshow access-list
Standard IP access list 1
10 permit 192.1€8.30.0 0.0.0.128
20 permit 192.1€8.40.0 0.0.0.128
230 permit 192 _.1€2.4.0 0.0.3_255
Standard IP access list ADMIN-MGET
IlI:I permit host 172.31.21.1
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8. Verificar procesos de comunicacion y redireccionamiento de

trafico en los routers mediante el uso de Ping y Traceroute.

Ping de R1aR2

Blzen
Rlgping 172.31.21.2

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31_.21.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/8/3¢ ms

Ping de R2 a R3

Rlxen
Rifping 172.31.23.2

Type escape seguence to abortc.
Sending 5, 100-byte ICHMP Echos to 172.31.23_.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/7/35 ms

ping de PC-A a PC-C
#pc-a - O

Physical Config Desktop Custom Interface

——— —— S T | —

Command Prompt ]

Minimim = 0ms, Maximum = 12Zms,
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L
Ping de pc internet a INTERNET

& PC-INTERMET - O

Physical Config Desktop  Custom Interface

s L | e e

PCrping

Pinging 20 65 .: with

Ping statisti
Pa

Ping a las vlans desde PC-internet

& PCANTERNET

Physical Config Deasktop Custom Intarface

—— —_— ———— a1 ——

IL'. ping 152

52 bytws of data
from toa=32 time=lms
from toa=312 time=OSms

from Su=32 times=lms

PR

from ex=312 time=Ims

Ping statist 2.16@.30.2
Packets Received = 4,

Approximate round Lrip Times in milli-sed

Mindimum = lms, Maximum = Eme, Average
[vo-ping 15
Pinging 192 ) 32 5 > datva
Reply from ] () - Limew)l lms
Reply from 192 .1 ‘ sy tes timeel Sms
Reply from . > $2 timeellms

y £rom bytus=32 timeslms

ng imt le€0.40.3

Pa , Received = 4,
Approximate round trip times in milli-se

Minimum = lms, Maximum = lims, Average =
PCoping 192.1606,200.1

Pinging 192 : >f data

Reply fx«

Reply ¢
Lo

£x LS 200 L 2 vime=wbms

Ping statist
Pa 3 4, Received = 4, Lot
mate trip times in milli-se

Mindimuam Haximum = lims, Average Amm
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trip tims
Mazri moam

with

imate round trip tim
Minimam s, Maximim =

BCrping 152

Pinging 1

Ping statisti
Packets: Sent
Approximate round trip ti
MHinimim = lms, M imum =

Ping de PC-A a PC-internet
& pc-a

Physical  Config Desktop  Custom Interface

—— R S e |

1y

1y £
ly £

trip tim
nimam 2 Maximam =
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Verificando conexion entre switch y router
Ping de sl a R1, VLAN 30 address

Slgping 1592.1€8.30.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1592.1€8.30.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms

Ping de S1 A vlan 40

Slgping 192.168.40.1

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 192.1€8.40.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

0/0/1 ms

Ping de S1 A vlan 200

Slgping 152.1€8.200.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1592.1€8.200.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/39/47 ms

Pingde S1A R1
Slgping 172.31.21.1

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31.21.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 0/0/1 ms

Ping de s3 a Vlan 30

S3¢ping 192.1€8.30.1

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 152.1€8.30.1, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/1 ms

Ping de S3 A vlan 40
S3gping 152.1€2.40.1

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 19%2.1€8.40.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms
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Ping de S3 A vlan 200

S3%ping 152.1€8.200.1

Type escape seguence to abort.
Sending S5, 1l00-byte ICMP Echos to 152.1€8.200.1, timeout is 2 second

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms

Ping de S3A R1

S3#ping 172.31.21.1

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31.21_.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 0/1/5 ms
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Conclusiones

Con la realizacion de este trabajo se logro aplicar los conocimientos
adquiridos en configuracion tanto de pc como de router,switchs ,servidores
web ,vlans ,aplicar conociminetos de enrutamiento OSFV2 , servidores
DHCPy NAT para IPV4.

Se logro establecer comunicacion entre routers , switch ,pc y servidores
web reforzando y aplicando conocimientos adquiridos en el desarrollo del

diplomado de profundizacion CISCO .
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