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RESUMEN

La tematica desarrollada en el transcurso de la carrera de ingenieria de sistemas ,
el diplomado de profundizacion en CISCO y la solucibn a los escenarios
propuestos en la guia de actividades , me ayudo a fortalecerme al momento de
realizar una instalacion de dispositivos, configuracion de una red local o
empresarial , administrar las distintas redes que en el futuro se puedan presentar
y alun mas significativo la manera de atesorar cada uno de los problemas en redes
pequefias y empresariales como por ejemplo LAN y WAN, durante el desarrollo
del trabajo en conjunto apoyado firmemente por profesionales y especialistas del
area, con el fin de optimizar cada una de las destrezas adquiridas Yy de trabajar
modo autonomo en el esquema de redes. Esta actividad logro afianzar mis
conocimientos sobre protocolos de enrutamiento avanzados como IGRP, RIP,
OSPF, se utilizo tanto el direccionamiento IPV4 e IPV6, con ellos se enfatiz6 en la
seguridad. Una temética que es suma importancia la cual dia a dia es importante
a momento del disefio de una red. El presente trabajo validad estas habilidades y
nos da una vision mas clara de lo que nos enfrentaremos, conjuntamente es la
manera de evaluar nuestros conocimientos obtenidos durante el desarrollo de las
unidades que forman el curso, asi como la formacién autonoma que el diplomado
tiene como requerimiento.



ABSTRACT

The theme developed in the course of the systems engineering career, the diploma
of deepening in CISCO and the solution to the scenarios proposed in the activity
guide, helped me to strengthen myself when performing a device installation,
configuration of a network local or business, manage the different networks that
may arise in the future and even more significant how to treasure each of the
problems in small and business networks such as LAN and WAN, during the
development of joint work strongly supported by professionals and specialists in
the area, in order to optimize each of the acquired skills and work independently in
the network scheme. This activity was able to strengthen my knowledge about
advanced routing protocols such as IGRP, RIP, OSPF, IPV4 and IPV6 addressing
was used, with them security was emphasized. A theme that is very important
which day by day is important when designing a network. The present work validates
these skills and gives us a clearer vision of what we will face, together it is the way
to evaluate our knowledge obtained during the development of the units that form
the course, as well as the autonomous training that the diploma has as a requirement



INTRODUCCION

En el periodo de estudio y desarrollo de esta prueba de habilidades final se
aplicara todo lo trabajado en el semestre del Diplomado, por lo que se empleara
enrutamiento, cada uno de los pardmetros de seguridad y diferentes accesos de
dispositivos en la red, implementacion DHCP, NAT, Asignacion del protocolo de
enrutamiento EIGRP. etc.

Desarrollando esta actividad lograremos determinar la capacidad de cumplir con
un informe demostrando paso a paso de como brindar una solucién a cada uno
de los escenarios que veremos. son totalmente distintos y que estos estdn basados
en problemas habituales en nuestro ambito laboral ,los cuales tienen mucha
relacion con las redes y telecomunicaciones.



OBJETIVOS

OBJETIVO GENERAL

Se Efectian destrezas alcanzadas en las practicas que se vieron anteriormente,
y se estudian cada una de las teorias para identificar y aplicar una solucion a
unos escenarios donde se estudian casos de Networking basados en nuestro
diario vivir.

OBJETIVOS ESPECIFICOS

Configurar dispositivos de comunicacion como Routers, Switch, Servidores.
Implementar seguridad en los Router y demas politicas necesarias

Identificar que dispositivos utilizar para la construccion de una topologia de
red



Descripcidon de escenarios propuestos para la prueba de habilidades

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin
y Cali en donde el estudiante serd el administrador de la red, el cual debera
configurar e interconectar entre si cada uno de los dispositivos que forman parte
del escenario, acorde con los lineamientos establecidos para el direccionamiento
IP, protocolos de enrutamiento y demas aspectos que forman parte de la topologia
de red.

Topologiade red

Los requerimientos solicitados son los siguientes:

Parte 1: Para el direccionamiento IP debe definirse una direccién de acuerdo con
el nimero de hosts requeridos.

Parte 2: Considerar la asignacion de los parametros béasicos y la deteccién de
vecinos directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexion total, todos
los hosts deberén ser visibles y poder comunicarse entre ellos sin restricciones.

Parte 4: Implementar la seguridad en la red, se debe restringir el acceso y
comunicacion entre hosts de acuerdo con los requerimientos del administrador de
red.

Parte 5: Comprobacion total de los dispositivos y su funcionamiento en la red.
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Parte 6: Configuracion final.
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Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

Realizar las rutinas de diagnoéstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,
etc).

Realizar la conexidn fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Parte 1: Asignacién de direcciones IP:

a. Se debe dividir (subnetear) la red creando una segmentacion en ocho partes,
para permitir creciemiento futuro de la red corporativa.
b. Asignar una direccion IP a la red.

Parte 2: Configuracion Basica.

a. Completar la siguiente tabla con la configuracién béasica de los routers, teniendo
en cuenta las subredes disefiadas.

R1 R2 R3
Nombre de Host MEDELLIN BOGOTA CALI
Direccion de Ip en interfaz 192.168.1.99 192.168.1.98 192.168.1.131
Serial 0/0
Direccion de Ip en interfaz 192.168.1.130
Serial 0/1
Direccion de Ip; S pees = 192.168.1.33 192.168.1.1 192.168.1.65
0/0
Protocolo de enrutamiento Eigrp Eigrp Eigrp
Sistema Autbnomo 200 200 200
Afirmaciones de red 192.168.1.0 192.168.1.0 192.168.1.0



b. Después de cargada la configuracion en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.

c. Verificar el balanceo de carga que presentan los routers.

d. Realizar un diagnostico de vecinos uando el comando cdp.

e. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

Parte 3: Configuracion de Enrutamiento.

a. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

b. Verificar si existe vecindad con los routers configurados con EIGRP.

c. Realizar la comprobacién de las tablas de enrutamiento en cada uno de los
routers para verificar cada una de las rutas establecidas.

d. Realizar un diagndstico para comprobar que cada uno de los puntos de la red
se puedan ver y tengan conectividad entre si. Realizar esta prueba desde un host
de la red LAN del router CALI, primero a la red de MEDELLIN y luego al servidor.

Parte 4: Configuracidon de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos
y estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la
red. Para esta labor se decide configurar listas de control de acceso (ACL) a los
routers.

Las condiciones para crear las ACL son las siguientes:

a. Cada router debe estar habilitado para establecer conexiones Telnet con los
demas routers y tener acceso a cualquier dispositivo en la red.

b. El equipo WS1 y el servidor se encuentran en la subred de administracion. Solo
el servidor de la subred de administracion debe tener acceso a cualquier otro
dispositivo en cualquier parte de la red.

Cc. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar con el
servidor.

Parte 5: Comprobacion de lared instalada.

a. Se debe probar que la configuracion de las listas de acceso fue exitosa.
b. Comprobar y Completar la siguiente tabla de condiciones de prueba para
confirmar el 6ptimo funcionamiento de la red e.



ORIGEN
Router MEDELLIN
WS 1
Servidor
Servidor
LAN del Router
MEDELLIN
LAN del Router CALI
LAN del Router
MEDELLIN
LAN del Router CALI
LAN del Router CALI
LAN del Router
MEDELLIN
LAN del Router
MEDELLIN
LAN del Router CALI
LAN del Router
MEDELLIN

Servidor
Servidor
Router CALI
Router MEDELLIN

DESTINO
Router CALI
Router BOGOTA
Router CALI
Router MEDELLIN

Router CALI
Router CALI
Router MEDELLIN

Router MEDELLIN
WS_1

wSs_1

LAN del Router CALI
Servidor
Servidor

LAN del Router
MEDELLIN

LAN del Router CALI

LAN del Router
MEDELLIN

LAN del Router CALI
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DESARROLLO

Como trabajo inicial se debe realizar lo siguiente.

Realizar las rutinas de diagnéstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asighar claves de seguridad,
etc).OK!
Realizar la conexion fisica de los equipos con base en la topologia de
red.OK!

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.
Creamos los dipositivos de red en el escenario
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Parte 1. Asignacion de direcciones IP:

c. Se debe dividir (subnetear) la red creando una segmentacién en ocho partes,
para permitir creciemiento futuro de la red corporativa.
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Se realiza el respectivo subneteo

Formula

bit necesarios

redes totales

2™

subredes
requeridas 8

23

8

red

rango de host

broadcast

192.168.1.0/27

192.168.1.1
192.168.1.30

192.168.1.31

192.168.1.32/27

192.168.1.33
192.168.1.62

192.168.1.63

192.168.1.64/27

192.168.1.65
192.168.1.94

192.168.1.95

192.168.1.96/27

192.168.1.97
192.168.1.126

192.168.1.127

192.168.1.128/27

192.168.1.129
192.168.1.158

192.168.1.159

192.168.1.160/27

192.168.1.161
192.168.1.190

192.168.1.191

192.168.1.192/27

192.168.1.193
192.168.1.222

192.168.1.223

192.168.1.224/27

192.168.1.225
192.168.1.254

192.168.1.255

d. Asignar una direccion IP a la red.

Se asignan las direcciones ip teniendo en cuenta el subneteo
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Parte 2: Configuracion Basica.

f. Completar la siguiente tabla con la configuracion bésica de los routers, teniendo
en cuenta las subredes disefiadas.

Se asignan todas las direcciones ip y se agrega el protocolo de enrutamiento para
permitir la conexion

et Trac
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R1 R2 R3

Nombre de Host MEDELLIN BOGOTA CALI
Blldcieelong eler ol el e 192.168.1.99 192.168.1.98 192.168.1.131
Serial 0/0

Direccion de Ip en interfaz 192.168.1.130

Serial 0/1

Blldcie ool ole ol e piieaiens =40 192.168.1.33  192.168.1.1 192.168.1.65
0/0

Protocolo de enrutamiento Eigrp Eigrp Eigrp
Sistema Auténomo 200 200 200
Afirmaciones de red 192.168.1.0 192.168.1.0 192.168.1.0

g. Después de cargada la configuracién en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.
Se comprueba el direccionamiento ip mediante la tabla de enrutamiento de los

routers
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G )
Connections. 4 New Delete @ successful  PCO PC1 cve [l 0.000 N 3
;’,“ s Toggle PDU List Window | @  Successful o pC2 wcve B o0.000 N 4
Automatically Choose Connection Type < 22

B

h. Verificar el balanceo de carga que presentan los routers.

Se verifica el balanceo de carga mediante el comando show ip route -address-
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Logical [Root]

Move Object Set Tiled Background Viewport

PCO

<

Time: 02:00:50 I Power Cycle Devices Fast Forward Time|

<

A

f = \ | (
Se O | alvai
-

= = S—z

MEDELLIN

Physical  Config  CLI

I0S Command Line Interface

Trter Toumands, one per Iine. Fnd wich CNTL.
MEDELLIN(config)#show ip route 1.0.0.0

% Invalid input detected at '~' marker.

MEDELLIN{config) fexit
MEDELLINg
45YS-5-CONFIG_I: Configured from console by console

MEDELLINg

MEDELLINg

MEDELLINg

MEDELLIN$show ip route 1.0.0.0

% Network not in table

MEDELLIN§show ip route 192.168.1.65

Routing entry for 192.168.1.64/27

Known via "eigrp 200", distance 90, metric 2684416, type internal
Redistributing via eigrp 200
Last update from 192.168.1.98 on Serial0/0/0, 00:18:35 ago

* 192.168.1.98, from 192.168.1.98, 00:18:35 ago, via Serial0/0/0
Route metric is 2684416, traffic share cownt is 1
Total delay is 40100 microseconds, minimum bandwidch is 1544 Kbit
Reliability 255/255, minimm HTU 1500 bytes
Loading 1/25, Hops 2

MEDELLING|

Copy

E!
ég
&

. [@

Realtime

/I Z e/

New Delete

Toggle PDU List Window

|Bisiain] o 0 olm

[Root]

Autornatically Choose Connection Type

D scenario 0 J[rretaststan

Periodic  Num

Move Object Set Tiled Background Viewport

=l

=,
PC-PT
PCO

Time: 02:02:23 I Power Cycle Devices Fast Forward Time

BOGOTA

Physical ~ Config ~ CLI

10S Command Line Interface

BOGOTA>
BOGOTA>
BOGOTA>
BOGOTA>enable
Password:
BOGOTAfshow ip route 192.168.1.65
Routing entry for 192.168.1.64/27
Known via "eigrp 200", distance 90, metric 2172416, type internal
Redistributing via eigrp 200
Last update from 192.168.1.131 on Serial0/0/1, 00:20:20 ago
Routing Descriptor Blocks:
* 192.168.1.131, from 192.168.1.131, 00:20:20 age, via Serial0/0/1
Route metric is 2172416, traffic share count is 1
Total delay is 20100 microseconds, miniuum bandwidth is 1544 Kbit
Reliability 255/255, minimuwm MTU 1500 bytes
Loading 1/255, Hops 1
BOGOTA$

Copy

&

L |
b
D

» [©

Realtime

- = Y p- — =
ceEmF OPCPOEEEEY :

E’msa'—_‘

New Delete

Toggle PDU List Window

Autornatically Choose Connection Type
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[Root] New Cluster  Move Object Set Tiled Background Viewport
1 =g
¥ call - (=] X
Physical ~ Config ~ CLI
10S Command Line Interface —
=
~ =
CALI>
CALI>
CALI>
CALI>ENBLE
Translating "ENBLE"...domain server (255.255.255.255)
% Undnown command or computer name, or wnable to find computer address
CALI>ENABLE
Password:
Password:
CALI§show ip route 192.168.1.33
Routing entry for 192.168.1.32/27 |- %
295h-24 Enown via "eigrp 200", distance 90, metric 2684416, type internal —
Swikcho Redistributing via eigrp 200
Last update from 192.168.1.130 on Serial0/0/0, 00:24:15 ago -
Routing Descriptor Blocks: L
* 192.168.1.130, from 192.168.1.130, 00:24:15 ago, via Serial0/0/0
Route metric is 2684416, traffic share count is 1
; Total delay is 40100 microseconds, minimun bandwidth is 1544 Kbit
PC-PT Reliability 255/255, minimum MTU 1500 bytes
PCO Loading 1/285, Hops 2
cALTs| v
(@)
< Copy Paste > |
Time: 02:06:28 | Power Cycle Devices Fast Farward Time| Realtime
3 = Troe Color Time (sec) Periodic Num Edit Delete
o >, = ~TT ureE
Sl (2 / 4 /\ A $ 91\1 $ 1) [scenario 0
| . 52 5
[ Connections ] New Delete
‘7:’ b s Toggle PDU List Windaw
Automatically Choose Connection Type < >
q o o | O ESP .

i. Realizar un diagnostico de vecinos uando el comando cdp.
Mediante el comando cdp se realiza el diagnostico detallado y general

BHS O# -

L ] -

o

Al INICIO INSERTAR DISENO DISENO DE PA Physical Config cu Iniciar sesién
< X, Cortar o5 . # Buscar -
e Cambria “[12 - A A
10S Command Line Interface i » AaBbCc » AaBbCe a
Copiar -] 2cReemplazar
Pegar N K S »abe x, X° alf |BOGOTA Ser 0/0/0 178 R cl84l Ser 0/0/1 ~ Bullet Body 1 Bullet Hi...
-~ Copiar formato = * E ] | I3 seleccionar~
Portapapeles [} Fuente Device ID: Switch [ Edicién ~
Entry address(es):
Platforn: cisco 2350, Capsbilities: Switch
Interface: F 0, Port ID (oucgoing port): Fi 1 =
Holdtime: 146 B
Version :‘.».'J

INA 14 DE 20 10 DE 22

Cisco Internetwork Operating System Software
108 (tw) C2950 Software
fel)

Copyright {c] 1986-2005 by cisco Systems,
Compiled Wed 18-May-05 22:31 by jharirba

Ine.

advertisement version: 2

(C2950-16Q4L2-M), Version 12.1(22)EAd, RELEASE SOFTUARE(

Duplex: full
d. Real |pevice Ip: BOGOTA

Entry address{es:

IP address : 192.168.1.130

Platforn: cisco Cl841, Capabilities: Router
e. Real |Interface: Serialo/o/0, Porc ID (outgoing port): Serial0/0/1

Holdtime: 138
Parted |yorcion

Cisco 105 Softvare, 1841 Software (C1841-ADVIPSERVICESKS-N), Version 12.4(15)TL,
a. Asig| | RELEASE SOFTWARE (fc2) ado.

| |Technical suppore: neep:/swow. cisco. con/techsupport

b. Veril |copyrigne tc) 1986-2007 by Cisco Systems, Inc
¢. Real |compiled Wed 18-3ul-07 04:52 by pt_team ada
una de d ) .

advertisement version:
d Real |p e fut gan
conecti red
de MEL |CALI#

cALT#

cALT#
Parte CALIf v

Copy
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Paste

e
11:12a.m.
11/12/2019

100%

N

x3 E A © ESP



EHS O #-

INICIO INSERTAR DISENO

DISERIO DE PAGINA

REFERENCIAS ~ CORRESPONDENCIA  REVISAR  VISTA Iniciar sesién
o Frg: [ ar % Buscar -
Cambuia 12 c|A A [Aax | Q AaBbCcD: | AaBbCeDi AaBbCcDr AaBbCcD AaBbCcDi » AaBbCe » AaBbCe (| o oo
a -] 2 Reemplazar
Pegar ¥ A Ay 0 odyTe.. B iy TBulletHi. [
P % Copiarformato | M K S raex o A-W- A Body For.. | TBodyFo.. WBodyFo.. WBodyTe.. TBodyTe.. BulletBody WBulletHiu. [<] | g
Portapapeles 5 Fuente 7 Estilos 5 Edicién ~
|
=
¥ call - o X
Physical  Config ~ CLI
10S Command Line Interface
Inverface: Serial0/0/0, Porc ID {oucgoing port): Seriald/0/1 A
Holdvime: 138
Version :

e. Real
Parte

a. Asig|
b. Veri|

Cisco I0§ Software, 1841 Software (Cl841-ADVIPSERVICESKS-M), Version 12.4(18)T1,
RELEASE SOFTUARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright {c) 1986-2007 by Cisco Systems, Inc.

Compiled Ved 18-Jul-07 04:52 by pt_team

advertisement version:
Duplex: full

CALT#
CALT#
CALI#

ip_n
Capability Codes:

R - Router, T - Trans Bridge, B - Source Route Bridge

$ - Switch, H - Host, I - IGHP, r - Repeater, P - Phone

Device ID  Local Intrfce Holdtme  Capability Platform  Port ID

Switch Fas 0/0 157 s 2950 Fas 0/1

BOGOTA Ser 0/0/0 143 13 c1s41 Ser 0/0/1

CALTf v
Copy. Paste

=)

S=rbt—rF

Tiam gy
117122019 Y1

100%

j. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

Se envian los respectivos mensajes para verificar la conexion

¥ Cisco Packet Tracer - E\JorgeF\Escritorio\ciscolsss.pkt

File Edt Options ‘iew Tools Extensions

Help

Logical [Root] New Cluster  Move Object Set Tiled Background  Viewport
A ]
PC-PT
PC-BOGOTA
1841
BOGOTA
PP
pcaLr
=7
2950-24
1841 1841
MEDELLIN caLl Sicng
=
295p-24 e
Swiicho
b
=
PC-PT
PC-MEDELLIN
< >
Time: 02:16:40 | Power Cycle Devices Fast Farward Time Realtime
N | |Fire LastStatus Source Destination ~ Type Color Time (sec) PeriocA
s - v
S o ) o = ) 1) [scenario 0
’ [ = < ||, 7l & /‘ < § 55 § / -) @ Successful PC-MEDELLIN PC-CAL 1cHp 0.000 [
New Delete | @ successful PC-MEDELLIN pc-BoGoTA 1cvP [l 0.000 N
= Togale PDU List Window | (@ Successful PC-CALI pc-eocota 1cvp B 0.000 NV
Automnatically Choose Connection Type <
q

()
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Parte 3: Configuracion de Enrutamiento.

e. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

f. Verificar si existe vecindad con los routers configurados con EIGRP.

g. Realizar la comprobacién de las tablas de enrutamiento en cada uno de los
routers para verificar cada una de las rutas establecidas.

h. Realizar un diagnéstico para comprobar que cada uno de los puntos de la red
se puedan ver y tengan conectividad entre si. Realizar esta prueba desde un host
de la red LAN del router CALI, primero a la red de MEDELLIN y luego al servidor.
La parte tres se desarroll6 completamente en la parte anterior como se puede
comprobar en las imagenes de esa seccion y la siguiente imagen

¥ Cisco Packet Tracer - EorgeF\Es s

Logical [Root] New Cluster  Move Object Set Tiled Background Viewport

- I
F 7 20524 \:|
PC-PT
PC-BOGOTA SARCHL i
| Server-| PT

\\w
O
g2
8%
E

"

3
~— 320
ol
£
® O x i)

4

P

e S
Co——ia/
™ 1841 1841 2950-24
MEDELLIN caLl Switche
=,
PC-PT
PC-MEDELLIN
g 8 (6)
Time: 02:20:52 | Pawer Cycle Devices Fast Forward Time Realtime
- - 7 Fire Last Status Source Destination Type Color Time (sec) Perioc ~
5 o [ B9 = s . = 7 1) scenario 0 v
s / / A / ‘5 § $;>/, § @ Successful PC-CALL MEDELLIN ICMP 0.000 N
New Delete | \q@y  sSuccess ful  PC-CALL pc-eocota 1cvp [l 0.000 N
,J” s Toggle PDU List Window @  Success! ful  PC-CALI Serverl 0 icve 0.000 N w2
Automatically Choose Connection Type <l 2l

- = . 123am.
L B B ~ow Wiz

Parte 4: Configuracion de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos
y estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la
red. Para esta labor se decide configurar listas de control de acceso (ACL) a los
routers.

Las condiciones para crear las ACL son las siguientes:

d. Cada router debe estar habilitado para establecer conexiones Telnet con los
demas routers y tener acceso a cualquier dispositivo en la red.
Se habilitan las conexiones telnet mediante la consola vty y activando el password
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2 al|Ei & 00|00

[Root]

295p-24
Switcho

PC-PT
PC-MEDELLIN

<

Time: 48:37:19 | Power Cycle Devices Fast Forward Time|

¥ MEDELLIN
Physical  Config ~ CLI

I0S Command Line Interface

MEDELLIN>

MEDELLIN>

MEDELLIN>

MEDELLIN>

MEDELLIN>ensble

Passvord:

MEDELLINftelnet 192.168.1.98
Trying 192.168.1.98 ...0pen

User hccess Verification
Passvord: !
'

'
'
spanning-tree mode pvst

interface FastEthernet0/0

ip address 192.168.1.1 255.255.285.224
duplex auto

speed auto

'

interface FastEthernet0/l
no ip address

duplex auto

speed auto

shutdown

Serial0/0/0
ip address 192.168.1.98 255.255.255.224

BOGOTA>

luster  Pove Object Set Tiled Background Viewport

Realtime

Destination  Type Color Time (sec) PeriocA |

~] joTa

Copy

PC-CALI
PC-MEDELLIN
PC-BOGOTA

1CMP

icve [l
cve

Paste oTA

0a.m.

VB ~o B R

Logical [Root] New Cluster Move Object Set Tiled Background Viewport
— >
¥ BOGOTA o X
P{ physical  Config ~ CLI
10S Command Line Interface —
TOTOTE I 1ITFiT rowp T o = =|
BOGOTA(config-if) fexit
BOGOTA(config) #interface fal/0
BOGOTA(config-if)#ip access-group 1 out
BOGOTA(config-if)#
BOGOTA({config-if)fexit
BOGOTA(config) §interface Serial0/0/0
BOGOTA(config-if) #EXIT
BOGOTA(config) $EXIT v
BOGOTA$
$8YS-5-CONFIG_I: Configured from console by console
BOGOTAftelnet 192.168.1.131
Trying 192.168.1.131 ...Open
[Connection to 192.168.1.131 closed by foreign host] -]
295h-24 BOGOTAftelnet 192.168.1.131 4L.
Switcho Trying 192.168.1.131 ...0Open
L
User Access Verification
: Password:
“pC-PT CALI>ensble
PC-MEDELLIN Password:
CALI# v
< Copy Paste > T
Time: 48:38:44 | Power Cycle Devices Fast Forward Time Realtime
. — = = r FIre—LaST STat0s — Source Destination ~ Type Color Time (sec) Perioc A
- - B \ 1) | scenario 0 *
5] | R B s ‘ 7 ‘ / Al 74 ‘ < ‘ § $.L) § / D] @ Failed PC-BOGOTA  PC-CALI 1cMP 0.000 N
[ Connections ] - Newy Delete | gy Failed pc-B0GOTA PC-MEDELLIN 1cvp [l 0.000 N
Ae s Togale PDU List Window | (@ Failed PC-CALL pc-pogota 1cvp M 0.000 NV
A
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e. El equipo WS1 y el servidor se encuentran en la subred de administracion. Solo
el servidor de la subred de administracion debe tener acceso a cualquier otro
dispositivo en cualquier parte de la red.

Se crea la ACL para denegar el acceso solicitado y se comprueba la conexiéon y la
falta de conexion segun lo requerido

¥ BOGOTA - m} b
Physical Config CLI
10S Command Line Interface

BOCUTAfFcontigure terminal >
Enter configuration coumands, one per line. End with CNTL/Z.
BOGOTA{config)#
BOGOTA{config) §
BOGOTA({config) §line vty 0 4
BOGOTA({config-line) fpassword BOGOTA
BOGOTA{config-line)flogin
BOGOTA{config-line)fexit
BOGOTA{config) #enabled password secreto
% Invalid input detected at '~' marker.

1 |BoGOTA(contig) 8
BOGOTA(confiyg) finterface Serial0/0/0
BOGOTA{config-if) fexit
BOGOTA{config)faccess-list 1 deny host 192.168.1.10
BOGOTA{config) faccess-list 1 deny host 182.168.1.10 0.0.0.0
% Invalid input detected at '“' marker.
BOGOTA{config) #interface fal/l
BOGOTA{config-if)#ip access-group 1 out
BOGOTA{config-if) fexit
BOGOTA(confiy) finterface fal/0
BOGOTA{config-if)#ip access-group 1 out
BOGOTA(config-if)§ D4

Copy Paste
¥ Cisco Packet Tracer - E\JorgeF\Escritorio\ciscolsss3.pkt - X

File Edit Options View Tools Extensions Help

Logical [Root] New Cluster  Move Object Set Tiled Background Wiewport

=,
PC-PT
PC-BOGOTA

Server-PT

=ra Serverd

|

® O x [

1841
BOGOTA

1841 1841 295.“}'2" ’\\\1
MEDELLIN CALI BHIch2

||

295p-24 =
Switchd

b
=,
PC-PT

PC-MEDELLIN

. > [@
Time: 48:35:26 | Pawer Cycle Devices Fast Forward Time Realtime

o —— ~
. mm= = - . ‘ [Scenrio s ] |Fire Laststatus  Source Destination ~ Type Color Time (sec) Perioc
e s ||/ L Z] [+ 9 § D) § / @ Failed PC-BOGOTA  PC-CALL 1cHP 0.000 N
[ Connections ] New Delete | \q@y  Failed pc-80GOTA  PC-MEDELLIN Icvp [l 0.000 [
" ’ < s = Toggle PDU List Window | (@ Failed PC-CALL pc-soGoTa 1cvp [l 0.000 [ &
Automatically Choose Connection Type S
g o) 2 o =

f. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar con el
servidor.
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Se crea la ACL para denegar el acceso solicitado y se comprueba la conexion y la
falta de conexién segun lo requerido

B call - m} X:

Physical Config CLI

I10S Command Line Interface

[TLLI (contig) #no access-1ist 1
CALI {config)§
CALI{config)faccess-list 1 permit host 19Z.168.1.20
CALI{config)faccess-list 1 deny 192.168.1.32 0.0.0.31
CALI{config)faccess-list 1 deny 192.168.1.0 0.0.0.31
CALI (config)finterface £ald/0
CALI{config-if)#ip access-group
% Incomplete command.
CALI{config-if)#ip access-group 1 out
CALI (config-if) fexit
CALI{config)feixt

~

% Inwvalid input detected at '"' marker.

CALI{config) fexit
CALI#
$S8YS-5-CONFIG_I: Configured from console by console

CALI#
CALI#
CALI§show access-list
Standard IP access list 1
permit host 192.168.1.20
deny 192.168.1.3Z 0.0.0.31
deny 192.168.1.0 0.0.0.31
CALI$ .

Copy Paste

T enl _ S TTFIFE LasTstatus  SOUrce

W Cisco Packet Tracer - EorgeF\Escritorio\ciscolsssd.pkt - X
File Edt Options Wiew Tools Extensions Help

AR VLIS

[Root]

New Cluster Set Tiled Background Viewport

PT
PC-BOGOTA

Server-PT

o Serverd Z‘
=
BOGOTA ' x
PAPT
PCRALL a

/

i@y f

% 5 a4

1841 1841 2950-24 ’§1
MEDELLIN call Switche
5
205p-24 2
Swiicho
=

PC-PT
PC-MEDELLIN

. &

Time: 49:10:52 | Pawer Cycle Devices Fast Farward Time Realtime
2 [Fire Last Status  Source Destination  Type Color Time (sec) PeriocA|
S a - G <||
N = | 7/ Vel | D | JEEESD @ Failed PC-MEDELLIN PC-CALI 1CMP. 0.000 N
] 5 A ‘ © | aile: ¥
[ Connections___] New Delete ‘. Successful  PC-CALI Serverd wcve [l o000 N
‘;’ -~ s Toggle PDU List Window @  Successful PC-MEDELLIN Server0 cve 0.000 N W

Automatically Choose Connection Type 2= 00 =,

b2 N B

Parte 5: Comprobacion de lared instalada.

c. Se debe probar que la configuraciéon de las listas de acceso fue exitosa.
d. Comprobar y Completar la siguiente tabla de condiciones de prueba para
confirmar el 6ptimo funcionamiento de la red e.
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enable

Router MEDELLIN
WS 1

Servidor

Servidor

LAN del
MEDELLIN

Router

LAN del Router CALI
LAN del Router
MEDELLIN

LAN del Router CALI

LAN del Router CALI
LAN del Router
MEDELLIN
LAN del
MEDELLIN
LAN del Router CALI

LAN del Router
MEDELLIN

Router

Servidor

Servidor

Router CALI
Router MEDELLIN

Router CALI
Router BOGOTA
Router CALI
Router MEDELLIN

Router CALI

Router CALI
Router MEDELLIN

Router MEDELLIN

WS_1
WS_1

LAN del Router CALI
Servidor
Servidor

LAN del
MEDELLIN

LAN del Router CALI

LAN del Router
MEDELLIN

LAN del Router CALI

Router

Codigo de configuracion escenario 1

configure terminal
hostname CALI
enable password CALI

exit
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SUCCESSFULL
SUCCESSFULL
SUCCESSFULL
SUCCESSFULL
Connection

timed out;
remote host not
responding

SUCCESSFULL

SUCCESSFULL

Connection
timed out;
remote host not
responding
FAILED

FAILED

FAILED
SUCCESSFULL
SUCCESSFULL

SUCCESSFULL
SUCCESSFULL
FAILED

FAILED



router eigrp 200

network network-number
bandwidth kilobits

eigrp log-neighbor-changes

router eigrp 200

network 192.168.1.0 0.0.0.31
network 192.168.1.32 0.0.0.31
network 192.168.1.64 0.0.0.31
network 192.168.1.96 0.0.0.31
network 192.168.1.128 0.0.0.31
bandwidth kilobits

eigrp log-neighbor-changes

hostname remoto

line vty 0 4

password MEDELLIN
login

exit

enabled password secreto

line vty 0 4

password BOGOTA

login

exit

enabled password secreto

line vty 0 4

password CALI

login

exit

enabled password secreto
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access-list 1 deny host 192.168.1.10

access-list 1 permit host 192.168.1.20
access-list 1 deny 192.168.1.64 0.0.0.31
access-list 1 deny 192.168.1.0 0.0.0.31

access-list 1 permit host 192.168.1.20
access-list 1 deny 192.168.1.32 0.0.0.31
access-list 1 deny 192.168.1.0 0.0.0.31

access-list 102 permit host any any eq telnet

access-list 101 permit tcp any any eq telnet

VLAN 1
NAME VLAN--1
EXIT

VLAN 10
NAME VLAN--10
EXIT

VLAN 30
NAME VLAN--30
EXIT

interface range f0/21-22
switchport mode access
switchport access vlan 1
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exit

interface range f0/2-10
switchport mode access
switchport access vlan 10
exit

interface range f0/11-20
switchport mode access
switchport access vlan 30
exit

enable

configure terminal

interface fastEthernet 0/0.1
encapsulation dot1Q 1

ip address 172.31.2.1 255.255.255.248
no shutdown

exit

enable

configure terminal

interface fastEthernet 0/0.10
encapsulation dot1Q 10

ip address 172.31.0.1 255.255.255.192
no shutdown

exit

interface fastEthernet 0/0.30
encapsulation dot1Q 30

ip address 172.31.0.65 255.255.255.192
no shutdown

exit

ip dhcp pool vlan-1
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network 172.31.2.0 255.255.255.248
default-router 172.31.2.1
dns-server 8.8.8.8

exit

ip dhcp pool vlan-10

network 172.31.0.0 255.255.255.192
default-router 172.31.0.1
dns-server 8.8.8.8

exit

ip dhcp pool vian-30

network 172.31.0.64 255.255.255.192
default-router 172.31.0.65
dns-server 8.8.8.8

exit

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

ROUTER BUCARAMANGA
kkkkkkkkkhkkkkkkkkkkkkkhkkhkhkhkkhkkkhkkkkkkhkkk
router ospf 1

network 172.31.2.32 0.0.0.3 area O
network 172.31.2.0 0.0.0.7 area O
network 172.31.0.0 0.0.0.63 area O
network 172.31.0.64 0.0.0.63 area O

interface se0/0/0

ip ospf authentication

ip ospf message-digest-key 1 md5 CISCO
exit

router ospf 1

area 0 authentication

copy flash: tftp:
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access-list 101 permit ip 172.31.0.128 0.0.0.63 172.31.0.192 0.0.0.63
access-list 101 deny any

int vlan 2

ip access-group 101 out

access-list 102 deny ip 192.168.2.0 0.0.0.63 192.168.2.128 0.0.0.63
access-list 102 permit ip any any

!

access-list 103 deny ip 192.168.2.64 0.0.0.63 192.168.2.0 0.0.0.63
access-list 103 perit ip any any

!

access-list 104 deny ip 192.168.2.128 0.0.0.63 192.168.2.0 0.0.0.63

access-list 104 permit ip any any
!

int vlan 3

ip access-group 102 in
!
int vlan 4

ip access-group 103 in
!

access-list 1 permit ip 192.168.2.128 0.0.0.63 192.168.2.0 0.0.0.63

interface Ethernet0/0
ip address 10.1.1.1 255.255.255.0
ip access-group 1in

access-list 1 permit 172.31.0.128
access-list 1 permit 172.31.0.192
access-list 1 deny any

interface Ethernet0/0.20

ip access-group 1in
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ip dhcp pool tunja-vlian-30

network 172.31.0.192 255.255.255.192
default-router 172.31.0.193
dns-server 8.8.8.8

exit

show ip dhcp pools tunja-vian-30

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

SWITCH TUNJA

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

VLAN 1
NAME VLAN--1
EXIT

VLAN 20
NAME VLAN--10
EXIT

VLAN 30
NAME VLAN--30
EXIT

interface range f0/2-10
switchport mode access
switchport access vlan 20
exit

interface range f0/11-20
switchport mode access
switchport access vlian 30
exit

kkkkkkkkkkkkkkkkkhkkhkkhkkkhhkkhkhkkhkkkhkhkkkkx

ROUTER TUNJA



kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

router ospf 1

network 172.31.2.36 0.0.0.3 area 0
network 172.31.2.32 0.0.0.3 area O
network 172.31.2.8 0.0.0.7 area O
network 172.31.0.128 0.0.0.63 area 0
network 172.31.0.192 0.0.0.63 area 0

enable

configure terminal

interface fastEthernet 0/0.1
encapsulation dotlQ 1

ip address 172.31.2.9 255.255.255.248
no shutdown

exit

interface fastEthernet 0/0.20
encapsulation dot1Q 20

ip address 172.31.0.129 255.255.255.192
no shutdown

exit

interface fastEthernet 0/0.30
encapsulation dot1Q 30

ip address 172.31.0.193 255.255.255.192
no shutdown

exit

ip dhcp pool 20

network 172.31.0.128 255.255.255.192
default-router 172.31.0.129
dns-server 8.8.8.8

exit

ip dhcp pool 30

network 172.31.0.192 255.255.255.192
default-router 172.31.0.193
dns-server 8.8.8.8
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exit

ip helper-address 172.31.2.33

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

SWITCH CUNDINAMARCA

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

VLAN 1
NAME VLAN--1
EXIT

VLAN 20
NAME VLAN--20
EXIT

VLAN 30
NAME VLAN--30
EXIT

VLAN 88
NAME VLAN--88
EXIT

VLAN 90
NAME VLAN--90
EXIT

interface range f0/20-24
switchport mode access
switchport access vlan 1
exit

interface range f0/2-8
switchport mode access
switchport access vlan 20
exit
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interface range f0/9-15
switchport mode access
switchport access vlian 30
exit

interface range f0/16-20
switchport mode access
switchport access vlian 88
exit

int fO/1

switchport mode trunk
switchport nonegotiate
switchport native vian 90

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

ROUTER CUNDINAMARCA
kkkkkkkkkkkkkkkhkkkkhkkhkkkkkkkkkkkkkkkkkk
router ospf 1

network 172.31.2.36 0.0.0.3 area O
network 172.31.2.16 0.0.0.7 area O
network 172.31.1.64 0.0.0.63 area 0
network 172.31.1.0 0.0.0.63 area O
network 172.31.1.24 0.0.0.7 area O

enable

configure terminal

interface fastEthernet 0/0.1
encapsulation dotlQ 1

ip address 172.31.2.17 255.255.255.248
no shutdown

exit

interface fastEthernet 0/0.20
encapsulation dot1Q 20

ip address 172.31.1.65 255.255.255.192
no shutdown

exit
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interface fastEthernet 0/0.30
encapsulation dot1Q 30

ip address 172.31.1.1 255.255.255.192
no shutdown

exit

interface fastEthernet 0/0.88
encapsulation dot1Q 88

ip address 172.31.2.25 255.255.255.248
no shutdown

exit

ip dhcp pool vlan-1

network 172.31.2.16 255.255.255.248
default-router 172.31.2.17
dns-server 8.8.8.8

exit

ip dhcp pool vian-20

network 172.31.1.64 255.255.255.192
default-router 172.31.1.65
dns-server 8.8.8.8

exit

ip dhcp pool cvlan-30

network 172.31.1.0 255.255.255.192
default-router 172.31.1.1
dns-server 8.8.8.8

exit

ip dhcp pool vlan-88

network 172.31.2.24 255.255.255.248
default-router 172.31.2.25
dns-server 8.8.8.8

exit

ip dhcp pool tunja-vlian-20
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network 172.31.0.128 255.255.255.192
default-router 172.31.0.129
dns-server 8.8.8.8

exit

access-list 101 permit ip 172.31.0.128 0.0.0.63 172.31.0.192 0.0.0.63
access-list 101 deny ip any any

int vlan 20

ip access-group 101 out

access-list 101 permit ip 172.31.0.128 0.0.0.63 172.31.0.192 0.0.0.63
access-list 101 deny ip any any

int vlan 20

ip access-group 101 out

Desarrollo Escenario 2

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa
via, conectarse a internet, pero empleando las direcciones de la red LAN original.

(= ~ 17231232130 e 209.17.220.0 124 o
| =
BUCARAMANGA o= @_‘._—— N

SWITCH DE s
LABORATORIO

%

SWITCH VLAN20 | VLANT = 172328729
BUCARAMANGA

LAl

. e EXTERNO

VLAN10 VLAN 30 .

S5 HOSTS 55 HOSTS .

VLAN1 = 172.31.2.0 129 A— £

VLAN10 = 172.31.0.0 126 VLAN 10

VLAN30 = 172.31.0.64 126 60HOSTS s

CUNDINAMARCA
VLANT =172.31.2.8 /29

VLAN20 = 172.31.1.64 126
VLAN30 = 172.31.1.0 /26
VLANSS = 172.31.2.24129

172.31.0.0 19 VLAN 20
60 HOSTS

34



Los siguientes son los requerimientos necesarios:

1. Todos los routers deberan tener los siguiente:
Configuracion basica.
Autenticacion local con AAA.
Cifrado de contrasefias.
Un maximo de internos para acceder al router.
Maximo tiempo de acceso al detectar ataques.

Establezca un servidor TFTP y almacene todos los archivos necesarios de
los routers.

Se realiza la configuracion basica en donde se cambia el nombre de los router se
configura la contrasefia, las direcciones ip y el enrutamiento

Do HES ARV IS

~

ove Object e
¥ CUNDINAMARCA = o X

Physical  Config  CLI

GLOBAL "~
Settings Serial0/0/0 =l
Algorithm Settings
ROUTING Port Status Mon x
Static
RIP
SWITCHING

VLAN Database Duplex Full Duplex {: i
INTERFACE r

Clock Rate 2000000 ~

FastEthernetd/n di i ,g&
FastEthernetd/1 IPaddress: [17231238 ] L
Serialo/0/0 Subnet Mask 255.255.255.252

Serial0/0/1 \,}
Tx Ring Limit 10
bl
108 mrmand:
ip address 172.31.2.38 255.255.255.252 ol
CUNDINAMARCA (config-if)#
CUNDINAMARCA (config-i
CUNDINAMARCA (config) finterface Serial0/0/0 o)
< CUNDINAMARCA (config-if)# v > | &
Time: 05:28:38 | Pawer Cycle Devices Fast Farward Time Realtime
- - =T FIPE LaSTSTEs —SOUreE Destination Type Color Time (sec)  Periodic
oS ar - il =1 B 1) | scenario 0 v
» = AVl V4l Bl V4l s § §.,) § / P @ Successful  BUCARAMANGA TUNIA icve Wl o0.000 N
Connections New Delete | @) Successful CUNDINAMARCATUNIA cve [l 0.000 N

= s = Toggle PDU List Window
onnection Type £

. 44lpm. i
x3 E Wi @ ~oc oo
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BB Cisco Packet Tracer - E

[Root] New Cluster Move Object Set Tiled Background Viewport
Al
¥ Tuna - b X
= Physical  Config  CLI
1841 GLOBAL
BUCARAMANGA =
- Seftings Serial0/0/0
Algorithm Settings
ROUTING Port Status g0on
Static
BIE Clock Rate 2000000 ~
SWITCHING
A VLAN Database Duplex Full Duplex
T =2 INTERFACE r
PCO pc1 FastEthernet0/0 — 172.31.2.34
FastEthernet0/1 12se ——
Serial0/0/0 Subnet Mask 255.255.255.252
Serial0/0/1
T Ring Lt

uivalent 10S Commands.

T PR oS S P T P Y T oo TR ST Ta S ST T 0707 TS e e T

TUNIA (config-1f) fexit
TUNTA(config) finterface Seriald/0/0 T,fj\
TUNIA{contig-if)$ 2 I

<

<

Time: 05:29:01 | Power Cycle Devices Fast Forward Time Realtime

Pscenarico J[[FIrE LastStats  Sours: Destination Type Color Time (sec) Periodic
@ Successful BUCARAMANGA TUNJA cve [l 0.000 N
@ Successful  CUNDINAMARCATUNIA wcve [l 0.000 [

New Delete

Toggle PDU List Window

- . 4&41pm.
A vl @ ~ocw o0 B

itorio\ciscoljjj.pkt

BRI

[Root]

New Cluster  Move Object Set Tiled Background Viewport

¥ BUCARAMANGA - o X

g Physical ~Config  cCLI

1841 GLOBAL
BUCARAMANGA
- Settings Serial0/0/0
Algorithm Settings
ROUTING Port Status an
Static
RIP Clock Rate 2000000 ~
SWITCHING
A EANIBathE Duplex Full Duplex
“PC-PT o INTERFACE r
pCo o1 FastEthernet0/0 Padd TP TETERE
FastEtherneto/1 R S—
Serial0/0/0 Subnet Mask 255.255,255.252
Serial0/0/1 §
T Ring Limit

uivalent 10S Commands
T P e T P reT

TR TTETE TR

>

BUCARANANGA (config-if) fexit
BUCARANANGA (config) finter face Serial0d/0/0 T
>

<

BUCARAMANGA {config-if)$

<

Time: 05:29:17 | Power Cycle Devices Fast Farward Time|

Realtime
G - : 5 e tastStaws—Source Destination Type Color Time (sec) Periodic
S - A - Dlscenarion ]
| N b= call /2l 74l Al 74 [« § 931 $ ‘ / J] , Successful  BUCARAMANGA TUNJA wcve M 0000 N
[ Connections ] New Delets | | Successful  CUNDINAMARCATUNIA cve B 0.000 N
= s = Toggle PDU List Window ‘
Autornatically Choose Connection Type 2

Se hace la auntenticacion local con aaa se hace el cifrado de contrasefia mediante

rsa de 1024 bytes se establece un maximo de intentos de 2 y maximo de tiempo
de 60
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B Cisco Packet Tracer - ElorgeF\Escritoriotciscoljj pkt

BUCARARMANGE, — o X
Logical [Raot] Physical  Config LI luster  Move Object Set Tiled Background viewport
55
105 Command Line Interface
BUCARAMANGA (config-1f)8 ~
LINK-S-CHANGED: Interface Serial0/0/0, changed state to up
+LINEPROTO-§-UPDOVH: Line protocel on Interface Serial0/0/0, changed State £o up
BUCARAMANGE (config-if) fexit
EUCARAMANGA (config) finterface Serial0/0/0
EUCARAMANGA (config-1f) gexit
BUCARAMANGE comfi.
BUCARAMANGA (zonfig) fenable password BUCARLMANGA
contigi#ip s
= BUCARAMANGA (contig) forypro key gemerate rsa L
= The maus for the Reys will ba: BUCARAMANGA.BUCARAMANGA.s=
PCO o1 Chooss the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than S1Z may take
a few minutes.
How many bits in the modulus [Slz]: 104
% Gemerating 1024 bic RSA keys, keys will be mon-swporcable. .. [OK]
BUCARAMANGA{conighfip ssh time—owe 60
“mar. 1 5:28:35.11: +SSH-5-ENABLED: S5H 1.99 has been enabled
BUCARAMANGE (config)#ip ssh auth -retries 2
EUCARAMANGA (config)fasa new-model
EUCARAMANGA (config)fline vty 0 4
BUCARAMANGA (config-line) §transport input ssh
BUCARAMANGE (config-line) fusername jusn secret password =
< BUCARAMANGA (config)#] v > (@
Time: 05:33:12 | Power Cycle Devices Fast Farward Time pa— . Realtime
- | : B — Destination Tvpe Color  Time (sec)  Periodic
S e o> 17
5 ||/ /| el . . MANGA TUNIA e [l 0.000 N
[ Connections ] izt Delete | @ Successful  CUNDINAMARCATUNIA wve  o.000 M

<

Toggle PDU List Window

xgE

Hew Cluster

wiﬁ

Move Object Set Tiled Background Viewpart

7
PC-PT

PC1

Time: 06:41:52 | Power Cycle Devices Fast Farward Time

Connections .

B BUCARAMANGA,

Physical  Config  CLI

105 Command Line Interface

BUCARAMANGA>

BUCARAMANGAgenable
BUCARMMANGAfcontiqure terminal
Inter configuracion commands, one per line. End with CNTL/Z
BUCARAMANGA (contiy) Finter face fastEchermer 0701

BUCARMMANGA (sonfig-subif) fencapsularion dotld 1

BUCARMMANGA (config-subif) fip address 172.91.2.1 Z56.255.255.248
BUCARMMANGA (eontig-subi ) no shusdown

BUCARMMANGA teontig-subi £} fexit
LT : Interface F

Ten 0.1

. changed state to up

4 LINEPROTO-S-UPDOWN:
o wp

Lins protocsl on Interfase FastEthernee0/0.1, changed stacs

BUCARAMANGA {config)#
BUCARAMANGA (config) ¥
BUCARAMANCA (config) ¥

Copy Paste

> Ts‘

Realtime

S o | 0=

FIPE LT ST

1) scenario 0 ~

New Delete

Toggle PDU List Window

Se copia la informacion de los routers en el servidor tftp
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[Root]

[ROUTErTConTIgr s senme
Routers
$SYS-5-CONFIG_I: Configured from

Routergdir fla
Routergdir flash:
Directory of flash:/

3 -rw- 50938004
.bin

2 -rw- 28282

1. =zy- 227537

64016384 bytes total
Routergcopy
Routergcopy £l
Router$copy flash: tf
Routergcopy flash: tftp:
Socurce filename (]? c2800nm-adviy
(]
[c2800nm-ady

(12822561 by

Address or name of remote host
Destination filename

Writing c2800nm-advips

rviceskS-g

Physical  Config  CLI
10S Command Line Interface
TOND T copy flash: tEtp: P
Source filename []? 172.32.2.20
Address or name of remote host []? 172.32.2.20
Destination filename [172.32.2.20]? no
Writing 172.32.2.20...%Error opening flash:172.32.2.20 (No such file or director
)
CUNDINAMARCA§copy flash: tftp: Server-f
Source filename []?
CUNDINAMARCAfcopy flash: tftp: TFTP
Source filename []? cl8dl-advipservicesk9-mz.124-15.Tl.bin
Address or name of remote host []? 172.31.2..20
Destination filename [cl84l-advipserviceskd-, 115.T1.bin]?
Writing cl84l-advipservicesk9-mz.124-15.Tl.bin...Translating "172.31.2..20"...
%Error opening tftp://172.31.2..20/cl84l-advipserviceskd-mnz.124-15.Tl.bin (Canno
t resolve domain name)
CUNDINAMARCAfcopy flash: tftp:
Source filename []? cl84l-advipserviceskS-mz.124-15.Tl.bin
Address or name of remote host []? 172.31.2.20
Destination filename [cl84l-advipservicesk9-mz.124-15.Tl.bin]?
Writing cl84l-advipservicesk9-mz.124-15.T1. bin.
" ' ' \ )
[OR - 33591768 bytes]
33591768 bytes copied in 6.758 secs (4970000 bytes/sec)
CUNDINAMARCA$ v
Copy Paste

¥ BUCARAMANGA

Physical  Config  CLI

10S Command Line Interface

BUCARAMANGA>

BUCARAMANGA$copy flash: tftp:
Source filename (17
BUCARAMANGAS
BUCARAMANGA$DIR FLASH:
Directory of flash:/

3 -rw- 33591768
in

2z -ru-

1 -ru-

28282
227537

PC1

64016384 bytes total
BUCARAMANGA$copy flash: tftp:

i
RERET]
IRERET]
IREREE]

rrrnnn
REEEEIRRRRRREE]
IREEEEERRRRRRRE]
IREEEEERRRRRREN]
IREEEEIRRRRRREE]

i
IREREET]
IREREET]

IRRRRE] IRERERT]

Time: 09:08:02 | Power Cycle Devices Fast Forward Time,

[OK - 33591768 bytes]

S e 0>
E"n,!;lﬁz

33591768 bytes copied in 8.
BUCARAMANGAS

107

(30168797 bytes free)

Source filename []? cl84l-advipservicesk9-mz.124-15.T1l.bin
Address or name of remote host []? 172.31.2.20
Destination filename [cl84l-advipserviceskd-mz.124-15.T1.bin]?

Writing cl84l-advipservicesk9-mz.124-18.T1l.bin... 111111
i
trrnn
RERET]
IREREE]
RRRRE]

126 secs

luster

Move Object Set Tiled Background

Viewport

<no dater cl84l-advipservicesk9-mz.124-15.T1.b

<no date>
<no date>

sigdef-category. xul
sigdef-default.xul

[EREREREET]
IRRRREREE]
[RREREREEN

TR i
IREEREEEN
IREEREREN]

[REEEEREEN

tin
T
T
i

IRERT]
IRERT]
i
IRERE]

v
T
v
v

Py
trnn
1y

R RERRRRRRRERIREEE]

i

3 [6)

Realtime

Destination
¥l iMANGA TUNIA

(4133000 bytes/sec) Type

ICMP

MANGA PC4 ICMP

ICMP

Copy

Color  Time (sec) Pe A
0.000 N
0.000 N

0.000
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B TunA - o X

Physical  Config  CLI

RoUreErCoNT Iy

10S Command Line Interface -
Router$ .
= ~
$SYS-5-CONFIG_| (.,
TUNJA$copy flash: tftp:
Source filename []?
Routergdir f£la |Tumiasdair flash:
Directory of flash:/
Routergdir £fla
: 3 -ru- 33591768 <no dater cl@dl-advipserviceskd-mz.124-15.T1.b
Directory of f |..
2z -ru- 28282 <no dater sigdef-category.:xml
1 -ru- 227537 <no dater sigdef-default.xml
3 -rw- mz.124-15.T1
64016384 bytes total (30168797 bytes free)
.bin TUNJAfcopy flash: tftp:
= Source filename []? cl84l-advipserviceskS-mz.124-15.Tl.bin
< e Address or name of remote host []? 172.31.2.20
1 rw Destination filename [cl84l-advipserviceskS-mz.124-15.T1.bin]?

Uriting cl841:

64016384 bycas | 1 U R Dt e
Routerfcopy I I PR PR PR
Routergcopy £l LELS e [y 1 v Cii .
Routergcopy £l
Routergcopy £l

Source filenam gg}s\;;zsa bytes copied in 5.809 secs (5782000 bytes/sec) o .

dvipservicesks

[OK - 33591768 bytes]

Address or nan "
. " 2 Copy Paste
Destination f£i o =

Writing c2800nm-advipserviceskS-mz.124-15.Tl1.bin... 111000000 ELLELE
!!!!!!l!!!!'l!!!!!!!!!!!!!!!!!!ll!!ll -

rm—
2. ElI DHCP debera proporcionar solo direcciones a los hosts de Bucaramanga y

Cundinamarca
-Mediante el comando dchp pool se crean los diferentes rangos de direcciones
gue se van a asignar mediante dchp a las diferentes subinterfaces

® Cisco Packet T

Edit

New Cluster  Move Object Set Tiled Background Viewport

1P Configuration
@® DHCP O static
1P Address 172.31.0.3

Subnet Mask 255.255.255.192

Default Gateway 172.31.0.1

DNS Server 8.8.8.8

&
54
b

, r@%
Realtime

IPv6 Configuration

ODpHece O Auto Config ® Static

IPy6 Address [

Link Local Address ‘FEBU: 1206: 2AFF:FE73:B94D

1Py Gateway [

IPV6 DNS Server |

<

Time: 09:08:54 | Power Cycle Devices Fast Forward Time,

= "1 A Rl —— b ~ = Senanat J[Fire Caststaws —souree Destination  Type Color Time (sec) Pe A
Z s ‘ /‘ /‘ Al 74l oo § $...J‘ § ‘ / Successful  BUCARAMANGA TUNJA wcve M 0000 N
[Comnection: ] ey Delots Successful  BUCARAMANGA PC4 wcve [l 0.000 N
g L ] s = Togale PDU List Window Successful  PC4 PCO cve 0.000 N
Copoer Straight-Throuah
g - <) '+ =
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New Cluster  Move Object Set Tiled Background viewport

¥ pc1 - b X

IP Configuration

1P Configuration
@® pHCP O static
IP Address 172.31.0.66

Subnet Mask

“PC-T el Default Gateway A
pCo 1
PCL DNS Server

1Pv6 Configuration
ODpHeP O Auto Config @ Static
1Pv6 Address [

Link Local Address [FESO::2E0:8FFF:FEEA:65D3

IPv6 Gateway |

1PV6 DNS Server |

8 (5}

<

el

Time: 09:09:18 | Pawer Cycle Devices Fast Farward Time Realtime
e e — = = ][ e AL i Destination ~ Type  Color Time (sec) Pe A
s ‘ /‘ /| "‘ /‘ < ‘ 51454 7 Successful  BUCARAMANGA TUNJA icve Bl 0.000 N
- — - New Delete Successful  BUCARAMANGA PC4 wcve [l o.000 N
g - s = Toggle PDU List Window Successful  PC4 PCO wcve M 0.000 NV
Copper StraightThrough >

3. El web server debera tener NAT estatico y el resto de los equipos de
topologia emplearan NAT de sobrecarga (PAT).

Se configura la nat estatica

New Cluster

Move Object Set Tiled Background

Viewport

TUNIAcontiqure terminal
Bnter configuration comsends, one per lins. End with CHTL/Z.
TUNIA(config) $ip mat inside source stavic 172.31.1.67 209.17.220.2
TUNIA (config) fincerface fa 0/1
=1 TUNIA (config-if) $ip nat outside

b TUNA (config-if) ginterface se 0/0/1

TUNJA (config-if)#ip nat inside X

TUNIA (config-if) gexit
TUNJA(config) $ip nat inside source stavic 172.31.1.67 209.17.220.1
TUNIA(contig) $inverface fa 0/1 P
TUNIA(config-if) $ip nat oucside 45
TUNJA (config-if) finter face se 0/0/1
TUNIA(config-i5) $ip nat inside
TUNIA(config-if) fexit K

TUNTA(config) §show ip nat translations

® TUnJA - o x
Physical  Config  CLI

10S Command Line Interface —.65 .3 —
TUNIA> o) Cloud-PT —
TUNJA> INTERNET
T x
TUNTA>
TUNIA>enable Q

=,
PC-PT
-BUCARAMANGA

% Invalid input detected at '~ marker.

TUNJA (contig) fexit

TUNIAS v
£ Copy  Paste > T@
Time: 07:04:43 | Power Cycle Devices Fast Farward Time| Realtime

- = == = 18 5 —TTHIre LSt STas ST Destination Type Color Time (sel
5 o W ) ) [Scenario

§ = ctm Z Fs ‘ /‘ /‘ "‘ /‘ < § $j § / ) ‘@ Successful  Servern Servert wcve @ o000
[ Comnedtions ]

Y

New | Delete

Toggle PDU List Window

3 & ~o

Se hace la verificacion de que se haya realizado la traduccién con éxito. Como
podemos observar laip se 172.31.1.67 fue traducida a la 209.17.220.1.26
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Luego realizamos la configuracion de la nat con sobrecarga (PAT) para ello
creamos una access-list donde agregamos las direcciones que deseamos que
sean traducidas, y luego la usamos en la configuracién de la nat mas la
interfaz de salida a internet y el comando overload. En las imagenes podemos
ver la ip del pc y su respectiva traduccion.

isco Packet Tr

Logical [Root] New Cluster 11 ct Set Tiled Background Viewport
";X) ¥ PC4-CUNDINAMARCA - o X
I~ ~
" b IP Configuration
1841 gl Di
BUCARAMANGA = = 1
1P Configuration Cloud-PT L=
INTERNET
@® DHCP O static X
1P Address C&
Subnet Mask 8
ot =. Default Gateway
EBLCARAMANGE pc1 DNS Server 24
1Py6 Configuration =
|
O DHCP O 4Auto Config @ Static
1Py Address [ b
Link Local Address |FES0::290: 2BFF:FE19:E6C1
1Py Gateway [
1Py DNS Server | ﬂ
. :[OF
Time: 07:19:38 | Power Cycle Devices Fast Forward Time| Realtime
r lor  Time (se:
— - = B S TTrretasTStaws —Source Destination Type  Col
5 < W @ = call <l /‘ e /‘ < § 59; é | / U] @ Successful  PC4-CUNDINAMARCA Serverl wcve [ o0.000
- = E {

New Delete

P

Toggle PDU List Window

a0 - a9

[Root] New Cluster  Move Object Set Tiled Background
¥ TunA - o X
ﬁ’i.___ Physical | Cenfig | cu
1841 10S Command Line Interface ——, =
BUCARAMANGA T b7T s = =
TR e = =
TUNJA(config-1f) #ip nat outside 2 Cloud-kT.
TUNJA{config-if)#interface se 0/0/1 INTERNE

TUNTA(ontag-i6) fip mar ansids x
TUNIA{com g £) fait

TUNIA (contag) fip nat Snside soures seavic 17231167 209.17.220.1 Q,
TUNTA (onti sincer tace £a 0/1

TUNTA (Gontigi6) fip mar oucside

TUNJA{config-if) finterface se 0/0/1 8

F 7 . TUNTA(contig-if)$ip nat insids
PC-PT “PC-PT TUNJA(config-if) fexit o=
-BUCARAMANGA A Touaisintio) sinseripumans 2

% Invalid inpuc detected at '~' mavker.

TUNTA {contiy) faxit =
TUNILE e
45Y8-5-CONFIG_I: Configured from console by console

| = |
TUNTAS =)
TUNIA#show ip nat translations
Pro Inside global  Inside local Outside local Oucside global
iemp 209.17.220.1:26  172.31.1.67:26  209.17.220.2:26  209.17.220.2:26
--- 209.17.220.1 172.31.1.67 - -

TuNIAS| v
< Copy. Paste 2 T@
Time: 07:04:19 | Pawer Cycle Devices Fast Forward Time Realtime

) - - e CasT STt SUure Destination “Type  Color Time (se
S N> | /‘ 7\[.° /‘ f; $ 591 § / 1)[[scenario 0 v

|
> @ Successful  Server0 Serverl wcve [l 0.000
[ Connections ] New Delete ‘
; L s &= Toggle PDU List Window | |
Automatically Choose Connection Type [< >
a |

4. El enrutamiento debera tener autenticacion.

Se agrega el enrutamiento con su respectiva autenticacion mediante el algoritmo
md5 con la contrasefia CISCO
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[Root] New Cluster  Move Object Set Tiled Background viewport

¥ BUCARAMANGA - o X

Physical  Config ~ CLI

10S Command Line Interface —

T Tevalid Thpue devected T HETRET. =
BUCARAMANGAfnetwork 172.31.2.3Z 0.0.0.3 area 0
%+ Invalid input detected at '~' marker.
BUCARAMANGAfnetwork 172.31.2.0 0.0.0.7 area 0
% Invalid input detected at '~' marker.
=, 2 r
PC-PT PC-PT BUCARAMANGAgnetwork 172.31.0.0 0.0.0.63 area 0
PCO o 3
% Invalid input detected at '~' marker.
BUCARAMANGA#network 172.31.0.64 0.0.0.63 area 0
~ el
% Invalid input detected at '~' marker. h
BUCARAMANGA$CONFIGURE TERMINAL =
Enter configuration commands, one per line. End with CNTL/Z. L)
BUCARAMANGA (config) frouter ospf 1
BUCARAMANGA (config-router) fnetwork 172.31.2.32 0.0.0.3 area 0
BUCARAMANGA (config-router) fnetwork 172.31.2.0 0.0.0.7 area 0
BUCARAMANGA (config-router) fnetwork 172.31.0.0 0.0.0.63 area 0
BUCARAMANGA (config-router) fnetwork 172.31.0.64 0.0.0.63 area 0
BUCARAMANGA (config-router) § v
< Copy Paste > T
Time: 08:09:57 | Power Cycle Devices Fast Forward Time Realtime

Destination Type Color Time (sec) Perio:

LasT STatU ource

§ / [ scenario 0 vI[™®

— New Delete

et G|vava| ] v ealeal

Ae s = Toggle PDU List Window
Copper Straight-Through £

[Root] New Cluster  Move Object Set Tiled Backaround Viewport

¥ TunA - o X
Physical Config CLI

I0S Command Line Interface

TUNIA>
PC1 TUNIA>
TUNIR>
TUNJA>enable I
TUNJAgconfigure terminal .
Enter configuration commands, one per line. End with CNTL/Z. ||
TUNJA(config) finter face se0/0/0 @]
TUNJA(contig-if) #ip ospf authentication
TUNJA(config-if) §ip ospf message-digest-key 1 md§ CISCO P
TUNJA(config-if) fexit L)
TUNJA(contig) frouter ospf 1

TUNJA(config-router)farea 0 authentication

TUNJA(config-router) §

08:46:33: $0SPF-5-ADICHG: Process 1, Nbr 172.31.2.33 on Serial0/0/0 from LOADING
to FULL, Loading Done

v

< Copy Paste > T@
Time: 08:51:14 | Power Cycle Devices Fast Forward Time, Realtime
— Raste CLI [
2 = P Casrstangs 1 J855° 0 LT Destination Tvoe  Color Time (sec)  Perio
L EA AR IVARCIVIE: . Dlscenarics ]
e . g ©)
[ Connections ]| - — New Delete
E’ e s = Toggle PDU List Window

Copper Straight-Through
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¥ Cisco Packet Tracer - E\JorgeF\Escritoriociscojj.pkt - 8 x
File Edt Options View Tools Extensions Help

Logical [Root] New Cluster  Move Object Set Tiled Background Viewport

2950424
Switgh3
PC-PT
PC2-TUNJA
=, =, o % Server-PT
g X =, ‘ = Serverl
PCO-BUCARAMANGA pC1 PC-PT PC-PT &
PC6 pC3 1ek1
CUNDINAMARCA

= =
PC-PT PC-PT Server-PT
PC4-CUNDINAMARCA PCS Serverd

Time: 09:11:09 | Power Cycle Devices Fast Forward Time Realtime
| Fire Last Status  Source Destination Type Color TimeA
5 o ‘ . i
[ = j s ||/ \ / ‘ e 74 ‘ < § 59‘ § ‘ / ) ‘@ Successful PCO-BUCARAMANGA  PC2-TUNJA ICHP. . 0.00(
[ Connections ] | New Delete | @ Successful PCO-BUCARAMANGA PCA4-CUNDINAMARCA ICHMP 0.00(
E’ ) s = I Toggle PDU List Window | @  Successful PC4-CUNDINAMARCA PC2-TUNIA cMP 0.00(Y
Copper Straight-Through 22

5. Listas de control de acceso:

. Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la
red interna de Tunja.

Se crean las listas de control de acceso

New Cluster

Move Object Set Tiled Background Viewport

® Tuna - b0 X
Physical Config cLr

10S Command Line Interface
TONYX(=entig 1T Fip P T o

TUNJA{config-if) fexit
TUNJA (config) fexit

TUNIA$
45YS-S-CONFIG_I: Configured from console by console

TUNJAS
TUNJA§show acccess-list

— Z % Invalid input detected at '~' marker
rBur(’:i;IMANGA ECED
PC1 TUNIA#show access-list
Standard IP access list 1
permit host 172.31.1.64
Standard IP access list 4
deny 172.31.1.0 0.0.0.63

TUNTA$configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

TUNJA(contig) §

TUNJA(config) faccess-list 3 deny 172.31.1.64 0.0.0.63

TUNJA(config) faccess-list 3 permit any

TUNJA(config) finter face 520/0/0

TUNJA(config-if)fip access-group 3 out

TUNTA(configif) fexit

TUNIA(contig)$ &

J
< Copy Paste > T@
Time: 05:52:28 | Power Cycle Devices Fast Forward Time| Realtime

) [Scenario 0 S T[TirE LEsTStates —Soure: Destination Type  Color Tlme(ﬂi

= A = =< f=2 S~ [~ ~—
seNl> &5 5 E 5B B e
—rT— e g

dAeF

Successful  PCO pC1 wcve [ 0.000

New Delete (@ successful  pc2 PC1 wcve [l o0.000

Toggle PDU List Window Successful  PC2 pC1 wcve M o000 v
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¥ Cisco Packet Tracer - EAJorgeF\Escritoriohciscoljjd.pkt
File Edit Options View Tools Extensions Help

[Root] New Cluster  Move Object Set Tiled Background Viewport
=
f— 7Y
= 8
1841 UK
BUCARAMANGA

=,
PC-PT
PCZ-TUNIA

=, 1
o F__ 7 SR Server-PT
PC-PT F : e Serverl gy
-BUCARAMANGA o Temad ol 4)‘ £
ESS PC3 CUNDJUAMARCA

950-.
SwitchS

Gl

=; 1
PC-PT PC-PT Server-PT
PC2 PC4-CUNDINAMARCA Serverd

< > [©

Time: 05:53:14 I Power Cycle Devices Fast Forward Time

Realtime
2 2 Fire LastStatus Source Destination Tvoe  Color Time (A
= A G i
5 < | m = 78 P8 P8 P8 78 S ) - @ Failed pPCo pC1L wcve [l 0.000
1041 | | 1941 | lzsaon (zszoxw [ 2s1n | | 2901 | | 2911 ) Igeneric] Igeneric
New Delete | \@) successful PC2 pCL 1cMP 0.000
Toggle PDU List Window @  Successful PC4-CUNDINAMARCAPC1
Router-PT <
q b 5 P

. Los hosts de VLAN 30 en Cundinamarca si acceden a internet y no a la red
interna de Tunja.

+Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de
internet.

R Cisco Packet Tr

Logical [Root] New Cluster  Move Object Set Tiled Background Viewport

¥ CUNDINAMARCA - o X

'r.?.__- Physical  Config ~ CLI
1841 i

R AMANGE I0S Command Line Interface of ]

CORDINAMARCES 73 EhddrT

CUNDINAMARCA> INTERNET

CUNDINAMARCA>

CUNDINAMARCA>enable

CUNDINAMARCA$show access-list

CUNDINAMARCA$

CUNDINAMARCA$

CUNDINAMARCAgconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.

CUNDINAMARCA(config)$no access-list 1

CUNDINAMARCA (config)#access-list 1 deny 172.31.0.19Z 0.0.0.63

CUNDINAMARCA(config)§access-list 1 permit any

CUNDINAMARCA (config) finterface fa0/0

CUNDINAMARCA (config-if)§ip access-group 1 out

CUNDINAMARCA (config-if)#

F 7
PC-PT

==,
PC-PT
-BUCARAMANGA S5

CUNDINAMARCA con0 is now available

< Copy Paste > T\\,,)
Time: 06:04:53 | Pawer Cycle Devices Fast Forward Time| Realtime

FIFE LasT STat: ource Destination Type Color Time (A

i
[ Connections ' New Delete

;’ L s €= Toggle PDU List Window

Autornatically Choose Connection Type:

SeE@m= () () 712 6% [/ Dlscenarion ]
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¥ Cisco Packet Tracer - EJorgeF\Escritorio\ciscoljjjd.pkt - X
File Edit Options View Tools Extensions Help

Logical [Root] New Cluster Move Object Set Tiled Background Viewport
~
S I:I
I
c &
1841 MU —_———— =
205424 =
Switghs Cloud-PT 1=
INTERNET *®
= 0-24 -
PC-PT a
PC2-TUNIA e ! A
= Q Server-pT 8 i
-BUCARAMANGA PGP Servert

erver-
T P ;
< > | Q)
Time: 06:06:34 | Power Cycle Devices Fast Forward Time Realtime
- [Fire Lost status Source

Destination Type Color Time (4|

S e = 2
L] | N B s 712 .2 [ 7101460 [4$ /4 PCo 1cHp 0.000
[ Connections ] pC1 cve Ml o000
J’ “ s = Toggle PDU List Window (@  Successful PC3 Server: 1 cve [l 0.000 ¥
Automatically Choose Connection ™) & >

"R T E R EEEEEN
VLSM: utilizar la direccién 172.31.0.0 /18 para el direccionamiento.

3:44 p.m.
P ~row o B

6.
Se realiza la tabla de enrutamiento VLSM teniendo en cuenta la direccion dada
host direccion de mascara decimal

no host encontrados | red mascara | punteada
1 55 62|172.31.0.0 26| 255.255.255.192
2 55 62(172.31.0.64 26 | 255.255.255.192
3 40 62|172.31.0.128 26| 255.255.255.192
4 40 62(172.31.0.192 26 | 255.255.255.192
5 60 62(172.31.1.0 26| 255.255.255.192
6 60 62(172.31.1.64 26 | 255.255.255.192
7 172.31.1.128
8 172.31.1.192
9 6 6(172.31.2.0 29 | 255.255.255.248
10 6 6(172.31.2.8 29| 255.255.255.248
11 6 6(172.31.2.16 29 | 255.255.255.248
12 172.31.2.24
13 2 21172.31.2.32 30| 255.255.255.252
14 2 2(172.31.2.36 30| 255.255.255.252

Aspectos atener en cuenta

Habilitar VLAN en cada switch y permitir su enrutamiento.

Enrutamiento OSPF con autenticacion en cada router.

Servicio DHCP en el router Tunja, mediante el helper address, para los
routers Bucaramanga y Cundinamarca.
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Luego de configurar los pools de direcciones en los router de Bucaramanga y
Cundinamarca ingresamos en el modo de configuracion del router Tunja,
seguidamente entramos en la interfaz por donde vamos a permitir el paso del dchp
gue en este caso serian las interfaces y subinterfaces fa0/0, fa0/0.20 y fa0/0.30 para
ingresar el comando ip address-helper + la direccion del router que va a proveer el
pool de direcciones dchp

Logical [Root] New Cluster  Move Object Set Tiled Background Viewport

¥ Tuna 555 o X
Physical Config CLI

I0S Command Line Interface —

TUNTEF
$5YS-5-CONFIG_I: Configured from console by console

TUNIAS x
TUNIAS

TUNJAfconfigure terminal %
Enter configuration commands, one per line. BEnd with CHTL/Z.

TUNJA(config) #no ip dhcp pool 20
TUNJA(config) $no ip dhep pool 30 -

é TUNJA{config) fint £a0/0 T
2 - TUNJA fig-if) i dd ~hel) 172.81.2.38 v peees
OB AR AMANGA p;:cpir {contig-if)#ip address-helper oo

% Invalid input detected at '~' marker.

TUNJA(config-if) §ip helper-address 172.31.2.33

TUNJA (config-if) fexit o
TUNJA(config) fint £a0/0.20 2
TUNJA(config-subif) §ip helper-address 172.31.2.33

TUNJA({config-subif)#no ip helper-address 172.31.2.33 =
TUNJA {config-subif) fexit L)
TUNJA(contig) $int £a0/0.30
TUNJA(config-subif) §ip helper-address 172.31.2.33
TUNJA (config-subif) fexic

TUNJA(config) $int £a0/0.20
TUNJA(config-subif) §ip helper-address 172.31.2.38

TUNJA{config-subif) ] v
< Copy Paste 2 T@
Time: 01:02:16 | Power Cycle Devices Fast Forward Time Realtime

> Destination Type Color Time (sec) Periodic Num
< | e (e (a (T (e ([ ([ Dlscnorion V]| Tur
S>> |7 G E ‘ G GG GG D
104 L) eszowy vy Laei) Lzt L) lgenenc) (Generic New Delete
= P s = Toggle PDU List Window
Router FT
g a o

Logical [Root] New Cluster  Move Object Set Tiled Background Viewport
¥ pc3 - [m} X
~z
; » IP Configuration
541 =
BUCARAMANGA :“
IP Configuration —
® DHCP O static x
IP Address 172.31.0.194 &
Subnet Mask 255,255,255,192
5 2.31.0.19 8
o = Default Gateway 172.31.0.193 r bl
PCO-BUCARAMANGA pC1 DNS Server 8.8.8.8 ‘ .ﬁ
1Pv6 Configuration =
ODpHee O Auto Config @ Static
1Pv6 Address [ éﬁ/‘
Link Local Address |FES0::201:42FF:FEL4: ABED
IPv6 Gateway [
IPV6 DNS Server | @
Time: 00:40:07 | Power Cycle Devices Fast Forward Time| Realtime
2 . = . lor  Time (sec)  Periodic Num
= e, — = _— o g B [ sonario e LasTsta: wurce  Destination  Type  Col
S>> = GGG GGG ]
1 2501

1941 | lzs20xy lzs2u | 2811 2911 | IGeneric| |Generic

New Delete

Togale PDU List Window
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.~ Configuracion de NAT estético y de sobrecarga.

® Cisco Packet Tra

Logical [Root] New Cluster  Move Object Set Tiled Backaround Viewport

¥ TunA - o X

Physical  Config  CLI

1841 10S Command Line Interface —%
BUCARAMANGA
TUNJA> i) Cloud-PT
TUNJA> INTERNET
TUNJA>
TUNJA>
TUNJA>enable

TUNIAgconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
TUNIA(config) #ip nat inside source static 172.31.1.67 209.17.220.2
TUNIA(config) finterface fa 0/1
—— TUNIA(config-if)#ip nat ourside
Pé TUNJA{config-if)#interface se 0/0/1

TUNIA(config-if)#ip nat inside
TUNIA (config-if)fexit
TUNIA(config) #ip nat inside source static 172.31.1.67 209.17.220.1
TUNIA(config) finterface fa 0/1
TUNIA(config-if)#ip nat outside
TUNIA (config-if) finterface se 0/0/1
TUNIA (config-if) §ip nat inside

TUNJA{config-if) fexit E
S
J

=,
PC-PT
-BUCARAMANGA

TUNJA(config) #show ip nat translations
% Invalid input detected at '~' marker.

TUNIA(config) fexit
TUNIA$

) v
< Copy Paste > r@
Time: 07:04:43 | Pawer Cycle Devices Fast Farward Time| Realtime

- . . = = = == 3 Firs—Last Stats—Souree Destination Type  Color Time (se

-y < | ( ( 0 = r )[scenario 0

S e > A ‘ 7 ‘ /‘ "‘ 7 ‘ < } § 5.9 § / D ; @ Successful  Serverd Serverl wcve Wl o0.000
Connections —J  J o J _ — — | New Delete

= s = | Toggle PDU List Window

Automatically Choose Connection Type

critorio\ciscoljjiS.pkt

- &
Fle Edt Options WView Tools Extensions Help
= s
a|BiENO|e 0 om
Logical [Root] Mew Cluster  Move Object Set Tiled Background Viewport
oy
“;S: % PCA-CUNDINAMARCA - o X
P Configuratio|
IP Configuration Cloud-PT
INTERNET
® DHCP O static
1P Address 172.31.1.2
Subnet Mask 255,255.255,192
= 73 Default Gateway 172.31.1.1
-BUCCA.F:AMANGA POPT
pC1 DNS Server 8.8.8.8
1Pv6 Configuration
ODpHCP O Auto Config ® Static
1Pv6 Address [ /]
Link Local Address [FES0::200:2BFF:FE19:E6C1 ]
1PV6 Gateway [ |
IPV6 DNS Server | |
<
Time: 07:19:39 | Power Cycle Devices Fast Forward Time| Realtime
" - = 0 z FIFE  Last Statu: OUrcE Destination Type Color Time (ses
SeED> (2 ( 7 = ( [ 1) [scenario 0 v
e % ‘ i ‘ /‘ A ‘ / ‘ 4 | $ $.9 § / @ PC4-CUNDINAMARCA Serverl cve [l 0.000
[ Connections |-~ | & { Za R

New Delete

E’ - s = | Toggle PDU List Window

Automnatically Choose Connection Type

B
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S

[Root]

® Tuna - o X

3
H

=,
PC-PT
PC2-TUNIA

Physical  Config

I0S Command Line Interface

T T
TUNIAgshow ip 7

access-lists List access lists

arp IP ARP table

bap BGP information =
dhcp Show items in the DHCP database g
eigrp IP-EICRP show commands

inspect CBAC (Context Based Access Control) information

interface IP interface status and configuration

ips IPS (Intrusion Prevention System) information N
nat IP NAT information

nbar Applicac

e

=, > ospt 0SPF information
PC-PT “pCPT : ; protocols IP routing protocol process parameters and statistics :
:BUCARAMANGS pC1 PC-PT ‘PPt rip IP RIP show commands K
PC6 PC3 - route IP routing table
ssh Information on SSH L
TUNJA$show ip nat ?
i Translation statisti
translations Translation entries L}
TUNJAfshow ip nat translations
Pro Inside global Inside local Outside local outside global Fa
icup 203.17.220.1:8  172.31.1.2:8 209.17.220.2:8 209.17.220.2:8 il
--- 209.17.220.1 172.31.1.67 -
TUNJAS v
=,
PC-PT PC-PT Copy, Feste
[ PC4-CUNDINAMARCA b
< [
Time: 07:20:20 ] Power Cycle Devices Fast Forward Time Realtime
. — - = e Fire Last Status Source Destination Type Color Time (se
S - = ‘ : i
b > s ‘ 7 &/ "‘ ValRs ‘ § 99‘ § ‘ / D ‘@ Successful PC4-CUNDINAMARCA Serverl wcve [ 0.000

New Delete

Toggle PDU List Window

Autornaticall

Choose Connection Type

1

<

=,
PC-PT
-BUCARAMANGA

New Cluster

Move Object Set Tiled Background Viewport

F—7
PC-PT
PC1

¥ Tuna

Physical  Config  CLI

10$ Command Line Interface

-

_

TONTE(eontig T2 07T
TUNTA(config-if) #ip nat outside
TUNIA(config-if)#interface se 0/0/1
TUNTA{config-if)#ip nat inside
TUNTA (config-if) fexit

TUNTA(config) finterface fa 0/1
TUNTA(config-if)#ip nat outside
TUNTA(config-if) finterface se 0/0/1
TUNIA(config-if)#ip nat inside

TUNTA (config-if) fexit

TUNTA (config) #show ip nat translations
% Invalid input detected at '~ marker.
TUNTA (config) fexit
TUNTAS

TUNIAS

TUNTAgshow ip nat translations

Pro Inside global Inside local
icup 209.17.220.1:26  172.31.1.67:26
209.17.220.1 172.31.1.67

Time: 07:

19 | Power Cycle Devices Fast Forward Time

L o b=

TUNIAS|

TUNJA(config)fip mat inside source staviec 172.31.1.67 209.17.220.1

$S5YS-§-CONFIG_I: Configured from console by console

{3 Cloud-PT
INTERNET

X
|

(=
209.17.220.2:26

Outside global
209.17.220.2:26

Copy Paste

> [@

Realtime

Al all 4l 4] 4

| E3) Falic] 7d) Ve

Fire—CastSTAw:
@  Ssuccessful

ource Destination Color  Time (se:

0.000

Type

1) scenario 0 v

Delete

Serverd Serverl

wcve [l

New

Toggle PDU List Window

Autornaticall

Choose Connection Type

Establecer una lista de control de acceso de acuerdo con los criterios
sefialados.

Habilitar las opciones en puerto consola y terminal virtual
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CONCLUSIONES

Durante el desarrollo de cada una de las actividades de CCNA de CISCO ,
obtuvimos resultados en los procedimientos al momento de configurar una red
tanto elemental como complicada, donde identificamos y a su vez analizamos del
como configurar dispositivos de red de acuerdo a las pautas necesarias
requeridas por la rubrica de actividades , en el transcurso del diplomado se logro
comprender el grado de importancia que se debe tener en todo el equipo de
red al momento de estipular las direcciones IP, también de implementar
protocolos de seguridad en las diferentes capaz y otros dispositivos mas
permitiendo una red confidencial y fuerte.

En la etapa de adquisicion de conocimiento como estudiante del Curso de
CISCO obtuve con mucha disposicion las ensefianzas establecidas, ya que me fue
muy Util porque asi me formo como una persona mas competente en el ambito
laboral, y aprendi de forma autonoma.

49



BIBLIOGRAFIA

Tematica: DHCP

CISCO. (2014). DHCP. Principios de Enrutamiento y Conmutacion. Recuperado
de https://static-course-
assets.s3.amazonaws.com/RSES0ES/modulel0/index.html#10.0.1.1

Tematica: Traduccion de direcciones IP para IPv4

CISCO. (2014). Traduccion de direcciones IP para IPv4. Principios de
Enrutamiento y  Conmutacién. Recuperado de  https://static-course-
assets.s3.amazonaws.com/RSE50ES/modulell/index.html#11.0.1.1

- Eugenio Duarte, E. D. (2016, 13 abril). Cisco CCNA — Como Configurar DHCP
En Cisco Router. Recuperado 5 junio, 2019, de

http://blog.capacityacademy.com/2014/01/09/cisco-ccna-como-configurar-  dhcp-
en-cisco-router/

- Colaboradores de Wikipedia. (2019b, 30 abril). Mascara de red - Wikipedia, la
enciclopedia libre. Recuperado 5 junio, 2019, de
https://es.wikipedia.org/wiki/M%C3%Alscara_de_red

- Rosbarbosa, R. B. (2017, 25 septiembre). IP Helper y Relay Agent —
Manteniendo un servidor DHCP en otra red.. Recuperado 5 junio, 2019, de

https://www.seaccna.com/ip-helper-relay-agent/

Angel Calvo, A. C. (2015, 11 mayo). RIP Cisco, aprende a configurar este
protocolo facilmente.. Recuperado 5 junio, 2019, de

https://aplicacionesysistemas.com/rip-cisco-version2-de-manera-facil-y- sencilla/

- Victor E. Martinez G, V. E. (2018, 16 agosto). Configuracion de rutas estéticas
(static  route) Router  Cisco. Recuperado 5  junio, 2019, de

http://theosnews.com/2013/02/configuracion-de-rutas-estaticas-static-route- router-
cisco/

- Juansa, J. (2008, 5 octubre). Solucionando errores TCP/IP. 4 — Uno de los blogs
de Juansa. Recuperado 5 junio, 2019, de

https://geeks.ms/juansa/2008/10/05/solucionando-errores-tcpip-4/
- Leandro Di Tommaso, L. D. T. (2010, 28 febrero). Configuracién de PPP y PAP

en Cisco. Recuperado 5 junio, 2019, de
https://www. mikroways.net/2010/02/28/configuracion-de-ppp-y-pap-en- cisco/

50


file:///C:/Users/dube/Desktop/assets.s3.amazonaws.com/RSE50ES/module10/index.html%2310.0.1.1
http://blog.capacityacademy.com/2014/01/09/cisco-ccna-como-configurar-%20dhcp-en-cisco-router/
http://blog.capacityacademy.com/2014/01/09/cisco-ccna-como-configurar-%20dhcp-en-cisco-router/
https://es.wikipedia.org/wiki/M%C3%A1scara_de_red
https://www.seaccna.com/ip-helper-relay-agent/
https://aplicacionesysistemas.com/rip-cisco-version2-de-manera-facil-y-%20sencilla/
http://theosnews.com/2013/02/configuracion-de-rutas-estaticas-static-route-%20router-cisco/
http://theosnews.com/2013/02/configuracion-de-rutas-estaticas-static-route-%20router-cisco/
https://geeks.ms/juansa/2008/10/05/solucionando-errores-tcpip-4/
https://www.mikroways.net/2010/02/28/configuracion-de-ppp-y-pap-en-%20cisco/

- Eugenio Duarte, E. D. (2016, 12 abril). Cisco CCNA — Como Configurar NAT
Overload En Cisco Router. Recuperado 5  junio, 2019, de

http://blog.capacityacademy.com/2014/06/18/cisco-ccna-como-configurar- nat-
overload-en-cisco-router/

51


http://blog.capacityacademy.com/2014/06/18/cisco-ccna-como-configurar-%20nat-overload-en-cisco-router/
http://blog.capacityacademy.com/2014/06/18/cisco-ccna-como-configurar-%20nat-overload-en-cisco-router/

