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GLOSARIO

CISCO PACKET TRACERT: es un programa de simulacion de redes que permite a los estudiantes
experimentar con el comportamiento de la red y resolver preguntas del tipo” que pasaria si”’La version actual
soporta un conjunto de Protocolos de capa de aplicacion simulados, al igual que enrutamiento basico con RIP,
OSPF, y EIGRP.

SMART LAB: es un centro especializado en difusion de conocimiento, intercambio de experiencias y espacios
compartidos de trabajo vinculado a las ciudades inteligentes. El objetivo es crear un entorno compartido que
estimule el intercambio de ideas y la generacidn de proyectos innovadores.

OSPFV2: es la version del protocolo OSPF que actualmente utilizamos en redes IPv4.En este caso, el formato del
router 1D coincide con el formato de las direcciones IP utilizadas en las interfaces por lo que es posible utilizar la
direccion IP de una interfaz como router ID, de manera tal que no es obligatorio configurar un router-id y el
sistema operativo puede tomar la direccion IP de una interfaz para ser utilizada en esta funcion.

VLAN: es un método para crear redes ldgicas independientes dentro de una misma red fisica.1 Varias VLAN
pueden coexistir en un tnico conmutador fisico o en una unica red fisica.

DHCP: es un servidor que usa protocolo de red de tipo cliente/servidor en el que generalmente un servidor posee
una lista de direcciones IP dinamicas y las va asignando a los clientes conforme éstas van quedando libres,
sabiendo en todo momento quién ha estado en posesion de esa IP, cuanto tiempo la ha tenido y a

quién se la ha asignado después.
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INTRODUCCION

Con el avance de las tecnologias en las Comunicaciones, asi como de los medios de Informacion se requiere
adquirir habilidades en la implementacion de diversos entornos de red asi como la respectiva configuracion de
todos los dispositivos.

se aplicara enrutamiento, parametros de seguridad y acceso en diferentes dispositivos en la red, ademas de las
configuraciones OSPF, RIP ver 2.0, implementacion DHCP, NAT, verificacion de ACL.

Cisco Networking Academy es una herramienta o sistema que ayuda a mejorar la demanda al ofrecer formas de
aprendizaje innovadoras y practicas para preparar a los profesionales dispuestos a triunfar en todos campos
relacionados directamente con las TIC.
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OBJETIVOS

OBJETIVO GENERAL

Poner en practicas las habilidades obtenidas en las practicas realizadas en el transcurso del diplomado y aplicar una
solucidn a un caso o situacion estudio de problema de Networking basada en inconvenientes que se presentan.

OBJETIVOS ESPECIFICOS

Identificar los dispositivos que se usaran para el desarrollo del proyecto

. Configurar dispositivos de comunicacién como Routers, Switch, Servidores.
. Implementar seguridad en los Router y demaés politicas necesarias
. Realizar la configuracion necesaria para la implementacion de OPSFv2, protocolo dinamico de Routing,

de DHCP, NAT, RIP Ver2 para permitir realizar la solucion a inconvenientes que se presenten
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ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno de los dispositivos que forman
parte del escenario, acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

ISP
FFTPAT FFPOHAT

-

— i ”

X200/ 20 172204/D

BOGOTA => 172.2000/200

~

Este escenario plantea el uso de RIP como protocolo de enrutamiento, considerando que se tendran rutas por
defecto redistribuidas; asimismo, habilitar el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN y a los routers 3 de cada
ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

¢ Realizar las rutinas de diagndéstico y dejar los equipos listos para su configuracién (asignar nombres de equipos,
asignar claves de seguridad, etc).

e Realizar la conexidn fisica de los equipos con base en la topologia de red
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Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Parte 1: Configuracion del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare la red principal, desactive la
sumarizacion automatica.

b. Los routers Bogotal y Medellin deberan afiadir a su configuracién de enrutamiento una ruta por defectohacia
el ISPy, a su vez, redistribuirla dentro de las publicaciones de RIP.

c. Elrouter ISP debera tener una ruta estatica dirigida hacia cada red interna de Bogota y Medellin para el caso
se sumarizan las subredes de cada uno a /22.

Desarrollo de la Actividad

Configuracion inicial Basica

no ip domain-lookup

service password-encryption
enable secret class

banner motd #

Unautorized access is strictly prohibited. #
line con 0

password cisco

login

logging syncronous

line vty 0 4

password cisco

login

con figuracion router Medellin2

R1#enable

R1#conft

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#no ip domain-lookup
R1(config)#service password-encryption
R1(config)#enable secret class
R1(config)#banner motd #

Enter TEXT message. End with the character '#'.
R1(config)#line con 0
R1(config-line)#password cisco
R1(config-line)#login

R1(config-line)#logging syncronous

AN

R1(config-line)#line vty 0 4
R1(config-line)#password cisco
R1(config-line)#login
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R1(config-line)#hostname Medellin2

Medellin2(config)#interface serial 3/0
Medellin2(config-if)#ip address 172.29.6.5 255.255.255.252
Medellin2(config-if)#clock rate 128000
Medellin2(config-if)# no shutdown
Medellin2(config)#interface serial 2/0
Medellin2(config-if)#ip address 172.29.6.1 255.255.255.252
Medellin2(config-if)#clock rate 128000
Medellin2(config)#interface fa0/0

Medellin2(config-if)#ip address 172.29.4.1 255.255.255.128
Medellin2(config-if)#clock rate 128000
Medellin2(config-if)# no shutdown

Medellin2(config-if)# no auto-summary

Medellin2#

CONFIGURACION RIP

Medellin2>ena

Password:

Medellin2#enable

Medellin2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin2 (config)#router rip

Medellin2 (config-router)#version 2

Medellin2 (config-router)#no auto-summary

Medellin2 (config-router)#network 172.29.4.0

Medellin2 (config-router)#network 172.29.6.4

Medellin2 (config-router)#network 172.29.6.0

Medellin2 (config-router)#exit

Medellin2 (config)#

Medellin2#

%SYS-5-CONFIG_I: Configured from console by console
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Configuracion router Medellin3

R2#enable

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#hostname Medellin3

Medellin3(config)#

Medellin3 (config)#no ip domain-lookup

Medellin3 (config)#service password-encryption

Medellin3 (config)#enable secret class

Medellin3 (config)#banner motd #

Enter TEXT message. End with the character '#'.

Medellin3 (config)#line con 0

Medellin3 (config-line)#password cisco

Medellin3 (config-line)#login

Medellin3 (config-line)#logging syncronous

Medellin3 (config-line)#line vty 0 4

Medellin3 (config-line)#password cisco

Medellin3 (config-line)#login

Medellin3(config)#interface serial 3/0
Medellin3(config-if)#ip address 172.29.6.9 255.255.255.252
Medellin3(config-if)#clock rate 128000
Medellin3(config-if)# no shutdown
Medellin3(config)#interface serial 6/0
Medellin3(config-if)#ip address 172.29.6.6 255.255.255.252
Medellin3(config-if)#clock rate 128000
Medellin3(config)#interface serial 7/0
Medellin3(config-if)#ip address 172.29.6.14 255.255.255.252
Medellin3(config-if)#clock rate 128000
Medellin3(config)#interface fa0/0

Medellin3(config-if)#ip address 172.29.4.129 255.255.255.128
Medellin3(config-if)#clock rate 128000
Medellin3(config-if)# no shutdown

Medellin3(config-if)# no auto-summary

Medellin3#
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CONFIGURACION RIP

Medellin3>ena
Password:
Medellin3#enable
Medellin3#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Medellin3 (config)#router rip

Medellin3 (config-router)#version 2

Medellin3 (config-router)#no auto-summary
Medellin3 (config-router)#network 172.29.6.4
Medellin3 (config-router)#network 172.29.4.128
Medellin3 (config-router)#network 172.29.6.8
Medellin3 (config-router)#network 172.29.6.12
Medellin3 (config-router)#exit

Medellin3 (config)#exit

Medellin3#

%SYS-5-CONFIG_I: Configured from console by console

Configuracion router Medellinl

R3#enable
R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R3(config)#hostname Medellinl
Medellin1(config)#

Medellinl (config)#no ip domain-lookup
Medellinl (config)#service password-encryption
Medellinl (config)#enable secret class
Medellinl (config)#banner motd #

Medellinl (config)#line con 0

Medellinl (config-line)#password cisco
Medellinl (config-line)#login

Medellinl (config-line)#logging syncronous

10
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Medellinl (config-line)#line vty 0 4

Medellinl (config-line)#password cisco

Medellinl (config-line)#login

Medellin1(config)#interface serial 2/0
Medellin1(config-if)#ip address 172.29.6.2 255.255.255.252
Medellin1(config-if)#clock rate 128000
Medellin1(config-if)# no shutdown
Medellin1(config)#interface serial 3/0
Medellin1(config-if)#ip address 172.29.6.10 255.255.255.252
Medellin1(config-if)#clock rate 128000
Medellin1(config)#interface serial 6/0
Medellin1(config-if)#ip address 206.17.220.1 255.255.255.252
Medellin1(config-if)#clock rate 128000
Medellin1(config)#interface serial 7/0
Medellin1(config-if)#ip address 172.29.6.13 255.255.255.252
Medellin1(config-if)#clock rate 128000
Medellin1(config-if)# no shutdown

Medellin1(config-if)# no auto-summary
Medellin1(config-if)#exit

Medellin1#wr

Configuracion Rip
Medellinlr>ena

Password:
Medellinl#enable
Medellinlr#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Medellinl (config)#router rip
Medellinlconfig-router)#version 2

Medellinl (config-router)#no auto-summary
Medellinl (config-router)#network 172.29.6.8
Medellinl (config-router)#network 172.29.6.12
Medellinl (config-router)#network 172.29.6.0
Medellinl (config-router)#network 206.17.220.0
Medellinl (config-router)#exit

Medellinl (config)#exit

Medellin1#

11
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ENCAPSULAMIENTO PPP

Medellin1>ena

Password:

Medellinl#conf t

Medellin1(config)#encap

Medellin1(config)#inter

Medellin1(config)#interface serial 6/0

Medellin1(config-if)#encap

Medellin1(config-if)#encapsulation ppp

Medellin1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial6/0, changed state to down
Medellinl(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial6/0, changed state to up

Configuracién NAT Sobrecarga

User Access Verification

Password:

Password:

Medellin1>ena

Password:

Medellinl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellinl(config)#access-list 1 permit 172.29.0.0 0.0.255.255
Medellin1(config)#ip nat inside source list 1 interface serial 6/0 overload
Medellinl(config)#interface serial 2/0

Medellinl(config-if)#ip nat in

12
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Medellin1(config-if)#ip nat inside
Medellin1(config-if)#interface serial 3/0
Medellin1(config-if)#ip nat inside
Medellin1(config-if)#interface serial 7/0
Medellin1(config-if)#ip nat inside
Medellin1(config-if)#interface serial 6/0
Medellin1(config-if)#ip nat out
Medellin1(config-if)#ip nat outside
Medellinl(config-if)#

Configuracion Router ISP
Router26#enable
Router26#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router26(config)#hostname ISP
ISP(config)#

ISP (config)#no ip domain-lookup

ISP (config)#service password-encryption
ISP (config)#enable secret class

ISP (config)#banner motd #

ISP (config)#line con 0

ISP (config-line)#password cisco

ISP (config-line)#login

ISP (config-line)#logging syncronous

ISP (config-line)#line vty 0 4

ISP (config-line)#password cisco

ISP (config-line)#login

ISP (config)#interface serial 2/0

ISP (config-if)#ip address 206.17.220.2 255.255.255.252
ISP(config-if)#clock rate 128000

ISP (config-if)# no shutdown

ISP (config)#interface serial 3/0

ISP (config-if)#ip address 206.17.220.5 255.255.255.252
ISP(config-if)#clock rate 128000

ISP (config-if)# no shutdown
ISP(config-if)# no auto-summary

ISP (config-if)#exit

ISP #wr

13
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Configuracion Rip

ISP>ena

ISP#enable

ISP#conf t

ISP(config)#router rip
ISP(config-router)#version 2
ISP(config-router)#no auto-summary
ISP(config-router)#network 206.17.220.0
ISP(config-router)#network 209.17.220.4
ISP(config-router)#exit

ISP(config)#exit

ISP#

Configuracion Router Bogota

Router>
Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#hostname Bogota
Bogotal(config)#no ip domain-lookup
Bogotal(config)#service password-encryption
Bogotal(config)#enable secret class
Bogotal(config)#banner motd #
Bogotal(config)#line con 0
Bogotal(config-line)#password cisco
Bogotal(config-line)#login
Bogotal(config-line)#logging syncronous
Bogotal(config-line)#line vty 0 4
Bogotal(config-line)#password cisco

Bogotal(config-line)#login

14
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Bogotal(config-line)#

Bogotal(config)#interface serial 3/0

Bogotal(config-if)#ip address 209.17.220.6 255.255.255.252
Bogotal(config-if)#clock rate 128000
Bogotal(config-if)#no shutdown
Bogotal(config)#interface serial 2/0

Bogotal(config-if)#ip address 172.29.3.1 255.255.255.252
Bogotal(config-if)#clock rate 128000
Bogotal(config-if)#no shutdown
Bogotal(config)#interface serial 6/0
Bogotal(config-if)#ip address 172.29.3.9 255.255.255.252
Bogotal(config-if)#clock rate 128000
Bogotal(config-if)#no shutdown
Bogotal(config)#interface serial 7/0
Bogotal(config-if)#ip address 172.29.3.5 255.255.255.252
Bogotal(config-if)#clock rate 128000
Bogotal(config-if)#no shutdown

Bogotal(config-if)# no auto-summary
Bogotal(config-if)#exit

Bogotal#wr

Configuraciéon RIP
Password:
Bogota>ena
Password:
Bogota#enable
Bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Bogotal(config)#router rip
Bogotal(config-router)#version 2

Bogotal(config-router)#no auto-summary

15
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Bogotal(config-router)#network 209.17.220.4

Bogotal(config-router)#network 172.29.3.0
Bogotal(config-router)#network 172.29.3.4
Bogotal(config-router)#network 172.29.3.8
Bogotal(config-router)#exit
Bogotal(config)#exit

Bogotal#wr

Encapsulamiento PPP

Bogotal>ena

Password:

Bogotal#conf t

Bogotal(config)#interface serial 3/0

Bogotal(config-if)#encapsulation ppp

Bogotal(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial3/0, changed state to up

Configuracion NAT sobrecarga

Bogotal>ena

Password:

Bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#access-list 1 permit 172.29.0.0 0.0.255.255
Bogotal(config)#ip nat inside source list 1 interface serial 3/0 overload
Bogotal(config)#interface serial 2/0

Bogotal(config-if)#ip nat inside

Bogotal(config-if)#interface serial 6/0

Bogotal(config-if)#ip nat inside

Bogotal(config-if)#interface serial 7/0
16
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Bogotal(config-if)#ip nat inside
Bogotal(config-if)#interface serial 3/0
Bogotal(config-if)#ip nat outside
Bogotal(config-if)#exit
Bogotal(config)#exit

Configuracion router R3

Router>en

Router#conf t

Router(config)# hostname Bogota2
Bogota2(config)#no ip domain-lookup
Bogota2r(config)#service password-encryption
Bogota2 (config)#enable secret class
Bogota2(config)#banner motd #

Bogota2 (config)#line con 0

Bogota2 (config-line)#password cisco
Bogota2 (config-line)#login

Bogota2 (config-line)#logging syncronous
Bogota2 (config-line)#line vty 0 4
Bogota2 (config-line)#password cisco
Bogota2 (config-line)#login

Bogota2 (config-line)#

Bogota2(config)#interface serial 3/0

Bogota2 (config-if)#ip address 172.29.3.10 255.255.255.252
Bogota2 (config-if)#clock rate 128000

Bogota2 (config-if)#no shutdown

Bogota2 (config)#interface serial 2/0

Bogota2 (config-if)#ip address 172.29.3.2 255.255.255.252
Bogota2 (config-if)#clock rate 128000
Bogota2config-if)#no shutdown

Bogota2 (config)#interface serial 7/0

Bogota2 (config-if)#ip address 172.29.3.6 255.255.255.252

17
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Bogota2 (config-if)#clock rate 128000

Bogota2 (config-if)#no shutdown

Bogota2 (config)#interface fastethernet 0/0

Bogota2 (config-if)#ip address 172.29.0.1 255.255.255.0
Bogota2 (config-if)#clock rate 128000

Bogota2 (config-if)#no shutdown

Bodega2(config)#no auto-summary

Configuraciéon RIP

Bogota2#enable

Bogota2#conf t

Bogota2 (config)#router rip

Bogota2 (config-router)#version 2

Bogota2 (config-router)#no auto-summary
Bogota2 (config-router)#network 172.29.3.0
Bogota2 (config-router)#network 172.29.3.4
Bogota2 (config-router)#network 172.29.3.12
Bogota2 (config-router)#network 172.29.0.0
Bogota2 (config-router)#exit

Bogota2 (config)#exit

Bogota2#wr

Configuracién Router Bogota3

Router>enable
Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#hostname Bogota3
Bogota3(config)#line console 0
Bogota3 (config-line)#password cisco
Bogota3 (config-line)#login

Bogota3 (config-line)#line vty 0 4
Bogota3 (config-line)#password cisco
Bogota3 (config-line)#login

18



CIsco. Cisco Networking Academy’

Mind Wide Open”

Bogota3 (config-line)#exit

Bogota3 (config)#enable secret cisco

Bogota3 (config)#service password-encryption
Bogota3 (config)#banner motd #

Bogota3 (config)#interface serial 3/0

Bogota3 (config-if)#ip address 172.29.3.13 255.255.255.252

Bogota3 (config-if)# clock rate 128000
Bogota3 (config-if)#no shutdown
Bogota3 (config)#interface serial 6/0

Bogota3 (config-if)#ip address 172.29.3.9 255.255.255.252

Bogota3 (config-if)# clock rate 128000
Bogota3 (config-if)#no shutdown
Bogota3 (config)#interface fastethernet 0/0

Bogota3 (config-if)#ip address 172.29.1.1 255.255.255.0

Bogota3 (config-if)# clock rate 128000
Bogota3 (config-if)#no shutdown

Bodega3(config)#no auto-summary

Configuracién RIP

Bogota3#enable

Bogota3#conf t

Bogota3 (config)#router rip

Bogota3 (config-router)#version 2

Bogota3 (config-router)#no auto-summary
Bogota3 (config-router)#network 172.29.3.8
Bogota3 (config-router)#network 172.29.3.12
Bogota3 (config-router)#network 172.29.1.0
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d. El router ISP debera tener una ruta estatica dirigida hacia cada red interna de Bogota y Medellin para

el caso se sumarizan las subredes de cada uno a /22.
ISP#conf t
Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#ip route 172.29.4.0 255.255.252.0 s2/0
ISP(config)#ip route 172.29.0.0 255.255.252.0 s3/0
ISP(config)#ip route 172.29.4.128 255.255.255.128 s2/0
ISP(config)#ip route 172.29.1.0 255.255.255.0 s3/0

ISP(config)#
ISP#

Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.

b. Verificar el balanceo de carga que presentan los routers.

c. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacion, por tener dos enlaces de
conexion hacia otro router y por la ruta por defecto que manejan.

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas directamente y recibidas mediante RIP.
e. Lastablasde los routers restantes deben permitir visualizar rutas redundantes para el caso de la ruta por defecto.
f. El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente conectadas.

Parte 3: Deshabilitar la propagacion del protocolo RIP.
a. Para no propagar las publicaciones por interfaces que no lo requieran se debe deshabilitar la propagacién del
protocolo RIP, en la siguiente tabla se indican las interfaces de cada router que no necesitan desactivacion.
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Router Medellin3

Medellin3>ena
Password:
Medellin3#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Medellin3(config)#router rip
Medellin3(config-router)#version 2
Medellin3(config-router)#pass
Medellin3(config-router)#passive-interface fa0/0
Medellin3(config-router)#passive-interface S3/0
Medellin3#

%SYS-5-CONFIG_I: Configured from console by console

Router Medellin2
Medellin2>ena
Password:
Medellin2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Medellin2(config)#rout
Medellin2(config)#router rip
Medellin2(config-router)#pass
Medellin2(config-router)#passive-interface fa0/0

Medellin2(config-router)#

Router Medellinl

Enter configuration commands, one per line. End with CNTL/Z.

Medellin1(config)#router rip
Medellin1(config-router)#version 2
Medellin1(config-router)#pass

Medellin1(config-router)#passive-interface s2/0
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Medellin1(config-router)#

Router Bogota2

Bogota2(config)#router rip

Bogota2 (config-router)#version 2
Bogota2(config-router)#pass

Bogota2 (config-router)#passive-interface fa0/0

Bogota2 (config-router)#passive-interface S3/0

Router Bogota3

Bogota3 (config)#router rip
Bogota3(config-router)#pass
Bogota3(config-router)#passive-interface fa0/0

Bogota3 (config-router)#

Router Bogotal

Enter configuration commands, one per line. End with CNTL/Z.

Medellin1(config)#router rip
Medellin1(config-router)#version 2
Medellin1(config-router)#passive-interface s6/0

Medellin1(config-router)#

Parte 4: Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los routers, como el passive interface

para la conexion hacia el ISP, la versidn de RIP y las interfaces que participan de la publicacién entre otros datos.
b. Verificar y documentar la base de datos de RIP de cada router, donde se informa de manera detallada de todas

las rutas hacia cada red.
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Medellinl

& pedellind — ] =
Physical Config CLI
I0S Command Line Interface
Medellinlgur 3
Building configuration. . .
[0K]
Medellinlfshow ip route
Codes: C - commected, % - statjic, I - IGREFP, B - RIF, M - mobkile, B - EGP
I» — EIGRFP, EX — EIGRP external, 0 — O0SPF, I& — O0OSPF inter area
M1l - OSPF MES2L external type 1, NZ - 02PF NS2L external type £
El1 — OSPF external type 1, EZ — OSPF external type 2, E — EGP
i - I%-I=%, L1 - IZ®-I&8 level-1, LEZ - IS-IS5 lewel-Z, ia - IS-I8 inter area
* — gpcandidate default, T - per—-user =tatic route, o — ODR
P - periodic downloaded static routce

Gateway of last resort is not =set

17Z2_Z3_.0.0716 is wariably subnected, 12 subnets, 3 masks

B 172 22.0.0/24 [1E20/ 3] wia E0&.17_EZE0Q0.EZ, 00:00:14, Serial&s0
o 172 _EZ9.1. 0724 [1Z044] wia ZEZEO0&.17.Z20.Z, 00:00:14, Serislss0
B 172 22.2.0/320 [1lE0/E] wia E0&.17 . EE0Q0.EZ, 00:00:14, Serial&s0
B 172_.22.2.4/320 [1E0/ 2] wia E0&.17_EZEQ0.EZ, 00:00:14, Serial&s0
B 172_.22.2.8/320 [1lE0/Z] wia E0&.17 . EE0Q0.EZ, 00:00:14, Serial&s0
B 17222 2. 12,320 [1E20/3] wia E0&.17 . EEZ0.EZ, 00:00:14, Serial&s0
B 172.22.4. 028 [1E20/1] wia 17E.E2.6.1, 00:00:10, Serialzs 0
B 17z 22.4_ 122725 [1E20/ 1] wia 17E.E2.&.14, 00:00:00, Serial?s0
[ 172 E2.5. 0730 is directly connected, Serialzs0
B 172 22.6.4/20 [12051] wia FE.ES.&.1, 000010, SerialZs0
is possiblyldowm, routing wia 172_29_6.9, Serial3s0
[lE20/1] wia 17Z.E22.6.14, 00:00:00, Serial?s0O
[ 172 22.6.8/30 is directly connected, Serialls 0
[ 17222 6. 12/230 is directly connected, Serial?s 0 L
Copy Paste
= P 's 3 -- Pl
Medellin2
S Medellin 2 — O
FPhy=sical Config CLI
I0s Command Line Interface
FEYS—S—CONFIG_I: Configured from console by console
MedellinZ ffwr
Building configuracion. . .
[OK]
MedellinZffishow ip route
Codes: C - comnmecced, 8 - scatic, I - IGRP, B — RIP, M — mobile, E — EGPF
I — EIGRF, EX — EIGRF =xternal, 0O — O0OSPF, I& — O0OSPF inter arca
N1 — OSPF NSSA external type 1, NEZ — OSPF NSS4 external type Z
El — 0OSPF external twype 1, Ef — O3PF external type 2, E — EGF
i - I=2-I=, L1 - IS-IZ2 lewel-L, LEZ - IES-IZ lewel-Z, ia — IS-IE2 inter arca
* — candidate defaulc, T - per-user statcic rouce, o — ODER
P - periodic dowvnloaded static routs

Gateway of last resort 1s not =Set

172.29.0.0516 is wariakly subnetted, 1F subnets, = masks
172.22.0.0s22 [1lE0f5] wia 172.29.6.6, 00:00:23, Serial3s0
172.29.1.0/24 [lE0FE] wia 172.Z22.6.85, 00:22, Serial3s0
172.29_3.0s30 [1Z0rs4] wia 17229 . 6.6, 0O0:23, Serial3s0
172.89.3.4,30 [l20r4] wia 172.29.6.5, 00:23, Serial3s0
172.29_2.8/30 [lZ0f4] wia 172_.29.6.6, 00:00:22, Serial3s0
172.22.3.12s30 [1l20s5] wia 172.2%.6.6, 00:00:23, Serial3s0
172.29.4.0/25 is directly connected, FastEthernst0s0
172.29._4_ 18725 [1l20,1] wia 172_EZ9.6.6, 00:00:22, Serial3s 0
172.22.6.0/30 is directly connected, Serialzs0
172.29.6.4/3230 is directly connected, Serial3s0
172.29_6._8/30 [1lZ0F1] wia 172_29.6.6, 00:00:23, Serial3s0

——More—-—

moOopOdPdEE R

Copy FPaste
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Medellin3

& paedellin 3 [}
Phy=sical Config CLI
IOs Command Line Interface
MedellinZf#fshow ip rouate
Code=s: C - connected, % - static, I — IGRP, B — BRIF, M — mobile, E — EGP
I - EIGRFP, EX — EIGRP external, O —- O0SPF, Ii — O2PF inter area
N1l — OSPF MNS3SA external type 1, MZ — O0SPF MNSSA external type =
El — 0OSPF external type 1, EZ — O3PF external type =2, E — EGP
i - I®-I=, L1 - I=-I=Z lewvel-1, Lz — IZ-IE2 lewel-Z, dida — IS-IS inter area
* — candidate default, T — per—-useser =static routese, o — ODER
P - periodic dovmloaded static route
Gateway of last resort i=s not =et
17Z.22.0.0/15 i=s wariably subnetted, 12 subnets=s, 3 masks
R 17Zz.22. 0. 0242 [1l20,4] wia 17 23.&6_.13, 00 00:- 23, Serial?s0
[1lZ0/4] wdia 17EZ.22.&_.10, 00:00:-Z32, Serial2s 0
B 172 _z9_ 1 _ 0524 [1Z0,5] wia 172 _ F3 _&_ 132, 00:00:F32, Serisl?sS0
[l20/E5] wia 17z.Z2.&6.10, 00:00:232, Serialz 0
n 17Z_E9_2.0/20 [120,2] wia 17z.22.&6_.10, 00:00:Z32, Serialzs0
[1l20/,2] wia 17Z.Z23.&6.132, 00:00:232, Serial? 0
n 17Z_E9_2.4,20 [120/2] wia 17z.22.6_.10, 00:00:Z32, Serialzys0
[1lZ0/3] wia 17=Z.22.6_.13, 00:-:00:-Z3, Serial?s0
R 1L7Z.22.3.5,3530 [120,3] wia 17=.23.&6_.10, 00:00:- 23, Serial3s0O
[1lZ0/2] widia 17EZ.22.&€_.12, 00:00:-Z32, Serial?s 0
B 172 _z9_ 2 _ 12,20 [12Z0s4] wia 17 _ 239 _&_ 12, 00:00:ZFZ32_ Seriasl?s0
[lz0s4] wia 17Z.Z3.&.10, 00:00: 232, Serialz2s 0
n 17Z_E9_.4_ 0725 [1l20/1] wia 17z.Z93.&6_ 5, O0:00:27, Serialss0
[ 17Z_29_4_ 12225 is directly cormected, FastEcthernet0,/0
n 17Z_E9_. €. 0/20 [1l20/1] wia 17z.Z93.6_. 5, O0:00:27, Serialss0
[1lZ0/1] wia 17=Z.22.6.10, 00:-00:-Z3, Se r:iEilfﬂJ’E
——HMore—-—
Copy FPaste

Bogotal — show ip rout

# Bogatal - O *
Physical  Config  CLI
10% Command Line Interface
TR R TETTTITSC IO
~
Password:
Bogotarena
Password:
Bogotaffzhow ip route
Codes: C - connhected, % - static, I - IGRP, B - BRIP, M - mobile, B - EGP
I - EIGRP, EX - EIGRP external, 0 - 0O3PF, IAh - 03PF inter area
N1 - OSPF NE8A external type 1, N2 - 03PF H3ER external type I
El - OB8PF external type 1, EE - 0SPF external type Z, E - EGP
i - Is-IS, L1 - IS-I8 level-l, LZ - IS-I5 lewvel-Z, ia - IS-IS inter area
* - candidate default, T - per-user static route, o - ODR
P - periodic dovmloaded static route
Gateway of last resort is not set I
17E.E9.0.0/16 is wariably subnetted, 12 subnets, 3 masks
L 17z2.E9.0.0724 [1l20/1] wia 172.E9.3.6, 00:00:02, Serial7/0
[120/1] wia 172.E9.3.Z, 00:00:02, SerialZ /0
R 172 23.1.0/24 [1lZ0/Z] wia 17Z.29.3.6, 00:00:08, Serial?s0
[120/2] wia 172.E9.3.Z, 00:00:02, SerialZ /0
c 17EZ_E9.2.0/20 is directly connected, SerialZs0
[ 172.E9.3.4/30 is directly comnected, Serial?/0
[ 172.E9.3.8/30 is directly comnected, Seriale/0
L 172.E9.3.12/730 [1lz20/1] wvia 17E.25.3.6&, 00:00:08, Serial?/0
[120/1] wia 172.E5.3.Z, 00:00:02, SerialZ/0
L 172.E9.4.0725 [120/2] wia 209.17_Z20.5, 00:00:Z0, SerialZ 0
L 172 E9.4_128/E5F [120/3] wia 203.17_Z2E0.5, 00:00:Z0, Serial3s0
——More-- b
Copy Paste
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Bogota2 — show ip route

?f Bogota 2

Physical Config CLI

105 Command Line Interface

Dassword:

RE=ena

Password:

Password:

REZffshow ip route

Codes: C - commected, 3 - static, I - IGRP, R - RIP, M - mobile, B
I» — EIGRF, EX - EIGRP external, 0 - O3PF, IA - O0OSPF inter ar
N1l - O0OZPF NESA external type 1, NE - O0OSPF MNESL external type

* - candidate default, T - per-user static route, o - ODR
P - periocdic dowmmloaded static route

Gateway of last resort is not set

17E.23.0.0/16 dis wariably subnetted, 1Z subnets, 2 masks
172 Z9.0.0,/24 i=s directly comnnected, FastEthernetOs0
17z2.29.1.0/24 [1E20/ 1] wia 172.2Z2_.2.12, 00:00:Z4, Seriall S0
17Z2.29.2.0/20 is directly connected, SerialzZ/ 0
17Z2.29.2.4,/20 is directly connected, Serial?/ 0
17Z2.29.2.8,/20 [1lE20/ 1] wia 172_.2Z2_2.12, 00:00:Z4, Seriall S0
[l1Z0/1] wia 172.23.3.5, 00:00:2Z7, Serial?s 0
[l1Z20/1] wia 172.23.3.1, 00:00:27, SerialzZs0
1I7Z2.Z8.2.12/20 is directly comnected, Seriall/ 0
172 _Z9_ a4 0,25 [1Z0/4] wia 172 _F3 32 & 00:00:Z7, Serial?s0
[1E20/4] wia 172_.22_.2.1, 00:00:27, SerialzZs 0
b 172294 1228/25 [1E20s4] wia 172Z.22.2.&5, 00:00:27, Serial?7/0
——More——

moaowen

[=Ny]

- EGP
=a
=

El - 0O2PF external type 1, EZ — 0SPF external type Z, E — EGP
i - Is-I®%, L1 - IZ-I& lewel-l, LZ - IS-IZ level-Z, ia - IS-I5 inter area

Bogota 3 — show ip route

copy

? Bogota3 —
Physical Config  CLI

105 Command Line Interface

TS ETTE TSI IIITOCIUI
Password:

Rd=ena

Password:

Bdffzshow ip route

Codes: C - comnected, 5 - static, I - IGRF, B - BRIF, M - mobile, B - EGF
L - EIGRP, E¥ - EIGRP external, 0 - 02PF, IA - 0SPF inter area
N1l - 0O2PF NE2EL external type 1, NEZ - 0OZPF NE2EL external type I
El - OSPF external type 1, EZ - 05PF external type Z, E - EGP

* - pcandidate default, T - per-user static route, o - ODR
P - periodic dowmloaded static route

Gateway of last resort is not set I

17E2.29.0.0716 is wvariably subnetted, 1Z subnets, 2 masks
172.23.0.0/24 [120/1] wia LlVZ.2%.3.14, 00:00:23, Seriall3/ 0
172.29.1.0/24 iz directly connected, FastEthernet0/0
17E.29.2.0/20 [120/1] wia L7E.Z29.3.14, 00:00:232, Beriall/ 0
172.22.3.4/30 [120/1] wia 172.25.3.14, 00:00:23, SZerial3/0
172.29.2.8/30 iz directly connected, Serials/0
172.29.3.1E730 is directly connected, 3erial3s0
172.22.4.0/25 [1l20/58] wia 172.E2.3.14, 00:00:23, Zeriall/0
17E.29. 4. 128F2E [1Z0/E] wia 172.E29.3. 14, 00:00:23, Beriall3y0
172.29.6.0/30 [120/4] wia LlVZ.2%.3.14, 00:00:23, Seriall3/ 0
172.29.6.4,/30 [1Z0/5] wia 17Z.29.3.14, 00:00:E22, Seriali3fo0
172.29.6.8/730 [120/4] wia 172.29.3.14, 00:00:23, Serial3sf0

-—More--—

L-B N - - I R NN - R -]

i - IS-I&%, L1 - IZ-I% lewel-1l, LEZ - IS-I% level-Z, ia - IS-IS inter area

Copy

Paste

Faste

|
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Parte 5: Configurar encapsulamiento y autenticacién PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado con autenticacion PAT.
Habilitar autenticacion PAP de PPP Medellin y ISP

ISP>ena

Password:

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#user

ISP(config)#username medellin2 sec
ISP(config)#username medellin2 secret medellinl
ISP(config)#int se2/0

ISP(config-if)#PPP aute

ISP(config-if)#PPP auth

ISP(config-if)#PPP authentication PAP

ISP(config-if)#

ISP(config-if)#PPP PAP sent-username ISP password ISP
ISP(config-if)#exit

ISP(config)#

ISP#

%SYS-5-CONFIG_I: Configured from console by console

b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.
Parte 6: Configuracion de PAT.

a. En latopologia, si se activa NAT en cada equipo de salida (Bogotal y Medellinl), los routers internos de una
ciudad no podran llegar hasta los routers internos en el otro extremo, s6lo existird comunicacion hasta los routers
Bogotal, ISP y Medellinl.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT en el router Medellinl.
Compruebe que la traduccion de direcciones indique las interfaces de entrada y de salida. Al realizar una prueba
de ping, la direccion debe ser traducida automéaticamente a la direccion de la interfaz serial 0/1/0 del router
Medellin1, como diferente puerto.
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c. Configuracion NAT sobrecarga

Medellin1>ena

Password:

Bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellinl (config)#access-list 1 permit 172.29.4.0 0.0.0.255
Medellinl (config)#ip nat inside source list 1 interface serial 6/0 overload
Medellinl (config)#interface serial 2/0

Medellinl (config-if)#ip nat inside

Medellinl (config-if)#interface serial 3/0

Medellinl (config-if)#ip nat inside

Medellinl (config-if)#interface serial 7/0

Medellinl (config-if)#ip nat inside
Medellin1(config-if)#interface serial 6/0

Medellinl (config-if)#ip nat outside

Medellinl (config-if)#exit

Medellinl (config)#exit

d. Proceda a configurar el NAT en el router Bogotal. Compruebe que la traduccion de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccién debe ser traducida automéaticamente
a la direccion de la interfaz serial 0/1/0 del router Bogotal, como diferente puerto.

Bogotal

Bogotal>ena

Password:

Bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Bogotal(config)#access-list 1 permit 172.29.0.0 0.0.255.255

Bogotal(config)#ip nat inside source list 1 interface serial 3/0 overload

Bogotal(config)#interface serial 2/0

Bogotal(config-if)#ip nat inside

Bogotal(config-if)#interface serial 6/0

Bogotal(config-if)#ip nat inside

Bogotal(config-if)#interface serial 7/0

Bogotal(config-if)#ip nat inside

Bogotal(config-if)#interface serial 3/0

Bogotal(config-if)#ip nat outside

Bogotal(config-if)#exit

Bogotal(config)#exit
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Parte 7: Configuracion del servicio DHCP.
a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el servidor DHCP para ambas
redes Lan.

DHCP en el Router MEDELLIN2
MEDELLIN2>en
MEDELLIN2#conf t

-Se definen que direcciones IP no deben ser entregadas por el DHCP debido a que estas ya estan siendo
utilizadas.

MEDELLIN2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.3
MEDELLIN2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.132
MEDELLIN2(dhcp-config)#ip dhcp pool MEDELLIN-DHCP
MEDELLIN2(dhcp-config)#network 172.29.4.0 255.255.255.128
MEDELLIN2(dhcp-config)#default-router 172.29.4.1
MEDELLIN2(dhcp-config)#dns-server 8.8.4.4
MEDELLIN2(dhcp-config)#exit

El router medellin3 tiene una LAN conectada pero no realiza la vez de servidor DHCP se requiere
configurar ip helper el cual lo dejara al router como de transito para llegar al router que hace de DHCP

MEDELLIN2>en

MEDELLIN2#conf t MEDELLIN2(config)#Int fa0/0
MEDELLIN2(config-if)#ip helper-addres 172.29.6.5
MEDELLIN2(config-if)#exit

Configuramos DHCP en router Bogota2

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#ip dhcp

R3(config)#ip dhcp exclu

R3(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.4
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R3(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.4

R3(config)#ip dhcp pool Bogota2
R3(dhcp-config)#network 172.29.1.0 255.255.255.0
R3(dhcp-config)#default
R3(dhcp-config)#default-router 172.29.1.1
R3(dhcp-config)#dns

R3(dhcp-config)#dns-server 8.8.4.4
R3(dhcp-config)#exit

R3(config)#ip dhcp pool bogota

IP que sera arrendada cuando el host solicite IP
R3(dhcp-config)#network 172.29.0.0 255.255.255.0
Gateway para el host

R3(dhcp-config)#defau
R3(dhcp-config)#default-router 172.29.0.1
R3(dhcp-config)#dn

R3(dhcp-config)#dns-server 8.8.4.4
R3(dhcp-config)#exit

R3(config)#hostname Bogota2
Bogota2(config)#exit

Bogota2#wr

Building configuration...

El router bogota3 tiene una Lan conectada pero no realiza la vez de servidor DHCP se requiere configurar
ip helper el cual lo dejara al router como de transito para llegar al router que hace de DHCP

Bogota2>en

Bogota2#conf t BOGOTA(config)#Int fa0/0
Bogota2(config-if)#ip helper-addres 172.29.3.13
Bogota2(config-if)#exit
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Se verifica en el router medellin2 la ip asignada por DHCP

Physical Config Cesktop Custom Interface

IP Configuration
® DHCP

IP aAddress
Subnet Mask
Default Gateway

DS Server

IPvE Configuration

O Static
172.29.4.4
2EE.2E55.255. 128
172.29. 4. 1[:&

2.8, 4.4

) DHCP (O auto Config (@ Static

IP Configuration

or

IPvE Address |"{|
Link Local Address FEE0: :230:F2ZFF ;FEAT: 3116
IPwE Gateway
IPvE DMNS Server b
|
I
< /
Se realiza tracer de PC0O a PC1
=
[
L
Physical Config Desktop Custam Interface

Command Prompt

Mind Wide Open”
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Verificar conectividad Router Bogota2
3

& pcz

Physical  Config  Desktop  Custom Interface

IP Configuration

@® DHCP (O Static

IP Address 172.29.0.5

Subnet Mask 255.255,255.0
Default Gateway 172.29.0.1

DNS Server 8.8 4.4

1Pv6 Configuration [}

(O DHCP O auto Config @ Static

DHCP request successful,

IP Configuration

IPvE Address

Link Local address FES0::201; CTFF:FEGA: 4012

IPvE Gateway

IPvE DMS Server

Veificar conectividad ping y traza a Pc3

or

& pe2

Physical  Config  Desktop  Custom Interface
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Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de Miami, Bogota y
Buenos Aires, en donde el estudiante sera el administrador de la red, el cual debera configurar e interconectar
entre si cada uno de los dispositivos que forman parte del escenario, acorde con los lineamientos establecidos
para el direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman parte de la topologia de
red.

Internet

PC I t 1 VLAN Direccionamiento Nombre
- nterne | 30 192.168.30.0/24 Administracion
| 40 192.168.40.0/24 Mercadeo
209.165.200.230 | 200 192.168.200.0/24 Mantenimiento

- 209.165.200.224/29

172.31.21.0/30

S0/0

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3
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TOPOLOGIA INICIAL

jum

PCO [T Etha.

[ ] Sy}

209,165,200,224/29
Fa0j0

172.31.21.0/30

Fal/0utern
CopyRouterdil)
802,10
- Fay3-a0i24 192.168,99.3
192.168.99.2 Trurik, r

N Copy3 Fanf1l

Swif Fao)1 a0/
Fal
WLAM 30 ;. WLAN 40
Pl P2
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DESARROLLO TOPOLOGIA

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los dispositivos
gue forman parte del escenario

Se realiza la configuracion del pc internet
Ip 209.165.200.230

Mask 255.255.255.248

Gateway 209.165.200.225

& |nternet-pc - ] >

Physical  Config  Desktop  Custom Interface

IP Configuration
IP Configuration

() DHCP @® Static

1P Address 209.165.200.230 |
Subnet Mask 255.255.255.248

Default Gateway 209,155.200,225 1

DNS Server '
IPvE Configuration

O DHCP O Auto Config @ Static

IPvE addrass |f'|:
Link Local Address  |FES0::2D0: D3FF:FEER: SASC =
1PvE Gateway

IPvG DNS Server

<
Configuracién Router R1

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1
R1(config)#enable secret class
R1(config)#line console 0
R1(config-line)#password cisco
R1(config-line)#login

R1(config-line)#exit

R1(config)#line vty 0 4
R1(config-line)#password cisco
R1(config-line)#login

R1(config-line)#exit

R1(config)#service password-encryption
R1(config)#banner motd #prohibido acceso#
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R1(config)#
R1#
%SYS-5-CONFIG_I: Configured from console by console

Se configuran puertos

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int s2/0

R1(config-if)#ip address 172.31.21.1 255.255.255.252
R1(config-if)#clock rate 128000

This command applies only to DCE interfaces

R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial2/0, changed state to down
R1(config-if)#exit

R1(config)#

R1#

%SYS-5-CONFIG_I: Configured from console by console

Se configura ruta estatica

int s2/0

ip address 172.31.21.1 255.255.255.252
clock rate 128000

no shutdown

exit

Continuamos con el Router R2

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R2
R2(config)#enable secret class
R2(config)#line console 0
R2(config-line)#password cisco
R2(config-line)#login
R2(config-line)#exit
R2(config)#line vty 0 4
R2(config-line)#password cisco
R2(config-line)#login
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R2(config-line)#exit
R2(config)#service password-encryption
R2(config)#banner motd #prohibido acceso#

CONFIGURACION PUERTOS SERIALES ROUTER R2
R2(config)#int s2/0

R2(config-if)#description R2-R1

R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-if)#clock rate 128000

R2(config-if)#no shutdown

R2(config-if)#int s3/0

R2(config-if)#description R2-R3

R2(config-if)#ip address 172.31.23.1 255.255.255.252

% 172.31.21.0 overlaps with Serial2/0

R2(config-if)#clock rate 128000

R2(config-if)#no shutdown

% 172.31.21.0 overlaps with Serial2/0

Serial3/0: incorrect IP address assignment

R2(config-if)#exit

%LINK-5-CHANGED: Interface Serial2/0, changed state to up

R2(config)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial2/0, changed state to up
CONFIGURACION R2 A INTERNET-PC

R2(config)#int f0/0

R2(config-if)#description R2-Internet-pc

R2(config-if)#ip address 209.165.200.225 255.255.255.248
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
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CONFIGURACION R2 A WEBSERVER
R2(config)#int f1/0

R2(config-if)#description R2-Web Server
R2(config-if)#ip address 10.10.10.1 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

%LINK-5-CHANGED: Interface FastEthernet1/0, changed state to up

CONFIGURACION ROUTER R3

Router>enable
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#hostname R2
R2(config)#enable secret class
R2(config)#line console 0
R2(config-line)#password cisco
R2(config-line)#login

R2(config-line)#exit

R2(config)#line vty 0 4
R2(config-line)#password cisco
R2(config-line)#login

R2(config-line)#exit

R2(config)#service password-encryption
R2(config)#banner motd #prohibido acceso#
R2(config)#EXIT

R2#

%SYS-5-CONFIG_I: Configured from console by console
R2#enable

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#hostname R3
R3(config)#enable secret class
R3(config)#line console 0
R3(config-line)#password cisco
R3(config-line)#login
R3(config-line)#exit
R3(config)#line vty 0 4
R3(config-line)#password cisco
R3(config-line)#login
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R3(config-line)#exit

R3(config)#service password-encryption

R3(config)#banner motd #prohibido acceso#

R3(config)#

R3(config)#int s3/0

R3(config-if)#description R3-R2

R3(config-if)#ip address 172.31.23.2 255.255.255.252

R3(config-if)#clock rate 128000

This command applies only to DCE interfaces

R3(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial3/0, changed state to down

R3(config-if)#int lo4

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback4, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state to up
R3(config-if)#ip add 192.168.4.1 255.255.255.0

R3(config-if)#int 105

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback5, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state to up
R3(config-if)#ip add 192.168.5.1 255.255.255.0

R3(config-ify#NO SHUT

R3(config-if)#int 106

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback6, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state to up
R3(config-if)#ip add 192.168.6.1 255.255.255.0

R3(config-if)#no shut

R3(config-if)#exit

CONFIGURACION WEB SERVER

Se configura con parametros estaticos asi:
IP Address : 10.10.10.10

Mask : 255.255.255.0

Gateway 10.10.10.1
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& \WEB-SERVER — [m] X
Physical  Config  Serwices  Desktop  Custom Interface

= [T e | | ——
IP Configuration

Interface |FastEthernetD v‘

IP Configuration

() DHCP @ Static

1P Address 10.10.10.10

Subnet Mask 255.255,2585.0

Default Gateway 10.10.10.1

DNS Server

IRvE Configuration S

O DHCP (O Auto Config @ Static

IPv6 Address H:

Link Local address FE20::205: SEFF:FESQ: ABCO

IPveG Gateway

IPvG DMS Server

CONFIGURACION DEL SWITCHE S1

Switch>
Switch>enable
Switch#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1
S1(config)#enable secret class
S1(config)#line console 0
S1(config-line)#password cisco
S1(config-line)#login
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S1(config-line)#exit

S1(config)#line vty 0 4
S1(config-line)#password cisco
S1(config-line)#login

S1(config-line)#exit

S1(config)#service password-encryption
S1(config)#banner motd #prohibido acceso#
S1(config)#

CONFIGURACION SWITCHE S3

Switch#enable
Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#hostname S3
S3(config)#enable secret class
S3(config)#line console 0
S3(config-line)#password cisco
S3(config-line)#login

S3(config-line)#exit

S3(config)#line vty 0 4
S3(config-line)#password cisco
S3(config-line)#login

S3(config-line)#exit

S3(config)#service password-encryption
S3(config)#banner motd #prohibido acceso#
S3(config)#

S3(config)#

S3#

%SYS-5-CONFIG_I: Configured from console by console
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VERIFICACION DE CONECTIVIDAD

Ping de R1aR2

Dassword:
Password:
Password:

Bl=ena
Password:
Blfping 172_.31.21.2

Type escape sequence Lo abort.

Sending 5, 100-byte ICMP Echos to 17Z.31.21.Z2, timeout is 2 seconds:

Success rate i= 100 percent (578}, round-trip minfavg/max = Z/9/1E5 ms
Bl§ W
Copy Paste
Ping de R2 a R3
REffping 17z2.31.E3.2
Type escape sequence to abort.
Sending &, 1l00-byte ICMP Echos to 17Z.31.z23.2, timeout is Z seconds:
RN
éﬁeeéss rate is 100 percent (5/5), round-trip minfavg/max = 3/9/716 ms
RES W
Copy Paste

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0
Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 5555
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500
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Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada interface
e Visualizar el OSPF Process ID, Router 1D, Address summarizations, Routing Networks, and passive

interfaces configuradas en cada router.
Configuracion router R1 con OSPF VERSION 2

R1>ena

Password:

R1#conft

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router ospfl

N

% Invalid input detected at ' marker.
R1(config)#router ospf 1

R1(config-router)#router

R1(config-router)#router-id 1.1.1.1
R1(config-router)#nnetwork 172.31.21.0 0.0.0.3 area 0
N

% Invalid input detected at ' marker.
R1(config-router)#network 172.31.21.0 0.0.0.3 area 0
R1(config-router)#network 192.168.30.0 0.0.0.255 area O
R1(config-router)#network 192.168.40.0 0.0.0.255 area O
R1(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#network 192.168.99.0 0.0.0.255 area 0
R1(config-router)#pass
R1(config-router)#passive-interface defa
R1(config-router)#passive-interface default
R1(config-router)#

00:05:40: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial2/0 from EXSTART to DOWN, Neighbor Down:

Interface down or detached
R1(config-router)#no pass
R1(config-router)#no passive-interface s2/0
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CALCULAR DINAMICAMENTE EL COSTO
R1(config-router)#auto-cost refe
R1(config-router)#auto-cost reference-bandwidth 1000
% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.

R1(config-router)#exit
R1(config)#int s2/0
R1(config-if)#ban
R1(config-if)#bandwidth 128
R1(config-if)#ip ospf
R1(config-if)#ip ospf cos
R1(config-if)#ip ospf cost 7500
R1(config-if)#exit

R1(config)#

Configuracion router R1 con OSPF Version 2

enable

conft

router ospf 1

router-id 5.5.5.5

network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area 0
network 10.10.10.0 0.0.0.255 area 0
passive-interface f0/1

auto-cost reference-bandwith 1000
exit

int s2/0

bandwidth 128

ip ospf cost 7500

exit

Configuracion OSPF V2 En router R2

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)#router-id 5.5.5.5
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R2(config-router)#network 172.31.21.0 0.0.0.3 area 0

R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.0 0.0.0.255 area 0
R2(config-router)#passive-interface f1/0Reload or use “clear ip ospf process™ command, for this to take effect

R2(config-router)#auto

R2(config-router)#auto-cost refere

R2(config-router)#auto-cost reference-bandwidth 1000

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R2(config-router)#exit

R2(config)#

R2#

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#int s3/0

R2(config-if)#bandwidth 128

R2(config-if)#int s2/0

R2(config-if)#bandwidth 128

R2(config-if)#ip ospf cost 7500

R2(config-if)#exit

R2(config)#
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Se usa una sola direccion como sumatoria 192.168.4.0/22 para las interfases loopback, se busca wilcard en

calculadora online

Calculadora IP

Address (Host or Network) Netmask (1.e. 24) Netmask for sub/supernet (optional)
192.168.4.0 |/]22 ‘move to: '

;”Célcular | limpiar

Address: 192.168.4.0 11800000.10101002.000001 00.02200000
Netmask: 255.255.252.0 = 22 11111111.11111111.11111)

Wildcard: 9.0.3.255 20020000 . 20000000 . 000009 11.

=% AR

Network: 192.168.4.0/22

HostMin: 192.168.4.1

HostMax: 192.168.7.254 5[5

Broadcast: 192.168.7.255 1106 9.120101060.000001 11.
Hosts/Net: 1022 Class C. Private Internet

AprendaRedes.com, Version: 0.38

CONFIGURAMOS ROUTER R3 con OSPF V2

R3>ena

Password:

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

R3(config-router)#router

R3(config-router)#router-id 8.8.8.8

R3(config-router)#net

R3(config-router)#network 172.31.23.0 0.0.0.3 area 0
R3(config-router)#

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

...............
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e
R3(config-router)#net

R3(config-router)#network 192.168.4.0 0.0.3.255 area 0
R3(config-router)#pass
R3(config-router)#passive-interface 104
R3(config-router)#passive-interface 105
R3(config-router)#passive-interface 106
R3(config-router)#

CALCULAR COSTO Y VELOCIDAD DE INTERFAS
R3(config-router)#auto

R3(config-router)#auto-cost refer
R3(config-router)#auto-cost reference-bandwidth 1000
% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R3(config-router)#exit

R3(config)#int

R3(config)#interface s2/0

R3(config-if)#band

R3(config-if)#bandwidth 128

R3(config-if)#exit

R3(config)#

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing Networks, and passive
interfaces configuradas en cada router.

Se verifica en la table de enrutamiento y router conectados OSPF V2

ROUTER R1
R1>ena
Password:

R1#show ip ospf neig

Password:
Password: -

BEl=ena
Password:
Blgshow ip ospf neig

Neighbkor ID Eri State Dead Time Lddress Interface

5.5.5.5 a FULLS - 00:-00:32 172.31.21.2 Serialz/sa

Blg W
Copy Paste
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ROUTER R2
R2>ena
Password:

R2#show ip ospf neig
Rl=ena

Password:
B2fshow ip ospf neig

Neighbor ID Pri State Dead Time Bddress Interface

1.1.1.1 a FUOLLS - Q0:00:31 172.31.21.1 Serial2/0

R2E hd

Copy Paste

ROUTER R3
R3#show ip ospf neig

R3g

%5¥5-5-CCONFIG_I: Configured from console by conscle

Bifshow ip ospf neig

Helighbor ID Pri Srate Dead Time Bddress Interface

5.5.5.5 a FUOLLS - 00:00:-32 172.31.23.1 Serialzd

RIg
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VISUALIZAR RESUMEN DE INTERFACES OSPF

ROUTER R1
R1>ena

Password:
R1#show ip ospf interface

Password:
Password:

Rl=ena
Password:
Rléshow ip ospf interface

Seriala2/0 is up, line protocol is up
Internet address is 172.31.21.1/30, Area 0

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
Hello due in 00:00:04

Index 151, £flood gqueue length 0

Next 020 (0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighkor Count is 1 , Adjacent neighbor count is 1
ABdjacent with neighbor 5.5.5.5

Suppress hello for 0 neighbor(s)

Rlg

Frocess ID 1, Router ID 1.1.1.1, Metwork Type POINTI-TO-POINT,
Transmit Delay is 1 sec, State BPOINT-TO-POINT, Prioritcy O

Retransmit 5

Cost: 7500

ROUTER R2

R2>ena

Password:
R2#show ip ospf interface

Copy Paste

Password:
Password:

Rz>ena
Password:
nz#show ip ospf incerface

Serial2s 0 is up, line protocol is up
Internet address is 172.31.21.2,/30, Area O
Process ID 1, Router ID 5.5.5.5, Wetwork Type POINT-TO-DOINT, Co
Transmit Delay is 1 sec, State BOINT-TO-BOINT, Priozity O
No designated router on this network
¥o backup designated router on this network

Timer interwals conf
Hello due in 00:00:08&

Index 1/1, f£flood gueus length O

Wesxt 0:0(0)/0:04(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is O msec, manimum is O msec

Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1

Suppress hello for O neighbor(s)

Serial3 0 is up, line protocol is up

Internet address is 172.31.23_.1,/30, Area O

Process ID 1,

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

Mo designated router on this network

Mo backup designated router on this network

——More——

st: 7500

igured, Hello 10, Dead 40, Wait 40, Retransmit 5

Router ID 5.5.5.5, WNetwork Type POINT-TO-DOINT, Cost: €47

Copy

,
Paste to
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ROUTER R3
show ip ospf interface

- "y
% Imwvalid input detected at """ marker.

B3 (config) #int s2/70
=kt
F5Y¥S5-5—CONFIE_I: Configured from console by console

BZfshow ip ospf interface

Serial32/0 is up, line protocol is up
Internet address is 172_31_.23_.2,30, Area 0O
FProcess ID 1, Router ID 8.8.85.58, Hetwork Type BPOINT-TCO-POINT, Cost: €47
Transmit Delay is 1 sec, State POINI-TO-POINT, Priority O
Ho designated router on this network
Ho kackup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit &5
Hello due in 00:00:03
Index 171, £flood gueuese length 0O
Wext 020 {0} /020 (0)
Last flood scan length is 1, maxioum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Suppress hello for 0 neighbor(s)
Loopkbackd4 is up, line protocol is up
Internet address is 132 _1€2.4.1/,24, Area 0O
Frocess ID 1, Router ID 8.8.5.5, Hetwork Type LOOPFBACE, Cost: 0
Loopkback interface is treated as a stubk Host
Loopbackd is up, line protocol is up
Internet address is 15%2_.1€2.5.1/24, Area 0O
Process ID 1, Router ID 2.2.2.2, HNetwork Type LOOPBACE, Cost: 0
Loopback interface is treated as a stubk Host
Loopkbacké is up, line protocol is up
Internet address is 192 _1€2.&.1/,724, Area 0
Frocess ID 1, Router ID 8.8.5.5, Hetwork Type LOOPFBACE, Cost: 0
Loopkback interface is treated as a stubk Host
R3¢

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing Networks, and passive
interfaces configuradas en cada router.
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¢ ROUTERRL1
Show ip protocols

- -

Rlg
Rl#
RlgShow ip protocols

Routing Protocol is "ospf 17
Cutgoing update filter list for all interfaces is not set
Incoming update £ilter list for all interfaces is not set
Bouter ID 1.1.1.1
HNumber of areas in this router is 1. 1 normal 0 stubk O nssa
Haximum path: 4
Bouting for Hetworks:
172.31.21.0 2.0.0.3 area 0O
152 .1€2.30.0 0.0.0.255 area 0O
152 . 1€2_40.0 0.0.0_.255 area 0O
152 .1€2_.200.0 0.0.0.255 area 0
152 . 1€2.595%.0 0.0.0_.255 area 0O
Passiwve Interface(s):
FastEthernetl/0
FastEthernetl/0
Serial3s0
FastEthernetd/ 0
FastEthernet5/0
Bouting Information Sources:
Fateway Distance Last Update
1.1.1.1 114a 00:-15:4%5
5.5.5.5 114a 00:01:3%5
Distance: {(default is 110)

1
R1g
n1gl
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ROUTER R2
Rig o ) &
BRI
EIf#5HOW IF PR
RIg5HOW IPF PRotocols
RBouting Protocol is "ospf 1™
futgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 5.5.5.5
Humber of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximam path: 4
Bouting for Metworks:
172.31.21.0 0.0.0.3 area 0O
152.1€8.30.0 0.0.0.255 area 0
152 .168.40.0 0.0.0.255 area 0
152 .1€8.200.0 0.0.0.255 area 0
1592.1658.99.0 0_.0.0_.255 area 0
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0O
Passiwve Interface(s):
FastEthernet0/0
FastEthernetl/ 0
Serialiyjo
FastEthernetd /0
FastEthernet5/0
RBouting Information Sources:
Fateway Distance Last Update
1.1.1.1 11d 00:17:058
5.5.5.58 11d 00:02:54
Distance: (default is 110}
Rlﬂ (¥

Copy

Faste
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ROUTER R3

R3gshow ip proto
BE3fshow ip protocols

Routing Protocol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID B5.8.8.8
Number of areas in this router is 1. 1 normal 0 stulk 0 nssa
Maximim path: 4
Bouting for MNetworks:
172.31.23.0 0.0.0.3 area 0
192.1€58.4.0 0.0.3_255 area 0
Passive Interface(s):

Loopback4
Loopbacks
Loopbacke
Bouting Information Sources:
Fateway Distance Last Update
B.8.8.8 110 00:03:12
Distance: (default is 110)
B3

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN Routing y
Seguridad en los Switches acorde a la topologia de red establecida.

SWITCH 1

S1#

Sl#ena

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30

S1(config-vlan)#name administracion
S1(config-vlan)#vlan 40

S1(config-vlan)#name mercadeo
S1(config-vlan)#vlan 200

S1(config-vlan)#name mantenimiento
S1(config-vlan)#vlan 99

S1(config-vlan)#name lan-S1-S3
S1(config-vlan)#exit

S1(config)#int vlan 99

S1(config-if)#ip address 192.168.99.2 255.255.255.0
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S1(config-if)#no shut

S1(config-if)#no shutdown
S1(config-if)#exit

S1(config)#ip default

S1(config)#ip default-gateway 192.168.30.1
S1(config)#int f0/3

S1(config-if)#swich

S1(config-if)#switch
S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#exit

S1(config)#int f0/24
S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#exit

S1(config)#int ran

S1(config)#int range f0/1-2, f0/4-23, g0/1-2
interface range not validated - command rejected
S1(config)#int range f0/1-2, f0/4-23
S1(config-if-range)#switchport mode access
S1(config-if-range)#int f0/1
S1(config-if)#switc
S1(config-if)#switchport mode access
S1(config-if)#switchport access vlan 30
S1(config-if)#int range f0/2, f0/4-23

S1(config-if-range)#shutdown
SWITCH S3

S3>ena

Password:

S3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 30
S3(config-vlan)#name administracion
S3(config-vlan)#vlan 40
S3(config-vlan)#name mercadeo
S3(config-vlan)#vlan 200
S3(config-vlan)#name mantenimiento
S3(config-vlan)#vlan 99
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S3(config-vlan)#name LAN-S1-S3
S3(config-vlan)#exit
S3(config)#vlan 99
S3(config-vlan)#ip add
S3(config-vlan)#ip add
S3(config-vlan)#int vlan 99
S3(config-if)#

%LINK-5-CHANGED: Interface V1an99, changed state to up

+

N

% Invalid input detected at ' marker.
S3(config-if)#

S3(config-if)#ip add

S3(config-if)#ip address 192.168.99.3 255.255.255.0

S3(config-if)#no shut

S3(config-if)#no shutdown
S3(config-if)#exit

S3(config)#ip defa

S3(config)#ip default-gateway 192.168.40.1
S3(config)#int f0/3

S3(config-if)#swit

S3(config-if)#switchport mode trunk
S3(config-if)#switchport trunk native vlan 1
S3(config-if)#int range f0/1-2, f0/4-24
S3(config-if-range)#switchport mode access
S3(config-if-range)#shut
S3(config-if-range)#exit

S3(config)#int f0/1

S3(config-if)#no shut
S3(config-if)#switchport mode access
S3(config-if)#switchport access vlan 40
S3(config-if)#exit

S3(config)#

Configuramos 802.1Q en R1

R1>ena
Password:
R1#conft

Enter configuration commands, one per line. End with CNTL/Z.
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R1(config)#int f0/0 30

R1(config)#int f0/0.30

R1(config-subif)#desc

R1(config-subif)#description administracion-LAN
R1(config-subif)#encap
R1(config-subif)#encapsulation dot1g30
R1(config-subif)#encapsulation d
R1(config-subif)#encapsulation dot1Q 30
R1(config-subif)#ip add 192.168.30.1 255.255.255.0
R1(config-subif)#exit

R1(config)#int f0/0.40

R1(config-subif)#Descrip
R1(config-subif)#Description Matenimiento-RED
R1(config-subif)#encap
R1(config-subif)#encapsulation dot
R1(config-subif)#encapsulation dot1Q 40
R1(config-subif)#ip add 192.168.40.1 255.255.255.0
R1(config-subif)#exit

R1(config)#int f0/0.200

R1(config-subif)#desc

R1(config-subif)#description Mantimiento-RED
R1(config-subif)#encap
R1(config-subif)#encapsulation do
R1(config-subif)#encapsulation dot1Q 200
R1(config-subif)#ip add 192.168.200.1 255.255.255.0
R1(config-subif)#exit

R1(config)#int f0/0.99

R1(config-subif)#des

R1(config-subif)#description s1-s3_RED
R1(config-subif)#encap
R1(config-subif)#encapsulation do
R1(config-subif)#encapsulation dot1Q 99
R1(config-subif)#ip add 192.168.99.1 255.255.255.0
R1(config-subif)#exit

R1(config)#int f0/0

R1(config-if)#no shut

R1(config-if)#no shutdown

R1(config-if)#

R1(config-if)#exit

R1(config)#
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En el Switch 3 deshabilitar DNS lookup

R3>ena

Password:

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#no ip domain-lookup

R3(config)#exit

4. Asignar direcciones IP a los Switches acorde a los lineamientos.
Ya se realizo la asignacion de direcciones IP a los switches puntos anteriores

5. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
Switche S1

Sl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#int range fa0/2-24

S1(config-if-range)#shut

S1(config-if-range)#shutdown

Switche S3

S3>ena
Password:
S3#conf t
Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#
S3(config)#int ran
S3(config)#int range f0/2-24
S3(config-if-range)#shutdown

6. Implement DHCP and NAT for IPv4
7. Configurar R1 como servidor DHCP para las VLANSs 30 y 40.

8. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones estaticas
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>ena

Password: R1#conf tEnter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excl

R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#ip dhc

R1(config)#ip dhcp pool Administracion

R1(dhcp-config)#dns

R1(dhcp-config)#dns-server 10.10.10.11

R1(dhcp-config)#ip dhcp pool Administracion
R1(dhcp-config)#defau

R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#exit

R1(config)#ip dhcp pool mercadeo

R1(dhcp-config)#defa

R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#net

R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#exit

R1(config)#

Configurar NAT en R2 para permitir que los host puedan salir a internet
CONFIGURACION DE NAT ESTATICA Y DINAMICA R2

R2>ena

Password:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#user perseo privilege 15 secret cisco

R2(config)#ip http secure-server

R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255
R2(config)#ip nat pool internet 209.165.200.225 209.165.200.229 netmask 255.255.255.248
R2(config)#ip nat inside source list 1 pool internet

R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229
R2(config)#int f0/0

R2(config-if)#ip nat outside

R2(config)#int f1/0

R2(config-if)#ip nat inside

R2(config-if)#exit

R2(config)#exit
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VERIFICACION DE DCHP NAT ACCEDIENDO AL SITIO WEB. http://209.165.200.229 EN EQUIPO INTERNET-PC

®

| & Internet-pc — O s

1 Physical cConfig  Desktop  Custom Interface

e e | — —_— 1" P
eb Browser
= = | URL |http:/f209.165,200,229| G0 Stop

Cisco Packet Tracer

welcome ko Cisco Packet Tracer, Opening doors to new oppartunities, Mind wide Open.

Cuick Links:
& small page
Copyrights
Irmage page
Image

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccha-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 30

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccha-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 40

10. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para restringir o permitir trafico
desde R1 o R3 hacia R2.

11. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio en para restringir o
permitir trafico desde R1 o R3 hacia R2.
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12. Verificar procesos de comunicacion y redireccionamiento de trafico en los routers mediante el uso de Ping
y Traceroute.

se realizara la restriccion de acceso a las lineas VTY en el Router R2

R2>ena

Password:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#inter

R2(config)#interface fas

R2(config)#interface fastEthernet 0/0

R2(config-if)#ip add 209.165.200.225 255.255.255.248
R2(config-if)#no shutdown

R2(config-if)#exit

R2(config)#ip access-list standar admin
R2(config-std-nacl)#permit host 172.31.21.1
R2(config-std-nacl)#exit

R2(config)#line vty 0 4

R2(config-line)#access-class admin in
R2(config-line)#exit

R2(config)#

R2(config)#

se realizara unos pasos de ACL extendida en R2 para proteger la red del trafico que genera el acceso a internet

R2(config)#access-list 100 permit tcp any host 209.165.200.229 eq www
R2(config)#access-list 100 permit icmp any any echo-reply
R2(config)#int f0/0
R2(config-if)#ip access-group 100 in
R2(config-if)#exit

R2(config)#
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TOPOLOGIA CON TODOS LOS DISPOSITIVOS CONECTADOS

Q Cisco Packet Tracer Student - FABackup_henn\Unad201%\Diplomado\Fase Final\Escenario 2.1.pkt

File Edit Options View Tools Extensions Help

.7r7 = :’E'] =D q'/o Pl /°|m;;._

Loaical [Root] Mew Cluster Move Object

-
t-pc

209.165.200.224/29

Fal
Fa~0‘\
\\
WEB-SERVER

172.31.21.0{30 172.31.21.0{30

BOGOTA BUEMOS AIRES

192.168.99.2 1
Switd Fa0f1

YLAN 30 YLAN 40

PC1 pcz

B
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CONCLUSIONES

En el recorrido de esta actividad se aplica los conocimientos adquiridos a lo largo del diplomado de
profundizacién CISCO en el cual se usé pardametros de seguridad configuracién de dispositivos router, switches,
en temas como enrutamiento de RIP, OSPF, implementacién de DHCP, NAT verificacion de ACL

Para esta actividad practica se utilizo el simulador Packet tracert la cual después de realizar varios trabajos se
logra un mejor manejo en realizacion de topologias

Los mddulos vistos en este diplomado abarcan una gran cantidad de aplicaciones en el desarrollo y disefio de
redes; en nuestro caso realizamos la implementacion en el disefio de dos (2) escenarios que nos presentaba
condiciones diferentes que nos demandaba que aplicaramos adecuadamente todos los conocimientos que
adquirimos en el curso CCNA-1 y CCNA-2 , integrando la implementacion de redes LAN y WAN mediante
Packet Tracer
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