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INTRODUCCION

Aprovechando los beneficios que han surgido tras las nuevas tecnologias en el
campo de las telecomunicaciones se propone una solucion de acuerdo con los
requerimientos descritos en la prueba de habilidades,

El presente trabajo nos lleva a aplicar los conocimientos adquiridos en el
diplomado de profundizacion CCNA ,configuracion de VLANs, OSPFv2, DHCPv4 y
ACL en switches y routers, disefiar e implementar NAT dinamicas y estaticas, Lo
anterior lo realizaremos a través de la herramienta de simulacion Packet Tracert.
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OBJETIVOS
OBJETIVO GENERAL

Conceptualizar y aplicar la tematica de: conectividad IPv4, seguridad de switch
enrutamiento inter VLAN, OSPFv2, DHCP, NAT dinamica / estatica

OBJETIVOS ESPECIFICOS

- Desarrollar un informe con evidencias donde se aplique y configure una
solucion practica descrita en el escenario propuesto en la prueba de
habilidades.

- Generar un escenario virtual en Packet Tracer (archivo de extension pka) con
la configuracion sugerida en la prueba de habilidades.

- Verificar la conectividad de los dispositivos virtuales mediante el uso de

comandos: ping, traceroute, show ip route, entre otros. Y asi cumplir con los
requisitos del escenario virtual.

DESCRIPCION DEL ESCENARIO PROPUESTO PARA LA PRUEBA DE
HABILIDADES

Escenario 1
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- Server-PT
PC1 Laptop-PT  Laptop-PT  PC31
Laptopd  Laptopl Laptop31  Laptop30 o
Tabla de direccionamiento
El Miscara Gateway
administrador Lb i) A LIRS 102 de predeterminado
subred
ISP S0/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D
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R1 Se0/1/0 10.0.0.1 255.255.255.252 | N/D
Se0/1/1 10.0.0.5 255.255.255.252 | N/D
Fa0/0,100 | 192.168.20.1 255.255.255.0 N/D
RO Fa0/0,200 | 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 | N/D
Se0/0/1 10.0.0.9 255.255.255.252 | N/D
192.168.30.1 255.255.255.0 N/D
. Fa0/0 2001:db8:130::9C0:80F:301 | /64 N/D
Se0/0/0 10.0.0.6 255.255.255.252 | N/D
Se0/0/1 10.0.0.10 255.255.255.252 | N/D
SW2 VLAN 100 | N/D N/D N/D
VLAN 200 | N/D N/D N/D
SW3 VLANI N/D N/D N/D
PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP
Tabla de asignacion de VLAN y de puertos
Dispositivo | VLAN Nombre Interfa
V/
SwW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
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SW3 1 - Todas las interfaces

Tabla de enlaces troncales

Dispositivo local | Interfaz local Dispositivo remoto

SW2 Fa0/2-3 100

Situacion

En esta actividad, demostrara y reforzara su capacidad para implementar
NAT, servidor de DHCP, RIPV2Z y el routing entre VLAN, incluida la
configuracion de direcciones IP, las VLAN, los enlaces troncales y las
subinterfaces. Todas las pruebas de alcance deben realizarse a través de ping
Unicamente.

Descripcion de las actividades

1. SW1 VLAN y las asignaciones de puertos de VLAN deben cumplir con la tabla 1.
Configuracion Switch 2

SW2>en

SW2#config t

SW2(config)#vlan 100

SW2(config-vlan)#name LAPTOPS
SW2(config-vlan)#vlan 200
SW2(config-vlan)#¥name DESTOPS
SW2(config-vlan)#exit

SW2(config)#int range Fa0/2-3
SW2(config-if-range)#switchport access vlan 100
SW2(config-if-range)#int range Fa0/4-5

SW2(config-if-range )#switchport access vian 200
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Configuraciéon Switch 3

Switch>en

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#vlan 1

Switch(config-vlan)#exit

Switch(config)#int range f0/1-24

Switch(config-if-range y#switchport mode access
Switch(config-if-range y#switchport access vlan 1
Switch(config-if-range )#exit

Switch(config)#end
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2. Los puertos de red que no se utilizan se deben deshabilitar.

En switch 2

SW2#config t
SW2(config-if-range)#int fa0/1
SW2(config-if)#switchport mode trunk
SW2(config-if)#int range fa0/6-23
SW2(config-if-range)#shut
SW2(config-if-range)#exit

SW2(config)#

En Switch 3

Sw3#config t
Sw3(config-if-range)#int fa0/1
Sw3(config-if)#switchport mode trunk
Sw3(config)#int range fa0/6-23
Sw3(config-if-range)#shut
SW3(config-if-range )#exit
SW3(config)#
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3. La informacion de direccion IP R1, R2 y R3 debe cumplir con la tabla 1.

ROUTER 1
R1>en
R1#conf t
R1(config)#int s0/0/0
R1(config-if}#ip address 200.123.211.2 255.255.255.0
R1(config-ify#no shut
R1(config-if)#int s0/1/0
R1(config-if)#ip address 10.0.0.1 255.255.255.252
R1(config-if}#no shut
R1(config-if}#int s0/1/1
R1(config-if}#ip address 10.0.0.5 255.255.255.252
R1(config-ify#no shut
R1(config-if)#

10
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ROUTER 2
R2>en
R2#config t
R2(config)#int f0/0.100
2(config-subif)#encapsulation dot1Q 100
R2(config-subif)#ip address 192.168.20.1 255.255.255.0
#int f0/0.200
#encapsulation dot1Q 200
R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#int f0/0
R2
R2
2

R2(config-subif

Py

)
)
2(config-subif)
)
config-if)#no shu

conflg -if)#int s0/0/0
#ip address 10.0.0.2 255.255.255.252

A A

2(config-if)#no shut

Py

R2(config-if)#ip address 10.0.0.9 255.255.255.252

(
(
(
(
(
(
(
(
(
(
(
(
R2(config-ify#no shut

(

)
-if)

)
2(config-if)#int s0/0/1
)

)

)

R2(config-if#

11
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ROUTER 3

R3>en

R3#config t

R3(config)#ipv6 unicast-routing

R3(config)#int f0/0

R3(config-if}#ip address 192.168.30.1 255.255.255.0
R3(config-if}#ipv6 address 2001:db8:130::9C0:80F:301/64
R3(config-if)#ipv6 dhcp server vlian_1

Pyl

3(config-if)#ipv6 nd other-config-flag

P

(
(
( )
( )
( )
3(config-if)#no shut
3(config-if)#int s0/0/0
R3(config-ifj#ip address 10.0.0.6 255.255.255.252
( )
( )
( )
( )
( )

Pl

Pyl

3(config-ifJ#no shut

Pyl

3(config-if)#int s0/0/1

R3(config-if)#ip address 10.0.0.10 255.255.255.252
R3(config-ify#no shut

R3(config-if)#

4. Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30 y PC31 deben obtener

informacion IPv4 del servidor DHCP.

¥ PC20

| Physical | Cunﬁgj Desktop | Programming | Attributes |_

IF Configuration

@) DHCP (7 Static

Todos los equipos tienen la configuracion ip en DHCP

12
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5. R1 debe realizar una NAT con sobrecarga sobre una direccion IPv4 publica. Asegurese de
que todos los terminales pueden comunicarse con Internet publica (haga ping a la direccion
ISP) y la lista de acceso estandar se llama INSIDE-DEVS.

CONFIGURACION IP NAT

R1>en

R1#config t

R1(config)#ip nat pool INSEDE-DEVS 200.123.211.2 200.123.211.128 netmask

255.255.255.0

R1(config)#access-list 1 permit 192.168.0.0 0.0.255.255

R1(config)#access-list 1 permit 10.0.0.0 0.0.0.255

R1(config)#ip nat inside source list 1 int s0/0/0 overload

R1(config)#int s0/1/0

R1(config-if)#ip nat inside

R1(config-ify#int s0/1/1

R1(config-if#ip nat inside
(
(
(
(

R1(config-if#ip nat inside

)
)

)
R1(config-if)#int s0/0/0
)
R1(config-if}#ip nat outside

)

R1(config-ifj#

BEl>en
Rlfping 200.1Z3_211.1

Type escape sSequence to abort.

Sending 5, 100-byte ICMP Echos to 200.123_211.1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/favg/max =
1/3/11 ms

13
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6. R1 debe tener una ruta estatica predeterminada al ISP que se configur6 yque incluye esa
ruta en el dominio RIPv2.

R1(config)#

R1>en

R1#config t

R1(config)#ip nat inside source static tcp 192.168.30.6 80 200.123.211.1 80
R1(config)#

R1>en

R1#config t

R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#ip route 0.0.0.0 0.0.0.0 s0/0/0

R1(config)#router rip

R1(config-router)#network 10.0.0.4

R1(config-router)#network 10.0.0.0

R1(config-router)#default-information originate

R1(

config-router)#

7. R2 es un servidor de DHCP para los dispositivos conectados al puerto FastEthernet0/0.

R2>en
R2#config t
R2(config)#ip dhcp excluded-address 10.0.0.2 10.0.0.9
R2(config)#ip dhcp pool INSIDE-DEVS
R2(dhcp-config)#network 192.168.20.1 255.255.255.0
R2(dhcp-config)#network 192.168.21.1 255.255.255.0

14
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R2(dhcp-config)#default-router 192.168.1.1

(
R2(dhcp-config)#dns-server 0.0.0.0
R2(dhcp-config)#exit

(

R2(config)#

8. R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las VLAN 100 y 200.

R2(config)#int vlan 100

R2(config-if}#ip address 192.168.20.1 255.255.255.0
% 192.168.20.0 overlaps with FastEthernet0/0.100
R2(config-if y#exit

R2(config)#int vlan 200

R2(config-if)#ip address 192.168.21.1 255.255.255.0
% 192.168.21.0 overlaps with FastEthernet0/0.200
R2(config-ify#end

15
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9. El Servidor0 es solo un servidor IPv6 y solo debe ser accesibles para los dispositivos en R3
(ping).

laptop31  Laptop30 PC31 Server(

Realtime
Fire LastStatus Source Destination  Type Color Time{sec) Periodic N #
Ea = § Successful  Serverd o 1CvP [ 0.000 N
” Delete ] & Successful Serverd Laptop30  ICMP . 0,000 M E|
& Successful Serverl PC30 ICMP . 0.000 M
PDU List Window | &

16
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10. La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de Laptop31, de PC30 y

obligacion de configurados PC31 simultaneas (dual-stack). Las direcciones se deben

configurar mediante DHCP y DHCPv6.

¥ Laptop31

¥ Laptop30 - I

- —

| Physical | config | Desktop | Programming | Attributes | |

P Configuration

1P Configuration

@ DHCP () Static
IP Address
Subnet Mask

Default Gateway

DNS Server

IPv6 Configuration
() DHCP @ Auto Config () Static

IPv6 Address

Link Local Address FEB0::2F0:F7FF:FEC1:E28E

IPv6 Gateway

IPvG DNS Server

Physical | Config i Desktop Programming | Attributes |

[IP Configuration

IP Configuration

@ DHCP

") Static

1P Address
Subnet Mask
Default Gateway

DNS Server

IPv6 Configuration

73 DHCP @ Auto Config () Static

IPvE Address

Link Local Address FEB0::202: 17FF:FE73:8145

¥ pc3o

)+ of

- —

-

Physical | Config | Desktop | Programming | Attributes

IP Configuration
@ DHCP ) static
IP Address

Subnet Mask

Default Gateway

DNS Server

IPv& Configuration
= DHCP @ Auto Config

IPy6 Address 200

Link Local Address FES0:: 20C: CFFF:FED2:6ABA

11. La interfaz FastEthernet 0/0 del R3 también deben tener direcciones IPv4 e IPv6

configuradas (dual- stack).

R3>en

R3#config t

R3(config)#ipv6 unicast-routing
R3(config)#int f0/0

R3(config-if)#ip address 192.168.30.1

255.255.255.0

R3(config-if)y#ipv6 address 2001:db8:130::9C0:80F:301/64

(
(
(
(
R3(config-if)y#ipv6 dhcp server vian_1

(

)
)
)
)

R3(config-if}#ipv6 nd other-config-flag

17
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R3(config-ify#no shut
R3(config-if)#int s0/0/0
R3(config-if)#ip address 10.0.0.6 255.255.255.252
R3(config-ify#no shut
R3(config-if}#int s0/0/1
R3(config-if)#ip address 10.0.0.10 255.255.255.252
R3(config-if#no shut
( )

R3(config-if)#

12. R1, R2 y R3 intercambian informacion de routing mediante RIP version 2.

CONFIGURACION RIP DE ROUTER 1
R1>en
R1#config t
R1(config)#router rip
R1(config-router)#version 2
R1(config-router)#ip route 0.0.0.0 0.0.0.0 s0/0/0
R1(config)#router rip
R1(config-router)#network 10.0.0.4
R1(config-router)#network 10.0.0.0
R1(config-router)#default-information originate
R1(config-router)#

CONFIGURACION RIP DE ROUTER 2
R2>en
R2#config t
R2(config)#router rip
R2(config-router)#version 2

R2(config-router)#network 192.168.30.0

18
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R2(config-router)#network 192.168.20.0
R2(config-router)#network 192.168.21.0

(

(

R2(config-router)#network 10.0.0.0

R2(config-router)#network 10.0.0.8
(

R2(config-router)#

CONFIGURACION RIP DE ROUTER 3

R3>EN

R3#CONFIG T
R3(config)#router rip
R3(config-router)#version 2

R3(config-router)#network 192.168.0.0

R3(config-router)#network 10.0.0.4

(
(
(
R3(config-router)#network 10.0.0.8
(
R3(config-router)#exit

(

R3(config)#

13. R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta predeterminada desde R1.

R1 conoce actualmente las redes directamente conectadas, estas se pueden ver con el

comando “show ip route” desde el modo privilegiado (R1#)
e Rl o= =) |m

[[Physical_|_cenfig | ©CLI |_Attbutes |

IOS Command Line Interface

Ri1gshow ip route

Codes: © — connected, § — statice, I — ICGRP, R — RIDP, M — mobile,
B — BEE

D — EIGRP, EX — EIGRP external, & — OSPF, IA — OSPF intex
area

M1l — ©OSPF NSSA extern=l type 1, HZ — OSDF NSSA external
Type =

=1 — OSPF external type 1, EZ — OSPF external type 2, E —
ECD

| i — IS-Is, L1 — IS—IS lewvel—-1, Lz — IS—I5 lewvel—2, ia —

IS—IS inter area

* — candidate defauls, U — per—user static rouse, o — ODR

E — pericdic downloaded static route

y of last resort ias O0_.0.0.0 To metwork 0_.0_.0_0

[}
i
o
n
1
[
W

"
[=]

-0.0_.0/30 is subnetted, 3 subnets

| c 10_0_0_.0 i=m directly comnected, Seri=l10/1/0
c 10.0.0.4 dis directly connected, SerxialO0 1,1
R io0_.0-0.8 [12Z20/1] wia 10_0_0_&, 00-00-ZZ2Z, Seriald/1/1

[120,1] wia 10_0.0_2 z00:-05, Serialds,S1s0

R 192_168.20_.0,24 [120/1] wia 10.0_0._ » 900005, Seriald/1/0
= 192 _18_.21 _0/24 [120/1] wia 10_0. , 00-00:05, Serislosls0
=3 192 _16828.280.0,24 [120,1] wia 10.0.0.&6, 00:00:22, Seri=ald0 /1,71
Lo Z200.122_.211.0/24 is directly connected, Serialds 0,0
S O_0_0_0y0 ida directly connected, Serialds0s0

19
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14. Verifique la conectividad. Todos los terminales deben poder hacer ping entre si y a la
direccion IP del ISP. Los terminales bajo el R3 deberian poder hacer IPv6-ping entre ellos y
el servidor.

Ping al isp

¥ pc21

I Physical | Cl:nnﬁg . Desktop L ii‘r.ugraml.'ning Ai.:i:rib-ui.:es

Command Prompt

FastEthernet( Connection: (default port)

Link-1

IPF RAdd
Subnet Ma
Default

: by
1- by

m m m i
oomomom
e
]

5]
T
o

Ping de pc 31 a pc21

¥ pcat

Physical | Caonfig Desktop I Programming . Attributes .

Command Prompt

FastEthernetl Connection:

Link-local IPwé RAddress
IP Rddres
t Mask

fault Gateway

ping 159

Pinging 1352.

round trip
Minimm = 1lms, Maximm

20
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Ping pc 21 al pc31

¥ pcai

I':‘hy.siv:al Cnnﬁg : Desktop L Frogramming .-.!'.t-trii:uutes 1§

Command Prompt

1ms
time=lms
time=1lms TTL=12&
time=1lms TTL=12Z&

4, Lost = 0 (0% loss)

P

Ping ipv6 pc 31 a servidor

® pc31

i-F'hysi.caI C-:ur;ﬁﬁ . Desktop i F'rn_gramﬁ'uing f..ﬁd.:trib-m.:es

| Command Prompt

| \Fping FE FFFF-FE30:!

Pinging FEB0: :FFFF:-FES0:5:

time<lms
time<lms

=
£
£

time=1lms

O:FFFF:FE30:5ZD
ived = 4, Loat 0 (0% loss)
Approximate round trip times in milli-seconds:
Minimm = (Omsa, Maximum = lms, Average = Oms

21
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Ping ipv6 pc 31 a pc 30

¥ pcai

I F'|'.|'?'.5j|:a| Config . Desktop . Programmina Attributes

I ymmand Prompt

o )

C-h»ping

Pinging

from B0z 2 time<lms
6

from z : 2 time=lms
from 2 time<lms
from -C -FE AR - : time<lms

Ping statiatics for C:CFFF:FEOZ - GABA:
Packets: Sent = 4, E wved = 4, Lost = 0 (0% loss)
Approximate round trip times in milli-seconds:
Minimim = Oms, Maximum = 1lms, Ahverage = Oms

Ping ipv6 pc30 a pc 31

# pC3o

.E;.ftril.:uutes

Command Prompt

| Physical | Config Desktop Programming

Packet Tr r PC Command Line 1.0
C-h»ipoon

FastEthernetl Connection: (default port)

Link-local IPwéd Address FE20: :Z0OC:CFFEF:-:FEOZ: 6ABA
IEF Rddress
Subnet Mask_.__.._._

D

Pinging FE

from i 1 | : time=1ms
from 20 124 yLe: time<lma
from £ : : time<lms
from 2 Ng=t time<lms

Ping statistics

et3: Sent = 4, ived = 4, Lost (0% loas)
Lpproximste round trip times in milli-s
Minimim = Oms, Maximum = 1

22



) Universidad Nacional
e Abierta y a Distancia

Escenario 2 : Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de Miami,
Bogota y Buenos Aires, en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario, acorde con los
lineamientos establecidos para el direccionamiento IP, protocolos de enrutamiento y demas aspectos que
forman parte de la topologia de red.

TOPOLOGIA DE RED

Direccionamiento Nombre

Internet

0 192.168.30.0/24 Administracion
40 192.162.40.0/24 Mercadeo
200 192,168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3
192.168.99.2

23
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DESARROLLO DE LA ACTIVIDAD

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno
dispositivos que forman parte del escenario.

——l lo4 192, 168.4.0/24
lo5 192, 168.5.0/24
los 192,168.6.0/24

buenos aires

NOTA: Si inserta a la topologia un servidor ya que el Router (R2) no soporta el
servicio http.

24
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Physical Config

Deskiop

Programming

Attributes

[P Configuration

IP Configuration
® DHCP O static
IP Address 159,254,236, 140
Subnet Mask 255.255.0.0
Default Gateway 0.0.0.0
DMNS Server 0,0.0.0
? o oy
Physical Config Desktop Programming Attributes

[P Configuration

IP Configuration

{®) DHCP

IF Address
Subnet Mask
Default Gateway

DNS Server

0,0.0;0

DHCP failed. APIFA is being used.

25
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¥ |nternet_PC — O X

Physical Config Desktop Programming Attributes

P Configuration
IF Configuration
(0 pHcp (® Static
IP Address | 209, 165,200,230 |
Subnet Mask | 255,255, 255,248 |
Default Gateway | 209, 165,200,223 |
DNS Server 0.0.0.0 |
Configurar Router R1
Router>en
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname R1

R1(config)#enable secret class

R1(config)#line con 0

R1(config-line)#pass cisco

R1(config-line)#login

R1(config-line)#line vty 0 4

R1(config-line)#pass cisco

R1(config-line)#login

R1(config-line)#exit

R1(config)#service password-encryption

R1(config)#banner motd $Prohibido el acceso no autorizado$
R1(config)#int s0/0/0

R1(config-if}#ip address 172.31.21.1 255.255.255.252
R1(config-if)y#clock rate 128000

R1(config-if#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R1(config-ifj#

Configurar router R2
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Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname R2

R2(config)#enable secret class

R2(config)#line console 0

R2(config-line)#pass cisco

R2(config-line)#login

R2(config-line)#line vty 0 4

R2(config-line)#pass cisco

R2(config-line)#login

R2(config-line)#exit

R2(config)#service password-encryption

R2(config)#banner motd $prohibido el acceso no autorizado$
R2(config)#int s0/0/0

R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-ify#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R2(config-if)#int s0/0/1

R2(config-ify#ip address 172.31.23.1 255.255.255.252
R2(config-if)y#clock rate 128000

This command applies only to DCE interfaces
R2(config-if}#no shut

R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
R2(config-if)#int g0/0

R2(config-if#description conexion a ISP

R2(config-if#IP ADDRESS 209.165.200.225 255.255.255.248

R2(config-ify#no shut

R2(config-if#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed
state to up

Configurar router R3
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Router>

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname R3

R3(config)#enable secret class

R3(config)#line con 0

R3(config-line)#pass cisco

R3(config-line)#login

R3(config-line)#line vty 0 4

R3(config-line)#pass cisco

R3(config-line)#login

R3(config-line)#exit

R3(config)#service password-encryption

R3(config)#banner motd $prohibido el acceso no autorizado$
R3(config)#int s0/0/1

R3(config-if)#ip address 172.31.23.2 255.255.255.252
R3(config-ify#no shut

P N N N N N P P~ P~ o~

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
R3(config-if)#int lo4

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state to up
R3(config-if)#ip address 192.168.4.1 255.255.255.0

R3(config-if}#no shut

R3(config-if#int 105

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback5, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state to up
R3(config-if)#ip address 192.168.5.1 255.255.255.0

R3(config-ify#no shut

R3(config-if)#int 06

R3(config-if)#
28
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%LINK-5-CHANGED: Interface Loopback6, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state to up

R3
R3
R3
R3

#

#ip address 192.168.6.1 255.255.255.0
#no shut

#

config-if
config-if
config-if
config-if

o~~~ A~
N N N N

Configurar sw 1

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup
Switch(config)#hostname S1

S1(config)#enable secret class

S1(config)#line console 0

S1(config-line)#pass cisco

S1(config-line)#line vty 0 4

S1(config-line)#pass cisco

S1(config-line)#login

S1(config-line)#exit

S1(config)#service password-encryption

S1(config)#banner motd $acceso no autorisado de negado$
S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from console by console

N P ~ ~ ~

S1#copy running-config start
Destination filename [startup-config]?
Building configuration...

[OK]

Configurar sw 3
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Switch>en
Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#no ip domain-lookup
Switch(config)#hostname

% Incomplete command.

Switch(config)#hostname S3

S3(config)#enable secret class

S3(config)#line console 0

S3(config-line)#pass cisco

S3(config-line)#line vty 0 4

S3(config-line)#pass cisco

S3(config-line)#login

S3(config-line)#exit

S3(config)#service password-encryption
S3(config)#banner motd $acceso no autorizado de negado$
S3(config)#exit

S3#

%SYS-5-CONFIG_I: Configured from console by console

AN AN AN AN N N AN N

S3#copy running-config start
Destination filename [startup-config]?
Building configuration...

[OK]

S3#

Web server

¥ Web Server —

Physical Config  Services  Desktop  Programming  Attributes

IP Configuration

(O DpHcP (@ static

IP Address [10.10.10.10
Subnet Mask | 255.,255.255.0
Default Gateway __-__10. 10.10.1
DNS Server 0.0.0.0

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

[P Configuration X
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Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 5.5.5.5
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en: 256 Kb/s
Ajustar el costo en la métrica de S0/0 a: 9500
Router id R1
R1#en
R1#class

Translating "class"
% Unknown command or computer name, or unable to find computer address

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 172.31.21.0 0.0.0.3 area 0
R1(config-router)#network 192.168.30.0 0.0.0.3 area 0
R1(config-router)#network 192.168.40.0 0.0.0.3 area 0
R1(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#passive-interface g0/0
R1(config-router)#auto-cost reference-bandwidth 9500

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R1(config-router)#exit

R1(config)#int s0/0/0

R1(config-if#bandw

% Incomplete command.

R1(config-if#bandwidth 256

R1(config-if}#ip ospf cost 9500

R1(config-ifj#

N N N~~~

Router ID R2

31



' Universidad Namonal
A 4 Abierte 1y a stancia
[ ] e [

R2#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1
2(config-router)#router-id 5.5.5.5
2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
2(config-router)#network 10.10.10.0 0.0.0.255 area 0
2(config-router)#passive-interfase g0/1
A

% Invalid input detected at '"A' marker.

R2(config-router)#passive-interfase g0/0
A

% Invalid input detected at '"A' marker.

R2(config-router)#passive-interface g0/1
R2(config-router)#auto-cost reference-bandwidth 9500
% OSPF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across all routers.
R2(config-router)#int s0/0/0
R2(config-if#bandwidth 256
R2(config-if)#int s0/0/1
R2(config-if#bandwidth 256
R2(config-if)#ip ospf cost 9500
R2(config-if y#exit
R2(config)#

N N N N

Configuracion Router ID R3

R3>en

Password:

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

R3(config-router)#router-id 8.8.8.8

R3(config-router)#network 172.31.23.0 0.0.0.3 area 0
R3(config-router)#network 192.168.4.0 0.0.3.255 area 0
R3(config-router)#passive-interface lo4
R3(config-router)#passive-interface lo5
R3(config-router)#passive-interface o6
R3(config-router)#auto-cost reference-bandwidth 9500

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R3(config-router)#exit

R3(config)#int s0/0/1

.~ N A~~~
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R3(config-if#bandwidth 256
R3(config-if y#exit
R3(config)#

Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

L - O

Physical Config Ll Attributes

105 Command Line Interface
R2gshow ip ospf neig
Heighbor ID Pri State Dead Time Address Interface
B8 .B & o FOLLY = 00:00:30 172.31.23.2 Seriald oL
1-I:1_1 g FULLy = 00:00:233 172 .31 _21.1 Serialdysor0
R2#

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface.

# R2 o

| physical | Config | CLI | Attributes |

105 Command Line Interface

BZfshow ip ospf interface -

Serield/0/0 iz up, line protococl is uﬂ

Internet address is 172.31.21_2/30, Area 0

Process ID 1, Router ID 5.5.5.5, Network Type BOINI-TO-BOINT,
Cost: 6152

Transmit Delay is 1 sec, State POINT-TCO-POINT, Priocrity 0

No designated router om this network

No backup designated router on this network

Timer interwvals configured, Hello 10, Dead 40, Wait 40,
Qetransmit 5

R2#show i |p ospf interface

Serial0/0/0 is up, line protocol is up
Internet address is 172.31.21.2/30, Area 0

Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT, Cost: 6152

e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada
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router.

€ R - O

Physical Config  CUl  Atiributes

105 Command Line Interface

souter ospf 1

router-id § 5 5. 5§
log-adjacency-chnanges
passive-incerface GigabizEtheznec(/l

auto-cost reference-bandwidch 7500

necwark 172.31.21.0 0.0.0.3 arsea 0
network 172.31.23.0 0.0.0.3 area O
necwark 10.10.10.0 0.0.0_285 area O

3. Configurar VLANs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

S1: Creacién y configuracion de Vian

S1>en

Password:

Password:

S1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vian 30

S1(config-vlan)y#name administracion

S1(config-vlan)#vlan 40

S1(config-vlan)y#name Mercadeo

S1(config-vlan)#vlan 200

S1(config-vlan)#name Mantenimiento

S1(config-vlan)#exit

S1(config)#int vlan 200

S1(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up

S1(config-if)#int vlan 200

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shut

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1
S1(config)#int f0/3

S1(config-if)#switchport mode trunk

S1(config-if)#
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state
to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan200, changed state to up

S1(config-if)#switchport trunk native vlan 1
S1(config-if)#int f0/24
S1(config-if)#switchport mode trunk
S1(config-ifj#switchport trunk native vlan 1
S1(config-if)#int range fa0/2, fa0/4-23, g0/1-2
S1(config-if-range)#switch mode access
S1(config-if-range )#int fa0/1
S1(config-if)#switch mode access
S1(config-if)#switch access vlan 30
S1(config-if)#int range fa0/2, fa0/4-23, g0/1-2
S1(config-if-range #shutdown

S3: Creacidén y configuracién de Vian

S3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 30

S3(config-vlan)y#name Administracion

S3(config-vlan)#vlan 40

S3(config-vlan)y#name Mercadeo

S3(config-vlan)#vlan 200

S3(config-vlan)#name Mantenimiento

S3(config-vlan)#exit

S3(config)#int vlan 200

S3(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan200, changed state to up

S3
S3
S3
S3
S3
S3
S3
S3
S3
S3

config-if)#ip address 192.168.99.3 255.255.255.0
config-ify#no shut

config-if)#exit

config)#ip default-gateway 192.168.99.1
config)#int f0/3

config-if #switchport mode trunk
config-ify#switchport trunk native vlian 1
config-ify#int f0/24

config-ify#switchport mode trunk
config-if#switchport trunk native vian 1

N~~~ S~
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S3(config-if)#int range fa0/2, fa0/4-24, g0/1-2
S3(config-if-range)#switch mode access
S3(config-if-range )#int fa0/1
S3(config-if)#switch mode access
S3(config-if)#switch access vlan 30
S3(config-if)#int range fa0/2, fa0/4-24, g0/1-2
(

S3(config-if-range)#shutdown

R1: Creacion y configuracion de Vian

R1>en

Password:

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int g0/1.30

R1(config-subif)#description vlan 30
R1(config-subif)#encapsulation dot1q 30
R1(config-subif)#ip address 192.168.30.1 255.255.255.0
R1(config-subif)#int g0/1.40
R1(config-subif)#encapsulation dot1q 40
R1(config-subif)#description vian 40

R1(config-subif)#ip address 192.168.40.1 255.255.255.0
R1(config-subif)#int g0/1.200

R1(config-subif)#description vilan 200
R1(config-subif)#encapsulation dot1q 200
R1(config-subif)#ip address 192.168.200.1 255.255.255.0
R1(config-subif)#int g0/1

R1(config-if}#no shutdown

R1(config-if y#exit

N N N N S N S N N N

4. En el Switch 3 deshabilitar DNS lookup
Comando no ip domain-lookup

S3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#no ip domain-lookup

S3(config)#
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5. Asignar direcciones IP a los Switches acorde a los lineamientos.

IP para S1

S1(config-if)#ip address 192.168.99.2 255.255.255.0

S1(config-if)#no shut
S1(config-if)#exit

IP para S3

S3(config-if)#ip address 192.168.99.3 255.255.255.0

S3(config-if)#no shut
S3(config-if)#exit

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

Desactivando interfaces en S1

S1(config-if)#int range fa0/2, fa0/4-23, g0/1-2
S1(config-if-range)#shutdown

Desactivando interfaces en S3

S3(config-if)#int range fa0/2, fa0/4-24, g0/1-2
S3(config-if-range #shutdown
7. Implement DHCP and NAT for IPv4

8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones
estaticas.
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Configuracién de los puntos 7, 8 y 9.

R1>en

Password:

R1#conft

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#ip dhcp pool admin

R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#ip dhcp pool merca

R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#

10. Configurar NAT en R2 para permitir que los host puedan salir a internet.

Configuracién en R2 para internet

R2>en

Password:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#user webuser privilege 15 secret cisco12345
R2(config)#ip http server

A

% Invalid input detected at "' marker.

R2(config)#ip http authentication local

A
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% Invalid input detected at "' marker.

R2(config)#

Nota: dado que no se pueden utilizar los comandos: ip http server y iphttp
authentication local, se emplea un servidor dentro de la topologia.

Configuracion de entrada y salida en R2.

R2>en

Password:

R2#conf t

R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229
R2(config)#int g0/0

R2(config-if)#ip nat out

R2(config-if)#ip nat outside

R2(config-if)#int g0/1

R2(config-if)#ip nat inside

R2(config-if)#

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.

Control de IP desde R2

R2#conft

R2(config-if)f##access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255

R2(config)#ip nat pool internet 209.165.200.225 209.165.200.228 netmask
255.255.255.248

R2(config)#

Configuracion de acceso de tipo estandar

R2>en
Password:
R2#conf t
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R2(config)#ip access-list standard admin_s
R2(config-std-nacl)#permit host 172.31.21.1
R2(config-std-nacl)#exit

R2(config)#line vty 0 4
R2(config-line)#access-class admin_s in
R2(config-line)#

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio

en para restringir o permitir trafico desde R1 o R3 hacia R2.

Configuracion de acceso de tipo extendido

R2(config)#access-list 101 permit tcp any host 209.165.200.229 eq www
R2(config)#access-list 101 permit icmp any any echo-reply
R2(config)#int s0/0/1

R2(config-if#int g0/0

R2(config-if)#ip access-group 101 in

2(config-if)#int s0/0/0

A A0 XA

#int s0/0/1

#ip access-group 101 out

2(config-if
R2(config-if
R2(config-if)#int g0/1

(

(

(

(

(

2(config-if)#ip access-group 101 out

(

(

(

R2(config-if #ip access-group 101 out
(

)
)
)
)
)
)
)
)

R2(config-if)#

13. Verificar procesos de comunicacioén y redireccionamiento de trafico en los routers
mediante el uso de Ping y Traceroute.

Lista de accesos

R2#show access-lists

Standard IP access list 1

10 permit 192.168.30.0 0.0.0.255

20 permit 192.168.40.0 0.0.0.255

Standard IP access list admin_s

10 permit host 172.31.21.1

Extended IP access list 101

10 permit tcp any host 209.165.200.229 eq www
20 permit icmp any any echo-reply
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Ping de R1 a PC internet
R1#ping 209.165.200.230

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.165.200.230, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/0 ms

41



) Universidad Nacional

Abierta y a Distancia

CONCLUSIONES

podemos conceptualizar con claridad el termino de red, que no es mas que
un conjunto de equipos (computadoras y/o dispositivos) conectados por
medio de cables, sefales, ondas o cualquier otro método de transporte de
datos, que comparten informacién (archivos), servicios (acceso a internet,
e-mail, chat), etc.

El protocolo DHCP esta disefiado fundamentalmente para ahorrar tiempo
gestionando direcciones IP en una red grande. El servicio DHCP se
encuentra activo en un servidor donde se centraliza la administracion de las
direcciones IP de la red.
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