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En los siguientes capitulos a estudiar y en las siguientes actividades se podrdn conocer de forma detallada
algunos temas como el enrutamiento dindmico que es utilizado en organizaciones grandes con el fin de
minimizar la carga de mantenimiento y operatividad especialmente cuando hay cambios en la red por dafios
por ejemplo, el enrutamiento dindmico proporciona escalabilidad en la red, podremos ver los protocolos
utilizados para que esto sea posible por ejemplo.

Otro de los temas que se estudiaran por medio de las siguientes prdcticas es el OSPF, el cual es un protocolo
de estado de enlace que permite determinar la mejor ruta de los mensajes de una manera mas eficiente
comparada con el anterior (RIP), éste utiliza el concepto de areas para realizar la escalabilidad.

También veremos las listas de control de acceso (ACL) para el tema de seguridad, es decir que por medio de
estas un administrador de red puede permitir o restringir el uso del trafico de sus red en partes especificas.

Los DHCP permiten asignar de forma dindmica la direccién IP de los host en su red, esto minimiza
razonablemente el mantenimiento de la misma, este es un protocolo muy util en una organizacién donde
los empleados estdn cambiando constantemente de ubicacion.

Este y otros temas como la traduccion de direcciones IPv4 se podran conocer mas a fondo al realizar cada
practica propuesta a continuacion.
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DESARROLLO ACTIVIDADES
9.5.2.6 Packet Tracer - Configuring IPv6 ACLs Instructions IG

Packet Tracer - Configuring IPv6 ACLs

Topology
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Addressing Table

Device Interface IPv6é Address/Prefix Default Gateway
Server3 NIC 2001:DB8:1:30::30/64 FEB0::30
Objectives

Part 1: Configure, Apply, and Verify an IPv6 ACL
Part 2: Configure, Apply, and Verify a Second IPv6 ACL
Part 1: Configure, Apply, and Verify an IPv6 ACL

Logs indicate that a computer on the 2001:DB8:1:11::0/64 network is repeatedly refreshing their web
page causing a Denial-of-Service (DoS) attack against Server3. Until the client can be identified and
cleaned, you must block HTTP and HTTPS access to that network with an access list

Step 1: Configure an ACL that will block HTTP and HTTPS access.
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Configure an ACL named BLOCK_HTTP on R1 with the following statements.
Block HTTP and HTTPS traffic from reaching Server3.

R1(config)# deny tcp any host 2001:DB8:1:30::30 eq www

R1(config)# deny tcp any host 2001:DB8:1:30::30 eq 443

a. Allow all other IPv6 traffic to pass.

Desktop\Unad\2017\Diplomado_Cisco\UNIDAD 4\CCNA2 R&:S UNIDAD M\LISTAS DE ACCESO\8.5.2.6 Packet Tracer - Configuring 1Pv6 ACLs.pka
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cL e cti
Physical | Config | | 0bj
10S Command Line Interface Part 1: Configure, Apply, and Verify an IPv6 ACL
P PO sroup eentioureriom = Part 2: Configure, Apply, and Verify a Second IPv6 ACL L
Rliconfigl# perm
Bfeontims pemmt Part 1: Configure, Apply, and Verify an IPv6 ACL
config)# permit ipw
- Logs indicate that a computer on the 2001:DB88:1:11::0/64 network is repeatedly refreshing
% Invalid inpuc detected st '~' marker. their web page causing a Denial-of-Senice (DoS) attack against Server3. Until the client can
be identified and cleaned, you must block HTTP and HTTPS access to that network with an
Rl({config) face access list
R1{config)taccess-1iss BLOCK HITP de -
R1lconfig) taccess-1ist BLOCK HITE den | E
Rl(config)$access-list BLOCK_HTTE den Step 1: Configure an ACL that will block HTTP and HTTPS access.
o lconfiglicerese o Btk TR 2 Configure an ACL named BLOCK_HTTP on R1 with the follawing statements
nrecognized command |
Rl{config) #access-1iss BLOCK_HITE deny tcp any host 2001:DBS:1:30::30 eg wiw a. Block HTTP and HTTPS traffic from reaching Server3.
% Invalid input detected at '~' marker. Rl(config)# deny tcp any host 2001:DBB:1:30::30 eq www
;
Rl{config)faccess-list 1 deny tep any host 2001:DBE:1:30::30 eq www Rlicanfiald (o e e w0 Lo L4
- b. Allow all other IPv6 traffic to pass.
% Invalid input detected 2t o' marker.
1 {config) $ipw Step 2: Apply the ACL to the correct interface.
R1(config)tipvé ace Apply the ACL on the interface closest the source of the traffic to be blocked.
Rl{config)#ipvé access-1list BLOCK_HITR
Rl{config-ipvé-acl) #deny tcp any host 2001: 130 eq wiw Rl(config-if)# 1pv6 traffic-filter BLOCE HTTP in
Rl{config-ipvé-acl)#deny tep any host 2001: 1130 eq 243 E
Rllconfig-ipvé-acl)épermit Step 3: Verify the ACL implementation.
Ri{config-ipvé-acl)fpermit ip any any L4
ar | Rl(config-ipvé-acl) fpermit ip any any hd Verify the ACL is operating as intended by conducting the following tests:
‘ »  Open the web browser of PC1 to http:// 2001:DB8:1:30::30 or https-//2001:-DB8-1:30::30_
TlzE LI | Thpe website should appear. i i
»  Open the web browser of PC2 to http:// 2001-DB8:1:30::30 or https-//2001-DB8-1-:30:-30_
S - _ _ _ _ _ _ _ _ _ The website should be blacke i
T Gezon| Zeziy |81z | 301 | |50 | [Generc] \Generk] e | ime Elanoed: Gordgiss o NEO I ANAN Thn mine bl he mnnannfil = T
;’ o s & |« + | [Toggle POU Li [] Top |Check Results| |Reset Activity| = 11 >

TRalart = Mavire fr Fran and Pron o fha Wnrenara)

Step 2: Apply the ACL to the correct interface.

Apply the ACL on the interface closest the source of the traffic to be blocked.

R1(config-if)# ipv6 traffic-filter BLOCK_HTTP in
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Step 1: Configure an ACL that will block HTTP and HTTPS access.
e - Configure an ACL named BLOCK_HTTP on R1 with the following statements.
B1{config) §access-1ist BLOCK_HTTP den

Rl{config)fzccess-list BLOCK HTTP den a. Block HTTP and HTTPS trafiic from reaching Server3.

10S Command Line Interface

21(contig) aceess-list BLOCK HITP 7 R1(config)# deny tcp any host 2001:DB8
% Unrecognized command .
21(config) access-list BLOCK HITE deny tcp any host 2001:DB8:1:30::30 eq winw R1(config)# demy top any host 2001:DBS:
- b. Allow all other IPV6 traffic to pass
% Invalid inpus devected at '~ mazker.
21(config)faccess-list 1 deny top any host 2001:DB8:1:30::30 g wiw Step 2: Apply the ACL to the correct interface.

Apply the ACL on the interface closest the source of the trafiic to be blocked.
Rl (config-if)# ipvée traffic-filter BLOCK_HTTP in

% Invalid input decected at '°' marker.

R1(configltipy
21 (config)#ipvs ace

B1(config) $ipve access-list BLOCK HITE
B1(config-ipvé-acl) fdeny tep any host 2001:D8
21(config-ipvé-acl)fdeny top any host 2001:DB

Step 3: Verify the ACL implementation.
Verify the ACL is operating as intended by conducting the following tests:

21 (config-ipvé-acl) permit +  Open the web browser of PC1 to http:// 2001:DB8-1:30-30 or hitps-#2001-D88:1:30- 30
21 (conig-ipvé-acl) tpermit ip any any The website should appear.

Rl({config-ipvé-acl) ¢permit ip any any »  Open the web browser of PC2 to http:/f 2001:DB8:1:30::30 or https://2001:DB8:1:30::30
R1(config-ipvé-acl) The website should be blocked

R1{config-ipvé-acl)§

R1{config-ipvé-acl) fexit

R1(config) tinter g0/l

R1(config-if) fipy

21(config-if) #ipvé tra

R1(config-if) #ipvé traffic-filter BLOCK HTTP i
R1(config-if) #ipvé traffic-filter BLOCK_HTTP in
R1(config-if) ¢

s Ping from PC2 to 2001:DB&:1:30::30. The ping should be successful

The logs now indicate that your senver is receiving pings from many different IPV6 addresses in
a Distributed Denial of Senice (DDoS) attack. You must filter ICMP ping requests to your
server.

[} step1: Create an access list to block ICMP.
I

Configure an ACL named BLOCK_ICMP on R3 with the following statements:

] Part 2: Configure, Apply, and Verify a Second IPv6 ACL

A== a. Block all ICMP traffic from any hosts to any destination. -

Routers e [ mwew ][ { imime Elapsed: 00i50:2¢ Completion: 50/100
AfeF < | (oot pou iat] [ Top _[Check Results] [Reset ctivity = ”n =]
) [

(Select a Device to Draa and Drop to the D3 T

Step 3: Verify the ACL implementation.
Verify the ACL is operating as intended by conducting the following tests:

) Open the web browser of PC1 to http://2001:DB8:1:30::30 or https://2001:DB8:1:30::30. The

website should appear.
— R — —

Configure an ACL named BLOCK_HTTP on R1 with the following statements
a Block HTTP and HTTPS traffic from reaching Server3.
Rl(config)# deny top any host 2001:DB8:
Rl(config)# deny tep any host 2001:DB8:

URL _ htps://200 1:D68:1:30::30] b. Allow all other IPV6 traffic to pass

Cisco Packet Tracer - Server3

Step2: Apply the ACL to the correct interface.

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open. Apply the ACL on the interface closest the source of the traffic to be blocked
Quick Links:
A small page
Copyrights
Imsce page Step 3: Verify the ACL implementation.
Imsae

R1(config-if)# ipvé traffic-filter BLOCK HTTP in

m,

Veify the ACL is operating as intended by conducting the following tests:

« Open the web browser of PC1 to http:// 2001:DB8:1:30::30 or hitps://2001:D88:1:30::30.
The website should appear.

Open the web browser of PC2 to http:// 2001:085:1:30::30 or https:#/2001:D58:1:30::30.
The website should be blocked =
Ping from PC2 to 2001:088:1:30::30. The ping should be successful.

Part2: Configure, Apply, and Verify a Second IPv6 ACL
The logs now indicate that your servr is receiing pings from many difierent IPv6 addresses in

a Distributed Denial of Senice (DDoS) attack. You must fiter ICMP ping requests to your
semver.

Step 1: Create an access list to block ICMP.
Configure an ACL named BLOCK_ICMP on R3 with the following statements:

a. Block all ICMP traffic from any hosts to any destination.
b. Allow all other IPv6 traffic to pass.

Time Elapsed: 00:53:21 Completion: 50/100

P op [Check Result) [Rsset Adiviy] [ R —e—

! | [ Toggle POU List
1

. Open the web browser of PC2 to http://2001:DB8:1:30::30 or https://2001:DB8:1:30::30. The

website should be blocked.
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& pc2 = | B S

| Physical | Config = Desktop | Custom Interface

Web Browser
< > | URL https://2001:DB8: 1:30::30 Go Stop

Request Timeout

— — e ——
m

° Ping from PC2 to 2001:DB8:1:30::30. The ping should be successful.

. - -
iz_ucz [ i L
Physical | Config | Desktop | Custom Interface Configure = med BLOCK_HTTP on R1 with the following statements
——- a. Block HTTP and HTTPS traffic from reaching Server3
—_— — = — ——
— R 914 deny tcp any host 2001:DBS:1:30::30 eq wew
ommand Prompt ny top any host 2001:DB8:1:30::30 eq 443

b. Allow allother IP¥6 traffc to pass.

Step 2: Apply the ACL to the correct interface.
Agply

CL on the interface closest the source of the trafic to be blocked
g-if)# ipv6 traffic-filter BLOCK HTTE in

Step 3: Verify the ACL implementation.
Verify the ACL is operating as intended by conducting the fallowing tests
+ pen the web browser of PC1 to http // 2001088 1:30-30 or hitps /2001 DE8-1-30- 30
The website should appear
+ Open the wab browser of PC2 to hitp:/ 2001:058.1:30.:30 or hitps #/2001.D86:1:30::30
ha website should be blocked
+ Ping from PC2 to 2001088130 30, The ping should be successful

d IPv6 ACL

y dflrent PG addr
? ping requests to

Step 1: Create an access list to block ICMP.
Canfigure an ACL named BLOCK_ICMP on R3 with the following statements

a Block all ISMIP traffic from any hosts to any destination

I b, Allow all other IPY6 trafic t pass.

Routers T T vew Time Elapsed: 00:57:26 Completion: 50/100

] [ Toggie PO L] (] Top_[Check Reule] [Raset Aoty < v1

Part 2: Configure, Apply, and Verify a Second IPv6 ACL

The logs now indicate that your server is receiving pings from many different IPv6 addresses in a Distributed
Denial of Service (DDoS) attack. You must filter ICMP ping requests to your server.

Step 1: Create an access list to block ICMP.
Configure an ACL named BLOCK_ICMP on R3 with the following statements:

a. Block all ICMP traffic from any hosts to any destination.
b. Allow all other IPv6 traffic to pass
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Step 3: Verify the ACL implementation.
105 Command Line Interface Verify the ACL is operating as intended by conducting the following tests:
Press RETURN to get startad! g + Open the web browser of PC1 to http:// 2001:DB8:1:30-:30 or https//2001:DB8-1:30-:30.
The website should appear.
+  Open the web browser of PC2 to http:// 2001:DB8:1:30-:30 or https//2001:DB8:1:30-:30.
SLINK-5-CHANGED: Interface Sezial0/0/1, changed state to up The website should be blockad
+ Ping from PC2 to 2001:DB8:1:30::30. The ping should be successful

Part 2: Configure, Apply, and Verify a Second IPv6 ACL

The logs now indicate that your sewer is receiving pings from many different IPv6 addresses in
$DUAL-5-NBRCHANGE: IPvé-EIGRP 1: Neighbor FE80::2 (Serial0/0/1) is up: mew a Distributed Denial of Service (DDoS) attack. You must filter ICMP ping requests to your
adjacency server.

SLINZPROTO-5-UBDOHN: Line protocol on Interface BigabitZthernet0/0, changed state
o up

3LINEPRCTO-5-UPDOWN: Line protecol on Interface Seriald/0/1, changed state te up

Step 1: Create an access list to block ICMP.

R3vne
Translating "me”...domain server (255.255.255.255) % Name lookup aborted Configure an ACL named BLOCK_ICMP on R3 with the following statements:

R3ven A
R3fconf T a. Block all ICMP traffic fram any hosts to any destination

1;;::9: contigurssien comands, one per line. En wion ONTL/Z. 5. Allow al ather IPYS trafic to pass.
config)iipvé ace
23 (config) £1pv6 access-liss BLOCK IGMP .
23 (config-ipvé-acl) den Step 2: Apply the ACL to the correct interface.
23 (config-ipvé-acl) #ds .
=3 ::2:5:—:3«—2:1; :F:::utu;fya:ya“ In this case, ICMP traffic can come from any source. To ensure that ICMP traffic is blocked

- regardless of its source or changes that occur to the network topology. apply the ACL closest

I

i

% Invalid input detzcted at '~' marker. 10 the destination.

R3 (config-ipvé-acl) ¢permit ipvé any any Step 3: Verify that the proper access list functions.
23 (config-ipvé-acl)t

a. Ping from PC2 to 2001:D88:1:30::30. The ping should fail.
b. Ping from PC1 to 2001:DB58-1:30::30. The ping should fail

Open the web browser of PC1 to http:// 2001-DB8-1:30--30 or hitps-//2001DB8-1:30-30.
The website should display =

Time Elapsed: 01:01:14 Completion: 90/100

[ Top [Check Results| [Reset Activity] 11 >

dAje¥s

4 ! | Toggle PDU List

[ (Select a Device to Drao and Droo to the

Step 2: Apply the ACL to the correct interface.

In this case, ICMP traffic can come from any source. To ensure that ICMP traffic is blocked regardless of its
source or changes that occur to the network topology, apply the ACL closest to the destination.

@ Cisco Packet Tracer Student - C:\Users\angie\Desktop\Unad'\2017\Diplomade_Cisco\UNIDAD ACCNA2 R&S UNIDAD A\LISTAS DE ACCESO\9.5.2.6 Packet Tracer - Configuring IPv6 ACLs.pka = =

[Root] New Cluster Vovl" @ pT Activity: 01 = B

== g Step 3: Verify the ACL implementation. L
Verify the ACL is operating as intended by conducting the following tests:

*  Open the web browser of PC1 to http:// 2001:DB8:1:30::30 or https://2001:DB8:1:30::30.
The website should appear.
+  Open the web browser of PC2 to http:// 2001:DB8:1:30-:30 or https-//2001-DB8:1-30:-30.

Physical | Config ‘ CL ‘

I0S Command Line Interface

sooed anen - The website should be blocked

ipvé address F280::3 link-local + Ping from PC2 to 2001:088:1:30::30. The ping should be successful

ipv6 address 2001:DB8:1:30::1/64

TS et Part 2: Configure, Apply, and Verify a Second IPv6 ACL

interface GigabitEthernes0/l The logs now indicate that your server is receiving pings from many different IPv6 addresses in

:‘;;:::::i” a Distributed Denial of Senvice (DDoS) attack. You must filter ICMP ping requests to your -
server.

speed auto

shutdown X
' Step 1: Create an access list to block ICMP.
1:;2;23:;2::1:1:5:);;::12:o/z Configure an ACL named BLOCK_ICMP on R3 with the following statsments: L
d“Fl:x 3‘:“‘ a. Block all ICMP traffic from any hosts to any destination.
speed anto
shutdown b. Allow all other IPv6 traffic to pass.
'
interface Serial0/0/0 Step 2: Apply the ACL to the correct interface.
no ip adaress
clock rase 2000000 In this case, ICMP traffic can come from any source. To ensure that ICMP traffic is blocked
regardless of its source or changes that occur to the netwark tapology, apply the ACL closest
asgcent o 10 the destination. -

Tater configuration commends, one per line. End with CNTL/Z.
R3(config#int g0/0 -

R#(config-if) #ipve traf Step 3: Verify that the proper access list functions.

RE¥(config-if) #ipvé traffic-filter BLOCK_ICMD g -1 e - 9
< | |+ racempiese co " I a. Ping from PC2 to 2001-:DB8-1:30::30. The ping should fail
Time: 014 | BS(:anlq’lf)ﬂ‘lpvﬁ traffic-filter BLOCK_ICMF cut il b. Ping from PC1 to 2001:D88:1:30::30. The ping should fail.
23 (config-if) ¢ - .
Qpen the web browser of PC1 ta http:// 2001:DB8-1:30::30 or https=//2001-:DB8-1:30::30.
- o The website should display. |
Time Elapsed: 01:04:49 Completion: 100/100

[T Top |Check Results| |Reset Activity| < i1 =

"

[Relart = Nevire tn Mran and Dron o tha,

Step 3: Verify that the proper access list functions.
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a. Ping from PC2 to 2001:DB8:1:30::30. The ping should fail.
%3pc2 l o | Bl i
Physical Config | Desktop | Custom Interface
|
trip
nimam E Maximm
BCrping
Pingimn
Ping statist
I Pa
| _ . -
4 n 3

b. Ping from PC1 to 2001:DB8:1:30::30. The ping should fail.
[ N —

& pc1

Physical | Config | Desktop | Custom Interface

m




Open the web browser of PC1 to http://2001:DB8:1:30::30 or https://2001:DB8:1:30::30. The website should

display.
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Cisco Packet Tracer - Server3
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Step 3: Verify the ACL implementation.

Verify the ACL is operating as intended by conducting the following tests:
Open the web browser of PC1 to http:/f 2001-DB8:1:30:-30 or https://2001:DB8-1:30-:30.
The website should appear

Open the web browser of PC2 to http:// 2001:DB88:1:30::30 or https://2001:DB8:1:30::30.
The website should be blocked

Ping fram PC2 to 2001:DB8:1:30::30. The ping should be successful.

Part 2: Configure, Apply, and Verify a Second IPv6 ACL

The logs now indicate that your server is receiving pings from many different IPv6 addresses in
a Distributed Denial of Senvice (DDoS) attack. You must filter ICMP ping requests to your
server.

Step 1: Create an access list to block ICMP.
Configure an ACL named BLOCK_ICMP on R3 with the following statements
a. Block all ICMP traffic from any hosts to any destination.
b_ Allow all other IPv6 traffic to pass.

Step 2: Apply the ACL to the correct interface.

In this case. ICMP traffic can come from any source. To ensure that ICMP traffic is blocked
regardless of its source or changes that occur to the network topology, apply the ACL closest
to the destination.

Step 3: Verify that the proper access list functions.
a. Ping fram PC2 to 2001-D88:1:30-:30. The ping should fail
b. Ping from PC1 to 2001:DB8:1:30::30. The ping should fail.

Open the web browser of PC1 to http:// 2001-DB8:1:30:-30 or https://2001:DB8-1:30-:30.
The website should display.

Time Elapsed: 01:08:45 Completion: 100/100

e [ ' | | Toggle PDU List

(] 7op [Check Results| [Reset Ativity 171 =

(Select a Device to Drag and Drop to the Waork

- —




11.2.3.7 Lab - Configuring NAT Pool Overload and PAT

Topologia

Tabla de direccionamiento
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Servicios de
Internet simulados
Lo0

Madscara de Gateway
Dispositivo Interfaz Direccion IP subred predeterminado

Gateway GO/1 192.168.1.1 255.255.255.0 N/A

S0/0/1 209.165.201.18 | 255.255.255.252 | N/A
ISP S0/0/0 (DCE) | 209.165.201.17 | 255.255.255.252 | N/A

LoO 192.31.7.1 255.255.255.255 | N/A
PC-A NIC 192.168.1.20 255.255.255.0 192.168.1.1
PC-B NIC 192.168.1.21 255.255.255.0 192.168.1.1
PC-C NIC 192.168.1.22 255.255.255.0 192.168.1.1

Objetivos

Parte 1: armar la red y verificar la conectividad

Parte 2: configurar y verificar un conjunto de NAT con sobrecarga

Parte 3: configurar y verificar PAT

Informacién basica/situacion

En la primera parte de la practica de laboratorio, el ISP asigna a su empresa el rango de direcciones IP
publicas 209.165.200.224/29. Esto proporciona seis direcciones IP publicas a la empresa. Un conjunto de
NAT dindmica con sobrecarga consta de un conjunto de direcciones IP en una relacion de varias direcciones
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a varias direcciones. El router usa la primera direccion IP del conjunto y asigna las conexiones mediante el
uso de la direccién IP mas un nimero de puerto Unico. Una vez que se alcanzé la cantidad maxima de
traducciones para una Unica direccion IP en el router (especifico de la plataforma y el hardware), utiliza la
siguiente direccion IP del conjunto.

En la parte 2, el ISP asigné una Unica direccidn IP, 209.165.201.18, a su empresa para usarla en la conexion a
Internet del router Gateway de la empresa al ISP. Usara la traduccién de la direccién del puerto (PAT) para
convertir varias direcciones internas en la Unica direccién publica utilizable. Se probar3, se vera y se
verificara que se produzcan las traducciones y se interpretaran las estadisticas de NAT/PAT para controlar el
proceso.

Nota: los routers que se utilizan en las prdcticas de laboratorio de CCNA son routers de servicios integrados
(ISR) Cisco 1941 con IOS de Cisco versidn 15.2(4)M3 (imagen universalk9). Los switches que se utilizan son
Cisco Catalyst 2960s con 10S de Cisco versién 15.0(2) (imagen de lanbasek9). Se pueden utilizar otros
routers, switches y otras versiones del 10S de Cisco. Segun el modelo y la version de 10S de Cisco, los
comandos disponibles y los resultados que se obtienen pueden diferir de los que se muestran en las
practicas de laboratorio. Consulte la tabla Resumen de interfaces del router que se encuentra al final de esta
practica de laboratorio para obtener los identificadores de interfaz correctos.

Nota: asegurese de que los routers y el switch se hayan borrado y no tengan configuraciones de inicio. Si no
estd seguro, consulte con el instructor.

Recursos necesarios

° 2 routers (Cisco 1941 con I0S de Cisco version 15.2(4)M3, imagen universal o similar)

° 1 switch (Cisco 2960 con I0S de Cisco version 15.0(2), imagen lanbasek9 o comparable)

. 3 computadoras (Windows 7, Vista o XP con un programa de emulacién de terminal, como Tera
Term)

° Cables de consola para configurar los dispositivos con 10S de Cisco mediante los puertos de consola
. Cables Ethernet y seriales, como se muestra en la topologia

Parte 1: armar la red y verificar la conectividad

En la parte 1, establecera la topologia de la red y configurard los parametros basicos, como las direcciones IP
de interfaz, el routing estatico, el acceso a los dispositivos y las contrasefias.
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realizar el cableado de red tal como se muestra en la topologia.
configurar los equipos host.

inicializar y volver a cargar los routers y los switches.
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Paso 4: configurar los parametros basicos para cada router.
a. Desactive la busqueda del DNS.
b. Configure las direcciones IP para los routers como se indica en la tabla de direccionamiento.
C. Establezca la frecuencia de reloj en 128000 para la interfaz serial DCE.
d. Configure el nombre del dispositivo como se muestra en la topologia.
e. Asigne cisco como la contrasefia de consola y la contraseia de vty.
f. Asigne class como la contraseia cifrada del modo EXEC privilegiado.
g. Configure logging synchronous para evitar que los mensajes de consola interrumpan la entrada del
comando.
Paso 5: configurar el routing estatico.
a. Cree una ruta estatica desde el router ISP hasta el router Gateway.

ISP(config)# ip route 209.165.200.224 255.255.255.248 209.165.201.18
b. Cree una ruta predeterminada del router Gateway al router ISP.

Gateway(config)# ip route 0.0.0.0 0.0.0.0 209.165.201.17
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Paso 6: Verificar la conectividad de la red

a. Desde los equipos host, haga ping a la interfaz GO/1 en el router Gateway. Resuelva los problemas si
los pings fallan.
b. Verifique que las rutas estaticas estén bien configuradas en ambos routers.
,’?DC_A i & pcg [E=REER
Physical Config Desktop | Custom Interface
| Physical ‘ Config | Desktop | Custom Interface "
- P — E— S | fa—1 —
Command Prompt Command Promp

m

time=lms TT:

m

, Lost = 0O

p times in
ximum = ims,

[ pcc el
Physical | Config | Desktop | Custom Interface
—— ———— _ [—11 = =
lCommand Prompt

m

Parte 2: configurar y verificar el conjunto de NAT con sobrecarga

En la parte 2, configurara el router Gateway para que traduzca las direcciones IP de la red 192.168.1.0/24
a una de las seis direcciones utilizables del rango 209.165.200.224/29.

Paso 1: definir una lista de control de acceso que coincida con las direcciones IP privadas de LAN.

La ACL 1 se utiliza para permitir que se traduzca la red 192.168.1.0/24.
Gateway(config)# access-list 1 permit 192.168.1.0 0.0.0.255

Paso 2: definir el conjunto de direcciones IP publicas utilizables.

Gateway(config)# ip nat pool public_access 209.165.200.225 209.165.200.230 netmask 255.255.255.248



[-; : UNIVERSIDAD NACIONAL ABIERTAY A DISTANCIA

Paso 3: definir la NAT desde la lista de origen interna hasta el conjunto externo.

Gateway(config)# ip nat inside source list 1 pool public_access overload

Paso 4: Especifique las interfaces.

Emita los comandos ip nat inside e ip nat outside en las interfaces.

Gateway(config)# interface g0/1
Gateway/(config-if)# ip nat inside
Gateway(config-if)# interface s0/0/1
Gateway(config-if)# ip nat outside

Paso 5: verificar la configuracién del conjunto de NAT con sobrecarga.

a. Desde cada equipo host, haga ping a la direccién 192.31.7.1 del router ISP.
- lcshen & Pt . " » ==
Physical | Config | Desktop | Custom Interface Physical | Config | Desktop | Custom Interface
Command Prompt Command Prompt

w

#®pcc [ [ & i
Physical | Config | Desktop Custom Interface
" —— —_ = —— =

Command Prompt

m

Minimm = 1ms, Maximum = lms,

b. Muestre las estadisticas de NAT en el router Gateway.

m
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Gateway# show ip nat statistics
Total active translations: 3 (0 static, 3 dynamic; 3 extended)
Peak translations: 3, occurred 00:00:25 ago
Outside interfaces:
Serial0/0/1
Inside interfaces:
GigabitEthernet0/1
Hits: 24 Misses: 0
CEF Translated packets: 24, CEF Punted packets: O
Expired translations: O
Dynamic mappings:
-- Inside Source
[Id: 1] access-list 1 pool public_access refcount 3
pool public_access: netmask 255.255.255.248
start 209.165.200.225 end 209.165.200.230

type generic, total addresses 6, allocated 1 (16%), misses O

Total doors: 0
Appl doors: 0
Normal doors: 0

Queued Packets: 0
'@ Gateway = ﬂhq

‘ Physical | Config | CLI |

I0S Command Line Interface

SSTERSTTCONTI IO
Cateway (config-if) £~Z

Gatewayd

%5YS-5-CONFIG I: Configured from conscle by console

Gateway#show ip nat statistics
Total translations: 0 (0 static, 0 dynamic, 0 extended)
Cutside Interfaces: Serizl0/0/1
Inside Interfaces: GigabitEthernet0/1
Hits: 12 Misses: 12
Expired translations: 12
Dynamic mappings:
—- Inside Source
access-list 1 pool public_access refCount 0
pool public access: netmask 255.255.255.248
start 203.165.200.225 end 203.185.200.230
type generic, total addresses & , allocated O (0%), misses O
Gateway#show ip nat statistics
Total translations: 4 (0 static, 4 dynamic, 4 extended)
Cutside Interfaces: Serizl0/0/1
Inside Interfaces: GigabitEthernet0/s1
Hits: 1& Misses: 1&
Expired translations: 12
Dynamic mappings:
—- Inside Source
access-list 1 pool public access refCount 4
pool public access: netmask 255.255.255.248
start 209.165.200.225 end 209.165.200.230
type generic, total addresses & , azllocated 1 (1€%), misses 0O
Catewayt] il

m
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c. Muestre las NAT en el router Gateway.

Gateway# show ip nat translations

Pro Inside global Inside local  Outside local Outside global

icmp 209.165.200.225:0 192.168.1.20:1 192.31.7.1:1  192.31.7.1:0
icmp 209.165.200.225:1 192.168.1.21:1 192.31.7.1:1 192.31.7.1:1
icmp 209.165.200.225:2 192.168.1.22:1 192.31.7.1:1  192.31.7.1:2

| = | Bl S | 2 pca =& =
Physical | Config | CLI Physical | Config | Desktop | Custom Interface
10S Command Line Interface =TI ] e ] a——1 —_—
Catewayssbow ip mer scanietics ’ T o Command Prompt

Totzl translacions: 0 (0 stasic, 0 dynemic, 0 extended)
Outside Interfaces: Sexial0/0/1
Inside Interfaces: GigabitZthernet0/1
Hits: 16 Misses: 16
Expired translations: 1§
Dynamic meppings:
-- Inside Source
access-1ist 1 pool public_access refCount 0
pool public_access: netmask 255 -228
start 209.165.200.225 end 209.
wype generic, total addresses €,
Catewayéshow ip net translations

-200.230
allocated 0 (0%), misses 0

m

Cutside local
192.31.7.1:13
132.31.7.1:14
192.31. 5
192.31.7.1:16

icmp 203.185

Catewaydshow ip net translations

Cutside local Outside global
192 1.7 101
132
132.31.
132.31.
192, &
132.31.7.1:3 192.31.7.1:3

Gatewayt] ~

Nota: es posible que no vea las tres traducciones, segun el tiempo que haya transcurrido desde que hizo los
pings en cada computadora. Las traducciones de ICMP tienen un valor de tiempo de espera corto.

¢Cudntas direcciones IP locales internas se indican en el resultado de muestra anterior? 6
¢Cudntas direcciones IP globales internas se indican? 6

¢Cudntos nimeros de puerto se usan en conjunto con las direcciones globales internas? __ 1

¢Cudl seria el resultado de hacer ping del router ISP a la direccién local interna de la PC-A? i Por qué?

No se tiene respuesta a ping ya que no se realizé configuracion de ruta estatica en el router ISP

Parte 3: configurar y verificar PAT

En la parte 3, configurard PAT mediante el uso de una interfaz, en lugar de un conjunto de direcciones, a fin
de definir la direccion externa. No todos los comandos de la parte 2 se volveran a usar en la parte 3.

Paso 1: borrar las NAT y las estadisticas en el router Gateway.

Paso 2: verificar la configuracion para NAT.

a. Verifique que se hayan borrado las estadisticas.
b. Verifique que las interfaces externa e interna estén configuradas para NAT.
c. Verifique que la ACL aln esté configurada para NAT.

¢Qué comando usd para confirmar los resultados de los pasos a al c?
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Show ip nat translations, show ip nat statistics

Paso 3: eliminar el conjunto de direcciones IP publicas utilizables.

Gateway(config)# no ip nat pool public_access 209.165.200.225 209.165.200.230 netmask 255.255.255.248

Paso 4: eliminar la traduccidn NAT de la lista de origen interna al conjunto externo.

Gateway(config)# no ip nat inside source list 1 pool public_access overload

Paso 5: asociar la lista de origen a la interfaz externa.

Gateway(config)# ip nat inside source list 1 interface serial 0/0/1 overload

Paso 6: probar la configuracién PAT.

a. Desde cada computadora, haga ping a la direccidon 192.31.7.1 del router ISP.
# ca [l [ | # PC-B ||
Physical | Config | Desktop | Custom Interface Physical | Config | Desktop | Custom Interface
= | —_—— — a— | —_—— = e —— R — Ml e =
Command Prompt Command Prompt

m

# pe-c o x|
Physical | Config | Desktop | Custom Interface
T e _ a———1! —

Command Prompt

m
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b. Muestre las estadisticas de NAT en el router Gateway.

Gateway# show ip nat statistics
Total active translations: 3 (0 static, 3 dynamic; 3 extended)
Peak translations: 3, occurred 00:00:19 ago
Outside interfaces:
Serial0/0/1
Inside interfaces:
GigabitEthernet0/1
Hits: 24 Misses: 0
CEF Translated packets: 24, CEF Punted packets: O
Expired translations: O
Dynamic mappings:
-- Inside Source
[Id: 2] access-list 1 interface Serial0/0/1 refcount 3

Total doors: 0
Appl doors: 0
Normal doors: 0
Queued Packets: 0

@ Gateway " = | B i

| Physical | Config | CLI |

10S Command Line Interface

TETTETE
Cateway |
Gateway (config) $#ip nat inside source list 1 interface serial 0/0/1 overload
Gateway (config) &

Gateway (config) §°Z

Gatewayf 1
%5Y5-5-CONFIG _I: Configured from conscle by console

Gatewaygshow ip nat statistics

Totzl translatiecns: 0 (0 static, 0 dynamic, 0 extended)
Outside Interfaces: Serial0/0/1

Inside Interfaces: GigabitEthernetd/s1

Hits: 3& Misses: 37

Expired translations: 36

Dynamic mappings:

Fatewayfshow ip nat statistics

Total tramslaticms: 11 (0 static, 1l dymamic, 1l extended)
Cutside Interfaces: Seriald/0/1

Inside Interfaces: GigabitEthernetd/1

Hits: 47 Misses: 48

Expired translations: 36

Dynamic mappings:

Catewayfshow ip nat statistics

Total translatiomns: 1Z (0 static, 1% dynamic, 1Z extended)
Cutside Interfaces: Seriald/0/1

Inside Interfaces: GigabitEthernetd/1

Hits: 48 Misses: 43

Expired translations: 36

Dynamic mappings:

C—atewaytl

m

Copy Paste

c. Muestre las traducciones NAT en el Gateway.
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Gateway# show ip nat translations

Pro Inside global Inside local  Outside local Outside global
icmp 209.165.201.18:3 192.168.1.20:1 192.31.7.1:1 192.31.7.1:3
icmp 209.165.201.18:1 192.168.1.21:1 192.31.7.1:1 192.31.7.1:1
icmp 209.165.201.18:4 192.168.1.22:1 192.31.7.1:1  192.31.7.1:4

af Gateway - | [

| Physical | Config | CLI |

I0S Command Line Interface
TETERS T SIIOE I II=C S CSCISCITT
Totel tramslaticms: 11 (0 static, 1l dynamic, 11 extended)
Cutside Interfaces: Seriz=l0/0/1
Inside Interfaces: GigabitEthernet0/1
Hits: 47 Misses: 48
Expired translations: 3¢
Dynamic mappings:
GCatewayfshow ip nmat statistics
Total translations: 12 (0 static, 12 dynamic, 1lZ extended)
Cutside Interfaces: Seriz=l0/0/1
Inside Interfaces: GigabitEthernet0/1
Hits: 48 Misses: 435
Expired translations: 3¢
Dynamic mappings:
GCatewayfshow ip nat translations

Pro Inside global Inside local Cutside local Cutside global
icmp 209 185_201_.18:13 152_168.1_.21:13 132.31.7.1:13 152 .31.7.1:13
icmp 205%.1€5_.201.18:14 152 _1683.1_.21:14 132.31.7.1:14 152.31.7.1:14
icmp 209.1€5.201.18:15 152.168.1.21:15 1532.31.7.1:15 152.31.7.1:15
icmp Z05.1e5.201.18:1¢ 15Z.1e5.1.21:1¢ 132.31.7.1:1e 15z2.31.7.1:1¢
icmp Z0%.185_201_.18:17 15%2_168.1_Z20:17 182.31.7.1:17 152 _.31.7.1:17
iemp 205.1€5_201.18:-18 15%2_168_.1_.20:18 132.31.7.1:18 152 _.31.7.1:-18
icmp 2059.1e5.201.18:19 152.1e8.1.20:19% 1532.31.7.1:1%5 152.31.7.1:1%
icmp 209 1e5_201_18:20 152_168_1_Z20:Z20 182.31_.7.1:20 152 . 31.7_.1:Z20
icmp 205%.1€5_.201.18:21 15%2_168.1_22:Z21 132.31.7.1:21 152 _31.7.1:Z1
icmp 209.165.201.18:22 152.168.1.22:Z2Z2 132.31.7.1:2Z 1532.31.7.1:Z2Z2
icmp Z05.1e5.201.18:23 15Z2.1e3.1.22:23 192.31.7.1:z23 152 .31.7.1:283 =
icmp Z03.1e5_201_.18:24 152 _1e83.1_Z22:Z24 132.31.7.1:24 152 .31.7.1:Z24 T
Gateway$ Y2
Copy H Paste
Reflexion

¢Qué ventajas tiene la PAT?

Mapea varias direcciones IP privadas a una sola direcciéon IP publica, utiliza nUmeros Unicos de puerto origen
en la direccién IP global interna para distinguir entre las traducciones




10.2.3.5 configuracién de DHCPv6 sin estado y con estado

Topologia

UNIVERSIDAD NACIONAL ABIERTAY A DISTANCIA

Tabla de direccionamiento

Longitud de Gateway

Dispositivo | Interfaz Direccidn IPv6 prefijo predeterminado
R1 GO0/1 2001:DB8:ACAD:A::1 64 No aplicable

Asignada mediante
S1 VLAN 1 Asignada mediante SLAAC 64 SLAAC

Asignada mediante SLAAC
PC-A NIC y DHCPv6 64 Asignado por el R1
Objetivos

Parte 1: armar la red y configurar los parametros basicos de los dispositivos

Parte 2: configurar la red para SLAAC

Parte 3: configurar la red para DHCPv6 sin estado

Parte 4: configurar la red para DHCPv6 con estado

Informacién basica/situacion

La asignacion dinamica de direcciones IPv6 de unidifusion global se puede configurar de tres maneras:

° Solo mediante configuracién automatica de direccién sin estado (SLAAC)
° Mediante el protocolo de configuracién dindmica de host sin estado para IPv6 (DHCPv6)
. Mediante DHCPv6 con estado

Con SLAAC (se pronuncia “slac”), no se necesita un servidor de DHCPv6 para que los hosts adquieran

direcciones IPv6. Se puede usar para recibir informacién adicional que necesita el host, como el nombre de
dominio y la direccién del servidor de nombres de dominio (DNS). El uso de SLAAC para asighar direcciones

host IPv6 y de DHCPvV6 para asignar otros parametros de red se denomina “DHCPV6 sin estado”.

Con DHCPv6 con estado, el servidor de DHCP asigna toda la informacion, incluida la direccion host IPv6.

La determinacion de cémo los hosts obtienen la informacidn de direccionamiento dinamico IPv6 depende de
la configuracién de indicadores incluida en los mensajes de anuncio de router (RA).
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En esta practica de laboratorio, primero configurara la red para que utilice SLAAC. Una vez que verificd la
conectividad, configurara los pardmetros de DHCPv6 y modificara la red para que utilice DHCPv6 sin estado.
Una vez que verificd que DHCPv6 sin estado funcione correctamente, modificara la configuracién del R1 para
que utilice DHCPv6 con estado. Se usard Wireshark en la PC-A para verificar las tres configuraciones
dindmicas de red.

Nota: los routers que se utilizan en las précticas de laboratorio de CCNA son routers de servicios integrados
(ISR) Cisco 1941 con IOS de Cisco versidon 15.2(4)M3 (imagen universalk9). Los switches que se utilizan son
Cisco Catalyst 2960s con 10S de Cisco versién 15.0(2) (imagen de lanbasek9). Se pueden utilizar otros
routers, switches y otras versiones del 10S de Cisco. Segun el modelo y la versidn de 10S de Cisco, los
comandos disponibles y los resultados que se obtienen pueden diferir de los que se muestran en las
practicas de laboratorio. Consulte la tabla Resumen de interfaces del router que se encuentra al final de esta
practica de laboratorio para obtener los identificadores de interfaz correctos.

Nota: asegurese de que el router y el switch se hayan borrado y no tengan configuraciones de inicio. Si no
estd seguro, consulte con el instructor.

Nota: |a plantilla default bias que utiliza el Switch Database Manager (SDM) no proporciona capacidades de
direccién IPv6. Verifique que se utilice la plantilla dual-ipv4-and-ipv6 o la plantilla lanbase-routing en SDM.
La nueva plantilla se utilizara después de reiniciar, aunque no se guarde la configuracion.

S1# show sdm prefer
Siga estos pasos para asignar la plantilla dual-ipv4-and-ipv6 como la plantilla de SDM predeterminada:

S1# configt

S1(config)# sdm prefer dual-ipv4-and-ipv6 default
S1(config)# end

S1# reload

Recursos necesarios

° 1 router (Cisco 1941 con I0S de Cisco versidon 15.2(4)M3, imagen universal o similar)

. 1 switch (Cisco 2960 con 10S de Cisco versién 15.0(2), imagen lanbasek9 o comparable)

. 1 computadora (Windows 7 o Vista con Wireshark y un programa de emulacion de terminal, como
Tera Term)

. Cables de consola para configurar los dispositivos con 10S de Cisco mediante los puertos de consola
. Cables Ethernet, como se muestra en la topologia

Nota: los servicios de cliente DHCPv6 estan deshabilitados en Windows XP. Se recomienda usar un host con
Windows 7 para esta practica de laboratorio.

Parte 4: armar la red y configurar los parametros basicos de los dispositivos

En la parte 1, establecera la topologia de la red y configurara los parametros basicos de configuracién, como
los nombres de dispositivos, las contrasefias y las direcciones IP de interfaz.
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Paso 1: realizar el cableado de red tal como se muestra en la topologia.
Paso 2: inicializar y volver a cargar el router y el switch seglin sea necesario.

Paso 3: ConfigurarR1

a. Desactive la busqueda del DNS.

b. Configure el nombre del dispositivo.

C. Cifre las contrasefias de texto no cifrado.

d. Cree un mensaje MOTD que advierta a los usuarios que se prohibe el acceso no autorizado.

e. Asigne class como la contraseia cifrada del modo EXEC privilegiado.

f. Asigne cisco como la contrasefia de vty y la contrasefia de consola, y habilite el inicio de sesidn.

Establezca el inicio de sesidon de consola en modo sincrénico.

> m

Guardar la configuracidn en ejecucién en la configuracién de inicio.

Paso 4: configurar el S1.

a. Desactive la busqueda del DNS.

b. Configure el nombre del dispositivo.

C. Cifre las contrasefias de texto no cifrado.

d. Cree un mensaje MOTD que advierta a los usuarios que se prohibe el acceso no autorizado.

e. Asigne class como la contrasefia cifrada del modo EXEC privilegiado.

f. Asigne cisco como la contrasefia de vty y la contrasefia de consola, y habilite el inicio de sesion.

Establezca el inicio de sesidon de consola en modo sincrénico.

> m

Desactive administrativamente todas las interfaces inactivas.

Guarde la configuracién en ejecucion en la configuracion de inicio.

Parte 5: configurar la red para SLAAC

Paso1l: prepararla PC-A.

a. Verifique que se haya habilitado el protocolo IPv6 en la ventana Propiedades de conexidn de area
local. Si la casilla de verificacion Protocolo de Internet version 6 (TCP/IPv6) no estd marcada, haga clic para
activarla.
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i Propiedades de Conexion de drea local @
Funciones de red

Conectar usando:
¥ Conexidn de red Intel(R) PRO/1000 MT

Esta conexidn usa los siguientes elementos:
Ls 4 Cliente para redes Microsoft
.@ Programador de paguetes QoS

T ad 1= T AR eeliucs o des Microzoft
: [TUPAIPyd)

& Controlador de E4S del asignador de deteccidn de topal ..
& Respondedor de deteccion de topologias de nivel de v

l Instalar. .. ] [ Desinstalar Propiedades
Descripcidn

Pemnite a su eguipo tener acceso a los recursos de una red
Microsoft.
[ Aceptar ] l Cancelar
b. Inicie una captura del trafico en la NIC con Wireshark.
c. Filtre la captura de datos para ver solo los mensajes RA. Esto se puede realizar mediante el filtrado

de paquetes IPv6 con una direccion de destino FF02::1, que es la direccidn de solo unidifusion del grupo de
clientes. La entrada de filtro que se usa con Wireshark es ipv6.dst==ff02::1, como se muestra aqui.

Filter: | ipvh.dst==ff02u1 |Z| Expression... Clear Apply

Paso 2: Configurar R1

a. Habilite el routing de unidifusion IPv6.
b. Asigne la direccion IPv6 de unidifusion a la interfaz GO/1 segun la tabla de direccionamiento.
c. Asigne FE80::1 como la direccién IPv6 link-local para la interfaz GO/1.

d. Active la interfaz GO/1.
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# Routerd =& =
| Physical | Config | CLI |
105 Command Line Interface
SLINEPROTO-5-UBDOWN: Line protocol on Interface GigabitEthernet0/1, changed state o
to up
Rl(config-if)#
Rl(config-if)#-~Z
Rl
%5Y5-5-CONFIG_I: Configured from conscle by console
Rlgsh ip int brie
Interface ID-Address OK? Method Status Protocol
CigabitEthernet0/0 unassigned YES unset administratively down down
GigabitZthernet0/1 unassigned ¥ES unset up up
Vlanl unzssigned YES unset administratively down down
Rlfshow ipvé interface g0/l
Rl§show ipwé interface go/1
R1#CONF T
Enter configuraticn commsnds, one per line. End with CNTL/Z.
Rl(config) #1pvé un
R1(config) #ipvé unicast-routing
RL(
R1( vé add
RL( s& address 2001:DEE:ACAD:A::1/64 E
RL( v§ address FEE0::1 link
R1(config-if)$#ipvé address FES0::1 link-local
Rl (config-if)$ -
Copy Paste
= y

Paso 3: verificar que el R1 forme parte del grupo de multidifusidn de todos los routers.

Use el comando show ipv6 interface g0/1 para verificar que GO/1 forme parte del grupo de multidifusion de
todos los routers (FF02::2). Los mensajes RA no se envian por GO/1 sin esa asignacion de grupo.
R1# show ipv6 interface g0/1
GigabitEthernet0/1 is up, line protocol is up
IPv6 is enabled, link-local address is FE80::1
No Virtual link-local address(es):
Global unicast address(es):
2001:DB8:ACAD:A::1, subnet is 2001:DB8:ACAD:A::/64
Joined group address(es):
FFO2::1
FF02::2
FFO2::1:FF00:1
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ICMP unreachables are sent
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds (using 30000)
ND advertised reachable time is 0 (unspecified)
ND advertised retransmit interval is 0 (unspecified)

ND router advertisements are sent every 200 seconds
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ND router advertisements live for 1800 seconds
ND advertised default router preference is Medium

Hosts use stateless autoconfig for addresses.

@ RouterD . " O | B |t

| Physical | Config ‘ CLI |

I0S Command Line Interface

AL O Ig TL T FIpY e oo
Rl {config-if) gipve address Z001:DBE-ACRD:RA:-:1/c4
Rl {config-if) §ipve address FE80::1 link
Bl (config-if) #ipve address FE20::1 link-local
Rl {config-if) g2
R1g
£5¥5-5-CONFIG_I: Configured from consocle by conscle
Rlgshow ipwve interface gl/s1
GigaebkitEtherneti/1 is up, line protocol is up
IBvE iz enabled, link-local address is FE80::1
Mo Virtual link-local addressies):
Elokal unicast address(es):
2001:DB8:ACRD:RA::1, subnet is 2001:DBE:ACRD:R::/ /64
Joined group address(es):
FFOZ:-:1
FFOZ2::2
FFOZ::1:FFO0:1
MTUO is 1500 bytes
ICHMP error messages limited to one every 100 milliseconds
ICHME redirects are enabled
ICHP unreachaskhles are sent
ND DAD is enzskled, number of DAD attempts: 1
ND reachakle time is 30000 milliseconds
HND advertised reachakle time is 0 (unspecified)
HND advertised retransmit interval is 0 {(unspecified)
ND router adwvertisements are sent every Z00 seconds
HND router advertisements live for 1800 seconds
ND advertised default router preference is Medium
HFStS use stateless autoconfig for addresses.
R1g il

m

Copy H Paste

Paso 4: configurar el S1.

Use el comando ipv6 address autoconfig en la VLAN 1 para obtener una direccion IPv6 a través de SLAAC.
S1(config)# interface vlan 1

S1(config-if)# ipv6 address autoconfig

S1(config-if)# end

Paso 5: verificar que SLAAC haya proporcionado una direccién de unidifusiéon al S1.

Use el comando show ipv6 interface para verificar que SLAAC haya proporcionado una direccidn de
unidifusion a la VLAN1 en el S1.

S1# show ipv6 interface
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Vlanl is up, line protocol is up
IPv6 is enabled, link-local address is FE80::ED9:96FF:FEE8:8A40
No Virtual link-local address(es):
Stateless address autoconfig enabled
Global unicast address(es):
2001:DB8:ACAD:A:ED9:96FF:FEE8:8A40, subnet is 2001:DB8:ACAD:A::/64 [EUI/CAL/PRE]
valid lifetime 2591988 preferred lifetime 604788
Joined group address(es):
FFO2::1
FFO2::1:FFE8:8A40
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ICMP unreachables are sent
Output features: Check hwidb
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds (using 30000)
ND NS retransmit interval is 1000 milliseconds
Default router is FE80::1 on Vlanl

Paso 6: verificar que SLAAC haya proporcionado informacidn de direccién IPv6 en la PC-A.

a. En el simbolo del sistema de la PC-A, emita el comando ipconfig /all. Verifique que la PC-A muestre
una direccién IPv6 con el prefijo 2001:db8:acad:a::/64. El gateway predeterminado debe tener la direccion
FE80::1.

Adaptador de Ethernet Conexidn de area local:

Sufijo DMS especifico para la conexidn. H
Descripcidn . . . .- : Conexidn de red Intel{R> PRO-1808
MT

: B@-8C-29-E3-23-17

:-..11
¥

i th cacad:a:24bazaBaB:?£@: ££88 (Prefe

Uinculo: direccidon IPv6 local. . . HE :811c:3215:5bc2x11(Preferido?
D11&cc1un IPuvd. . - : 192.168.96.132¢Preferido?

An marhand s2CE2CC. 255.8

Puetta ‘de enlace pledetermlnada e - . : feBH:z:zi:11

LEFUIOOFES DPMo. . T rteco-adiffffoc1xl
fecB:@:@:FFFFz:2x1
fecB:zBA:@:=FFFFz:3x1

MetBIOf% sobre TCP-/IF . - = habhilitado




UNIVERSIDAD NACIONAL ABIERTAY A DISTANCIA

] & pca =B | S

Physical | Config | Desktop | Custom Interface

e — —_—— ———— (——1! —_——

Command Prompt

m

-CC-R4

b. En Wireshark, observe uno de los mensajes RA que se capturaron. Expanda la capa Internet Control
Message Protocol v6 (Protocolo de mensajes de control de Internet v6) para ver la informacién de Flags
(Indicadores) y Prefix (Prefijo). Los primeros dos indicadores controlan el uso de DHCPv6 y no se establecen
si no se configura DHCPv6. La informacion del prefijo también esta incluida en este mensaje RA.

Filter: | ipvB.dst==Ff02::1 IZIExpression... Clear Apply
No. Time Source Destination Protocol Length Info e
3518 3972.07973 feBO::1 ffo2::1 ICMPVE 118 router Advertisement from dd4:8c:b5:ce:al:cl
3673 4130.43155feB0::1 ffoz::1 ICMPVE 118 rRouter Advertisement from d4:8c:b5:ce:al:cl
3840 4284.68370 feB0::1 ffoz::1 ICMPVE 118 router advertisement from d4:8c:b5:ce:a0:cl
30989 4435.87602 feB0::1 ffo2::1 ICMPVE 118 Router Advertisement from d4:8c:b5:ce:al:cl -

m

+ Ethernet II, src: d4:8c:b5:ce:al0:cl (d4:8c:b5:ce:al:cl), Dst: IPvemcast_00:00:00:01 (33:33:00:00:00:01)

+ Internet Pr jon 6, src: feB0::1 (fe80::1), Dst: FF02::1 (ff02::1)
= Internet Control Message Protoco

Type: 4

Code: O

Checksum: 0x1816 [correct]
cur hop limit;: €4
=l Flags: Ox00

Managed address configuration: Not set
other configuration: Not set

HOme AgQent: NOL Set

prf (pefault Router pPreference): Medium (0)
Proxy: Not set

. Reserved: 0

Router Tifetime (s): 1800

Reachable time (ms): 0

Retrans timer (ms): O

ICMPvE Option (Source link-layer address : d4:8c:b5S:ce:al:cl)
ICMPvE Option (MTU : 1500)

IcMPvE Ooption (Prefix information : 2001:db8:acad:a::/64)
Type: Prefix information (3)

Length: 4 (32 bytes)

prefix Length: 64

Flag: OxcO

valid Lifetime: 2592000

preferred Lifetime: 604800

Reserved

prefix: 2001:db8:acad:a:: (2001:db8:acad:a::)

[=
g

=)
|

m

m

i’
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Parte 6:  configurar la red para DHCPv6 sin estado

Paso 1: configurar un servidor de DHCP IPv6 en el R1.

a. Cree un pool de DHCP IPv6.

R1(config)# ipv6 dhcp pool IPV6POOL-A

b. Asigne un nombre de dominio al pool.
R1(config-dhcpv6)# domain-name ccna-statelessDHCPv6.com
c. Asigne una direccion de servidor DNS.
R1(config-dhcpv6)# dns-server 2001:db8:acad:a::abcd
R1(config-dhcpv6)# exit

d. Asigne el pool de DHCPv6 a la interfaz.

R1(config)# interface g0/1
R1(config-if)# ipv6e dhcp server IPV6POOL-A

e. Establezca la deteccién de redes (ND) DHCPv6 other-config-flag.
R1(config-if)# ipv6 nd other-config-flag
R1(config-if)# end

e . . o e
Physical | Config | CLI

105 Command Line Interface
o e — e e T
R1{config) #ipvé dhep po
Rl{config) #ipvé dhep pool IP
21 (config) $ipvé dhep pool IDV

a1 ig)#ipvé dhep pool IDVEEOOL-2
a1 ig-dhep) #doman
21 fig-dhep) #doman-n

Rl (config-dhcp) §doman-name ccna-statelessDHCPvE. com
% Invalid input detected at '~' marker.
21 iconfig-dhcp) #do

fig-dhep) #domzin-name ccna-statelessDHCPvE. com
ig-dhep) #dns-

Rl {config-dhcp) #dns-server Z001:DB8:ACAD:A::ABCD
Rl{config-dhcp) fexit
21{config) #int g0/1
Rl{config-if) gipvé ser
Rl{config-if) §ipvé serw
R1{config-if) ¢ipvé dh
{ ig-if)#ipvé dhep se
ig-if)#ipve dhep server IPVEPCOL-2
ig-if) #ipvé dh
ig-if)gipvé dhep ser

Rliconfig-if)#ipvé nd other-config-flag
Rl{config-if)fend

R1%

%5¥5-5-CONFIG_I: Configured from comscle by console

214 %

Paso 2: verificar la configuracién de DHCPv6 en la interfaz GO/1 del R1.

Use el comando show ipv6 interface g0/1 para verificar que la interfaz ahora forme parte del grupo IPv6 de
multidifusién de todos los servidores de DHCPv6 (FF02::1:2). La ultima linea del resultado de este comando
show verifica que se haya establecido other-config-flag.

R1# show ipv6 interface g0/1
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GigabitEthernet0/1 is up, line protocol is up
IPv6 is enabled, link-local address is FE80::1
No Virtual link-local address(es):
Global unicast address(es):
2001:DB8:ACAD:A::1, subnet is 2001:DB8:ACAD:A::/64
Joined group address(es):
FFO2::1
FFO2::2
FF02::1:2
FFO2::1:FF00:1
FF05::1:3
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ICMP unreachables are sent
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds (using 30000)
ND advertised reachable time is 0 (unspecified)
ND advertised retransmit interval is 0 (unspecified)
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds
ND advertised default router preference is Medium
Hosts use stateless autoconfig for addresses.
Hosts use DHCP to obtain other configuration.
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| @ Router) = ﬂ:h]

Physical | Config = CLI

105 Command Line Interface
=TT T
Rl{config-if) #ipvé nd other-—config-flag

R1{config-if)fend
R1%
%5¥S-5-CONFIG_I: Configured from console by conscle

Rl#show ipvé interface gO/1
CigzbitEthernetO/1 is up, line protocol is up
IDvE iz enzbled, link-loczl =ddress is FES0::1
Mo Virtual link-local addressies):
Global unicast addressies):
2001:DB8:ACAD:R::1, subnet is 2001:DB3:ACAD:R::/64
Joined group address(es):

FFO2::1
FFOZ::2
FFOZ2::1:2

FFO02:-:1:FFO0-1
MIU is 1500 bytes
ICMP error messages limited to cne every 100 milliseconds
ICME redirects are enabled
ICMP unreachables are sent
ND DAD is enabled, number of DAD attempts: L
ND reachable time is 30000 milliseconds
WD advertised reachable time is 0 (unspecified)
ND advertised retransmit interval is 0 (unspecified)
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds
ND advertised default router preference is Medium
chsts use stateless zutcconfig for sddresses.
21§ i

m

Copy | ‘ Paste

Paso 3: ver los cambios realizados en la red en la PC-A.

Use el comando ipconfig /all para revisar los cambios realizados en la red. Observe que se recuperd
informacidn adicional, como la informacién del nombre de dominio y del servidor DNS, del servidor de
DHCPv6. Sin embargo, las direcciones IPv6 de unidifusién global y link-local se obtuvieron previamente
mediante SLAAC.

Adaptador de Ethernet Conexion de area local:

Sufijo DNS especifico para la conexidn. ccna—stateles ¢DHCPUE com

PememreaeTe—————————— Sumwerivhae-rea-rrreran—FRO-1008
MT

Direccion fisica. . . . . . . . . . . . . =

DHCP habilitado . . . -

Cunflgurac1un automitica hahilitada . . . :

Direccidn IPwe6 . . . . . . . . . . = 2ﬂﬂi:dh8 acad a:24ba:aBad:fA:ffE8(Prefe

E@—BC—Z?—E3—23—17

s 1

Uinculo: direccidn IPv6 local. . . : feBB::efed:811c:3215:5hc2x11{Preferidol

192 .168.96.139<Preferido>
255.255.255.8

feB@::1x11

234884137
Be—A1-88-81-19-A7-DD-BE-BA-AC-29—

2BB%:@hB:acad:a::ahcd

FIUARF A L LA

Direccidon IPvd. . . . . . . . .
Miscara de subred . . . . . .
Puerta de enlace predetermlnada
IAID DHCPub . . . e e
DUID de cliente DHCPUE

0 4m

SeruiduPE° DNS. . . . . . .
L s T
L T E o o Y

idaptador de tinel isatap.localdomain:

medios desconectados
cecna—statelessDHCPuG.com
Adaptador ISATAP de Microsoft
HE—PA-BP-A—Aa-AR-BB-EA

no

s1

Eztado de loz medio=. . . . . . . .
Sufijo DNS especifico para la cunex1un
Descripcidn . . . . .

Direccion fisica. .

DHCP habilitado . . . .
Configuracidn autumatlca hahllltada .




U feod’ UNIVERSIDAD NACIONAL ABIERTAY A DISTANCIA

Paso 4: verlos mensajes RA en Wireshark.

Desplacese hasta el Ultimo mensaje RA que se muestra en Wireshark y expandalo para ver la configuracién
de indicadores ICMPv6. Observe que el indicador Other configuration (Otra configuracidn) esta establecido
en 1.

Filter: | ipvE.dst==ff02::1 E|Expression‘.‘ Clear Apply

Mo. Time Source Destination Protocel Length Info
191 190. 005980 feB80::1 ffo2::1 ICMPVE 118 Router Advertisement from d4:8c:b5:ce:al:cl
422 383.803033 feB0::1 ffoz2::1 ICMPVE 118 Router Advertisement from d4:8c:b5:ce:al:cl
696 581.355847 feB0::1 ff02::1 ICMPVE 118 Router Advertisement from d4:8c:b5:ce:al:cl
B77 776.644829 feB0::1 Eil ICMPVE 118 Router Advertisement from d4:8c:b5:

[ Frame B877: 118 bytes on wire (944 bits), 118 bytes captured (944 bits)
# Ethernet II, Src: d4:8c:b5:ce:al:cl (d4:8c:b5:ce:al:cl), Dst: IPvEmMcast_00:00:00:01 (33:33:00:00:00:01)
[ Internet Protocol version 6, src: fe80::1 (fe80::1), bpst: ff02::1 (ff02::1)
= Internet Control Message Protocol v6
Type: Router Advertisement (134)
code: 0
Checksum: 0x17d6 [correct]
Cur hop Timit: 64
= Flags: 0x40
0... .... = Managed address configuration: Mot set

| .1.. .... = other configuration: Set
..0. ..., = Home Agent: Not set
..0 0... = prf (pefault rRouter preference): Medium (0)
.0.. = Proxy: Not set
0. = Reserved: 0

rRouter lifetime (s): 1800

Reachable time (ms): 0O

Retrans timer (ms): 0
@ ICMPve Option (Source Tlink-layer address : d4:8c:b5:ce:al:cl)
@ ICMPvE option (MTU : 1500)
@ ICMPve Option (Prefix information : 2001:db8:acad:a::/64)

Paso 5: verificar que la PC-A no haya obtenido su direccién IPv6 de un servidor de DHCPv6.

Use los comandos show ipv6 dhcp binding y show ipv6 dhcp pool para verificar que la PC-A no haya
obtenido una direccion IPv6 del pool de DHCPv6.

R1# show ipv6 dhcp binding

R1# show ipv6 dhcp pool

DHCPv6 pool: IPV6POOL-A
DNS server: 2001:DB8:ACAD:A::ABCD
Domain name: ccna-statelessDHCPv6.com
Active clients: 0
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# Routerd

Physical | Config = CLI

I0S Command Line Interface
™ Te—=erTET T =rrempTe—T
ND reachable time is 30000 milliseconds
ND advertised reachable time is 0 (unspecified)
ND advertised retransmit interwval is 0 (umspecified)

ND router advertisements are sent every 200 seconds
WD router advertisements live for 1800 seconds
ND sdvertised defsult router prefersnce is Medium
Hosts use steteless sutocenfig for addresses.

Rlgsh ipvé bin

Rlgsh ipvé bind

Rlgsh ipvé bind

% Invalid input detected 2t '~' marker.

Rlgsh ipvé dh
Rlfsh ipvé dhep di
Rlgsh ipvé dhep bi
Rlgsh ipvé dhep binding
Client: (GigabitEthernes0/1)
DUID: 00-01-00-01-32-56-8D-04-00-05-5E-08-CC-24
Iz PD: IA ID 27768, T1 0, T2 0
Prefix: 0.0.0.0/0
preferred lifetime 0, valid lifetime 0
expires at noviembre 25 2017 9:58:5 pm (0 seconds)
Rlgsh ipvé dhep peol
DHCEvE pool: IDVEPOOL-2
i DNS server: 2001:DBS:ACAD:A::ABCD
Domain name: ccna-statelessDHCEvE.com

REctive clients: 0
21§ 2

Paso 6: restablecer la configuracion de red IPv6 de la PC-A.

a. Desactive la interfaz FO/6 del S1.

Nota: la desactivacion de la interfaz FO/6 evita que la PC-A reciba una nueva direccion IPv6 antes de que
usted vuelva a configurar el R1 para DHCPv6 con estado en la parte 4.

S1(config)# interface f0/6
S1(config-if)# shutdown

b. Detenga la captura de trafico con Wireshark en la NIC de la PC-A.
C. Restablezca la configuracién de IPv6 en la PC-A para eliminar la configuracion de DHCPV6 sin estado.

1) Abra la ventana Propiedades de conexién de area local, desactive la casilla de verificacién
Protocolo de Internet version 6 (TCP/IPv6) y haga clic en Aceptar para aceptar el cambio.

2) Vuelva a abrir la ventana Propiedades de conexién de area local, haga clic para habilitar la casilla
de verificacién Protocolo de Internet version 6 (TCP/IPv6) y, a continuacién, haga clic en Aceptar para
aceptar el cambio.



U feod’ UNIVERSIDAD NACIONAL ABIERTAY A DISTANCIA

Parte 7:  configurar la red para DHCPv6 con estado

Paso1l: prepararla PC-A.

a. Inicie una captura del trafico en la NIC con Wireshark.

b. Filtre la captura de datos para ver solo los mensajes RA. Esto se puede realizar mediante el filtrado
de paquetes IPv6 con una direccion de destino FF02::1, que es la direccidn de solo unidifusion del grupo de
clientes.

Filter: | ipvG.dst==ff02:1 IZIExpressiDn... Clear Apply

Paso 2: cambiar el pool de DHCPv6 en el R1.

a. Agregue el prefijo de red al pool.

R1(config)# ipv6 dhcp pool IPV6POOL-A
R1(config-dhcpv6)# address prefix 2001:db8:acad:a::/64

b. Cambie el nombre de dominio a ccna-statefulDHCPv6.com.
Nota: debe eliminar el antiguo nombre de dominio. El comando domain-name no lo reemplaza.

R1(config-dhcpv6)# no domain-name ccna-statelessDHCPv6.com
R1(config-dhcpv6)# domain-name ccna-StatefulDHCPv6.com
R1(config-dhcpv6)# end

c. Verifique la configuracién del pool de DHCPv6.

R1# show ipv6 dhcp pool
DHCPv6 pool: IPV6POOL-A
Address allocation prefix: 2001:DB8:ACAD:A::/64 valid 172800 preferred 86400 (0 in use, 0 conflicts)
DNS server: 2001:DB8:ACAD:A::ABCD
Domain name: ccna-StatefulDHCPv6.com
Active clients: 0
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I ai Router) l = | & J

cL |

| Physical | Config

105 Command Line Interface

T TCONT T TITC T T
dns-server DNS servers
domain-nams Dom=in name to complete unqualified host names
exit Exit from DHCPvEé configuration mode
no Negate a command or set its defaults
prefix-delegation IPvE prefix delegation

Rl (config-dhep) §

Rl ({config-dhcp) #address prefix 2001:db8:acad:a::/64

% Invalid input detected at '~' marker.

g-dhcp) $ipvé dhcep pool IBVEPOOL-A

g-dhep) fno dom

Rl {config-dhcp) fnc domain-name ccna-stateful DHCEvE.com
g-dhcp) #no domain-name ccna-statelessDHCPvE.com
g-dhcp) #no domain-name ccna-statefulDHCPvE.com
g-dhepl

g-dhcp) fdomain-name ccna-stateful DHCPvE.com

Rl {config-dhep) fexit

Rl {config) gexit

R1§

%5Y5-5-CONFIG I: Configured from conscle by console

Rl§sh ipve dh

Rlish ipveé dhcp pool

DHCPvé pool: IBVEPOOL-L
DNS serwver: Z001:DBES:RCRAD:-R::RBCD
Domzain name: ccna-statefulDHCPwE.com
Active clients: 0 —

nigl -

m

Copy ] [ Paste

e - = = = = = = o

d. Ingrese al modo de depuracion para verificar la asignacidn de direcciones de DHCPv6 con estado.

R1# debug ipv6 dhcp detail
IPv6 DHCP debugging is on (detailed)

| @ Routerl

Physical | Config ‘ CLT |

10S Command Line Interface

oI T T TompTET TroT T
exit Exit from DHCPvé configuration mode o
no Negate a command or set its defaults
prefix-delegation IPv6 prefix delegation

21 (config-dhepl ¥

R1{config-dhep) $address prefix 2001:dbB:acad:a::/64

% Invalid input detected at '~' marker.

RL{ g-dhep) #1pvé dhep pool IDVEPOCL-A

Rl g-dhep) #no dom

Rl g-dhep! $no domein-neme ccna-statefulHCDvE. com
Rl g-dhep) fno demain-name cona-statelessDECPvE.com
Rl g-dhep) fno domsin-name ccns-statefulDHCEvE. com
Rl g-dhep) §

Rl g-dhep) $domsin-name ccna-statefulDHCEvE.com

R1 g-dhep) fexit
Rli{config) fexit

R1g

%5YS-5-CONFIE I: Configured from conscle by console

Rlgsh ipvwé dh |
Rig$sh ipvé dhep pool
DHCPvE pool: IPVEPCOL-A
DNS server: 2001:DBB8:ACAD:A::ABCD
Domain name: ccna-statefulDHCPvE.com
Zetive clients: 0 = i
Rl#debug ipvé dhep detail
IP\:‘E DHCP debugging is on (detailed) L4
R1§ -
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Paso 3: establecer el indicador en GO/1 para DHCPv6 con estado.

Nota: |la desactivacion de la interfaz GO/1 antes de realizar cambios asegura que se envie un mensaje RA
cuando se activa la interfaz.

R1(config)# interface g0/1

R1(config-if)# shutdown

R1(config-if)# ipvé nd managed-config-flag

R1(config-if)# no shutdown

R1(config-if)# end

habilitar la interfaz FO/6 en el S1.

Ahora que configurd el R1 para DHCPv6 con estado, puede volver a conectar la PC-A a la red activando la
interfaz FO/6 en el S1.

S1(config)# interface f0/6

S1(config-if)# no shutdown

S1(config-if)# end

Paso 4: verificar la configuracién de DHCPv6 con estado en el R1.

a. Emita el comando show ipv6 interface g0/1 para verificar que la interfaz esté en el modo DHCPv6
con estado.
R1# show ipv6 interface g0/1
GigabitEthernet0/1 is up, line protocol is up
IPv6 is enabled, link-local address is FE80::1
No Virtual link-local address(es):
Global unicast address(es):
2001:DB8:ACAD:A::1, subnet is 2001:DB8:ACAD:A::/64
Joined group address(es):
FFO2::1
FF02::2
FF02::1:2
FFO2::1:FF0O0:1
FF05::1:3
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ICMP unreachables are sent
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds (using 30000)
ND advertised reachable time is 0 (unspecified)
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ND advertised retransmit interval is 0 (unspecified)
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds

ND advertised default router preference is Medium
Hosts use DHCP to obtain routable addresses.

Hosts use DHCP to obtain other configuration.
# Router( el |

Physical | Config | CLI |

I0S Command Line Interface

SLINEEROTO-5-UPDOWHN: Line protocol on Interface GigabitEthernet0/1l, changed state
to up

Rl {config-if) §~Z
Rl
£5¥5-5-CONFIG I: Configured from conscle by conscle

Blgshow ipwe interface gl/s1
GigakitEthernetl/1l is up, line protocol is up
IDve iz enabled, link-local address is FE80::1
No Virtual link-local addressies):
Zlockal unicast addressies):
2001:DBB:ACAD:RA::1, subnet is Z001:DBE:ACAD:RA::/ /&4
Joined group addressies):
FFOZ2::1:2
FFOZ::1:FFOO:1
MTTT is 1500 bytes
ICHMPE errcr messages limited to one every 100 milliseconds
ICHME redirects are enakbled
ICHME unreachakles are sent
ND DAD is enabled, number of DRD attempts: 1
ND reachabkle time is 30000 milliseconds
ND adwvertised reachable time is 0 (unspecified)
ND advertised retransmit interwval is 0 (unspecified)
NI router adwvertisements are sent ewvery Z00 seconds
ND router advertisements liwve for 1800 seconds
NI adwvertised default router preference is Medium
Hrsts use stateless autoconfig for addresses.
R1g i

m

[ Copy H Faste ]

b. En el simbolo del sistema de la PC-A, escriba ipconfig /release6 para liberar la direccién IPv6
asignada actualmente. Luego, escriba ipconfig /renew6 para solicitar una direccion IPv6 del servidor de
DHCPv6.

c. Emita el comando show ipv6 dhcp pool para verificar el nUmero de clientes activos.

R1# show ipv6 dhcp pool

DHCPv6 pool: IPV6POOL-A
Address allocation prefix: 2001:DB8:ACAD:A::/64 valid 172800 preferred 86400 (1 in use, 0 conflicts)
DNS server: 2001:DB8:ACAD:A::ABCD



[-; : UNIVERSIDAD NACIONAL ABIERTAY A DISTANCIA

Domain name: ccna-StatefulDHCPv6.com
Active clients: 1

d. Emita el comando show ipv6 dhcp binding para verificar que la PC-A haya recibido su direccién IPv6
de unidifusién del pool de DHCP. Compare la direccion de cliente con la direccidn IPv6 link-local en la PC-A
mediante el comando ipconfig fall. Compare la direccién proporcionada por el comando show con la
direccidn IPv6 que se indica con el comando ipconfig /all en la PC-A.

R1# show ipv6 dhcp binding
Client: FE80::D428:7DE2:997C:B0O5A
DUID: 0001000117F6723D000C298D5444
Username : unassigned
IA NA: IA ID 0xOEO00C29, T1 43200, T2 69120
Address: 2001:DB8:ACAD:A:B55C:8519:8915:57CE
preferred lifetime 86400, valid lifetime 172800
expires at Mar 07 2013 04:09 PM (171595 seconds)

Adaptador de Ethernet Conexidn de area local:

Sufijo DMS especifico para la conexidn. cecna—Stateful DHCPuG .com

Descripcidon . . . . . . Conexidn de red Intel{R> PRO-1888
MT

Direccidn fisica. . . AA-AC-29-E3-23-17

DHCP habilitado . si

Direccion I1Pub : b8 :acad:a:h55¢c:8519:8915:57ce{Pref

ST Y

Concesién obtenida. . jueves, BS de septiembre de 2813

La concesidn expira . Jueves, B5 de septiembre de 2813
:38:83

. Direcciﬁn IPve . . . . . . . . 2081 :dhB:acad:a:24ba:aBaB:2fA:ffB8(Prefe
Uinculo: direccion IPv6 local. feBO::d428:Yde2:997c:bB5a: 11 (Preferido?

Dirveccion IPud. . . . . . . . . 192.168.96.132<Preferidol
Mascara de subred . . . . . . . 255.255.255.08
Puerta de enlace predeterminada feBA:1x11
IAID DHCPvG . . . . . . . . . 234884137
5 3gI£7de cliente DHCPvb. . . . #8-81-80—@1-17-A7-DD-BE-B8-BC—-29—
I — p—
Servidovres DNS. . . . . . . . e e e 2001 :dbhB:acad:a::abcd
MetBIO% sobre TCPAIP. . . . . habhilitado
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Froutern SIS X

| Physical Config ‘ CLI |

10S Command Line Interface

========================
ICMP unreachables are sent
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
HND advertised reachable time is 0 (unspecified)
ND advertised retransmit interval is 0 (unspecified)
WD router advertisements are sent every 200 seconds
HND router advertisements live for 1200 seconds
WD advertised default router preference is Medium
Hosts use stateless zutoconfig for addresses.
Rlgdebug ipvé dhop detail
IPv&é DHCP debugging is on (detailed)
Rlgsh
Rlg¢show ipvé dhop bi
Rlgshow ipvé dhep binding
Client: (GigsbitEthernetd/1)
DUID:- 00-01-00-01-3Z-5&6-8D-04-00-05-5E-08-CC-24
I PD: IR ID 27765, T1 0, T2 O
Prefix: 0.0.0.0/0
preferred lifetime 0, walid lifetime O
expires at noviembre 25 2017 10:22:1¢ pm (0 seconds)
Rlgunde
Rlgundebug all
211 possikle debugging has been turned off
R1l§ show ipvée dhcp pool
DHCPve pool: IPVEPOOL-L
DNS server: Z001:DBS:RCAD:A::RBCD
Domain name: ccna-statefulDHCPvE.com

m

e. Emita el comando undebug all en el R1 para detener la depuracién de DHCPv6.

Nota: escribir u all es la forma mas abreviada de este comando y sirve para saber si quiere evitar que los
mensajes de depuracién se desplacen hacia abajo constantemente en la pantalla de la sesién de terminal. Si
hay varias depuraciones en proceso, el comando undebug all las detiene todas.

R1# uall

Se ha desactivado toda depuracidn posible

f. Revise los mensajes de depuracién que aparecieron en la pantalla de terminal del R1.

1) Examine el mensaje de solicitud de la PC-A que solicita informacién de red.

*Mar 5 16:42:39.775: IPv6 DHCP: Received SOLICIT from FE80::D428:7DE2:997C:B05A on
GigabitEthernet0/1

*Mar 5 16:42:39.775: IPv6 DHCP: detailed packet contents

*Mar 5 16:42:39.775: src FE80::D428:7DE2:997C:B05A (GigabitEthernet0/1)

*Mar 516:42:39.775: dst FF02::1:2

*Mar 5 16:42:39.775: type SOLICIT(1), xid 1039238

*Mar 5 16:42:39.775: option ELAPSED-TIME(8), len 2

*Mar 516:42:39.775: elapsed-time 6300

*Mar 5 16:42:39.775: option CLIENTID(1), len 14

2) Examine el mensaje de respuesta enviado a la PC-A con la informacién de red DHCP.
*Mar 5 16:42:39.779: IPv6 DHCP: Sending REPLY to FE80::D428:7DE2:997C:B0O5A on GigabitEthernet0/1
*Mar 5 16:42:39.779: IPv6 DHCP: detailed packet contents

*Mar 5 16:42:39.779: src FE80::1
*Mar 516:42:39.779: dst FE80::D428:7DE2:997C:BO5A (GigabitEthernet0/1)
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*Mar 516:42:39.779: type REPLY(7), xid 1039238

*Mar 5 16:42:39.779: option SERVERID(2), len 10

*Mar 516:42:39.779: 00030001FC994775C3EO0

*Mar 516:42:39.779: option CLIENTID(1), len 14

*Mar 5 16:42:39.779: 00010001
R1#17F6723D000C298D5444

*Mar 5 16:42:39.779: option IA-NA(3), len 40

*Mar 516:42:39.779: IAID 0xOE000C29, T1 43200, T2 69120
*Mar 5 16:42:39.779: option IAADDR(5), len 24

*Mar 5 16:42:39.779: IPv6 address 2001:DB8:ACAD:A:B55C:8519:8915:57CE
*Mar 5 16:42:39.779: preferred 86400, valid 172800

*Mar 5 16:42:39.779: option DNS-SERVERS(23), len 16

*Mar 5 16:42:39.779: 2001:DB8:ACAD:A::ABCD

*Mar 5 16:42:39.779: option DOMAIN-LIST(24), len 26

*Mar 5 16:42:39.779: ccna-StatefulDHCPv6.com

Paso 5: verificar DHCPv6 con estado en la PC-A.

a. Detenga la captura de Wireshark en la PC-A.

b. Expanda el mensaje RA mas reciente que se indica en Wireshark. Verifique que se haya establecido
el indicador Managed address configuration (Configuracion de direccién administrada).

Filter: Iip\rG.dst==Ff02::1 ﬂ Expression... Clear Apoly
No. |T|rr|e ISnurce IDesﬁnah’on |Prmncnl ILengﬂﬂ IInfn
36 54.582255 fe80::1 ffoz2::1 ICMPVE 118 Router Advertisement from fc:99:47:75:c3:el
265 215.309226 feB0::1 ffo2::1 ICMPVE 118 router Advertisement from fc:99:47:75:c3:el
425 373.272435 feB0::1 ffo2::1 ICMPVE 118 router Advertisement from fc:99:47:75:c3:el
553 554.893786 feB0::1 ffo2::1 ICMPVE 118 router Advertisement from fc:99:47:75:c3:el
664 730.139576 fe80::1 ffo2::1 ICMPVE 118 router Advertisement from fc:99:47:75:c3:el
775 922.720109 feB0::1 ffo2::1 ICMPVE 118 router Advertisement from fc:99:47:75:c3:el

B Frame 775: 118 bytes on wire (944 bits), 118 bytes captured (944 bits)

# Ethernet II, src: fc:99:47:75:c3:el (fc:99:47:75:c3:el), Dst: IPVEmMCcast 00:00:00:01 (33:33:00:00:00:01)
# Internet Protocol Version 6, Src: feB80::1 (feB80::1), Dst: ff02::1 (ffo2::1)
= Internet Control Message Protocal vé

Type: Router Advertisement (134)

Code: 0

Checksum: 0x2a82 [correct]

cur hop limit: &4

CLElans- OxcO

... ..., = Managed address configuration: set I

“I.. .... = OCHEr conriguracion: Sec

..0. ... = HOme Agent: Not set

..0 0... = prf (pefault Router Preference): Medium (0)
. .0.. = Proxy: Not set
. ..0. = Reserved: 0
rantar Tifardime (<% 1800
c. Cambie el filtro en Wireshark para ver solo los paquetes DHCPv6 escribiendo dhcpvé6 vy, a

continuacién, haga clic en Apply (Aplicar). Resalte la ultima respuesta DHCPv6 de la lista y expanda la
informacidon de DHCPv6. Examine la informacion de red DHCPv6 incluida en este paquete.
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Filter: Idhq:lvs ﬂ Expression... Clear Apply

Mo, I'I'lme ISource IDeshnaﬁon IProtocoI ILengﬂﬂ |Info |
250 443.078236 fe80::d428:7de2:997ff02::1:2 DHCPVE 146 solicit XID: Ox2b2aBe CID: 0001000117f6723d000C2!
267 475.083284 fe80::d428:7de2:997ff02::1:2 DHCPVE 146 solicit XID: Ox2b2aBe CID: 0001000117f6723d000cC2!
425 ©656.281211 fe80::d428:7de2:997 ff02::1:2 DHCPVE 146 Solicit XID: Oxc86c32 CID: 0001000117f6723d000c2!
429 656.282249 feg0::1 fe80::d428:7de2:997 DHCPVE 191 Advertise XID: Oxc86c32 CID: 0001000117f6723d000
460 ©57.292018 fe80::d428:7de2:997 ff02::1:2 DHCPVE 188 Request XID: 0xc86c32 CID: 0001000117f6723d000c2!
462 657.292638 fe80::1 fe80::d428:7de2 : 997 DHCPVE 191 Reply XID: Oxc86c32 CID: 0001000117f6723d000c298

E Ethernet II, 5rc: Tc:99:47:75:cd:el (Fc:89:47:75:c3:el), Dst: Vmware_be:6c:89 (00:50:56:be:o6c:E9)

F Internet Protocol Version 6, Src: Te80::1 (fe80::1), Dst: fe80::d428:7de2:997c:b05a (feB0::d428:7de2:997c:b05a)

F User Datagram Protocol, src Port: dhcpve-server (547), Dst Port: dhcpvée-client (546)

[ DHCPVE

Message type: Reply (7)
Transaction ID: Oxc86cC32
00030001 c994775c3e0
0001000117f6723d000c298d5444
Identity Association for Non-temporary Address

server Identifier:
Client Identifier:

option: Identity Association for Non-temporary Address (3)

Length: 40
value:
IAID: 0e000c29
T1: 43200
I2. 689120

0e000c290000a8c000010e000005001820010db8acad000a. . .

# IA Address:

2001:db8&:acad:a:b55c:8519:8915:57ce |

DNS recursive name

server

option: DNS recursive name server (23)

Length: 16
value:

DNS servers address:

20010db8acad000a000000000000abed
2001:db8&:acad:a: :abcd

Domatn Search LI1s5T

option: Domain Search List (24)

Length: 25
value:

DNS _Domain Search List

1363630e612d5374617465667 56c44484350763603636f6d. ..

Domain:

ccna-Stateful DHCPVE. com

Reflexion

1.

¢Qué método de direccionamiento IPv6 utiliza mas recursos de memoria en el router configurado como

servidor de DHCPv6: DHCPv6 sin estado o DHCPv6 con estado? éPor qué?

EL DHCPv6 utiliza mas recursos de memoria. Los clientes con DHCPv6 sin estado no utilizan servidor DHCP

para obtener informacién de direccidn con esto no es necesario almacenar.

2.

con estado?

¢Qué tipo de asignacion dinamica de direcciones IPv6 recomienda Cisco: DHCPv6 sin estado o DHCPv6

Cisco recomienda DCHPv6 sin estado para implementar redes IPV6.
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Addressing Table
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Device Interface IP Address Subnet Mask Default Gateway
FO/0 192.168.10.1 255.255.255.0 N/A
Fo/1 192.168.20.1 255.255.255.0 N/A
" E0/0/0 192.168.100.1 255.255.255.0 N/A
E0/1/0 192.168.200.1 255.255.255.0 N/A
File Server NIC 192.168.200.100 255.255.255.0 192.168.200.1
Web Server NIC 192.168.100.100 255.255.255.0 192.168.100.1
PCO NIC 192.168.20.3 255.255.255.0 192.168.20.1
PC1 NIC 192.168.20.4 255.255.255.0 192.168.20.1
PC2 NIC 192.168.10.3 255.255.255.0 192.168.10.1
Objectives

Part 1: Configure and Apply a Named Standard ACL

Part 2: Verify the ACL Implementation

Background / Scenario

The senior network administrator has tasked you to create a standard named ACL to prevent access to a file
server. All clients from one network and one specific workstation from a different network should be denied

access.

Part 1:

Step 1:

All three workstations should be able to ping both the Web Server and File Server.

Configure and Apply a Named Standard ACL

Verify connectivity before the ACL is configured and applied.
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& pCl

Physical | Config

Desktop Custom Interface

PCrping 1%
Pinging 1

t timed

m

Fpcz W

Physical | Config

Desktop Custom Interface

PBCrping 19

Pinging 1

m
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% pco - ENEIEIEN

Physical | Config | Desktop | Custom Interface

Command Prompt
PCrping -

Pinging 19Z.

m

Minirmum = Oms

PC>ping 192.

m

En este momento la hacer ping al servidor de archivos y al servidor web no existe conexion.

Step 2: Configure a named standard ACL.
Configure the following named ACL on R1.

R1(config)# ip access-list standard File_Server_Restrictions
R1(config-std-nacl)# permit host 192.168.20.4
R1(config-std-nacl)# deny any

Note: For scoring purposes, the ACL name is case-sensitive.
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Fr Ko | ) e

!

| Physical | Config | CLI |

I10S Command Line Interface

I¥IR OYCES UL NVEsDTs
32768E bytes of ATA CompactFlash (Read/Write)

Cisco IOS Socftware, 1841 Software (Cl841-IFBRSE-M), Version 12.3(14)T7, RELERSE
SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 15B86-200f by Cisco Systems, Inc.

Compiled Mon 15-May-0& 14:54 by pt_team

Press RBETUEN to get started!

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/0, changed state to
ug

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/1l, changed state to
ug

$LINEPROTO-5-UPDOHN: Line protocol on Interface Ethernetl/0/0, changed state to up
SLINEBROTO-5-UPDOWN: Line protocol on Interface Ethernet0/1/0, changed state to up
Rlrenable

Rlfconi ©
Enter configuration commands, one per line. End with CHNIL/Z.

m

Rl{config)f$ip access-list standard File_Server_ Restrictions
Bl ({config-std-nacl)#permit host 152_1658.20.4

Rl ({config-std-nacl) fdeny any

Rl (config-std-nacl) §

R1{config-std-nacl)

Step 3: Apply the named ACL.
a. Apply the ACL outbound on the interface Fast Ethernet 0/1.
R1(config-if)# ip access-group File_Server_Restrictions out

b. Save the configuration.

Rlgecont t

Enter configuration commands, cone per line. End with CNTL/Z.
Rl {config) #int £0/1

Rl {config-if) §ip acecess-group File Serwver Restriecticons cut
Bl {config-if) §do wr

Building configuration...

[OK]

Bl {config-if) §

B1i{config-is) g

m

1

Part 2: Verify the ACL Implementation

Step 1: Verify the ACL configuration and application to the interface.

Use the show access-lists command to verify the ACL configuration. Use the show run or show ip interface
fastethernet 0/1 command to verify that the ACL is applied correctly to the interface.

Rlgshow access-lists

Standard IP access list File_Serwver HRestrictions
10 permit host 192.168.Z0.4
20 deny any

z1g -

m

Copy ][ Paste
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Blf¢show ip interface fastethernet 071
FastEthernet0/1l is up, line protococl is up (connected)
Internet address is 192 _163_.200.1/24
Broadcast address is Z55_255_2Z55.255
Lddress determined by setup command
MTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled
Outgoing access list is File Serwver Restrictions
Inbound &access list is not set
Proxy ARP is enabled
Security level is default
Split horizon is enabled
ICHF redirects are always sent
ICHME unreachables are always sent
ICHMP mask replies are newver sent
IP fast switching is disabled
IP fast switching on the same interface is dissbled
IP Flow switching is disabled
IP Fast switching turko wector
IP multicast fast switching is disabled

m

IP multicast distributed fast switching is disabled I

Bouter Discowvery is disabled

--More-- R
Copy | | Paste |

IF ocutput packet accounting is disabled
IP access vioclation accounting is disabled
ICE/IP header compression is disabled
ETE/IP header compression is disszbled
Probe proxy name replies are disabled
Policy routing is disabled

Network address translation is disabled
BEE Policy Mapping is disabled

Input features: MCI Check

WCCE Redirect cutbound is disabled
WCCPE Redirect inbound is disskled

WCCE Redirect exclude is disskled

Step 2: Verify that the ACL is working properly.

All three workstations should be able to ping the Web Server, but only PC1 should be able to ping the File
Server.

& pc2 EIEEIEIRES

Physical Config Desktop Custom Interface

e = N e T 1 B =

Command Prompt

m

tisti
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Command Prompt

Approximate round tr zimes in mil
Minimim = Oms, Maximum = 1lms,

EC»ping 19 100

Pinging 13 00.100 with

& Peo e e
Physical Config Desktop Custom Interface
e —_— — (g1 —_—— '

m

& pcl

Physical | Config | Desktop | Custom Interface

Command Prompt
BCyping 13 -1a0

Pinging 13 100 with

Cumplimiento actividad

Activity Results

Congratulations Guest! You completed the activity.

Owerall Feedback Assessment Items Connectivity Tests

|E>cpand/CoIIa|:r5e All

=
Assessment Items Status
=1 Network
=l R1

- ACL
&" File_Server_Restric.. Correct

-1 Ports

—|- FastEthernet0/1

& Access-group Out Correct

Paoint

Time Elapsed: 01:41:59

Score : 100/100
Item Count 1 2/2

Component Items/Total Score
IPv4 Standard ACL Implementation 2/2 100/100
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8.3.3.6 Practica de laboratorio: configuracion de OSPFv3 basico de area tnica

Topologia




Tabla de direccionamiento

UNIVERSIDAD NACIONAL ABIERTAY A DISTANCIA

Gateway
Dispositivo Interfaz Direccion IPv6 predeterminado
2001:DB8:ACAD:A::1/64
R1 GO0/0 ] .
FE80::1 link-local No aplicable
2001:DB8:ACAD:12::1/64
S0/0/0 (DCE) ] .
FE80::1 link-local No aplicable
2001:DB8:ACAD:13::1/64
S0/0/1 ) .
FE80::1 link-local No aplicable
2001:DB8:ACAD:B::2/64
R2 G0/0 ] .
FE80::2 link-local No aplicable
2001:DB8:ACAD:12::2/64
S0/0/0 . .
FE80::2 link-local No aplicable
2001:DB8:ACAD:23::2/64
S0/0/1 (DCE) ] .
FE80::2 link-local No aplicable
2001:DB8:ACAD:C::3/64
R3 GO0/0 ] .
FE80::3 link-local No aplicable
2001:DB8:ACAD:13::3/64
S0/0/0 (DCE) ] .
FE80::3 link-local No aplicable
2001:DB8:ACAD:23::3/64
S0/0/1 . .
FE80::3 link-local No aplicable
PC-A NIC 2001:DB8:ACAD:A::A/64 FE80::1
PC-B NIC 2001:DB8:ACAD:B::B/64 FE80::2
PC-C NIC 2001:DB8:ACAD:C::C/64 FE80::3
Objetivos

Parte 1: armar la red y configurar los parametros basicos de los dispositivos

Parte 2: configurar y verificar el routing OSPFv3

Parte 3: configurar interfaces pasivas OSPFv3

Informacién basica/situacion

El protocolo OSPF (Open Shortest Path First) es un protocolo de routing de estado de enlace para las redes

IP. Se definiéd OSPFv2 para redes IPv4, y OSPFv3 para redes IPv6.
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En esta practica de laboratorio, configurara la topologia de la red con routing OSPFv3, asignara ID de router,
configurara interfaces pasivas y utilizara varios comandos de CLI para ver y verificar la informacién de
routing OSPFv3.

Nota: los routers que se utilizan en las practicas de laboratorio de CCNA son routers de servicios integrados
(ISR) Cisco 1941 con IOS de Cisco versidn 15.2(4)M3 (imagen universalk9). Pueden utilizarse otros routers

y otras versiones del I0S de Cisco. Segun el modelo y la versién de I0S de Cisco, los comandos disponibles y
los resultados que se obtienen pueden diferir de los que se muestran en las practicas de laboratorio.
Consulte la tabla Resumen de interfaces del router que se encuentra al final de esta practica de laboratorio
para obtener los identificadores de interfaz correctos.

Nota: asegurese de que los routers se hayan borrado y no tengan configuraciones de inicio. Si no esta
seguro, consulte con el instructor.

Recursos necesarios

° 3 routers (Cisco 1941 con I0S de Cisco version 15.2(4)M3, imagen universal o similar)

° 3 computadoras (Windows 7, Vista o XP con un programa de emulacion de terminal, como Tera
Term)

° Cables de consola para configurar los dispositivos con 10S de Cisco mediante los puertos de consola
. Cables Ethernet y seriales, como se muestra en la topologia

Parte 8: armar la red y configurar los parametros basicos de los dispositivos

En la parte 1, establecera la topologia de la red y configurara los parametros basicos en los equipos host
y los routers.

Paso 1: realizar el cableado de red tal como se muestra en la topologia.
Paso 2: inicializar y volver a cargar los routers segtin sea necesario.

Paso 3: configurar los parametros basicos para cada router.

a. Desactive la busqueda del DNS.

b. Configure el nombre del dispositivo como se muestra en la topologia.

C. Asigne class como la contrasefia del modo EXEC privilegiado.

d. Asigne cisco como la contrasefia de vty.

e. Configure un mensaje MOTD para advertir a los usuarios que se prohibe el acceso no autorizado.
f. Configure logging synchronous para la linea de consola.

g. Cifre las contrasefias de texto no cifrado.

h. Configure las direcciones link-local y de unidifusidn IPv6 que se indican en la tabla de

direccionamiento para todas las interfaces.

i. Habilite el routing de unidifusidn IPv6 en cada router.
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Copie la configuracidn en ejecucion en la configuracion de inicio

| Physical | Config | CLI |

I10S Command Line Interface

I |=izen

[ | Rlgconf ©

Enter configuration commands,
RL{
Bl (config) fenable secret class
Rl iconfig) #line console 0

Rl {config-line) §password cisco
Rl {config-line) #login

Bl {config-line)#line wty O §

Rl {config-line) §passsword cisco

cne per line.

niig)#nc ip domain-lockup

% Invalid input detected at "'~' marker.

Rl {config-line) §password cisco

Bl (config-line) #login

Rl {config-line) #logging synchronous

Rl {config-line) §banner motd "Esta prohibido el accesc no
Rl {config) §service password-encryption

Rl {config) §ipvé unicast-routing

Rl {config) §int gl/0

Rl {config-if) #ipve addess Z001:DBE:ACAD:R::1/64

% Invalid input detected at '~' marker.
Rl {config-if) ipvé address
Rl {config-if) $ipve address
[ Rl (config-if) fexit

Rl i{config) §int s0/0/0

[ Rl {config-if) #ipvé address
Bl {config-if) §ipve address
Bl {config-if) #nc shutdown

Z001:DBS:-ACAD:-A--1/64
FEB0:-:-1 link-local

Z001:DBB:RCAD:1Z::1/84
FE20::1 link-local

End with CNTIL/Z.

autorizado.™

rQR2

R — m—— e e

| Physical | Config T—CLI

10S Command Line Interface

RZfconf t
Enter configuration commands, one per line.
RZ (config) #no ip domain-lookup

RZ (config) #ensble secret class

RZ (config) #line console 0

RZ (config-line) §password cisco

RZ {config-line) #login

RZ (config-line)#line vty 0 5

RZ (config-line) §password cisco

RZ {config-line) #login

RZ ({config-line) #logging synchronous

RZ ({config-line) §b r motd

RZ (config) §service password-encrypticn

RZ (config) #ipvé unicast-routing

RZ (config) #int g0/0

RZ{config-if) #ipwé address Z001:DBE:ACAD:B::Z/64
RZ (config-if)§ipvé address FEB0::2 link-local
B2 (config-if) #nc shutdown

22 (config-if)§

$LINE-5-CHANGED: Interface GigabitEthernet0/0,

End with CNTL/Z.

"Prohibido el acceso no autorizado.™

changed state to up

5 SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,

ch d state

to up

RZ {config-if) fexit

RZ {config) #int s0/0/0

RZ (config-if) §ipvE address
RZ (config-if) §ipvé address
B2 (config-if) #nc shutdown

Z001:DBE:ACAD:1Z::2/64
FEB0::2 link-local

RZ (config-if) §

SLINE-5-CHRNGED: Interface Serial0d/0/0, changed state to up
RZ (config-if)§ipvé address FEB0::2 link-local i
ST TNEDDATA_C_TIDNNEN- Tin 1 on Torawrs rizl0inin  coh A grorg v oan

m

Copy Paste
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Paso 4: configurar los equipos host.

A | ——— ) |~ % )

Physical Config Desktop Custom Interface

IP Configuration
IP Configuration
DHCP @ Static
IP Address

Subnet Mask
Default Gateway

DNS Server

m

IPv& Configuration
DHCP Auto Config @ Static

IPve Address 2001:DBS8:ACAD:B::B [ 64
Link Local Address  FES0::290:2BFF:FE75: S5EOE =
IPV6 Gateway FES0::2

Paso 5: Probar la conectividad.

Los routers deben poder hacerse ping entre si, y cada computadora debe poder hacer ping a su gateway
predeterminado. Las computadoras no pueden hacer ping a otras computadoras hasta que no se haya
configurado el routing OSPFv3. Verifique y resuelva los problemas, si es necesario.

& pc-s k= o ]

Physical | Config | Desktop | Custom Interface

e ] [l | | ) T W | =

Command Prompt

er PC Command Line 1.0

m

0% loss),

Minimim = Oms, Maximim = f E W 3ms

Parte 9: configurar el routing OSPFv3

En la parte 2, configurara el routing OSPFv3 en todos los routers de la red y, luego, verificara que las tablas
de routing se hayan actualizado correctamente.
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Paso 1: asignar ID a los routers.

OSPFv3 sigue utilizando una direccién de 32 bits para la ID del router. Debido a que no hay direcciones IPv4
configuradas en los routers, asigne manualmente la ID del router mediante el comando router-id.

a. Emita el comando ipv6 router ospf para iniciar un proceso OSPFv3 en el router.

R1(config)# ipv6 router ospf 1

Nota: la ID del proceso OSPF se mantiene localmente y no tiene sentido para los otros routers de la red.
b. Asigne la ID de router OSPFv3 1.1.1.1 al R1.

R1(config-rtr)# router-id 1.1.1.1

c. Inicie el proceso de routing de OSPFv3 y asigne la ID de router 2.2.2.2 al R2 y la ID de router 3.3.3.3
al R3.

d. Emita el comando show ipv6 ospf para verificar las ID de router de todos los routers.

R2# show ipv6 ospf

Routing Process "ospfv3 1" with ID 2.2.2.2

Event-log enabled, Maximum number of events: 1000, Mode: cyclic

Router is not originating router-LSAs with maximum metric

<Output Omitted>

T&n k=] ol E e

|| Physical | Config | CLI |

I I0S Command Line Interface

e CONCIgUCSCION OO,  ONE DEL IIfe. =0 WICIH CINILT =

Rl {config) §ipvE router ospf 1

®05PFv3-4-NORTRID: OSPFv3 process 1 could not pick & router-id, please configure
manually

Bl (config-rtr) #router-id 1.1.1.1

Bl (config-rtr) §show ipvé ospf

F -

% Invalid input detected at '~' marker.
Rl {config-rtr) #show ipveé ospfl
% Invalid input detected at '~' marker.

Bl (config-rtr) fexit

Rl (config) #exit

Rl

L %5Y¥Y5-5-CONFIG I: Configured from comscle by conscle

Rlfshow ipvé ospf

Routing Process "ospfv3 1" with ID 1.1.1.1

L SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSZ interval 5 secs. Minimum LS2 arrival 1 secs

L5: group pacing timer Z40 secs

3 Interface flood pacing timer 33 msecs

Betransmission pacing timer &€ msecs

Humber of extermal LSAZ 0. Checksum Sum O0x000000

Humber of areas in this router is 0. 0 normal 0 stub 0 nssa
Reference bandwidth unit is 100 mbps

m
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Physical | Config | CLI

I0S Command Line Interface

RZren
Password:
RBZgipve router ospf 1

% Invalid input detected at """ marker.

RZfconf ©

Enter configuration commands, one per line. End with CNTL/Z.

RZ {config) #ipvE router ospf 1

%05PFwv3-4-HORTRID: O5FFv3 process 1 could not pick & router-id,please configure
manually

BZ (config-rtr) §router-id Z2_.2_.Z_.2

BZ {config-rtr) fexit

RZ (config) fexit

RZ§

%5YS5-5-CONFIG_I: Configured from conscle by conscle

Rifghow ipwvé ospf

Bouting Process "ogspfivd 1" with ID Z2.Z2.2.2

SPF schedule delay 5 secs, Hold time between two SPF3 10 secs
Minimum LSA interwval 5 secs. Minimum LSA arriwval 1 secs

L5A group pacing timer 240 secs

Interface flood pacing timer 33 msecs

Betransmission pacing timer €& msecs

Number of extermal LSA 0. Checksum Sum 0x000000

Humber of areas in this router is 0. 0 normsl O stub O nssa
Reference bandwidth unit is 100 mbps

m

Physical

I0S Command Line Interface

User Reccess Verifiecation
Password:

Raren

Password:

R3gcont t

Enter configuration commands, one per line. End with CHNTL/Z.
B3 {config) #ipveé router ospf 1

20SPFv3—-4-NORTRID: QOSPFvE process 1 could not pick a2 router-id,please configure
manually

B2 {config-rtr) frouter-id 3.2.3.3

R3{config-rtr) fexit

B3 (config) fexit

R3g

%5Y5-5-CONFIE_I: Configured from conscle by conscle

B3g&show ipv&t ospf

Routing Process "ospfvi 1" with ID 2.3.3.3

SEF schedule delay 5 secs, Hold time between two 5EFs 10 secs
Minimum LS interval 5 secs. Minimum LSA arrival 1 secs

LS4 group pacing timer 240 secs

Interface flood pacing timer 33 msecs

Betransmission pacing timer &6 msecs

Number of external LSA 0. Checksum Sum 0:x000000

Number of areas in this router is 0. 0 normal 0 stub 0 nssa
Beference bandwidth unit is 100 mbps

m

Paso 2: configurar OSPFv6 en el R1.

Con IPv6, es comun tener varias direcciones IPv6 configuradas en una interfaz. La instruccién network se
elimind en OSPFv3. En cambio, el routing OSPFv3 se habilita en el nivel de la interfaz.
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a. Emita el comando ipv6 ospf 1 area 0 para cada interfaz en el R1 que participara en el routing
OSPFv3.

R1(config)# interface g0/0

R1(config-if)# ipv6 ospf 1 area 0

R1(config-if)# interface s0/0/0

R1(config-if)# ipv6 ospf 1 area 0

R1(config-if)# interface s0/0/1

R1(config-if)# ipv6 ospf 1 area 0

Nota: |la ID del proceso debe coincidir con la ID del proceso que usé en el paso 1a.

1 — ——

| Physical | Config | CLI |

105 Command Line Interface

TTErECTESS TEr I IS T IO
Pagsword:

Rlwen

| Pagsword:

RBlgconf t

Enter configurzstion commands, one per line. End with CHIL/Z.
Bl {config) #int gl/0

Rl {config-if) §ipwe oapf 1 area 0

Rl {config-if) §interface s0/0/0

RBliconfig-if)§ipve ospi 1 area 0

Bliconfig-if) #interface s0/0/1

Rl {config-if) §ipwe ospf 1 area 0

Rl {config-if) end

R

%5¥5-5-CONFIG I: Configured from console by console

RlE¢show ipwe protocols
IPve RBouting Protocol is "connected"
Ibve Routing Frotocol is "HD"
IPve Routing Protocol is "ospf 1™
Interfaces [(RArea 0)
EigabitEthernetd/ 0
Serizld/s0/0
Serizl0/0/1
Redistribution:
None

n1g

b. Asigne las interfaces en el R2 y el R3 al area 0 de OSPFv3. Al agregar las interfaces al area 0, deberia
ver mensajes de adyacencia de vecino.

R1#

*Mar 19 22:14:43.251: %OSPFv3-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Serial0/0/0 from LOADING to FULL,
Loading Done

R1#

*Mar 19 22:14:46.763: %OSPFv3-5-ADJCHG: Process 1, Nbr 3.3.3.3 on Serial0/0/1 from LOADING to FULL,
Loading Done
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-fnz =) =] B et

| Physical | Config | CLI |

I10S Command Line Interface

Password: -
RZgconf t

Enter configuration commands, one per line. End with CHNTL/Z.

RZ{ fig)#interface g0/0

Rz fig-if) §)§ ipvé ospf 1 area 0

% Invalid input detected at '~' marker.

RZ (config-ifl#) #ipvé ospf 1 area 0

% Invalid input detected at '~' marker.

RZ{config-if) §ipve ospf 1 area 0

RZ{ flginterface s0/0/0

RE( gipve ospf 1 area 0

RZ{ g-if)§

18:49:06: %0S5PFw3-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/0 from LOARDING to
FULL, Loading Done

RZ{
Rz
RZ{
RZE
%SY¥YS-5-CONFIG I: Configured from conscle by conscle

if)ginterface s0/0/1
#ipve ospf 1 area 0
f#end

RZE =
18:51:34: %05PFv3-5-ADJCHE: Process 1, Nbr 3.3.3.3 on Serialls0/1 from LOARDING to 35
FULL, Loading Done
|

(@ ra F=Y =R )

| Physical | Config | CLI |

I10S Command Line Interface

Password:

R3r»class
Translating "class™
% Unknown command or computer name, or unable to find computer address

Ri¥ren

Password:

R3gconf ©

Enter configuration commands, one per line. End with CNIL/Z.
B3 {config) #interface g0/0

B3 (config-if) §ipvé ospf 1 area 0

B3 (config-if) ginterface 307070

B3 (config-if) §ipvé ospf 1 area 0

B3 (config-if) #interface s50/0/1

B3 (config-if) §

18:51:13: %05PFw3-5-ADJCHE: Process 1, Nbr 1.1.1.1 on Serizl0/0/0 from LOADING to
FULL, Loading Done

B3 (config-if) #ipvé ospf 1 area 0

B3 (config-if)

18:51:2&: %0S5PFv3-5-ADJCHG: Process 1, WNbr 2_.Z.2.2 on Seriald/0/1 from LOARDING to
FULL, Loading Done

end

R3E

%SYS-5-CONFIG I: Configured from conscle by conscle

m

Paso 3: verificar vecinos de OSPFv3.

Emita el comando show ipv6 ospf neighbor para verificar que el router haya formado una adyacencia con
los routers vecinos. Si no se muestra la ID del router vecino o este no se muestra en el estado FULL, los dos
routers no formaron una adyacencia OSPF.

R1# show ipv6 ospf neighbor

OSPFv3 Router with ID (1.1.1.1) (Process ID 1)



UNIVERSIDAD NACIONAL ABIERTAY A DISTANCIA

Neighbor ID Pri State Dead Time Interface ID Interface
3.3.33 0 FULL/ - 00:00:39 6 Serial0/0/1
2.2.2.2 0 FULL/ - 00:00:36 6 Serial0/0/0

i )
| Physical | Config | CLI

I10S Command Line Interface

=IT
Rlgshow ipwé ospf ?
<1-85535> Process ID number
border-routers Border and Boundary Router Information

database Datazbase summsary
interface Interface information
neighbor Neighbor list
virtual-links Virtual link information
<cr»
I Rlf#show ipvé ospf neighbor I
Rl
Rl
Rl
Rl

18:459:31: %05PFv3-5-ADJCHG: Process 1, Nbr 2.2_.Z2.Z on Serisl0/s0/0 from LOADING to
FULL, Loading Done

18:51:45: %05PFv3-5-ADJCHG: Process 1, Nbr 3.3.3.3 on Serisl0s0/1 from LOADING to
FULL, Loading Done

Rlgcop r s

Destination filename [startup-configl?
Building configuration...

[OK]

Rlgshow ipvé ospf neighbor

Neighbor ID Bri State Dead Time Interface ID Interface =
2.z.2.2 a FULL/ - 00:00:31 5 Seri=l0/0/0

3.3.3.3 a FULL/ - 00:00:35 5 Seri=l0/0/1 —
nig <

Paso 4: verificar la configuracion del protocolo OSPFv3.

El comando show ipv6 protocols es una manera rapida de verificar informaciéon fundamental de
configuracién de OSPFv3, incluidas la ID del proceso OSPF, la ID del router y las interfaces habilitadas para
OSPFv3.
R1# show ipv6 protocols
IPv6 Routing Protocol is "connected"
IPv6 Routing Protocol is "ND"
IPv6 Routing Protocol is "ospf 1"
Router 1D 1.1.1.1
Number of areas: 1 normal, O stub, O nssa
Interfaces (Area 0):
Serial0/0/1
Serial0/0/0
GigabitEthernet0/0
Redistribution:

None
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20
| Physical | Config | CLI

I0S Comn

TIT
R1g

R1g

18:45:31: %05PFvw3-5-ADJCHG: Process 1
FULL, Loading Done

18:51:45: %0SPFvw3-5-ADJCHG: Process 1
FULL, Loading Done

Rlfcop £ =

Destination filemame [startup-config]
Building configuration.._.

[OK]

Rlgshow ipve ospf neighbor

Neighkor ID Pri State
Z.Z.2.2 [u] FULLS -
3.3.3.3 [u] FULLS -
Rlfshow ipve protocols
IPve Routing Protocol is "connected"™
IPwe Routing Protocol is "ND™
IPve Routing Protocol is "ospf 1"
Interfaces (&rea 0)
GigabitEthernetd/0
Serial0/0/0
Serial0d/0/1
Redistribution:
None

Paso 5: verificar las interfaces OSPFv3.

a. Emita el comando show ipv6 ospf interface para mostrar una lista detallada de cada interfaz
habilitada para OSPF.
R1# show ipv6 ospf interface
Serial0/0/1 is up, line protocol is up
Link Local Address FE80::1, Interface ID 7
Area O, Process ID 1, Instance ID O, Router ID 1.1.1.1
Network Type POINT_TO_POINT, Cost: 64
Transmit Delay is 1 sec, State POINT_TO_POINT
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05
Graceful restart helper support enabled
Index 1/3/3, flood queue length 0
Next 0x0(0)/0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 3.3.3.3
Suppress hello for 0 neighbor(s)
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Serial0/0/0 is up, line protocol is up

Link Local Address FE80::1, Interface ID 6

Area O, Process ID 1, Instance ID O, Router ID 1.1.1.1

Network Type POINT_TO_POINT, Cost: 64

Transmit Delay is 1 sec, State POINT_TO_POINT

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:00

Graceful restart helper support enabled

Index 1/2/2, flood queue length 0

Next 0x0(0)/0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 2

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 2.2.2.2

Suppress hello for 0 neighbor(s)

GigabitEthernet0/0 is up, line protocol is up

Link Local Address FE80::1, Interface ID 3

Area O, Process ID 1, Instance ID O, Router ID 1.1.1.1

Network Type BROADCAST, Cost: 1

Transmit Delay is 1 sec, State DR, Priority 1

Designated Router (ID) 1.1.1.1, local address FE80::1

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:03

Graceful restart helper support enabled

Index 1/1/1, flood queue length 0

Next 0x0(0)/0x0(0)/0x0(0)

Last flood scan length is 0, maximum is O

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)
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Physical | Config | CLI

10S Command Line Interface
TINE COCSL EOUIESS FEoU--I, INCELL=CE ID T
Zrea 0, Process ID 1, Instance ID 0, Router ID 1.1.1.1
Network Type POINT-TO-POINT, Cost: €4
Transmit Delay is 1 sec, State BOINI-TO-POINT,
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:04
Index Z/Z, flood gqueue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximim is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1

2djacent with neighbor 2_.2_.2_.Z

Suppress helle for 0 neighbor(s)
Serislds0/1 is up, line protocol is up
Link Local Address FEB0::1, Interface ID &
Area 0, Process ID 1, Instance ID 0, Router ID 1.1.1.1
Network Type POINT-TO-POINT, Cost: €4
Transmit Delay is 1 sec, State BOINT-TO-BOINT,
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:0%
Index 373, flood queue length 0
Wext O0x0{0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor 3.3.3.3
Suppress hello for 0 neighboris)
2R E
Rl

m

b. Para mostrar un resumen de las interfaces con OSPFv3 habilitado, emita el comando show ipv6 ospf
interface brief.

R1# show ipv6 ospf interface brief

Interface PID Area Intf ID Cost State Nbrs F/C
Se0/0/1 1 O 7 64 P2P 1/1

Se0/0/0 1 O 6 64 P2P 1/1

Gio/0 1 0 3 1 DR 0/0

% Invalid input detected at '"' marker.

Paso 6: verificar la tabla de routing IPv6.

Emita el comando show ipv6 route para verificar que todas las redes aparezcan en la tabla de routing.

R2# show ipv6 route

IPv6 Routing Table - default - 10 entries

Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B-BGP,R-RIP,11-ISISL1,12-1SIS L2
IA - ISIS interarea, IS - ISIS summary, D - EIGRP, EX - EIGRP external
ND - ND Default, NDp - ND Prefix, DCE - Destination, NDr - Redirect
O - OSPF Intra, Ol - OSPF Inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2

O 2001:DB8:ACAD:A::/64 [110/65]

via FE80::1, Serial0/0/0
C 2001:DB8:ACAD:B::/64 [0/0]
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via GigabitEthernet0/0, directly connected
L 2001:DB8:ACAD:B::2/128 [0/0]
via GigabitEthernet0/0, receive
O 2001:DB8:ACAD:C::/64 [110/65]
via FE80::3, Serial0/0/1
C 2001:DB8:ACAD:12::/64 [0/0]
via Serial0/0/0, directly connected
L 2001:DB8:ACAD:12::2/128 [0/0]
via Serial0/0/0, receive
O 2001:DB8:ACAD:13::/64 [110/128]
via FE80::3, Serial0/0/1
via FE80::1, Serial0/0/0
C 2001:DB8:ACAD:23::/64 [0/0]
via Serial0/0/1, directly connected
L 2001:DB8:ACAD:23::2/128 [0/0]
via Serial0/0/1, receive
L FF00::/8 [0/0]
via NullO, receive

b 2| i

| Physical | Config | CLI

105 Command Line Interface

TETT=T TETT=T
<crr
Rl§show ipvé ocspf interface brief

% Inmwvalid input detected at '~'" marker.

Rl§show ipwvé route
IPve Fouting Takle - 10 entries
Codes: C - Connected, L - Loczl, 5 - Static, B - RIP, B - BEP
U - Per—user Static route, M - MIPvé
Il - ISIs L1, Iz - ISIS L&, IR — ISIS interarea, IS5 - IS5IS5 summary
0 - OSEF intra, OI - OSEF inter, OEl - OSPF ext 1, OEZ - O5PF ext 2
ON1 - OQOSPF NS5A ext 1, ONZ - OS5SPF NS5R ext 2
D - EIGRP, EX — EIGRP externzl
c Z001:DBE:-ACAD:-A::/ 64 [0/0]
wia BigabitEthernetd /0, directly connected
L Z001:DBE:ACRD:R::1/128 [0/0]
via GigsbitEthernetld/ 0, receive
o Z001:DBB:ACAD:-B::/64 [110/65]
wia FEBO::Z, Seri=zl0/0/0, receiwve
o] Z001:DB&:-ACAD:C::/64 [110/65]
via FEBO0::3, Seri=l0/0/1, receive
c Z001:DEB:-ACAD:-1Z::/84 [0/0]
via Seriald/0/0, directly connected
L Z001:DBE:ACAD:-12::1/128 [0/0]
via Seriald/0/0, receiwve
c Z001:DBB:-ACAD:-13::/64 [0/0]
viz Serizl0/0/1l, directly connected
L Z001:DBE:-ACAD:-13::1/128 [0/0] | =
——Hcre——|

m

¢Qué comando utilizaria para ver solamente las rutas OSPF en la tabla de routing?

show ip ospf neighbor
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Paso 7: Verificar la conectividad de extremo a extremo.

Se deberia poder hacer ping entre todas las computadoras de la topologia. Verifique y resuelva los
problemas, si es necesario.

Nota: puede ser necesario desactivar el firewall de las computadoras para hacer ping entre ellas.

@ pcA (=) (=] 6 e

Physical | Config | Desktop | Custom Interface

Command Prompt
BCrping

Pinging Z0

m

Ims, Maximum

Minimum = 1ms, Maximum

4 M 3
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fﬁfﬂpc-s =R

Physical | Config | Desktop | Custom Interface

m

BCxping
Pinging 3:C::C with 32 bytes of data:

byt

& pCC [P e s

Physical | Config | Desktop | Custom Interface

Command Prompt

m

Minimuim = lms, Maximim = Tms,

BCrping 2

Minimum = lms, Maximm = Zms

Parte 10:  configurar las interfaces pasivas de OSPFv3

El comando passive-interface evita que se envien actualizaciones de routing a través de la interfaz de router
especificada. Esto se hace comlnmente para reducir el trafico en las redes LAN, ya que no necesitan recibir
comunicaciones de protocolo de routing dindmico. En la parte 3, utilizara el comando passive-interface para
configurar una Unica interfaz como pasiva. También configurara OSPFv3 para que todas las interfaces del
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router sean pasivas de manera predeterminada vy, luego, habilitara anuncios de routing OSPF en interfaces
seleccionadas.

Paso 1: configurar una interfaz pasiva.

a. Emita el comando show ipv6 ospf interface g0/0 en el R1. Observe el temporizador que indica
cuando se espera el siguiente paquete de saludo. Los paquetes de saludo se envian cada 10 segundos y se
utilizan entre los routers OSPF para verificar que sus vecinos estén activos.
R1# show ipv6 ospf interface g0/0
GigabitEthernet0/0 is up, line protocol is up

Link Local Address FE80::1, Interface ID 3

Area O, Process ID 1, Instance ID O, Router ID 1.1.1.1

Network Type BROADCAST, Cost: 1

Transmit Delay is 1 sec, State DR, Priority 1

Designated Router (ID) 1.1.1.1, local address FE80::1

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

Hello due in 00:00:05

Graceful restart helper support enabled

Index 1/1/1, flood queue length 0

Next 0x0(0)/0x0(0)/0x0(0)

Last flood scan length is 0, maximum is O

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)
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T e — | [
| Physical | Config | CLI

105 Command Line Interface

Esta prohibido el accesc no autorizado.
User Access Verificatiom
Password:

Rlyclass
Translating "class™
% Unknown command or computer names, or unable to find computer address

Rlren
Password:
Rl#show ipwé ospf interface gl/s0
GFigebkitEthernet0/0 is up, line protocol is up
Link Local Rddress FEB0::1, Interface ID 1
Zrea 0, Process ID 1, Instance ID 0, Router ID 1.1.1.1
Network Type BROARDCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 1.1.1.1, local address FEB0::l
No backup designated router on this mnetwork
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:03
Index 171, flood gueue length 0O
Hext 0x0(0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximim is 0 msec
Heighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
R1g -

m

b. Emita el comando passive-interface para cambiar la interfaz GO/0 en el R1 a pasiva.

R1(config)# ipv6 router ospf 1
R1(config-rtr)# passive-interface g0/0
c. Vuelva a emitir el comando show ipv6 ospf interface g0/0 para verificar que la interfaz GO/0 ahora
sea pasiva.
R1# show ipv6 ospf interface g0/0
GigabitEthernet0/0 is up, line protocol is up
Link Local Address FE80::1, Interface ID 3
Area O, Process ID 1, Instance ID O, Router ID 1.1.1.1
Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State WAITING, Priority 1
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)
Wait time before Designated router selection 00:00:34
Graceful restart helper support enabled
Index 1/1/1, flood queue length 0
Next 0x0(0)/0x0(0)/0x0(0)
Last flood scan length is 0, maximum is O
Last flood scan time is 0 msec, maximum is 0 msec
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Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)

R T

Physical | Config | CLI

105 Command Line Interface
TUPPTETT NEIID IO T e IgITTT TS
Rlgconf t
Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) §ipvé router ospf 1
Bl (config-rtr) fpassive-interface gl/s0
Rl i{config-rtr)§show ipvé ospf interface gl/0

% Inwvalid input detected at '~' marker.

Rl {config-rtr) fend
Rl
%SY¥YS-5-CONFIG I: Configured from conscle by conscle

Rlgshow ipve ospf interface gl/0
GigabitEthernet0/0 is up, line protocol is up

Link Local ARddress FE80::1, Interface ID 1

Area 0, Process ID 1, Instance ID O, Router ID 1.1.1.1

Network Type BROARDCAST, Cost: 1

Transmit Delay is 1 sec, State WAITING, Priority 1

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

No Hellos (Passive interface)

Index 1/1, flood gqueue length 0

Wext O0x0{0)/0x0{0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 0, ARdjacent neighbor count is 0

Suppress hello for 0 neighboris) | 4
R1g -

m

d. Emita el comando show ipv6 route ospf en el R2 y el R3 para verificar que todavia haya disponible
una ruta a la red 2001:DB8:ACAD:A::/64.
R2# show ipv6 route ospf
IPv6 Routing Table - default - 10 entries
Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B-BGP,R-RIP,11-ISISL1,12-ISISL2
IA - ISIS interarea, IS - ISIS summary, D - EIGRP, EX - EIGRP external
ND - ND Default, NDp - ND Prefix, DCE - Destination, NDr - Redirect
O - OSPF Intra, Ol - OSPF Inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
O 2001:DB8:ACAD:A::/64 [110/65]
via FE80::1, Serial0/0/0
O 2001:DB8:ACAD:C::/64 [110/65]
via FE80::3, Serial0/0/1
O 2001:DB8:ACAD:13::/64 [110/128]
via FE80::3, Serial0/0/1
via FE80::1, Serial0/0/0



U feod’ UNIVERSIDAD NACIONAL ABIERTAY A DISTANCIA

R ————————————— = |

Physical | Config | CLI

I10S Command Line Interface

Prohibido el acceso no autorizado.
User Access Verification
Password:

R2rclass
Translsting "class™
% Unknown command or computer name, or unsble to find computer address

RZren
Password:
Rifshow ipvé route osps
IPvE Routing Table — 10 entries
Codes: C - Connected, L - Local, 5 - Static, R - RIF, B - BGP
U - Per-user Static route, M - MIDvE
Il - IsSIs L1, Iz - IsSIS Lz, IA - ISIS interarea, IS - ISIS summary
© - OSPF intra, OI - OS5FF inter, OEl - OSPF ext 1, OEZ - O5FF ext Z
ON1 - OSPF NSSE ext 1, ONZ - OSPF NSSR ext 2
D - EIGRP, EX - EIGRD externzal
o 2001:DBB:-RACAD-A-:/64 [110/%65]
wvia FEB0::1, Serial0/0/0
o Z001:DBE:ACAD:C::/&4 [110/85]

I wia FEBO0::3, Serizl0/0/1 I
o Z2001:DBE:RACAD:13::/64 [110/128]
wia FEBO:-:1, Serial0/0/0
wiz FEBO::3, Serizl0/0/1
nzé -

m

Paso 2: establecer la interfaz pasiva como la interfaz predeterminada en el router.

a. Emita el comando passive-interface default en el R2 para establecer todas las interfaces OSPFv3
como pasivas de manera predeterminada.

R2(config)# ipv6 router ospf 1
R2(config-rtr)# passive-interface default

b. Emita el comando show ipv6 ospf neighbor en el R1. Una vez que el temporizador de tiempo
muerto caduca, el R2 ya no se muestra como un vecino OSPF.

R1# show ipv6 ospf neighbor

OSPFv3 Router with ID (1.1.1.1) (Process ID 1)

Neighbor ID  Pri State Dead Time Interface ID Interface
3.333 0 FULL/ - 00:00:37 6 Serial0/0/1
Rlgshow ipve ospf neighbor
Neighbor ID Pri State Dead Time Interface ID Interface 3
3.3.3.3 a FULLS - 00:00:3¢ 5 Seriald/s0s1
nigl -

[ rame 1 [ pacta |
c. En el R2, emita el comando show ipv6 ospf interface s0/0/0 para ver el estado OSPF de la interfaz
S0/0/0.
R2# show ipv6 ospf interface s0/0/0
Serial0/0/0 is up, line protocol is up
Link Local Address FE80::2, Interface ID 6
Area O, Process ID 1, Instance ID O, Router ID 2.2.2.2
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Network Type POINT_TO_POINT, Cost: 64

Transmit Delay is 1 sec, State POINT_TO_POINT

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)

Graceful restart helper support enabled

Index 1/2/2, flood queue length 0

Next 0x0(0)/0x0(0)/0x0(0)

Last flood scan length is 2, maximum is 3

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

BZgshow ipwe ospf neighbor
BZgshow ipwe ospf interface s30/0/0
Seriald/0/0 is up, line protocol is up
Link Local Address FE80::2, Interface ID 5
Ares 0, Process ID 1, Instance ID 0, Router ID 2.2.Z.Z2
Wetwork Type BOINI-TO-BOINT, Cost: &4
Transmit Delay is 1 sec, State BOINTI-TO-POINT,
Timer intervals configured, Helleo 10, Dead 40, Wait 40, Betransmit 5
No Hellos (Passzive interface)
Index Z/2, flood gueue length 0
Next 0x0({0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximim is 0 msec
Spppress hello for 0 neighboris)

d. Si todas las interfaces OSPFv3 en el R2 son pasivas, no se anuncia ninguna informacidn de routing. Si
este es el caso, el R1y el R3 ya no deberian tener una ruta a la red 2001:DB8:ACAD:B::/64. Esto se puede
verificar mediante el comando show ipv6 route.

e. Ejecute el comando no passive-interface para cambiar SO/0/1 en el R2 a fin de que envie y reciba
actualizaciones de routing OSPFv3. Después de introducir este comando, aparece un mensaje informativo
que explica que se establecié una adyacencia de vecino con el R3.

R2(config)# ipv6 router ospf 1
R2(config-rtr)# no passive-interface s0/0/1

*Apr 8 19:21:57.939: %0OSPFv3-5-ADJCHG: Process 1, Nbr 3.3.3.3 on Serial0/0/1 from LOADING to FULL,
Loading Done

f. Vuelva a emitir los comandos show ipv6 route y show ipv6 ospf neighbor en el R1y el R3, y busque
una ruta a la red 2001:DB8:ACAD:B::/64.

éQué interfaz usa el R1 para enrutarse a la red 2001:DB8:ACAD:B::/64? Serial0/0/1

¢Cudl es la métrica de costo acumulado para la red 2001:DB8:ACAD:B::/64 en el R1? [129]
¢ElI R2 aparece como vecino OSPFv3 en el R1? No

¢ElI R2 aparece como vecino OSPFv3 en el R3? SI

¢Qué indica esta informacién?
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Todo el trafico de la red B desde R1 sera ruteado a través de R3. La interface SO/0/0 en R2 esta aun

configurada como pasiva de tal manera que OSPFv3 no manda informacidn de ruteo notificandose a través
de esta interfaz.

g. En el R2, emita el comando no passive-interface S0/0/0 para permitir que se anuncien las
actualizaciones de routing OSPFv3 en esa interfaz.

h. Verifique que el R1y el R2 ahora sean vecinos OSPFv3.

RZgshow ipwe ospf neighbor

Neighbor ID Bri State Dead Time Interface ID Interface £

1.1.1.1 a FULLS - 00:00:-34 5 Seri=l0/0/0

3.3.3.3 a FULLY - 00:00:-38 o Seri=l0/0/1

24l =
Reflexién

1. Sila configuracidn OSPFv6 del R1 tiene la ID de proceso 1y la configuracion OSPFv3 del R2 tiene la ID de
proceso 2, ése puede intercambiar informacion de routing entre ambos routers? ¢ Por qué?

Si, porque el proceso OSPF es solamente utilizado y local en un router, no necesita coincidir el proceso usado
en otros routers en la misma area.

2. ¢Cudl podria haber sido la razdn para eliminar el comando network en OSPFv3?

Removiendo la entrada network ayuda a prevenir los errores en las direcciones IPV6.
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10.3.1.1 IoE and DHCP Instructions

Objetivo

Configure DHCP para IPv4 o IPv6 en un router Cisco 1941.

Situacion

En este capitulo, se presenta el concepto del uso del proceso de DHCP en la red de una pequeiia a mediana

empresa; sin embargo, el protocolo DHCP también tiene otros usos.

Con la llegada de Internet de todo (IdT), podra acceder a todos los dispositivos en su hogar que admitan
conectividad por cable o inaldmbrica a una red desde casi cualquier lugar.

Con Packet Tracer, realice las siguientes tareas para esta actividad de creacion de modelos:
. Configure un router Cisco 1941 (o un dispositivo ISR que pueda admitir un servidor de DHCP) para
las direcciones IPv4 o IPv6 de DHCP.

° Piense en cinco dispositivos de su hogar en los que desee recibir direcciones IP desde el servicio
DHCP del router. Configure las terminales para solicitar direcciones DHCP del servidor de DHCP.

° Muestre los resultados que validen que cada terminal garantiza una direccion IP del servidor. Utilice
un programa de captura de pantalla para guardar la informacién del resultado o emplee el comando de la
tecla ImprPant.

° Presente sus conclusiones a un compaiiero de clase o a la clase.
@ Cisco Packet Tracer Student - C:\Users\10294210\D: L cividsFaL. | 2 Routerd - RN 52 (ool |
Physical | Config | CLI |
= = Dol ol 105 Command Line Interface
Logical [Root] New Cluster Move Object Set Tiled Background

2 Gigsbit Srhermet i ces f
DREM configuratien i its wide with parity disabled. I
25SK bytes of non-volatils configuraticn memory.

249856K bytes of ATA System CompactFlash 0 (Read/Write)

4

--- System Configuration Dialog —--

Continue with cenfiguration dialeg? [yes/mel: n

Dress RETURN to get started!

Routersen
Routergcont ©

ration commands, one per line. End with CNTL/Z
)#hostname 21

© go/1

#ip address 132.168.0.1 255.285.285.0

if)#ne shuc

Rl(config-if)#
SLINK-5-CHANGED: Interface GigsbitZthernet0/l, changed state to up

ALINZPROTG-§-UEDOWN: Line protocol on Interface GigabitZthernetO/1,
changed state te up

£ig-if)#ip dnep excluded-address 192.168.0.1 132.168.0.10

RL(c #ip dhcp pool LaN 5
R1(dhcp-config) #network 1682.168.0.0 255.255.255.0 t
% Invalid input detected at """ marker.
« [ m
R1( D Ifig) #network 192.168.0.0 255.255.255.0
Time: 00:16:54 | Power Cycle Devices Fast Forward Time dhep-consig) sdessult-router 192.163.0.1
nfig) faxit
- 5 . . y 7 - Fire  Last Status Source| . ~—
o= » -
e m = = ” / . D Scenario 0 -
> | .
4' . s < ' | | Toggle PDU List Window
Copper Straight-Through < 0 —
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& Cisco Packet Tracer Student - Clsers\10294210\Documents\Informacion_Laboral\wilmer\UNAD) cursos\Diplomada\Actividad 4\CCNA2 R&S UNIDAD 41103111 [oE and DHCP Instructions.pkt o — | =]
File Edit Options View Tools Extensions Hejp
o= = G Q|
Logical [Root] New Cluster PCO ==
J\b F’r Physical | Config | Desktop | Custom Interface
Roker0 IP Configuration

IP Configuration

@ DHCP ® Static DHCP request successful.

1P Address |192‘168‘U‘11

Subnet Mask |255‘255‘255.0

Default Gateway |192‘168‘U‘1

DNS Server |

IPve Configuration
) DHCP ) Auto Config @ Static

1Pv6 Address

Link Local Address FE80::230:A3FF:FEB3:79D0

IPv6 Gateway

IPv6 DNS Server

< [ m,

Q Cisco Packet Tracer Student - C:AU: 10294210\Doc

|

ion_Laboral\wilmer\UNAD\cursos\DiplomadohActividad /\CCNA2 R&S UNIDAD 4\10.3.1.1 IoE and DHCP Instructions.pkt -

File Edit Options W¥iew Tools Extensions Help

New Cluster

& pca

Recursos necesarios

Software de Packet Tracer

Reflexion

1. ¢Por qué un usuario desearia usar un router Cisco 1941 para configurar DHCP en su red doméstica? ¢No

physical | Config | Desktop | Custom Interface |

IP Configuration
IP Configuration

@ DHCP () Static DHCP request successful.

IP Address ‘192‘168‘0.15

Subnet Mask [255.255.255.0

Default Gateway ‘192‘168‘0.1

DNS Server ‘

IPv6 Configuration
@) DHCP () Auto Config @ Static

1Pv6 Address

Link Local Address FEB0::20B:BEFF:FEC6:8C8C

IPv6 Gateway

IPvE DNS Server

seria suficiente usar un ISR mas pequefio como servidor de DHCP?

El router Cisco 1941 permite disminuir la administracidon ya que automaticamente asigna de forma eficiente

las Ip para cada host, dependiendo el nimero de host también se podria utilizar un ISR.

2. ¢Cémo cree que las pequeias y medianas empresas pueden usar la asignacion de direcciones IP de
DHCP en el mundo de las redes IPv6 e IdT? Mediante la técnica de la lluvia de ideas, piense y registre cinco

respuestas posibles.

- Asignando el rango correcto de acuerdo a su crecimiento.
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- La cantidad de IP IPv6 aln son demasiadas para agotarse por lo que un servidor DHCP no tenia
problemas al asignar direcciones.

- No tendria restricciones al ir creciendo la empresa, puede tener aumentar sus sedes y host
exponencialmente.
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Practica 4.4.1.2 Packet Tracer - Configure IP ACLs to Mitigate Attacks

Topology
l "
1841
R2
10.1.1.0/30 10.2.2.0/30
192.168.1.0/24 192.168.3.0/24
2960-24TT 1841 1841 2960-24TF ~ 4EEEO
Server-PT S1 R1 R3 S3 PC-C
PC-A
Addressing Table
Device Interface IP Address Subnet Mask Default Gateway | Switch Port
Fa0/1 192.168.1.1 255.255.255.0 N/A S1Fa0/5
R1
S0/0/0 (DCE) 10.1.1.1 255.255.255.252 N/A N/A
S0/0/0 10.1.1.2 255.255.255.252 N/A N/A
R2 S0/0/1 (DCE) 10.2.2.2 055.255.255.252 N/A N/A
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LoO 192.168.2.1 255.255.255.0 N/A N/A
Fa0/1 192.168.3.1 055.255.255.0 N/A S3 Fa0/5
R3
S0/0/1 10.2.2.1 255.255.255.252 N/A N/A
PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 S1Fa0/6
PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 S3 Fa0/18
Objectives
Verify connectivity among devices before firewall configuration.
Use ACLs to ensure remote access to the routers is available only from management station PC-C.
Configure ACLs on R1 and R3 to mitigate attacks.

=

Verify ACL functionality.

Background / Scenario

Access to routers R1, R2, and R3 should only be permitted from PC-C, the management station. PC-C is also
used for connectivity testing to PC-A, a server providing DNS, SMTP, FTP, and HTTPS services.

Standard operating procedure is to apply ACLs on edge routers to mitigate common threats based on source
and/or destination IP address. In this activity, you create ACLs on edge routers R1 and R3 to achieve this
goal. You then verify ACL functionality from internal and external hosts.
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The routers have been pre-configured with the following:
o Enable password: ciscoenpa55

o Password for console: ciscoconpa55 o
Username for VTY lines: SSHadmin

o Password for VTY lines: ciscosshpa55 o IP
addressing

o] Static routing

Part 1: Verify Basic Network Connectivity

Verify network connectivity prior to configuring the IP ACLs.

Step1: From PC-A, verify connectivity to PC-C and R2.

a. From the command prompt, ping PC-C (192.168.3.3).
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Physical Config Services Desktop Attributes Software (Services

(Command Prompt

Command Line 1.0

3 with 3Z bytes of «

imate round trip tim
Minimum = 1llms, Maximum = 2

Top

b. From the command prompt, establish a SSH session to R2 LoO interface (192.168.2.1) using
username SSHadmin and password ciscosshpa55. When finished, exit the SSH session.

PC> ssh - SSHadmin 192.168.2.1
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B pc-a

'- A ==

*

Physical Config Services Desktop Atfributes Software/Services

Command Prompt

o] -
ximate round trip times in milli-seconds:
Minimum = llms, Maximam = E Average =
W¥»3sh -1 S5S5Hadmin 1f
timeout expired!

% Login inwvalid

eign host]

Step2: From PC-C, verify connectivity to PC-A and R2.

a. From the command prompt, ping PC-A (192.168.1.3).
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Physical Config Desktop Attributes Software Services

Command Prompt

t Tra
hwrping 1

Pinging 1%

Minimim = 12Zms, Maximum = 13ms, A

b. From the command prompt, establish a SSH session to R2 LoO interface (192.168.2.1) using
username SSHadmin and password ciscosshpa55. Close the SSH session when finished.

PC> ssh - SSHadmin 192.168.2.1
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¥ pc-C

A

Physical Config Desktop Attributes Software/Services

Command Prompt

Command Line 1.0

Minimum = 1Zms, Maximum = 13ms,

ssh -1 S5S5Hadmin 1 -1
Open
Password:

-1 closed by foreign host]

Top

c. Open a web browser to the PC-A server (192.168.1.3) to display the web page. Close the browser
when done.
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Web Browser
URL http:ff192.168.1.3

Packet Tracer 5.x

| Physical I Config | Desktop | Attributes | SoftwareServices |

Go Stop

Welcome to Packet Tracer 5 x, the best thing since

Quick Links:
A small page
Copyrighis
Image page
Image

. Packet Tracer 4 x.

[ Top

Part 2: Secure Access to Routers

Step1: Configure ACL 10 to block all remote access to the routers except from PC-C.

Use the access-list command to create a numbered IP ACL on R1, R2, and R3.

R1(config)# access-list 10 permit 192.168.3.3 0.0.0.0

R2(config)# access-list 10 permit 192.168.3.3 0.0.0.0

R3(config)# access-list 10 permit 192.168.3.3 0.0.0.0
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.5

B R1 E=008T

| Physical | config | clI | Atiributes |

105 Command Line Interface

Press EETURN to get started!

User Access Verification

Password:
Password:

Rl»enable

Password:

Password:

Rlfconfig t

Enter configuration commands, one per line. End with CHIL/Z.
Rl (config) faccess-list 10 permit 192.1e8.3.3 0.0.0.0

Bl {config) §

m

4

cov | |

Paste

[ Top
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| Physical | config | CUI | Atributes

105 Command Line Interface

Prezs RETURM to get started!

5LINE-5-CHRNGED: Interface Serial0/0/1, changed state to up
SLINE-5-CHRNGED: Interface Serizl0/0/0, changed state to up

% LINEPROTO-5-UEDOWN: Line protocol on Interface Serial0/ 071,
changed state to up

5LINEPROTO-5-UPDOWN: Line protocol on Interface Serisld/070,
changed state to up

User Access Verification
Password:

RZrenable

Pagsword:

RiZfconfiig t

Enter configuration commands, one per line. End with CNTL/Z.
RZ (config) faccess-list 10 permit 152.1e8.3.3 0.0.0.0

22 {config) g

copy | |
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[ 0202002022 SR

| [ Physical | config | LI | Attributes |

| 105 Command Line Interface

FLINE-5-CHRNEED: Interface Serizld/0/1, changed state to up

$LINEPROTO-5-UFDOHN: Line protocol on Interface FastEthernet0/s1,
changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/ 001,
changed state to up

User Rcocess Verificeticon
Password:

E3renzble
Password:
R3faccess-list 10 permit 15%2.168.3.3 0.0.0.0

% Invalid input detected at '"' marker.

m

BE3fconfig t

Enter configuration commands, one per line. End with CHTL/Z.
B3 ({config) faccess—1ist 10 permit 18Z_168_.3.3 0.0.0.0 |4
B3 (config) # "
Copy ] [ Paste
[ Top

Step2: Apply ACL 10 to ingress traffic on the VTY lines.

Use the access-class command to apply the access list to incoming traffic on the VTY lines.

R1(config-line)# access-class 10 in

R2(config-line)# access-class 10 in

R3(config-line)# access-class 10 in
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| Physical | Config | clI | Attributes |

105 Command Line Interface

o = =
3Invalid hex value -

Bl (config) #do show
Building configuration...

Current configuration : 1147 bytes

I

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

1

hostname R1

]

enzble secret 5 $F13mERr$TIFIxE. ombi05BVCSEndLo
1

ip cef
no ipvé cetf

Copy ] [ Paste

[[] Top
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Physical | Config | CUI | Attributes

105 Command Line Interface

1
1
1
!
logging trap debugging
line con 0
exec—timecut 0 0O
password 7 082Z455D0R1&606181C1BODS1ITE
login
1

line aux 0

line vty 0 4

password 7 0B822455D0A1613030B1lBODS1TE
login local

transport input ssh

1

1

ntp update—-calendar

1

end

Rl (config) #

Copy ] [ Paste ]

[[] Top
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| Physical | Config | cL | Attributes

105 Command Line Interface

!

!

logging trap debugging

line com O
exec—timeout 0 0
password 7 082Z455D0R160€181C1BODS1TE
login

!

line =sux 0

!

line wty 0 4
password 7 082Z455D0R1€13030B1BODS1TE
login local
transport input ssh

I

!

ntp update-calendar

1

end

Rl{config)#line vty 0 4
Bl {config-line) faccess-class 10 in
Bl {config-line) §

q

Copy

J

Paste

[C] Top

Ahora para el router 2
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R2 CENRCEL X

| Physical | config | CLI | Atiributes |

105 Command Line Interface

% LINE-5-CHRMEZED: Interface Serizl0/0/1, changed state to up
2 LINE-5-CHRMEZED: Interface Seriz=l0/0/0, changed state to up

SLINEPROTO-5-UEDOWN: Line protocol on Interface Serialdys0/01,
changed state to up

$LINEFROTO-5-UPDOWN: Line protoccl on Interface Serialdys0/0,
changed state to up

User Access Verification
Password:

RZ»enable

Password:

BZfconfig t

Enter configquration commands, one per lime. End with CHNTL/Z.
RZ (confi access—-list 10 permit 1592.168.53.3 0.0.0.0

m

BRZ (config) #line wty 0 4

BZ (config-line) faccess-class 10 i
22 (config-line) £

P

Copy ] [ Paste

[ Top

Ahora para el router 3
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105 Command Line Interface |
2LINE-S5-CHANEED: Interface Seriald/0/1, changed state to up

| | Physical | config | LI | Attributes | |

SLINEPROTO-5-UPDOWMN: Line protocol on Interface FastEthernet0/1,
changed state to up

SLINEFROTO-5-UPDOWN: Line protocol on Interface Serialls0/1,
changed state to up

User Access Verification

Pazssword:

R3renable

Password:

R3faccess-list 10 permit 15Z2.168.3.3 0.0.0.0

% Invalid input detected at '~' marker.

R3fconfig ©
Enter configuration commands, one per line. End with CHTL/Z.

B2 {config) faccess-list 10 permit 132.168.2.3 0.0.0.0
55!cun!1g!!!1ne vty S

B2 {config-line) faccess-class 10 in —!
B3 (config-line) g &7

m

Copy ] [ Paste

[C] Top

Step 3:  Verify exclusive access from management station PC-C.

a. Establish a SSH session to 192.168.2.1 from PC-C (should be successful).

PC> ssh —| SSHadmin 192.168.2.1



[-; L L) UNIVERSIDAD NACIONAL ABIERTAY A DISTANCIA

¥ pC-C

x

==

Physical Config Desktop Attributes Software /Services

Command Prompt

Approximate roumn
Minimum =

»gsh -1 55Hadmin 132Z.

n
sword:

closed by foreign host]

Top

b. Establish a SSH session to 192.168.2.1 from PC-A (should fail).
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18 pca

(L

Physical Config Services Desktop Attributes Software/Services

Command Prompt

time=11lms TIL=125

Approximate round trip tim in milli
Minimum = llms, Maximum = Z3ms,
3sh -1 S55Hadmin 1

% d: timeout expired!

% Login invalid

Password:

nection to 1 yged by foreign host]

nnection refused by remote host

Part 3: Create a Numbered IP ACL 120 on R1

Permit any outside host to access DNS, SMTP, and FTP services on server PC-A, deny any outside host
access to HTTPS services on PC-A, and permit PC-C to access R1 via SSH.

Step1: Verify that PC-C can access the PC-A via HTTPS using the web browser.

Be sure to disable HTTP and enable HTTPS on server PC-A.
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B pc-c

Physical | Config | Desktop | Attributes I Software/Services |

r

URL http://192.168.1.3

Packet Tracer 5.x

[[] Top

Step2: Configure ACL 120 to specifically permit and deny the specified traffic.
Use the access-list command to create a numbered IP ACL.

R1(config)# access-list 120 permit udp any host 192.168.1.3 eq domain R1(config)# access-list 120 permit
tcp any host 192.168.1.3 eq smtp R1(config)# access-list 120 permit tcp any host 192.168.1.3 eq ftp

R1(config)# access-list 120 deny tcp any host 192.168.1.3 eq 443

R1(config)# access-list 120 permit tcp host 192.168.3.3 host 10.1.1.1 eq 22
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| Physical | config | CU | Atiributes

105 Command Line Interface

line aux 0 ~
!
line wty 0 4

password 7 08ZZ455D0A1613030B1BODS1TF

login local

transport input ssh

!

!

ntp update-calendar
!
end

Rl {config)#line wty O 4

Rl {config-line) §access—-class 10 in

Rl ({config-line) fexit

Rl{config) faccess-list 120 permit udp any host 132.168.1.3 eg
domain

Rli{config) faccegs-list 120 permit tcp any host 192.168.1.3 eg
Imtp

Rl {config) fzccess-list 120 permit tep any host 192.1628.1.3 eg ftp
Rl {config) fzccess-list 120 deny tcp any host 152.1828.1.3 eqg 443
Bl (config) §access-1list 120 permit tcp host 1592_.1&8.3.3 host
10.1.1.1 eg 22

Bl {config) §

1|

Copy ] [ Paste ]

[C] Top

Step3:  Apply the ACL to interface S0/0/0.
Use the ip access-group command to apply the access list to incoming traffic on interface S0/0/0.

R1(config)# interface s0/0/0

R1(config-if)# ip access-group 120 in
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ALE—— 202020202

| Physical I Config | CLI | Attributes |

105 Command Line Interface

line wty 0 4 -
password 7 08Z2455D0R1613030B1RODS1TE
login local
transport input ssh
1
1
ntp update-calendar
1

end

Bl {config)fline wvey 0 4

BEllconfig-line)faccess-class 10 in

Bl {config-line) fexit

Bl (config) faccess-list 120 permit udp any host 132.168.1.3 eg
domain

Bl {config) faccess-1list 120 permit tcop any host 132.168.1.3 eqg
smtp

Rl {config) faccess-1list 120 permit tep any host 132 _168.1.3 eq ftp
Bl {config) fzccess-list 120 deny tcp any host 132.1628.1.3 eg 443
Bl i{confiig)faccess-list 120 permit tcp host 132.188.3.3 host
10.1.1.1 eqg 22

Rl (config) finterface s0,/0/0

Rl {config-if) #ip access—group 120 in

Bl {config-if)§

4 [ |

Copy l [ Paste l

[ Top

Step4: Verify that PC-C cannot access PC-A via HTTPS using the web browser.
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B pcC =l X
Physical I Config | Desktop | Attributes | Software/Services |
e 3 Ser
URL http://192.168.1.3 Go Stop
Request Timeout [54.1.2 Packet Tracer
4 3
[C] Top

Physical I Config Services | Desktop | Attributes I Software/Services |
[ sERvices | =~ HTTP
HTTP
— HTTP HTTPS
DHCPv& @ On ) Off @ On 0 Off
TFTP
DNS File Manager
[ svsioc | File Name Edit Delete
AAA 1 copyrights.himl (edit) {delete)
MNTP
[ EMAIL ] 2 helloworld.html (edit) {delete)
— 3 himl dit] delete
oE image. (edit) (delete)
VM Management | 4 indes.html (edit) (delete)
e Mew File ] [ Import
[[] Top
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Part 4: Modify An Existing ACL on R1

Permit ICMP echo replies and destination unreachable messages from the outside network (relative to R1);
deny all other incoming ICMP packets.

Step 1:  Verify that PC-A cannot successfully ping the loopback interface on R2.

B pc-a

%

Physical Config Services Desktop Attributes Software/Services

Command Prompt

nnection t ed by foreign host]
¥3sh -1 S55Hadmin 1

foreign host]

ction refused by remote

Cz\»ping 1352 -1

Pinging 132

gquest timed out.
gquest ti out
guest ti out .
guest timed out.

{100% loss),

Step2: Make any necessary changes to ACL 120 to permit and deny the specified traffic.

Use the access-list command to create a numbered IP ACL.

R1(config)# access-list 120 permit icmp any any echo-reply
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R1(config)# access-list 120 permit icmp any any unreachable
R1(config)# access-list 120 deny icmp any any

R1(config)# access-list 120 permit ip any any
o R =

| Physical | config | €I | Attributes | |

105 Command Line Interface |

ntp update-calendar
!

end

Bliconfig)fline vty 0 4

Bl (config-line) #access-class 10 in

Bl {config-line) fexit

Bl {config) faccess-list 120 permit udp any host 192_16B.1_3 eqg
domain

Bl (config) faccess-1list 120 permit tep any host 132.168.1.3 eg
sSmtp

Bl (config) faccess-list 120 permit tep any heost 132.168.1.3 eg Iftp
Bl (config) f#access-1list 120 deny tcp any host 192.168.1.3 eg 443
Rl {config) faccess-1ist 120 permit tep host 15Z2.168.3.3 host
10.1.1.1 eq ZZ

Bl {config) $interface s0/0/0

Rl {config-if) #ip access—group 120 in

Rl (config-if) #exit

Bl (config) faccess-list 120 permit icmp any any echo-reply

Bl {config) #access-list 120 permit icmp any any unreachable

Bl (config) #access-list 120 deny icmp any =ny

Bl (config) #access-list 120 permit ip any any

21 {config) £

m

1|

Copy ] [ Paste ]

[ Top

Step 3:  Verify that PC-A can successfully ping the loopback interface on R2.
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Physical Config Services Desktop Attributes Software Services

Command Prompt
C:hw»ping 192._
Pinging 13

> timed out.
est timed out._

> timed out.
> timed out.

C:hw»ping 192._
Pinging 132
1y £
vy

ply
ly £

Approximate round trip times in milli
Minimum = 1ms, Maximum = Zms, RAwerag

Part 5: Create a Numbered IP ACL 110 on R3

Deny all outbound packets with source address outside the range of internal IP addresses on R3.

Step1: Configure ACL 110 to permit only traffic from the inside network.

Use the access-list command to create a numbered IP ACL.

R3(config)# access-list 110 permit ip 192.168.3.0 0.0.0.255 any
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LR e

| Physical | Config | CLI | Attributes | |

105 Command Line Interface

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO0/1,
changed state to up

-

&LINEFROTO-5-UPDOWN: Line protocol on Interface Serialdys0s1,
changed state to up

User Access Verification
Pagsword:

R3»enable
Password:
R3faccess-list 10 permit 15Z.1eB8.3.3 0.0.0.0

% Invalid input detected at '"~' markex.

B3fconfig t©

Enter configuration commands, one per line. End with CHWIL/Z.
B3 (config)#access-list 10 permit 132 _168.3.3 0.0.0.0

B3 (config)f#line vty 0 4

B3 (config-line) #access-class 10 in

B3 (config-line) fexit

B3 (config) faccess-1list 110 permit ip 152 _16e8.3.0 0.0.0_Z55 any —
R3 (config) g Z

n

Copy ] l Paste

[ Top

Step 2:  Apply the ACL to interface FO/1.

Use the ip access-group command to apply the access list to incoming traffic on interface FO/1.

R3(config)# interface fa0/1

R3(config-if)# ip access-group 110 in
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e N =

| Physical | config | CLI | Attributes |

105 Command Line Interface

$LINEPROTO-5-UFDOWN: Line protocol on Interface Serialdy 071,
changed state to up

User Access Verification
Password:

R3renable
Password:
R3faccess-list 10 permit 1%Z.168.3.3 0.0.0.0

% Invalid input detected at '~" marker.

R2fconfig t

Enter configuration commsnds, one per line. End with CHTL/Z.
B3 (config) faccess-1list 10 permit 13Z.168.3.3 0.0.0.0
R3{config)#line wty 0 4

R3({config-line)faccess-class 10 in

B3 (config-line) fexit

B3 (config) #access-list 110 permit ip 19%2_.168.3.0 0.0.0.255 any
B3 (config) #interface fal/1

R2l{config-if)§ip access-group 110 in E_
23 (config-if) g -

m

Copy ] [ Paste

[[] Top

Part 6: Create a Numbered IP ACL 100 on R3

On R3, block all packets containing the source IP address from the following pool of addresses: 127.0.0.0/8,
any RFC 1918 private addresses, and any IP multicast address.

Step1: Configure ACL 100 to block all specified traffic from the outside network.

You should also block traffic sourced from your own internal address space if it is not an RFC 1918 address
(in this activity, your internal address space is part of the private address space specified in RFC 1918).

Use the access-list command to create a numbered IP ACL.

R3(config)# access-list 100 deny ip 10.0.0.0 0.255.255.255 any R3(config)# access-list 100
deny ip 172.16.0.0 0.15.255.255 any R3(config)# access-list 100 deny ip 192.168.0.0
0.0.255.255 any R3(config)# access-list 100 deny ip 127.0.0.0 0.255.255.255 any
R3(config)# access-list 100 deny ip 224.0.0.0 15.255.255.255 any
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R3(config)# access-list 100 permit ip any any

T —

| Physical | config | CUI | Attrbutes |

105 Command Line Interface

R3renable
Password:
R2gfaccess-list 10 permit 152.16B8.2.3 0.0.0.0

% Invalid input detected at '~' marker.

BE3gconfig t

Enter configuration commands, one per line. End with CHNTL/Z.

R3{config) faccess-1list 10 permit 152_168.3.3 0.0.0.0

B3 (config)#line vty 0 4

R3{config-line) faccess-class 10 in

B3 {config-line) §exit

B3 {config) #access-1ist 110 permit ip 192_168.3.0 0.0.0_.255 any
B3 (config) #interface £al/sl

B2 {config-if) #ip access-group 110 in

B3 {config-if) fexit

B2 {config) faccess-list 100 deny ip 10.0.0.0 0.2Z55.255.255 any

B3 {config) faccess-1list 100 deny ip 172.16.0.0 0.15_255_355 any b
B2 {config) faccess-list 100 deny ip 192_1628.0.0 0.0.255_255 any

R3{config) faccess-1list 100 deny ip 127.0.0.0 0.255.255_255 any

R3({config) faccess-list 100 deny ip 224_0.0.0 15.255_255.255 any
R3{config) faccess-list 100 permit ip any any

B3 {config)

m

|

Copy ] ’ Paste

[ Top

Step2:  Apply the ACL to interface Serial 0/0/1.

Use the ip access-group command to apply the access list to incoming traffic on interface Serial 0/0/1.

R3(config)# interface s0/0/1

R3(config-if)# ip access-group 100 in
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| Physical | comfig | cir | attributes |

105 Command Line Interface

Password: -
B3faccess-list 10 permit 1532_.165.3.3 0.0.0.0

% Invalid input detected at "' marker.

Rifeconfig t

Enter configuration commands, cone per line. End with CHTIL/Z.
B3 ({configlfaccess-1list 10 permit 13Z.168.3.3 0.0.0.0
R3{config)#line vty 0 4

R2{config-line) faccess-class 10 in

B2 {config-line) fexit

R2{config)faccess-1ist 110 permit ip 192.168.3.0 0.0.0.255 any
B3 (config)tinterface £al/ 1l

B3 {config-if) #ip access—group 110 in

R3{config-if) gexit

B3 {config)#access-1list 100 deny ip 10.0.0.0 0.255_255.255 any
R2lconfig)f#access-list 100 deny ip 172.1€.0.0 0.15.255.255 any
R2{config)faccess-1ist 100 deny ip 1592.168.0.0 0_.0_.255.255 any
B2 {config)faccess-list 100 deny ip 127.0.0.0 0.255_255.255 any
B2 l{config)faccess-list 100 deny ip 224.0.0.0 15.255.255_255 any
B3 (configlfaccess—-1list 100 permit ip any any
R3{config)#interface s0/0/1

B3{config-if) &ip access—group 100 in —
B2 {config-if)§ N

m

Copy ] [ Paste

[ Top

Step3:  Confirm that the specified traffic entering interface Serial 0/0/1 is dropped.

From the PC-C command prompt, ping the PC-A server. The ICMP echo replies are blocked by the ACL
since they are sourced from the 192.168.0.0/16 address space.
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Froc R ==

Physical Config Desktop Attributes Software/Services

Command Prompt

ed by foreign host]

1 closed by foreign host]

2 with 32 bytes of data:

nut .
est timed out.

0, Lost = 4 (100% loss),

Step4: Check results.

Your completion percentage should be 100%. Click Check Results to see feedback and verification of which
required components have been completed.

IScript for R1

access-list 10 permit 192.168.3.3 0.0.0.0 line vty 0 4

access-class 10 in

access-list 120 permit udp any host 192.168.1.3 eq domain access-list 120
permit tcp any host 192.168.1.3 eq smtp access-list 120 permit tcp any
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host 192.168.1.3 eq ftp access-list 120 deny tcp any host 192.168.1.3 eq
443
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access-list 120 permit tcp host 192.168.3.3 host 10.1.1.1 eq 22 interface s0/0/0

ip access-group 120 in

access-list 120 permit icmp any any echo-reply access-list 120 permit icmp any any
unreachable access-list 120 deny icmp any any

access-list 120 permit ip any any

IIScript for R2

access-list 10 permit 192.168.3.3 0.0.0.0 line vty 0 4

access-class 10 in

IScript for R3

access-list 10 permit 192.168.3.3 0.0.0.0 line vty 0 4

access-class 10 in

access-list 100 deny ip 10.0.0.0 0.255.255.255 any access-list 100 deny ip 172.16.0.0
0.15.255.255 any access-list 100 deny ip 192.168.0.0 0.0.255.255 any access-list 100 deny
ip 127.0.0.0 0.255.255.255 any access-list 100 deny ip 224.0.0.0 15.255.255.255 any
access-list 100 permit ip any any

interface s0/0/1

ip access-group 100 in

access-list 110 permit ip 192.168.3.0 0.0.0.255 any interface fa0/1

ip access-group 110 in
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Congratulations Guest! You completed the activity.
Overall Feedback Assessment Items Connectivity Tests
_ Itern Count 1 23/23
Assessment Items Status Points Component(s
<l Network Component Items/Total Score
= R1 ACL 23/23  23/23
= ACL
Correct 1 ACL
Correct 1 ACL
[=- Ports 0 Other
=} Serial0/0/0 0 Other L
& Access-grou.. Correct 1 ACL T
[=VTY Lines
= WTY Line 0 o Physical
& Access Cont.. Correct 1 ACL
WTY Line 1 0 Physical
& Access Cont.. Correct 1 ACL
WTY Line 2 0 Bhysical
& Access Cont.. Correct 1 ACL I
WTY Line 3 o Physical
i e Access Cont.. Correct 1 ACL
= VTY Line 4 0 Physical
“-#" Access Cont.. Correct 1 ACL
= R2
= ACL 0 ACL
oa” 10 Correct 1 ACL
= WTY Lines
= VTY Line 0 0 Physical
“-#" Access Cont.. Correct 1 ACL
WTY Line 1 0 Bhysical
‘- Access Cont.. Correct 1 ACL
= WTY Line 2 o Physical -
Il 1 ] 2

Congratulations Guest! You completed the activity.
Owerall Feedback Assessment Items Connectivity Tests

_ Item Count 1 23/23
Assessment Items Status Points Component(s
: i e Access Cont.. Correct 1 ACL Component Items/Total Score
VTY Line 1 0 Physical ACL 23f23  23/23
“-#" Access Cont.. Correct 1 ACL
VTY Line 2 0 Bhysical
& Access Cont.. Correct 1 ACL
WTY Line 3 o Bhysical
i & Access Cont.. Correct 1 ACL
= VT Line 4 0 Fhysical
: & Access Cont.. Correct 1 ACL
= R3
B ACL
: & 10 Correct 1 ACL
& 100 Correct 1 ACL B
: & 110 Correct 1 ACL
- Parts 0 Other
= FastEthernet0/1 0 Other
| & Access-grou.. Correct 1 ACL
= WTY Lines
= VTY Line 0 0 Physical
‘& Access Cont.. Correct 1 ACL =
WTY Line 1 0 Physical
& Access Cont.. Correct 1 ACL
WTY Line 2 o Bhysical
& Access Cont.. Correct 1 ACL
WTY Line 3 o Physical
‘e Access Cont.. Correct 1 ACL
= VTY Line 4 0 Physical L4
& Access Cont.. Correct 1 ACL -
< T ] 2
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Practica 7.3.2.4 Practica de laboratorio: configuracion basica de RIPv2 y RIPng

Topologia
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Tabla de direccionamiento

Madscara de Gateway
Dispositivo Interfaz Direccion IP subred predeterminado
R1 G0/1 172.30.10.1 255.255.255.0 N/A
S0/0/0 (DCE) 10.1.1.1 255.255.255.252 | N/A
R2 GO0/0 209.165.201.1 255.255.255.0 N/A
S0/0/0 10.1.1.2 255.255.255.252 | N/A
S0/0/1 (DCE) 10.2.2.2 255.255.255.252 | N/A
R3 G0/1 172.30.30.1 255.255.255.0 N/A
S0/0/1 10.2.2.1 255.255.255.252 | N/A
S1 N/A VLAN 1 N/A N/A
S3 N/A VLAN 1 N/A N/A
PC-A NIC 172.30.10.3 255.255.255.0 172.30.10.1
PC-B NIC 209.165.201.2 255.255.255.0 209.165.201.1
PC-C NIC 172.30.30.3 255.255.255.0 172.30.30.1
Objetivos

Parte 1: armar la red y configurar los parametros basicos de los dispositivos

Parte 2: configurar y verificar el routing RIPv2

. Configurar y verificar que se esté ejecutando RIPv2 en los routers.
° Configurar una interfaz pasiva.

° Examinar las tablas de routing.

. Desactivar la sumarizacidon automatica.

. Configurar una ruta predeterminada.

. Verificar la conectividad de extremo a extremo.

Parte 3: configurar IPv6 en los dispositivos

Parte 4: configurar y verificar el routing RIPng

. Configurar y verificar que se esté ejecutando RIPng en los routers.
. Examinar las tablas de routing.
. Configurar una ruta predeterminada.

Verificar la conectividad de extremo a extremo.
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Informacién basica/situacion

RIP versién 2 (RIPv2) se utiliza para enrutar direcciones IPv4 en redes pequefias. RIPv2 es un protocolo
de routing vector distancia sin clase, segun la definicion de RFC 1723. Debido a que RIPv2 es un
protocolo de routing sin clase, las mascaras de subred se incluyen en las actualizaciones de routing. De
manera predeterminada, RIPv2 resume automaticamente las redes en los limites de redes principales.
Cuando se deshabilita la sumarizacidén automatica, RIPv2 ya no resume las redes a su direccién con clase
en routers fronterizos.

RIP de ultima generacion (RIPng) es un protocolo de routing vector distancia para enrutar direcciones
IPv6, segun la definicidn de RFC 2080. RIPng se basa en RIPv2 y tiene la misma distancia administrativa y
limitacion de 15 saltos.

En esta practica de laboratorio, configurara la topologia de la red con routing RIPv2, deshabilitara la
sumarizacién automatica, propagara una ruta predeterminada y usard comandos de CLI para very
verificar la informacidn de routing RIP. Luego, configurard la topologia de la red con direcciones IPv6,
configurara RIPng, propagard una ruta predeterminada y usara comandos de CLI para ver y verificar la
informacidn de routing RIPng.

Nota: los routers que se utilizan en las practicas de laboratorio de CCNA son routers de servicios
integrados (ISR) Cisco 1941 con I0S de Cisco version 15.2(4)M3 (imagen universalk9). Los switches que se
utilizan son Cisco Catalyst 2960s con |0S de Cisco version 15.0(2) (imagen de lanbasek9). Se pueden
utilizar otros routers, switches y otras versiones del I0S de Cisco. Segun el modelo y la versién de |0S de
Cisco, los comandos disponibles y los resultados que se obtienen pueden diferir de los que se muestran
en las practicas de laboratorio. Consulte la tabla Resumen de interfaces del router que se encuentra al
final de la practica de laboratorio para obtener los identificadores de interfaz correctos.

Nota: asegurese de que los routers y los switches se hayan borrado y no tengan configuraciones de
inicio. Si no estd seguro, consulte con el instructor.

Recursos necesarios

° 3 routers (Cisco 1941 con I0S de Cisco version 15.2(4)M3, imagen universal o similar)

° 2 switches (Cisco 2960 con 10S de Cisco version 15.0(2), imagen lanbasek9 o similar)

. 3 computadoras (Windows 7, Vista o XP con un programa de emulacién de terminal, como Tera
Term)

° Cables de consola para configurar los dispositivos con 10S de Cisco mediante los puertos de
consola

. Cables Ethernet y seriales, como se muestra en la topologia

Parte 1: armar la red y configurar los parametros basicos de los dispositivos

En la parte 1, establecera la topologia de la red y configurard los parametros basicos.
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Paso 1. realizar el cableado de red tal como se muestra en la topologia.

B Cisco Packet Tracel

Fie FEdit Options View Tools Extensions Help
NSNS CNEE IS 9 7

-
Back [Root] |I'-.Iew Ciusher| |I'“'Iove Object” Set Tiled Background | | Viewport ||Env1'ronment: 15:00:00|

Logical
3 [ L |
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‘4 m v | (DD

Time: 01:00:41 | Power Cyde Devices”Fast Forward T|n'|e| Realtime
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Paso 2. inicializar y volver a cargar el router y el switch.

e

| Physical | config | clt | Atmibutes |

105 Command Line Interface

Bouter>en -
RBouterfconfig t

Enter configuration commands, one per line. End with CHTIL/Z.

Router (config) fhostname R1

Bl {config) #int gl/s1

Bl {config-if) §ip address 172.30.10.1 Z55.255_255.0

Bl {config-if) §no shutdown

Rl ({config-if)§
3LINE-5-CHAENGED: Interface GigabitEthernetl/1, changed state to
up

SLINEEROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet(/1l, changed state to up

Rl {config-if) #int s0/0/0

Bl {config-if) §ip address 10.1.1.1 Z55_.255_255.252
Bl ({config-if) fclock rate 128000

This command applies only to DCE interfaces

Rl ({config-if) #nc shutdown

L]

SLINE-5-CHARNGED: Interface Serizl0/0/0, changed state to down
Bl {config-if)§
SLINE-S-CHRNGED: Interface Serial0/0/0, changed state toc up

Copy ] [ Paste

[C] Top
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| Physical | Config | cI | Attributes |

105 Command Line Interface

RBouterfcont t ~
Enter configurastion commands, one per line. End with CHTL/Z.
Router (config) ghostname RZ

BRI {config) §int g0/0

B2 {config-if)$ip address Z05.1€5.201.1 Z55.255.255.0

RZ {config-if) #no shutdown

RZ {config-if)#
3LINK-5-CHRNGED: Interface GigsbitEthernet0/0, changed state to
up

5LINEEROTO-S5-UPDOWN: Line protococl on Interface
GigabitEthernet0/0, changed state to up

RZ {config-if) §int s0/0/0
BZ (config-if) §ip address 10.1.1.2 2Z55.255_255_Z52
RZ {config-if)#no shutdown

RZ {config-if)§
SLINE-5-CHANGED: Interface Serial0/0/0, changed state to up

SLINEFROTO-5-UPDOWN: Line protocol on Interface Serialdys0/0,
changed state to up

RZ (config-if)#int s0/0/1 sl

Copy ] [ Paste

[[] Top

| Physical | config | I | Attributes |

105 Command Line Interface

Routerfconf t [
Enter configuration commands, cone per line. End with CNTL/Z.
Router (config) fhostname R3

B3 (config) #int gl0/1

R3(config-if)#ip address 172_.30.30.1 Z55.255_2Z55.0
R3{config-if)#no shut

R3{config-if)
&§LINKE-5-CHANCED: Interface GigabitEthernet0/s1l, changed state to
up

SLINEEROTO-5-UPDOWN: Line protococl on Interface
FigabitEthernetl/1, changed state to up

R3({config-if)#int s0/0/1
R3({config-if)#ip address 10.2.2.1 2Z55.255.255.252
R3lconfig-if)#nc shutdown

R3{config-if)
&LINE-5-CHRNGED: Interface Serizld/ /071, changed state to up

R3{config-if)
SLINEFROTO-5-UPDOWN: Line protocol on Interface Seri=l0/ 071,
changed state to up

m

Copy ] ’ Paste ]

[C] Top
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1P Configuration

1P Configuration

©) DHCP @ Static

IP Address 172.30.10.3
Subnet Mask 255.255.255.0
Default Gateway 172.30.10.1]
DNS Server

IPv6 Configuration

©) DHCP ) Auto Config @ Static
IPvE Address I
Link Local Address FE80::201:63FF:FEE9: ADB8

IPvE Gateway

IPvE DNS Server

[C] Top
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o N e

Physical I Config | Desktop | Attributes I Software/Services |

IP Configuration

IP Configuration

) DHCP @ Static

IP Address 209.165.201.2

Subnet Mask 255.255.255.0

Default Gateway 209.165.201.1|

DNS Serwver 0.0.0.0

IPv6E Configuration

) DHCP ) Auto Config @ Static

IPv6 Address

Link Local Address FES0::230:F2FF:FE38:B64E
IPvE Gateway

IPvE DNS Server
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EUTR = ———

Physical I Config | Desktop | Attributes I Software (Services |

[P Configuration

IP Configuration

") DHCP @ Static

IF Address 172.30.30.3
Subnet Mask 255.255.255.0
Default Gateway 172.30.30.1
DNS Server

IPv6 Configuration

") DHCP ) Auto Config @ Static
IPvE Address !
Link Local Address FES0::2D0:BAFF:FES3:5CD7

IPvE Gateway

IPwG DNS Server

[0 Top

Paso 3. configurar los parametros basicos para cada router y switch.

i. Desactive la busqueda del DNS.
j- Configure los nombres de los dispositivos como se muestra en la topologia.
k. Configurar la encriptacidn de contrasefias.

l. Asigne class como la contraseiia del modo EXEC privilegiado.

m. Asigne cisco como la contrasefia de consola y la contrasefia de vty.

n. Configure un mensaje MOTD para advertir a los usuarios que se prohibe el acceso no autorizado.
o. Configure logging synchronous para la linea de consola.

p. Configure la direccién IP que se indica en la tabla de direccionamiento para todas las interfaces.
a. Configure una descripcidn para cada interfaz con una direccion IP.

r. Configure la frecuencia de reloj, si corresponde, para la interfaz serial DCE.

s. Copie la configuracién en ejecucion en la configuracion de inicio.

Paso 4. configurar los equipos host.

Consulte la tabla de direccionamiento para obtener informacién de direcciones de los equipos host.
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Paso 5. Probar la conectividad.

En este momento, las computadoras no pueden hacerse ping entre si.

. Ping entre PC-A y PCB, no puede hacerse

e

® pcA

E e

Physical Caonfig Desktop Attributes SoftwareServices

Command Prompt

-ination host
stination host
stination host

host

Ping statist

Pac

Top

° Ping entre PC-A y PC-C, no puede hacerse
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A -

B pc-a

Physical Config Desktop Attributes Software/Services

Command Prompt

with

Destination host
Destination host
estination host

tination host

201.2:

estination host unre
tination host unre

Top

° Ping entre PC-Cy PC-Ay PC-B
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e > e

Physical Config Desktop Attributes Software [Services

mmand Prompt

t Tr mmand Line 1.0
Fping 172

Pinging 1

host unr
host unre

host
host
host

Top

Ping entre PC-By PC-Ay PC-C
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e o=

Physical Config Desktop Attributes Software/Services

Command Prompt

Command Line 1.0

stination host unreachable.
stination host unreachable.

gtination host unreachable.

Packets: Sent = A

m

with

stination 3t unreachable .
1: Destination 3t unreachable .

l: Destination

Top

a. Cada estacion de trabajo debe tener capacidad para hacer ping al router conectado. Verifique y
resuelva los problemas, si es necesario.

. Ping de PC-A arouter 1
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Physical Config Desktop Attributes Software [Services

mmand Prompt

,>ping 1

Pinging

stination host unrea
Stination host unr

Physical Config Desktop Attributes Software/Services

mmand Prompt -

ping 1

Pinging 1

S

Pa : Sent = 4,
Approximate round trip time
Minimuum E i o

-

Ping de PC-C a router 3
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=S 20202

Physical Config Desktop Attributes Software/Services

mmand Prompt

Top

b. Los routers deben poder hacerse ping entre si. Verifique y resuelva los problemas, si es
necesario.

° Entre R1y R2
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| Physical | config | CLI | Atiributes |

105 Command Line Interface

255K bytes of non—volatile configuration memory. -~
243856K bytes of ATR System CompactFlash 0 (Read/Write)

Bress RETUBRN to get started!

FLINEPROTO-5-UPDOWN : Line protocol on Interface
GigabitEthernetl/1l, changed state to up

2LINE-S5-CHARNGED: Interface Seri=l0/0/0, changed state to up
$LINEPRCTCO-5-UPDCWN: Line protocol on Interface Seriz=l0/0/0,
changed state to up

El>enable

Rlfping Z0%.165.Z01.1

Type escape seguence to sbort.

Sending 5, 100-byte ICHMP Echos to Z03.165.201.1, timecut is 2
seconds:

m

Success rate is 0 percent (0/5)

2l i

Copy ] ’ Paste

[[] Top

. Entre R2y R3

| Physical | config | CUI | Attributes |

| 105 Command Line Interface I

SLINEPROTO-5-UPDOWN: Line protocol on Interface
EigabitEthernet0/0, changed state to up

3LINE-5-CHANGED: Interface Serizl0/0/1, changed state to up
3LINE-5-CHANGED: Interface Serizl0/0/0, changed state to up

$LINEFROTO-5-UPDOWN: Line protocol on Interface Seriallds0/1,
changed state to up

SLINEPROTO-5-UPDOWN: Line protoccl omn Interface Serialds0/0,
changed state to up

Rixenzhle
RZgping 172.30.30.1

Type escape seguence to abort. —
Sending 5, 1l00-byte ICMP Echos to 172.30.30.1, timeout is 2
seconds:

m

Success rate is 0 percent (0/5)

nzg -

Copy ] [ Paste

[C] Top




U feod’ UNIVERSIDAD NACIONAL ABIERTAY A DISTANCIA

Parte 2: configurar y verificar el routing RIPv2

En la parte 2, configurara el routing RIPv2 en todos los routers de la red y, luego, verificara que las tablas
de routing se hayan actualizado correctamente. Una vez que haya verificado RIPv2, deshabilitara el
sumarizacién automatica, configurard una ruta predeterminada y verificara la conectividad de extremo a
extremo.

Paso 1. Configurar el enrutamiento RIPv2.

a. En el R1, configure RIPv2 como el protocolo de routing y anuncie las redes correspondientes.

R1# config t

R1(config)# router rip

R1(config-router)# version 2

R1(config-router)# passive-interface g0/1

R1(config-router)# network 172.30.0.0

R1(config-router)# network 10.0.0.0

El comando passive-interface evita que las actualizaciones de routing se envien a través de la interfaz
especificada. Este proceso evita trafico de routing innecesario en la LAN. Sin embargo, la red a la que

pertenece la interfaz especificada aln se anuncia en las actualizaciones de routing enviadas por otras
interfaces.
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| Physical | config | CLI | Attributes

105 Command Line Interface

Press RETURN to get started.

Rlxenable

Rlgconfig t

Enter configuration commands, one per line. End with CNIL/Z.
Bl (config) #router rip

Bl {config-router) fversion 2

Bl (config-router) passive-interface gl/s1

Bl (config-router) fnetwork 172.30.0.0

Rl (config-zrouter) fnetwoerk 10.0.0.0

Rl (config-router) i| -

m

Copy ] [ Paste

[C] Top
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b. Configure RIPv2 en el R3 y utilice la instruccidon network para agregar las redes apropiadas y
evitar actualizaciones de routing en la interfaz LAN.

| | Physical | cConfig | CLI | Attributes

105 Command Line Interface

DRAM configuration is &4 bits wide with parity dissbled. e
Z55K bytes of non-volatile configuration meEmory.
Z243856E bytes of ATR System CompactFlash 0 (Read/Write)

Eress RETUBRN toc get started!

$LINEPROTO-5-UPLOWN: Line protococl on Interface
GigaebitEthernetl/s1, changed state to up

2LINE-5-CHRNEED: Interface Seriald/0/1, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Seri=ld 0/1,
changed state to up

BE3renable
R3gconfig t©
Enter configuration commands, one per line. End with CHTIL/Z._ b
B3 {config) frouter rip

B3 {config-router) fversion Z
R2{config-router) fpassive-interface gl/1
R2{config-router) #network 17Z2.30.0.0

B3 {config-router) fnetwork 10.0.0.0 —
R3{config-router)

m

4

Copy ] [ Paste

[ Top

c. Configure RIPv2 en el R2. No anuncie la red 209.165.201.0.

Nota: no es necesario establecer la interfaz GO/0 como pasiva en el R2, porque la red asociada a esta
interfaz no se estd anunciando.
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| Physical | Config | ClI | Attmibutes |

105 Command Line Interface

Rirenable

BZfconfig t

Enter configuration commands, one per line. End with CHNIL/Z.
RZ (config) fexit

RZE

%5Y5-5-CONFIG_I: Configured from conscle by conscle

RZfrouter rip

% Imvalid input detected at "~' marker.

RZfconfig ©

Enter configuration commands, one per line. End with CNHNTL/Z.
RZ{config) #router rip

RZ (config-router) §version 2

BZ (config-router) fnetwork 10.0.0.0

BZ (config-router) §passive—-interface gl/s0

RZ (config-router) fno passive-interface gl/s0

RZ {config-router) fend

RZg

%5Y5-5-CONFIG_I: Configured from conscle by conscle —

m

1

Copy l [ Paste l

[C] Top
Paso 2. examinar el estado actual de la red.
a. Se pueden verificar los dos enlaces seriales rapidamente mediante el comando show ip interface
brief en R2.
R2# show ip interface brief
Interface IP-Address  OK? Method Status Protocol
Embedded-Service-Engine0/0 unassigned  YES unset administratively down down
GigabitEthernet0/0 209.165.201.1 YES manual up up
GigabitEthernet0/1 unassigned  YES unset administratively down down

Serial0/0/0 10.1.1.2 YES manual up up
Serial0/0/1 10.2.2.2 YES manual up up
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=l |
| Physical | Config | CLI | Attributes |
| |
105 Command Line Interface
BZgconfig t o~
Enter configuration commands, one per line. End with CHTL/Z.
BZ (config) #router rip
B2 (config-router) $version 2
B2 (config-router) #network 10.0.0.0
B2 (config-router) §passive-interface gl/0
RZ {config-router) #no passive-interface gls0
B2 (config-router) fend
RZE
%5Y5-5-CONFI& I: Configured from conscle by conscle
RZfshow ip interface brief
Interface IP-Rddress OE? Method Status
Protocol
GigaebitEthernet0,/0 209.185.201.1 YES manual up
up
GigaebitEthernet(/1 unassigned YES unset
administratively down down
Seri=l0s0s0 10.1.1.2 YES manuzal up
up
Seri=l0/0/1 10.2.2.2 YES manual up —
up E
Vlanl unassigned YES unset 3
administratively down down
nzg Z
Copy ] ’ Paste
[Z] Top
b. Verifique la conectividad entre las computadoras.

¢Es posible hacer ping de la PC-A a la PC-B? No ¢Por qué? De R2 no hay una ruta que llegue a PC-B 0 no
esta anunciando la ruta a PC-B, esta red no esta participando en RIP
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era - i

Physical Config Desktop Attributes Software Services

mmand Prompt
“rping

Pinging 1

Minimum = Oms, Maximm

“>ping

Pinging

¢Es posible hacer ping de la PC-A a la PC-C? No éPor qué? R1 y R3 no tienen rutas hacia la subred
especifica en el router remoto.
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e |-

Physical Config Desktop Attributes Software [Services

Command Prompt

Minimum = Oms, Maximum = Oms, Ax

C-“\»ping

Pinging

¢Es posible hacer ping de la PC-C ala PC-B? No ¢Por qué? no hay una ruta que llegue a PC-B o0 no esta
anunciando la ruta a PC-B, esta red no esta participando en RIP
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[

Physical Config Desktop Attributes Software/Services

Command Prompt
“rping 1 1
Pinging 1
from 1
rom 17

om 1
y from 1

hpproximate round trip times in milli-seconds:
Minimum = 2 Maximum = lms, RAver

Pinging

stination host
stination host

1: Destination host unreachable.

Ping statistics
Pa E

Top

¢Es posible hacer ping de la PC-C a la PC-A? No ¢éPor qué? R1y R3 no tienen rutas hacia la subred
especifica en el router remoto.
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B — =~

Physical Config Desktop Attributes Software/Services

Command Prompt

Minimum = Oms,

tination
tination host unreachable._

host unre able.

tination host unrea
tination host unre

Top

C. Verifique que RIPv2 se ejecute en los routers.

Puede usar los comandos debug ip rip, show ip protocols y show run para confirmar que RIPv2 esté en
ejecucién. A continuacion, se muestra el resultado del comando show ip protocols para el R1.
R1# show ip protocols
Routing Protocol is "rip"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Sending updates every 30 seconds, next due in 7 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Redistributing: rip
Default version control: send version 2, receive 2
Interface Send Recv Triggered RIP Key-chain
Serial0/0/0 2 2
Automatic network summarization is in effect
Maximum path: 4
Routing for Networks:
10.0.0.0
172.30.0.0

Passive Interface(s):
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GigabitEthernet0/1
Routing Information Sources:
Gateway Distance  Last Update
10.1.1.2 120
Distance: (default is 120)

— sz
RL [ESEEE =

| Physical | Config | CLI | Atwibutes |

105 Command Line Interface

RElrenzble
Rlgshow ip protocols
Bouting Protocol is "rip™
Sending updates every 30 seconds, next due in 1 seconds
Invalid after 180 seconds, hold down 180, flushed after Z40
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send wversion Z, receiwve Z
Interface Send BRecv Triggered RIP Eey-chain
Seri=l0 070 2z 2
Automatic network summarization is in effect
Maximm path: 4
Fouting for Hetworks:
10.0.0.0
172_30.0.0
Passive Interface(s):

GigaebkitEthernet0/1
BEouting Information Sources:
Gateway Distance Last Update il
10.1.1.2 120 00:00:17 =
Distance: {(default is 120) B
R1g -
Copy l ’ Paste ]
[l Top

Al emitir el comando debug ip rip en el R2, iqué informacidn se proporciona que confirma que RIPv2
esta en ejecucion?

Nos envia versién 2 por la direccién multicast 224.0.0.9 via serial 0/0/0 y via serial 0/0/1
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| Physical | Config | CLI | Attributes |

105 Command Line Interface

Riven |ﬂ

RZfdebug ip rip

BIP protocol debugging is on

RZ#RIP: receiwved vZ update from 10.1.1.1 on Serialls0/0
172.30.0.0/716 wia 0.0.0.0 in 1 hops

RIE:
BIE: Ppuild update entries

(10.1.1.2)

10.2.2.0/30 wvia 0.0.0.0, metric 1, tag 0
RIE: ending wZ update to Z2Z24.0.0.9% wvis Seris=l0/0/1Q(10.2.2_.2)

RIE:
10.1.1.90/30 wvia 0.0.0.0, metric 1, tag 0

RIF: received vZ update from 10.2.2.1 on Seriald/0/1
172.30.0.0/1¢ wia 0.0.0.0 in 1 hops

RIP: received w2 update from 10.1.1.1 on Seriald/0/0
172.30.0.0/716 wia 0.0.0.0 in 1 hops

RIP: sending wZ update to Z2Z4.0.0.9% wis Seris=l0/0/0 (10.1.1.2)

BETIP: build update entries
10.2.2.0/30 via 0.0.0.0, metric 1, tag 0

RIF: sending w2 update to ZZ4.0.0.% wia Serislls/0/1 (10.Z.Z.Z2)

BEIP: build update entries
10.1.1.0/30 via 0.0.0.0, metric 1, tag 0

RIE: received w2 update from 10.2.2.1 on Seriald/0/1
172.30.0.0/71¢ wia 0.0.0.0 in 1 hops

BIP: received wZ update from 10.1.1.1 on Serizl0/0/0 r:
R Bl a B M W I - P T T M A N G 0 P _J

Copy ] [ Paste l

[ Top

Cuando haya terminado de observar los resultados de la depuracidn, emita el comando undebug all en
la peticidn de entrada del modo EXEC privilegiado.



Al emitir el comando show run en el R3, équé informacidn se proporciona que confirma que RIPv2 estd

en ejecucion?

Router rip

Version 2
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ITO-I-I-0750 Tig 0-0.-0-0, mEcrIc I, oog o
BIP: receiwed vZ update from 10.1.1.1 on Serizlds0/0
172.30.0.0/1¢6 via 0.0.0.0 in 1 hops
BIP: receiwved vZ update from 10.2_.2.1 on Seri=l0/0/1
172.30.0.0/1¢6 wvia 0.0.0.0 in 1 hops
RIP: sending wZ update to Z224.0.0.% wia Seriszl0/0/0
RIPF: build update entries
10.2.2.0/280 wia 0.0.0.0, metric 1, tag 0O
RIP: sending vZ updste to Z24.0.0.% wvia Serisllds0/1
BEIPF: build update entries
10.1.1.0/30 wia 0.0.0.0, metric 1, tag 0
RIP: receiwved vZ update from 10.1.1.1 on Serizl0/0/0
172.30.0.0/1¢6 wvia 0.0.0.0 in 1 hops
BIP: receiwed vZ update from 10.2.Z2.1 on Seriazlds0/1
172.230.0.0/1¢6 via 0.0.0.0 in 1 hops
RIF: sending vZ update to 2Z4.0.0.9% wia Serisl0/ 070
BEIE: build update entries
10.2.2.0/30 wia 0.0.0.0, metric 1, tag 0
RIP: sending w2 update to 224.0.0.% wia Serial0/ 071
RIPF: build update entries
10.1.1.0/230 wis 0.0.0.0, metric 1, tag 0O

RZfundebug =11

211 possible debugging has been turned off
nog

(10.1.1.2)

(lO.Z.2.2)

(10.1.1.2)

(10.2_2_2)

n

1|
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Rirenzble
R3gshow run
Building configuration...

Current configuration : 84% bytes

1

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname R3

1

no ip cef
no ipwé cef
!

! -

Copy ] ’ Paste

[[] Top
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no ip address ~
shutdown
1

router rip
passive-interface GigsbitEthernetls1
network 10.0.0.0

network 172.30.0.0
1

ip classless
!

ip flow-export version 9
!

line con O
1

line zux 0O E|
!

line wty 0O 4
login 5

Copy ] [ Paste ]

[ Top
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Examinar el sumarizacion automatica de las rutas.

Las LAN conectadas al R1 y el R3 se componen de redes no contiguas. El R2 muestra dos rutas de igual
costo a lared 172.30.0.0/16 en la tabla de routing. El R2 solo muestra la direccion de red principal con
clase 172.30.0.0 y no muestra ninguna de las subredes de esta red.

R2# show ip route
<Output Omitted>
10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
10.1.1.0/30is directly connected, Serial0/0/0
10.1.1.2/32 is directly connected, Serial0/0/0
10.2.2.0/30 is directly connected, Serial0/0/1
10.2.2.2/32 is directly connected, Serial0/0/1
172.30.0.0/16 [120/1] via 10.2.2.1, 00:00:23, Serial0/0/1
[120/1] via 10.1.1.1, 00:00:09, Serial0/0/0
209.165.201.0/24 is variably subnetted, 2 subnets, 2 masks
209.165.201.0/24 is directly connected, GigabitEthernet0/0
209.165.201.1/32 is directly connected, GigabitEthernet0/0

- 0O

L?RZ
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N1 - OSPF NS55Z external type 1, WZ - OSEF HS5R external
El - OSPF external type 1, EZ - OSEF external type Z, E

i - I5-I5, L1 - I5-I5 lewel-1l, LZ - IS-I5 level-Z, ia -
I5-IS inter =zres

* — candidate default, U - per-user static route, o — CDR

P - periodic downloaded static route

zateway of last resort is not set

10.0.0.0/8 is variesbkly subnetted, 4 subnets, Z masks
10.1.1.0/30 is directly connected, Serizald/0/0
10.1.1.2/32 is directly connected, Serizald/0/0
10.2.2.0/30 is directly connected, Serizld/0/1
10.2.2.2/32 is directly connected, Serizld/0/1
172.30.0.0/71€ [120/1] wia 10.1.1.1, 00:00:0Z2, Serialds0/s0
[120/1] wia 10.Z_.Z.1, 00:00:2Z5, Seriald/s0/1
20%.1e5.201.0/24 is wariably subnetted, Z subnets, Z masks
c 205_.185.201.0/24 is directly connected,
GigabitEthernetd/0
L 205_.185.201.1/32 is directly connected,
GigabitEthernetd/0

Rz
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El R1 solo muestra sus propias subredes para la red 172.30.0.0. El R1 no tiene ninguna ruta para las
subredes 172.30.0.0 en el R3.

R1# show ip route

<Output Omitted>
10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

C 10.1.1.0/30 is directly connected, Serial0/0/0
L 10.1.1.1/32 is directly connected, Serial0/0/0
R 10.2.2.0/30[120/1] via 10.1.1.2, 00:00:21, Serial0/0/0

172.30.0.0/16 is variably subnetted, 2 subnets, 2 masks
C 172.30.10.0/24 is directly connected, GigabitEthernet0/1
172.30.10.1/32 is directly connected, GigabitEthernet0/1
®a e o

—
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HITSNOW I rouce
Codes: L - loecal, C - connected, 5 - static, B - RIF, M - mobile,

B - BEE

o - EIGRP, EX - EIGRP externzl, O - OSPF, I& - OQOSPF inter
aresa

N1 - OS5PF M55 externzl type 1, NZ - OSPF HS55& external
type 2

El - OSPF externzl type 1, EZ - OSPF external type Z, E -
EGE

i - I5-I5, L1 - IS5-IS lewel-l, L - IS5-IS5 level-Z, i= -
I5-I5 inter ares

* - pcandidate defsult, U - per-user static route, o - CDR

P - periodic downloaded static route

Gateway of last resocrt is not set

10.0.0.0/8 is wariskly subnetted, 3 subnets, 2 masks

c 10.1.1.0/30 is directly connected, Serizl0d/0/0

L 10.1.1.1/32 is directly connected, Serizl0/0/0

=) 10.2.2.0/30 [120/1]1 wia 10.1.1.2, 00:00:04, Serisl0/s0/0

172.30.0.0/1€ is warizbly subnetted, 2 subnets, 2 masks

c 172.30.10.0/24 is directly connected, GigabitEthernet0/1

L 172.30.10.1/3Z is directly connected, GigabitEthernetl/1 :|

n1g L
Copy l [ Paste l

[ Top

El R3 solo muestra sus propias subredes para la red 172.30.0.0. El R3 no tiene ninguna ruta para las
subredes 172.30.0.0 en el R1.

R3# show ip route

<Output Omitted>
10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks
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C 10.2.2.0/30 is directly connected, Serial0/0/1
L 10.2.2.1/32 is directly connected, Serial0/0/1
R 10.1.1.0/30[120/1] via 10.2.2.2, 00:00:23, Serial0/0/1
172.30.0.0/16 is variably subnetted, 2 subnets, 2 masks
C 172.30.30.0/24 is directly connected, GigabitEthernet0/1
L 172.30.30.1/32 is directly connected, GigabitEthernet0/1

EEE e
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R3f¢show ip route o~
Codes: L - locel, C - connected, 5 - static, R - RIF, M — mobkile,
B - BEP

D - EIGRP, EX - EIGEFP external, O - O5PF, IR - OSPF inter

N1 - OSPF NSSA extermnal type 1, N2 - OSPF NSS5AR external

El - OSPF external type 1, EZ - 0O5PF external type 2, E -

i - I5-I5, Ll - I5-I5 level-l, LZ - IS-IS level-Z, iz -
I5-I8 inter area

* — pandidate defeult, U - per—user static route, o — CDR

P - periodic downlosded static route

EFateway of last resort is not set

10.0.0.0/8 is wvariably subnetted, 2 subnets, Z masks

= 10.1.1.0/30 [120/1] wia 10.2.2.Z, 00:00:2Z, Seriallr 0/1

c 10.2.2.0/30 is directly connected, Seriald/ 071

L 10.2.2.1/32 is directly connected, Serial0/0/1

172.30.0.0/1¢ is warisbkly subnetted, Z subnets, Z masks

c 172.30.30.0/24 is directly connected, GigabitEthernetl/1 —

L 172.30.30.1/32 is directly connected, GigsbitEthernetls1 |E

B3g e
Copy ] [ Paste ]

[ Top

Utilice el comando debug ip rip en el R2 para determinar las rutas recibidas en las actualizaciones RIP del
R3 e indiquelas a continuacién.

172.30.0.0/16 via 0.0.0.0 in 1 hops
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RIP: sending w2 update to 224.0.0.% wvia Seriald 071 (10.2.

BEIP: build update entries
10.1.1.0/80 wia 0.0.0.0, metric 1, tag 0O

RIP: receiwved vZ update from 10.1.1.1 on Serialid/s0/0
172.30.0.0/1¢ wia 0.0.0.0 in 1 hops

RIP: received wZ update from 10.2.2.1 on Seriald/0/1
172_30.0.0/16 wia 0.0.0.0 in 1 hops

ki
Lt
»

BEZ¥»enzbkleRIP: sending I update to 224.0.0.% wiz Serisl0 070
(10.1.1.2)
RIP: build update entries

10.2.2.0/80 wia 0.0.0.0, metric 1, tag 0O
RIP: sending vZ update to 2Z4.0.0.% wvia Seriald/0 1 (10.2.2.
BEIP: build update entries

10.1.1.0/30 wia 0.0.0.0, metric 1, tag O

L]

RZgdebug ip rip RIP: received w2 update from 10.1.1.1 on
Serialds0s0
172.30.0.0/1e wia 0.0.0.0 in 1 hops
BIP: received vZ update from 10.2.2Z.1 on Seriald/0/1
172.30.0.0/1€ wia 0.0.0.0 in 1 hops

m

RIP protocol debugging is on e
nzg

1

Copy l [ Paste ]

[ Top

El R3 no esta envia ninguna de las subredes 172.30.0.0, solo la ruta resumida 172.30.0.0/16, incluida la
mascara de subred. Por lo tanto, las tablas de routing del R1 y el R2 no muestran las subredes 172.30.0.0
en el R3.

Paso 3. Desactivar la sumarizacion automatica.

a. El comando no auto-summary se utiliza para desactivar la sumarizacién automatica en RIPv2.
Deshabilite la sumarizacién automatica en todos los routers. Los routers ya no resumiran las rutas en los
limites de las redes principales con clase. Aqui se muestra R1 como ejemplo.

R1(config)# router rip

R1(config-router)# no auto-summary
b. Emita el comando clear ip route * para borrar la tabla de routing.

R1(config-router)# end
R1# clear ip route *

Para R1 tendremos:
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[ZISCooEk DELED Or Ol CoroLeEm CONDECCEIas 0 Heodr nerce!

Fress BETURN to get started!

SLINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/1, changed state to up

%LINE-5-CHANGED: Interface Serialds0/0, changed state to up

£LINEPROTO-5-UPDOWN: Line protocol on Interface Serizlds/0/0,
changed state to up

Rl>en

Rléconfig t

Enter configuration commands, cone per line. End with CNTL/Z.
Bl {config) #router rip

Rliconfig-router) fno auto-summary

Rl {config-router) fend

R1f

%5YS5-5-CONFI&_I: Configured from conscle by consocle

m

Rl#clear ip route *
Rl

P

Copy l [ Paste

[0 Top
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L]

£LINEPROTO-5-UPDOHN: Line protocol on Interface
GigabitEthernet0/0, changed state to up

S%LINE-5-CHANGED: Interface Serialls0/1, changed state to up
&LINE-5-CHANGED: Interface Serizlds0/0, changed state to up

§LINECROTO-5-UPDOWHN: Line protocol on Interface Serialds0/1,
changed state to up

SLINEPROTCO-5-UFDCOHN: Line protocol on Interface Serialls/0/0,
changed state to up

RZ»an

BZfconfig t

Enter configuration commands, one per line. End with CHTL/Z.
RZ (config) #router rip

RZ (config-router) #no auto—sSummary

RZ (config-router) fend

RZg

%5¥5-5-CONFIG I: Configured from console by console

RZg

EX

Copy ] [ Paste ]

[F] Top
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[0SR DFLED Of O TolEtile CoNCIgUE=CIoN DNEnnry.
Z49B856E bytes of ATA System CompactFlash 0 (Read/Write)

Press BETURN to get started!

2LINEPROTO-5-UFDOWN: Line protoccol on Interface
GigabitEthernetl/1l, changed state toc up

SLINE-5-CHANGED: Interface Seriald/0/1, changed state to up

$LINEPROTO-5-UFDOWN: Line protocol on Interface Serial0sf 071,
changed state to up

R3xen

R3gconfig t

Enter configuration commands, one per line. End with CHNTL/Z.

B2 ({config) frouter rip ol
B3 {config-router) #no auto—sSummary

B3 (config-router) fend

=kt

£5¥5-5-CONFIG_I: Configured from conscle by conacle

m

=EL -

Copy ] [ Paste

[C] Top

c. Examinar las tablas de enrutamiento Recuerde que la convergencia de las tablas de routing
demora un tiempo después de borrarlas.

Las subredes LAN conectadas al R1 y el R3 ahora deberian aparecer en las tres tablas de routing.

R2# show ip route
<Output Omitted>
Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
10.1.1.0/30is directly connected, Serial0/0/0
10.1.1.2/32 is directly connected, Serial0/0/0
10.2.2.0/30 is directly connected, Serial0/0/1
10.2.2.2/32 is directly connected, Serial0/0/1

172.30.0.0/16 is variably subnetted, 3 subnets, 2 masks

- O - 0O

R 172.30.0.0/16 [120/1] via 10.2.2.1, 00:01:01, Serial0/0/1
[120/1] via 10.1.1.1, 00:01:15, Serial0/0/0

R 172.30.10.0/24 [120/1] via 10.1.1.1, 00:00:21, Serial0/0/0

R 172.30.30.0/24 [120/1] via 10.2.2.1, 00:00:04, Serial0/0/1
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209.165.201.0/24 is variably subnetted, 2 subnets, 2 masks
C 209.165.201.0/24 is directly connected, GigabitEthernet0/0
L 209.165.201.1/32 is directly connected, GigabitEthernet0/0

Fr eeanTlWe . .. TS

| physical | Config | CLI | Atmributes |

$LINEPROTO-5-UFDOWN: Line protococl on Interface Serisl0/ 071, changed state to up

SLINEPFROTO-5-UFDOWN: Line protococl on Interface Serisl0/0/0, changed state to up

REZren
BZfconfig t
Enter configuration commands, one per line. End with CHTIL/Z.

BZ (config) grouter rip

RZ {config-router) fno suto-summary

B2 (config-router) §end

Rz

%5Y5-5-CONFIG I: Configured from consocle by console

Rééshow ip route
Codes: L - local, € - connected, 5 - static, R - RIE, M — mobkile, B - BGP
D - EIGRE, EX - EIGRP extermnal, O - O5PF, IZ - OS5PF inter area
N1l - OS5PF W55R external type 1, MZ - O5SEF NHNS5AR externzl type 2
El - O5PF external type 1, EZ2 - O5PF extermnal type 2, E - EEP
i - IS-I5, L1 - I5-I5 level-1, L& - I5-I5 lewel-Z, is - IS5-I5 inter area
* — pcandidate defzult, U - per-user static route, o - QDR
P - periodic downloaded static route

EFateway of last resocrt is not set

10.0.0.0/8 is wariskly subnetted, 4 subnets, Z masks

C 10.1.1.0/30 is directly connected, Seriald/ 070

L 10.1.1.2/8Z is directly connected, Seri=l0/0/0

c 10.2.2.0/30 is directly connected, Seriald/ 0/1

L e I e s B I - R B W B LS - TR Tt LT | = =g 10 -0 g
172_.30.0.0/1€ is warisbly subnetted, 3 subnets, Z masks

=3 172.30.0.0/1¢ is possibkly down, routing via 10.2.Z2.1, Serizld/ 0,1

R 172.30.10.0/24 [120/11 wia 10.1.1.1, 00:00:08, Serisl0/ 050

=3 172.30_.30_.0/24 [1Z20/1] wia 10_.Z2_Z_.1, 00:00:23, Serisl0 071
205%_1e5_201.0/24 is wariasbly subnetted, Z subnets, 2 masks

c 205.165.201.0/24 is directly connected, GigabkitEthernet0/0

L 208.185.201.1/32 i3 directly connected, GigabitEthernet0/0

i

R1# show ip route
<Output Omitted>

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

C 10.1.1.0/30 is directly connected, Serial0/0/0

L 10.1.1.1/32 is directly connected, Serial0/0/0

R 10.2.2.0/30 [120/1] via 10.1.1.2, 00:00:12, Serial0/0/0
172.30.0.0/16 is variably subnetted, 3 subnets, 2 masks
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C 172.30.10.0/24 is directly connected, GigabitEthernet0/1
L 172.30.10.1/32 is directly connected, GigabitEthernet0/1
R 172.30.30.0/24 [120/2] via 10.1.1.2, 00:00:12, Serial0/0/0

en N, e
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HITONOW 1IE rfoute
Codes: L. — locel, € - connected, 5 - static, B - RIF, M - mobile,

B - BGP
D - EIGRP, EX - EIGRP external, ¢ - O0SPF, IA - OS5PF inter

N1 - OS5PF WS552Z externzl type 1, HEZ - OS5PF M55R external

El - OSPF external type 1, EZ - OQ5PF external type 2, E -

i - Is-Is, L1 - IS-I5 lewel-1, LZ - I5-IS5 lewel-Z, ia -
I53-I5 inter aresa

* — candidete defsult, U - per-user static route, o — CDR
P - periodic downloaded static route

Fateway of last resort is not set

10.0.0.0/8 is wariabkly subnetted, 3 subnets, Z masks

C 10.1.1.0/30 is directly connected, Seri=l0/ 050

L 10.1.1.1/32 is directly connected, Serial0/ 0/0

=] 10.2.2.0/30 [120/1] wia 10.1.1.2, 00:00:10, Serisld/s0/0
172.30.0.0/1e is variably subnetted, 3 subnets, 7 masks o

[s 172.30.10.0/24 is directly connected, GigsbitEtherneti/1

L 172_.30.10.1/32 is directly connected, GigabitEthernetl/1
R 172.30.30.0/24 [120/2] wia 10.1.1.2, 00:00:10,
Serialds0/0

Copy l [ Paste

[ Top

R3# show ip route

<Output Omitted>
10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

C 10.2.2.0/30is directly connected, Serial0/0/1
L 10.2.2.1/32 is directly connected, Serial0/0/1
R 10.1.1.0/30[120/1] via 10.2.2.2, 00:00:23, Serial0/0/1

172.30.0.0/16 is variably subnetted, 2 subnets, 2 masks
C 172.30.30.0/24 is directly connected, GigabitEthernet0/1
172.30.30.1/32 is directly connected, GigabitEthernet0/1
172.30.10.0 [120/2] via 10.2.2.2, 00:00:16, Serial0/0/1

X
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RorSlion 1D LoOrce
Codes: L - local, € - connected, 5 — static, B - RIP, M - mokile,
B - BEE

O - EIGRP, EX - EIERP external, O - O5FF, I& - OSEF inter

s2rea
N1l - OSPF NS5& external type 1, MNZ - OS5PF NS5L external
type 2
El1 - OS5PF externzl type 1, EZ - OSPF external type £, E -
EGE

i - Is-Is, Ll - IS-I5 lewvel-l, LZ - IS-I5 lewvel-Z2, ia -
I5-I5 inter zres

* — candidate default, U - per-user static route, o - CODR

P - periodic downloaded static route

Fateway of last resort is not set

10.0.0.0/8 is warisbly subnetted, 2 subnets, Z masks
10.1.1.0/20 [120/1] wia 10.2.2.2, 00:00:04, Serizld/0/1
10.2.2.0/30 is directly connected, Serizl0/0/1

_Z2.2.1/32 is directly connected, Seri=l0/0/1

172_.30.0.0/16 is wariebly subnetted, 3 subnets, Z masks

oo

= 172.30.10.0/24 [120/2] wia 10.2_.2.2, 00:00:04, =
Serial0/O0f1
C 172.20.830.0/24 is directly connected, GigsbitEthernetds1 §—
L 172_30.30.1/32 is directly connected, GigebitEthernetl/1 -
Copy ] [ Faste
[C] Top
d. Utilice el comando debug ip rip en el R2 para examinar las actualizaciones RIP.
R2# debug ip rip

Después de 60 segundos, emita el comando no debug ip rip.

¢Qué rutas que se reciben del R3 se encuentran en las actualizaciones RIP?

172.30.30.0/24 via 0.0.0.0, metric 2, tag 0

¢éSe incluyen ahora las mascaras de las subredes en las actualizaciones de enrutamiento? SI
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RZ$#RIP: received w2 update from 10.1.1.1 on Seri=ld/0/0
172.30.10_.0/24 wia 0.0.0.0 in 1 hops
RIP: received wZ update from 10.2.2Z.1 on Serizl0/s0/71
172.30.30.0/24 wia 0.0.0.0 in 1 hops
RIP: sending wZ update to 224.0.0.3% wia Serisl0s071 (10.2.Z.2)
RIP: build update entries
10.1.1.0/30 wvie 0.0.0.0, metric 1, tag O
172.30.10.0/24 wia 0.0.0.0, metric Z, tag 0
RIP: sending wZ update to 224.0.0.3% wia Serisl0s0/0 (10.1.1.2)
RIP: build update entries
Q.2 2. 0730 viz 0.0

RIE:
172.30.10_.0/24 wia 0.0.0.0 in 1 hops
RIP: received wZ update from 10.2.2Z.1 on Serizl0/s0/71
172.30.30.0/24 wia 0.0.0.0 in 1 hops
RIP: sending wZ update to 224.0.0.3% wia Serisl0s071 (10.2.Z.2)
RIP: build update entries
10.1.1.0/30 wvie 0.0.0.0, metric 1, tag O
172.30.10.0/24 wia 0.0.0.0, metric Z, tag 0
RIP: sending wZ update to 224.0.0.3% wia Serisl0s0/0 (10.1.1.2)
RIP: build update entries
10.2.2.0/30 wvie 0.0.0.0, metric 1, tag O
172.30.30.0/24 wia 0.0.0.0, metric Z, tag 0

Copy ] l Paste

[E] Top
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| Physical | config | ClI | Attributes |

105 Command Line Interface
172.30.30.0/24 wia 0.0.0.0, metric Z, tag 0

RZfunderbug all

% Invelid input detected at """ marker.

BZERIP: received wZ update from 10.1.1.1 on Seri=l0/0/0
172.30.10.0/24 wie 0.0.0.0 in 1 hops

RIE: received w2 update from 10.2_.Z2.1 on Seriald/ 071
172.30.30.0/24 wia 0.0.0.0 in 1 hops

RZERIP: sending w2 update to 224.0.0.% wvia Serialds 071
(10.2.2.2)
BIP: build update entries
10.1.1.0/30 wia 0.0.0.0, metric 1, tag O
172.30.10.0/24 wia 0.0.0.0, metric Z, tag 0
BIP: sending wZ update to 224.0.0.% wia Serial0ds0/0 (10.1.1.2)
RIP: build update entries
10.2.2.0/30 via 0.0.0.0, metric 1, tag 0
172.30.30.0/24 wie 0.0.0.0, metriec Z, tag 0
undebug all
211 possikle debugging has been turned off
RZ¢no debug ip rip
RIP protocol debugging is off
22

<

Copy ] [ Paste ]

[] Top

Paso 4. Configure y redistribuya una ruta predeterminada para el acceso a Internet.

a. Desde el R2, cree una ruta estatica a la red 0.0.0.0 0.0.0.0, con el comando ip route. Esto envia
todo trafico de direccion de destino desconocida a la interfaz GO/0 del R2 hacia la PC-B y simula Internet
al establecer un gateway de ultimo recurso en el router R2.

R2(config)# ip route 0.0.0.0 0.0.0.0 209.165.201.2

b. El R2 anunciara una ruta a los otros routers si se agrega el comando default-information
originate a la configuracién de RIP.

R2(config)# router rip

R2(config-router)# default-information originate
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|| [ Physical | Config | CLI | Attributes |

105 Command Line Interface

Press RETURN to get started.

Rixen

RZfconfig t

Enter configuration commands, one per line. End with CHIL/Z.
RZ (config)#ip route 0.0.0.0 0.0.0.0 2059.165.201.2

RZ (config) §router rip

RZ (config-router) fdefazult-information criginate
RZtcnnfig—rnuterJﬂ

m

1

Copy ] [ Paste ]

[C] Top

Paso 5. Verificar la configuracién de enrutamiento.

c. Consulte la tabla de routing en el R1.

R1# show ip route
<Output Omitted>
Gateway of last resort is 10.1.1.2 to network 0.0.0.0

R* 0.0.0.0/0[120/1] via 10.1.1.2, 00:00:13, Serial0/0/0
10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

C 10.1.1.0/30 is directly connected, Serial0/0/0

L 10.1.1.1/32 is directly connected, Serial0/0/0

R 10.2.2.0/30[120/1] via 10.1.1.2, 00:00:13, Serial0/0/0
172.30.0.0/16 is variably subnetted, 3 subnets, 2 masks

C 172.30.10.0/24 is directly connected, GigabitEthernet0/1

L 172.30.10.1/32 is directly connected, GigabitEthernet0/1

R 172.30.30.0/24 [120/2] via 10.1.1.2, 00:00:13, Serial0/0/0
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| Physical | config | €I | Atmibutes |

105 Command Line Interface
D - EIGRE, Ex - EIGRPD external, C - OSPF, I& - OQSEF inter

area
N1 - OQSEF NS52& external type 1, W2 - OSEF NS5A& external
type £
El - OQSPBF externzl type 1, EZ - OSEF external type Z, E -

EGE
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - IS5-IS level-Z, ia -
IS-IS inter zrea
* — candidate defsult, U - per-user static route, o — ODR
P - periodic downloaded static route

Fateway of last resort is 10.1.1.2 to network D_D_D_DI

10.0.0.0/8 is wariskly subnetted, 2 subnets, Z masks
10.1.1.0/30 is directly connected, Serizl0/0/0
10.1.1.1/3Z is directly connected, Serizl0/0/0
10.2.2.0/30 [120/1] wia 10.1.1.2, 00:00:01, Serial0ds 0s0
172.30.0.0/1¢ i3 verisbly subnetted, 2 subnets, Z masks
172.30.10.0/24 is directly connected, GigzkitEthernetl/1
172.30.10.1732 is directly connected, GigzbkitEtherneti/1
172.30.30.0/24 [120/2] wis 10.1.1.2, 00:00:01,
i=10/0/0
B 0.0.0.0s0 [120/1] wis 10.1.1.2, 00:00:01, SerialOfOfGl

wH 0

wH 0

4 [

R1E

Copy ] [ Paste ]

[0 Top

¢Cémo se puede saber, a partir de la tabla de routing, que la red dividida en subredes que comparten el
R1y el R3 tiene una ruta para el trafico de Internet?

Hay un Gatway de ultimo alcance, es decir, una puerta de enlace y la ruta predeterminada o por
defecto aparece o nos muestra en la tabla de ruteo que esta prendida a través de RIP
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d. Consulte la tabla de routing en el R2.
¢En qué forma se proporciona la ruta para el trafico de Internet en la tabla de routing?

R2 tiene una ruta estatica por defecto a través de 0.0.0.0/0 [1/0] via 209.165.201.2 la cual es
directamente conectada a GO/0

k2 ——

| physical | config | CUI | Attributes |

Ri»en
REZ§show ip route
Codes: L - local, C - connected, 5 - static, B — RIP, M - mobkile, B — BGEP
oD — EIGREE, E{ - EIGEP extermsl, O - Q5PF, I& — 0O5PF inter area
N1l - OSPF MNS52Z external type 1, MZ - OSPF NSS52Z external type 2
El - OS5EF external type 1, EZ - 0OSPEF external type Z, E - EGP
i - I5-I5, L1 - I5-IS lewel-1l, L2 - IS-IS5 level-Z2, ia - I5-I5 inter area
* — pcandidate default, U - per-user static route, o — ODR
P - periodic downloaded static route

Gateway of last resort is Z203.1€5.201.2 to network 0.0.0.0

10.0.0.0/8 is wariably subnetted, 4 subnets, I masks

c 10.1.1.0/30 is directly connected, Serial0s0/0

L 10.1.1.2/32 is directly connected, Serizl0/0/0

c 10.2.2.0/30 is directly connected, Serisld/ 0/1

b 10.2.2.2/32 is directly connected, Serisldy/ 0,71
172.30.0.0/24 is subnetted, Z subnets

=] 17Z.20.10.0/24 [120/1] wia 10.1.1.1, 00:00:0%, Serial0d/ 0,70

=] 172.30.30.0/24 [120/1] wie 10.2.Z.1, 00:00:2¢, Seriali 0/1

209.165_.201.0/24 is wvariably subnetted, 2 submnets, Z masks

c 2059.165.201.0/24 is directly connected, fGigabitEthernet
2 2 2 3 i ected, GigabitEthernetﬂfﬂ

5+ 0.0.0.0/0 [1/0] wia 20%_.165_201.2

RZ§

Paso 6. Verifique la conectividad.
a. Simule el envio de trafico a Internet haciendo ping de la PC-Ay la PC-C a 209.165.201.2.
éTuvieron éxito los pings?

sl
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Physical Config Desktop Attributes Software/Services

ommand Prompt

Ping statistics

Packeta: §

Approximate round trip time
Minimim = 1lms, Maz

Top
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P e, i

¥ pcC

Physical Config Desktop Attributes Software Services

Command Prompt

Approximsa round trip times in milli-s

Minimum = lma, Maximum = 1Zma, &w

Top

b. Verifique que los hosts dentro de la red dividida en subredes tengan posibilidad de conexidn
entre si haciendo ping entre la PC-A y la PC-C.

¢Tuvieron éxito los pings?
Si

Nota: quiza sea necesario deshabilitar el firewall de las computadoras.
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® pc-a

I T

Physical Config Desktop Attributes Software/Services

Command Prompt

timu Oms TIL=
time=lms TTL=1

rets: Sent = 4, 4 Lost =
e round trip ti in milli-sec
Minimum = 1lms, Maximum = 10ms, BAx age

>ping !

Pinging

r 17

= 4,

trip ti
Maximmam

Top
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Physical Config Desktop Attributes Software/Services

mmand Prompt

Pinging 2

bpproximate round trip times in milli-s
Minimm = 1ms, Maxirmum = 1Zms, Average

Parte 3: configurar IPv6 en los dispositivos

En la parte 3, configurard todas las interfaces con direcciones IPv6 y verificara la conectividad.
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Tabla de direccionamiento
Direccion IPv6/longitud de Gateway
Dispositivo Interfaz prefijo predeterminado
2001:DB8:ACAD:A::1/64
R1 G0/1 ) .
FE80::1 link-local No aplicable
2001:DB8:ACAD:12::1/64
S0/0/0 . .
FE80::1 link-local No aplicable
2001:DB8:ACAD:B::2/64
R2 G0/0 ] )
FE80::2 link-local No aplicable
2001:DB8:ACAD:12::2/64
S0/0/0 ) .
FE80::2 link-local No aplicable
2001:DB8:ACAD:23::2/64
S0/0/1 ) .
FE80::2 link-local No aplicable
2001:DB8:ACAD:C::3/64
R3 G0/1 . .
FE80::3 link-local No aplicable
2001:DB8:ACAD:23::3/64
S0/0/1 ) .
FE80::3 link-local No aplicable
PC-A NIC 2001:DB8:ACAD:A::A/64 FE80::1
PC-B NIC 2001:DB8:ACAD:B::B/64 FE80::2
PC-C NIC 2001:DB8:ACAD:C::C/64 FE80::3

Paso 1. configurar los equipos host.

Consulte la tabla de direccionamiento para obtener informacién de direcciones de los equipos host.

Paso 2. configurar IPv6 en los routers.

Nota: la asignacion de una direccidn IPv6 ademas de una direccidn IPv4 en una interfaz se conoce como
“dual-stacking” (o apilamiento doble). Esto se debe a que las pilas de protocolos IPv4 e IPv6 estan
activas.

a. Para cada interfaz del router, asigne la direccién global y la direccién link local de la tabla de
direccionamiento.
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| Physical | config | cuI | Atibutes |

105 Command Line Interface

Press RETURN toc get started.

Rl>en

Rlfconfig t

Enter configuration commands, one per line. End with CHNTL/Z.

Rl {config)fint gl/1

Bl i{config-if) §ipve address Z001:DBE:ACRD:R::1/64

Bl (config-if) §ipve address FEBO::1 link-local

Rl {config-if) #int s0/0/0

RBli{config-if) §ipve address Z001:DBE:ACAD:12::1/64 l:]
Bl {config-if) fipveé address FEE0::1 link-local

Bl {config-if) L

Copy ] ’ Paste ]

[ Top
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| Physical | config | clI | attributes |
105 Command Line Interface
.
Riren
BEZfconfig t
Enter configuration commands, one per line. End with CNILSZ.
RZ (config) #int g0/0
RZ (config-if) #ipvé address Z001:DBE:ACAD:B::2/64
RZ (config-if) #ipve address FEB80::Z link-local
BZ (config-if) §int =s0/0/0
BZ (config-if) $2001:DB8:ACRD:1Z2::2/64
% Invalid input detected at '~' marker.
BZ (config-if) §ipwé address Z001:DBE-RACAD:1Z::Z/&64
RZ (config-if) #ipve address FEB80::Z link-local
RZ {config-if)#int s0/0/1
BZ (config-if) §ipwé address Z001:DBES:-RACAD:Z23::Z/64 =
RZ {config-if) #ipve address FEB0::2 link-local
RZ (config-if)§ -
Copy ] [ Paste ]
[Tl Top
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Physical | config | CUI | Attrbutes

105 Command Line Interface

Press RETURN to get started.

R3ren

R3fconfig t

Enter configuration commands, one per line. End with CNTL/Z.
B3 {config)#int gls1

B3 {config-if) ¢ipwve address Z001:DBE:ACRAD:C:-:3/84
R3{config-if) #ipwe address FEE0::3 link-local

B2 {config-if)gint s0/0/1

B3 (config-if) #ipve address Z001l:DBEB:ACAD:Z3::3/64

B2 (config-if) &#ipvé address FEB0::3 limk-local

B3 {config-if) §

m

]

Copy ] [ Paste ]

O] Top
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Physical | Config | Desktop | Attributes I Software/Services |

IP Configuration

1P Configuration
© DHCP

IF Address

Subnet Mask
Default Gateway
DNS Server

IPv6 Configuration
© DHCP
IPvE Address
Link Local Address
IPvE Gateway

IPwvE DNS Server

@ Static
172.30.10.3
255.255.255.0

172.30.10.1

() Auto Config @) Static

2001:DB8:ACAD:ALA

FEBD::201:63FF:FEES: ADEE

64

FES0::1]|

[ Top
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IP Configuration

IP Configuration

) DHCP @ Static

IP Address 209.165.201.2
Subnet Mask 255.255.255.0
Default Gateway 209.165.201.1
DNS Server

IPw6E Configuration

7} DHCP C) Auto Config @ Static

IPw6 Address 2001:DB8:ACAD:B::B
Link Local Address FES0::230:F2FF:FE38:B64E
IPvE Gateway FEB0::2

IPvE DNS Server

[ Top
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Brec o R,

Physical I Config | Desktop | Attributes I Software/Services |

[P Configuration

IP Configuration
©) DHCP
IP Address

Subnet Mask

Link Local Address
IPvE Gateway

IPvE DNS Server

@ Static

172.30.30.3

255.255.255.0

Default Gateway 172.30.30.1

DMS Server

IPv6E Configuration

©) DHCP ) Auto Config @ Static

IPvE Address 2001:DB8ACAD:CnC I B4

FES0::2D0:BAFFIFEG3:5CD7

FEB0::3

[C] Top

Habilite el routing IPv6 en cada router.
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105 Command Line Interface

Rlwen

Rlgconfig t

Enter configuration commands, one per line. End with CHNTIL/Z.
Bl {config)fexit

=l

%5YS5-5-CONFIG I: Configured from conscle by conscle

Rlgconfig t

Enter configuration commands, one per line. End with CHNTIL/Z.
Bl {config) #ipve uni

Bl (config) #ipve unicast-routing

01 {config) g

m

| Physical | Config | CLI | Attributes

105 Command Line Interface

Press RETUBN to get sStarted.

RZren

RZgconfig t

Enter configuration commands, one per line. End with CHTL/Z.
RZ (config) #ipvE unica

RZ (config) #ipvé unicast-routing

BZ {config) g

m

1
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| Physical | config | oI | Atiributes |

105 Command Line Interface

Press BETUBM to get started.

RE»en

El3fconfig t©

Enter configuration commands, one per line. End with CHNTL/Z.
R3(config) #ipve uni

B3 (confiqg) #ipve unicast-routing 4
B3 (config) § 57

m

C. Introduzca el comando apropiado para verificar las direcciones IPv6 y el estado de enlace.
Escriba el comando en el espacio que se incluye a continuacidn.

Show ipv6 interface brief

O

| Physical | Config | CLI | Attributes |

105 Command Line Interface

Rlfconfig t ~
Enter configuration commands, one per line. End with CHIL/Z.

Bl {config) #exit

Blg

%5Y5-5-CONFIG_I: Configured from consocle by conscle

Rléconfig t

Enter configuration commands, one per line. End with CHTL/Z.
Bl {config) #ipve uni

Rl {config) $#ipvé unicast-routing

Bl {config) fend

Rl

%5Y5-5-CONFIG_I: Configured from conscle by conscle

Blgshow ipwé int brief

GigabitEthernetd/0 [zdministratively down/down]
GigakitEthernet0s1 [up/upl

FEBO::

2001:DBE8:-ACRAD:A:-:]1
Seri=eld/ 0 0 [up/up]

FEBO::1

2001:DBE8:-ACAD:12:-:1 i
Serialld/0/1 [zdministratively down/down] =
Vlanl [edministratively down/downl —

Blg e
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105 Command Line Interface

Ré»en

Régconfig t

Enter configuration commands, one per line. End with CHNTIL/SZ.
RZ {config) §ipve unica

RZ (config) #ipwvé unicast-routing

RZ {config) fend

RZg

%5Y5-5-CONFIG I: Configured from conscle by console

RZgshow ipwe int brief

GigabitEthernetl/s0 [up/up]

FEB0::2

Z2001:DBB:-ACAD:B:zz2
EigabitEthernetl/1 [administratively down/down]
Seriald/0/0 [up/up]

FEEBO0::Z

Z001:DBE:ACAD:1Z2::2
Seriald/s 0,1 [up/ up]

FEBO0::Z

2001:DBE:-ACAD:23::2
V'_I.a.lnl [administratively down/down]
RZ§

m

4

[

| Physical | Config | CLI | Attributes |

105 Command Line Interface

R3ren

BE3fconfig t

Enter configuration commands, one per line. End with CHNTIL/Z.
R3(config) #ipve uni

R3{config) #ipve unicast-routing

R3{config) fend

B3

%5YS5-5-CONFIG I: Configured from conscle by conscle

R3gshow ipve int brief

GFigabkitEthernetl/0 [administratively down/down]
GigabkitEthernet(/1 [up/up]

FEBO:-:3

2001:DBE:ACAD:C::
Serialds0/f0 [administratively down/down]
Serialdsof1 [up/up]

FEEB0::3

Z2001:-DBEB:ACRARD:-Z23::
Vlanl [administratively down/down]

B3

m

1
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d. Cada estacion de trabajo debe tener capacidad para hacer ping al router conectado. Verifique y
resuelva los problemas, si es necesario.

° Ping de PC-A a R1

e

Physical Config Desktop Attributes Software fServices

Command Prompt

1y £

eply fro
1y freo

Ping statistics for
: 4,
Approximate round trip times in milli-
Minimmam 12ms, Maximmm 20ma, &

Ch\rping 17Z_30_.10_.1

Pinging 1

ly from

Ping statistics for 172
Pa = ba- ] 4,
Approximate round trip times in milli-

Minimmam Oms, Maximm = léms,

. Ping de PC-B a R2
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B e

Physical Caonfig Desktop Attributes Software [Services

¥ pc-B

Command Prompt

from
from 2095

Reply

Ping statisti
Packets:

Approximate round trip times in milli-se
Minimm = Omsa, Maximim = lms, Averag

° Ping de PC-Ca R3

Physical Config Desktop Attributes Software Services

Command Prompt
Pinging
ply from
eply from 17

ply
Beply

Approximate round trip
Minimim = 1Zms, Maximm

C:\»ping 172

Pinging 172

(0% loss)

e. Los routers deben poder hacerse ping entre si. Verifique y resuelva los problemas, si es
necesario.
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. Ping entre R1y R2

er -

| Physical | Config | CUI | Attributes |

| 105 Command Line Interface
| Press RETUBN to get started.

Rlren
Rl$ping 203.165.201.1

Type escape sSeguence to abort.

Sending 5, 100-byte ICHMPF Echos to Z05%.165.2Z01.1, timecut is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/awvg/max = il
1/3/12 ms

m

R1gl

. Ping entre R2 y R3
e | = e

| Physical | Config | CLI | Attributes |

105 Command Line Interface
Press RETURN to get started.

Riren
B2gping 172.30.30.1

Type escape sSeguence to abort.

Sending 5, 100-byte ICMP Echos to 172.30.30.1, timeout is
seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max =
1/3/12 ms

1 m_|

nzg
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° Ping entre R3 y R1
LI W

Physical

Config CLI Attributes

105 Command Line Interface

Riren

Rz

Press RETURN to get started. ~

R3fping 172.30.10.1

IType escape sSeguence to sbort.
Sending 5, 100-byte ICHMP Echos to 172.30.10.1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =
2/5/20 ms

|..m

Parte 4: configurar y verificar el routing RIPng

En la parte 4, configurara el routing RIPng en todos los routers, verificara que las tablas de routing estén

correctamente actualizadas, configurard y distribuird una ruta predeterminada, y verificard la
conectividad de extremo a extremo.

Paso 1. configurar el routing RIPng.

Con IPv6, es comun tener varias direcciones IPv6 configuradas en una interfaz. La instruccién network se
elimind en RIPng. En cambio, el routing RIPng se habilita en el nivel de la interfaz y se identifica por un
nombre de proceso pertinente en el nivel local, ya que se pueden crear varios procesos con RIPng.

a. Emita el comando ipv6 rip Testl enable para cada interfaz en el R1 que participara en el routing

RIPng, donde Testl es el nombre de proceso pertinente en el nivel local.

R1(config)# interface g0/1

R1(config

)
)
R1(config)
)

# ipv6 rip Testl enable
# interface s0/0/0

R1(config)# ipv6 rip Testl enable
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B 5 =i
l
| | Physical | Config | CLI | Attributes |
105 Command Line Interface
1
-
RElren
Rlgping 205.1€5.201.1
Type escape sSeguence to sbort.
Sending 5, 100-byte ICHMP Echos to Z05.165.2Z01.1, timeout is 2
seconds:
g
Success rate is 100 percent (5/5), round-trip minfavg/max =
1/3/1Z ms
Blg
RBléconfig ¢t
Enter configuration commands, one per line. End with CNTL/Z.
Rl {config)#int g0/1
Bl (config-if) #ipvé rip Testl enable —
Bl {config-if) #interface s0/50/0 =
Bliconfig-if)#ipveé rip Testl enable | 4
Bl {config-if)# T
b. Configure RIPng para las interfaces seriales en el R2, con Test2 como el nombre de proceso. No

lo configure para la interfaz GO/0
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Physical | Config | CLI | Attributes

105 Command Line Interface

Rixen
REZ2fping 17Z2.30.30.1

Type escape Seguence to abort.

Sending 5, 100-byte ICMP Echos to 172.320.30.1, timecut is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max
1/3/12 ms

REZfconfig t

Enter configuration commands, one per line. End with CHTL/Z.
B2 (config) #int 305070

B2 (config-if) §ipve rip TestZ enable

B2 (config-if) $int 30/0/1

B2 (config-if) §ipve rip TestZ enable

B2 {config-if) §

[afm ]

C. Configure RIPng para cada interfaz en el R3, con Test3 como el nombre de proceso.
£ o

| Physical | config | CLI | Attributes |

105 Command Line Interface

Press BETUEN to get starced.

Raren

B3fconfig t©

Enter configuration commands, one per lime. End with CHIL/Z.
R3{config) #int gls1

R2{config-if)#ipve rip Test2 enable il
B3 {config-if) #int =0/0/1
R3{config-if) §ipve rip Test3 enable
B3 (config-if) g

m

4
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d. Verifique que RIPng se esté ejecutando en los routers.

Los comandos show ipv6 protocols, show run, show ipv6 rip database y show ipv6 rip nombre de
proceso se pueden usar para confirmar que se esté ejecutando RIPng En el R1, emita el comando show
ipv6 protocols.
R1# show ipv6 protocols
IPv6 Routing Protocol is "connected"
IPv6 Routing Protocol is "ND"
IPv6 Routing Protocol is "rip Test1"
Interfaces:
Serial0/0/0
GigabitEthernet0/1
Redistribution:

None
LR 020 NeE

| Physical | Config | CLI | Attributes |

105 Command Line Interface

Blxen
Blfshow ipveé protocols
IBv& Bouting Protocol is "connected"™

I IBv& Fouting Protocol is "rip Testl"l
e IHrErTINrY

GigabkitEthernetl/,1

Serizld/s0/0
Bedistribution:

None

4. |

nig

¢En qué forma se indica RIPng en el resultado?

RIPng esta listado por el nombre del proceso
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e. Emita el comando show ipv6 rip Test1.

R1# show ipv6 rip Testl
RIP process "Test1", port 521, multicast-group FF02::9, pid 314
Administrative distance is 120. Maximum paths is 16
Updates every 30 seconds, expire after 180
Holddown lasts O seconds, garbage collect after 120
Split horizon is on; poison reverse is off
Default routes are not generated
Periodic updates 1, trigger updates 0
Full Advertisement 0, Delayed Events O
Interfaces:
GigabitEthernet0/1
Serial0/0/0
Redistribution:

o0 - -
|

| Physical | Config | CLI | Attributes |

None

| 105 Command Line Interface
HIT=how 10vE prococols
IBwe Routing Protocol is "connected™
IBv&é Routing Protocol is "MD"
IPwve Routing Protocol is "rip Testl™
Interfaces:
GigakitEthernetl/1
Seriald/s0/0
Bedistribution:

None

Blg¢show ipwvée rip Testl

% Invalid input detected at "' marker.

Rlgshow ipve rip Testl 2
% Unrecognized command
Rlgshow ipve rip database
BIP process "Testl™ local RIB
2001:DBE:ACAD:C::/84, metric 3, installed
Serisld/0/0/FEBO::2, expires in 1€l szec
Z001:-DBEB:-ACAD:-1Z::/84, metric 2
Serisl0/0/0/FEBD:-:2, expires in 1€l sec —
Z001:DEBEB:-ACRAD:Z23::/64, metric 2, installed
|SerialﬂfﬂfﬂfFEBﬂ::2, expires in 1€l sec
B1g

m

1|

¢Cudles son las similitudes entre RIPv2 y RIPng?
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RIPv2 y RIPng tienen la distancia administrativa de 120 y usan el conteo de saltos como la métricay
envian actualizaciones cada 30 segundos

f. Inspecciones la tabla de routing IPv6 en cada router. Escriba el comando apropiado que se usa
para ver la tabla de routing en el espacio a continuacién.

Show ipv6 route
B R1 =

| Physical | Config | CLI | Attributes |

105 Command Line Interface

Rlgshow ipve route ~
IPve Routing Taekle - 7 entries
Codes: C - Connected, L - Local, 5 - Static, R - RIF, B - BGP
T - Per-user Static route, M - MIPve
Il - ISIs 11, I2 - I5I5 L2, IR - ISIS interarea, IS5 - ISIS
Summary
0 - O5PF intra, 0I - O5PF inter, CEl - O5PF ext 1, OEZ -
OBPF ext 2
OM1 - OS5PF NS55R ext 1, OM2 - OSPF NS5SR ext 2
I — EIZREP, EX — EIGRP external
C 2001:DBE:-ACAD:-R2::/54 [0/0]
via GigabitEthernet0/1, directly connected
L 2001:DBE:-ACRD:A:-:z1/128 [0/0]
. . o {ve
R Z001:DBE:-ACRD:C:-z/84 [120/3]
wvild ISoU. ., JELL=aIUSUSY
C Z001:DBB:-ACAD:1Z2::/684 [0/0]
wia Seriasld/0/0, directly connected
L Z001:DBB:-ACRD:1Z2::1/128 [0/0]

I E Z001:DRE:-ACED:-23:-:/684 [120/2]

L FFOO:z:-/8 [0/0]
wia Nulld, receiwe

A m |

n1g

En el R1, ¢cudntas rutas se descubrieron mediante RIPng? Dos
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W=l

| Physical | config | CLI | Atiributes |

105 Command Line Interface

BZgshow ipve route |ﬂ
IBve Routing Takle - 9 entries

Codes: C - Connected, L - Locz2l, 5 - Static, B - RIF, B - BEP

U - Per-user Static route, M - MIPve

I1 - ISIs L1, Iz - ISIS Lz, IR - ISIS interares, IS5 - ISIS

SUNmary
0 — O5PF intra, 0I — OS5PF inter, OEl1 - OS5PF ext 1, OEZ -

O5PF ext Z
OMN1 - OSPF WS552% ext 1, ONZ - OSEF MS5Z ext Z

via FEEUIIT, SerizlU/USU0
c 2001:DBE:RCRD:B::/64 [0/0]

via GigabitEthernetl/0, directly connected
L Z001:DBE:-RCRD:B::2/128 [0/0]
via GCigakitEthernetd/0,  receive

WiE II3, oeIl:a
c Z001:0BE:-ACRD:-1Z::/84 [0/0]
via Seriald/ /070, directly connected
L Z001:-DBE:-ACAD-1Z2:-:2/7128 [0/0]
via Seriald/0/0, receive E
c 2001:0BB:RCRD:23::/64 [0/01 i
via Serizld/ /071, directly connected —
L 2001 -DRe-ACAR-Z2- -2 /12 [0s0] |:j

En el R2, ¢cudntas rutas se descubrieron mediante RIPng? Dos
R

{| | Physical | config | cI | Attributes | [

105 Command Line Interface

R3gshow ipvE route s
| IPveé Routing Table - 7 entries |
Codes: C - Connected, L - Loecal, 5 - Static, B - RIF, B - BGPE

U - Per-user Static route, M — MIPve

I1 - ISI5 L1, Iz - ISIS L&, I& - ISIS interarea, IS5 - ISIS

Summary
O - OS5PF intra, OI - QS5PF inter, OEl1 - OSEF ext 1, 0OEZ -
OSEF ext Z
ON1 - OQSPF WS52 ext 1, OWZ - OSPF HNS5S5R ext Z

a2l

c 2001:DBE:ACAD:-C:-:/&4 [0/0]
wiza GigabitEthernetl/l, directly connected
L 2001:DBE:-ACAD:-C:-:3/128 [0/0]

64 [120/2]
]

iy = = i
c 2001 :DB8-ACAD:-Z23::/84 [0/0]
wia Serizlds0/1, directly connected
L 2001 :DB8-ACAD:-23:-:3/128 [0/0]
via S5eri=l0d/0/1, receiwve
L FFOO::z /B [0/0]
wia Mullld, receiwve

m._|

1

nagl

En el R3, ¢cudntas rutas se descubrieron mediante RIPng? Dos
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Verifique la conectividad entre las computadoras.

¢éEs posible hacer ping de la PC-A ala PC-B? No

o =

Physical Config Desktop Attributes SoftwareServices

Command Prompt

“»ping 17

Pinging

Minimim

C:\»ping

estination host unre

tination host unre

¢Es posible hacer ping de la PC-A ala PC-C? SI
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P e . ===

Physical Config Desktop Attributes Software [Services

Command Prompt

B :
Approximate round trip times in
Minimim = 1Zms, Maximm =

¢Es posible hacer ping de la PC-C a la PC-B? No
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¥ pc-c

-

Phyysical Config Desktop Attributes Software Services

Command Prompt

tistics

etg
trip times in milli
Maximim = 13ms, X

L with

> unreachable
z =1 4]
Beply fro 1: unreachakble.

Ping statisti

Pac

¢Es posible hacer ping de la PC-C a la PC-A? Si
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" ® ecc

—

Physical Config Desktop Attributes Software/Services

Command Prompt

C:y\»ping 2001

Pinging 2 tACAD: 3 with bytes of data:

Destination host unreachable.
tination host unre
tination host unre able._

Destination host unreachable.

00% loss),

-

Approximate round trip times in
Minimim = 1lms, Maximum = 13ms,

éPor qué algunos pings tuvieron éxito y otros no?

No hay una ruta que se notifiqgue para PC-B para la red 2001:DB8:ACAD:B::/64 NETWORK

Paso 2. configurar y volver a distribuir una ruta predeterminada.

a. Desde el R2, cree una ruta estatica predeterminada a la red:: 0/64 con el comando ipv6 route y
la direccidn IP de la interfaz de salida GO/0. Esto reenvia todo trafico de direccidn de destino
desconocida a la interfaz GO/0 del R2 hacia la PC-B y simula Internet. Escriba el comando que utilizé en el
espacio a continuacién.

ipv6 route ::/0 2001:DB8:ACAD:B::B
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e 5

| Physical | config | LI | Attributes |

105 Command Line Interface

Eress RETUEM to get started.

RIFEN

RZECONFIG T

Enter configuration commands, one per line. End with CNTL/Z.
RZ ({config)§ipve route ::/0 Z001:DBEE:ACAD:B::B

RZ {config) ¢

4 .m |

b. Las rutas estaticas se pueden incluir en las actualizaciones RIPng mediante el comando ipv6 rip
nombre de proceso default-information originate en el modo de configuracién de interfaz. Configure los
enlaces seriales en el R2 para enviar la ruta predeterminada en actualizaciones RIPng.

R2(config)# int s0/0/0

R2(config-rtr)# ipv6 rip Test2 default-information originate

R2(config)# int s0/0/1

R2(config-rtr)# ipv6 rip Test2 default-information originate
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e -

| Physical I Config | CLI | Attributes |

105 Command Line Interface

Press BETURM to get sStarted.

RIEN

RZfCONFIG T

Enter configuration commands, one per line. End with CNTL/Z.
BZ (config) §ipvé route ::/0 2001:DBE:ACAD:B::B

RZ {config)#int =0/0/0

RZ {config-if) §ipvé rip TestZ default-information originate

B2 {config-if)&int s0/0/1

RZ (config-if) #ipwe rip TestZ default-information originate

RZ (config-if) ¢

A .m |

Paso 3. Verificar la configuracidon de enrutamiento.

a. Consulte la tabla de routing IPv6 en el router R2.

R2# show ipv6 route
IPv6 Routing Table - 10 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
I1-1ISISLL, 12 -1ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
S ::/64[1/0]
via 2001:DB8:ACAD:B::B
R 2001:DB8:ACAD:A::/64 [120/2]
via FE80::1, Serial0/0/0
C 2001:DB8:ACAD:B::/64 [0/0]
via :;, GigabitEthernet0/1
L 2001:DB8:ACAD:B::2/128 [0/0]
via ::, GigabitEthernet0/1
R 2001:DB8:ACAD:C::/64 [120/2]
via FE80::3, Serial0/0/1
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C 2001:DB8:ACAD:12::/64 [0/0]
via ::, Serial0/0/0

L 2001:DB8:ACAD:12::2/128 [0/0]
via ::, Serial0/0/0

C 2001:DB8:ACAD:23::/64 [0/0]
via ::, Serial0/0/1

L 2001:DB8:ACAD:23::2/128 [0/0]
via ::, Serial0/0/1

L FF00::/8 [0/0]
via ::, NullO

R e (T

| Physical | Config | cLI | Attributes |

Enter configuration commands, one per line. End with CNTL/Z._
Re (configlipve route :z:/0 Z001:DBEB:ACAD:B::B

RZ (config)gint s0/0/0

BZ lconfig-if) #ipve rip Test? default-information originate

B2 (config-if) #int 307071

B2 (config-if) #ipvé rip TestZ default-information originate

BZ (config-if) fend

RZf

£5¥5-5-CONFIGZ I: Configured from conscle by console

RZgshow ipve route
IBwe Houting Table - 10 entries
Codes: C - Connected, L - Loc=l, 5 - Static, B - RIF, B - BGEE
T - Per-user Static route, M - MIBwe
I1 - ISIS L1, Iz - ISIS LZ, IR - ISIS interarea, IS - ISIS summary
O - Q5PF intra, OI - OS5PF inter, OE1 - OSPF ext 1, C0EZ2 - OSPF ext 2
OM1 - OSPF MESSR ext 1, OMZ - OSPF NS5R ext 2
0 - ETERP, EX - EIGRFP external
|s 270 [1/0]
3 TLB8:RCRD:B::B
2 2001:DBE:-ACAD:RA-:-/84 [1lZ0/2]
wia FEB0::1, Seriall/ 070
C 2001:DBE:-ACAD:B:-:/84 [0/0]
via GigabitEthernet(0/0, directly connected
L Z2001:DB8:ACAD:B:-:2/128 [0/0]
via GigabitEthernet(/0, receiwve
= 2001:DB8:ACAD:C::/84 [LlZ0/2]
wvia FE80::3, Seriald/ 0/1
C 2001:DB8:-ACAD:12::/€4 [0/0]
via Serial0/0/0, directly connected
L 2001:DBE8:-ACRD:-12:-:2/128 [0/70]
wia Serialds0/0, receiwve
C 2001:DBE:-ACAD:Z23::/64 [0/0]
wia Serialids0/1, directly connected
L Z2001:DBEB:-ACRD:23::2/7128 [0s0]
via Serial0/ 071, receiwve
L FFOO::z/8 [0/0]
via Nullld, receiwve

RZf
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¢Cémo se puede saber, a partir de la tabla de routing, que el R2 tiene una ruta para el trafico de
Internet?

Tiene una ruta estatica por defecto que se muestra en R la seiialada en verde arriba

b. Consulte las tablas de routing del R1 y el R3.

R

| Physical I Config | CLI | Attributes |

105 Command Line Interface

Rlfshow ipve route
IBve Routing Table - 8 entries
Codes: © - Connected, L - Loesl, 5 - Static, R - RIPF, B - BGEP

T - Per-user Static route, M - MIPve

Il - ISIS L1, Iz - ISIS L, IR - ISIS intersrea, IS - ISIS
SUmmary

0 - OSPF intre, 0I - OSPF inter, OEl - OSPF ext 1, OEZ -
O5PF ext 2

ON1 - OSPF NSSR ext 1, ONZ - OSEF NSSR ext 2
Z EX - EIGRP external

Serialds0/0
c Z001:DBE:ACAD:R::/ed [0/01
wia GigabitEtherneti/1, directly connected
L Z001:DBE:ACAD:R::1/7128 [0/0]
wia GigabkitEthernetil/1l, receiwve
B Z001:DBE:ACAD:C::/ed [120/3]
wia FEBO::2, Seri=ald/s0/0
c Z001:DBE:ACAD:1Z2::/84 [0/01
wia Serial0/0/0, directly connected
L Z001:DBE:ACAD:12::1/128 [0/0]
wia Serial0/0/0, receiwve
B Z001:DBE:ACAD:Z3::/84 [120/2]
wia FEBO::2, Seri=ald/s0/0
L FEOO0::/8 [0/0]

« g
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[

| Physical | config | LI | Attributes |

105 Command Line Interface

B3xen &
R3fshow ipve route
IPve Bouting Takle - 8 entries
Codes: C - Connected, L - Local, 5 - Static, B - REIP, B - BEP
T - Per—user Static route, M - MIBvwe
I1 - ISIs L1, IZ - ISIS LZ, IR - ISIS interarea, IS - ISIS

SUNmMary
O - OSPF intra, OI - OSPF inter, 0E1 - O5PF ext 1, CEZ -
OSPF ext 2
COH1 - OSPF M55SR ext 1, ONZ - OSPF NSS5R ext Z
| —_E EX - EIGEP externzl
= b 120/2

wia FEBO0::2, Seri=l0/0/1
=) Z001:DBE:ACRD:R::/64 [120/31

wiz FEB0::2, Seri=l0/0/1
c Z2001:DBE:ACRD:C::/64 [0/01

viz GigebitEthernetl/1l, directly connected
L 2001:DBE8-ACAD:C::3/128 [0/01

wia GigabitEthernetl/1l, receiwve
B Z2001:DBB-ACAD:1Z::/684 [120/2]

wia FEBO::Z, Serial0 0,71
C Z2001:DBB:-ACRD:-Z23::/684 [0/0]

wia Serizl0/ 071, directly connected
L Z2001:DBB-ACAD:-Z23::3/1Z8 [0/0]

|

1

¢Cédmo se proporciona la ruta para el trafico de Internet en sus tablas de enrutamiento?

La tabla de ruteo se muestra distribuida gracias a RIPng con una métrica de 2

Paso 4. Verifique la conectividad.

Simule el envio de trafico a Internet haciendo ping de la PC-Ay la PC-C a 2001:DB8:ACAD:B::B/64.
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LR

Phiysical Config Desktop Attributes SoftwareServices

ommand Prompt

Ty

ACAD:C::C with

Approximate round trip
Minimum = 1Zms, Maximuam

C:\>ping cACAD
Pinging : ACRD

byte
byt

statistics for
kets: Sent =
round trip
Minimim = lms, Maximm

Physical Config Desktop Attributes SoftwarefServices

ommand Prompt

-

Approxima
Minimam

C:\>ping :

Pinging 2

Packets: Sent = 4,
Approxims round trip ti
Minimum = lms, Maximum = 15ms,
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éTuvieron éxito los pings? Sl

Reflexion
1. ¢Por qué desactivaria la sumarizacién automatica para RIPv2?

Seria bueno para que todos los routers no sumaricen las rutas hacia la clase mayor y asi pueda haber
continuidad entre redes discontinuas

2. En ambas situaciones, éen qué forma descubrieron la ruta a Internet el R1 y el R3?

Aprendieron de las actualizaciones de RIP recibidas desde el router 2 donde fue configurada la ruta por
defecto en este caso R2

3. ¢En qué se diferencian la configuracion de RIPv2 y la de RIPng?

RIPv2 se configura como notificando las redes y RIPng se configura en las interfaces
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11.2.2.6 configuracién de NAT dindamica y estatica

Topologia

Servicios de
Internet simulados

Servidor
simulado

Parte 1: armar la red y verificar la conectividad

Parte 2: configurar y verificar la NAT estatica

Parte 3: configurar y verificar la NAT dinamica

Tabla de direccionamiento
Madscara de Gateway
Dispositivo Interfaz Direccion IP subred predeterminado
Gateway GO/1 192.168.1.1 255.255.255.0 N/A
S0/0/1 209.165.201.18 | 255.255.255.252 | N/A
ISP S0/0/0 (DCE) | 209.165.201.17 | 255.255.255.252 | N/A
G0/0 192.31.7.1 255.255.255.0 N/A
ServerlSP NIC 192.31.7.2 255.255.255.0 192.31.7.1
PC-A (servidor
simulado) NIC 192.168.1.20 255.255.255.0 192.168.1.1
PC-B NIC 192.168.1.21 255.255.255.0 192.168.1.1
Objetivos
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Informacién basica/situacion

La traduccién de direcciones de red (NAT) es el proceso en el que un dispositivo de red, como un
router Cisco, asigna una direccién publica a los dispositivos host dentro de una red privada. El motivo
principal para usar NAT es reducir el nimero de direcciones IP publicas que usa una organizacién, ya
que la cantidad de direcciones IPv4 publicas disponibles es limitada.

En esta practica de laboratorio, un ISP asigné a una empresa el espacio de direcciones IP publicas
209.165.200.224/27. Esto proporciona 30 direcciones IP publicas a la empresa. Las direcciones
209.165.200.225 a 209.165.200.241 son para la asignacion estatica, y las direcciones
209.165.200.242 a 209.165.200.254 son para la asignacion dinamica. Del ISP al router de gateway se
usa una ruta estatica, y del gateway al router ISP se usa una ruta predeterminada. La conexidn del
ISP a Internet se simula mediante una direccién de loopback en el router ISP.

Nota: los routers que se utilizan en las précticas de laboratorio de CCNA son routers de servicios
integrados (ISR) Cisco 1941 con I0S de Cisco versién 15.2(4)M3 (imagen universalk9). Los switches
que se utilizan son Cisco Catalyst 2960s con 10S de Cisco versidon 15.0(2) (imagen de lanbasek9). Se
pueden utilizar otros routers, switches y otras versiones del I0S de Cisco. Segun el modelo y la
version de 10S de Cisco, los comandos disponibles y los resultados que se obtienen pueden diferir de
los que se muestran en las practicas de laboratorio. Consulte la tabla Resumen de interfaces del
router que se encuentra al final de esta préctica de laboratorio para obtener los identificadores de
interfaz correctos.

Nota: aseglrese de que los routers y el switch se hayan borrado y no tengan configuraciones de
inicio. Si no estd seguro, consulte con el instructor.

Recursos necesarios

e 2 routers (Cisco 1941 con I0S de Cisco version 15.2(4)M3, imagen universal o similar)
e 1 switch (Cisco 2960 con I0S de Cisco versidn 15.0(2), imagen lanbasek9 o comparable)

e 2 computadoras (Windows 7, Vista o XP con un programa de emulacion de terminal, como
Tera Term)

e (Cables de consola para configurar los dispositivos con I0S de Cisco mediante los puertos de
consola

e Cables Ethernet y seriales, como se muestra en la topologia

Parte 11:  armar la red y verificar la conectividad

En la parte 1, establecera la topologia de la red y configurard los parametros basicos, como las
direcciones IP de interfaz, el routing estatico, el acceso a los dispositivos y las contrasefias.

Paso 1: realizar el cableado de red tal como se muestra en la topologia.

Conecte los dispositivos tal como se muestra en el diagrama de la topologia y realice el cableado
segun sea necesario.
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Paso 2: configurar los equipos host.

Paso 3: inicializar y volver a cargar los routers y los switches seglin sea necesario.

Paso 4: configurar los parametros basicos para cada router.

a. Desactive la busqueda del DNS.

b. Configure las direcciones IP para los routers como se indica en la tabla de direccionamiento.
c. Establezca la frecuencia de reloj en 1280000 para las interfaces seriales DCE.

d. Configure el nombre del dispositivo como se muestra en la topologia.

e. Asigne cisco como la contrasefia de consola y la contrasefia de vty.

f.  Asigne class como la contraseiia cifrada del modo EXEC privilegiado.

g. Configure logging synchronous para evitar que los mensajes de consola interrumpan la entrada
del comando.

gl — e
Physical | Config CLI

I0S Command Line Interface

Enter configuration commands, one per line. End with CHNTIL/Z. &
I Bouter (config) §hostname gateway

gatewaylconfig) fint gls1

gateway (config-if) #ip address 152.188.1.1 Z255.Z5
gateway (config-if) fno shut

-255.0

o

gateway (config-if) §
3LINE-5-CHANGCED: Interface GigabitEthernet(sl, changed state to up

SLINEEROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet(/1l, changed state
to up

gatewaylconfig-if) §do

% Invalid input detected at '~'" marker.

gateway (config-if) fexnit

gateway (config) #int s0/0/1

gateway (config-if) ip address Z05.185.201.18 Z55.255.255.252
I gateway (config-if) fno shut I

$LINE-5-CHARNEED: Interface Serial0/0/1, changed state to down
gateway (config-if) §

gateway (config-if) fexit

gateway (config) §no ip domain-lookup
gateway (config) fenable secret class
gateway (config) §line conscle 0

gateway (config-line) §password cisco
gateway (config-line) §login

gateway (config-line) §line vty 0 5
gateway (config-line) §password cisco
gateway (config-line) §login

gateway (config-line) §login synchronous

m

% Invalid input detected at '*" marker.

gateway (config-line) $logging synchronous
gatewsyviconfig-Jline) §




U feod’ UNIVERSIDAD NACIONAL ABIERTAY A DISTANCIA
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105 Command Line Interface

Eouterren
Routergconf t
Enter configuration commands, one per line. End with CHNTL/Z.

Bouter {config) fhostname isp
igp({config) #no ip domain-lookup
isplconfig) fenable secret class
isplconfig)#line console 0
isplconfig-line) #password cisco
igp({config-line) f#login
igp({config-line) $line wty 0 5
isplconfig-line) fpassword cisco
ispiconfig-line) #login
isplconfig-line) #logging synchronous
igp({config-line) fecit

% Invalid input detected at '~"' marker.

ispi{config-line) fexit
isp{config) #in =30/0/0
igp({config-if) #ip address 205%_185_201.1
igp({config-if) #no shut

-1

ra
[i}]
o
ha
[{}]
[i}]
L]
n
o
ra
[}
&)

isp{config-if)$
2LINE-5-CHANGED: Interface Seriald/s0/0, changed state to up

m

igp({config-if)§
$LINEPROTC-5-UPDOWN: Line protocol on Interface Serizl0/0/0, changed state to up

1

isp{c:nfig—if)ﬂ

Paso 5: crear un servidor web simulado en el ISP.

a. Cree un usuario local denominado webuser con la contraseiia cifrada webpass.
ISP(config)# username webuser privilege 15 secret webpass

b. Habilite el servicio del servidor HTTP en el ISP.
ISP(config)# ip http server

c. Configure el servicio HTTP para utilizar la base de datos local.

ISP(config)# ip http authentication local

No se puede realizer esto en packet tracer por ello se coloco un servidor WebServerISP

Paso 6: configurar el routing estatico.

a. Cree una ruta estatica del router ISP al router Gateway usando el rango asignado de direcciones
de red publicas 209.165.200.224/27.

ISP(config)# ip route 209.165.200.224 255.255.255.224 209.165.201.18
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E

| Physical | Config | CLI ‘

105 Command Line Interface

%5¥5-5-CONFIZz T: Configured from console by console
ispfconf t

ispiconfig) #int g0/0
isplconfig-if) #ip address 15%2.31.7.1 255.255.255.0
ispiconfig-if) #no shut

isplconfig-if) #

to up

isplconfig-if) fexit

ispiconfig)

isplconfig) fusername webuser priwvilege 15 secret webpass
ispiconfig) fip http sServer

% Inwalid input detected at '~' marker.

isp{config) fexit

ispg

%5Y5-5-CONFIG I: Configured from conscle by consocle

ispfconf t

b. Cree una ruta predeterminada del router Gateway al router ISP.

Gateway(config)# ip route 0.0.0.0 0.0.0.0 209.165.201.17

A 2 FSESNT=T >

Enter configuration commands, one per line. End with CHNIL/Z.

2LINE-5-CHRNGED: Interface GigabitEthernet0/0, changed state to up

2LINEFROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/ 0,

Enter configuration commands, one per line. End with CNIL/Z.
isplconfig) #ip route 20%.165.200.224 255.255.255.224 2059.1e5.201.18

ct

| Physical | Config | CLI |

105 Command Line Interface

User Rccess Verification

Password:

gateway>en

Password:

gatewaygconi t©

Enter configuration commands, one per line. End with CNTL/Z.

gateway (config)fip route 0.0.0.0 0.0.0.0 Z05_185.201.17
gateway (config) #|
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Paso 7: Guardar la configuracion en ejecucidn en la configuracién de inicio.

Paso 8: Verificar la conectividad de la red

a. Desde los equipos host, haga ping a la interfaz GO/1 en el router Gateway. Resuelva los
problemas si los pings fallan.

® pc-A S SR

Physical Config | Services | Desktop | Custom Interface

= T | —— — —_—
Command Prompt [(x]

-

m

Minimum = Oms, Maximm =

‘,;fgpc_g i) oo B

Physical | Config | Desktop | Custom Interface

Command Prompt

Command Line 1.0
1.1

m

Minimum = Oms, Maximum =

b. Muestre las tablas de routing en ambos routers para verificar que las rutas estaticas se
encuentren en la tabla de routing y estén configuradas correctamente en ambos routers.
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| Physical | Config | CLI |

105 Command Line Interface

User Rccess Verification
Password:

gatewayren

Password:

gateway&show ip router

% Invalid input detected at '*~' marker.

gatewayfshow ip route
Codes: L - loczl, C - comnected, 5 - static, R - RIPF, M - mokile, B - BGE

Gateway of last resort is 205.165.201.17 to network 0.0.0.0

c 192.168.1.0/24 is directly connected, GigabitEthernet0/1
L 192.168.1.1/32 is directly connected, GigabitEthernet0/1
20%.1e5.201.0/24 i3z wvariably subnetted, I subnets, Z masks

C 209.165.201.16/30 is directly connected, Serisl0/0/1 =

L 209.165.201.18/32 is directly connected, Seriasl0/0/1 3

g% 0.0.0.0/0 [1/0] wia Z09.165.201.17 |

I gateuay#l 7

D - EIGRP, EX - EIGRP enternal, ¢ - O5PF, IA - OSPF inter =zrea

N1l - OSPF NE55Z externz=l type 1, HZ - OQSPF NS5R enternzl type 2

El - OSPF external type 1, EZ — QS5PF external type Z, E - EGP

i - I5-I5, Ll - I5-I5 lewvel-1l, L& - I5S-I5 level-Z, iz - I5-I5 inter area
* — candidate defsult, U - per—user static route, o — CDR

P - periocdic downloasded static route

132 .1e8.1.0/24 i3 wariskly subnetted, Z subnets, Z masks

p
8 1sp

——— PR

| Physical | Config | CLI |

I0S Command Line Interface

3]

c
L

TESSWOId.

isp>en
Password:
ispgdo show ip route

% Invalid input detected at '~' marker.
ispgcont t
Enter configuration commands, one per line. End with CNIL/Z.

isp(config)fdo show ip route
Codes: L - locel, © - connected, 5 - static, B - RIEF, M - mokile, B - BGE

GCateway of last resocrt is not set

o - EIGRP, EE - EIGRP external, & - OSPF, I& - OSPF inter area

N1 - OS5PF MS55R exnternal type 1, N2 - O5PF HNS5R external type Z

El - OS5PF externsl type 1, EZ - OS5PF external type 2, E - EGF

i - I5-I5, Ll - I5-I5 level-l, LZ - IS5-I5 level-Z2, ia - I5-I5 inter area
* — candidate default, U - per-user static route, o - CDR

P - periodic downloaded static route

1%2.31.7.0/24 ig wariskly subnetted, 2Z subnets, Z masks
152.31.7.0/24 is directly connected, GigabitEthernet0/0
152.31.7.1/3Z is directly connected, GigabitEthernet0/0

205.165.200.0/27 is subnetted, 1 subnets
205.165_200.224/27 [1/0] wia 20%_.165.201.13

205.165.201.0/24 is warisbly subnetted, Z subnets, Z masks
2093.165.201.16/30 is directly connected, Serial0/s0/0
209.165.201.17/32 is directly connected, Seri=l0/0/0 B

m

I isp{ccnfig?#l =
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Parte 12:  configurar y verificar la NAT estatica.

La NAT estatica consiste en una asignacion uno a uno entre direcciones locales y globales, y estas
asignaciones se mantienen constantes. La NAT estdtica resulta util, en especial para los servidores
web o los dispositivos que deben tener direcciones estaticas que sean accesibles desde Internet.

Paso 1: configurar una asignacion estatica.

El mapa estdtico se configura para indicarle al router que traduzca entre la direccién privada del
servidor interno 192.168.1.20 y la direccién publica 209.165.200.225. Esto permite que los usuarios
tengan acceso a la PC-A desde Internet. La PC-A simula un servidor o un dispositivo con una direccién
constante a la que se puede acceder desde Internet.

Gateway(config)# ip nat inside source static 192.168.1.20 209.165.200.225

e [ -
Enter configuration commands, one per line. End with CHNTL/Z.

gateway (config) #ip nat inside source static 1%2.168.1.20 Z03.1e5.200.Z25
gateway{cnnfig?ﬂ

Paso 2: Especifique las interfaces.

Emita los comandos ip nat inside e ip nat outside en las interfaces.

Gateway(config)# interface g0/1
(config-if)# ip nat inside
(config-if)# interface s0/0/1
(

Gateway(config-if)# ip nat outside

Gateway

Gateway

gateway (config)fin gl/s1

gateway (config-if)#ip nat inside
gateway (config-if) #int s50/0/1
gateway (config-if) #ip nat outside
gateway{c:nfig—if)ﬂ

Copy | | Pa:

Paso 3: probar la configuracion.

a. Muestre la tabla de NAT estatica mediante la emisién del comando show ip nat translations.

Gateway# show ip nat translations
Pro Inside global Inside local  Outside local Outside global
---209.165.200.225 192.168.1.20  ---
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gatewayfshow ip nat translations
Pro Inside glokal Inside local Cutaide local Cutside global
-—— Z05_.1&5.Z00.2Z25 132 .1e8.1_20 - —-—=

gateway§

Copy || Fa

¢Cuadl es la traducciodn de la direccidn host local interna?
192.168.1.20 = 209.165.200.225

¢Quién asigna la direccién global interna?

Esta asignada por el router

¢Quién asigna la direccién local interna?

El administrador de red

En la PC-A, haga ping a la interfaz Lo0 (192.31.7.1) en el ISP. Si el ping falld, resuelva y corrija los
problemas. En el router Gateway, muestre la tabla de NAT.

e e

Physical Config Services Desktop Custom Interface

& pc-A

-

Command Prompt (X ]
: B>ping 1.1 -

EVER»ping 1

ply from
ply from

m

Approxima round trip t
Minimim = Oms, Maximum = 77ms,

»ping (1l

m

Approximate . >imes in milli-se

Minimum = 1lms, Maximum

Gateway# show ip nat translations

Pro Inside global Inside local  Outside local Outside global

icmp 209.165.200.225:1 192.168.1.20:1  192.31.7.1:1  192.31.7.1:1
---209.165.200.225 192.168.1.20  ---
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Q Gateway [¢:>J Eﬂu
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105 Command Line Interface

User Rccess Verification

f Password:
gatewayren
Password:
gatewayfshow ip mat translations
Pro Inside glokal Inside local Outside local Outside global

—--- Z03.165.Z00.Z2Z5 132.188.1.20 -— _—

gatewayfshow ip mat translations

Pro Inside glokal Inside local Outside local Outside global
icmp 209.165.200.225:10192.168.1.20:10 152.21.7.1:10 1%2.21.7.1:10
icmp 209.165.200.225:11192.168.1.20:11 152.21.7.1: 1%2.21.7.1:11
icmp 209.165.Z200.225:12192.168.1_20:12 152.21.7.1: 1%2.231.7.1:12
icmp 209.165.200.225:13192.168.1.20:13 192.231.7.2: 1%2.231.7.2:13
icmp 209.165.200.225:14192.168.1.20:14 192.231.7.2: 152.231.7.2:14
icmp 209.165.200.225:15192.168.1.20:15 192.231.7.2: 15%2.231.7.2:15
icmp 209.165.200.225:16192.168.1.20:1¢ 192.231.7.2: 152.231.7.2:1¢ ¥
icmp 209.165.200.225:9 19Z.168.1.20:9 152.21.7.1: 1%2.231.7.1:% =
——— 209.165.Z00.225 152 _188.1.Z20 -—= -—= r

At vl -

Cuando la PC-A envié una solicitud de ICMP (ping) a la direccién 192.31.7.1 en el ISP, se agregd a
la tabla una entrada de NAT en la que se indicé ICMP como protocolo.

¢Qué numero de puerto se usé en este intercambio ICMP? 10

Nota: puede ser necesario desactivar el firewall de la PC-A para que el ping se realice
correctamente.

En la PC-A, acceda a la interfaz LoO del ISP mediante telnet y muestre la tabla de NAT.

Pro Inside global Inside local  Outside local  OQutside global

icmp 209.165.200.225:1 192.168.1.20:1 192.31.7.1:1  192.31.7.1:1
tcp 209.165.200.225:1034 192.168.1.20:1034 192.31.7.1:23  192.31.7.1:23
---209.165.200.225 192.168.1.20  ---

WebServiceISP

Cisco Packet Tracer

Welcome to Cisco Packet Tracer, Opening doors to new opportunities. Mind Wide Open.

Quick Links:
& small page
Copyrights
Image page
Image

m
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gatewaygshow ip nat translations

Pro Inside glokal Inside local Cutside local Cutside global
--— Z05.185.200.225 152.1e8.1.20 - - E
tep 205.165.200.225:-10251%2.168.1.20:1025 1%2.31.7.2:80 192.31.7.2:80
gatewayﬂ -

Nota: es posible que se haya agotado el tiempo para la NAT de la solicitud de ICMP y se haya
eliminado de la tabla de NAT.

¢Qué protocolo se uso para esta traduccion? WEB
¢Cudles son los numeros de puerto que se usaron?
Global/local interno: 1025

Global/local externo: 80

d. Debido a que se configurd NAT estdtica para la PC-A, verifique que el ping del ISP a la direccion
publica de NAT estatica de la PC-A (209.165.200.225) se realice correctamente.

& WebServerlsP =) |olE] = |

Physical | Config | Services | Desktop | Custom Interface

e [ g1 e —1 o

Command Prompt (]

m

e. En el router Gateway, muestre la tabla de NAT para verificar la traduccion.

Gateway# show ip nat translations

Pro Inside global  Inside local  Outside local Outside global

icmp 209.165.200.225:12 192.168.1.20:12 209.165.201.17:12 209.165.201.17:12
---209.165.200.225 192.168.1.20  ---

Observe que la direccidn local externa y la direccién global externa son iguales. Esta direccion es
la direccidn de origen de red remota del ISP. Para que el ping del ISP se realice correctamente, la
direccion global interna de NAT estatica 209.165.200.225 se tradujo a la direccidn local interna
de la PC-A (192.168.1.20).

f.  Verifique las estadisticas de NAT mediante el comando show ip nat statistics en el router
Gateway.

Gateway# show ip nat statics
Total active translations: 2 (1 static, 1 dynamic; 1 extended)
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Peak translations: 2, occurred 00:02:12 ago
Outside interfaces:

Serial0/0/1
Inside interfaces:

GigabitEthernet0/1
Hits: 39 Misses: 0
CEF Translated packets: 39, CEF Punted packets: 0
Expired translations: 3

Dynamic mappings:

Total doors: 0
Appl doors: 0
Normal doors: 0
Queued Packets: 0

Nota: este es solo un resultado de muestra. Es posible que su resultado no coincida
exactamente.

gatewayfshow ip nat statistics

Total translations: 2 (1 static, 1 dynamic, 1 extended)
Cutside Interfaces: Serizl0/s0/1

Inside Interfaces: GigabitEthermnet0/1

Hits: 22 Misses: 17

Expired translations: 1€

Dynamic mappings:

gatewsa v i

Copy | | Paste

Parte 13:  configurar y verificar la NAT dinamica

La NAT dindmica utiliza un conjunto de direcciones publicas y las asigna segun el orden de llegada.
Cuando un dispositivo interno solicita acceso a una red externa, la NAT dinamica asigna una
direccion IPv4 publica disponible del conjunto. La NAT dindmica produce una asignacidn de varias
direcciones a varias direcciones entre direcciones locales y globales.

Paso 1: borrar las NAT.

Antes de seguir agregando NAT dindmicas, borre las NAT y las estadisticas de la parte 2.
Gateway# clear ip nat translation *
Gateway# clear ip nat statistics
Paso 2: definir una lista de control de acceso (ACL) que coincida con el rango de direcciones IP

privadas de LAN.

La ACL 1 se utiliza para permitir que se traduzca la red 192.168.1.0/24.
Gateway(config)# access-list 1 permit 192.168.1.0 0.0.0.255
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Paso 3: verificar que la configuracion de interfaces NAT siga siendo valida.

Emita el comando show ip nat statistics en el router Gateway para verificar la configuracion NAT.

Paso 4: definir el conjunto de direcciones IP publicas utilizables.

Gateway(config)# ip nat pool public_access 209.165.200.242 209.165.200.254 netmask
255.255.255.224

Paso 5: definir la NAT desde la lista de origen interna hasta el conjunto externo.

Nota: recuerde que los nombres de conjuntos de NAT distinguen mayusculas de minusculas, y el
nombre del conjunto que se introduzca aqui debe coincidir con el que se usoé en el paso anterior.

Gateway(config)# ip nat inside source list 1 pool public_access

& Gateway :l"__‘}J [E=REEN = |

E’H\ﬁig_&_!l_"'-Conﬁg | cir |

105 Command Line Interface

gatewayfclear ip nat translations *

% Inwalid input detected at "~" marker._

gateway#clear ip nat translation *

gatewayfconfi t

Enter configuration commands, one per line. End with CNTL/Z.
gateway (config) §access-1ist 1 permit 152 _168.1.0 0.0.0_255
gateway (config) §show ip nat statistics

% Inwvalid input detected at """ markex.

gateway (config) fend
gatewayf
%5¥5-5-CONFIG I: Configured from consacle by conscle

gateway#show ip nat statistics

Total translatiomns: 1 (1 static, 0 dynamic, 0 extended)
Cutside Interfaces: Serizl0/s0/1

Inside Interfaces: GigabitEthernetd/ 1

Hits: 22 Misses: 17

Expired translations: 1@

Dynamic mappings:

gatewayfconi t

Enter configuration commands, one per line. End with CHTIL/Z.
gateway (config) #ip nat pool public access Z09.165.200.242Z 203.165.200.254 netmask =
255 .255.255.224

gateway (config) #ip nat inside scurce list 1 poel public access
gateway config) £

Paso 6: probar la configuracién.

a. EnlaPC-B, haga ping a la interfaz Lo0 (192.31.7.1) en el ISP. Si el ping falld, resuelva y corrija los
problemas. En el router Gateway, muestre la tabla de NAT.
Gateway# show ip nat translations
Pro Inside global Inside local  Outside local Outside global
---209.165.200.225 192.168.1.20  ---
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icmp 209.165.200.242:1 192.168.1.21:1 192.31.7.1:1  192.31.7.1:1

---209.165.200.242 192.168.1.21  --- ---
35 Gateway - - - ‘@'J -l"‘:' (= |-

| Physical | Config | CLI |

I10S Command Line Interface

gateway (config) fend
gateway$
%5Y5-5-CONFIG I: Configured from conscle by console

gatewayfshow ip nat statistics

Total tramslations: 1 {1 static, 0 dynamic, 0 extended)
Outside Interfaces: Serizld/0/1

Inside Interfaces: GigebitEthernetl/1

Hits: 22 Misses: 17

Expired translations: 16

Dynamic mappings:

gatewayfconf ¢t

Enter configuration commands, one per line. End with CNTIL/Z.
gateway(config) #ip nat pool public access 209.1€5.200.242 205.165.200.254 netmask
255_255_255.224

gateway (config) #ip nat inside source list 1 pool public_access
gateway (config) fend

gateway$

%5Y5-5-CONFIG_I: Configured from conscle by conscle

gatewayfshow ip nat translations
Pro Inside globkal Inside local Cutside local Cutside global
15Z2.168.1.Z21: 132.31.7.2:5 152.31.7.Z:5

-1
-1

iemp Z09.165.Z00.Z42:5 5 S2:5 SE:5

icmp Z205.165.Z00.Z242:6 192 168.1.21:¢ 152.31.7.2:% 152 .31.7.2:%

icmp 205.165.Z00.242:7 152 1e8.1.21:7 152 .31.7.2:7 152 .31.7.2:7

icmp Z05.165.Z00.Z42:8 19Z.168.1.Z1:8 132 .31.7.2:8 1832 .31.7.2:8 =
--— Z05%.1e5.200.225 152 . 168.1.20 - -

rarausrsl

¢Cual es la traduccidn de la direccion host local interna de la PC-B?
192.168.1.21 =192.168.1.21:5 — 209.165.200.242

Cuando la PC-B envié un mensaje ICMP a la direccidn 192.31.7.1 en el ISP, se agregé a la tabla
una entrada de NAT dinamica en la que se indicé ICMP como el protocolo.

¢Qué numero de puerto se uso en este intercambio ICMP? 5,6 7, 8

b. Enla PC-B, abra un explorador e introduzca la direccidn IP del servidor web simulado ISP
(interfaz Lo0). Cuando se le solicite, inicie sesidn como webuser con la contrasefia webpass.

ELX: =) o O |

Physical | Config | Desktop | Custom Interface |

e P —_— (ar— 11 re—

Web Browser

< = | URL http://192.31.7.2 Go Stop
[ )
WebServiceISP

| Cisco Packet Tracer

Welcome to Cisco Packet Tracer, Opening doors to new oppartunities, Mind Wide Open.
c. Muestre la tabla de NAT.
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Pro Inside global Inside local ~ Outside local  Outside global
---209.165.200.225 192.168.1.20  ---

tcp 209.165.200.242:1038 192.168.1.21:1038 192.31.7.1:80
tcp 209.165.200.242:1039 192.168.1.21:1039 192.31.7.1:80
tcp 209.165.200.242:1040 192.168.1.21:1040 192.31.7.1:80
tcp 209.165.200.242:1041 192.168.1.21:1041 192.31.7.1:80
tcp 209.165.200.242:1042 192.168.1.21:1042 192.31.7.1:80
tcp 209.165.200.242:1043 192.168.1.21:1043 192.31.7.1:80
tcp 209.165.200.242:1044 192.168.1.21:1044 192.31.7.1:80
tcp 209.165.200.242:1045 192.168.1.21:1045 192.31.7.1:80
tcp 209.165.200.242:1046 192.168.1.21:1046 192.31.7.1:80
tcp 209.165.200.242:1047 192.168.1.21:1047 192.31.7.1:80
tcp 209.165.200.242:1048 192.168.1.21:1048 192.31.7.1:80
tcp 209.165.200.242:1049 192.168.1.21:1049 192.31.7.1:80
tcp 209.165.200.242:1050 192.168.1.21:1050 192.31.7.1:80
tcp 209.165.200.242:1051 192.168.1.21:1051 192.31.7.1:80
tcp 209.165.200.242:1052 192.168.1.21:1052 192.31.7.1:80
---209.165.200.242 192.168.1.22  --- ---

gatewayfshow ip nat translations
Pro Inside global

=== Z205.165.Z00.Z2Z5

Inside local
182 _168.1_20 -—=

tep 209.165.200.242:10261592.168.1.21:1026 192.31.

gatewayﬂ

tep Z209.165.200.242:10251592.1658.1.21:1025 172.31.7.

Cutside local

192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80

Cutsi
=80 172
=80 132

de

-31.
-31.

global

g =11]
g =11]

ka3 B2

m

¢Qué protocolo se uso en esta traduccién? http
¢Qué nuimeros de puerto se usaron?

Interno: 1025

Externo: 80

¢Qué numero de puerto bien conocido y qué servicio se usaron? 80

Verifique las estadisticas de NAT mediante el comando show ip nat statistics en el router

Gateway.

Gateway# show ip nat statistics
Total active translations: 3 (1 static, 2 dynamic; 1 extended)
Peak translations: 17, occurred 00:06:40 ago
Outside interfaces:
Serial0/0/1
Inside interfaces:
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GigabitEthernet0/1

Hits: 345 Misses: 0

CEF Translated packets: 345, CEF Punted packets: 0

Expired translations: 20

Dynamic mappings:

-- Inside Source

[Id: 1] access-list 1 pool public_access refcount 2

pool public_access: netmask 255.255.255.224
start 209.165.200.242 end 209.165.200.254

type generic, total addresses 13, allocated 1 (7%), misses O

Total doors: 0
Appl doors: 0
Normal doors: 0
Queued Packets: 0

Nota: este es solo un resultado de muestra. Es posible que su resultado no coincida
exactamente.

gatewayfshow ip nat statistics

Total translations: 3 (1 static, Z dynamic, Z extended)
Outside Interfaces: Serialld/s0/1

Inside Interfaces: GigebitEthernetl,1

Hits: 44 Misses: Z5

Expired translations: Z0

Dynamic mappings:

—— Inside Source

access-list 1 pool public access reflount 2
pool public access: netmask Z55.255.255.224
start Z09.165.Z00.24Z end Z05.165.200.2Z54
type generic, total addresses 13 , allocated 1 (7%), misses 0

gatewayﬂ

m

Paso 7: eliminar la entrada de NAT estatica.

En el paso 7, se elimina la entrada de NAT estatica y se puede observar la entrada de NAT.

a. Elimine la NAT estatica de la parte 2. Introduzca yes (si) cuando se le solicite eliminar entradas
secundarias.

Gateway(config)# no ip nat inside source static 192.168.1.20 209.165.200.225

Static entry in use, do you want to delete child entries? [no]: yes
b. Borre las NAT y las estadisticas.
c. Haga ping al ISP (192.31.7.1) desde ambos hosts.
d. Muestre la tabla y las estadisticas de NAT.
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Gateway# show ip nat statistics
Total active translations: 4 (0 static, 4 dynamic; 2 extended)
Peak translations: 15, occurred 00:00:43 ago
Outside interfaces:
Serial0/0/1
Inside interfaces:
GigabitEthernet0/1
Hits: 16 Misses: 0
CEF Translated packets: 285, CEF Punted packets: 0
Expired translations: 11
Dynamic mappings:
-- Inside Source
[Id: 1] access-list 1 pool public_access refcount 4
pool public_access: netmask 255.255.255.224
start 209.165.200.242 end 209.165.200.254
type generic, total addresses 13, allocated 2 (15%), misses O

Total doors: 0
Appl doors: 0
Normal doors: 0
Queued Packets: 0

gatewayfshow ip nat statistics
Total translations: 2 (0 static, & dynamic, Z extended)
Cutside Interfaces: Serial0/0/1
Inside Interfaces: GFigabitEthernetl,1
Hits: 52 Misses: 37
Expired translations: Z8
Dynamic mappings:
—— Inside Source
access-list 1 pool public_access reflount 2
pocl public access: netmask 2Z55.255.255.224
start Z09.185.200.Z42 end Z09_.165.Z00.Z254
type generic, total addresses 13 |, allocated 1 (7%), misses 0

gatewayﬂ

m

Gateway# show ip nat translation

Pro Inside global Inside local  Outside local Outside global

icmp 209.165.200.243:512 192.168.1.20:512 192.31.7.1:512  192.31.7.1:512
---209.165.200.243 192.168.1.20 -

icmp 209.165.200.242:512 192.168.1.21:512 192.31.7.1:512  192.31.7.1:512
---209.165.200.242 192.168.1.21  ---

Nota: este es solo un resultado de muestra. Es posible que su resultado no coincida
exactamente.
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Reflexion
1. ¢Por qué debe utilizarse la NAT en una red?

Existen para que no se acabaran las IP en [pV4, se ahorran IP, ayudan para la privacidad porque no
muestras la IP.

2. ¢Cuales son las limitaciones de NAT?

Es un poco demorada su configuracion y algunos servicios no pueden funcionar
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9.2.3.3 Packet Tracer - Configuring an ACL on VTY Lines

Topology

/N

’“}_C\

v

Roé,ter
I.

g w itc::

= p=
pcl ‘ Laptop
Addressing Table
Device Interface IP Address Subnet Mask Default Gateway
Router FO/0 10.0.0.254 255.0.0.0 N/A
PC NIC 10.0.0.1 255.0.0.0 10.0.0.254
Laptop NIC 10.0.0.2 255.0.0.0 10.0.0.254

Objectives

Part 1: Configure and Apply an ACL

to VTY Lines Part 2: Verify the ACL

Implementation

Background

As network administrator, you must have remote access to your router. This access should
not be available to other users of the network. Therefore, you will configure and apply an
access control list (ACL) that allows PC access to the Telnet lines, but denies all other source

IP addresses.

Part 1: Configure and Apply an ACL to VTY Lines
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Step 1: Verify Telnet access before the ACL is configured.

Both computers should be able to Telnet to the Router. The password is cisco.
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Packet Tracer - Configuring an ACL on VTY Lines

Step 2: Configure a numbered standard ACL.

Configure the following numbered ACL on Router.

Router(config)# access-list 99 permit host 10.0.0.1

Because we do not want to permit access from any other computers, the implicit deny property of the

access list satisfies our requirements.

I10S Command Line Interface

EIETon DY LCES UL Bl COIDSCCEISSIT Reody REICET

Press RETUBN to get started!

SLINEFPROTO-5-UPDOWN: Line protococl on Interface FastEthernetd/0, changed state to
ug

Router>
Routerrconfigure terminal

% Invalid input detected at "~' marker.

Router=
Routerrconfig t

e

% Invalid input detected at "~' marker.

Routerrenable

Routergcisco

Translating "cisco™.._.domain serwver (2Z55.255_255_255)

% Unknown command or computer name, or unable to find computer address

Routergenakle

Bouterfconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
Router (config) faccess—-1list 9% permit host 10.0.0.1

Bouter (config) #

Rcuter{ccnfigjﬂ

Copy Paste
Step 3: Place a named standard ACL on the router.

Access to the Router interfaces must be allowed, while Telnet access must be restricted. Therefore,
we must place the ACL on Telnet lines 0 through 4. From the configuration prompt of Router, enter
line configuration mode for lines 0 — 4 and use the access-class command to apply the ACL to all the
VTY lines
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Router(config)# line vty 0 15
Router(config-line)# access-class 99 in

105 Command Line Interface
A LEllslalb iy jo ey - e e mdmdm LI mELWEL o el el
% Unknown command or computer name, or unable to find computer address

Routerfenable

Routerfconfigure terminal

Enter configuration commands, one per line. End with CHIL/Z.
Router (config) gaccess-1ist 9% permit host 10.0.0.1

Router (config)

Router (config) fline wty

% Incomplete command.

Router (config)#line vty 0 15

Router (config-line)facccess class 95 in

% Invalid input detected at "~"' marker.

Router (config-line)facccess—class 959 in

% Invalid input detected at '"*' marker.

Router (config-line)f# access?
access-class

Router (config-line)$

Router (config-line) faccess?
access—class

Router (config-line) faccess?
access—class

Router (config-line) faccess

% Incomplete command.

Router (config-line) faccess—class 9% in
Router {config-line)§ W

Part 2: Verify the ACL Implementation

Step 1: Verify the ACL configuration and application to the VTY lines.

Use the show access-lists to verify the ACL configuration. Use the show run command to verify the
ACL is applied to the VTY lines.

% lnvalid input detected at '~ ' marker.

Router (config) exit
Routerd
%5¥5-5-CONFIG_I: Configured from console by console

Bouter#show access—-list

Standard IP access list 355
10 permit host 10.0.0.1

Bouterd

Bouter#

Bouterd

Copy Paste
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line wty 0 4
access—class 55 in
password cisco
login

line wty 5 15
access—class 55 in
password cisco
login

Step 2: Verify that the ACL is working properly.

Both computers should be able to ping the Router, but only PC should be able to Telnet to it.

Laptop con acceso denegado

ommand Prompt

Bouter>

BCrping 10.0

Pinging 10.0

o om
m m m m

woo
HKHEHK

o

w

imate round trip times in milli-:

imam = Oms, M mum = (ms, Awvera

Trying 10.
% Connection refused by remote host

PC con IP 10.0.0.1 con acceso permitido.
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milli-

Maximm = (ms, RAwverage




10.1.2.4 configuracién de DHCPv4 basico en un router

Topologia

Tabla de direccionamiento

S0fo0/1 DCE

Internet

UNIVERSIDAD NACIONAL ABIERTAY A DISTANCIA

Mascara de Gateway

Dispositivo Interfaz Direccion IP subred predeterminado
R1 G0/0 192.168.0.1 255.255.255.0 N/A

GO0/1 192.168.1.1 255.255.255.0 N/A

S0/0/0 (DCE) | 192.168.2.253 255.255.255.252 | N/A
R2 S0/0/0 192.168.2.254 255.255.255.252 | N/A

S0/0/1 (DCE) | 209.165.200.226 | 255.255.255.224 | N/A
ISP S0/0/1 209.165.200.225 | 255.255.255.224 | N/A
PC-A NIC DHCP DHCP DHCP
PC-B NIC DHCP DHCP DHCP
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Objetivos
Parte 1: armar la red y configurar los parametros basicos de los dispositivos

Parte 2: configurar un servidor de DHCPv4 y un agente de retransmisiéon DHCP

Informacién basica/situacion

El protocolo de configuracién dindmica de host (DHCP) es un protocolo de red que permite a los
administradores de red administrar y automatizar la asignacién de direcciones IP. Sin DHCP, el
administrador debe asignar y configurar manualmente las direcciones IP, los servidores DNS
preferidos y los gateways predeterminados. A medida que aumenta el tamafio de la red, esto se
convierte en un problema administrativo cuando los dispositivos se trasladan de una red interna a
otra.

En esta situacidn, la empresa crecié en tamafio, y los administradores de red ya no pueden asignar
direcciones IP a los dispositivos de forma manual. Su tarea es configurar el router R2 para asignar
direcciones IPv4 en dos subredes diferentes conectadas al router R1.

Nota: en esta practica de laboratorio, se proporciona la ayuda minima relativa a los comandos que
efectivamente se necesitan para configurar DHCP. Sin embargo, los comandos requeridos se
proporcionan en el apéndice A. Ponga a prueba su conocimiento e intente configurar los dispositivos
sin consultar el apéndice.

Nota: los routers que se utilizan en las practicas de laboratorio de CCNA son routers de servicios
integrados (ISR) Cisco 1941 con I0S de Cisco version 15.2(4)M3 (imagen universalk9). Los switches
que se utilizan son Cisco Catalyst 2960s con I0S de Cisco versidn 15.0(2) (imagen de lanbasek9). Se
pueden utilizar otros routers, switches y otras versiones del I0S de Cisco. Segun el modelo y la
version de 10S de Cisco, los comandos disponibles y los resultados que se obtienen pueden diferir de
los que se muestran en las prdcticas de laboratorio. Consulte la tabla Resumen de interfaces del
router que se encuentra al final de esta préctica de laboratorio para obtener los identificadores de
interfaz correctos.

Nota: aseglrese de que los routers y los switches se hayan borrado y no tengan configuraciones de
inicio. Si no estd seguro, consulte con el instructor.
Recursos necesarios
e 3 routers (Cisco 1941 con I0S de Cisco versién 15.2(4)M3, imagen universal o similar)
e 2 switches (Cisco 2960 con I0S de Cisco version 15.0(2), imagen lanbasek9 o similar)

e 2 computadoras (Windows 7, Vista o XP con un programa de emulacién de terminal, como
Tera Term)

e (Cables de consola para configurar los dispositivos con I0S de Cisco mediante los puertos de
consola

e Cables Ethernet y seriales, como se muestra en la topologia
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Parte 14: armar la red y configurar los parametros basicos de los dispositivos

En la parte 1, establecerd la topologia de la red y configurard los routers y switches con los
pardmetros basicos, como las contrasefias y las direcciones IP. Ademas, configurard los parametros
de IP de las computadoras en la topologia.

Paso 1: realizar el cableado de red tal como se muestra en la topologia.
Paso 2: inicializar y volver a cargar los routers y los switches.

Paso 3: configurar los parametros basicos para cada router.

a. Desactive la buisqueda DNS.

b. Configure el nombre del dispositivo como se muestra en la topologia.
c. Asigne class como la contrasefia cifrada del modo EXEC privilegiado.
d. Asigne cisco como la contrasefia de consola y la contrasefia de vty.

e. Configure logging synchronous para evitar que los mensajes de consola interrumpan la entrada
de comandos.

f. Configure las direcciones IP para todas las interfaces de los routers de acuerdo con la tabla de
direccionamiento.

g. Configure la interfaz DCE serial en el R1 y el R2 con una frecuencia de reloj de 128000.
Configure EIGRP for R1.

R1(config)# router eigrp 1

R1(config-router)# network 192.168.0.0 0.0.0.255
R1(config-router)# network 192.168.1.0 0.0.0.255
R1(config-router)# network 192.168.2.252 0.0.0.3

R1(config-router)# no auto-summary
i. Configure EIGRP y una ruta predeterminada al ISP en el R2.
R2(config)# router eigrp 1
R2(config-router)# network 192.168.2.252 0.0.0.3
R2(config-router)# redistribute static
R2(config-router)# exit
R2(config)# ip route 0.0.0.0 0.0.0.0 209.165.200.225
j. Configure una ruta estdtica resumida en el ISP para llegar a las redes en los routers R1 y R2.

ISP(config)# ip route 192.168.0.0 255.255.252.0 209.165.200.226

k. Copie la configuracion en ejecucidn en la configuracidn de inicio
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Paso 4: verificar la conectividad de red entre los routers.

Si algun ping entre los routers falla, corrija los errores antes de continuar con el siguiente paso. Use
los comandos show ip route y show ip interface brief para detectar posibles problemas.

Comprobacion de conectividad entre ISP hasta R1 exitoso.

& |sp - m| e
Physical Config  CLI

I0S Command Line Interface

TSE CONT IS II0W =SvellsDIs

Press RETURN to get started.

Isp=>

I5P>ping 152.1€2.2.253

Type escape seguence to abort.

Sending 5, 100-byte ICMP Echos to 132_1€8.2.253, timeout is 2 seconds:

NERY

Success rate is 100 percent (5/5), round-trip min/avg/max = Z/5/15 ms

ISE=| W

Copy Paste

Paso 5: verificar que los equipos host estén configurados para DHCP.

Parte 15: configurar un servidor de DHCPv4 y un agente de retransmision DHCP

Para asignar automaticamente la informacién de direccion en la red, configure el R2 como servidor
de DHCPv4 y el R1 como agente de retransmisién DHCP.

Paso 1: configurar los parametros del servidor de DHCPv4 en el router R2.

En el R2, configure un conjunto de direcciones DHCP para cada LAN del R1. Utilice el nombre de
conjunto R1GO para GO/0 LAN y R1G1 para GO/1 LAN. Asimismo, configure las direcciones que se
excluiran de los conjuntos de direcciones. La practica recomendada indica que primero se deben
configurar las direcciones excluidas, a fin de garantizar que no se arrienden accidentalmente a otros
dispositivos.
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Excluya las primeras nueve direcciones en cada LAN del R1; empiece por .1. El resto de las
direcciones deben estar disponibles en el conjunto de direcciones DHCP. Aseglrese de que cada
conjunto de direcciones DHCP incluya un gateway predeterminado, el dominio ccna-lab.com, un
servidor DNS (209.165.200.225) y un tiempo de arrendamiento de dos dias.

En las lineas a continuacién, escriba los comandos necesarios para configurar los servicios DHCP en el
router R2, incluso las direcciones DHCP excluidas y los conjuntos de direcciones DHCP.

Nota: los comandos requeridos para la parte 2 se proporcionan en el apéndice A. Ponga a prueba su
conocimiento e intente configurar DHCP en el R1 y el R2 sin consultar el apéndice.

En la PC-A o la PC-B, abra un simbolo del sistema e introduzca el comando ipconfig /all. ¢ Alguno de
los equipos host recibié una direccién IP del servidor de DHCP? ¢Por qué?

No han recibido IP, v la razén es porque el servidor DHCP se encuentra en el R2 y aun no ha sido
configurado en R1 para trasladar.

Paso 2: configurar el R1 como agente de retransmision DHCP.

Configure las direcciones IP de ayuda en el R1 para que reenvien todas las solicitudes de DHCP al
servidor de DHCP en el R2.

En las lineas a continuacién, escriba los comandos necesarios para configurar el R1 como agente de
retransmisién DHCP para las LAN del R1.

# R -

Physical  Config  CLI

105 Command Line Interface

WIF IICEL gUr T

% Invalid input detected at '*' marker.

Rlgip helper-address 132.1€8.2.254

% Invalid input detected at '*' marker.
Rlgconf t
Enter configuration commands, one per line. End with CNTIL/Z.

Rliconfig)#ip helper-address 15%2.1€8.2.254

% Invalid input detected at '*' marker.

Rl {config)gint g0/0

Rliconfig-if) #ip helper—address 152 .1€23.2_254
Rl{config-if) gexnit

Rl{config)#inter gl/1

Rliconfig-if) #ip helper-address 152.163.2.254

Bl {config-if)#

Rli{config-if) gexit

Rl {config) fexit

R1g

%5YS-5-CONFIG_I: Configured from console by console

R1g

Rlgwr

Building configuration...
[0K]

ng

Copy
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Paso 3: registrar la configuracién IP para la PC-A y la PC-B.

En la PC-Ay la PC-B, emita el comando ipconfig /all para verificar que las computadoras recibieron la
informacidn de la direccion IP del servidor de DHCP en el R2. Registre la direccién IP y la direccién
MAC de cada computadora.

PCripoconfig Sall

FastEthernetl Connection: (default port)
Connection—-sp ic DNS Suffizx..:
FPhysical Address

Link-local IPve Address
IPF Rddress

HCP Serwvers. ..

DHCEPwve Client DUID : 00-01-00-01l-D5-B3-A4-ZD-00-10-11-00

PCripeoonfig fall

FastEthernetl Connection: (default port)

Connection-specific DNS Suffix__:
Fhysic
Link-

DHCPvE Client DUID : -01-A0-56-74-DA-00-30-F2-E7-3C-A2

Segun el pool de DHCP que se configuré en el R2, écuales son las primeras direcciones IP disponibles
que la PC-Ay la PC-B pueden arrendar?

192.168.0.10y 192.168.1.10

Paso 4: verificar los servicios DHCP y los arrendamientos de direcciones en el R2.

a. EnelR2, introduzca el comando show ip dhcp binding para ver los arrendamientos de
direcciones DHCP.
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2he4
BEZfshow ip dhep binding
IP address Client—-ID/S Lease expiration Type
Hardware address
15z .1e8.1.10 0010.1100.8D15 - utomatic
18z .1e8.0.10 0030 _FZIET.3CRZ -= utomatic
BEZg
BRI
Rz g

R1

Junto con las direcciones IP que se arrendaron, ¢{qué otra informacién util de identificacion de
cliente aparece en el resultado?

Mac Address, Tiempo de expiracion, y tipo de asignacion

En el R2, introduzca el comando show ip dhcp server statistics para ver la actividad de mensajes
y las estadisticas del pool de DHCP.

¢Cudntos tipos de mensajes DHCP se indican en el resultado?

En packet trace no es posible visualizar estadisticas.

En el R2, introduzca el comando show ip dhcp pool para ver la configuracién del pool de DHCP.

En el resultado del comando show ip dhcp pool, ¢a qué hace referencia el indice actual (Current
index)?

Packet trace no permite ver informacién de estos comandos por no tratarse de un dhcp real.

En el R2, introduzca el comando show run | section dhcp para ver la configuracion DHCP en la
configuracién en ejecucion.

Resultado de Show Run.

ip dhcp pool BR1GL

network 192 _.1€3.1.0 Z55.255_.255.0
default-router 1%2_1&3_.1.1
dns—-server Z09_1&5_.2Z00_.Z225

ip dhcp pool BR1G0
network 192_.1€3.0.0 2Z55.255.255.0
default-router 1%2_1&83_.0.1
dns—-server Z09_1&5_Z00_.Z25

1

En el R2, introduzca el comando show run interface para las interfaces GO/0 y GO/1 para ver la
configuracién de retransmision DHCP en la configuracidén en ejecucion.

G0/0
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FigabitEthernetd/0 is up, line protocol is up (connected)

Internet address is 1532 _1€8.0.1/Z24

Broadecast address is Z55.Z55.255_Z55

2ddress determined by setup command

MIT is 1500 bytes
Helper address is 1532 _.1€8_.Z2.254
e e e e ——————————— e —

Jutgoing access list is not set

Inbound access list is not set

Froxy ARP is enabled

Security lewvel is default

Split horizon is enabkled

ICHP redirects are always sent

ICHF unreachakles are always sent

GO0/1

Rlg¢ sh ip interface gl 1l
GFigabitEthernetd/]1l is up, line protocol is up (connected)
Internet address is 132 _.1€8.1.1/24
Broadcast address is Z55.255.255.25%5
bddress determined by setup command

=) H
Helper address is 15:-;;3&;&;2:Q-ETQEBTEL
Irercey Dloadr=sr Lo
Cutgoing access list is not set
Inbound access list is not set
Proxy ARP is enabled
Security lewvel is default
Split horizon is enabled
ICHP redirects are always sent
ICHMP unreachakles are always sent

Reflexion
éCual cree que es el beneficio de usar agentes de retransmision DHCP en lugar de varios routers que
funcionen como servidores de DHCP?

Se ahorra la configuracion de dhcp en los routers vy asi se aprovecha el rendimiento de estos y que
solo uno haga el trabajo de DHCP. Administracion mas sencilla y centralizada.
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10.1.2.5 configuracién de DHCPv4 basico en un switch

Topologia

LoO

Tabla de direccionamiento

Dispositivo Interfaz Direccion IP Mascara de subred
R1 G0/1 192.168.1.10 255.255.255.0
LoO 209.165.200.225 | 255.255.255.224
S1 VLAN 1 192.168.1.1 255.255.255.0
VLAN 2 192.168.2.1 255.255.255.0

Objetivos

Parte 1: armar la red y configurar los parametros basicos de los dispositivos

Parte 2: cambiar la preferencia de SDM

e Establecer la preferencia de SDM en lanbase-routing en el S1.

Parte 3: configurar DHCPv4

e Configurar DHCPv4 para la VLAN 1.
e Verificar la conectividad y DHCPv4.
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Parte 4: configurar DHCP para varias VLAN
e Asignar puertos a la VLAN 2.

e Configurar DHCPv4 para la VLAN 2.

e Verificar la conectividad y DHCPv4.

Parte 5: habilitar el routing IP

e Habilite el routing IP en el switch.

e (Crear rutas estaticas.

Informacién basica/situacion

Un switch Cisco 2960 puede funcionar como un servidor de DHCPvA4. El servidor de DHCPv4 de Cisco
asigna y administra direcciones IPv4 de conjuntos de direcciones identificados que estan asociados a
VLAN especificas e interfaces virtuales de switch (SVI). El switch Cisco 2960 también puede funcionar
como un dispositivo de capa 3 y hacer routing entre VLAN y una cantidad limitada de rutas estaticas.
En esta practica de laboratorio, configurara DHCPv4 para VLAN Unicas y multiples en un switch Cisco
2960, habilitara el routing en el switch para permitir la comunicacion entre las VLAN y agregard rutas
estdticas para permitir la comunicacién entre todos los hosts.

Nota: en esta practica de laboratorio, se proporciona la ayuda minima relativa a los comandos que
efectivamente se necesitan para configurar DHCP. Sin embargo, los comandos requeridos se
proporcionan en el apéndice A. Ponga a prueba su conocimiento e intente configurar los dispositivos
sin consultar el apéndice.

Nota: los routers que se utilizan en las practicas de laboratorio de CCNA son routers de servicios
integrados (ISR) Cisco 1941 con I0S de Cisco versién 15.2(4)M3 (imagen universalk9). Los switches
que se utilizan son Cisco Catalyst 2960s con 10S de Cisco versidn 15.0(2) (imagen de lanbasek9). Se
pueden utilizar otros routers, switches y otras versiones del I0S de Cisco. Segun el modeloy la
version de 10S de Cisco, los comandos disponibles y los resultados que se obtienen pueden diferir de
los que se muestran en las practicas de laboratorio. Consulte la tabla Resumen de interfaces del
router que se encuentra al final de esta practica de laboratorio para obtener los identificadores de
interfaz correctos.

Nota: asegurese de que el router y los switches se hayan borrado y no tengan configuraciones de
inicio. Si no estd seguro, consulte con el instructor.
Recursos necesarios
e 1 router (Cisco 1941 con IOS de Cisco versidon 15.2(4)M3, imagen universal o similar)
e 2 switches (Cisco 2960 con |I0S de Cisco version 15.0(2), imagen lanbasek9 o similar)

e 2 computadoras (Windows 7, Vista o XP con un programa de emulacién de terminal, como
Tera Term)

e Cables de consola para configurar los dispositivos con I0S de Cisco mediante los puertos de
consola

e Cables Ethernet, como se muestra en la topologia



U feod’ UNIVERSIDAD NACIONAL ABIERTAY A DISTANCIA

Parte 16:armarlared y configurar los parametros basicos de los dispositivos
Paso 1: realizar el cableado de red tal como se muestra en la topologia.
Paso 2: inicializar y volver a cargar los routers y switches.

Paso 3: configurar los parametros basicos en los dispositivos.

a. Asigne los nombres de dispositivos como se muestra en la topologia.
b. Desactive la busqueda del DNS.

c. Asigne class como la contrasefia de enable y asigne cisco como la contraseiia de consola y la
contrasefia de vty.

d. Configure las direcciones IP en las interfaces GO/1 y LoO del R1, segun la tabla de
direccionamiento.

e. Configure las direcciones IP en las interfaces VLAN 1y VLAN 2 del S1, segun la tabla de
direccionamiento.

f. Guarde la configuracién en ejecucion en el archivo de configuracién de inicio.

Parte 17:cambiar la preferencia de SDM

Switch Database Manager (SDM) de Cisco proporciona varias plantillas para el switch Cisco 2960. Las
plantillas pueden habilitarse para admitir funciones especificas segin el modo en que se utilice el
switch en la red. En esta practica de laboratorio, la plantilla lanbase-routing esta habilitada para
permitir que el switch realice el routing entre VLAN y admita el routing estatico.

Paso1l: mostrar la preferencia de SDM en el S1.

En el S1, emita el comando show sdm prefer en modo EXEC privilegiado. Si no se cambié la plantilla
predeterminada de fabrica, deberia seguir siendo default. La plantilla default no admite routing
estatico. Si se habilito el direccionamiento IPv6, la plantilla sera dual-ipv4-and-ipv6 default.

S1# show sdm prefer

The current template is "default" template.

The selected template optimizes the resources in

the switch to support this level of features for

0 routed interfaces and 255 VLANs.

number of unicast mac addresses: 8K
number of IPv4 IGMP groups: 0.25K
number of IPv4/MAC qos aces: 0.125k
number of IPv4/MAC security aces: 0.375k

¢Cudl es la plantilla actual?
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Paso 2:

a.

Paso 3:

cambiar la preferencia de SDM en el S1.

Establezca la preferencia de SDM en lanbase-routing. (Si lanbase-routing es la plantilla actual,
continte con la parte 3). En el modo de configuracidn global, emita el comando sdm prefer
lanbase-routing.

S1(config)# sdm prefer lanbase-routing
Changes to the running SDM preferences have been stored, but cannot take effect
until the next reload.

Use 'show sdm prefer' to see what SDM preference is currently active.

¢Qué plantilla estara disponible después de la recarga?

Se debe volver a cargar el switch para que la plantilla esté habilitada.

S1# reload

System configuration has been modified. Save? [yes/no]: no
Proceed with reload? [confirm]

Nota: la nueva plantilla se utilizara después del reinicio, incluso si no se guardé la configuracion
en ejecucion. Para guardar la configuracion en ejecucién, responda yes (si) para guardar la
configuracién modificada del sistema.

verificar que la plantilla lanbase-routing esté cargada.

Emita el comando show sdm prefer para verificar si la plantilla lanbase-routing se cargo en el S1.

S1# show sdm prefer

The current template is "lanbase-routing" template.
The selected template optimizes the resources in
the switch to support this level of features for

0 routed interfaces and 255 VLANS.

number of unicast mac addresses: 4K

number of IPv4 IGMP groups + multicast routes: 0.25K

number of IPv4 unicast routes: 0.75K
number of directly-connected IPv4 hosts: 0.75K
number of indirect IPv4 routes: 16

number of IPv6 multicast groups: 0.375k

number of directly-connected IPv6 addresses:  0.75K
number of indirect IPv6 unicast routes: 16
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number of IPv4 policy based routing aces: 0
number of IPv4/MAC qos aces: 0.125k
number of IPv4/MAC security aces: 0.375k
number of IPv6 policy based routing aces: 0
number of IPv6 qos aces: 0.375k
number of IPv6 security aces: 127

Parte 18:configurar DHCPv4

En la parte 3, configurard DHCPv4 para la VLAN 1, revisara las configuraciones IP en los equipos host
para validar la funcionalidad de DHCP y verificara la conectividad de todos los dispositivos en la

VLAN 1.
Paso 1: configurar DHCP parala VLAN 1.

a. Excluya las primeras 10 direcciones host validas de la red 192.168.1.0/24. En el espacio
proporcionado, escriba el comando que utilizo.

b. Cree un pool de DHCP con el nombre DHCP1. En el espacio proporcionado, escriba el comando
que utilizé.

c. Asigne lared 192.168.1.0/24 para las direcciones disponibles. En el espacio proporcionado,
escriba el comando que utilizé.

d. Asigne el gateway predeterminado como 192.168.1.1. En el espacio proporcionado, escriba el
comando que utilizé.

e. Asigne el servidor DNS como 192.168.1.9. En el espacio proporcionado, escriba el comando que
utilizo.

f. Asigne un tiempo de arrendamiento de tres dias. En el espacio proporcionado, escriba el

comando que utilizo.
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Sl {config) #ip dhep excluded-address 15%2 . 1€8.1.1 15%Z2_1€8.1_10
51 {config)#ip dhcp pool DHCPL

51 {dhcp—config) fnetwork 152_168.1.0 Z55.255.255.0

51 {dhcp—config) #default-router 152 _168_.1.1

51 {dhcp-config) #dns—-server 152 _1&2.1.%5

51 {dhcp-—config) $lease 3

% Imvalid input detected at "*' marker.

51 {dhcp-config)#

Copy Paste
g. Guarde la configuracion en ejecucién en el archivo de configuracidn de inicio.

Paso 2: verificar la conectividad y DHCP.

a. EnlaPC-Avyla PC-B, abra el simbolo del sistema y emita el comando ipconfig. Si la informacién
de IP no estd presente, o si esta incompleta, emita el comando ipconfig /release, seguido del
comando ipconfig /renew.

Para la PC-A, incluya lo siguiente:

Direccion IP: 192.168.1.1

Mascara de subred: 255.255.255.0

Gateway predeterminado: 192.168.1.1

Client DUID

Para la PC-B, incluya lo siguiente:

Direccion IP: 192.168.1.12
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Mascara de subred: 255.255.255.0

Gateway predeterminado: 192.168.1.1

Packet Tracer PC Command Line 1.0
B config fall

FF:FEC7:EQOTE

b. Pruebe la conectividad haciendo ping de la PC-A al gateway predeterminado, la PC-By el R1.
¢Es posible hacer ping de la PC-A al gateway predeterminado de la VLAN 1? _ S|
¢Es posible hacer pingde laPC-AalaPC-B? __ SI.
¢Es posible hacer ping de la PC-A a la interfaz GO/1 del R1? __SI

Si la respuesta a cualquiera de estas preguntas es no, resuelva los problemas de configuracion y
corrija el error.

PCrping 1%2_1&8._

Pinging 1%2_1&8 3 s of data:

1
1.
1.

1

imate round trip times in milli-

imum = Oms, Maximum = Oms, Ahver
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Parte 19: configurar DHCPv4 para varias VLAN

En la parte 4, asignara la PC-A un puerto que accede a la VLAN 2, configurard DHCPv4 para la VLAN 2,

renovara la configuracidn IP de la PC-A para validar DHCPv4 y verificara la conectividad dentro de la
VLAN.

Paso 1: asignar un puerto ala VLAN 2.

Coloque el puerto FO/6 en la VLAN 2. En el espacio proporcionado, escriba el comando que utilizé.

switchport mode access vlan 2

Paso 2: configurar DHCPv4 para la VLAN 2.

a. Excluya las primeras 10 direcciones host vélidas de la red 192.168.2.0. En el espacio
proporcionado, escriba el comando que utilizo.

__ip dhcp exclude-address 192.168.2.1 192.168.2.10

b. Cree un pool de DHCP con el nombre DHCP2. En el espacio proporcionado, escriba el comando
que utilizo.

_ip dhcp pool DHCP2
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c. Asigne lared 192.168.2.0/24 para las direcciones disponibles. En el espacio proporcionado,

escriba el comando que utilizé.
network 192.168.2.0 255.255.255.0

d. Asigne el gateway predeterminado como 192.168.2.1. En el espacio proporcionado, escriba el
comando que utilizo.
_default-router 192.168.2.1

e. Asigne el servidor DNS como 192.168.2.9. En el espacio proporcionado, escriba el comando que
utilizé.
__dns-server 192.168.2.9

f. Asigne un tiempo de arrendamiento de tres dias. En el espacio proporcionado, escriba el
comando que utilizo.

lease 3

g. Guarde la configuracién en ejecucion en el archivo de configuracidn de inicio.

S5l {config) #ip dhcp

% Incoomplete command.

Sl{config) #ip dhecp excluded-address 152 _1g8.2.1 15%2Z_1€2_.Z2.10

S5l {confiqg) #ip dhcp pool DHCEZ

51 (dhep—config) fnetwork 152 _1€2_.Z2.0 Z55_255.255.0

51 {dhep—config) §default-router 152 _162_.2_.1

51 (dhep—config) §dns-server 152 162 _.Z2.%5

51 (dhep—config) #lease 3

% Invalid input detected at "*' marker.

51 (dhep—config) fexit

S5l {config) fexit

51#

£5¥YS-5-CONFI: I: Configured from console by console

WL

Building configuration. ..

[CE]

s1g v

Paso 3: verificar la conectividad y DHCPv4.
a. EnlaPC-A, abra el simbolo del sistema y emita el comando ipconfig /release, seguido del

comando ipconfig /renew.

Para la PC-A, incluya lo siguiente:
Direccién IP: 192.168.2.11
Mascara de subred: 255.255.255.0

Gateway predeterminado: 192.168.2.1
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WCripoconfig frelease

b. Pruebe la conectividad haciendo ping de la PC-A al gateway predeterminado de laVLAN 2y a la
PC-B.

¢Es posible hacer ping de la PC-A al gateway predeterminado? S|
¢Es posible hacer ping de laPC-A ala PC-B? __NO
¢éLos pings eran correctos? éPor qué?

_No puede alcanzar la red 192.168.1.0 por que el router aun no hace routing

c. Emita el comando show ip route en el S1.

¢Qué resultado arrojé este comando?

c 152 _162.1.0/24 is directly connected, Vlianl
c 152 168 .2.0/24 is directlvy connected, VlianZ

Parte 20: habilitar el routing IP

En la parte 5, habilitard el routing IP en el switch, que permitird la comunicacién entre VLAN. Para
que todas las redes se comuniquen, se deben implementar rutas estdticas en el S1y el R1.

Paso 1: habilitar el routing IP en el S1.

a. En el modo de configuracion global, utilice el comando ip routing para habilitar el routing en el
S1.

S1(config)# ip routing

b. Verificar la conectividad entre las VLAN.
¢Es posible hacer ping de la PC-Aala PC-B? ___SI
¢Qué funcidn realiza el switch?

__Cumple funciones de routing ahora _
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c. Vea lainformacidn de la tabla de routing para el S1.

¢Qué informacion de la ruta esta incluida en el resultado de este comando?

Fateway of last resort is 15%2_.1€8.1.10 to network 0.0.0.0

c 152 .168.1.0/24 is directly connected, Vlanl
c 182 .1€8.2.0/24 is directly connected, VlianZ
5% Q.0.0.0/59 [1/0] wia 192 .1c2.1.10

s1g

Informacidn de la tabla de routing para el R1.

¢Qué informacion de la ruta esta incluida en el resultado de este comando?

Fateway of last resort is not set
152 . 1€2.1.0/24 is wariably subnetted, 2 subnets, 2 masks
C 152 _162.1.0/24 is directly connected, GigabitEthermnetid/1
L 152 _168.1.10/32 is directly connected, GigabitEthernetl/1l
5 152 . 1e2.2.0/24 is directly connected, GigabitEthernetd/1l
20%_.1€5.200.0/24 is wariably subnetted, 2 subnets, 2 masks
C 2059 _165_200_2Z24/27 is directly connected, Loopbackd
L | 2059 _165_.200_225/32 is directly connected, Loopbackd
Rl#

d. ¢Es posible hacer ping de laPC-AalR1? __ SI
¢Es posible hacer ping de la PC-A a la interfaz Lo0? Sl
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Considere la tabla de routing de los dos dispositivos, équé se debe agregar para que haya
comunicacién entre todas las redes?

asignar rutas estaticas.

Habilitar el routing IP permite que el switch enrute entre VLAN asignadas en el switch. Para que
todas las VLAN se comuniquen con el router, es necesario agregar rutas estaticas a la tabla de
routing del switch y del router.

En el S1, cree una ruta estdtica predeterminada al R1. En el espacio proporcionado, escriba el
comando que utilizo.

__iproute 0.0.0.00.0.0.0 192.168.1.10

En el R1, cree una ruta estdtica a la VLAN 2. En el espacio proporcionado, escriba el comando
que utilizé.

_ip route 192.168.2.0 255.255.255.0 g0/1

Vea la informacion de la tabla de routing para el S1.

¢Coémo estd representada la ruta estatica predeterminada?
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Fateway of last resort is 15%2.1€8.1.10 to network

c 152 _.168.1.0/24 is directly connected, Vlanl
c 152 .168.2_.0/24 is directly connected, VlanZ
g 0.0.0.0/0 [1/0] wia 192 .1€2.1.10

51¢

d. Vea lainformacidon de la tabla de routing para el R1.

¢Coémo estd representada la ruta estatica?

Fateway of last resort is not set
152 _1€8.1.0/24 is wariabkly subnetted, 2 subnets, 2 masks
c 152 168.1.0/24 is directly connected, GigabitEthernetl/1l
L 152 _.168.1.10/32 is directly connected, GigabitEthernetl/1
5 152168 _.2.0/24 is directly connected, GigabitEthermetd/1
205%_1€5.200.0/24 is wariably subnetted, 2 subnets, 2 masks
c 209 _1€5_.200_.224,/27 is directly connected, Loopbkack(d
L | 209 _165.200_225/32 is directly connected, Loopback(d
Rl#

e. ¢Es posible hacer ping de la PC-AalR1? __ SI
¢Es posible hacer ping de la PC-A a la interfaz Lo0? ___ SI
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Reflexion

1.

2.

3.

Al configurar DHCPv4, ¢ por qué excluiria las direcciones estaticas antes de configurar el pool de
DHCPv4?

Por que las direcciones asignadas a los equipos como router, switches o servidores deben ser fijas
para evitar indisponibilidad de los servicios y problemas con los equipos de comunicacién.

Si hay varios pools de DHCPv4 presentes, écdmo asigna el switch la informacién de IP a los hosts?

_Asignando cada pool a un puerto de switch diferente

Ademas del switching, ¢ qué funciones puede llevar a cabo el switch Cisco 29607?
Esta cumpliento funciones de capa 3 - routing

168.2.0 255.255.255.0 g0/1
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Tarea 9.2.1.10 PACKET TRACER — CONFIGURING STANDARD ACLs
Parte 1. Plan an ACL Implementation
Paso 1. Investigate the current network configuration.

Before applying any ACLs to a network, it is important to confirm that you have full connectivity. Verify
that the network has full connectivity by choosing a PC and pinging other devices on the network. You
should be able to successfully ping every device.

; rer - oW

Fn g | Desttp | Programming | At

Paso 2: Evaluate two network policies and plan ACL implementations.

a. The following network policies are implemented on R2:

° The 192.168.11.0/24 network is not allowed access to the WebServer on the 192.168.20.0/24
network..

° All other access is permitted.

To restrict access from the 192.168.11.0/24 network to the WebServer at 192.168.20.254 without
interfering with other traffic, an ACL must be created on R2. The access list must be placed on the
outbound interface to the WebServer. A second rule must be created on R2 to permit all other traffic.

b. The following network policies are implemented on R3:

° The 192.168.10.0/24 network is not allowed to communicate to
the 192.168.30.0/24 network.

. All other access is permitted.

To restrict access from the 192.168.10.0/24 network to the 192.168.30/24 network without interfering
with other traffic, an access list will need to be created on R3. The ACL must placed on the outbound
interface to PC3. A second rule must be created on R3 to permit all other traffic.

Parte 2. Configure, Apply, and Verify a Standard ACL
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Paso 1. Configure and apply a numbered standard ACL on R2.

a. Create an ACL using the number 1 on R2 with a statement that
denies access to the 192.168.20.0/24 network from the 192.168.11.0/24 network.

R2(config)# access-list 1 deny 192.168.11.0 0.0.0.255

Physical | Config | CLI | Attributes

105 Command Line Interface

SLINZDROTO-5-UBDOWN: Line protocol on Interface Serial00/1, o
changed state te up

3DUAL-5-NERCEANGE: ID-EZIGRP 100: Neighbor 10.1.1.1 (Seri=l0/0/0)
is up: new adjacency

®DUAL-S-NBRCHANGE: IP-EIGRP 100: Neighbor 10.2.2.2 (Serial0/0/1)
is up: new adjacency

R2renzble
Rz#config t©

Enter configuration cormsnds, one per line. End with CNTL/Z.
B2 (config) acces

| % Incomplete cormand.

RZ(config)#access-list 1 damy 152.168.11.0 0.0.0.0.255

% Invalid input detected at '~' marker.
| RZ (config) access-list 1 dsny 192.168.11.0 0.0.0.25%

% Invalid input detected at '~' marker.

RZ (config) #access-list 1 deny 192.168.11.0 0.0.0.255
22 (config) § hd

Ctrl+F6 to exit CLI focus Copy Paste

[ Top

b. By default, an access list denies all traffic that does not match a
rule. To permit all other traffic, configure the following statement:

R2(config)# access-list 1 permit any

® R2 - o IEN

Physical Config CLI Attributes

105 Command Line Interface

changed state to up ~

%DUAL-5-NBRCHANGE: IP-EIGRP 100: Neighbor 10.1.1.1 (Serialds0/0)
is up: new adjacency

3DUAL-5-NBRCHANGE: IP-EIGRP 100: Neighber 10.2.2.2 (Serizl0/0/1
is up: new adjacency

Azrenzble
Rifconfig T

Znter configuration commands, one per line. End with CNTL/Z.
RZ(config) #acces

% Incomplete command.

RZ(config) faccess-list 1 dany 192.168.11.0 0.0.0.0.25%

% Inwvalid input detected at '"~' marker.

RZ {config) faccess-list 1 dany 192.1€8.11.0 0.0.0.255

% Inwvalid input detected at marker

RZ(config) $access-list 1 deny 192.168.11.0 0.0.0.25§
2z ig)access-list 1 permit any
RZ (config) § hd

Cirl+F6 to exit CLI focus Copy Paste
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C. For the ACL to actually filter traffic, it must be applied to some
router operation. Apply the ACL by placing it for outbound traffic on the Gigabit Ethernet 0/0 interface.

R2(config)# interface GigabitEthernet0/0
R2(config-if)# ip access-group 1 out

® R2 - o IEN|

Physical | Config | CLI | Attributes

105 Command Line Interface

%DUAL-S-NERCHANGE: IP-EIGRP 100: Neighbor 10.1.1.1 (Serial0/0/0) A~
is up: new adjscency

3DUAL-5-NBRCHANGE: IE-EIGRP 100: Neighbor 10.Z.Z.2 (Serial0/o0/1)
is up: new adjacency

Rzrenable
RZfconfig t

Znter configuration commands, one per line. End with CNTL/Z.
22 (config) facces

% Incomplete command.

22 (config) faccess-list 1 dany 192.168.11.0 0.0.0.0.255

% Invalid input detected at '~' marker.
RZ (config) access-1list 1 dany 132.168.11.0 0.0.0.255
% Invalid input detected at '~' marker.
{config) #access-1ist 1 deny 192.168.11.0 0.0.0.255

onfig) access-list 1 permit any
onfig) finterface GigabitZthernst0/0

E onfig-if)f#ip sccess-group 1 out
22 (config=ifl § v

Cirl+F6 to exit CLI focus Copy Paste

[ 1op

Paso 2. Configure and apply a numbered standard ACL on R3.

a. Create an ACL using the number 1 on R3 with a statement that denies access to the
192.168.30.0/24 network from thePC1 (192.168.10.0/24) network.

R3(config)# access-list 1 deny 192.168.10.0 0.0.0.255
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® R3 - cIEl

Physical Config CLI Attributes

105 Command Line Interface

-~
$LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
RLINEPROTO-S5-UPDOWN: Line protoccel on Interface
CigzbitEthernet0/0, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0,
changed state to up
%DUAL-5-NBRCHANGE: IP-EIGRP 100: Neighbor 10.3.3.1 (Seri=zl0/0/0)
ig up: new adjzcency
$LINEPROTCO-S-UPDOWN: Line protocol on Interface Serial0/0/1
changed state to up
$DUAL-5-NBRCHANGE: IP-EIGRP 100: Neighbor 10.2.2.1 (Seri=l0/0/1
is up: new adjscency
B3>
B3renable
R3fconfig t
Enter configuration commands, one per line. End with CNTL/Z.
R3(config) §access-list 1 deny 152 168.10.0 0.0.0_255
23 (config) g hd

Ctrl+F6 to exit CLI focus Copy Paste
[ Top
b. By default, an ACL denies all traffic that does not match a rule. To permit all other traffic, create

a second rule for ACL 1.

R3(config)# access-list 1 permit any

¥ R3 - o IEl

Physical Config CLI Attributes

105 Command Line Interface
&LINE-5-CHRNGCED: Interface Serizl0/0/1, changed state to up ~

&LINEPROTO-5-UPDOWN: Line protoecel on Interface
GigabitEthernet0/0, changed state to up

&LINEPROTO-5-UPDOWN: Line proteocel on Interface Serizsl0/s0/0,
changed state to up

%DUAL-5-NBRCHANGE: IP-EIGRP 100: Neighbor 10.3.3.1 (Serial0/0/0)
is up: new adjacency

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serisl0/0/1,
changed state to up

%DUAL-5-NBRCHANGE: IP-EIGRP 100: Neighbor 10.2_ 2.1 (Serial0/0/1)
is up: new adjacency

B3>

R3renable

R3tconfig t

Enter configuration commands, one per line. End with CNIL/Z.
R3(config) faccess-1list 1 deny 192.168.10.0 0.0.0.255%5

R3(config) faccess-1list 1 permit any

Rsiccnflgltl b

Ctrl+F6 to exit CLI focus Copy Paste

C. Apply the ACL by placing it for outbound traffic on the Gigabit Ethernet 0/0 interface.
R3(config)# interface GigabitEthernet0/0
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R3(config-if)# ip access-group 1 out

® R3 - olEd

Physical | Config | CLI | Attributes

105 Command Line Interface

changed state to up ~

%DUAL-5-NBRCHANGE: IP-EIGRP 100: Neighbor 10.3_.3.1 (Serial0/0/0)
is up: new adjacency

%LINEDPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1,
changed state to up

*DUAL-5-NERCHANGE: IP-EIGRP 100: Neighbor 10.2.2.1 (Serial0/0/1)
is up: new adjacency

R3>
R3>enzble

R3fconfig ©

Enter configuration commands, one per line. End with CNTL/Z.
B3 (config) #access-list 1 deny 192.168.10.0 0.0.0.25§
)#access-list 1 permit any

23 (config) #inteface GigabitEthernet0/0

% Invalid input detected at '"' marker.

R3 (config) §interface GigabitEthernet0/0

~if)#ip sccess—group 1 out
B3 (config-is) g v

Ctrl+F6 to exit CLI focus Copy Paste

[ Top

Paso 3. Verify ACL configuration and functionality.

a. On R2 and R3, enter the show access-list command to verify the
ACL configurations. Enter the show run or show ip interface gigabitethernet 0/0 command to verify the
ACL placements.

[ R2 - ot IEEN ® R3 - o IEN

Physical Config CLI Attributes Physical Config cL Attributes
105 Command Line Interface 105 Command Line Interface
2 "

Press RETURN to get starsed. Press RETURN to get started.
n2>enable Rirenzble
R2#show access-list R3#show access-list
Standard IF access listc 1 Standard IP access list 1

10 deny 192.168.11.0 0.0.0.255 10 deny 192.168.10.0 0.0.0.255

20 permit any 20 permit any
azg| v nag v
Cirl+F8 to exit CLT focus Copy Paste Cirl+F6 to exit CLI focus Copy Paste

[Top [ Top
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® R2 -0 ®
Physical Config CLI Attributes

Physical Config CLI Attributes
105 Command Line Interface

105 Command Line Interface
T
! A

'
interface GigabitZthernet0/0
description R3 LAN

T
1
1
1
1
b ip addrzess 192.168.30.1 255.255.255
interface GigsbitEthernet0/0 ip access—group 1 out
_20.1 255.255.255.0 duplex auto

speed zuto
!
interface GigabitEtherneti/l

ip address 152.16
ip access-group 1 out
duplex zuto

speed zuto
no ip address

:
interface GigabitEthernet0/1 duplex azuto
no ip address speed zuto
duplex auto shutdown
'

speed auto
interface Serial0/0/0

ip address 10.3.3.2 255.255.

m
i
i
w
o
3]

shutdown

|

interface Seriald/0/0 !

description Link to R1 interface Serial0/0/1

ip address 10.1.1.2 255.255.255.252 description Link to RZ

! ip address 10.2.2.2 255.255.255.25Z2

interface Serial0/0/1 !

description Link to R3 interface Vlanl

--More—- | v --More—- | ¥
Ctrl+F5 to exit CLI focus Copy Paste

Cirl+F6 to exit CLI focus Copy Paste

[ Top [op

b. With the two ACLs in place, network traffic is restricted according to the policies detailed in Part
1. Use the following tests to verify the ACL implementations:

A ping from 192.168.10.10 to 192.168.11.10 succeeds.
A ping from 192.168.10.10 to 192.168.20.254 succeeds.

PC1

Config =~ Desktop | Programming | Attributes

Physical

Oop

A ping from 192.168.11.10 to 192.168.20.254 fails.
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e PC2 - o IEd

Physical | Config | Desktop Programming | Attributes

'ommand Prompt

1y
Ply
1y

54 with 32 bytes

tination host
tination host
tination host

Ping statistics
Sent = &

[ Top

A ping from 192.168.10.10 to 192.168.30.10 fails.

4. ]

PC1 - oiEl
Physical | Config = Desktop | Programming | Attributes

ommand Prompt

Pinging 1

ply
ply

Pinging

ply
ply

A ping from 192.168.11.10 to 192.168.30.10 succeeds.
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¥ PC2 - oIl
Physical | Config | Deskiop | programming | Attributes

Command Prampt

stination host

tination host

[ Top

A ping from 192.168.30.10 to 192.168.20.254 succeeds.

PC3 - o IEN
Physical | Config = Desktop | Programming | Attributes

ommand Prompt

ommand Line 1

-

round trip times in milli-s
Minimum = lms, Maxi 1z

N

[ Top
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CONCLUSIONES

. El enrutamiento dindmico resulta demasiado util en empresas donde existen miles de terminales
o host ya que permiten una administracion menos pesada, sobre todo cuando existen cambios

en lared.

° El tema del mejor direccionamiento de ruta es fundamental en grandes cantidades de trafico,
esto permite minimizar los tiempos de envio y recepcion y finalmente la fiabilidad de la red.

° El uso de las listas de control de acceso nos permiten restringir el tréfico en la red para que esta
no se vea afectada, esto permite tener un control mas eficiente y se evitan problemas futuros.

. Una de las mejores funcionalidades es el uso de las NAT en redes IpV4 debido a que el uso de

esta configuracidon permite ampliar el nimero de IP y evitar que estas finalmente se acaben,
adicional a esto permite que las IP no sean mostradas en los servidores permitiendo un grado
mayo de seguridad.
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