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INTRODUCCION

Las telecomunicaciones en el presente han tomado una gran importancia ya que
gracias a ellas podemos realizar de forma mas rapida y efectiva el intercambio de
informacion como por ejemplo la forma en que se transmite datos en la gran
mayoria de empresas en el mundo por medio de las redes LAN y WAN en la
misma ciudad, en paises diferentes, incluso entre continentes ayudando en el
crecimiento y el avance de dichas empresas.

Este tipo de redes han sido objeto de nuestro estudio a lo largo de este diplomado
en el cual a través de diferentes unidades se fueron adquiriendo los conocimientos
basicos para poder administrar estas redes.

Nos encontramos ahora en la actividad final en la cual tenemos unos escenarios
planteados y se requiere probar las habilidades y conocimientos adquiridos en las
diferentes unidades como por ejemplo la configuracion basica de los switches, los
routers, DHCP, OSPF, NAT, entre otros. Como herramienta importante para
desarrollar este tipo de actividades contamos con un software proporcionado por
Cisco Packet Tracer en el cual implementaremos las redes solicitadas realizando
la respectiva configuracion.



DESARROLLO DE LA ACTIVIDAD

1. Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red.

ISP
FFTPAT PP OAT

Msowa;;mf;r; : L

1722368 [ 0312200/ 29172204/

BOGOTA => 172.29.0.0/21

figura 1. topologia de red escenario 1

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar
el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red
LAN y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

Desarrollo



Como trabajo inicial se debe realizar lo siguiente.
e Realizar las rutinas de diagndstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,
etc).

Router>enable

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname ISP
ISP(config)#no ip domain-lookup
ISP(config)#enable secret classisp
ISP(config)#line con 0

ISP (config-line)#password ciscoisp
ISP(config-line)#login
ISP(config-line)#logging synchronous
ISP(config-line)#exit

ISP(config)#line vty 0 4
ISP(config-line)#password ciscoisp
ISP(config-line)#login
ISP(config-line)#logging synchronous
ISP (config-line)#exit

ISP(config)#service password-encryption
ISP(config)#

ISP(config)#int s0/0/0

ISP (config-if)#ip address 209.17.220.2 255.255.255.252
ISP (config-if)y#no shutdown

ISP(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

ISP (config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

ISP (config-if)#int s0/0/1
ISP (config-if)#ip address 209.17.220.6 255.255.255.252
ISP(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
ISP(config-if)#

Router>enable
Router#conf term
Enter configuration commands, one per line. End with CNTL/Z.



Router(config)#hostname MEDELLIN1
MEDELLIN1(config)#no ip domain-lookup
MEDELLIN1(config)#enable secret classm1
MEDELLIN1(config)#line con O
MEDELLIN1(config-line)#password ciscom1
MEDELLIN1(config-line)#login
MEDELLIN1(config-line)#logging synchronous
MEDELLIN1(config-line)#exit

MEDELLIN1(config)#line vty 0 4
MEDELLIN1(config-line)#password ciscom1
MEDELLIN1(config-line)#login
MEDELLIN1(config-line)#logging synchronous
MEDELLIN1(config-line)#exit
MEDELLIN1(config)#service password-encryption
MEDELLIN1(config)#

MEDELLIN1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.2
MEDELLIN1(config)#int s0/0/0

MEDELLIN1(config-if)#ip address 172.29.6.1 255.255.255.252
MEDELLIN1(config-ify#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
MEDELLIN1(config-if)#exit

MEDELLIN1(config)#int s0/0/1

MEDELLIN1(config-if)#ip address 172.29.6.13 255.255.255.252
MEDELLIN1(config-ify#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
MEDELLIN1(config-if)#int s0/1/0

MEDELLIN1(config-if)#ip address 172.29.6.9 255.255.255.252
MEDELLIN1(config-ify#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
MEDELLIN1(config-if)#exit

MEDELLIN1(config)#int s0/1/1

MEDELLIN1(config-if)#ip address 209.17.220.1 255.255.255.252
MEDELLIN1(config-ify#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
MEDELLIN1(config-if)#

MEDELLIN1#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN1#
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Router>enable

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN2
MEDELLINZ2(config)#no ip domain-lookup
MEDELLINZ2(config)#enable secret classm2
MEDELLINZ2(config)#line con O
MEDELLINZ2(config-line)#password ciscom2
MEDELLINZ2(config-line)#login
MEDELLINZ2(config-line)#logging synchronous
MEDELLINZ2(config-line)#exit

MEDELLIN2(config)#line vty 0 4
MEDELLINZ2(config-line)#password ciscom2
MEDELLINZ2(config-line)#login
MEDELLINZ2(config-line)#logging synchronous
MEDELLINZ2(config-line)#exit
MEDELLINZ2(config)#service password-encryption
MEDELLINZ2(config)#

MEDELLINZ2(config)#ip route 0.0.0.0 0.0.0.0 172.29.6.1
MEDELLINZ2(config)#int s0/0/0
MEDELLINZ2(config-if)#ip address 172.29.6.5 255.255.255.252
MEDELLINZ2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
MEDELLINZ2(config-if)#int s0/0/1

MEDELLIN2(config-if)#ip address 172.29.6.2 255.255.255.252
MEDELLINZ2(config-if)#no shutdown

MEDELLINZ2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

MEDELLINZ2(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

MEDELLINZ2(config-if)#int g0/1
MEDELLINZ2(config-if)#ip address 172.29.4.1 255.255.255.128
MEDELLINZ2(config-if)y#no shutdown

MEDELLINZ2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,
changed state to up
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MEDELLINZ2(config-if)#

Router>enable

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN3
MEDELLIN3(config)#no ip domain-lookup
MEDELLIN3(config)#enable secret classm3
MEDELLIN3(config)#line con O
MEDELLIN3(config-line)#password ciscom3
MEDELLIN3(config-line)#login
MEDELLIN3(config-line)#logging synchronous
MEDELLIN3(config-line)#exit

MEDELLIN3(config)#line vty 0 4
MEDELLIN3(config-line)#password ciscom3
MEDELLIN3(config-line)#login
MEDELLIN3(config-line)#logging synchronous
MEDELLIN3(config-line)#exit
MEDELLIN3(config)#service password-encryption
MEDELLIN3(config)#

MEDELLIN3(config)#ip route 0.0.0.0 0.0.0.0 172.29.6.9
MEDELLIN3(config)#int s0/0/0
MEDELLIN3(config-if)#ip address 172.29.6.14 255.255.255.252
MEDELLIN3(config-ify#no shutdown

MEDELLIN3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

MEDELLIN3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

MEDELLIN3(config-if)#int s0/0/1
MEDELLIN3(config-if)#ip address 172.29.6.6 255.255.255.252
MEDELLIN3(config-ify#no shutdown

MEDELLIN3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

MEDELLIN3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

MEDELLIN3(config-if)#int s0/1/0
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MEDELLIN3(config-if)#ip address 172.29.6.10 255.255.255.252
MEDELLIN3(config-if)y#no shutdown

MEDELLIN3(config-if)#
%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up

MEDELLIN3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
to up

MEDELLIN3(config-if)#int g0/1
MEDELLIN3(config-if)#ip address 172.29.4.129 255.255.255.252
MEDELLIN3(config-ify#no shutdown

MEDELLIN3(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,
changed state to up

MEDELLIN3(config-if)#

Router>enable

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA1
BOGOTAI1(config)#no ip domain-lookup
BOGOTAI1(config)#enable secret classbl
BOGOTA1(config)#line con 0
BOGOTA1(config-line)#password ciscobl
BOGOTA1(config-line)#login
BOGOTA1(config-line)#logging synchronous
BOGOTA1(config-line)#exit

BOGOTA1(config)#line vty 0 4
BOGOTAI1(config-line)#password ciscobl
BOGOTA1L(config-line)#login
BOGOTAIL(config-line)#logging synchronous
BOGOTA1(config-line)#exit

BOGOTAIL(config)#service password-encryption
BOGOTA1(config)#

BOGOTAL(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.6
BOGOTA1(config)#int s0/0/0

BOGOTA1L(config-if)#ip address 209.17.220.5 255.255.255.252
BOGOTAI1(config-if)#no shutdown

13



BOGOTAIL(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

BOGOTAIL(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

BOGOTAIL(config-if)#int s0/0/1
BOGOTAIL(config-if)#ip address 172.29.3.9 255.255.255.252
BOGOTA1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
BOGOTAI1(config-if)#int sO/1/0

BOGOTA1(config-if)#ip address 172.29.3.5 255.255.255.252
BOGOTA1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
BOGOTAIL(config-if)#int s0/1/1

BOGOTAIL(config-if)#ip address 172.29.3.1 255.255.255.252
BOGOTAI1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
BOGOTA1(config-if)#

Router>enable

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA2
BOGOTA2(config)#no ip domain-lookup
BOGOTAZ2(config)#enable secret classh2
BOGOTA2(config)#line con 0
BOGOTAZ2(config-line)#password ciscob2
BOGOTA2(config-line)#login
BOGOTAZ2(config-line)#logging synchronous
BOGOTAZ2(config-line)#exit

BOGOTAZ2(config)#line vty 0 4
BOGOTA2(config-line)#password ciscob2
BOGOTAZ2(config-line)#login
BOGOTA2(config-line)#logging synchronous
BOGOTAZ2(config-line)#exit
BOGOTA2(config)#service password-encryption
BOGOTAZ2(config)#

BOGOTAZ2(config)#ip route 0.0.0.0 0.0.0.0 172.29.3.5

14



BOGOTA2(config)#int s0/0/0
BOGOTAZ2(config-if)#ip address 172.29.3.13 255.255.255.252
BOGOTAZ2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BOGOTAZ2(config-if)#int s0/0/1

BOGOTA2(config-if)#ip address 172.29.3.6 255.255.255.252
BOGOTA2(config-if)#no shutdown

BOGOTAZ2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

BOGOTAZ2(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

BOGOTA2(config-if)#int s0/1/0
BOGOTA2(config-if)#ip address 172.29.3.2 255.255.255.252
BOGOTAZ2(config-if)#no shutdown

BOGOTAZ2(config-if)#
%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up

BOGOTA2(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
to up

BOGOTA2(config-if)#int g0/1
BOGOTAZ2(config-if)#ip address 172.29.0.1 255.255.255.0
BOGOTAZ2(config-if)#no shutdown

BOGOTAZ2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,
changed state to up

BOGOTAZ2(config-if)#

Router>enable

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTAS3

BOGOTA3(config)#no ip domain-lookup

15



BOGOTA3(config)#enable secret classb3
BOGOTA3(config)#line con 0
BOGOTA3(config-line)#password ciscob3
BOGOTA3(config-line)#login
BOGOTA3(config-line)#logging synchronous
BOGOTA3(config-line)#exit

BOGOTA3(config)#line vty 0 4
BOGOTA3(config-line)#password ciscob3
BOGOTA3(config-line)#login
BOGOTA3(config-line)#logging synchronous
BOGOTA3(config-line)#exit
BOGOTA3(config)#service password-encryption
BOGOTA3(config)#

BOGOTA3(config)#ip route 0.0.0.0 0.0.0.0 172.29.3.9
BOGOTA3(config)#int s0/0/0

BOGOTA3(config-if)#ip address 172.29.3.10 255.255.255.252
BOGOTA3(config-if)#no shutdown

BOGOTA3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

BOGOTA3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

BOGOTA3(config-if)#int s0/0/1
BOGOTA3(config-if)#ip address 172.29.3.14 255.255.255.252
BOGOTA3(config-if)#no shutdown

BOGOTA3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

BOGOTA3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

BOGOTA3(config-if)#int g0/1
BOGOTA3(config-if)#ip address 172.29.1.1 255.255.255.0
BOGOTA3(config-if)#no shutdown

BOGOTA3(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,
changed state to up
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BOGOTA3(config-if)#
e Realizar la conexion fisica de los equipos con base en la topologia de red

Eile Edit Options Miew Tools Extensions Help
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figura 2. conexidn fisica escenario 1

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

1.1 Configuracién del enrutamiento.

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2,
declare la red principal, desactive la sumarizacién automatica.

b. Los routers Bogotal y Medellin deberéan afiadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla
dentro de las publicaciones de RIP.

c. Elrouter ISP debera tener una ruta estatica dirigida hacia cada red interna
de Bogota y Medellin para el caso se sumarizan las subredes de cada uno

al22.
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MEDELLIN1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#version 2
MEDELLIN1(config-router)#network 172.29.6.0
MEDELLIN1(config-router)#network 172.29.6.8
MEDELLIN1(config-router)#network 172.29.6.12
MEDELLIN1(config-router)#network 172.29.4.0
MEDELLIN1(config-router)#no auto-summary
MEDELLIN1(config-router)#default-information originate
MEDELLIN1(config-router)#exit
MEDELLIN1(config)#end

MEDELLIN1#

MEDELLIN2#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ2(config)#router rip
MEDELLINZ2(config-router)#version 2
MEDELLINZ2(config-router)#network 172.29.6.0
MEDELLINZ2(config-router)#network 172.29.6.4
MEDELLINZ2(config-router)#network 172.29.4.0
MEDELLINZ2(config-router)#no auto-summary
MEDELLINZ2(config-router)#end

MEDELLIN2#

MEDELLIN3>enable

Password:

MEDELLIN3#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#router rip
MEDELLIN3(config-router)#version 2
MEDELLIN3(config-router)#network 172.29.6.4
MEDELLIN3(config-router)#network 172.29.6.8
MEDELLIN3(config-router)#network 172.29.6.12
MEDELLIN3(config-router)#network 172.29.4.128
MEDELLIN3(config-router)#no auto-summary
MEDELLIN3(config-router)#end

MEDELLIN3#

BOGOTAl1>enable
Password:
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BOGOTA1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA1(config)#router rip
BOGOTAI1(config-router)#version 2
BOGOTAI1(config-router)#network 172.29.3.0
BOGOTA1(config-router)#network 172.29.3.4
BOGOTAI1(config-router)#network 172.29.3.8
BOGOTA1(config-router)#network 172.29.0.0
BOGOTAI1(config-router)#no auto-summary
BOGOTA1(config-router)#default-information originate
BOGOTAI1(config-router)#end

BOGOTAL#

BOGOTA2>enable

Password:

BOGOTA2#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAZ2(config)#router rip
BOGOTAZ2(config-router)#version 2
BOGOTAZ2(config-router)#network 172.29.3.0
BOGOTAZ2(config-router)#network 172.29.3.4
BOGOTAZ2(config-router)#network 172.29.3.12
BOGOTA2(config-router)#network 172.29.0.0
BOGOTAZ2(config-router)#no auto-summary
BOGOTAZ2(config-router)#end

BOGOTA2#

BOGOTA3>enable

Password:

BOGOTA3#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA3(config)#router rip
BOGOTA3(config-router)#version 2
BOGOTA3(config-router)#network 172.29.3.8
BOGOTA3(config-router)#network 172.29.3.12
BOGOTA3(config-router)#network 172.29.1.0
BOGOTA3(config-router)#no auto-summary
BOGOTA3(config-router)#end

BOGOTA3#

ISP>enable
Password:
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ISP#conf term

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.1
ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.5
ISP(config)#end

ISP#

1.2 Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para
comprobar las redes y sus rutas.

b. Verificar el balanceo de carga que presentan los routers.

c. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su
ubicacion, por tener dos enlaces de conexion hacia otro router y por la ruta
por defecto que manejan.

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas
redundantes para el caso de la ruta por defecto.

f. Elrouter ISP solo debe indicar sus rutas estaticas adicionales a las
directamente conectadas.
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MEDELLIN1§sh ip route
Codes: L - loecal, C - connected, 5§ - static, B - RIEF, M - mokile, B -
BEE
o - EIGRE, EX - EIGEP external, O - QOS5PF, IA - QSPF inter zrea
N1 - OSPF M35A externzal type 1, NZ - O5PF NSSR externzl type 2
El1 - OS5PF externzal type 1, EZ - OS5PF external type £, E - EGPF
i - Is-I5, Ll - I5-IS5 level-1l, L& - IS-I5 level-Z, iz - IS-IS
inter area
* — pcandidate default, U - per-user static route, o - CODR
P - periodic downloaded static route

Gateway of last resort is Z209.17_.220.2 to network 0.0.0.0

172_.253.0.0/1€ is wariebly subnetted, 10 subnets, 3 masks
=1 172.23.4.0/25 [120/1] wvia 172.25%.€.2, 00:00:17, S5erial0s0/0
=1 172.23_4_ 128725 [120/1] wvis 172_2%.6.10, 00:00:04,
Serialls1/0
[120/1] wia 172.2%.6.14, 00:00:04,
Serialdsos1
R 172.29.4.128/30 [1Z0/1] wvis 172.29.86.10, 00:01:1s%,
Serizl0d/1/0
[120/1] wi= 172.29.6.14, 00:01:1%,
Seriald/0/1
172_.29.8€.0/30 is directly connected, Seriald/0s0
172.25.8.1/32 is directly connected, Serial0/0/0
172.29_€.4/30 [120/1] wvia 172.2%.€.2, 00:00:17, Serial0/s0/0
[120/1] wvis 172_2%.6.10, 00:00:04, Seri=l0/1/0
[120/1] wvis 172_.2%.6.14, 00:00:04, Seri=l0/0/1
172 _.29.8.8/30 is directly connected, Seriald/1/0
172_.23.6.9/32 is directly connected, Seriald/ 170
172_.23.€.12/30 is directly connected, Serialls0/1
172.25.€.13/32 is directly connected, Serialls/0/1
208.17.220.0/24 is warisbly subnetted, Z subnets, Z masks
205.17.220.0/30 is directly connected, Seriall/s1/1
209.17.220.1/32 is directly connected, Seriall/s1/1
0.0.0.0/0 [1/0] wia Z209.17.220.2

MEDELLINI1§

A

Ctrl+F8 to exit CLI focus

O e

figura 3. tala de enrutamiento medellinl
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MEDELLINZ*enable
Password:
MEDELLINZ§sh ip route
Codes: L - local, C - connected, 5 - static, B - RIF, M - mokile, B -
BEE
D - EIGRP, EX - EIGRP external, O - OSPF, IR - OSPF inter area
N1 - OSPF W552Z external type 1, WZ - OSPF NS5R external type Z
El - OSPF externzal type 1, EZ - O5PF external type Z, E - EGF
i - Is-Is, Ll - IS-IS lewvel-l, LZ - IS-I5 level-Z, ia - IS-IS
inter area
* — pcandidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 172.29.6.1 to network 0.0.0.0

172.25.0.0/1%e is wvarisbly subnetted, 10 subnets, 3 masks
172.29.4.0/25 is directly connected, GigabitEthernet0/1
172.25.4.1732 is directly connected, GigabitEthernetl/1
172.23_4_ 128725 [120/1] wis 172_.2%.6.&, 00:00:08, Serislds0/0
172.25.4_.125/30 is possibly down, routing wia 17Z2_.Z5_&_§&,
erialds 0z 0
172.29.8.0/30 is directly connected, Seriald/0/1
172.29.86.2/32 is directly connected, Seriall/0/1
172.29.6.4/30 is directly connected, Seriald/0/0
172.29.6.5/32 is directly connected, Serial0d/0/0
172.293_€.8/30 [120/1] wia 172.25%.€.1, 00:00:01, Serial0s0/1
[120/1] wia 172_2%.6.&, 00:00:08, Serisl0s0/0
172.29_€.12/30 [120/1] wia 172_.2%.6.1, 00:00:01, Serial0s0/1
[120/1] wia 172_2%.6.&, 00:00:08, Serial0ds0/0
5% 0.0.0.0/0 [1/0] wia 172.23.6.1

C
L
R
=]
b=
c
L
c
L
R

w

MEDELLINZ §

Ctri+F5 to exit CLI focus

[ mp

figura 4. tabla de enrutamiento medellin2
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MEDELLIN3&sh ip route
Codes: L - local, € - connected, 5§ - static, B — RIF, M - mobile, B -
BEE
D - EIGRF, EX - EIGRP externzl, © - O5PF, IA - QSPF inter zrea
N1 - O5PF HSSR external type 1, NZ2 - O5PF NSS5A external type 2
E1 - OSPF external type 1, EZ — OSPF externsl type 2, E - EGE
i - I5-I5, L1 - I5-I5 lewel-1, LZ - I5-I5 level-Z, ia - I5Z-IS
inter area
* — candidate default, U - per—user static route, o — ODR
P - periodic downloaded static route

Fateway of last resort is 17Z2.29.€.% to network 0.0.0.0

172.259.0.0/16 is warisbly subnetted, 10 subnets, 3 masks
9.4.0/25 [120/1] wia 172.2Z9.6.5, 00:00:25, Serial0s0/1
-4_12B8/25 is directly connected, GigabitEtherneti/s1
-4.125%/32 is directly connected, GigabitEthernet0/1
-€.0/30 [120/1] wia 172.25.6.5, 00:00:08, Serial0s1/0
[120/1] wia 172.29.6.5, 00:00:25, Serial0s0/1
[120/1] wia 172.29_.6.13, 00:00:08, Serial0/s0/0
172.29.6€.4/30 is directly connected, Serisl0/ 051
172.259.6.6/32 i3 directly connected, Serizll/ 0 1
17Z.29.€.8/30 is directly connected, Serialls1/ 0
172_.29.6.10/32 is directly connected, Serizl0/150
172.29.8.12/30 is directly connected, Serial0/0/0
172.29.%€.14/32 is directly connected, Serizl0/0/0
0.0.0.0/0 [1/0] wia 172.23.6.9

MEDELLINZ§

Ctrl+F5 to exit CLI focus

[ mop

figura 5. tabla de enrutamiento medellin3
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BOULIAL>enzble
Password:
BOCZOTAlEsh ip route
Codes: L - locel, T - connected, 5 - static, B — RIP, M - mokile, B -
BEE
D — EIGRP, EX - EIGRP exterm=l, © - O5PF, IA - Q5PF inter area
N1 - OQ5PF M55 extermnal type 1, NZ - OSEF N35R external type Z
El - OS5PF external type 1, EZ - O5PF external type 2, E - EGF
i - IS-I5, L1 - I5-IS5 lewel-1, LZ - I5-I5 lewel-Z, iz - IS-IS
inter area
* — pandidate defsult, U - per—user static route, o — CDR
P - periodic downlpoaded static route

Gateway of last resort is 203.17.220.¢ to network 0.0.0.0

172.25.0.0/1%¢ is variebly subnetted, 3 subnets, 3 masks
172.23.0.0/24 [120/1] wia 172.25%_3_.&, 00:00:00, Seriall/ 1/0
[120/11 wvis 172.29.3.2, 00:00:00, Seriallds 1l/1
172.23.1.0/724 [120/1] wia 172.25.3.10, 00:00:03, Serialds0/1
172.29.3.0/30 is directly connected, Seriall /1,1
172.29.3.1/32 is directly connected, Serizll/s1/1
172.29.3_.4/30 is directly connected, Serisl0/1/0
172.29.3.5/3Z is directly connected, Serisl0s1/0
172_.23_.3_8/30 is directly connected, Serisl0/0/1
172.29.3.9/32 is directly connected, Serizl0s0/1
172.29.3_.12/730 [120/1] wia 1T72.25%_.3_.&, 00:00:00, Seriald/s1/70
[120/1]1 wia 172_.2%_3_Z, 00:00:00, Serial0/S1/1
[120/1]1 wia 172.29.3.10, 00:00:03, Seri=l0/0/1
205 .17_220.0/24 is warisbly subnetted, Z subnets, Z masks
C 205.17.220.4/30 is directly connected, Serisl0/0/0
L 205_17_220.5/32 is directly connected, Seriald/ 070
b=} 0.0.0.0/0 [1/0] wia 205.17.220.&

bS]

WmEOB OB 0w

BOGOTRLE

Ctri+F§ to exit CLI focus

[] mop

figura 6. tabla de enrutamiento bogotal
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Codes
BEE

inter

c
L
2]
c
L
c
L
2}

c
L
]

BOGOTAZE#sh ip route

L - local, © - connected,

D - EIGRP, EX - EIGRP external,
N1 - OS5PF N552 entermnal type 1,

El1 - OS5PF exnternal type 1,
i - I5-I5, L1 - I5-I5 lewel-1,
area

* — candidate default,
P - periodic downloaded static

172_.25%.0.0/71¢€ is
172.253.0.0/24
172.253.0.1/32
J1.0/24
3. Uf3ﬂ

is directly
is directly
[120/1] wia
is directly
directly
directly
is directly
[120/1] wia
[120/1]
[120/1]

o
[E T

is

[y
=]

is

[y
=]

M I\J I\J I\J I\J I\J
M I\J I\J I\J I\J I\J

e
-1

m m m m
oo
e e e
WL Wt
[ =

via
via

0.0.0.0/0 [1/0] wvia 172.23.3.5

BOGOTAZE

5 - s=tatic,

EZ - OSEF extermnal type Z,

T - per—

variably subnetted,
connected, GigabitEthernetl/s1
connected, GigaebitEthernet0s1
172 .
connected,
connected,
connected,
connected,
172.
172.
172.
172.259.3.132/380 is directly connected,
172.259.3.13/382 is directly connected,

R - RIE, M - mobile, B -
O - O5PF, IR - OSEF inter area
Wz - OSPF NSSZ extermnal type 2
E - EGP

Lz - IS-I5 lewel-2, ia - I5-IS
user static route, o - CDR
route

Gateway of last resort is 172.2%.3.5 to network 0.0.0.0

10 subnets, 3 masks

23.3.14, 00:00:22,
Serizl0/s1/s0
Serizl0/s1/s0
Serizl0/s0/1
Serizl0/s0/1
00:00:18,

00:00:18,

o00:-00:22,
Seri=zl0/0/0
Seri=zl0/0/0

Seriald/s0/0

29.3.8,
28.3.1,
29.3.14,

Serizl0/ 0/1
Seri=zl0/S1/0
Seriazld/ 070

Ctrl+F6 to exit CLI focus

] Top

figura 7. tabla de enrutamiento bogota 2
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BOGOTRA3$sh ip route
Codes: L - local, T - connected, 5 - static, B - RIPF, M - mobile, B -
BEE
0 - EIGRP, EX - EIGRP external, O - O5PF, IR - O5PF inter ares
N1 - OS5PF NS552 external type 1, NZ - O5EF NS5LZ external type Z
El - OSPF externzal type 1, EZ - OSPF externmal type 2, E - EEP
i - Is-I5, L1 - IS-IS level-1, LZ - IS-I5 level-2, ia - IS-IS
inter area
* — pandidate defsult, U - per-user static route, o - CDR
P - periodic downloaded static route

Gateway of last resort is 172_.23.3.% to network 0.0.0.0

172.2%.0.0/1%¢ is wvarizbly subnetted, 5 subnets, 2 masks
172.29.0.0/724 [120/1] wia 172_2%.3.13, 00:00:1Z, Serial0/0/1
172.29.1.0/24 is directly connected, GigakbitEthernetl/1
172.23.1.1/32 is directly connected, GigabitEthernetd/1l
172.29.3.0/30 [120/1] wia 172_.25%.3.%, 00:00:08, Serial0/s0/0
[120/1]1 wia 172.25.3.13, 00:00:12, Seri=zlo/s0/71
172.29.3_.4/730 [120/1] wia 172.25.3.5%, 00:00:08, Seri=l0/0/0
[120/1] wia 172_.25%_.3.13, 00:00:12, Seri=lo/0/1
172.23.3.8/30 is directly connected, Seriz=l0/0/0
172.253.3.10/32 is directly connected, Serisl0/ 070
172_.29.3.12/30 is directly connected, Serial0s/0/1
172.253.3.14/32 is directly connected, Seriald/ 0/1
0.0.0.0/0 [1/0] wia 172_.25_3.%

BOGOTRSE

Ctrl+F6 to exit CLI focus

] Top

figura 8. tabla de enrutamiento bogota3
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ISP»enzble
Pagsword:
ISPEsh ip route
Codes: L - local, C - connected, 5§ - static, R - RIF, M - mobile, B -
BEE
D — EIGRE, EX - EIGRF external, O - O5PF, IA - OS5PFF inter area
N1 - OS5PF NS55L external type 1, NEZ - OSPF NSS5R external type Z
El1 - O5PF external type 1, EZ - O5PF external type Z, E - EGP
i - Is-Is, L1 - Is-I5 level-l, LZ - IS-I5 level-2, iz - I5-IE
inter area
* — candidete defsult, U - per—user static route, o — ODR
P - periocdic downloaded static route

Eateway of last resort is not set

172 .23 _0.0/22 is subnetted, Z subnets
172 0. [1/0] wia 205.17_220.5
172. -4 [1/0] wis Z05.17.220.1

20%.17. - iz variably subnetted, 4 subnets, Z masks
205, is directly connected, Seri=l0/0/0
209 is directly connected, Seriall/ 070
208. is directly connected, Serizal0/ 071
208 is directly connected, Serial0 /071

.
K1 KX R R
LI )

Ctrl+F& to exit CLI focus

[ Top

figura 9. tabla de enrutamiento ISP

1.3 Deshabilitar la propagacion del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se
debe deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se
indican las interfaces de cada router que no necesitan desactivacion.

Tabla 1. interfaces de cada router

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO/1/0;
SERIALO/1/1

Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

Medellinl SERIALO/0/0; SERIALO/0/1;
SERIALO/1/1

Medellin2 SERIALO/0/0; SERIALO/0/1
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Medellin3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0
ISP No lo requiere

BOGOTA1>enable

Password:

BOGOTAl1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA1(config)#router rip
BOGOTAI1(config-router)#passive-interface s0/0/0
BOGOTA1(config-router)#exit

BOGOTAIL(config)#end

BOGOTAl#

BOGOTA2>enable

Password:

BOGOTA2#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAZ2(config)#router rip
BOGOTA2(config-router)#passive-interface s0/1/0
BOGOTAZ2(config-router)#end

BOGOTA2#

MEDELLIN1>enable

Password:

MEDELLIN1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#passive-interface s0/1/0
MEDELLIN1(config-router)#end

MEDELLIN1#

1.4 Verificacién del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexion hacia el ISP, la version
de RIP y las interfaces que participan de la publicacion entre otros datos.

b. Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.
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MEDELLINl§show ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 15 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default wersion control: send wersion 2, receive Z
Interface Send Recv Triggered RIP Eey-chain
Serialdyso/0 2 z
Seriald/so/1 2 z
Rutomatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
17z2.29.0.0
Passive Interface(s):
Seriald/s1/0
Routing Information Sources:
Gateway Distance Last Update
172.29.6.2 1z0 00:00:17
172.29.86.10 1z0
172.29.6.14 1z0
Distance: (default is 120)
MEDELLIN1§

Ctrl+F6 to exit CLI focus

[ mp

figura 10. opciones de enrutamiento medellinl
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MEDELLINl>enable
Password:
MEDELLINl§sh ip rip database
0.0.0.0/0 auto-summary
0.0.0.0/0
[0] wia 0.0.0.0, 00:00:00
Z2.23.4.0/25 auto-summary
2.29.4.0/25
[1] via 17Z2.25.€.2, 00:00:17, Serial0/0/0
Z.23.4.128/725 auto-summary
2.295.4.128/25
[1] wia 172.25.&.10, 00:00:27, Serial0/s1/0 [1] wia
-29.6.14, 00:00:27, Serial0d/0/1
25.8.0/30 auto-summary
25.8.0/30 directly connected, Serial0s0/0
172.29.6.4/730 auto-summary
17Z2.25.6.4/30
[1] via 17Z2.25.€.2, 00:00:17, Serial0/0/0 [1] wia 172.25.6.10,
00:00:27, Seriald/1/0 [1] wia 172.25.6.14, 00:00:27, Serial0/s0/1
172.29_.6.8/30 auto-summary
172.29_.6.8/30 directly connected, Serial0s1/0
172.25.8.12/30 auto-summary
172.25.8.12/30 directly connected, Serial0s0/1
MEDELLIN1Z|

Cirl+F6 to exit CLI focus

[ Top

figura 11. base de datos rip medellinl
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MEDELLINZ>enable
Password:
MEDELLINZ§sh ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 15 seconds
Invalid after 180 seconds, hold down 180, flushed after Z40
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send wersion 2, receive 2
Interface Send Recv Triggered RIF Eey-chain
GFigabitEthernetls1
Serial0/0/0
Serial0/0/1
RZutomatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.29.0.0
Passive Interface(s):
Routing Information Sources:
Gateway Distance Lzst Update
172.29.6.1 1z0 00:00:23
172.29.6.6 1z0 00:-00:12
Distance: (default is 120)
MEDELLINZ§

Ctrl+F& to exit CLI focus

[ top

figura 12. opciones de enrutamiento medellin2
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MEDELLINZ>enzble
Password:
MEDELLINZ§show ip rip database
0.0.0.0/0 AUuto-Surmary
0.0.0.0/0

[1] wia 172.29.6.1, 00:00:0Z, Serial0/0/1
172.25%.4.0/258 auto-sumrmary
172.25%.4.0/258 directly connected, GigabitEthernet0s1
172.25%.4.128/25 auto-sSurmary
172.23.4.128/25

[1] wia 172.Z5.&.%, 00:00:12, Serial0/0/0
172.29.6.0/30 auto-surmary
172.2%.6.0/30 directly connected, Serial0/0/1
172.25%.6.4/30 auto-sumrmary
17Z.29.6.4/30 directly connected, Serial0/0/0
172.23.8.8/30 auto—summary
172 .29 _&6_8/30

[1] wia 172.29.6.1, 00:00:0Z, Serial0/0/1 [1] wia 17Z2.25.5.%8,
00:00:13, Seriald/0/0
172.25%.6.12/30 Euto-summary
172.23.86.12/730

[1] wia 172.25.€.1, 00:00:02, Serial0/0/1 [1] wia 172.23.6.%§,
00:00:13, Seriald/0/0
MEDELLINZ§

Cirl+F6 to exit CLI focus

[ mp

figura 13. base de datos rip medellin2
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Password:
MEDELLINZ#sh ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 14 seconds
Invalid after 180 seconds, hold down 180, flushed after Z40
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default wversion control: send version 2, receive Z
Interface Send Recv Triggered RIP Eey-chain
Serial0d/0/0
Seriald/0/1
Serial0/1/0
GigabitEthernet0/1
Automatic network summarizstion is not in effect
Maximum path: 4
Routing for Networks:
172.25.0.0
Passive Interfaceis):
RBouting Informaticon Sources:
Gateway Distance Last Update
172.23.€.13 120 00:00:21
172.25.8.5 1z0 00:00:12
Distance: (default is 120)
MEDELLINZ#|

[N

Ctrl+F8 to exit CLI focus

[ mp

figura 14. opciones de enrutamiento medellin3
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Password:

MEDELLIN3»enable
Password:

0.0.0.0/0
0.0.0.0/0

172.25.4.0/25
172.25.4.0/25

172.25.4.128/25
172.23.4.128/25
172.25.8.0/30
172.25.8.0/30

00:00:13,
172.25.6.4/30
172.25.6.4/30
172.25.6.8/30
172.25.6.8/30

MEDELLIN3#show ip rip database
auto-summary

[11 wia 172 .29 _&.13,

[1] wia 172.29.8.5,

[1] wia 172.23.8.13,
Serial0/0/1

00:00-19, Seriald/0/0

auto-summary

00:00:13,
auto-sSummary
directly connected, GigabitEthernet0/1

auto-summary

Seriald/ 01

00:00:1%, Serial0/0/0 [11 via 172_29.6.5,
au:u—summary

directly connected, Serizl0/0/1

auto-summary

directly connected, Serisl0/1/0

172_.25%.6.12/30
172.25.6.12/30
MEDELLIN3E

auto-summary

directly connected, Seriald/0/0

Ctri+F6 to exit CLI focus

[ mop

figura 15. base de datos rip medellin3
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Password: ~
BOGOTALE#sh ip protocols
Routing Protocol is "rip"
Sending updates ewvery 30 seconds, next due in & seconds
Invalid after 180 seccnds, hold down 180, £lushed after 240
Qutgoing update filter list for a1l interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send version 2, receive 2
Interface Send Becv Triggered RIE Esy-chain
Seriald/0/1 -3 -3
Seriald/s1/0 2 2
SerialO/1/1 3 3
AZutomatic network summarization is not in effect
Maximum path: 4
Bouting for Networks:
172.23.0.0
Passive Interface(s):
Seri=l0/0/0
Routing Information Sources:
Gateway Distance Last Update
172.25.3.8 1z0 00:00:08
172.23.3.10 1z0 00:00:20
Distance: (default is 120)
BOGOTRLE L

Cirl+F8 to exit CLI focus

O wop

figura 16. opciones de enrutamiento bogotal
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Password:

BOGOTAL>ensble
Password:
BOGOTAlfshow ip rip database
0.0.0.0/0 auto-summary
0.0.0.0/0

[0] via 0.0.0.0, 00:00:00
172.29.0.0/24 zuto-summary
172.29.0.0/24

[1] via 172.23.3.6,
172.29.1.0/24 auto-summary
172.29.1.0/24

[1] wvia 172.2%.3.10,
172.29%.3.0/30 auto-summary
172.2%.3.0/30
172.29.3.4/30
172.29.3.4/30
172.29.3.8/30
172.29.3.8/30
172.29.3.12/30
172.29.3.12/30

auto-summary
auto-summary
auto-Summary

00:00:16, Serizl0sf0/1
BOGOTALE|

00:00:02,

00:00:16, Seriald/0/1
directly connected,
directly connected, SerialO/1/0

directly connected,

[1] wia 172.25.3.6, 00:00:02,

Seriald/1/0

Serizl0/1/1

Serizl0/0/1

Seriald/1/0 [1] wia 172.25.3.10,

Cirl+F6 to exit CLI focus

[T moe

figura 17. base de datos rip bogotal
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Physical
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—

105 Command Line Interface

BOEOTAZésh ip protocols A
Douting Protocel is "rip"
Sending updates every 30 seconds, next due in 16 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update f£ilter list for =21l interfaces is not set
Redistributing: rip
Default version control: send wersion 2, receive 2
Interface Send Recv Triggered RIP Eey-chain
GigabitEthernetd/1 3 3
Serial0ds0/0 F3 F3
Seriall/0/1 3 3
Rutomatic network summarization is not in effect
Maximum path: 4
Souting for Wetworks:
172.25%.0.0
Passive Interface(s):
Serialls1/0
Souting Information Sources:
Gateway Distance Last Update
172.29.3.1 120
172.23.3.5 1z0
172.23.3. 14 120 00:00:27
Distance: (default is 120}
BOGOTRZ# 2

Cirl+F6 to exit CLI focus

e

figura 18. opciones de enrutamiento bogota?2
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Password: ~
BOGOTRZ>enable
Password:
BOEOTAZ#show ip rip database
0.0.0.0/0 suto-summazy
0.0.0.0/0
[11 vis 172.23.3.1, 00:00:10, Serial0/1/0 11 vis 172.29.3.5,
00:00:10, Sezialo/0/1
172.25.0.0/24 suto-summazy
172.25.0.0/24 directly connected, GigsbitEthernet(/1
172.25.1.0/24 suto-summazy

172.25.1.0/24
[1] wia 172.29.3.14, 00:00:17, Seriald/0/0

172.23.3.0/30 suto-summary
172.23.3.0/30 directly connected, Serizld/1/0
172.23.3.4/30 suto-summary
172.23.3.4/30 directly connected, Serizl0/0/1
172.23.3.8/30 suto-summary
172.23.3.8/30
[1] via 172.29.3.5, 00:00:10, Serizl0s0/1 [1] wi= 172.29.3.1,
00:00:10, Serialds1/0 [1] via 172.25.3.14, 00:00:17, Serizlds0/0
172.25.3.12/30 auto-surmary
172.25.3.12/30 directly connected, Serial0s/0/0
BOCOTRZE v

Cirl+F& to exit CLI focus

[ wp

figura 19. base de datos rip bogota2
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BOGOTA3renable
Password:
BOCOTAZ#sh ip protoecols
Routing Protocol is "rip”
Sending updates every 30 seconds, next due in 13 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send version 2, receive 2
Interface Send Reev Triggered RIP Key-chain
CigebitEthernet0/1
Seriald/0/0
Seriald/0/1
Automatic network summarization is mot in effect
Mawimum path: 4
Routing for Networks:
172.29.0.0
Passive Interface(s):
Routing Information Sources:
Gateway Distance Last Update
172.29.3.9 120
172.25.3.13 120
Distznee: (default is 120)
BOCOTA3E

Ctri+F& to exit CLI focus

O me

figura 20. opciones de enrutamiento bogota3
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BOGOTA3>enable
Password:
BOGOTAS#show ip rip database
0.0.0.0/0  autc-summazy
0.0.0.0/0
[1] wia 172 _29.3.5, 00:00:10, Seriald/0/0
172_29.0.0/24 auto-sSummary
172.25.0.0/24
[1] wia 172.29.2.13, 00:00:05, Serial0/0/1
172.2%.1.0/24 auto-summary
172.2%.1.0/24  directly connected, CigabitEthernes0/1
172.2%.3.0/30  auto-summary
172.29.3.0/30
[11 via 172.29.3.3, 00:00:10, Seriald/0/0 11 via 172.25.3.13,
00:00:05, Serisl0/0/1
172 _25.3 4730 auto-summary
172_29.3 4730
[1] wia 172.25%.3.5, 00:00:10, Serisl0/0/0 [1] wia 172.25.3.13,
00:00:05, Serial0/0/1
172.29.2.8/30 auto-summary
172.2%.3.8/30  directly comnected, Serial0/0/0
172.29.3.12/30 suto-summary
172.29.3.12/30  directly connected, Serial0/0/1
50E0TASE v

Ctri+F6 to exit CLI focus Copy Paste

e

figura 21. base de datos rip bogota3

1.5 Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea
configurado con autenticacién PAT.

b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.

ISP>enable

Password:

ISP#conf term

Enter configuration commands, one per line. End with CNTL/Z.

ISP(config)#int s0/0/0

ISP(config-ify#encapsulation ppp

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

ISP (config-if)#no shutdown

ISP(config-if)#exit

ISP(config)#username medellinl password 1234
ISP(config)#int sO/0/0

ISP (config-if)#ppp authentication pap

ISP(config-if)y#ppp pap sent-username isp password 1234
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ISP (config-if)#exit
ISP(config)#

MEDELLIN1>enable

Password:

MEDELLIN1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#int s0/1/1
MEDELLIN1(config-ify#encapsulation ppp
MEDELLIN1(config-ify#no shutdown
MEDELLIN1(config-if)#exit

MEDELLIN1(config)#username isp password 1234
MEDELLIN1(config)#int sO/1/1

MEDELLIN1(config-if)y#ppp authentication pap
MEDELLIN1(config-if)#ppp pap sent-username medellinl password 1234
MEDELLIN1(config-if)#exit

MEDELLIN1(config)#

ISP#conf term

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#username bogotal password 1234
ISP(config)#int s0/0/1

ISP (config-if)y#ppp authentication chap

ISP (config-if)#

BOGOTA1>enable

Password:

BOGOTAl1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA1(config)#int s0/0/0

BOGOTAI1(config-if)#encapsulation ppp

BOGOTA1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

BOGOTA1(config-if)#exit
BOGOTAIL(config)#username isp password 1234
BOGOTA1(config)#int s0/0/0
BOGOTAIL(config-if)#ppp authentication chap
BOGOTA1(config-if)#exit

BOGOTAIL(config)#
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1.6 Configuracion de PAT.

a. Enlatopologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta los
routers internos en el otro extremo, s6lo existird comunicacion hasta los
routers Bogotal, ISP y Medellinl.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el
NAT en el router Medellinl. Compruebe que la traduccion de direcciones
indique las interfaces de entrada y de salida. Al realizar una prueba de ping,
la direccion debe ser traducida automaticamente a la direccion de la interfaz
serial 0/1/0 del router Medellinl, cémo diferente puerto.

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la
traduccion de direcciones indique las interfaces de entrada y de salida. Al
realizar una prueba de ping, la direccién debe ser traducida
automaticamente a la direccion de la interfaz serial 0/1/0 del router Bogotal,
como diferente puerto.

MEDELLIN1>enable

Password:

MEDELLIN1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#int s0/0/0

MEDELLIN1(config-if)#ip nat inside

MEDELLIN1(config-if)#int s0/1/1

MEDELLIN1(config-if)#ip nat outside
MEDELLIN1(config-if)#exit

MEDELLIN1(config)#access-list 10 permit ip 172.29.4.0 0.0.0.127
N

% Invalid input detected at "' marker.

MEDELLIN1(config)#access-list 10 permit 172.29.4.0 0.0.0.127
MEDELLIN1(config)#ip nat inside source list 10 interface serial 0/1/1 overload
MEDELLIN1(config)#exit

MEDELLIN1#

BOGOTA1>enable

Password:

BOGOTAl1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA1(config)#int sO/1/1

BOGOTAIL(config-if)#ip nat inside

BOGOTAI1(config-if)#int s0/0/0

BOGOTAIL(config-if)#ip nat outside

BOGOTA1(config-if)#exit
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BOGOTAI1(config)#access-list 10 permit 172.29.0.0 0.0.0.255
BOGOTA1(config)#ip nat inside source list 10 interface serial 0/0/0 overload
BOGOTAIL(config)#exit

BOGOTA1#

1.7 Configuracion del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser
el servidor DHCP para ambas redes Lan.

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast
hacia la IP del router Medellin2.

c. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.

d. Configure el router Bogotal para que habilite el paso de los mensajes
Broadcast hacia la IP del router Bogota2.

MEDELLIN2>enable

Password:

MEDELLIN2#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ2(config)#ip dhcp excluded-addres 172.29.4.1 172.29.4.49
MEDELLINZ2(config)#ip dhcp excluded-addres 172.29.4.129 172.29.4.168
MEDELLIN2(config)#ip dhcp pool DHCP_MEDELLIN2
MEDELLINZ2(dhcp-config)#network 172.29.4.0 255.255.255.128
MEDELLINZ2(dhcp-config)#default-router 172.29.4.1
MEDELLINZ2(dhcp-config)#exit

MEDELLINZ2(config)#ip dhcp pool DHCP_MEDELLIN3
MEDELLINZ2(dhcp-config)#network 172.29.4.128 255.255.255.128
MEDELLINZ2(dhcp-config)#default-router 172.29.4.129
MEDELLINZ2(dhcp-config)#exit

MEDELLINZ2(config)#exit

MEDELLIN2#

MEDELLIN3>enable

Password:

MEDELLIN3#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#int g0/1

MEDELLIN3(config-if)#ip helper 172.29.6.5
MEDELLIN3(config-if)#exit

MEDELLIN3(config)#
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P Configuration

Interface FastEthernetd =
IP Configuration

(®) DHCP () Static
IP Address
Subnet Wask

Defaut Gateway

DNS Server

IPv6 Configuration
) DHCP () Auto Config (®) Static

IPvE Address !
Link Local Address FES0:201:42FF:FES1:937C

IPvE Gateway

IPv§ DNS Server

802.1X

[ use 802.1X Security

[ op

figura 22. Configuracion del servicio DHCP PC-A
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Interface FastEthernetd -
IP Configuration

(® DHCP O static
IP Address
Subnet Mask

Default Gateway

DNS Server

IPvE Configuration
() DHCP () Auto Config (®) Static

IPvE Address !
Link Local Address FEZ0::203:E4FF.FET9.CBE3

IPvG Gateway

IPv6 DNS Server

802.1X

[[] use 802.1X Security

[ op

figura 23. Configuracion del servicio DHCP PC-B

BOGOTA2>enable

Password:

BOGOTA2#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.149
BOGOTA2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.199
BOGOTA2(config)#ip dhcp pool DHCP_BOGOTA2
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BOGOTA2(dhcp-config)#network 172.29.0.0 255.255.255.0
BOGOTA2(dhcp-config)#default-router 172.29.0.1
BOGOTA2(dhcp-config)#exit

BOGOTA2(config)#ip dhcp pool DHCP_BOGOTA3
BOGOTA2(dhcp-config)#network 172.29.1.0 255.255.255.0
BOGOTA2(dhcp-config)#default-router 172.29.1.1
BOGOTA2(dhcp-config)#exit

BOGOTAZ2(config)#exit

BOGOTA2#

BOGOTA3>enable

Password:

BOGOTA3#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA3(config)#int g0/1

BOGOTA3(config-if)#ip helper-address 172.29.3.13
BOGOTA3(config-if)#exit

BOGOTA3(config)#exit

BOGOTA3#

IPv6 Configuration

O DHCP ) Auto Config ®) Static

IPvE Address !
Link Local Address FEB0::201:64FF:FE9D.3483

IPvE Gateway

IPvE DNS Server

8021X

[] use 802.1X Security

O wop

figura 24. Configuracion del servicio DHCP PC-C
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Ll
Interface FastEthemst0 -
IP Configuration
@) DHCP () Static
IPAddress 172.29.1.200
Subnet Mask 255.255.255.0
Default Gateway 172.29.1.1
DNS Server 0.0.0.0
IPvG Configuration
) DHCP (7) Auto Config (@ Static
1PV Address. [ ] |
Link Local Address | FEBD:290:21FFFE30EBTT |
IPvE Gateway ‘ ‘
IPv8 DNS Server [ |
802.1X
[] use 802.1X Security .
O wop

figura 25. Configuracion del servicio DHCP PC-D
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2. Escenario 2
Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
gue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

VLAN Direccionamiento Nombre

Internet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

F0/0 Buenos Aires

192.168.99.3
192.168.99.2

figura 26. topologia de red escenario 2

Solucién.

42



Fie Edt DOptions Miew Tools Extensions Help

EERTOLr i @@l aqaocz BEs@E
[FoaX s/ megd mi

4\, Logical [’ Physwca!;]*' 234y 142

WEB SERVER

.\
‘f.

”}'il
I*___*
=, "
N e ——
[~ Simulation)

R EE R EEE L
4321 1941 2901 2911 | 81910X | S19HGW 829 1240 PrRoser PrEmply | 1841 | 2620dM  2621XM | 2811

<

2801

figura 27. conexion fisica escenario 2

2.1 Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario

R1(config)#int s0/0/0
R1(config-if)#ip address 172.31.21.1 255.255.255.252

R1(config-if)#no sh
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R1(config-if)#clock rate 128000

R1(config-if)#no shutdown

R1(config-if)#int f0O/0

R1(config-if)#ip address 192.168.30.1 255.255.255.0
R1(config-if)#no shu

R1(config-if)#no shutdown

R2(config)#int s0/0/1
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R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-if)#no shut
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

R2(config-if)#int f0/0

R2(config-if)#ip address 209.165.200.225 255.255.255.248
R2(config-if)#no shut

R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

R2(config-if)#int s0/0/0

R2(config-if)#ip addres 172.31.23.1 255.255.255.252
R2(config-if)#ip address 172.31.23.1 255.255.255.252
R2(config-if)#clock rate 128000

R2(config-if)#no shut

R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R2(config-if)#exit
R2(config)#int o0

R2(config-if)#
%LINK-5-CHANGED: Interface LoopbackO, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface LoopbackO, changed state
to up

R2(config-if)#ip addr

R2(config-if)#ip address 10.10.10.11 255.255.255.255
R2(config-if)#no shut

R2(config-if)#no shutdown

R3(config)#int s0/0/1
R3(config-if)#ip address 172.31.23.2 255.255.255.252
R3(config-if)#no shut
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R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

R3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

R3(config-if)#exit
R3(config)#int 104

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state
to up

R3(config-if)#ip address 192.168.4.1 255.255.255.0
R3(config-if)#int 105

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback5, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state
to up

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#int 106

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback6, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state
to up

R3(config-if)#ip address 192.168.6.1 255.255.255.0
R3(config-if)#exit
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() DHCP (@) Static

IP Address | 209.165.200.230

Subnet Mask |255.255.255.24B

Default Gateway | 209.165.200.225

DNS Server [0.000

IPv& Configuration

() DHCP

D Auto Config

(@ Static

PvE Address |

Link Local Address | FES0::20B:BEFF.FEC4:6030

IPvE Gateway |

IPv6 DNS Server |

802X

[] Use 802.1X Security
Authentication
Username

Password

[ mop

figura 28. direccionamiento IP internet pc

2.2 Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes

criterios:

Tabla 2. OSPFv2 area 0

Configuration Item or Task

Specification

Router ID R1 1111
Router ID R2 5555
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como

pasivas

Establecer el ancho de banda para enlaces

seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Verificar informacion de OSPF
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¢ Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

R1>enable

R1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router ospf 1

R1(config-router)#network 172.31.21.0 0.0.0.3 area 0
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#passive-interface f0/0

R1(config-router)#exit

R1(config)#int sO/0/0

R1(config-if)#bandwidth 256

R1(config-if)#ip ospf cost 9500

R1(config-if)#exit

R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1

R1(config-router)#Reload or use "clear ip ospf process" command, for this to take
effect

R1#reload
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$LINEFROTO-5-UPDCOWN: Line protocol on Interface Serial0ys0/70,
sState to up

Rlrenable
Rlishow ip protocols

Bouting Protocol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for 2ll interfaces is not set
Router ID 1.1.1.1
Number of areas im this router is 1. 1 normal 0 stub 0 nasa
Maximim path: 4
Routing for WNetworks:
172.31.21.0 0.0.0.3 area 0
192_.168.30.0 0.0.0.255 area 0
192.1€8.40.0 0.0.0.255 area 0
192_1€8.200.0 0.0.0.255 area 0
Passive Interface(s):
FastEthernetd/s0
Bouting Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:00:40
Distance: (default is 110}

21§

Cirl+F& to exit CLI focus

O wp

figura 29. opciones de enrutamiento R1

R2(config)#router ospf 1

R2(config-router)#router-id 5.5.5.5
R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.0 0.0.0.255 area 0
R2(config-router)#passive-interface f0/0
R2(config-router)#exit

R2(config)#int sO/0/0

R2(config-if)#bandwidth 256

R2(config-if)#ip ospf cost 9500
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LORDING to FULL, Loading Done

RZrenable
BZ#show ip protocols

Routing Protocol is "ospf 1"
Cutgoing update filter list for zll interfaces is not set
Incoming update filter list for z2ll interfaces is not set
Bouter ID 5.5.5.5
Number of areas in this router is 1. 1 normal 0 stub 0 nasa
Maximim path: &
RBouting for Networks:
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area O
172.31.21.0 0.0.0.3 area 0
Passive Interface(s):
FastEthernet(/0
Bouting Information Sources:
Gateway Distance Last Updzte
1.1.1.1 110 00:00:-40
5.5.5.5 110 00:00:-40
8.8.8.8 110 00:00:-40
Distance: (default is 110)

RZ2E

Cir+F8§ to exit CLI focus

O op

figura 30. opciones de enrutamienco R2

R3>enable

R3#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

R3(config-router)#router-id 8.8.8.8
R3(config-router)#network 172.31.23.0 0.0.0.3 area 0
R3(config-router)#passive-interface 104
R3(config-router)#passive-interface 105
R3(config-router)#passive-interface 106
R3(config-router)#exit

R3(config)#int s0/0/1

R3(config-if)#bandwidth 256

R3(config-if)#ip ospf cost 9500

R3(config-if)#
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B3
%5YS-5-CONFIE I: Configured from conscle by conscle

R2§show ip protocols

Routing Protocol is "ospf 1™
Cutgoing update f£ilter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bouter ID 8.2.8.8
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.23.0 0.0.0.3 area 0
Passive Interface(s):
Loopback4
Loopbacks
Loopbacké
Bouting Information Sources:
Gateway Distance Last Update
5.5.5.5 110 00:10:02
g2.8.8.8 110 00:03:00
Distance: (default is 110}

B3

Ctri+F6 to exit CLI focus

[ 7op

figura 31. opciones de enrutamiento R3

Physical Config CLI Attributes
I

105 Command Line Interface

SLINEPROTO-5-UPDOWN: Line protocel on Interface Serial0d/0/0, ch
state to down

01:56:32: %0SPF-5-ADJCHE: Process 1, Nbr 5.5.5.5 on Serisld/0/0
FULL to DOWN, Neighbor Down: Interface down or detached

%LINE-5-CHANGED: Interface Serizl0/0/0, ch d state to up

$LINEEROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0, ch
State to up

01:56:52: %0SPF-5-ADJCHE: Process 1, Nbr 5.5.5.5 on Serizld/0/0
LORDING to FULL, Loading Done

Rlrenable
Rl§show ip ospf neighbor

Neighkor ID i Dead Time Address
Interface

5.5.5.5 00:00:32 17z.31.21.2
Seriald/0/0

R1§

Cirl+F6 to exit CLI focus Copy | | Paste

[ Top

figura 32. informacion de OSPF R1
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Press RETURN to get sStarted.

RZrenable
RZfshow ip ospf neighbor

Neighbor ID i Dead Time 2ddreas
Interface

1.1.1.1 00:-00:30 17z2.31.21.1
Serial0D/s0/1

g.e.e.e 00:-00:30 172.31.23.2
Serial0nys0/0

RZ§

Ctrl+F§ to exit CLI focus

[ op

figura 33. informacion de OSPF R2
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105 Command Line Interface

B3>

B3>

B3>

B3>

B3>

B3>

B3>

B3>

B3>

B3>

B3>

B3>

B3>

B3>

B3>

B3>
R3renable
R3¢show ip ospf neighbor

Neighbor ID i Dead Time Zddress
Interface

5.5.5.5 00:00:30 172.31.23.1
Serial0/0/1

R3g

Ctr+F8 to exit CLI focus

O wop

figura 34. informacién de OSPF R3
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[ Ho Hellos (Passive 1nLerface)

Tndex 1/1, flood gueue length 0

Next 0x0(0)/0x0(0)

Last fleood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor (s}
S5eri=l0s0/0 is up, line protocol is up

Internet address is 172.31.21.1/30, Rrea 0

Process ID 1, Router ID 1.1.1.1, Network Type POINT-TO-POINT, Cost:
5500

Transmit Delay is 1 sec, State DBOINT-TO-POINT, Priority 0

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Weit 40, Retransmit

Hello due in 00:00:05
Index Z/Z, flood gueue length 0
Wext 0:x0(0)/0x0(0)
Last flood scan length is 1, meximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 5.5.5.5
Suppress hello for 0 neighbor(s)
R1E| W

Cirl+F§ to exit CLI focus

[ op

figura 35. interfases ospf R1

Physical Config CLI Attributes
—

105 Command Line Interface

Loopback( is up, line protocol is up
Internet address is 10.10.10.11/32, Arez 0
Process ID 1, Router ID 5.5.5.5, Network Type LOODBACE, Cost: 1
Loopback interface is trested as a stub Host
Seri=l0/0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, Arez 0
Process ID 1, Bouter ID 5.5.5.5, Network Type POINT-TO-EOINT, Cost:
3500
Transmit Delay is 1 sec, State DOINT-TO-BOINT, Priority O
Mo designated router om this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit

Hello due in 00:00:03

Index 2/Z, £lood gueue length O

Hext 0:0(0)/0x0{0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

MNeighbor Count is 1 , Adjscent neighbor count is 1
Rdjacent with neighbor 8.8.8.8

Suppress hello for 0 neighbor(s)

Serial0/0/1 is up, line protocol is up
Internet address is 172.31.21.2/30, Area 0

Erocess D1 Bouter TD S 5 5 & Wetwork Tupe BOTNT-TO-BOINT  Cost-

Ctrl+F& to exit CLI focus

[ e

figura 36. interfases ospf R2.1
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[ Index 272, tlood guede length U
Wext 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , ARdjacent neighbor count is 1
Adjacent with neighbor 8.8.8.8
Suppress hello for 0 neighbor(s)
Seriald/0/1 is up, line protocecl is up
Internet address is 172.31.21.2/30, Area 0
Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT, Cost:
g4
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0O
No designated router on this network

No backup designated router on this network
Timer intervals configured, Helloc 10, Dead 40, Wait 40, Retransmit

Hello due in 00:00:03

Index 2/3, flood queue length O

Wext 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , ARdjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1

Suppress helloc for 0 neighbor(s)

RZE

Ctrl+F6 to exit CLI focus

[ Top

figura 37. interfases ospf R2.2
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I

105 Command Line Interface

R3renable
R3gshow ip ospf interface

Seriald/0/1 is up, line protocol is up

Internet address is 172.31.23.2730, Zrea 0

Process ID 1, Bouter ID B.8.8.8, Network Type POINI-TO-POINI, Cost:
5500

Transmit Delay is 1 sec, State POINT-TCO-POINT, Priority 0

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit

Hello due in 00:00:03

Index 1/1, flcod gueue length O

Next 0x0({0)/0x0{0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , ARdjacent neighbor count is 1
Adjacent with mneighbor 5.5.5.5

Suppress hello for 0 neighbor(s)

Ctrl+F& to exit CLI focus

[ Top

figura 38. interfases ospf R3
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2.3 Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de
red establecida.

Switch>enable

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1
S1(config)#enable secret classl
S1(config)#line con 0
S1(config-line)#password ciscol
S1(config-line)#login
S1(config-line)#logging synchronous
S1(config-line)#exit

S1(config)#line vty 0 15
S1(config-line)#password ciscol
S1(config-line)#login
S1(config-line)#logging synchronous
S1(config-line)#exit

S1(config)#service password-encryption
S1(config)#end

S1#

S1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30
S1(config-vlan)#name administracion
S1(config-vlan)#exit

S1(config)#vlan 40
S1(config-vlan)#name mercadeo
S1(config-vlan)#exit

S1(config)#vlan 200
S1(config-vlan)#name mantenimiento
S1(config-vlan)#exit

S1(config)#int fO/1
S1(config-if)#switchport mode access
S1(config-if)#switchport access vlan 30
S1(config-if)#exit

S1(config)#int f0/3
S1(config-if)#switchport mode trunk
S1(config-if)#exit

S1(config)#
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Switch>enable

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S3
S3(config)#enable secret class3
S3(config)#line con 0
S3(config-line)#password cisco3
S3(config-line)#login
S3(config-line)#logging synchronous
S3(config-line)#exit

S3(config)#line vty 0 15
S3(config-line)#password cisco3
S3(config-line)#login
S3(config-line)#logging synchronous
S3(config-line)#exit
S3(config)#service password-encryption
S3(config)#vlan 30
S3(config-vlan)#name administracion
S3(config-vlan)#exit

S3(config)#vlan 40
S3(config-vlan)#name mercadeo
S3(config-vlan)#exit

S3(config)#vlan 200
S3(config-vlan)#name mantenimiento
S3(config-vlan)#exit

S3(config)#int fO/1
S3(config-if)#switchport mode access
S3(config-if)#switchport access vlan40
N

% Invalid input detected at "' marker.
S3(config-if)#switchport access vian 40
S3(config-if)#exit

S3(config)#int f0/3
S3(config-if)y#switchport mode trunk

S3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to up

S3(config-if)#exit
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S3(config)#

2.4 En el Switch 3 deshabilitar DNS lookup

S3#conf term

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#no ip domain-lookup

S3(config)#exit

S3#

%SYS-5-CONFIG_I: Configured from console by console

S3#

2.5 Asignar direcciones IP a los Switches acorde a los lineamientos.

S1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#int vlan 30

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#exit

S1(config)#exit

S1#

S3#conf term

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#int vlan 40

S3(config-if)#

%LINK-5-CHANGED: Interface VIan40, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan40, changed state to
up

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#exit

S3(config)#exit

S3#
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2.6 Desactivar todas las interfaces que no sean utilizadas en el esquema de

red.

S1#conf term

Enter configuration commands, one per line. End with CNTL/Z.

S1(config)#int f0/2

S1(config-if)#shutdown

%LINK-5-CHANGED:
down
S1(config-if)#exit

Interface FastEthernet0/2, changed state to administratively

S1(config)#int range f0/4-23
S1(config-if-range)#shutdown

%LINK-5-CHANGED:
down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

Interface FastEthernet0/4, changed state to administratively

Interface FastEthernet0/5, changed state to administratively

Interface FastEthernet0/6, changed state to administratively

Interface FastEthernet0/7, changed state to administratively

Interface FastEthernet0/8, changed state to administratively

Interface FastEthernet0/9, changed state to administratively

Interface FastEthernet0/10, changed state to

Interface FastEthernet0/11, changed state to

Interface FastEthernet0/12, changed state to

Interface FastEthernet0/13, changed state to

57



%LINK-5-CHANGED: Interface FastEthernet0/14, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/15, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/16, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/17, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/18, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/19, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/20, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/21, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/22, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/23, changed state to
administratively down

S1(config-if-range)#exit

S1(config)#exit

S1#

S3#conf term

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#int range f0/2, f0/4-23
S3(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to administratively
down
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%LINK-5-CHANGED:
down

%LINK-5-CHANGED:
down

%LINK-5-CHANGED:
down

%LINK-5-CHANGED:
down

%LINK-5-CHANGED:
down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

Interface FastEthernet0/5, changed state to administratively

Interface FastEthernet0/6, changed state to administratively

Interface FastEthernetQ/7, changed state to administratively

Interface FastEthernet0/8, changed state to administratively

Interface FastEthernet0/9, changed state to administratively

Interface FastEthernet0/10, changed state to

Interface FastEthernet0/11, changed state to

Interface FastEthernet0/12, changed state to

Interface FastEthernet0/13, changed state to

Interface FastEthernet0/14, changed state to

Interface FastEthernet0/15, changed state to

Interface FastEthernet0/16, changed state to

Interface FastEthernet0/17, changed state to

Interface FastEthernet0/18, changed state to

Interface FastEthernet0/19, changed state to
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%LINK-5-CHANGED: Interface FastEthernet0/20, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/21, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/22, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/23, changed state to
administratively down

S3(config-if-range)#exit

S3(config)#exit

S3#

2.7 Implement DHCP and NAT for IPv4

Physical Config Desktop Programming Adttributes

(@ pHeP O static

IP Address

Subnet Mask

Default Gateway

DNS Server

IPvS Configuration

() pHee () Auto Config @ static
IPvE Address

Link Local Address FE20::203:E4FF.FEQC.AEBE
IPvE Gateway

IPvE DNS Server

B021X

[] use 802.1X Security

Authentication

Username

Password

[ wop

figura 39. Configuracion del servicio DHCP PC-A
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(@) DHCP () static
IP Address

Subnet Mask

Default Gateway

DNS Server

IPvE Configuration

() DHCP () Auto Config (@) Static

IPvE Address

Link Local Address FEG0::201:43FF.FECB:3E0A
IPv6 Gateway

IPvE DNS Server

B02.1X

[] use 802.1X Security

Authentication MDS5

Usemname

Password

[ mop

figura 40. Configuracion del servicio DHCP PC-C

2.8 Configurar R1 como servidor DHCP para las VLANs 30 y 40.

R1>enable

R1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int f0/0.30

R1(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30,
changed state to up

R1(config-subif)#encapsulation dot1Q 30

R1(config-subif)#ip address 192.168.30.1 255.255.255.0

% 192.168.30.0 overlaps with FastEthernet0/0

R1(config-subif)#exit

R1(config)#int f0/0.40

R1(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.40, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.40,
changed state to up
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R1(config-subif)#encapsulation dot1Q 40
R1(config-subif)#ip address 192.168.40.1 255.255.255.0
R1(config-subif)#exit

R1(config)#ip dhcp pool administracion
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#exit

R1(config)#ip dhcp pool mercadeo
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#exit

R1(config)#

2.9 Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

Tabla 3. configuraciones DHCP

Name: ADMINISTRACION
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 30 Domain-Name: ccna-unad.com
Establecer default gateway.

Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com
Establecer default gateway.

R1(config)#

R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#ip dhcp pool administracion
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.30.1

R1(dhcp-config)#ip domain-name ccna-unad.com

R1(config)#exit

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp pool mercadeo
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R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#ip domain-name ccna-unad.com
R1(config)#exit

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#

2.10 Configurar NAT en R2 para permitir que los host puedan salir a
internet

R2>enable

R2#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229
R2(config)#int f0/0

R2(config-if)#ip nat outside

R2(config-if)#exit

R2(config)#int f0/1

R2(config-if)#ip nat outside

R2(config-if)#exit

R2(config)#

2.11 Configurar al menos dos listas de acceso de tipo estandar a su
criterio en para restringir o permitir tréfico desde R1 o R3 hacia R2.

R2>en

R2#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255
R2(config)#exit

R2#
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2.12 Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde R1 o R3
hacia R2.

R1>en

R1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#access-list 100 permit icmp 192.168.30.0 0.0.0.255 host
209.165.200.230

R1(config)#access-list 100 permit icmp 192.168.40.0 0.0.0.255 host
209.165.200.230

R1(config)#access-list 100 permit udp any 192.168.40.0 0.0.0.255 eq domain
R1(config)#access-list 100 permit udp any 192.168.30.0 0.0.0.255 eq domain
R1(config)#access-list 100 permit udp any 192.168.30.0 0.0.0.255 eq snmp
R1(config)#access-list 100 permit udp any 192.168.40.0 0.0.0.255 eq snmp
R1(config)#access-list 100 permit icmp 192.168.30.0 0.0.0.255 192.168.4.0
0.0.0.255

R1(config)#access-list 100 permit icmp 192.168.40.0 0.0.0.255 192.168.4.0
0.0.0.255

R1(config)#access-list 100 permit icmp 192.168.30.0 0.0.0.255 192.168.5.0
0.0.0.255

R1(config)#access-list 100 permit icmp 192.168.40.0 0.0.0.255 192.168.5.0
0.0.0.255

R1(config)#access-list 100 permit icmp 192.168.30.0 0.0.0.255 192.168.6.0
0.0.0.255

R1(config)#access-list 100 permit icmp 192.168.40.0 0.0.0.255 192.168.6.0
0.0.0.255

R1(config)# int sO/0/0

R1(config-if)#ip access-group 100 out

R1(config-if)#end

R1#

2.13 Verificar procesos de comunicacion y redireccionamiento de trafico
en los routers mediante el uso de Ping y Traceroute.
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Physical Config CLI Attributes
I

105 Command Line Interface

Rizxen
RZfping 172.31.23.2

Type escape sSeguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31.23.Z2, timecut is & seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max 1/6/27 ms

RZfping 172.31.21.1

Type escape sSegquence to azbort.
Sending 5, 100-byte ICHMPF Echos to 17Z.31.21.1, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max 1/3/% ma

RZ§

CiriF6 to exit CLI focus copy || Paste

O op

figura 41. ping de comprobacion
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CONCLUSIONES

Al configurar DHCP en una red se asignan automaticamente las direcciones
ip de los hosts reduciendo errores en el momento de realizar dicha
configuracion de manera manual, asi como también poder moverse a otras
subredes obteniendo la configuracién adecuada.

Otra de las configuraciones importantes realizadas en la presente actividad
se trata del protocolo OSPF el cual como hemos visto permite calcular la
ruta mas corta entre dos nodos.

He probado con el ejercicio elaborado en la presente prueba de habilidades
y con las diferentes unidades del curso a realizar la configuracion de
dispositivos de red tan importantes como lo son los routers y los switches.
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