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RESUMEN

El presente trabajo se desarroll6 bajo la metodologia autbnomo donde es necesario
utilizar y emplear los medios y mediaciones tecnoldgicas tanto proporcionados por
Cisco a traveés de la pagina NetCad, como también los proporcionado por la
Universidad UNAD para llevar a cabo la elaboracion y el disefio de las redes y
subredes virtuales de acuerdo a los escenarios propuestos en la guia de actividad
y asi el poner en préactica lo aprendido en los demas talleres y al mismo tiempo
conocer las herramientas, protocolos y recursos que los elementos Cisco
proporciona para la configuracion de redes de informacion.

Palabras Clave: Redes, Cisco, Subredes, Vlan, Router y Switch.
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INTRODUCCION

En el presente informe se desarrollardn dos escenarios donde se simula la topologia de red
de una empresa, para lo cual se aplica todo lo aprendido durante el Diplomado. Algunos temas
que se aplican son: configuraciones basicas, enrutamiento, parametros de seguridad y acceso
en diferentes dispositivos en la red, ademas de las configuraciones OSPF, EGRIP,
implementacion DHCP, NAT, verificacion de ACL.

Cada uno de los pasos son justificados con su respectiva evidencia, la cual consiste en la
realizacion de los pasos aplicados para realizar la actividad, permitiendo asi demostrar el
funcionamiento simulado de la topologia de red con los aspectos solicitados.
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OBJETIVOS

Objetivo general
Implementar habilidades obtenidas durante el desarrollo de la prueba de habilidades
practicas, que aplica como una solucidén a un caso o de problema de Networking de la

vida real.
Objetivo especificos

¢ Implementar protocolos de seguridad y demas politicas necesarias en los
Router

e Realizar la configuracion necesaria para la implementacion de OPSF, protocolo
dinamico de Routing, de DHCP, NAT, EGRIP y demas permitiendo dar solucion
a ciertos problemas

¢ Identificar dispositivos y herramientas a utilizar para la construccion de una
topologia de red.

e Configurar basica de dispositivos de comunicacién como Routers, Switch, hosts.
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DESCRIPCION DE ESCENARIOS PROPUESTOS PARA LA PRUEBA DE
HABILIDADES

1 Escenario 1 Una empresa posee sucursales distribuidas en las ciudades de
Bogota, Medellin y Cali en donde el estudiante sera el administrador de la red, el
cual debera configurar e interconectar entre si cada uno de los dispositivos que
forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red. Topologia de red Los requerimientos solicitadosson
los siguientes:

Parte 1: Para el direccionamiento IP debe definirse una direccién de acuerdo con
el nimero de hosts requeridos.

Parte 2: Considerar la asignhacion de los parametros basicos y la deteccién de
vecinos directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexion total, todos
los hosts deberan ser visibles y poder comunicarse entre ellos sin restricciones.

Parte 4: Implementar la seguridad en la red, se debe restringir el acceso y
comunicacién entre hosts de acuerdo con los requerimientos del administrador de
red.

Parte 5: Comprobacion total de los dispositivos y su funcionamiento en la red.

Parte 6: Configuracion final

Eulen Steven Serrato Guevara
CC 1018402907

l__ —E Servidor
RIS 4
‘—
2960 24TT

PC-PT Server-PT

Swi1 Swf%m Server0
l = Bogota
— Medellin 'SR43§ :I
—’\ \ ‘:;:‘ R2 W Cali -
RC-PT & : AT pcpt
b y" S oo
72960-24TT ISR4321 b
[ Swieho R1 ISR4321 2060-24TTEING™
R3 Sw itch2 ]
- ] ™
PC-PT PC-PT
PC2 PC4

llustracion 1 Ejemplo Escenario 1
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DESARROLLO ESCENARIO 1

Como trabajo inicial se debe realizar lo siguiente.

* Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad, etc).

* Realizar la conexion fisica de los equipos con base en la topologia de red
Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

1.1 Parte 1: Asignacion de direcciones IP:

a. Se debe dividir (subnetear)la red creando una segmentacioén en ocho partes,
para permitir su crecimiento futuro de la red corporativa.

23 =8

Se toman 3 bits de la parte de Hots
La mascara de subred seria 255.255.255.224

b. Asignar una direccién IP a la red.

Las direcciones IP seria las siguientes:

Tabla 1 Tabla de Direccionamiento IP

Direccionamiento IP
Red Binario Direccién IP
Red 11111111.12111122.11121212111".11100000 |192.168.1.0
0 Primero 11111111.12111122.1111212111".11100001 |192.168.1.1
Ultimo 11111111.12111122.11122211.12111110 |192.168.1.30
Broadcast 11111111.121112122.11122211".12111111 | 192.168.1.31
Red 11111111.12111122.11111111".200000000|192.168.1.32
1 Primero 11111111.12111122.11111111".100000001 | 192.168.1.33
Ultimo 111121111.12111122.111121111.100011110|192.168.1.62
Broadcast 11111111.12111122.1111212111.100011111 | 192.168.1.63
Red 11111111.12111122.111121111".200100000|192.168.1.64
Primero 11111111.12111122.111211111".100100001 | 192.168.1.65
2 Ultimo 11111111.12111122.1112121111.100111110{192.168.1.94
Broadcast 11111111.12111122.1111212111.100111111|192.168.1.95
Red 11111111.12111122.11111111".101000000 | 192.168.1.96
3 Primero 11111111.12111122.11111111".101000001 | 192.168.1.97
Ultimo 111121111.12111122.111121111.101011110{192.168.1.126
Broadcast 111121111.12111122.1112121111.101011111|192.168.1.127
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Red 11111111.111711111.11111111'.101100000 | 192.168.1.128
4 Primero 11111111.11111111.11111111°.101100001 | 192.168.1.129
Ultimo 11111111.111711111.111111171°.101111110|192.168.1.158
Broadcast 11111111.11111111.111111171°.101111111 | 192.168.1.159
Red 11111111.111711111.11111111'.110000000 | 192.168.1.160
Primero 11111111.111711111.11111111'.110000001 | 192.168.1.161
° Ultimo 11111111.11111111.11111111".110011110 | 192.168.1.190
Broadcast 11111111.111711111.111111171".110011111 | 192.168.1.191
Red 11111111.111711111.11111111°.110100000 | 192.168.1.192
Primero 11111111.111711111.11111111".110100001 | 192.168.1.193
6 Ultimo 11111111.11111111.111111171°.110111110 | 192.168.1.222
Broadcast 11111111.111711111.111111171°.110111111 | 192.168.1.223
Red 11111111.11111111.11111111".111000000 | 192.168.1.224
Primero 11111111.111711111.11111111".111000001 | 192.168.1.225
! Ultimo 11111111.11111111.11111111".111011110 | 192.168.1.254
Broadcast 11111111.111711111.111111171°.111011111 | 192.168.1.255

1.2 Parte 2: Configuracion Basica.

a. Completar la siguiente tabla con la configuracion basica de los routers, teniendo
en cuenta las subredes disefiadas.

Tabla 2 Configuracion Béasica de Routers

R1 R R3
2
Nombre de Host MEDELLIN BOGOT CALI
A
Direccion de Ip en interfaz
Serial 0/0 162.16.1.1 1262.167.1 162.167.11.
Direccion de Ip en interfaz
Serial 162.16.1.
0/1 2
Direccién de Ip en interfaz FA
0/0 192.168.1. 192.168.1 192.168.1.6
33 A 5
Protocolo de enrutamiento Eigrp Eigrp Eigrp
Sistema Autonomo 200 2 200
0
0
Afirmaciones de red 192.168.1. 192.168.1 192.168.1.
0 .0 0
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Configuracion R1

Physical Config CLI Afttributes
|

0% Command Line Interface

Bouter>conf t

% Imvalid input detected at "' marker.

Bouter>config terminal

% Imvalid input detected at "' marker.

Bouter>terminal config

% Imvalid input detected at "' marker.

Routerrenable

Fouterfconfigure terminal

Enter configuration commands, one per line. End with CHTL/
Bouter (config) #router eigrp 10

Bouter (config-router) fnetwork 152 _1&68.1.0 0.0.0.31
Router (config-router) network 16Z.16.1.0 0.0.0.2Z55
Bouter (config-router) fnetwork 162_1&7.1.0 0.0_.0_255
Bouter (config-router) fexit

Bouter (config) fexit

Router$

$5¥5-5-CONFIG I: Configured from console by console

Bouterd

llustracion 2 Configuracion R1 Paso 1
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Physical Config CLI Attributes
I

105 Command Line Interface

Bouter (config) §enable
% Incomplete command.
Router {config) fconfigqure terminal

% Invalid input detected at marker.

Bouter (config)#ip route 132 _168.1.0 255 _255_255_224 162 _161.16.1.2

% Invalid input detected at marker.
Router (config) #ip route 192_168.1.0 255.255.255.224 1lez.16l.1.Z2
ELINE-3-UPDOWN: Interface Serizll/1l/1, changed state to down

SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriel0s/1/1, changed
state to down

2LINE-5-CHRNGED: Interface Seriald/s1/1, changed state to up

(LINEPROTO-5-UPDOWN: Line protoco

Bouter(config) #ip route 132.168.1.0 2Z55.255.255.224 le3.le.1.2
Router(config) #ip route 192.168.1.64 Z55.255.Z55.2Z4 le3.1le7.l1.2
Bouter (config) fexit

Router#

%5¥Y5-5-CONFIG_I: Configured from conscle by conscle

Ciri+F8 to exit CLI focus | Copy || Paste

llustracion 3 Configuracion R1 Paso 2

10
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Physical Config CLI Attributes
I

105 Command Ling Interface

Router (config-if) #ip address 162 _167_.1_.1 Z55_Z55.0.0
Router (config-if) §

Router (config-if) gexit

Router (config) finterface Seriz=ld/ 1/0

Router (config-if) #ip address 16Z2.167.1.2 Z55.Z55.0.0
Router (config-if) fexit

Router (config) fexit

Routerg

%5¥Y5-5-CONFIG I: Configured from conscle by conscle

REoutergebablet

Translating "ebsablet"™.._domain server (255_255_2Z55_Z55)

% Unknown command or computer nams, or unskle to find computer
address

Routerfenzble

Router#configure terminal

Enter configuration commands, one per line. End with CHNTL/Z.

Bouter (config)#ip route 132 _168.1.64 Z55_255_255.224 162 _ l1e.1.
%Invalid next hop address (it's this router)

Router (config)fip route 192.168.1.e4 Z55.Z55.255.224 leZ.le7.1
%Invalid next hop address (it's this router)

Router (config)$ip route 132.168.1.&84 Z55.Z55.Z55.224 1l&Z.1le7.1
Bouter (config) g

Router (config)#ip route 132.168.1.32 255.255.255.224 162.16.1.1

z

.2

.1

Cirl+F6 to exit CLI focus copy ||

Paste

llustracion 4 Configuracion R2

Physical Config CLI Attributes
I

105 Command Line Interface

Bouter>enable

Routerf

Routerfconfigure terminal

Enter configuration commands, one per line. End with CHNIL/Z.
Router (config)finterface Serisl0s1/0
Router{config-if)§

Router{config-if) fexit

Router (config)#interface Serizl0/1/0

Router (config-if) fexitc

Router{config)§

Router (config)fexit

Routerg

%5Y5-5-CONFIG I: Configured from conscle by conscle

Routerfenablet

Translating "enablet".._ domzin serwver (255.255.255_255)

% Unknown command or computer name, or unable to find computer
address

Routerfconfigure terminal

Enter configuration commands, one per line. End with CHNILfZ.
Router{config)fip route 132.165.1.0 Z55.255.255.224 182.167.1.2
Router{config)gip route 152_168.1.32 255.255.255.224 162.16.1.1
Router (config) §

Ctrl+F6 to exit CLI focus | Copy | |

Paste

llustracion 5 Configuracion R3

11
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b. Después de cargada la configuracion en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y susrutas.

Tabla 3 Tabla de Enrutamiento R1

Prysice Config Ll Afirbutes

05 Commond Line interface

Rouzessshox ip scot -~
Codes: 1 - local, © - comnected, £ - stavic, R - 3IP, M - webile, 3 -
0y

D - BIGAF, ®X - TiGR7 exzermal, O - OSPF, TA - OFPF inter ares

BL ~ OSPF MS3A external type 1, MI - CSDF MSSA exversal type 2

EL « O2PF exteaznal sype 1, IJ ~ QOSPF exturmal type 3, £ ~ DGD

L - IS-I6, 11 - IB-IF level-l, 13 - I5-1§ level-Z, ia - I8-I8
inter azes

* « gandidacze defauls, U « pes-uses static foute, © « ODR

F - pariodle downlosded ssatie roote

Fatavay of 18T Iee0rS Lv NOT set

1€3.2€6.0.0/1€ 28 varisbly subsezzed, I subnatze, 2 masks

c i67.1§.0.0/16 Li» directly connected, Sexiald/1l/3i
L L62.1€.1. 1/8) s dizectly caonnscted, Saxisld/LisL
163.367.0.0/34 im scimatted, I wubkoete
5 162 1€7,1.0/2¢ 11/0] wia 1€3.16.1.2
192.168.2.0/2¢ i3 wasiably subnstted, 4 subnets, 3 =asks
c 197 1688.1,0/38 Lo direatly asanected, Gigabicizhernezd/0/0
8 292.162.1,0/27 (L/0) wia L6Z.1£.3.32
L $93.1€5.1.83/22 1a dizecsly , Gigabitfe 0sa/0
§ IRE.IER.1.84427 12/00 wim 165 1512
Boutessl v
CarneFé tn et CU fscus Copy Pasne

Tabla 4 Tabla de enrutamiento R2

Piyscal  Coafy Ll Altrbutes

0S Command Lise ntorface
Codes: L - local, C - connected, § - static, A - RIF, ¥ - mobile, 3 - A
6%

D - EIGRF, X - SIORF external, O - CSPF, IA - OSFT inter ores

N1 - OFFF RS5A exzercal type 1, ¥i - OSPF NSSA external type &

El ~ OSPF external sype i, X7 « O5FF external type 2, T ~ IG7

$ = I5-IF, L1 =~ I5-IF level~l, LI = IS5-IF level-d 1ia = I5-1F
inter azes

* » candidatze default, U -~ par-user static route, o ~ OD2

P = peaciodic downloadad static route

Catavay of last zeeazt is not st

162.16.0.0/16 1s vaziably subnetted, 2 subneta, 2 =maaks

4 .0.0/1€ i» direccly connected, Sexiald/l/1
L .1.3/32 i3 directly coanected, Seriald/l/1
1€2.167.0.0/16 i3 varlably sudnected, 2 subnets, 2 masks
c 1€2.167.0.0/1¢€ 1a directly cannected, Seriald/1/0
L 1€3.167.1.2/32 13 directly connected, Seriall/1/0
192 1§8.1.0/39 1» varisbly wubnested, 4 subcess, 3 masks
c 395.165.1.0/3% 1n dagectly connected, GigabitEthernezQ/0/0
L 193 .169.1.21/37 is directly somnected, GigsbitEithernez0/0/0
z $93.068.2.33/37 (3/0] vim 143 36,12
s 192.540.2.£4/27 [3/0] via 162 147.31.2
Rousest hd
CirinfS to et CLI Tocss Copy Paste

12
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Aftributes

Physical

Config CLI
I

105 Command Line Interface

Routerg§show ip rout
Codes: L - local, C - connected,
BED

5 - static,

D - EIGRPF, EX - EIGRP external,

N1l - OSPF NSSAR external type 1,

El1 - OS5PF external type 1,

i - IS-IS,
inter area

* - candidate default, U - per-user static route,

P - periodic downloaded static route

© - DSIF,

EZ - OS5PF external type Z,
Ll - I5-I5 level-1l, LZ - IS-IS level-Z, ia

o -

Gateway of last resort is not set

182.16.0.0/24 is subnetted,

5 182.16.1.0/24
182.167.0.0/16 is
162.167.0.0/16
182.167.1.1/32
132.168.1.0/24 is
132.168.1.0/24

132.168.1.0/27 [1/0] via 1&2.187.1.2
1%2.168.1.32/727 [1/0] wia 182.187.1.2

1 subnets
[1/0] via 1€Z2.187.1.Z2
variably subnetted, Z subnets,
is directly connected, Serialld/1/0
is directly connected, Serial0 170
variakbly subnetted, 4 subnets,

=¥

H ooy

Routerf

R - RIP, M - mobile,

I2 - OSPF inter area
NZ - O5PF NSSAR external type Z

2 masks

3 masks
is directly connected, GigabitEthernet0s0/0

152_.168.1.95/32 is directly connected, GigabitEthernetd/0/0

Ll
B -

E - EGF
- I5-Is

ODR

Ctrl+F& to exit CLI focus

c. Verificar el balanceo de carga que presentan los routers.

Verificamos la métrica utilizada

REouterfshow ip route
Codes: L - loczl, T - connected,
EGE

5 - static,

R - RIE, M - mobile,

Paste

s
B -

D - EIGRF, EX - EIGREP external,
N1l - OS5PF M55SR externzl type 1,

o - OSPF, IR - OS5PF inter are=z
HZ - OS5PF MS55Z externzl type 2

El - O5PF external type 1, EZ - O5SPF externzl type 2, E — EGP

i - I5-I5, Ll - I5-I5 lewvel-1l, L& - IS-IS5 level-Z, ia - IS-IS
inter =zres

* — pandidate defzult, U - per—user static route,

P - periodic downlosded static route

o — CDR

Fateway of last resort is not set
1e2.1e.0.0/1le is weriskly subnetted, Z subnets, 2 masks

162.16.0.0/1¢ is directly connected, Seriallds1/1
162.16.1.1/32 is directly connected, Serialls1/1

182.187.0.0/24 is subnetted, 1 subnets
1lez.1e7.1.0/24 [1/0] wia 1leZ.le.1.2

1%2.1e8.1.0/24 is varizsbly subnetted, 4 subnets, 3 masks
192.168.1.0/24 is directly connected, GigabitEthernetls0/0
152.168.1.0/27 [1/0] wia 1leZ.le.1.2
192.168.1.€3/32 i3 directly connected, GigzbitEthernet0/0/0
15Z.1e8.1.€4/27 [1/0] wia 1le2.le.1.Z

H

mE Wm0

Rnuterﬂ

llustraciéon 6 Verificacion Métrica

Notamos que es la misma
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d. Realizar un diagnoéstico de vecinos usando el comando cdp.

Diagnostico De Vecinos R1

03 Command Line nberface

163 .1€,0.0/1€ 3w vasriably subnetted, 2 suboets, I masks

c 162.1€.0.0/14 ie dizectly coonacted, Zeriald/i/1
L £62.4€.2.1/52 is dizectly cocanscted, Seciald/i/1
1€2.167.0.0/2¢ iz subnetted, . subtiets
3 L62.467.1.0/24 [170] win 162:16.1.2
192.163.1.0734¢ 1y variably subnetted, & subsets, 3 masks
c 192.168.1.0/24 ia direcoly connected, CigabinEohernetls0/0
3 152.16€2.1.0787 (1/07 wiam 162.16.1.2
L 152.1€8.1.63/3% 13 directly comnected, ClgabitZtharretd /0/0
8 I92,168.1.64/27 [L1/70] via 26€3.16.1.2
Reurersenable

Rousersshowr cdp neigbors
% Invaiid input desected at '*' marker

Aoutertenable
Rousertehov cdp neighborw
Capabilizy Codes: R - Rcuzer, T =~ Trane Scidge, B - Sousce Route Sridge
2 ~ Swiech, 8 -~ Host, I ~ IQMB, = -~ Repmater, P ~ Phone
Device ID Local Intc-foe Holdems Capabilaicy Platfars Pase ID
2

Bwitch Gig: 0/0/0 185 2860 Faw 0/1
fouctez Ses 0/1/2 iz8 2 1824300 Sa=z 0/1/2
Router l'
Clrie?% to ext CLI dpcus Copy Fasle

llustracion 7 Diagnésticos R1

Diagndstico De Vecinos R2

Cl Al
Physce Config C fricutes
103 Cammand Lina niertece
Pzeas REIURN me gut stazted| &
ALINKFROTO-A~UPDONE: line protocal un Interface GigabizBzharnet(/0/0, changed stats
te up
SLINE-5-CEAMGED: Interface Seriald/1/0, changed state to ap
NLIKE-S~DMANGED: Interface Seriall/1/1, changed state to up
SLINEPOOTO-S~UDDOMN: Line peotocsl ue Intesface Sesiall/L/0, chasged state to up
AVLINZPROTO-S~UPDOWK: line provocol om Incerface Seriald/L/l, changed state to up
Houtezranatle
Routerishow cdp nelghbosrs
Capebilisy Codes: R - Souter, T - Trens Bridge, B - Source Route Bridge
B - Fwiteh, W - Bess, I « IGMF, T - Rspeazer, ¥ - Prone
Device 1D focal Intsfce Holdome Capabilacy Flazfoom Poze ID
Swisch Sig /070 148 8 29680 Fas 0/1
Aouter Sax 0/3/C 1s¢ 2 I2Ae300 Ser 0/L70
Aouter Sexr J/1/1 183 ) ISA4300 Ser 0/1/1 ‘
Aousers) v
Cirte¥€ to eot CLf focus Copy Faste

llustracién 8 Diagnéstico R2
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Physical Config CLI Attributes.
I
105 Command Line Interface
7 DErlzl INLerraces -
32768K bytes of non-wvolatile configuration memory.
4194304K bytes of physical memory.
3ZZ3551K bytes of flash memory at bootflash:.
Press RETURN to get started!
$LINEPROTCO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0/0, changed
state to up
SLINE-5-CHRNGED: Interface Serisll/1l/0, changed state to up
3LINEFROTO-5-UPDOWN: Line protocol on Interface Serial0s1/0, ch d state to up
Router>enable
Routerfshow cdp neighbors
Capability Codes: B - Router, T - Trans Bridge, B - Scurce Route Bridge
5§ - Bwitch, H - Host, I - IGMP, r - Bepeater, F - FPhone
Device ID Local Intrfce Holdtme Capability Platform Port ID
Switch Gig 07070 124 3 2380 Fas 0/1
Router Ser 0/1/0 124 B ISR4300 Ser 0/1/0
Routerg W
Cirl+F6 to exit CLI focus | copy || Paste

llustracion 9 Diagnéstico R3

e. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

Pin desde SW1

15
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Pin desde PC1

®

Conto PFrogramming Altrbutes

llustracion 10 Prueba de Conectividad desde SW1

Pin desde PC2

Physical Config Programming Attributes

Command Prompt

Pinging 1

4, E
round trip times in mill
= lms, Maximum

4,

llustracion 11 Prueba Conectividad desde PC1
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Pin desde PC3

L
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Physical Config Programming

Aftributes

ommand Prompt

Pinging

.
round trip times in milli
Minirmum = lms, Maximum = 13ms, 2

with

byt
byte

llustracién 12 Prueba de Conectividad desde PC2

Config Programmng Attrizutes

llustracion 13 Prueba de Conectividad desde PC3
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Pin desde PC4
| ® pC4

Physical Config Desktop Programming Altributes
I

m d Prompt

Pinging 1% with :

ximate round trip times in milli-second
Minirmum = L Maximm = l4ms,

ping 1 -1.10

Pinging 19 1.10

Minimum = lms, Maximum =

llustracion 14 Prueba de Conectividad desde PC4

1.3 Parte 3: Configuracion de Enrutamiento.

a. Asignar el protocolo de enrutamiento EIGRP a los routers considerandoel
direccionamiento disefiado.

Router R1

¢ R1 - o4

Phyzical Config CL Attributes
I

105 Command Line Interface

Fouterrenable .
Routerf#configure terminal

Enter configuration commands, one per line. End with CNTIL/Z.

Router (config) frouter eigrp 10

Router (config-router) fnetwork 192.1€8.1.32Z 0.0.0.31

Router (config-router)fnetwork 1le2.168.1.0 0.0.2Z55.255

Bouter (config-router) fexitc

REouter (config) fexit

Fouter§

%5YS-5-CONFIG_I: Configured from ceomnscle by conscle

Drmntard

llustracion 15 Configuracion Router R1
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Router R2

Physical Config CLI Attributes
I

105 Command Line Interface

Routerrenable

Bouterfconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) froute eigrp 10

Router (config-router) #network 152.168.1.0 0.0.0.31
Router (config-router) fnetwork 162.16.1.0 0.0.255_255
Bouter (config-router) fnetwork 162.167.1.0 0.0.255.255
Router (config-router) fexit

Bouter (config) fexit

Routerg

%5Y5-5-CONFI&_I: Configured from consocle by console

llustracion 16 Configuracion Router R2

Router R3

Physical Config CLI Aftributes
|

105 Command Line Interface

Routerrenable A
Bouterfconfigure terminal

Enter configuration commands, cne per line. End with CHTL/Z.

Router (config) frouye eigrp 10

% Inwvalid input detected at "'~' marker.

Router (config) froute eigrp 10

Router (config-router) fnetwork 152.1e8.1.e4 0.0.0.31

Router {config-router) fnetwork 1leZ.1e7.1.0 0.0.255_Z55

Router {config-router) £

$DULL-5-NBRCHANGE: IP-EIGRP 10: Neighbor 162.1&7.1.2 (Serial0/1/0) is
up: new adjacency

Router {config-router) fnetwork 162.1€7.1.0 0.0_0_Z55
Bouter (config-router) fexit

Router (config) fexit

Router#

55Y5-5-CONFIG I: Configured from conscle by conscle

Routerg .

llustracion 17 Configuracion Router R3
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b. Verificar si existe vecindad con los routers configurados con EIGRP.

Physical Config CLI Attributes
I

105 Command Line Interface

Router>enable
RBouterfshow cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Boute Bridge
5 - Switch, H - Host, I - IEMF, r - Repeater, P - Fhone

Device ID Local Intrfce Holdtme Capability Blatform Bort ID
Switch Gig 05070 138 g 2380 Fas 0/1
Router Ser 0/1/1 138 =] ISR4300 Ser 07171
Bouterf

llustracion 18 R1 configurados con EIGRP

Physzical Config CLI Attributes
|

105 Command Line Interface

Boutergenable
Routergshow cdp neighbors
Capability Codes: R - Router, T — Trans Bridge, B - Source Route Bridge
5 - Switch, H - Host, I - IEMF, r - Repezster, P - Fhone

Device ID Local Intrfce Holdtme Capability Blatform EBort ID
Switch Gig 0/0/0 138 5 2980 Fas 0/1
Router Ser 0/1/0 145 R ISR4300 Ser 0/1/0
Router Ser 0/1/1 l4e R ISR43200 Ser 0/1/1
Router#

llustracion 19 R2 configurados con EIGRP

Physical Coenfig CLI Attributes
I

105 Command Line Interface

Boutergenable
Routerfshow cdp neighbors
Capability Codes: B - Bouter, T — Trans Bridge, B - Source Eoute Bridge
5 - Bwitch, H - Host, I - IGHMP, r - Hepeatexr, F - Phone

Device ID Local Intrfoe Holdtme Capability Platform BPort ID
Switch Gig 0/0/0 142 5 2980 Fas 0/1
Router Ser 0/1/0 14z =) ISR4300 Ser 0/1/0
Bouterg

llustracion 20 R3 configurados con EIGRP
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c. Realizar la comprobacion de las tablas de enrutamiento en cada uno delos
routers para verificar cada una de las rutas establecidas.

Tabla 6 Comprobacién Tabla de Enrutamiento R1

Physical Config CLI Attributes
I

105 Command Line Interface

Boutergshow ip rout
Codes: L - loczl, C - connected, 5 - static, R — RIP, M - mobkile, B -
BGP
D - EIGRF, EX - EIGRF extermal, 0 - O05PF, IA - OSPF inter area
N1 - QEPF HS5R external type 1, WNZ - OS5PF MNS55R exnternal type 2
El - QEPF exnternal type 1, EZ - O5PF external type Z, E - EGF
i - I5-I5, L1 - I5-I5 lewvel-1l, L2z - I5-I5 lewvel-2, ia - I5-I3
inter area
* - rcandidate default, T - per—user static route, o - CDR
P - peripdic downloaded static route

Gateway of last resocrt is not set

1682.16.0.0/16 is wariasbly subnetted, Z subnets, Z masks
18Z.1€.0.0/16 is directly connected, Seriald/1l/1
182.1e.1.1/32 is directly connected, Seriald/1l/1

18Z.167.0.0/24 is subnetted, 1 subnets

5 162.167.1.0/24 [1/0] wis 182.18.1.2

192.168.1.0/24 is variably subnetted, 4 subnets, 2 masks
152.168.1.0/24 is directly connected, GigabitEthernetl/0/0
152 168.1.0/27 [1/0] wia 162.16.1.2
182 _168.1.63/32 is directly connected, GigabitEthernet0/0/0
152 163.1.84/27 [1/0] wia 162.16.1.2

[yl

ot

Tabla 7 Comprobacién Tabla de Enrutamiento R2

Shywcy Confg Atirieutes

IG5 Commead Link Intar face

Routersenable
r$#show ip Tous
: L = local, C »~ connecsed, § ~ stasic, B ~ RIF, N -~ smkile, B ~ BGP
D - ZICRP, £X - LICOD axtazaal, O - OS0F, IA - O29F intas ates
N1 - C8PF NSEA exteznal type 2, H2 - 0807 NESA external type 2
£l - OSDPF exvernal type 1, =2 - CSPF external ctype 2, E - EGP
1 - I5-15, L1 - IS-1§F Jevel-l, 13 - IS-I§F level-3, ia - IS-IF inter area
* = cendicate default, U « pervusar static route, o =~ QDR
P =~ pericdic downlcaded static zoute

Satevay of 1asv resors is mot set

363,36 .0.0/36 3n varianly scboetted, J scbnets, 3 maske
€ 1€2.1€6.0.0/1¢8 is dicectly coonected, Sesisll/Li/1
L 162.1€,1.2/32 is dizecely cemnected, Sezialdsi/)
162.367.0.0/1€ 13 variably subnetted, I suboecs, 7 oasks

< 167 .187.0.0/1F is directly rconnected, Serisld/)/0

L 163.187.2.2/37 14 dizectly connected, Serzall/l/0
153.168.1.0/338 1ia vasiably subnetted, 4 ascbrets, 3 sasks

c 192, L.0/24 is dizectly contacted, CigabitEchazrend/0/0

L 182 -1.31/32 13 directly comnnected, SigabisZchernet0/Q/0

K 193 $.33/37 131/01 vie 167 16,13

s i3 1.84/37 11/0] wvze 163.167.1.3
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Tabla 8 Comprobacion Tabla de Enrutamiento R3

Physical Config CLI Attributes.
I

105 Command Line Interface

BEE
D - EIGRP, EX - EIGRP external, O - O5PF, IR - 05PF inter area
N1l - 0O5PF MS55R externzl type 1, WZ - 0O5PF MNS55R externzsl type &
El1 - O5PF external type 1, EZ - OSPF external type Z, E — EGP
i - I5-I5, L1 - I5-I5 level-l, LZ - I5-I5 lewvel-Z, iz - I5-IS
inter area
* — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Fateway of last resort is not set

162.16.0.0/1%6 is wvariably subnetted, 2 subnets, Z masks

D 162.16.0.0/16 [50/26B185¢€] wvia 1€2.167.1.2, 00:10:58,
Serisl0/1/0
5 162.16.1.0/24 [1/0] wvia 162.187.1.2

1682.167.0.0/1€ is wvarisbly subnetted, Z subnets, Z masks

C 162.187.0.0/1€ is directly connected, Seriz=l0/1/0

L 162.167.1.1/32 is directly connected, Serial0/1/0
152.168.1.0/24 is warizbly subnetted, 4 subnets, 3 masks

c 132.1658.1.0/24 is directly connected, GigaebitEthernet0s/0s0

5 152.165.1.0/27 [1/0] wia 1862.167.1.2

5 152 .168.1.32/27 [1/0] wia 182.187.1.32

L 192.168.1.95/32 is directly connected, GigabitEthernet0/0/0

Routerf

d. Realizar un diagnéstico para comprobar que cada uno de los puntos de la red
se puedan ver y tengan conectividad entre si. Realizar esta prueba desde unhost
de la red LAN del router CALI, primero a la red de MEDELLIN y luego alservidor.

Prueba de conexién lan Cali a Host PC1 Medellin

22
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L3 PC3

Physical Config

Command Prompt

Pinging 1

Programming Attributes

Ping statis
Pac

llustracion 21 Prueba de Conexion Lan Cali a Host PC1 Medellin

Prueba de Conexion al servidor

(e PC3

Physical Config

Command Prom

Pinging 1 with

Programming Aftributes

Minimam
>Ping 1

Pinging 1

Ping statisti
Pac

llustraciéon 22 Prueba de Conexion al Servidor

23



e e
L
Universidad Nacional
Abierta y a Distancia

1.4 Parte 4: Configuracion de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos
y estaciones de trabajo.

El jefe de redes le solicita implementar seguridad en la red. Para esta labor se
decide configurar listas de control de acceso (ACL) a los routers.

Las condiciones para crear las ACL son las siguientes:

a. Cada router debe estar habilitado para establecer conexiones Telnet con los
demas routers y tener acceso a cualquier dispositivo en la red.

Physical Config CcL Attributes
I

105 Command Line Interface

Routerrenable

Routergconfigure terminal

Enter configuration commands, one per line. End with CNIL/S:
Router {config) #line wty 0 4

Router (config-line) fpassword R1

Router {config-line) flogin

Router {config-line) fexit

Bouter (config) fexit

Router#

%5¥5-5-C0ONFIG I: Configured from conscle by console

llustracion 23 Establecer Conexion TelnetR1

Physical Config CLI Attributes
I

105 Command Line Interface

Routerrenzble

Routerfconfig t

Enter configuration commands, one per line. End with CHIL/Z.
Router (config) #line vty 0 4

Router (config-line) §password RZ

Router(config-line) #login

Router {config-line) fexitc

Router (config) fexit

Router$

%5¥Y5-5-CONFIG I: Configured from consocle by console

llustracion 24 Establecer Conexiéon TelnetR2
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Physical Config CLI Attributes
|

105 Command Line Interface

Bouterrenable

Boutergconfig t

Enter configuration commands, one per line. End with CHNTL/Z.
Bouter (config) $line vty 0 4

Bouter (config-line) #password B3

Bouter (config-line) §login

RBouter (config-line) §exit

Bouter (config) fexit

Bouterg

%5Y¥YS5-5-CONFIG _I: Configured from conscle by console

llustracion 25 Establecer Conexién Telnet R3

Prueba de acceso

Phy=ical Config CLI Altributes
I

105 Command Line Interface

BEouterftelnet 15Z2_18.1

Translating "15Z_.18.1". . _domain serwver (Z55.Z55_Z55_Z55)
% Unknown command or computer name, of unable to find compute
address

BEouterftelnet leZ.1le.1.1
Trying 1€Z.16.1.1 .. _.Open

User Access Verification

Bassword:

Bouters
Router>

llustracion 26 Prueba de Acceso R3

b. El equipo WS1 y el servidor se encuentran en la subred de administracion. Solo
el servidor de la subred de administracion debe tener acceso a cualquier otro
dispositivo en cualquier parte de la red.
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Physical Config CLI Attributes
I

105 Command Line Interface

Routerrenzkle

Boutergconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router {config) faccess-list 100 permit ip 159Z.1€8.1.5 0.0.0.0 any
Router (config) access-1ist 100 deny ip 182 _168.1.10 0.0.0.0 any
Router {config) £

Bouter {config) f#interface GigabkitEthernetl/ 070
Router{config-if) #ip access—group 100 in

Bouter (config-if) fexit

Router {config) fexit

Routerf

%5¥5-5-CONFI&_I: Configured from conscle by console

llustracion 27 Prueba de Acceso R2

c. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar conel
servidor.

Configuracion

Physical Config CLI Attributes
I

105 Command Line Interface

Bouter (config) #exit ~
Router$

35Y5-5-CONFIG_I: Configured from console by console

show access-list

Routerfconfigure terminal

Enter configuration commands, one per line. End with CHIL/Z.

Router {config) faccess-list 100 permit ip 152.168.1.32 0.0.0.255
132.188.1.5 0.0.0.0

Bouter (config) finterface fastEthernet 0/0

2Invalid interface type and number

Router (config) §

2LINEPROTO-S5-UPDOWN: Line protococl on Interface GigabitEthernetld/ 0/0,
changed state to down

$LINEPROTO-5-UFDOWN: Line protocol on Interface GigabitEthernetd/0/0,
changed state to up

Router (config) #interface GigabitEthernetl/0/0

Router (config-if)$

Router{config-if) fexit

Router{config) #interface GigabitEthernetl/0/1
Router{config-if)finterface GigabitEthernetd/0/1

Router {config-if) $ip access-group 100 in

Bouter (config-if) fexit

Bouter (config) W

Ciri+F6 to exit CLI focus | copy || Paste

llustracion 28 Configuracion Access Group R1
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I

=
Phy=ical Config CLI Attributes
I
I0S Command Line Interface
- ]

% Imvalid inmnput detected at """ marker._
Routerg§show access—list
Boutergconfigure terminal
Enter configuration commands, one per line. End with CHNTILSZ.
Router {config) facocess—list permit ip 1532 _1e3.1.¢4 O_.0_0_2Z55
152 _.1€8.1.5 0.0.0_0
% Imvalid inmnput detected at """ marker._
Router {config) facoess—1list 100 permit ip 1932 _1e8_.1.e4 0_.0_0_.255
19z _.1€8.1.5 O0.0.0_0
Router (config) &
Router {config) ginterface GigabitEthernetld/s 0,0
Bouter {config—-if) fip access—group 100 in
Bouter{config-if) fexit
Router {config) fexit
Bouterg
55¥YS5-5—CONFI&E IT: Configured from conscle by console
Bouterfconfigure terminal
Enter configuration commands, one per line. End with CHNTIL/Z.
Bouter {config) f#interface EFigabitEthernetd/ 0,0
Bouter (config-iz) § 4
Ctri+F& to exit CLI focus Copw Paste

llustracion 29 Configuracion Access Group R3

1.5 Parte 5: Comprobacion de lared instalada.

Se debe probar que la configuracion de las listas de acceso fue exitosa.

Comprobacion acceso de la Red Medellin a el servidor y negacion de accesos a la
red Cali

27
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llustracion 30 Comprobacion Red Instalada PC1

Comprobacion acceso de la Red Cali a el servidor y negacion de accesos a la red
Medellin

P =)

llustracion 31 Comprobacion Red Instalada PC3

Comprobacion acceso de la host SW1 a el servidor y negacién de accesos a la
redes Medellin y Cali

28
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L SW1

Physical Config

Programming Aftributes

*>ping 1
Pinging 1%

1y
1y
1y
1y

llustracion 32 Comprobacién Acceso de la Host SW1

Cx SW1

Phy=ical Config

>ping 1

Programrming Attributes

Pinging 1

1y ym ] ' bytes
1y : ' : byte
1y : ] : bytes
1y

Ping statistics for 19

llustracion 33 Comprobacién Acceso de la HostSW1

Prueba de conexiéon del Servidor
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Physical Caenfig Services Programming Attributes

Ping statist
3:
round trip
Minimum = lms, Maximum = 15ms, Avera

llustracién 34 Prueba Conexion Servidor Server0

- Server0

Physical Config Services D Programming Attributes

Command Prompt

>ping ]

Pinging 1

uest timed out.

Minimum = lms, Maximum =

1.10
0 with 2

byt
: byt
byt
byt

llustracién 35 Prueba Conexiéon Servidor Server0

b. Comprobar y Completar la siguiente tabla de condiciones de prueba para
confirmar el 6ptimo funcionamiento de la red
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1.6 Parte 6. ConfiguracionFinal.
Tabla 9 Tabla de Condiciones de Prueba
ORIGEN DESTINO RESULTAD
O
Router MEDELLIN Router CALI permitido
TELNE WS _1 Router BOGOTA permitido
T Servidor Router CALI permitido
Servidor Router MEDELLIN permitido
MEDELLIN
LAN del Router Router permitido
CALI
PELNE LAN del Router Router CALI permitido
CALI
LAN del
Router Router MEDELLIN permitido
MEDELLIN
LAN del Router Router MEDELLIN permitido
CALI
LAN del Router WS 1 Denegado
CALI
PING LAN del
Router WS 1 Denegado
MEDELLIN
LAN del Router
MEDELLIN LAN del Router Denegado
CALI
LAN del Router Servidor permitido
CALI
LAN del
Router Servidor permitido
PING MEDELLIN
LAN del Router
Servidor MEDELLIN permitido
Servidor LAN del Router permitido
CALI
LAN del
Router CALI Router Denegado
MEDELLIN
Router MEDELLIN LAN del Router Denegado
CALI
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Escenario 2

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa
via, conectarse a internet, pero empleando las direcciones de la red LAN original.

Server-PT
Servidor Web

)

2960-24TT VLAN 30
SW Tunja
. F———/ K]
5
ISR4321
gﬂ- Bucaramanga
ey} =
PC-PT
S Sw B/manga ZEVEERE
VLAN 10 WEB Interno
o SWCimarca
= =
FC-PT VLAN 20
VLAN 30 PC4

VIAN 10
llustracion 36 Ejemplo de Escenario 2

Desarrollo Escenario 2

Los siguientes son los requerimientos necesarios:

1. Todos los routers deberan tener los siguiente:
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* Configuracion bésica.

Phys=ical Config CLI Attributes
I

105 Command Line Interface

Switchfconfigure terminszl

Enter configuration commands, one per line. End with CNIL/SZ.
Switch(config)évlan 10

Switch {config-vlan) #vlan 30
Switch(config-vlan) §int £0/2
Switch(config-if)#switchport mode access
Switch{coniig-if)fswitchport access vlan 30
Switch({config-if)#int £0/3

Switch (config-if) #switchport mode access
Switch{confiig-if)fswitchport access vlan 10
Switch (config-if)fdo wr

Building configuration. ..

[CE]

Switch({config-if)fint £0/1
Switch(config-if) #switchport mode trunk
Switch ({config-if)#do wr

Building configurstion...

[CE]

Switch (config-if)#

Switch(config-if)#

Switch(config-if)§

Switch (config-if)#

Switch(config-if)#

Switch (config-if)fexit

Switch (config) g

llustracion 37 Configuracion Basica SWBucaramanga

Physical Config CLI Attributes
I

105 Command Line Interface

Switch»enable

Switchiconfigure terminal

Enter configuration commands, one per line. End with CHIL/Z.
Switch{config)§vlan 10

Switch(config-wlan) #vlan 20

Switch{config-vlan)&int £0/3

Switch(config-if) §switchport mode acess

% Invalid input detected at """ marker.

Switchiconfig-if) #switchport mode access
Switchiconfig-if) #switchport access vlan 20
Switch({config-if)#int £0/4
Switch({config-if) §awitchport mode access
Switch(config-if) §switchport acecess vlan 10
Switch{config-if)gint £0/1
Switch(config-if) switchport mode trunk
Switch({config-if) fdo wr

Building configuration...

[OE]

Switch{config-if) #exit

Switch{config)$

llustracion 38 Configuracion Basica SW Cundinamarca
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Physical Config CLI Atftributes.
I

105 Command Line Interface

Switchrenable

Switchiconfigure terminsl

Enter configuration commands, one per line. End with CHTI
Switch (config) §vlan 20

Switch{config-wlan) §vlan 30

Switch{config-wvlan) §int £a0/2

Switch ({config-if) #switchpoty mode access

% Invalid input detected at """ marker.

Switch ({config-if) #switchport mode access
Switch({config-if) #switchport access vlan 20
Switch{config-if) §int £20/3
Switch{config-if) §switchport mode access
Switch (config-if) #switchport access vlan 30
Switch (config-if) §int £a20/1
Switch{config-if) §switchport mode trunk
Switch({config-if) #do wr

Building configuration...

[OK]

Switch{config-if) gexit

Switch (config) fexit

Switch#

%5Y5-5-CONFIG I: Configured from comnscle by conscle

llustracion 39 Configuracion Basica SW Tunja

Physical Config CLI Attributes
I

105 Command Line Interface

Routerrena ~
Routergconfigure terminal

Enter configuraticon commands, cone per line. End with CNTL/Z.
Router(config) §

Router{config) §interface GigabitEthernet0/0/1
Router{config-if) #interface GigsbitEthernetl/0/1.10

Router (config-subif) fencapsulation DotlQ 10
Router{confiig-subif) #ip address 172.31.1.68% Z55.255.255.152
Bouter{config-subif) #interface GigabitEthernet0/s/0/1.Z0
Bouter (config-subif) fencapsulation Dotl® Z0

Router {config-subif)fip address 172_.31.1.2 Z55.Z55.255.192
Bouter (config-subif)

Bouter {config-subif) fend

Routergfconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
Bouter {config) #interface GigabitEthernet0/0/1

Router ({config-if)$

%5YS5-5-CONFIG_I: Configured from conscle by conscle

no shutdown

Router ({config-if)$

%LINE-5-CHANGED: Interface GigabitEthernet0s0/1, changed state to up

SLINEPROTO-5-UPDOWN: Line protoccl on Interface GigabitEthernet0/0/1,
changed state to up

Cirl+F5 to exit CLI focus | Copy | | Paste

llustracion 40 Configuracion Basica SW Cundinamarca
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» Autenticacion local con AAA.

+ Cifrado de contrasefas.

20917220 024
Setyer-FT
Servder Web Baerno
VALN 20
171310128 26
VLAN 30

oo 1W2.31.0192 26

PC-FT
9] RS
VLAN 30
17131064 26
VLAN 88

172311.123 26
Server-FT

SW Bucaramangs Serv kor Wb Wterno

FC-PT VLAN 10
R0 17231 1.0 26 VLANZO
171.31.1.64 726
VLAN 10

llustracion 41 Ejemplo de Escenario 2

* Un maximo de internos para acceder alrouter.
» M&ximo tiempo de acceso al detectarataques.

* Establezca un servidor TFTP y almacene todos los archivos necesarios delos
routers.

mlww‘;m

05 Command Line hterfsce

Routezjcopy staztup-config =fep M
Address or name of resove hoat [J? 471.35.1.138
Destinacion filename [Fouser-ponfgl? Sexv-TFIF

Writiog stestup-comfig........

$2zcoz cpening vEep:/AL1TL.31.1.1259/802v-TFTD |Tizad our)
Router$copy £ 3

$ Anblguous command: "copy r s*

Fouzersde wr

% Imvelid fnput detected st ‘" sackes.
Routersda wr

% Iovalid impot detected at """ mazier
Routeztcopy stasvup-canfig tfip

Address ox name of Yemote host [1? 175.31.1.139

Dastinesion filensma [Router-confgl™

Nsiting stastup-csomfig. . . 1!
[OF - 1005 bytas]

100% byces copied in 0.18% secs (5437 Dytes/mec)
Fouters ~

CirieF8 20 € CLI 3Cus | copy || Peste

llustracion 42 Establecer Servidor TFTP
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Piygaca)l Ceniy Lo et Deshice Pregramesayg Allrbotes
 S—————
SERVICES —
HT1P
once Serves ® bn
CHCPvE
_TFTP. o4 Fe
Ons Aounercenty
SYROG asaB32-¢8 b
25350343 o
E 1821 1 aal
EMALL 1881 a0vpserncesiS-me 1261571 bin
e 1341 gbasn.mz 12514 77 b
v oA RL e nbanabln €30 4T bin

llustracion 43 Servidor Web Interno

2. EI DHCP deberé proporcionar solo direcciones a los hosts de Bucaramangay
Cundinamarca

Mrrysacal Cantg Sxiyxzs (SRR Prograreng Al tures
e
SERVICES | Dech
HTTP
DHCF Elertace FasEneaen v Service @ On Con
OHPve SoolMare serverfont
e
DNS Defuut Calwwny 28172202
57506 DM Server 0000
: a1 P Adsruas m " b} ¢
NTP
EMALL Satoet Meak %5 58 ass ¢
e Varrmsn Nurter of Usery 24
fo¥ TFTRSery T231 1.7
VM Managemant e 172311729
Radius EAP WLC Addresy oong
Ast Seve Herre e
Pt Detaur ohs o e M 1P wie
Harw GCawway Sarve Address Vs User Setver Adovess
sarverPosi e00 noon W57/ |WEAWEW0 298 2000 0000
«

llustraciéon 44 DHCP Servidor Web Externo

3. El web server deberé tener NAT estético y el resto de los equipos dela
topologia emplearan NAT de sobrecarga (PAT).

Phy=ical Config CLI Aftributes
]

I35 Command Line Interface

Eouterrenable
Routergconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
Bouter (config)#ip nat inside source static 172_21_0.65 172.31.1.131

Router (config)

llustracion 45 NAT Estético
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102 Command Line hlerface

Ssutes{configifip mat poal 1 J09,17.330 .10 netmask JR5.388.355.0

8 Ioval:d ipput detected &t "' maskes.

Beuves (configl fip sst pesl 1 209.17.220.20 209.17.220.10 netmask 255.285.285.0
Aoutes (configl fip mat inside ecuzowe lists 1 poal 1 oveslicosd
Poutes (config) fint

Joutes (config) fintesface

§ Incompletce command

Jeusesiconfigl dintesface CigablivEabarnatd/0/0
Router(config-if) fexic

Toutes (configlfinterface Jigabitizhernetd/0/0
Boutes(config-12142p nat inaide

Aouter (config-if) sexit

Poutes (config) finterface ClgablicEnkesnetd/0/0
Accter (config if) $4ip nat ouseside
Toutericonfig-if) sexis

Boutes (configle

Fouter(configl sinsarface SigabicRiharnezd/0/0
Bevtes iconfig-i213

fzutesconfig-if) gexit

Toutex (config) sinterface Seriald/L/ 0
Scutesiconfig-i2) 0L nat inaide
Boutericonfig-if) gexiz

Peuves cconfigl s

Routes (configlfinterface Seriald/ /170

Fouter (config-i2) %

Soutes (canfig-15) gexit

Rouzericonfig) $interface Sactald/L/1
Pousericonfig-ifielp nat inaslde
Scuter(config-if) fexic

R S . = Aan

llustracion 46 NAT Estatico

4. El enrutamiento deberéa tener autenticacion.

Physical Config CLI Attributes
I

10S Command Ling Interface

Routerfcopy startup-config tftp A
Rddress or name of remote host []17 171.31.1.1323
Destination filename [Router-confgl? Serv-TFIP

Writing startup-config......._

%Error copening tftp://171.31.1.125%/Serv-TFIPF (Timed cut)
Bouterfcopy r s

% Ambiguous command: "copy r s™

Routergdo wr

% Invelid input detected at marker.

Fouterfdo wr

% Invalid input detected at '~' marker.

Routerfcopy startup-config tftp
Address or name of remote host []? 172.31.1.123
Destination filename [Router-conigl?

Writing startup-config.._.!I!
[CE - 1005 bytes]

1005 bytes copied in 0.185 secs (5432 bytes/sec)
Routerg L]

CHrl+F6 to exit CLI focus | copy || paste

llustracion 47 Autenticacion del Router Bucaramanga
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5. Listas de control de acceso:

* Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a lared
interna de Tunja.

L '
Physical Config CLI Attributes
I

105 Command Line Interface

% Invalid input detected at '~' marker.
Router (config)faccess-1ist 100 permit ip 172.31.0 0.0.0.255 any
% Invalid input detected at '~' marker.

Router (config)faccess-1list 101 permit ip 172.31.0 0.0.0.255 any

% Invalid input detected at '~' marker.

Router (config)faccess-list 101 permit ip 172.31.0.0 0.0.0.2Z55 any
Router (config)$

Router (config)finterface GigabitEthernet0/0/1

Router (config-if)#ip access-group 101 in

Router (config-if) fexit

Router (config)faccess-list 102 deny ip 172.31.0.0 0.0.0.255
20%.17.220.1 0.0.0.0

Router (configl$

Router (config)finterface GigabitEthernet0/0/1

Router (config-if)

Router (config-if) fexit I

Bouter (config) #interface GigakitEthernet0/0/0
Router (config-if)ip access-group 10Z in
Routericonfig-if)§ L

Ctr+F5 to exit CLI focus Copy Paste

llustracion 48 Configuracion Vlan20 Router Tunja

* Los hosts de VLAN 10 en Cundinamarca si acceden a internety no a lared
interna de Tunja.
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rE— —TT

Prysice Config cL Atiroutes
——
105 Command Line inferface
= )

S Izvalid input detected at '*" masker.
Joutes (configl faccuen-1iat 10C pexmit ip 172.38.0 0.0.0.255 any
% Imvalid input detected av ‘=" surkers.
Foutercconfigl #sccess-1ist 101 permit Ip 173 .31.0 ©.0.0.355 any
S Imvalicd input desected at '*" marker
Heutes (config| faccass~list 101 permit ip 172.31.0.2 0.0.0.354 any
Fouter (configls
Bovters (coafig) finsesfece CigublicEsharnatd/0/1
fzutes (config-i2)81p accessngroap 101 im
Pouter (config-if) sexis
Scutes (coaflig) fecceen-1ist 102 deny 23 172.81.0.0 0.0.0.258
#09.37.330,3 ¢.0.0.0
Poorer (canfiglé
Routes (configifintecface Gigabitichacrnezl/0/1
Fautericonfig-:
Peutes (config-f) fexis
Routes (config) finterface Cigabicichernaz=0/0/0
Joutericonfig-if)#ip access-group 102 im
Boutes (config-s2)0 v
CirsF8 10 exd CU) 3o Copy Sants

llustracion 49 Configuracion Vlan10 Router Tunja

* Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de internet.

* Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de Cundinamarcay
VLAN 10 de Bucaramanga.

Physical Config CLI Attributes
I

105 Command Ling Interface

% Inwalid input detected at '~' marker.

Router (config) faccess-list 101 permit 171.31.0.128 0.0.0.255 any any

et

% Invalid input detected at marker.
RBouter {config) #access-1list 101 permit ip 171.31.0.128 0.0.0.255 any
any

et

% Invalid input detected at marker.

Router (config) faccess-1list 101 permit ip 171.31.0.128 0.0.0.255 any
Router ({config)§

Router (configl #interface GigabitEthernetl/0/0

Bouter {(config-if) #ip access—gouup 101 in

% Inwalid input detected at '~' marker.

Bouter (config-if) #ip access—-grouup 101 in

et

% Invalid input detected at marker.

RBouter {(config-if) #ip access—group 101 in
Router (config-if)

Ctrl+F& to exit CLI focus Paste

llustraciéon 50 Hosts de VLAN 20
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Bouter {(config) #accocess—list 102 permit ip 172.31.0.128 0.0.0.255
172.31.1.54 0_.0.0.255

Ruuterdcunfigjﬂ

llustracion 51 Hosts de VLAN 20 Parte 2

Aspectos a tener en cuenta

* Habilitar VLAN en cada switch y permitir su enrutamiento.

* Enrutamiento OSPF con autenticacion en cada router.

Phy=ical Config CLI Aftributes
|

105 Command Line Interface

Eouter»enable

Routerfconfigure terminal

Enter configuration commands, one per line. End with CHNTIL/Z.
Bouter (config) #router ospf 1

REouter (config-router) frouter-is 1.1.1.1

% Invalid input detected at "~' marker.

BEouter (config-router) frouter-id 1.1.1.1

Router (config-router) gnetwork 172_.31_0.0 0_.0_255_255

% Incomplete command.

RBouter (config-router) gnetwork 172.31.0.0 0.0_.255_255 area 0
REouter (confio-router) £

llustracion 52 Hosts de VLAN 20 Parte 3
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Physical Config CLI Aftributes
I

105 Command Line Interface

REouterg Fl
%5¥5-5-CONFIG I: Configured from conscle by console

Boutergshow ip rout
Codes: L - locel, C - connected, 5 - static, R — RIP, M - mobile, B -
BEE
Ir — EIGRP, EX - EIGRP extern=l, O - O5PF, I& - OQ5PF inter area
W1 - QSPF MNS5Z externzl type 1, N2 - OSPF NS55R external type 2
El1 - OSPF external type 1, EZ2 - 0O5PF external type 2, E - EGP
i - I5-Is, Ll - IS-IS lewvel-l, LZ - IS5-IS5 level-Z, ia - IS-IS
inter area
* — pcandidate defsult, U - per—user static route, o — OODR
P - periodic downloaded static route

Fateway of last resort is not set

172.31.0.0/1¢ is warisbkly subnetted, © subnets, 3 masks

[ad 172_.31.0.0/28 is directly connected, GigabitEthermet0/0/0_.10

L 172.31.0.2/32 is directly connected, GigabitEthernetl/0/0.10

[ad 172.31.0.84/28 is directly connected, GigabitEthernet0/0/0_30
L 172.31.0.66/32 is directly connected, GigazbitEthernetd/0/0.30
[ 172.31.2_32/30 is directly connected, Serizl0/1/0

L 172.31.2.33/32 is directly connected, Serizl0/ 1,0

Ruuter8| b
Cirl+FS to exit CLI focus | copy || Paste

llustracion 53 Hosts de VLAN 20 Parte 4

Fhysicss  Ceatg o Aftrdunes

05 Command Liee afarface

Reutestshow ip rous
Cedes: L - lecal, £ -~ conmected, 2 - static, R - AP, ¥ - ocbile, 8 - 80D
D - EICRD, EX - EICAD sxtetnal O - OSPF, IX - OS0F intar aces
NL - OSDF ME3XR extezzal type 1, N1 - O3DPF N2SX extezzal typs 2
EL - OSPF excvesnal type i, 22 - OSDF eNteraasl type 2, £ - =22
4 - I8-I8, LL - IS-IS lavel-i, L2 - IS-I9 level-2, is - I8-IS inzer area
* - candidaze default, U - per-user static zoute, o - ODR
P - periodic downloaded statle route

Gateway of 183t IegOrT L% NOT 26T

105.0.9.9/5 1» varsiably submevsed, I subnets, I masks
I05.17.330.9/34 1» directly scncected, SigabitTthernetl/0/0.5¢
10%.17.330.373% 1y directly comnected, Sigabitzithernet0/0/0.%0

177 .31.0.0/16 i» variably subnets 10 suboess, 3 maske
19331 .0.0/3€ [310/40] wia 173.35.3.33, 00:03:09, Seriail/1/0
$92.31.0,64/26 1120/4658) wis 193.31.32.33, 00:03:08, Serialdsi/0
172.31.0,328/3¢ 19 dizectly connected, Cigabitichaznat0/0/1.20
192.31.0.130/32 is dizectly czcanected, Sigabitfthaznet0/0/1.20
172.31.0.192/2€ is dirsctly coonected, SigabisEtheznet0/0/1.30
172,81 .0.134/52 is diractly coanected, SigabisZrharaet(/0/1.308
L72.81.2.82/30 ta dtzectly cannacted, Seriall/L/0
472.31.2.834/32 Lfa directly connucted, SesiglC/Ll/0

—Moze—— | v

"0

rNoErEOFENOO

Cir=F2 to et LLI docus Copy Paste

llustracion 54 Router 12
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Physzical Config CLI Attributes
I

0% Command Line Interface

Routerfshow ip rout
Codes: L - loczal, C - connected, § - static, R - RIF, M - mobkile, B - BGE
o0 - EIGRP, EX - EIGRF externzl, O - OS5PF, IZ - OSPF inter are=z
N1 - OSEF NS55R externzsl type 1, NZ - QS5PF M55SR externzl type 2
El - OSPF external type 1, EZ — QO5PF extermnzal type 2, E - EGP
i - I5-I5, L1 - I5-I5 level-1l, LZ - I5-I5 level-Z, ia - I5-I5 inter ares
* - pandidate default, U - per-user static route, o - ODR
B - pericdic downloaded static route

Gateway of last resort is not set

172.31.0.0/16 is warisbly subnetted, 13 subnets, 3 masks
172.31.0.0/2¢ [1l10/123] wvia 172.31.2.37, 00:00:24, Serisl0/s1l/1
172.31.0.64/26 [110/125] wi=s 172.31.2.37, 00:00:24, Serislld 1/1
172.31.0.128/26 [110/65] wi=s 17Z2.31.Z2.37, 00:00:24, Serizl0/ 1/1
172.31.0.1%2/26 [110/65] wis 17Z.31.Z.37, 00:00:24, Serisl0s 1/1
172.31.1.0/2€ is directly connected, GigebitEthernetl/0/0.10
172.31.1.2/32 is directly connected, GigabitEthernet0/0/0.10
172.31.1.64/26 iz directly connected, GigabitEthernet0/0/0.20
172Z.31.1.66/32Z is directly connected, GigabitEthernet0/0/0.20
172.31.1.128/2¢€ is directly connected, GigabitEthernet0/s0/0.88
172.31.1.130/32 is directly connected, GigabitEthernet0/0/0.88
172.31.Z2.32/30 [110/1Z28] wi=s 172.31.2.37, 00:00:24, Serizl0/ 1/1

OO OR0OO00 00

llustraciéon 55 Router Cundinamarca

« Servicio DHCP en el router Tunja, mediante el helper address, para losrouters
Bucaramanga y Cundinamarca.

Physical Config Services Desktop Pregramming Attributes
I

| SERVICES | DHCP
[ HTTP |
| DHCP | Interface FastEthernetd vl Service @ On D off
EHERE Pool Name | =serverPool |
TFTP
== Defautt Gateway |208.17.220.2 |
SYSLOG DNS Server [0.0.00 |
ABA
Start P Address: | 208 | [17 | 220 [0 |
[ NTP |
| EMALL | Subnet Mask: 255 | [255 | [2s5 [ o |
FTP Maximum Number of Users : | 255 |
IoT ]
VM Management TFTP Server: [172.31.1.129) |
Radius EAP WLC Address: [0.0.00 |
Add | | Save | Remove
Pool Default DNS S}:n Subnet Max TFTP WLC
Name Gateway Server Mask User Server Address
Address
serverPool 0.0.00 0.0.0.0 209172200 2552552550 255  0.0.0.0 0.0.0.0
£ >

llustracion 56 Servidor Web Externo

* Configuracion de NAT estatico y de sobrecarga.

42



@ [
o
AN
@ ES
eg®

Universidad Nacional
Abierta y a Distancia

Phy=ical Config CLI Aftributes
]

05 Command Line Interface

Bouterr»enable

Routergconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
Bouter (config)#ip nat inside source static 172.31.0.65 172.31.1.131
REouter (config) g

llustracion 57 Configuracion de NAT Estatico y de Sobrecarga Router Cundinamarca

Physical Config CLI Atftributes.
I

105 Command Line Interface

Router (config) #ip nat pool 1 Z05.17.220.10 netmask Z55.Z55.255.0

% Invalid input detected at '~' marker.

Router (config) #ip nat pool 1 Z209.17.220.10 205.17.220.10 netmask 255.255.255.0
Router (config) #ip nat inside source list 1 poocl 1 overload
Router (config) #int

Router (config) #interface

% Incomplete command.

Router (config) #interface GigabitEthernetl/0/0
Router (config-if) gexit

Router (config) §interface GigabitEthernet0/s0/0
Router (config-if) #ip nat inside

Router (config-if) fexit

RBouter (config) #interface GigabitEthernetd/0/0
Router (config-if) §ip nat outside

Bouter (config-if) gexit

Bouter (config)

RBouter (config) #interface GigabitEthernetd/0/0
Router (config-if) &

Bouter (config-if) gexit

Router (config) #interface Serisl0/1l/0

RBouter (config-if) #ip nat inside

Router (config-if) gexit

Bouter (config) §

Router (config) #interface Serisl0/1l/0

Bouter (config-if) &

Router (config-if) gexit

Bouter (config) §interface Serizld/1/1

Router (config-if) #ip nat inside

RBouter (config-if) fexit
Donss oy sio e

PR P [ [

llustracion 58 Configuracion de NAT Estético y de Sobrecarga Router Tunja
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Conclusiones

Se logré realizar los procedimientos basicos para configuracion de una red.

Se logra identificar, analizar y configurar dispositivos de red segun las necesidades requeridas.
Se logra comprender cada uno de los protocolos de red a la hora de asignar las direcciones
IP, hasta implementar protocolos de seguridad en las diferentes capaz y otros apartados mas
permitiendo una red confiable y robusta.

Se da solucion a los dos escenarios dando respuesta al problema planteado en los dos
escenarios.
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