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RESUMEN

En el presente trabajo desarrollado muestra 2 escenarios

Escenario 1 es una empresa donde posee sucursales distribuidas en la ciudad de
Bogota, Medellin y Cali donde se debe crear una red el cual se debe de configurar
e intercambiar entre si, donde se requiere direccionamiento IP de acuerdo al
numero de host asignar parametros basicos a cada router y swicht que se
encuentren en la red crear subredes para establecer la conexion total de todos los
hosts que deben de comunicarse realizar implementacion de seguridad en la red
al igual restringir el acceso y comunicacién entre los host de acuerdo al
administrador de la red al igual que realizar el proceso de validacion del
funcionamiento de los dispositivos de red.

Escenario 2 es una empresa gque cuenta con una conexion de internet en una red
Ethernet en donde se debe adaptar para que sea mas facil que los routers y las
redes puedan conectarse a internet, pero con la condicion de emplear direcciones
de red LAN original donde debemos realizar configuraciones de routers,
configuracion de DHCP que van a proporcionar direcciones a los hosts de
Bucaramanga y Cundinamarca, configurando servidores web crear enrutamientos
y listas de control de acceso mediante VLAN al igual que VLSM

PALABRAS CLAVE: Routers, Switch, VLAN, VLMS, Enrutamiento, Red, DHCP,
Sucursales, Comunicacion, Internet, Ethernet, LAN y Direcciones



ABSTRACT

In the present work developed shows 2 scenarios

Scenario 1 is a company where it has branches distributed in the city of Bogota,
Medellin and Cali where a network must be created which must be configured and
exchanged with each other, where IP addressing is required according to the host
number assign basic parameters to each router and swicht that are in the network
create subnets to establish the total connection of all the hosts that must
communicate perform security implementation in the network as well as restrict
access and communication between the hosts according to the network
administrator at as well as performing the process of validating the operation of the
network devices.

Scenario 2 is a company that has an internet connection in an Ethernet network
where it must be adapted to make it easier for routers and networks to connect to
the internet, but with the condition of using original LAN network addresses where
we must Perform router configurations, DHCP settings that will provide addresses
to Bucaramanga and Cundinamarca hosts, configuring web servers create routing
and access control lists via VLAN as well as VLSM

KEY WORDS: Routers, Switch, VLAN, VLMS, Routing, Network, DHCP, Branches,
Communication, Internet, Ethernet, LAN and Addresses



1. INTRODUCCION

El presente trabajo nos permite desarrollar 2 escenarios donde pondremos en
practica todas las habilidades adquiridas en el transcurso de la ensefianza del
diplomado Cisco donde ponemos en marcha los conocimientos en el desarrollo y
disefio de redes por medio de la herramienta Packet Tracer.

Con el cual realizaremos configuraciones o parametros basicas y de seguridad a
router, switches para que asi se puedan comunicar los equipos conectados a la
red al igual que la comparacion total de todos los dispositivos y su funcionamiento
a cada unos de los escenarios planteados en la actividad donde se desarrolla en
la modalidad préctica.

De manera que nosotros como estudiantes apliquemos los conocimientos en la
solucion de problemas LAN y WAN comenzando con los conocimientos basicos en
cada uno de los elementos de una red como son los dispositivos tipos de redes
cableado configuracion y su 6ptimo funcionamiento.
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2. OBJETIVOS

2.1 OBJETIVO GENERAL

Crear 2 escenarios aplicando todos los conocimientos adquiridos en el trascurso
del DIPLOMADO DE PROFUNDIZACION CISCO (DISENO E IMPLEMENTACION
DE SOLUCIONES INTEGRADAS LAN / WAN) creando las diversas soluciones a
los problemas planteados a cada uno de los escenarios mediante Packet tracer

2.2 OBJETIVOS ESPECIFICOS

Analizar el problema

Realizar el disefio de cada escenario

Utilizar la herramienta de Packet tracer

Realizar conexiones y configuraciones Basicas a routers y switches
Realizar proceso de asignacion de IP al host

Realizar procesos de configuracion de DHCP

Comprobar conexiones por medio de ping y telnet

Comprobar el funcionamiento de cada escenario

NSRRI
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6 DESARROLLO DEL PROYECTO

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin
y Cali en donde el estudiante sera el administrador de la red, el cual debera
configurar e interconectar entre si cada uno de los dispositivos que forman parte
del escenario, acorde con los lineamientos establecidos para el direccionamiento
IP, protocolos de enrutamiento y demas aspectos que forman parte de la topologia
de red.

Topologia de red
Los requerimientos solicitados son los siguientes:

Parte 1: Para el direccionamiento IP debe definirse una direccién de acuerdo con
el nimero de hosts requeridos.

Parte 2: Considerar la asignhacion de los parametros basicos y la detecciéon de
vecinos directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexion total, todos
los hosts deberan ser visibles y poder comunicarse entre ellos sin restricciones.

Parte 4: Implementar la seguridad en la red, se debe restringir el acceso y
comunicacién entre hosts de acuerdo con los requerimientos del administrador de
red.

Parte 5: Comprobacion total de los dispositivos y su funcionamiento en la red.
Parte 6: Configuracion final.

g i )

B Servidor
.—4)\ 37

WS 1
20 host

':_,1\20 host R2
_l__ A “__"—a % =

R1 R3

20 host O

B
. =

\

Figura 1: Escenario 1
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Figura 2: Topologia de red
Desarrollo
Como trabajo inicial se debe realizar lo siguiente.

» Realizar las rutinas de diagndéstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,
etc).

> Router BOGOTA

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA
BOGOTA(config)#enable secret class
BOGOTA(config)#banner motd #

Enter TEXT message. End with the character '#'.
Unauthorized access is strictly prohibited. #
BOGOTA(config)#line con O
BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login
BOGOTA(config-line)#logging synchronous
BOGOTA(config-line)#line vty 0 4
BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login
BOGOTA(config-line)#exit
BOGOTA(config)#service password-encryption

13



> Router MEDELLIN

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN
MEDELLIN(config)#enable secret class
MEDELLIN(config)#banner motd #

Enter TEXT message. End with the character '#'.
Unauthorized access is strictly prohibited. #
MEDELLIN(config)#line con O
MEDELLIN(config-line)#password cisco
MEDELLIN(config-line)#login
MEDELLIN(config-line)#logging synchronous
MEDELLIN(config-line)#line vty 0 4
MEDELLIN(config-line)#password cisco
MEDELLIN(config-line)#login
MEDELLIN(config-line)#exit
MEDELLIN(config)#service password-encryption

> Router CALI

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname CALI
CALI(config)#enable secret class
CALI(config)#banner motd #

Enter TEXT message. End with the character '#'.
Unauthorized access is strictly prohibited. #
CALI(config)#line con O
CALI(config-line)#password cisco
CALI(config-line)#login
CALI(config-line)#logging synchronous
CALI(config-line)#line vty 0 4
CALI(config-line)#password cisco
CALI(config-line)#login

CALI(config-line)#exit

CALI(config)#service password-encryption

14



» Realizar la conexion fisica de los equipos con base en la topologia de

SN 182.168.1.20
23 Fa0 - Fa0r2 R
e a0 -Fa 1a03/0 - Fa0
WS 1- BOGOTA / Sarver-PT
192.168.1.2 ~. Server - BOGOTA
295‘-24
Sw1-BDGOTA
Gig 070 - Fa0/
\ 192.168.1.0.27
192.188.1.1
-
teziente [y 1sRieat
g\ S80/310 - Se0730 =
20300 - Sel
192.188.1.38 BOGOTA Se0/ - Se0ra D
~ Fa0 - Fa0z TAaET P Fa0l2 - Fad by 1527163167
PC-FT \ / PC-PT
PC1 - MEDELLIN ~ FEU=CELD p— ~ s Gigh/0 - Fab PC1 - CALL
192.168.1.32/27 ,—f——_‘ g wmisanss 1921681130 ey 192.168.1.6427
2050-24 prmp——— 2011 Jan1 182.168.1.65 8024
Sw2 - MEDELLIN EQELLIN o Sw3-CALI
[:]/ Fa0 - Fa0/3
192.168.1.34 y [ \D 192.188.1.68
PC-FT PC-PT
PC2 - MEDELLIN B2 CALL

Figura 3 Conexion fisica de los equipos con base en la topologia

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Parte 1: Asignacion de direcciones IP.

a. Se debe dividir (subnetear) la red creando una segmentacion en ocho partes,
para permitir creciemiento futuro de la red corporativa.

e Direccion dered: 192.168.1.0/24
Mascara: 255.255.255.0
Binario: 11111111.11111111.11111111.00000000

e Segmentacidn: Se requiere segmentar en 8 partes la red

23=8
Se encienden 3 bits que corresponde al numero usado para elevado en la
formula anterior

Binario: 11111111.11111111.112111111.111 00000
Red Host

Mascara: 255.255.255.224
Direccién de Red: 192.168.1.0/27

e Determinamos los saltos de red
256

_2—;‘; Los saltos seran de 32
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e Cantidad de Host por subred

2m—2=H
25-2=H

2x2x2x2x2 = 32 — 2 = 30 Host

e Definicion Subredes
SUBRED 1
Network: 192.168.1.0/27
HostMin: 192.168.1.1
HostMax:192.168.1.30
Broadcast:192.168.1.31

SUBRED 2

Network: 192.168.1.32/27
HostMin: 192.168.1.33
HostMax:192.168.1.62
Broadcast:192.168.1.63

SUBRED 3

Network: 192.168.1.64/27
HostMin: 192.168.1.65
HostMax:192.168.1.94
Broadcast:192.168.1.95

SUBRED 4

Network: 192.168.1.96/27
HostMin: 192.168.1.97
HostMax:192.168.1.126
Broadcast:192.168.1.127

SUBRED 5

Network: 192.168.1.128/27
HostMin: 192.168.1.129
HostMax:192.168.1.158
Broadcast:192.168.1.159

SUBRED 6

Network: 192.168.1.160/27
HostMin: 192.168.1.161
HostMax:192.168.1.190
Broadcast:192.168.1.191

SUBRED 7

Network: 192.168.1.192/27
HostMin: 192.168.1.193
HostMax:192.168.1.222
Broadcast:192.168.1.223

SUBRED 8

Network: 192.168.1.224 /27
HostMin: 192.168.1.225
HostMax:192.168.1.254
Broadcast:192.168.1.255

Tabla 1. Definicién Subredes
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b. Asignar una direccion IP a la red.

- Direccion de red 192.168.1.0
- Direccion IP Gateway 192.168.1.1
3 IPPCL 192.168.1.2

- swi 192.168.1.19
- IP Servidor 192.168.1.20
- Mascara de Subred 255.255.255.0

Tabla 2. Asignar direccion IP a la red BOGOTA-20 HOST

1 Direccion de red 192.168.1.32
- Direccion IP Gateway 192.168.1.32
- IP PC1 192.168.1.35
- IP PC20 192.168.1.54
- Mascara de Subred 255.255.255.0

Tabla 3. Asignar direccion IP a la red MEDELLIN — 20 HOST

- Direccion de red 192.168.1.65
- Direccion IP Gateway 192.168.1.64
- IP PC1 192.168.1.66
- IP PC20 192.168.1.86
- Mascara de Subred 255.255.255.0

Tabla 4. Asignar direccién IP a la red CALI — 20 HOST



Parte 2: Configuracion Basica.

a. Completar la siguiente tabla con la configuracion basica de los routers, teniendo
en cuenta las subredes disefiadas.

R1 R2 R3
Nombre de Host MEDELLIN BOGOTA CALI
Direccién de Ip en interfaz 192.168.1.98 192.168.1.97 192.168.1.130
Serial 0/0
Direccién de Ip en interfaz 192.168.1.129
Serial 0/1
Direccién de Ip en interfaz FA  192.168.1.33 192.168.1.1 192.168.1.65
0/0
Protocolo de enrutamiento Eigrp Eigrp Eigrp
Sistema Autbnomo 200 200 200
Afirmaciones de red 192.168.1.0 192.168.1.0 192.168.1.0

Tabla 5. Configuracion basica de routers

e Configuracion Béasica Router BOGOTA

v" IP ROUTER BOGOTA GO0/0 - SWITCH

BOGOTA#en
BOGOTA#config t
Enter configuration commands, one per line. End with CNTL/Z.

BOGOTA(config)#int g0/0

BOGOTA(config-if)#ip address 192.168.1.1 255.255.255.224
BOGOTA(config-if)#no shut

BOGOTA(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to
up

%LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0, changed state to up

BOGOTA(config-if)#exit

v IP ROUTER BOGOTA S0/3/0 - ROUTER MEDELLIN

BOGOTA>en
BOGOTA#config t
Enter configuration commands, one per line. End with CNTL/Z.

BOGOTA(config)#int s0/3/0
BOGOTA(config-if)#ip address 192.168.1.97 255.255.255.240

18



BOGOTA(config-if)y#no shut
BOGOTA(config-if)#exit

v" IP ROUTER BOGOTA S0/3/1 - ROUTER CALI

BOGOTA#en
BOGOTA#config t
Enter configuration commands, one per line. End with CNTL/Z.

BOGOTA(config)#int s0/3/1

BOGOTA(config-if)#ip address 192.168.1.129 255.255.255.240
BOGOTA(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
BOGOTA(config-if)#exit

BOGOTA(config)#exit

BOGOTA#

» Configuracion Basica Router MEDELLIN

v" IP ROUTER MEDELLIN - G0O/0 — SWITCH
MEDELLIN#en
MEDELLIN#config t
Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#int g0/0
MEDELLIN(config-if)#ip address 192.168.1.33 255.255.255.240
MEDELLIN(config-if)y#no shut
MEDELLIN(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to
up
%LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0, changed state to up

MEDELLIN(config-if)#exit

19



v" IP ROUTER MEDELLIN S0/3/0 - ROUTER BOGOTA

MEDELLIN#en
MEDELLIN#config t
Enter configuration commands, one per line. End with CNTL/Z.

MEDELLIN(config)#int s0/3/0

MEDELLIN(config-if)#ip address 192.168.1.98 255.255.255.240
MEDELLIN(config-if)#no shut

MEDELLIN(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
MEDELLIN(config-if)#exit

MEDELLIN(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to up

» Configuracion Basica Router CALI

v" IP ROUTER CALI S0/3/0 - ROUTER BOGOTA

CALI>en
CALl#config t
Enter configuration commands, one per line. End with CNTL/Z.

CALI(config)#int s0/3/0

CALI(config-if)#ip address 192.168.1.130 255.255.255.240
CALI(config-if)y#no shut

CALI(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
CALI(config-if)#exit

CALlI(config)#

v" IP ROUTER CALI GO/0 - SWITCH

CALl#en
CALI#config t
Enter configuration commands, one per line. End with CNTL/Z.

CALI(config)#int g0/0
CALI(config-if)#ip address 192.168.1.65 255.255.255.240
CALI(config-if)#no shut

20



CALI(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to
up

%LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0, changed state to up

CALI(config-if)#exit
CALlI(config)#

b. Después de cargada la configuracion en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.
show ip route

> Router BOGOTA

¥ poGoTa — O b
Physical Config CLI Aftributes
—
105 Command Line Interface

[ECCOTEE o
%5YS-5-CONFIG_I: Configured from console by console
BOECOTREshow ip route
Codes: L - local, C - connected, § - static, R — RIP, M - mobile, B -
BEP

D - EIGRP, EX - EIGRP extermal, © - OS5PF, IZ - OSPF inter area

N1 - OSPF NS5R external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-I5, Ll - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS
inter area

* - rcandidate default, U - per-user static route, o - CDR

P - periodic downloaded static route
Gateway of last resort is not set

152.163.1.0/24 is wariably subnetted, € subnets, 3 masks
c 152.1€28.1.0/27 is directly connected, GigabitEthernet(/0
L 152.1€28.1.1/32 is directly connected, GigabitEthernetld/0
c 152.1€28.1.56/28 is directly connected, Seriald/3/0
L 152.1€8.1.97/32 is directly connected, Seriald/3/0
c 152.168.1.128/28 is directly connected, Seriald/3/1
L 152.1€8.1.125/32 is directly connected, Seriald/3/1
BOGOTAS| v
Ctrl+F& to exit CLI focus Copy Paste
O op

Figura 4: Show ip route Router BOGOTA
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> Router MEDELLIN

B MEDELLIN

Physical Config

CLI
—

Attributes

105 Command Ling Interface

Password:
Password:

MEDELLIN>en
Password:
MEDELLINg§show ip r
Codes: L - local,
EGF

D - EIGRE,

El
i - I5-IS,
inter area

¥ - candida

152
152
152
152

.leg
.leg
.leg
.leg

-1l
-1l
-1l
-1l

[ ]

MEDELLINZ

oute

C - connected,

EX -

Ll

te default,

152.1€8.1.0/24 is wvariably subnetted, 4 subnets, Z
is directly
is directly
is directly
is directly

3z2/28
33/32
SE/28
58/32

EIGRF external,
N1 - OSPF NSSR extermal type 1,

- OSPF external type 1, E
I5-I5 lewvel-1,

=]

5 - static, - RIF, M - mobkile, B -
O - OSPF, IR O5PF inter area
N2 - OS5PF NSSA external type 2
=P
Is-I8

- OS5PF external type
L2z - I5-IS lewvel-2,

ia -

U - per-user static route, o - ODR

P - periodic downloaded static route

Fateway of last resort is not set

masks
GigabitEthernetd/s0
GigabitEthernetd/0
Seriald/3/0
Seriald/3/0

connected,
connected,
connected,
connected,

Ctrl+F& to exit CLI focus

[ Top

Paste

Figura 5: Show ip route Router MEDELLIN

> Router CALI

¥ caLl

Ph

Config

CLI
—

Attributes

105 Command Line Interface

Password:
Password:

CRLI>en
Password:
CRLI#show ip route
Codes: L - local,
BGP

D - EIGRE,

N1

El

i - Is-Is,
inter area

v

T -

candida

Gateway of

132
132
132
132

Sles .1
les. 1.
13 1.
les. 1.

c

EX - EIGRP external,
O5PF NS55A external type 1,
O5PF external type 1,
Ll - IS-IS lewvel-1l, L2 - I5-IS level-Z,

te default,

152.162.1.0/24 is wvariably submetted,
.€4/28 is directly connected,
is directly connected,
128728 is directly connected,
130,732 is directly connected,

€5/

connected,

B

5 - static, R - RIF, M - mokile, -
0 - OSPF, IR OS5PF inter area
NZ - OS5PF N55A external type

O5PF external type Z, EGE
ia - IS-IS

U - per-user static route, o - CODR

periodic downloaded static route

last resort is not set

4 subnets, 2 masks
GigabitEthernetd/0
GigabitEthernetd/0
Seriall/3/0
Seriald/3/0

Ctrl+F& to exit CLI focus

[ mp

Copy Paste

Figura 6: Show ip route Roter CALI
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c. Verificar el balanceo de carga que presentan los routers.
show ip route

» Balanceo de carga BOGOTA

¥ poGota — O

Physical Config CL Attributes
I

I0S Command Line Interface

User Access Weriflcation
Password:

BOGOTA>en
Password:
BOGOTAgshow ip route 152 _1€3.1.358
Routing entry for 152.1€8.1.9&/28
Enown via "connected", distance 0, metric 0 (connected, wvia
interface)

Redistributing wia eigrp 1

Routing Descriptor Blocks:

¥ directly connected, wvia Seriald/3/0

Route metric is 0, traffic share count is 1

BOGOTA#show ip route 152_1€3.1.130
Routing entry for 152.1€5.1.125/28
Enown via "connected", distance 0, metric 0 (connected, wia
interface)

Redistributing wia eigrp 1

Routing Descriptor Blocks:

* directly connected, wia Serial0/3/1

Route metric is 0, traffic share count is 1

BOGOTAE|

Figura 7: Balanceo de carga BOGOTA

» Balanceo de carga Router MEDELLIN

¥ MEDELLIN —
Physical Config CLI Attributes
[ |
105 Command Line Interface
MEDELLIN#

MEDELLINg#show ip route 152.1&8.1.%5%7
Bouting entry for 1%2_.1€8.1.5&/28
Enown wia "connected"™, distance 0
interface)

Bedistributing wvia eigrp 1

Bouting Descriptor Blocks:

¥ directly connected, wia Seriald/ 370

, metric 0 {(connected, wia

Boute metric is 0, traffic share count is 1

MEDELLINE

Figura 8: Balanceo de carga Router MEDELLIN
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» Balanceo de carga Router CALI

Lo — |
Physical Config CL Attributes
|
105 Command Line Interface
CAiLI#show ip route 152 .1€8.1.12%5
Bouting entry for 15%2.168.1.123/2%8
Enown wia "connected", distance 0, metric 0 (connected, wia
interface)
Bedistributing wvia eigrp 1
Routing Descriptor Blocks:
* directly connected, wvia Serial0/ 3,0
Boute metric is 0, traffic share count is 1
CALI#
Figura 9: Balanceo de carga Router CALI
d. Realizar un diagnostico de vecinos uzando el comando cdp.
show cdp neighbors
» Diagnostico de vecinos Router BOGOTA
¥ poGoma — |
Physical Config CL Attributes
|
0% Command Line Interface
BOZOTAfshow cdp neighbors
Capakility Codes: R — Router, T - Trans Bridge, B - Source BRoute
Bridge
5 - Switch, H - Host, I - IEZMP, r — Bepeater, P -
Phone
Dewvice ID Local Intrfce Holdtme Capakility Platform Bort
o
Switch Gig 0/0 137 3 2850 Fas
as1
CALT Ser 0/3/1 l44 =) c2900 Ser
as 3,0
BOGOTLE

Figura 10: Diagnoéstico de vecinos Router BOGOTA
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» Diagnostico de vecinos Router MEDELLIN

¥ MEDELLIN - O
Physical Config CLI Attributes
—
105 Command Line Interface
MEDELLIN#show cdp neighbors
Capakility Codes: B — Router, T - Trans Bridge, B - Source Houte
Bridge
5 - Bwitch, H - Host, I - IGMP, r — Repeater, P -
Phone
Device ID Local Intrfee Holdtme Capability Platform Port
D
Switch Gig a/0 152 5 2550 Fas
sl
MEDELLINS
Figura 11: Diagnéstico de vecinos Router MEDELLIN
» Diagndstico de vecinos Router CALI
¥ call — O
Physical Config CLI Attributes
EE— —
|05 Command Line Interface
CALI#show cdp neighbors
Capability Codes: B - Router, T — Trans Bridge, B - Source Route
Bridge
5 - Switch, H - Host, I - IEMP, r - BRepeater, P -
Phone
Device ID Local Intrfce Holdtme Capability Platform Port
ID
Switch Gig 0/0 135 5 2550 Fas
0/l
BOGOTR Ser 0/3/0 135 =] C2500 Ser
0371
CALI#

Figura 12: Diagnostico de vecinos Router CALI
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e. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

> PING WS 1-BOGOTA A ROUTER BOGOTA
» PING WS 1-BOGOTA A ROUTER MEDELLIN
> PING WS 1-BOGOTA A ROUTER CALI

[

“

Physical Config Desktop Programming Attributes
I

Command Prompt

ping 192

Pinging 192.

Figura 13: PING BOGOTA
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» PING PC1-MEDELLIN A ROUTER MEDELLIN
» PING PC1-MEDELLIN A ROUTER BOGOTA

¥ pci - MEDELLIM - O b4

Physical  Config

Programming  Attributes

Figura 14: PING MEDELLIN

» PING PC1-CALI A ROUTER CALI
» PING PC1-CALI A ROUTER BOGOTA

¥ pci-caul — ] X

Physical Config Programming Attributes

Pinging 1

oo

Figura 15: PING CUNDINAMARCA
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Parte 3: Configuracion de Enrutamiento.

a. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

» EIGRP ROUTER BOGOTA
Unauthorized access is strictly prohibited.
User Access Verification
Password:
BOGOTA>en
Password:
BOGOTA#config t
Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#router eigrp 1
BOGOTA(config-router)#network 192.168.1.0 0.0.0.255
BOGOTA(config-router)#network 192.168.1.96 0.0.0.255
BOGOTA(config-router)#network 192.168.1.128 0.0.0.255
BOGOTA(config-router)#no auto-summary
BOGOTA(config-router)#exit
%DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 192.168.1.98 (Serial0/3/0)
is up: new adjacency
BOGOTA(config-router)#exit
BOGOTA(config)#

» EIGRP ROUTER MEDELLIN
Unauthorized access is strictly prohibited.
User Access Verification
Password:
MEDELLIN>en
Password:
MEDELLIN#config t
Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#router eigrp 1
MEDELLIN(config-router)#network 192.168.1.32 0.0.0.255
MEDELLIN(config-router)#network 192.168.1.96 0.0.0.255
MEDELLIN(config-router)#no auto-summary
MEDELLIN(config-router)#exit

MEDELLIN(config)#
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» EIGRP ROUTER CALI
Unauthorized access is strictly prohibited.
User Access Verification
Password:
CALI>en
Password:
CALl#config t
Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#router eigrp 1
CALI(config-router)#network 192.168.1.64 0.0.0.255
CALI(config-router)#network 192.168.1.128 0.0.0.255
CALI(config-router)#no auto-summary
CALI(config-router)#exit
%DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 192.168.1.129
(Serial0/3/0) is up: new adjacency
CALI(config-router)#exit

CALI(config)#

b. Verificar si existe vecindad con los routers configurados con EIGRP.
» Vecindad Router BOGOTA

BOGOTA#show ip eigrp neighbors

IP-EIGRP neighbors for process 1

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.130 Se0/3/1 10 02:03:54 40 1000 0 13
1192.168.1.98 Se0/3/0 14 01:59:04 40 1000 0 8
BOGOTA#

¥ poGoma

Physical Config CL Attributes
L]

105 Cemmand Line Interface

BOZOTAdshow ip eigrp neighbors

IP-EIGRPF neighkbors for process 1

H Address Interface Hold Uptime SREIT RTO o Seqg
{sec) {ms) Cnt Hum

a 152 _162_1_130 Selds3/1 1a 0Z:-03:54 404 100d  a 13

1 132 . 1g2.1.598 Sed/3/0 14 0l:5%:04 40 1000 2 =

BOZOTLE

Figura 16: Vecindad Router BOGOTA
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» Vecindad Router MEDELLIN
MEDELLIN#show ip eigrp neighbors

IP-EIGRP neighbors for process 1

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.97 Se0/3/0 13 02:08:07 40 1000 0 13
MEDELLIN#

¥ MEDELLIN

Physica Config CL Attributes
I I

105 Command Line Interface

HMEDELLINgshow ip eigrp neighbors
IP-EIGRF neighbors for process 1

H Address Interface Hold Uptime SETIT RTO o Seq

(sec) (ms) Cnt Num
a 152 .1€8.1.57 Sed/S3/0 13 02:02:07 40 looo 0 13
HMEDELLIN§

Figura 17: Vecindad Router MEDELLIN

> Vecindad Router CALI

CALI#show ip eigrp neighbors

IP-EIGRP neighbors for process 1

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.129 Se0/3/0 10 02:02:56 40 1000 0 12
CALI#

¥ cap

Physical Config CL Aftributes
I

105 Command Line Interface

CALIgshow ip eigrp neighbors
IP-EIGZRP neighbors for process 1

H Rddress Interface Hold Uptime SRTT RTO o Seqg

{sec) {ms) Cnt Hum
a 152.1le8.1.12%9 Sel/s3/0 1a 02:-02:5& 40 1000 0 1z
CRLI$

Figura 18: Vecindad Router CALI
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c. Realizar la comprobacion de las tablas de enrutamiento en cada uno de los
routers para verificar cada una de las rutas establecidas.
» Rutas establecidas del Router BOGOTA
¥ pocoma — x
Physical Config CLI Attributes
—
105 Command Line Interface
BOGOTAfshow ip route eigrp A
192.1€8.1.0/24 is wariably subnetted, & subnets, 3 masks

D 152.1€8.1.32/28 [50/205145€0] wia 152.1€5.1.95, 00:44:50, Serialds3/0
1] 1532 .1€58.1.64/28 [S0/217241€] wia 152.1€3.1.130, 00:44:51, Serialds3/1
BOGOTAgshow ip route
Codes: L - local, C - connected, 5 - static, B - RIP, M - mobile, B - BGP

O - EIGRP, EX - EIGRP external, © - O5PF, IR - OSPF inter area

N1 - OS5PF NS55Z extermal type 1, N2 - OS5PF NS5A external type 2

El - OS5PF extermal type 1, EZI - O5PF extermal type 2, E - EGP

i - I5-I5, Ll - I5-I5 level-l, L2 - I5-IS level-2Z, ia — I5-IS5 inter area

* — candidate default, U - per-user static route, o — CDR

P - pericdic downloaded static route
GCateway of last resort is not set

132_1€2.1.0/24 is wariably subnetted, 2 subnets, 3 masks

c 132 1€8.1. is directly connected, GigabitEthernet0/0
L 152 _1€8.1 is directly connected, GigabitEthernet0/0
D 152.1€2.1 [50/205145€0] via 192.1€2.1.98, 00:44:53, Seriald/3/0
D 152.1€2.1 [50/217241€] wia 152.1€8.1.120, 00:44:54, Seriald/s3/1
c 132.1€8.1. is directly connected, Seriald/3/0
L 192.1€28.1.597/32 is directly connected, Seriald/3/0
C 192.1e28.1.128/28 is directly connected, Seriallds3/1
L 132_1€8.1.125/32 is directly connected, Seriall/3/1
2OCOTAH v

Figura 19: Rutas establecidas del Router BOGOTA
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> Rutas establecidas del Router MEDELLIN

¥ MEDELLIN — a

Physical Config CLI Attributes
I

105 Command Line Interface

MEDELLINgshow ip route eigrp
192 .1€2.1.0/24 is wariably subnetted, 7 subnets, 3 masks
D 152 _1€8.1.0/27 [907217241€] wia 192.168.1.57, 00:45:44, Serialdys/3/0
D 152 1€5.1.64/25 [50/2€58441€] wia 192.1€5.1.57, 00:45:44, Serialld/3/0
D 152 .1€8.1.1258/28 [90/2€8185€] wia 192.168.1.57, 00:45:44, Serialds/3/0

MEDELLIN&show ip route
Codes: L - local, C - connected, 5§ - static, R - RIF, H - mobile, B - BEP
D - EIGRF, EX - EIGRP external, © - Q5FF, IR - OSFF inter area
N1 - OSPF MNS55R external type 1, N2 - O5PF HNS55R external type 2
El - OSPF exnternal type 1, EZ - O5PF external type Z, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-l, LZ - IS5-I5 level-2, ia - I5-I5 inter area
* — candidate default, U - per-user static route, o — QDR
F - pericdic downloaded static route

Cateway of last resort is not set

152 .1€2.1.0/24 is wariably subnetted, 7 subnets, 2 masks

D 152 .1€8.1. [30,217241€] wia 192.1€2.1.57, 00:45:47, Serialdys3/0

c 152 .1€8.1. is directly connected, GigabitEthernet0/0

L 152 .1€8.1. is directly connected, GigabitEthernet0/0

D 152 .1€8.1. [30/,2€5441€] wia 192.1€3.1.97, 00:45:47, Seriald/3/0
c 152 . 1€5.1.9%€; is directly connected, Seriald/s3/0

L 192.1€8.1.98/32 is directly connected, Seriald/ 370

D 152 .1€8.1.1258/28 [90/2€8185€] wia 1592.1€68.1.57, 00:45:47, Serialds/3/0
MEDELLINE|

Figura 20: Rutas establecidas del Router MEDELLIN

> Rutas establecidas del Router CALI

B call — O

Physical Config C Attributes

105 Command Line Interface

ChLIfshow ip route eigrp
152.1€8.1.0/24 is wariably subnetted, 7 subnets, 2 masks

D 152 . 1€8.1.0/27 [50/217241€] wia 192 _1€8.1.125, 00:47:25, Seriald/3/0
D 152.1e28.1.32/28 [50/2102€5€0] wia 152.1€2.1.12%9, 00:47:28, Seriall/3/0
D 152 . 1€8.1.59€/258 [50/21024000] wia 152 .1€2.1.125, 00:47:25, Seriall/s/3/0

CARLI#show ip route
Codes: L - local, T - connected, 5§ - static, R - RIF, M - mokile, B - BGP
0 - EIGRP, E¥ - EIERP external, O - Q5PF, IR - OS5PF inter area
N1 - OSPF MSSR extermnal type 1, N2 - OSPF NSSR external type 2
El - OS5PF externmal type 1, EZ - O5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 level-l, L2 - I5-I5 lewel-2, ia — I5-I5 inter area
¥ — candidate default, U - per-user static route, o - CDR
P - periodic downloaded static route

Fateway of last resort is not set

152.1€8.1.0/24 is wariably subnetted, 7 subnets, 2 masks

152 _1€8.1.0/27 [30/7217241€] wia 132 .1€8.1.123, 00:47:34, Serialds3s0
.1.22/22 [90/2102€5€0] via 192.1€2.1.129, 00:47:32, Seriald/2/0
_.€4/28 is directly connected, GigabitEthernetls0
€5/32 is directly connected, GigabitEthernetl/0
28 [90/21024000] wia 15%2_16€8.1.12%, 00:47:34, Serialld/3/0
8/28 is directly connected, Seriald/3/0

0/32 is directly connected, Seriald/3/0

Figura 21: Rutas establecidas del Router CALI
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d. Realizar un diagndéstico para comprobar que cada uno de los puntos de la red
se puedan ver y tengan conectividad entre si. Realizar esta prueba desde un host
de la red LAN del router CALI, primero a la red de MEDELLIN y luego al servidor.

» PC2-CALI-->PCl1-MEDELLIN
» PC2 - CALI--> SERVER - BOGOTA

¥ pc1-cau - m} X

Physical Config Desktop Programming Aftributes
——

(Command Prompt

Figura 22: PING PC2-CALI >MEDELLIN->SERVIDOR BOGOTA

Parte 4. Configuracion de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos
y estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la
red. Para esta labor se decide configurar listas de control de acceso (ACL) a los
routers.

Las condiciones para crear las ACL son las siguientes:
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a. Cada router debe estar habilitado para establecer conexiones Telnet con
los demas routers y tener acceso a cualquier dispositivo en la red.

» Establecer conexiones Telnet del Router BOGOTA a MEDELLIN y
CALI

¥ poGoma — O

Physical Config CL Attributes.
I

105 Command Line Interface

BOEOTA=en

Dassword:

BOGOTRAgtelnet 192 _1€3.1_%8
Trying 152.1ge2.1.592 .. _.COpen

Unauthorized access is strictly prohibited.

User RZccess Verification

Password:
MEDELLIN:en
Password:
MEDELLINgexit

[Connection to 192 _.1€8.1.5%8 closed by foreign host]
BOGOTAftelnet 192 .1€3.1.130

Trying 15%2.1€8.1.130 ...0pen

Unauthorized access is strictly prohibited.

User RZccess Verification

Password:
CALI=en

Password:
CALIfexit

[Connection to 1%2_.1€82.1_.130 closed by foreign host]
BOGOTAS|

Figura 23: Router BOGOTA a MEDELLIN y CALI
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> Establecer conexiones Telnet del Router MEDELLIN
CALI

a BOGOTA vy

¥ MEDELLIN

Phy=ical Config CL Attributes
I

105 Command Line Interface

HMEDELLIN#telnet 1952.1€28.1.57
Trying 15%2_1€8_.1_.57 .. _Open
Unauthorized access is strictly prohibited.

User Access Verification

Password:
BOEOTA=en
Password:
BOZOTAgexitc

[Connection to 13%2.1€28.1.5%7 closed by foreign host]
MEDELLIN#telnet 132.1€2.1.130

Trying 1%2_1€8_1_130 .. _Open

Unauthorized access is strictly prohibited.

User Access Verification

Password:
CALI>en

Password:
ChLIfexit

[Connection to 13%2.1€2.1.130 closed by foreign host]
HMEDELLINg

Figura 24: Telnet Router MEDELLIN a BOGOTA y CALI
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» Establecer conexiones Telnet del Router CALI a MEDELLIN y
BOGOTA

¥ cawl - O x

Physical Config CL Attributes
I

105 Command Line Interface

CALIftelnet 152.1€5.1.12%5 ~
Trying 1%2.1€28.1.125% _..Cpen
Unauthorized access is strictly prohibited.

User Access Verification

Password:
BOCOTA»en
Password:
BOZOTRgexit

[Connection to 15%2.1€8.1.125% closed by foreign host]
CALIftelnet 152.168.1.58

Trying 15%2.1€2.1.5%8 .._.Cpen

Unauthorized access is strictly prohibited.

User Access Verification

Password:
HMEDELLIN>en
Password:
MEDELLINgexit

[Connection to 152.1€8.1.98 closed by foreign host]
CALIg v

Figura 25: Telnet del Router CALI a MEDELLIN y BOGOTA

a. El equipo WS1 y el servidor se encuentran en la subred de administracién. Solo
el servidor de la subred de administracion debe tener acceso a cualquier otro
dispositivo en cualquier parte de la red.
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» Acceso del servidor BOGOTA a equipos CALI

¥ Server - BOGOTA — O X

Physical Config Services

(Command Prompt

Pinging 1 with

Programming Aftributes

t ti

t
imate round trip tim
Minimam lms, M

with

imate round trip times in milli-se
Minimum = 1 mum = lims, A

Figura 26: Acceso del servidor BOGOTA a equipos CALI

» Acceso del servidor BOGOTA a equipos MEDELLIN

W Server - BOGOTA — m} b

Physical Cenfig Services

Command Prompt

Programming Aftributes

with

with

Figura 27: Acceso del servidor BOGOTA a equipos MEDELLIN
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» Acceso del WS 1 BOGOTA a equipos CALI

¥ ws1-BOGOTA - O X

Physical Config

Programming Atftributes

mmand Line 1.0

Ping statist
Packets:

Figura 28: Acceso del WS 1 BOGOTA a equipos CALI

» Acceso del WS 1 BOGOTA a equipos MEDELLIN

¥ ws1-BOGOTA — | X

Physical Config

Programming Attributes.

with

Pinging 1

1y

Figura 29: Acceso del WS 1 BOGOTA a equipos MEDELLIN
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b. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar con el
servidor.

» Configuracion ACL Router BOGOTA

Unauthorized access is strictly prohibited.

User Access Verification

Password:

BOGOTA>en

Password:

BOGOTA#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#access-list 101 permit ip 192.168.1.0 0.0.0.255 host
192.168.1.1

BOGOTA(config)#access-list 101 permit ip 192.168.1.0 0.0.0.255 host
192.168.1.98

BOGOTA(config)#access-list 101 permit ip 192.168.1.0 0.0.0.255 host
192.168.1.130

BOGOTA(config)#access-list 101 permit ip host 192.168.1.20 192.168.1.32
0.0.0.255

BOGOTA(config)#access-list 101 permit ip host 192.168.1.20 192.168.1.64
0.0.0.255

BOGOTA(config)#access-list 101 deny ip any any
BOGOTA(config)#int g0/0

BOGOTA(config-if)#ip access-group 101 in

BOGOTA(config-if)#exit

BOGOTA(config)#

» Configuracién ACL Router MEDELLIN

Unauthorized access is strictly prohibited.

User Access Verification

Password:

MEDELLIN>en

Password:

MEDELLIN#config t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#access-list 100 permit ip 192.168.1.32 0.0.0.255 host
192.168.1.33
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MEDELLIN(config)#access-list 100 permit ip 192.168.1.32 0.0.0.255 host
192.168.1.97

MEDELLIN(config)#access-list 100 permit ip 192.168.1.32 0.0.0.255 host
192.168.1.130

MEDELLIN(config)#access-list 100 permit ip 192.168.1.32 0.0.0.255 host
192.168.1.20

MEDELLIN(config)#access-list 100 deny ip any any
MEDELLIN(config)#int g0/0

MEDELLIN(config-if)#ip access-group 100 in

MEDELLIN(config-if)#exit

MEDELLIN(config)#

Configuracién ACL Router CALI

Unauthorized access is strictly prohibited.

User Access Verification

Password:

CALI>en

Password:

CALl#config t

Enter configu