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—— Abstract

It is known that the mutual information, in the sense of Kolmogorov complexity, of any pair of
strings x and y is equal to the length of the longest shared secret key that two parties can establish
via a probabilistic protocol with interaction on a public channel, assuming that the parties hold as
their inputs x and y respectively. We determine the worst-case communication complexity of this
problem for the setting where the parties can use private sources of random bits.

We show that for some z, y the communication complexity of the secret key agreement does not
decrease even if the parties have to agree on a secret key the size of which is much smaller than the
mutual information between x and y. On the other hand, we provide examples of x, y such that the
communication complexity of the protocol declines gradually with the size of the derived secret key.

The proof of the main result uses spectral properties of appropriate graphs and the expander
mixing lemma as well as various information theoretic techniques.
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1 Introduction

In this paper we deal with Kolmogorov complezity and mutual information, which are the
central notions of algorithmic information theory. Kolmogorov complexity C(x) of a string
x is the length of the shortest program that prints x. Similarly, Kolmogorov complexity
C(z|y) of a string « given y is the length of the shortest program that prints  when y is
given as the input. Let us consider two strings « and y. The mutual information I(x : y)
can be defined by a formula: I(z:y) = C(x) + C(y) — C(z,y). Intuitively, this quantity is
the information shared by x and y. In general, it cannot be “materialized” as one object of
complexity I(x : y) that can be easily extracted from both x and y. However, this quantity
has a sort of operational interpretation. The mutual information of x and y is essentially
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equal to the size of a longest shared secret key that two parties, one having x and the other
one having y, and both parties also possessing the complexity profile of the two strings can
establish via a probabilistic protocol:

» Theorem 1 (sketchy version; see [16] for a more precise statement).

(a) There is a secret key agreement protocol that, for every n-bit strings = and y, allows
Alice and Bob to compute with high probability a shared secret key z of length equal to
the mutual information of z and y (up to an O(logn) additive term).

(b) No protocol can produce a longer shared secret key (up to an O(logn) additive term).

In this paper we study the communication complexity of the protocols that appear in this

theorem. The statement of Theorem 1 in the form given above is vague and sketchy. Before

we proceed with our results, we must clarify the setting of this theorem: we should explain
the rules of the game between Alice, Bob, and the eavesdropper, and specify the notion of

“secrecy” of the key in this context.

» Clarification 1 (secrecy). In this theorem we say that the obtained key z is “secret” in
the sense that it looks random. Technically, it must be (almost) incompressible, even from
the point of view of the eavesdropper who does not know the inputs = and y but intercepts
the communication between Alice and Bob. More formally, if ¢ denotes the transcript of the
communication, we require that C'(z|t) > |z| — O(1). We will need to make this requirement
even slightly stronger, see below.

» Clarification 2 (randomized protocols). In this communication model we assume that Alice
and Bob may use additional randomness. Each of them can toss a fair coin and produce a
sequence of random bits with a uniform distribution. The private random bits produced by
Alice and Bob are accessible only to Alice and Bob respectively. (Of course, Alice and Bob
can send the produced random bits to each other, but then this information becomes visible
to the eavesdropper.)

In an alternative setting, Alice and Bob use a common public source of randomness (also
accessible to the eavesdropper). The model with public randomness is easier to analyze, see
[16], and in this paper we focus on the setting with private randomness.

» Clarification 3 (minor auxiliary inputs). We assume also that besides the main inputs z
and y Alice and Bob both are given the complexity profile of the input, i.e., the values C(x),
C(y), and I(x : y). Such a concession is unavoidable for the positive part of the theorem.
Indeed, Kolmogorov complexity and mutual information are non-computable; so there is no
computable protocol that finds a z of size I(z : y) unless the value of the mutual information
is given to Alice and Bob as a promise. This supplementary information is rather small, it
can be represented by only O(logn) bits. The theorem remains valid if we assume that this
auxiliary data is known to the eavesdropper. So, formally speaking, the protocol should find
a key z such that C(z|t, complexity profile of (z,y)) > |z| — O(1).

Now we can formulate the main question studied in this paper:

» Central Question. What is the optimal communication complexity of the communication
problem from Theorem 1?7 That is, how many bits should Alice and Bob send to each other
to agree on a common secret key?

A protocol proposed in [16] allows to compute for all pairs of inputs a shared secret key of
length equal to the mutual information of x and y with communication complexity

min{C(zly), C(ylz)} + O(log n). (1)
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Alice and Bob may need to send to each other different number of bits for different pairs
of input (even with the same mutual information). It was proven in [16] that in the worst
case (i.e., for some pairs of inputs (z,y)) the communication complexity (1) is optimal for
communication protocols using only public randomness. The natural question whether this
bound remains optimal for protocols with private sources of random bits remained open
(see Open Question 1 in [16]). The main result of this paper is the positive answer to this
question. More specifically, we provide explicit examples of pairs (z,y) such that

I(zx:y) = 0.5n+0(logn)
C(zly) = 0.5n+O(logn) (2)
C(ylr) = 0.5n+ O(logn)

and in every communication protocol satisfying Theorem 1 (with private random bits)
Alice and Bob must exchange approximately 0.5n bits of information. Moreover, the same
communication complexity is required even if Alice and Bob want to agree on a much smaller
secret key of size, say, w(logn).

» Theorem 2. Let 7 be a communication protocol such that given inputs = and y satisfying (2)
Alice and Bob use poly(n) private random bits and compute with probability > 1/2 a shared
secret key z of length 6(n) = w(logn). Then for every n there exists a pair of n-bit strings
(z,y) satisfying (2) such that following this communication protocol with inputs x and y,
Alice and Bob send to each other messages with a total length of at least 0.5n — O(logn)
bits. In other words, the worst-case communication complexity of the protocol is at least
0.5n — O(logn).

» Remark 1. We assume that the computational protocol 7 used by Alice and Bob is
computable, i.e., the parties send messages and compute the final result by following rules
that can be computed given the length of the inputs. We may assume that the protocol is
public (known to the eavesdropper). The constants hidden in the O(-) notation may depend
on the protocol, as well as on the choice of the optimal description method in the definition
of Kolmogorov complexity.

An alternative approach might be as follows. We might assume that the protocol 7 is not

uniformly computable (but its description is available to Alice, Bob, and to the eavesdropper).

Then substantially the same result can be proven for Kolmogorov complexity relativized
conditional on m. That is, we should define Kolmogorov complexity and mutual information
in terms of programs that can access 7 as an oracle, and the inputs z and y should satisfy a
version of (2) with the relativized Kolmogorov complexity. Our main result can be proven
for this setting (literally the same arguments applies). However, to simplify the notation, we
focus on the setting with only computable communication protocols (whose size does not
depend on n).

Theorem 2 can be viewed as a special case of the general question of “extractability” of
the mutual information studied in [4]. We prove this theorem for two specific examples of
pairs (z,y). In the first example x and y are a line and a point incident with each other
in a discrete affine plane. In the second example x and y are points of the discrete plane
with a fixed distance between them. The proof consists in a combination of a spectral
and information-theoretical techniques. In fact, our argument applies to all pairs with
similar spectral properties. Our main technical tools are the Expander Mixing Lemma (see
Lemma 9) and the lemma on non-negativity of the triple mutual information (see Lemma 14).
We also use Muchnik’s theorem on conditional descriptions with multiple conditions (see
Proposition 15).
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The communication protocol proposed in [16] and Theorem 2 imply together that we
have the following phase transition phenomenon. When the inputs given to Alice and Bob
are a line and a point (incident with each other in a discrete affine plane), then the parties
can agree on a secret key of size I(z : y) with a communication complexity slightly above
min{C(z|y), C(y|z)}. But when a communication complexity is slightly below this threshold,
the optimal size of the secret key sinks immediately to O(logn).

We also show that the “phase transition” property mentioned above is not universally
true. There exist pairs (z,y) with the same values of Kolmogorov complexities and the
same mutual information as in the example above, but with a sharply different trade-off
between the size of a secret key and the communication complexity needed to establish this
key. In fact, for some (x,y) the size of the optimal secret key decreases gradually with the
communication complexity of the protocol. More specifically, we show that for some x and
y, Alice and Bob can agree on a secret key of any size k (which can be chosen arbitrarily
between 0 and I(x : y)) via a protocol with a communication complexity of ©(k).

Historical digression: classical information theory. The problem of secret key agreement
was initially proposed in the framework of classical information theory by Ahlswede and
Csiszar, [1] and Maurer, [12]. In these original papers the problem was studied for the case
when the input data is a pair of random variables (X,Y") obtained by n independent draws
from a joint distribution (Alice can access X and Bob can access V). In this setting, the
mutual information between X and Y and the secrecy of the key are measured in terms of
Shannon entropy. Ahlswede and Csiszar in [1] and Maurer in [12] proved that the longest
shared secret key that Alice and Bob can establish via a communication protocol is equal
to Shannon’s mutual information between X and Y. This problem was extensively studied
by many subsequent works in various restricted settings, see the survey [19]. The optimal
communication complexity of this problem for the general setting remains unknown, though
substantial progress has been made (see, e.g., [20, 10]).

There is a deep connection between the frameworks of classical information theory
(based in Shannon entropy) and algorithmic information theory (based on Kolmogorov
complexity). It can be shown that the statements of Theorem 1 and Theorem 2 imply similar
statements in Shannon’s theory. We refer the reader to [16] for a more detailed discussion
of parallels and differences between Shannon’s and Kolmogorov’s version of the problem of
secret key agreement. Here we only mention two important distinctions between Shannon’s
and Kolmogorov’s framework. The first one regards ergodicity of the input data. Most
results on secret key agreement in Shannon’s framework are proven with the assumption that
the input data are obtained from a sequence of independent identically distributed random
variables (or at least enjoy some properties of ergodicity and stationarity). In the setting
of Kolmogorov complexity we usually deal with inputs obtained in “one shot” without any
assumption of ergodicity of the sources (see, in particular, Example 1 and Example 2 below).
Another distinction regards the definition of correctness of the protocol. The usual paradigm
in classical information theory is to require that the communication protocol works properly
for most randomly chosen inputs. In our approach, we prove a stronger property: for each
valid pair of input data, the protocol works properly with high probability (this approach is
more typical for the theory of communication complexity).

Organization of the paper. The rest of the paper is organized as follows. In Section 2 we
translate information theoretic properties of pairs (z,y) in the language of graph theory and
present three explicit examples of pairs (z,y) satisfying (2),
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Example 1 involves finite geometry, x and y are incident points and lines on a finite plane;

Example 2 uses a discrete version of the Euclidean distance, x and y are points on the

discrete plane with a known quasi-Euclidean distance between them;

Example 3 involves z and y that are binary strings with a fixed Hamming distance

between them.
The pairs (z,y) from these examples have pretty much the same complexity profile, but
the third example has significantly different spectral properties. In Section 3 we use a
spectral technique to analyze combinatorial properties of graphs and prove our main result
(Theorem 2) for the pairs (z,y) from Example 1 and Example 2 mentioned above. In Section 4
we show that the statement of Theorem 2 is not true for the pairs (z,y) from our Example 3:
for those = and y there is no “phase transition” mentioned above, and the size of the longest
achievable secret key depends continuously on the communication complexity of the protocol,
see Theorem 3 and Theorem 4.

Notation. Throughout this paper, | - | denotes the length of a string, C(z) denotes Kol-
mogorov complexity of z, and C(z|y) denotes conditional complexity of = given y. We use
the following standard notation: I(z : y) := C(x) + C(y) — C(z,y) stands for the mutual
information between x and y, and I(x : y|z) := C(z|z) + C(y|z) — C(x,y|z) stands for the
conditional mutual information between = and y given z. We refer the reader to the classical
paper [22] and to the textbooks [18] and [9] for a systematic introduction to Kolmogorov
complexity.

We study randomized communication protocols for parties (Alice and Bob) with private
sources of randomness. The transcript of the communication is the concatenation of messages
sent the parties to each other while following the protocol. Communication complexity
of a protocol is the maximal length of the transcript. A comprehensive introduction to
communication complexity can be found in [8].

2 From information theoretic properties to combinatorics of graphs

To study information theoretic properties of a pairs (z,y) we will embed this pair of strings
in a large set of pairs that are in some sense similar to each other. We will do it in the
language of bipartite graphs. The information theoretic properties of the initial pair (z,y)
will be determined by combinatorial properties of these graphs. In their turn, combinatorial
properties of these graphs will be proven using the spectral technique. In this section we
present three examples of (z,y) corresponding to three different constructions of graphs.
In next sections we will study spectral and combinatorial properties of these graphs and,
accordingly, information theoretic properties of these pairs (z,y).

We start with a simple lemma that establishes a correspondence between information
theoretic and combinatorial language for the properties of pairs (z,y).

» Lemma 2. Let G = (LU R, E) be a bipartite graph such that |L| = |R| = 2"t°M) and
the degree of each vertex is D = 20-57+000sn) - We qssume that this graph has an explicit
construction in the sense that the complete description of this graph (its adjacency matriz)
has Kolmogorov complexity O(logn). Then most (z,y) € E (pairs of vertices connected by
an edge) have the complexity profile (2).

(See the proof of the lemma in the full version of the paper.)

» Remark 3. In a graph satisfying the conditions of Lemma 2 each vertex has D = 20-57
neighbors. Therefore, for all (z,y) € E we have C(zly) < 0.5n + O(logn), C(ylz) <
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0.5n + O(logn), (given z, we can specify y by its index in the list of all neighbors of = and
vice-versa.) From Lemma 2 it follows that for most (z,y) € E these inequalities are tight,
ie., C(z|ly) = 0.5n 4+ O(logn) and C(y|x) = 0.5n + O(logn).

» Example 1 (discrete plane). Let [, be a finite field of cardinality ¢ = 2". Consider the
set L of points on plane ]Fg and the set R of non-vertical lines, which can be represented
as affine functions y = ax — b for (a,b) € ]Fg. Let G = (LU R, E) be the bipartite graph
where a point (x,yo) is connected to a line y = ax — b if and only if it is on the line i.e.
Yo = axg — b. Clearly |L| = |R| = 22". The degree of each vertex is 2" since there are exactly
q points on each line and there are exactly ¢ lines on each point. In the sequel we denote
this graph by GFL.

This graph (or its adjacency matrix) can be constructed effectively when the field F, is
given. We assume a standard construction of the field Fa» to be fixed. Thus, the graph is
uniquely defined by the binary representation of n. Therefore, we need only O(logn) bits to
describe the graph (as a finite object). Lemma 2 applies to this graph, so for most (z,y) € E
the equalities in (2) are satisfied.

» Example 2 (discrete Euclidean distance). Let F, be a finite field of order ¢, where
q is an odd prime power. Let us define the distance function between two points in
F? as dist((z1,22), (y1,92)) = (21 — 11)® + (22 — y2)*. For every r € F, \ {0} we de-
fine the finite Fuclidean distance graph G = (L U R, E) as follows: L = R = ]Fg, and
E = {((z1,72), (y1,y2)) : dist((z1,72), (y1,y2)) = r}. Obviously, |L| = |R| = ¢*. It can be
shown that the degree of this graph is O(q), and |E| = O(¢?), see [13].

For every integer n > 0 we fix a prime number ¢,, such that [2log ¢, ] = n. For the defined
above graph G = (L U R, E) for this F,  we have |L| = |R| = 2"*°() and |E| = 21-57+00)
and Lemma 2 applies to this graph. We should also fix the value of . Any non-zero element
of F,,, would serve the purpose, it only should be computable from n. For simplicity we may
assume that 7 = 1. In the sequel we denote this graph by GEue.

» Example 3 (Hamming distance). We choose 6 € (0, 1) such that h(6) = 0.5 for h(0) :=
—0log0—(1—0)log(1—0). Let L = R = {0,1}". We define the bipartite graph G = (LUR, E)
so that two strings (vertices) from L and R are connected if and only if the Hamming
distance between them is 6n. Clearly |L| = |R| = 2". The degree of each vertex is
D= (07;) = 20-5n+0(ogn) T emma 2 applies to this graph. Therefore, for most (z,y) € E we
have (2). In the sequel we denote this graph by Gggm

We are interested in properties of (x,y) that are much subtler than those from Lemma 2.
For example, we would like to know whether there exists a z materializing a part of the
mutual information between x and y (i.e., such that C(z|x) = 0, C(z]y) = 0, and C(z) > 0).
These subtler properties are not determined completely by the “complexity profile” of (x,y).
In particular, we will see that some of these properties are different for pairs (z,y) from
Example 1 and Example 2 on the one hand and from Example 3 on the other hand. In the
next section we will show that some information theoretic properties of (xz,y) are connected
with the spectral properties of these graphs.

Randomized communication protocols in the information theoretic framework. In our
main results we discuss communication protocols with two parties, Alice and Bob, who are
given inputs x and y. We will assume that Alice and Bob are given the ends of some edge
(z,y) from G, from GEu¢ or from Gg{gm.

n
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We admit randomized communication protocols with private sources of randomness.
Technically this means that besides the inputs x and y, Alice and Bob are given strings of
random bits, r4 and rp respectively. We assume that both r4 and rp are binary strings
from {0,1}"™ for some m = poly(n).

It is helpful to represent the entire inputs available to Alice and Bob as an edge in a
graph. The data available to Alice are 2’ := (x,r4) and the data available to Bob are
y = (y,rp). We can think of the pair (2/,y’) as an edge in the graph @ =GPl @ Kyrm

(if (z,y) is an edge in GI'), or G/f?c = GPue @ Ky (if (z,y) is an edge in GEu¢), or
G/g?’” = Gé{gm ® Ky (if, respectively, (z,y) is an edge in Gg{fbm). Here K is a
complete bipartite graph with M = 2™ vertices in each part, and ® denotes the usual tensor
product of bipartite graphs.

Keeping in mind Example 1, Example 2, and Example 3, we obtain that for most edges

(2/,y') in GL', in GEue, and in GE ™ we have

Ci')y = n 4+ m+0(logn),
Cy) = mn 4+ m+0O(logn),
Cz',y) = 1.5n + 2m+ O(logn).

3 Bounds with the spectral method

3.1 Information inequalities from the graph spectrum

In this section we show that spectral properties of a graph can be used to prove information
theoretic inequalities for pairs (x,y) corresponding to the edges in this graph. We start with
a reminder of the standard considerations involving the spectral gap of a graph.

Let G = (LUR, E) be a regular bipartite graph of degree D on 2N vertices (|L| = |R| = N,
each edge e € F connects one vertex from L with another one from R, and each vertex is
incident to exactly D edges). The adjacency matrix of such a graph is a (2NV) x (2N) zero-one
J
0
matrix of the graph; J,;, = 1 if and only if there is an edge between the a-th vertex in L
and the b-th vertex in R). Let Ay > A2 > ... > Aan be the eigenvalues of H. Since H is
symmetric, all A; are real numbers. It is well know that for a bipartite graph the spectrum is
symmetric, i.e.;, \; = —Aany_;41 for each . As the degree of each vertex in the graph is equal
to D, we have A\ = —Aoy = D. We focus on the second eigenvalue of the graph Ao; we are
interested in graphs such that Ao < Ay (that is, the spectral gap is large).

matrix H of the form < JOT (the N x N submatrix J is usually called bi-adjacency

» Remark 4. If the bi-adjacency matrix of the graph is symmetric, then the spectrum of the

(2N) x (2N) matrix H consists of the eigenvalues of the N x N matrix J and their opposites.

This observation makes the computation of the eigenvalues simpler.

It is immediately clear that the bi-adjacency matrices of the bipartite graphs from
Example 2 and Example 3 are symmetric. For Example 1 this is also true, since a point with
coordinates (z,y) and a line indexed (a, b) are incident if a - —y — b = 0.

In the sequel we will use the fact that for the graphs from Example 1 and Example 2 the

value of Ay is much less than A\; = D:

» Lemma 5 (see lemma 5.1 in [15]). For the bipartite graph GE' from Ezample 1 (incident
points and lines on plane Fi} the second eigenvalue is equal to \/q = VD.

44:7
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» Remark 6. We prove the main result of this paper (Theorem 2) for the construction of
(z,y) from Example 1. The same result can be proven for a similar (and even somewhat
more symmetric) construction: we can take lines and points in the projective plane over a
finite field. The projective plane has spectral properties similar to Lemma 5.

» Lemma 7 (see theorem 3 in [13]). For the bipartite graph GE*¢ from Example 2 (a discrete
version of the Euclidean distance) the second eigenvalue is equal to O(,/q) = O(V/'D).

» Remark 8. For the tensor product of two graphs G1 ® g, the eigenvalues can be obtained
as pairwise products of the eigenvalues of G; and Ga. So, for the graph GF'! (see p. 7) the
eigenvalues are all pairwise products of the graph of incidents lines and points GF! and the
complete bipartite graph Kz pr. For GE! the first eigenvalue D and the second eigenvalue
V/D. The bi-adjacency matrix of Kz s is the M x M matrix with 1’s in each cell. It is
not hard to see that its maximal eigenvalue is M and all other eigenvalues are 0. Therefore,
the first eigenvalue of GE? is equal to M D and the second one is equal to M VD. A similar
observation is valid for GEue,

It is well known that the graphs with a large gap between the first and the second
eigenvalues have nice combinatorial properties (vertex expansion, strong connectivity, mixing).
One version of this property is expressed by the expander mixing lemma, which was observed
by several researchers (see, e.g., [6, lemma 2.5] or [2, theorem 9.2.1]). We use a variant of
the expander mixing lemma for bipartite graphs (see [5]):

» Lemma 9 (Expander Mixing Lemma). Let G = (L U R, E) be a regular bipartite graph,
where |L| = |R| = N and each vertex has degree D. Then for each A C L and B C R we

have ‘E(A7 B) — W‘ < Aav/|A| - | B, where Ay is the second largest eigenvalue of the
adjacency matriz of G and E(A, B) is the number of edges between A and B.

» Remark 10. In what follows we apply Lemma 9 to the graphs with a large gap between D
and Ag. This technique is pretty common. See, e.g., [21, Theorem 3] where the Expander
Mixing Lemma was applied to the graph from Example 1. Due to technical reasons, we
will need to apply the Expander Mixing Lemma not only to the graph G! from Example 1
and GE¥¢ from Example 2 but also to the tensor product of these graphs and a complete
bipartite graph, see below.

In what follows we use a straightforward corollary of the expander mixing lemma:

» Corollary 11. (a) Let G = (LU R, E) be a graph satisfying the same conditions as in
Lemma 2 with Ay = O(V/D). Then for A C L and B C R such that |A| - |B| > N?/D we
have

3)

|E(A,B)| =0 (D'A|'|B|) .

N

(b) Let G = (LUR, E) be the same graph as in (a), and let Ky be a complete bipartite
graph for some integer M. Define the tensor product of these graphs G=G® K (this
is a bipartite graph (L U R, E) with |L| = |R| = N - M, with degree D - M ). Then for all
subsets A C L and B C R such that |A| - |B| > (MN)2/D inequality (3) holds true.

(See the proof of the corollary in the full version of the paper.)

Now we translate the combinatorial property of mizring in the information-theoretic
language. We show that a large spectral gap in a graph implies some inequality for Kolmogorov
complexity that is valid for each pair of adjacent vertex in this graph. We do it in the next
lemma, which is the main technical ingredient of the proof of our main result.
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» Lemma 12. Let G = (LU R, E) be a graph satisfying the same conditions as in Lemma 2,
with |L| = |R| = N and degree D = O(v/N). Assume also that the second largest eigenvalue
of this graph is Ao = O(v/D). Let Ky v be a complete bipartite graph for some M = 2™.
Define the tensor product of these graphs G := G @ K-

For each edge (x,y) in G and for all w, if C(x|w) + C(y|lw) > 1.5n + 2m then we have
I(z : ylw) > 0.5n 4+ O(log k), where k = n+ m.

» Remark 13. Note that Lemma 12 applies to the graphs from Example 1 and Example 2
due to Lemma 5 and Lemma 7 respectively.

Proof. Denote a = C(z|w) and b = C(y|lw). By the assumption of the lemma we have
a+b>1.5n+2m. Let A be the set of all 2’ € L such that C(2'|w) < a and B be the set of
all ¥’ € R such that C(y'|w) < b. Note that by definition A contains x and B contains y. In
what follows we show that for all pairs (2/,y') € (A x B)N E we have C(z,y) < a+b—0.5n.

> Claim 1. We have |A| = 20100ogk) and |B| = 2b+0Oogk),

Proof of the claim 1: We start with a proof of the upper bounds. Each element of A can be
obtained from w with a programs (description) of length at most a. Therefore, the number
of elements in A is not greater than the number of such descriptions, which is at most
1+2+...42% <29 Similarly, the number of elements in B is less than 2°+1.

Now we proceed with the lower bounds. Given w and an integer number a we can take all
programs of size at most a, apply them to w and run in parallel. As some programs converge,
we will discover one by one all elements in A (though we do not know when the last stopping
program terminates, and when the last element of A is revealed). The element x must appear
in this enumeration. Therefore, we can identify it given its position in this list, which requires
only log |A| bits. Thus, we have C(z|w) < log |A|+ O(log k) (the logarithmic additive term is
needed to specify the binary expansion of a). On the other hand, we know that C(z|w) = a.
It follows that |A| > 2¢~90°8k) and we are done. The lower bound |B| > 20=9(°8%) can be
proven in a similar way. <

> Claim 2. The number of edges between A and B is rather small: [(A x B) N E| <
19) (D-IfJ\J~IBI> )

Proof of the claim 2: By Claim 1 we have |A| = 20t0008k) and |B| = 26+00ogk)  GQince
a+b > 1.5n we obtain |A| - |B| = 20tb+0oghk) > gldnt2m — (N\)2/D. Hence, we can
apply Corollary 11 (b) and obtain the claim. N

> Claim 3. For all pairs (2/,y") € (Ax B)NE we have C(2/,y'|w) < log|E(A, B)|+O0(log k).

Proof of the claim 3: Given a string w and the integer numbers a, b, we can run in parallel
all programs of length at most a and b (applied to w) and reveal one by one all elements of
A and B. If we have in addition the integer number n, then we can construct the graph G
and enumerate all edges between A and B in the graph G. The pair (a’,b') must appear in
this enumeration. Therefore, we can identify it by its ordinal number in this enumeration.
Thus, C(2/,y'|w) < log|E(A, B)| + O(log k), where the logarithmic term involves the binary
expansions of n, a, and b.

Now we can finish the proof of the lemma. By claim 3, we have C'(z’,y'|w) <log |E(A, B)|+
O(log k) for all pairs 2/, y" € (A x B)N E. By using claim 2, we obtain C(z’,y'|w) <log D +
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log |A|+log | B| —log N 4+O(1). With claim 1 this rewrites to C(z’,y'|w) < a+b—0.5n+0(1).
Now we apply this inequality to the initial x and y:

Iz : y|w) C(a'|w) + C(y'|w) = C(a', y'|w) + O(logn)

> a+b—(a+b—0.5n)+ O(logk) — O(logn) = 0.5n + O(logn).

3.2 Information inequalities for a secret key agreement

In this section we prove some information theoretic inequalities that hold true for the objects
involved in a communication protocol: the inputs given to Alice and Bob, the transcript of
the communication, and the final result computed by Alice and Bob.

In the sequel we use the following lemma from [16] (see also a similar result proven for
Shannon entropy in [7]):

» Lemma 14 ([16]). Let us consider a communication protocol with two parties. Denote by x
and y the inputs of the parties, and denote by t = t(x,y) the transcript of the communication
between the parties. Then I(z : y|t) < I(x : y) + O(logn), where n is the sum of complexities
of x,y,t.

» Proposition 15 (Muchnik’s theorem on conditional descriptions, [14]). (a) Let a and b be
arbitrary strings of length at most n. Then there exists a string p of length C(alb) such that
C(pla) = O(logn) and C(a|p,b) = O(logn).

(b) Let a,by,by be arbitrary strings of length at most n. Then there exist strings q1,
g2 of length C(albi) and length C(albz) respectively such that C(g;la) = O(logn) and
C(albj,q;) = O(logn) for j = 1,2; we may also require that one of the strings qi,q2 is a
prefiz of another one. As usual, the constants in O(logn)-notation do not depend on n.

» Remark 16. In Proposition 15(a) the string p can be interpreted as an almost shortest
description of a conditional on b that satisfies a nice additional property: it can be easily
computed given a. Similarly, in Proposition 15(b) the strings ¢; and g2 can be interpreted as
almost shortest descriptions of a given by and b respectively. The non-trivial part of (b) is
the requirement that one of the strings qi, g2 (the shorter one) is a prefix of the other (the
longer) one. In particular, if C(a|b;) = C(alb2), then ¢; = g2, and we can use one and the
same shortest program to transform by or by into a.

We combine Lemma 14 and Proposition 15 to prove the next technical lemma.

» Lemma 17. Assume a deterministic communication protocol for two parties on inputs x
and y gives transcript t and denote n = C(z,y,t).
(a) C(tlz, y) = Ollogn); (5) C(tlz) = I(t : ylz) + Ologn); (¢) C(tly) = I(t : aly) + Ologn);
(d) C(tlx) + C(tly) = I(t : z|y) + I(t : y|lz) + O(logn) < C(t) + O(logn);
(e) There exist t, and t, such that

Clt) = C(t]a) and C(t,) = C(tly),

C(tg]t) = O(logn) and C(t,]t) = O(logn),

C(t|ty, z) = O(logn) and C(t|t,,y) = O(logn),

Cl(ty,ty) = C(tz) + C(ty) + O(logn).
Speaking informally, t, and t, are “fingerprints” of t that can play the roles of (almost)
shortest descriptions of t conditional on x and y respectively. The last condition means that
the mutual information between t, and t, is negligibly small.
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This lemma is a technical statement, and its claim (e) might look artificial. However, this
claim has an intuitive motivation. In natural examples of communication protocols, each
message of Alice can be chosen in such a way that it is has virtually no mutual information
with Bob’s input y (even given all the previous messages of the protocol as a condition).
Similarly, each message of Bob can be chosen in such a way that it has virtually no mutual
information with Alice’s input = (again, given all the previous messages of the protocol as a
condition). In such a “natural” protocol, the communication transcript can be subdivided into
two components with (virtually) no mutual information between them: the first component
t 4 consists of all Alice’s messages, and the second component ¢ g consists of all Bob’s messages.
Then, these components would have properties similar to those of ¢, and ¢, in the lemma.
Thus, a transformation of the transcript ¢ into a pair (¢, ¢,) can be interpreted as a reduction
of an arbitrary protocol to a “compressed” form.

If a protocol is not “natural” in the sense explained above, we can compress all its messages
using Muchnik’s method (Lemma 15). But technically, the reduction of an arbitrary protocol
to its compressed version is more involved when the number of rounds in the protocol is
unbounded. In this case we have to use a less intuitive argument based on Lemma 14, which
helps to handle the transcript of a protocol in one piece, without splitting it into separate
messages. The complete proof of Lemma 17 is given in the full version of the paper.

3.3 Proof of the main result

Now we are ready to combine the spectral technique from Section 3.1 and the information
theoretic technique from Section 3.2 and prove our main result.

Proof of Theorem 2. Let us take a pair of (x,y) from Example 1 or Example 2. We know
that it satisfies (2). Assume that in a communication protocol 7 Alice and Bob (given as
inputs z and y respectively) agree on a secret key z of size §(n). We will prove a lower
bound on the communication in this protocol. To simplify the notation, in what follows we
ignore the description of 7 in all complexity terms (assuming that it is a constant, which is
negligible compared with n).

In this proof we will deal with four objects: the inputs 2’ = (x,74) and y' = (y,rg), the
transcript ¢, and the output of the protocol (secret key) z. Our aim is to prove that C(t)
cannot be much less than 0.5n. This is enough to conclude that the length of the transcript
measured in bits (which is exactly the communication complexity of the protocol) also cannot
be much less than 0.5n. Due to some technical reasons that will be clarified below we need
to reduce in some sense the sizes of ¢t and z.

Reduction of the key. First of all, we reduce the size of z. This step might seem counter-
intuitive: we make the assumption of the theorem weaker suggesting that Alice and Bob
agree on a rather small secret key. We know from [16] that C'(z) can be pretty large (more
specifically, it can be of complexity 0.5n + O(logn)). However, we prefer to deal with
protocols where Alice and Bob agree on a moderately small (but still not negligibly small)
key. To this end we may need to degrade the given communication protocol and reduce the
size of the secret key to the value plogn (the constant p to be chosen later). It is simple to
make the protocol weaker: if the original protocol provides a common secret key z of bigger
size, then in the degraded protocol Alice and Bob can take only the d(n) first bits of this key.
Thus, without loss of generality, we may assume that the protocol gives a secret key z with
complexity d(n) = plogn.
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Reduction of the transcript. Now we perform a reduction of . We known from Lemma 14
that the difference I(a’ : y') — I(a’ : ¢'|t) is non-negative. We want to reduce t to a ¢’ such
that the difference I(z’ : y') — I(2' : ¢'|t') is exactly O (here ezactly means, as usual, an
equality that holds up to O(logn)). To this end, we apply Lemma 17 to the triple (2/,y’,?)
and obtain ¢, and ¢,, which play the roles of optimal descriptions of ¢ given the conditions
«’ and y' respectively. We let t' := (t,,t,). Though technically this ¢’ is not a transcript of
any communication protocol, we will see that in some sense it behaves similarly to the initial
transcript.

We know from Lemma 17(d,e) that C(t') < C(t) + O(logn). Thus, to prove the theorem,
it is enough to show that C(t') > 0.5n — 2§(n) — O(logn).

» Lemma 18. Fort' = (t,,t,) we have the following equalities:
(a) C(&'|t',z) =n+m—C(t,) —d(n) + O(logn),
b)) CWI\t,z)=n+m—C(ty) —d(n) + O(logn), and
(c) I(x' : |t/ z) =I(z' : y') — C(2) + O(logn) = 0.5n — 6(n) + O(logn).

(See the proof of the lemma in the full version of the paper.)
Now we are ready to prove the theorem. Assume that

C(ty) + C(ty) < 0.5n —26(n) — Alogn. (4)

If the constant A is large enough, then we obtain from Lemma 18(a,b) C(2'|t', 2) +C(y'|t/, z) >
1.5n 4+ 2m. Now we can apply Lemma 12 (the spectral bound applies to Example 1 and
Example 2, see Remark 13), which gives

I(z':y/|t',z) > 0.5n + O(logn). (5)

Comparing Lemma 18(c) and (5) we conclude that §(n) = O(logn) (the constant hidden in
O(-) depends only on the choice of optimal description method in the definition of Kolmogorov
complexity). This contradicts the assumption §(n) = plogn, if u is chosen large enough.
Therefore, the assumption in (4) is false (without this assumption we cannot apply Lemma 12
and conclude with (5)).

The negation of (4) gives C(t) > C(t;) + C(t,) — O(logn) > 0.5n — 26(n) — O(logn),
and we are done. <

4 Pairs with a fixed Hamming distance

Theorem 2 estimates communication complexity of the protocol in the worst case. For some
classes of inputs (z,y) there might exist more efficient communication protocol. In this
section we study one such special class — the pairs (z,y) from Example 3. The spectral
argument from the previous section does not apply to this example. The spectral gap for the
graph from Example 3 is too small: for this graph we have A2 = ©(\;), while in Example 1
and Example 2 we had \y = O(\f)\l) (the eigenvalues of the graph from Example 3 can be
computed explicitly, see [3] and the survey [11]).

It is no accident that our proof of Theorem 2 fails on Example 3. In fact, the statement of
the theorem is not true for (z,y) from this example. In what follows we show that given these
2 and y Alice and Bob can agree on a secret key of any size m (intermediate between logn
and n/2) with communication complexity ©(m). The positive part of this statement (the
existence of a communication protocol with communication complexity O(m)) is proven in
Theorem 3. The negative part of the statement (the lower bound Q(m) for all communication
protocols) is proven in Theorem 4.
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» Theorem 3. For every ¢ € (0, 1) there exists a two-parties randomized communication
protocol 7 such that given inputs z and y from Example 3 (a pair of n-bit strings with the
Hamming distance 6n and complexity profile (2)) Alice and Bob with probability > 0.99
agree on a secret key z of size dn/2 — o(n) with communication complexity O(én). (The
constant hidden in the O(-) does not depend on n or §.)

Sketch of the proof. It is enough to apply the communication protocol from Theorem 1 (see
[16]) to the prefixes of x and y of length dn. See the full version of the paper for details. <

» Theorem 4. For every ¢ € (0,1) for every randomized communication protocol w such
that for inputs = and y from Example 3 Alice and Bob with probability > 0.99 agree on a
secret key z of size > dn, the communication complexity is at least 2(dn). (The constant
hidden in the Q(-) does not depend on n or §.)

Sketch of the proof. The argument is based on the following fact proven in [17]. For some

k = O(1) there exist two sequences of n-bit binary strings 1, ...,z and y1, ..., yr such that
I(x; s yilxit1) = O(logn) for i =0,...,k —1,
I(z; : yi|lyi+1) = O(logn) for i =0,...,k — 1,

(
I(zy : yr) = O(logn)
(here g = z and yg = y). The lower bound for communication complexity can be proven
with standard information inequalities applied to = = zqg, z1,...,Tr and y = Yo, Y1, - - -, Yk,
see the full version of the paper for details. <

5 Conclusion

In Theorem 2 we have proven a lower bound for communication complexity of protocols with
private randomness. The argument can be extended to the setting where Alice and Bob use
both private and public random bits (the private sources of randomness are available only to
Alice and Bob respectively; the public source of randomness is available to both parties and
to the eavesdropper). Thus, the problem of the worst case complexity is resolved for the most
general natural model of communication. At the same time, we have no characterization of
the optimal communication complexity of the secret key agreement for pairs of inputs (x,y)
that do not enjoy the spectral property required in Corollary 11. In particular, there is a
large gap between constant hidden in the O(dn) notation in Theorem 3 and in the Q(dn)
notation in and Theorem 4, so the question on the optimal trade-off between the secret key
size and communication complexity for (x,y) from Example 3 remains open (¢f. Conjecture 1
in [10] for an analogous problem in Shannon’s setting).

Our main result is proven only for communication protocols where Alice and Bob use at
most m < poly(C(z) + C(y)) random bits. The reason is that the proven bounds involve an
error term O(logm), which comes from the Kolmogorov—Levin theorem. We conjecture that
Theorem 2 remains valid without this restriction, although our proof fails if the number of
public random bits used in the protocol is super-polynomial.
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