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The Practical Problems and Legislative Improvements of
Cybercrime Governance

Li Shujing, Wu Chengjie

Abstract: China’s cybercrime governance has not formed a special legal norm on legislative technology, and

it has failed to meet the legal problems brought by the network era. It is necessary to face up to the paradigm
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changes brought by “the space-time separation” of cybercrime behavior, the fact that electronic data has become

the basis for important judgments, as well as the difficulty in collecting victims’ statements. As for the judicature,
under the premise of returning to the “exclusion of reasonable doubt” standards in criminal cases, it is realistic,
urgent and necessary to apply actively the “differentiated proof standard” to promote the formation of scientific
and reasonable evidence-acquisition rules. For the handling of the properties related to mass involved cyber fraud
cases, it is necessary to further strengthen the legislative norms to block the regulatory loopholes of third-party
payment institutions, and to ensure that legal means can be used to find out the victims’ information and the flow
of fraud funds in order to accelerate the freezing as well as the returning of the funds, so that the victims’ loss can
be recovered in time, and the up-to-date judicial concept of paying equal attention to the handling cases and the
recovering of damage will be realized. In accordance with the reality of the trials of cases, it is necessary to revise
the uncoordinated legal provisions that violate the logic of law, lack essential contents, or express inaccurately the
meaning of law, in order to guarantee the reasonableness of legal norms and the coherence of legal contents and to
avoid the divergence in applying them, ensuring the accurate determination of cases, the standardization of penalty
and the completion of the restitution of victims’ loss.

Keywords: cybercrime; evidence collection; property handling; legislative improvement
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