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Managing Consumer Privacy Concerns and Defensive Behaviours in the Digital 

Marketplace 

 

Abstract 

Purpose: The aim of this study is to examine privacy issues in the e-commerce context from a 

power-responsibility equilibrium theory (PRE) perspective. 

Design/Methodology/Approach: Data was collected using an online survey (n=335) from 

online shopping consumers. This study employed partial least squares-structural equation 

modeling (PLS-SEM) and fuzzy-set qualitative comparative analysis (fsQCA) techniques to 

empirically examine the proposed relationships. 

Findings: Lack of corporate privacy responsibility and regulatory protection can deprive 

consumers of privacy empowerment and damage consumer trust to trigger privacy concerns 

and subsequent defensive responses. Also, the fsQCA revealed five causal configurations to 

explain high consumer defensive behaviours. 

Research limitations/implications: This study identifies the importance of PRE theory in the 

privacy context. Consumer privacy concerns, privacy empowerment, and trust are established 

as strong mediators between corporate/regulatory privacy protection efforts and consumer 

backlash. The application of fsQCA verified that consumer privacy behaviour can be better 

explained by different configurations of the same causal antecedents. 

Practical implications: The findings highlight the importance of increasing trust and privacy 

empowerment as mechanisms to manage privacy concerns and consumer backlash through 

responsible organisational and regulatory privacy protections. The importance of balancing 

power and responsibility dynamics for maintaining a healthy information exchange 

environment is identified. 
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Originality/value: This study extends the PRE framework of privacy to include corporate 

privacy responsibility, privacy empowerment, and trust. This is one of the first studies to 

explore both antecedents and outcomes of privacy empowerment. Also, the application of 

complexity theory and fsQCA to explain consumers’ defensive responses is novel to the 

literature. 

Keywords Online privacy, Privacy empowerment, Power-responsibility equilibrium, Trust, 

Corporate privacy responsibility, Regulations, Complexity theory, fsQCA 
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Introduction 

Consumer data induces extensive advantages and risks for both consumers and companies. In 

today’s digital economy, the data generated by consumers has become a major marketing asset 

and a key revenue generator for companies. Inasmuch as that consumers’ information creates 

revenue and provides a competitive advantage to companies, managing privacy issues has 

become a key impediment for marketing and a formidable barrier to e-commerce growth 

(Bandara et al., 2019; Ferrell, 2017; Holtrop et al., 2017; Martin and Murphy, 2017; Petrescu 

and Krishen, 2018). 

Corporations hold asymmetric power over consumer data, and they have an inherent 

responsibility to properly manage data and protect consumer privacy (Flyverbom et al., 2019; 

Lwin et al., 2007; Zwitter, 2014). However, corporate data management efforts have created 

an unhealthy market environment with lack of trust and increased consumer vulnerability 

(Bandara et al., 2020a; Liao et al., 2011; Martin et al., 2017; Morey et al., 2015). Therefore, 

some scholars highlight the role of regulatory mechanisms to balance corporate power and 

achieve a healthy interaction level should be greater (Kucuk, 2016; Lwin et al., 2007). As 

asserted by Flyverbom et al. (2019, p. 15), “the roles and responsibilities of public and private 

actors when it comes to developing, operating, and governing digital infrastructures and the 

resources they command deserve much more scholarly attention.” Given these developments, 

the power and responsibility dynamics surrounding online privacy and how they impact 

consumers, need to be better understood. 

Consumers grow increasingly worried about their privacy and respond resentfully as the 

potential harm from firms collecting their data continues to expand exponentially. For instance, 

Martin et al. (2017) show that customer data vulnerabilities (e.g., data breach vulnerability, 

spillover vulnerabilities) lead to emotional and cognitive violations pushing consumers to act 

defensively by falsifying their information or switching their online behaviours. Likewise, 
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Poddar et al. (2009) also found that consumers’ engagement in the online space can vary from 

compliance to blatant falsification of their information based on perceived fair play by firms, 

the criticality of the exchange, and felt invasion of privacy. Lwin et al. (2016) reveal that, due 

to low communication quality of firms and high sensitivity of the information being shared, 

consumers are now more worried about their privacy and they respond by taking deflective and 

defensive behaviours. Echoing the findings of these studies, we identify the necessity to inquire 

and advance knowledge regarding consumer privacy protection (Bandara et al., 2020b; 

Kannan, 2017; Martin and Murphy, 2017; Pappas, 2018). This is vital as “privacy research 

should be grounded in existing knowledge and needs a refocus to address this rapidly changing 

digital environment” (Ferrell 2017, p. 160). 

In this study, we aim to understand what constitutes consumers’ privacy concerns and 

behaviours in the digital marketplace from a power-relations perspective. For this purpose, we 

use the power-responsibility equilibrium (PRE) theory (Davis et al., 1980; Laczniak and 

Murphy, 1993; Murphy et al., 2005) and the PRE framework of privacy (Lwin et al., 2007). 

We specifically aim to answer (1) what are the impacts of power holders (i.e., corporate privacy 

responsibility and privacy regulations) on consumer privacy concerns, privacy empowerment 

and trust, and (2) what are the impacts of privacy concerns, privacy empowerment and trust on 

consumers’ power-balancing strategies (i.e., defensive behaviours). Apart from identifying the 

direct causal antecedents, we also aim to identify different configurations or interactions of 

these antecedents to predict consumers’ defensive behaviours. Hence, the study aims to answer 

(3) what configurations of privacy-related antecedents lead to consumers’ highly defensive 

behaviours. 

The findings of this study are significant for several reasons. First, the study highlights 

the significance of PRE theory in the consumer privacy context. PRE has been identified as a 

useful ethical and social responsibility approach to investigate consumer privacy issues 
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(Krishen et al., 2017; Martin and Murphy, 2017). However, its empirical application in the 

privacy context remains largely limited (i.e., Krishen et al., 2017; Lwin et al., 2007). By using 

PRE, the study provides an integrated view of consumer privacy in today’s digital marketplace 

by amalgamating both antecedents and outcomes of privacy concerns and also by integrating 

consumer-business and citizen-government relationships within the same framework. Second, 

this study extends the PRE framework of privacy (Lwin et al., 2007) by including three new 

constructs: corporate privacy responsibility, privacy empowerment, and trust. Third, the study 

highlights the importance of increasing trust and privacy empowerment as mechanisms to 

alleviate privacy concerns and consumer backlash through organisational and regulatory 

efforts. Finally, this is one of the first studies to identify multiple causal configurations to 

predict consumers’ privacy-related defensive behaviours based on complexity theory (Fiss, 

2011; Woodside, 2014) and fuzzy-set qualitative comparative analysis (fsQCA) (Ragin, 2008). 

The following sections of the paper discuss the theoretical basis of the study, methods 

used to empirically test the proposed model, and the findings of the study. This will be followed 

by a discussion on the results and potential contributions of the study. 

 

Theoretical background 

Power-responsibility equilibrium 

The power-responsibility equilibrium theory advocates the balance between social power and 

social responsibility (Davis et al., 1980; Laczniak and Murphy, 1993; Murphy et al., 2005). In 

a balanced-power relationship, “people should treat others as equals, be more concerned about 

the welfare of others, and give benefits to others non-contingently” (Schaerer et al., 2018, p. 

78). Accordingly, this theory suggests that the powerful member in a relationship should 

exhibit power and responsibility equally toward the less powerful member. Those who do not 
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use power in a way that society considers responsible will lose their power in the long run 

(Caudill and Murphy, 2000). 

Based on the power-responsibility equilibrium theory, Lwin et al. (2007) developed the 

PRE framework of privacy. The authors clarified corporations and government on one side – 

the power holders who are expected to show responsibility and on the other side of consumers 

– the information providers who expect responsible use of power. Accordingly, consumers will 

take defensive actions when corporations and governments fail to promote equality in 

information exchange and effectively manage privacy protection. These defensive actions are 

driven by deficits in privacy protection by power holders (Caudill and Murphy, 2000; Lwin et 

al., 2007). The PRE framework of privacy is important as it integrates consumer-business and 

citizen-government relationships and thereby illustrates a broader integrated view of the 

influence of power holder responsibility on potentially damaging consumer actions. It is also 

useful as it imparts an integrated systems view by modelling privacy concerns of consumers as 

a mediating variable, indicating both of its causal and consequential roles. 

This study introduces an extended PRE framework of privacy (see Figure 1). We 

initiated this study with an extensive literature review, which was followed by a qualitative 

study based on semi-structured interviews with 30 online shopping consumers. We identified 

four themes related to consumers’ online privacy concerns, including corporate privacy 

responsibility, regulatory protection, consumer trust, and consumer privacy empowerment. 

These findings were incorporated into the PRE framework of privacy (Lwin et al., 2007). The 

focus of this paper is to empirically examine the proposed relationships indicated in Figure 1 

using survey data. 

 

Insert Figure 1 here 
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Consumer privacy concerns 

Information privacy is germane to the flow of information—what, by whom, why, and how 

information is collected and used (Bandara et al., 2019; Martin, 2016b). The study maintains 

that privacy concerns reflect worries when information is collected and used by entities for 

purposes and in ways that were not intended by the individual (Bandara et al., 2019). 

Consumers’ privacy concerns have risen due to the extensive amount and diverse methods of 

data collection. With the proliferation of big data, large volumes and varieties of data are 

seamlessly available to several parties to be readily exploited with relatively cheap yet 

advanced tools (Martin, 2016a; Martin et al., 2017). The apparatus that collect and generate 

large volumes and varieties of data are mostly invisible to consumers: The collection of data 

does not merely depend on direct interactions anymore (King and Forder, 2016). The secondary 

uses of data and third parties having access to consumer data have increased. Companies 

increasingly share data with tracking firms. They also sell to data aggregators. These data 

aggregators consolidate data from different sources and re-sell data in the market (Flyverbom 

et al., 2019). Such practices have raised privacy concerns as the obfuscation of data has made 

it impossible for consumers to trace which information, how and from what sources their data 

is collected (West, 2019). 

Concerns over consumer profiling are also increasing. Companies develop extensive 

profiles of consumers from gathered and discovered data (King and Forder, 2016). Consumers 

hardly have access to these profiles. Decisions are increasingly being made about consumers 

based on these profiles, yet these profiles carry inaccurate and erroneous information. 

Moreover, the use of discovered data and tools such as data analytics enable companies to 

reveal de-identified data including sensitive personal data that a consumer may not prefer to 

share or be profiled (Kshetri, 2014). In this study ‘privacy concerns’ construct is theorised as a 
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unidimensional construct reflecting above concerns about privacy (Lwin et al., 2016; Miltgen 

et al., 2016; Mousavizadeh et al., 2016). 

 

Privacy empowerment 

The importance of consumer power, control, and empowerment on the internet has been 

discussed over the years (Kucuk, 2016). A few scholars have also focused on exploring 

information privacy empowerment. However, most definitions maintain that privacy 

empowerment is essentially commensurate with someone having control over their 

information. For instance, privacy empowerment is identified as “a psychological construct 

related to the individual’s perception of the extent to which they can control the distribution 

and use of their personally identifying information” (van Dyke et al., 2007, p. 71). At a broader 

level, privacy empowerment can be clarified as consumer beliefs that they can produce desired 

outcomes and prevent undesired outcomes related to the use of their information (Bandara et 

al., 2020b). Accordingly, having control can be considered as a necessary but not adequate 

condition to reflect privacy empowerment. 

According to the psychological empowerment theory (Spreitzer, 1995; Zimmerman, 

1995), empowerment is reflected in outcomes and cognitions such as control, critical 

awareness, self-determination, competence, and self-efficacy (Perkins and Zimmerman, 1995; 

Spreitzer, 1995). By having control, one can exert influence over decisions that matter to one 

(Malhotra et al., 2004). Self-determination or autonomy reflects the choices individuals have 

over initiating and regulating their actions (Thomas and Velthouse, 1990). Critical awareness, 

as an integral part of empowerment enables individuals to understand the resources available 

to achieve goals and norms and values of the environment around them (Zimmerman, 1995). 

Self-efficacy is another key aspect of empowerment which shows an “individual’s belief in his 

or her capability to perform activities with skill” (Spreitzer, 1995, p. 1443). 
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We concur with Kucuk (2009, p. 327) that, “although consumer sophistication and 

empowerment are on the rise as a result of the digital revolution, there is insufficient academic 

exploration with the aim of understanding how this empowerment functions on the internet.” 

This is particularly true when it comes to privacy empowerment research. We also maintain 

that “empowerment has been identified as a growing force in marketing […]. As its prevalence 

increases, the need to understand its antecedents and consequences also increases” (Hunter & 

Garnefeld, 2008, p. 2). 

 

Consumer trust 

Despite the growth of e-commerce over the years, lack of trust remains a fundamental challenge 

(Arli et al., 2018; Bandara et al., 2020a; Pappas, 2018). This is understandable, considering the 

reverberations of technological transformations surrounding online shopping, such as the use 

of big data analytics and massive data aggregation. Trust is assured when consumers perceive 

favourable conditions exist to enable successful transactions (McKnight and Chervany, 2001; 

Mou et al., 2017).  

Trust is defined as “a psychological state comprising of the intention to accept 

vulnerability based on positive expectations from the intentions or behaviours of another” 

(Rousseau et al., 1998, p. 395). Developing trust is an ongoing, dynamic process that matures 

with regular interactions. Trust reflects consumers’ overall perception on their willingness to 

depend on online sellers’ benevolence, integrity, competence and predictability, and 

dependability of the enabling technological environment (i.e., the internet) to meet their privacy 

expectations (Akter et al., 2011; McKnight et al., 2002; Mou et al., 2017). Based on previous 

research (e.g., Dinev and Hart, 2006; Lwin et al., 2016; Malhotra et al., 2004), we measure 

these perceptions operationalising trust as a unidimensional construct. 
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Several scholars have considered trust as an important factor in investigating privacy. 

However, according to Miltgen and Smith (2015, p. 743) “its specific relationship with other 

privacy-related constructs has not been consistently examined across studies, with trust serving 

as an antecedent, outcome, mediator, or moderator.” Also, trust has been studied mostly as an 

antecedent of promotion-focused behaviours, but there are few empirical studies on the 

relationship between trust and prevention-focused privacy behaviours. Moreover, literature 

shows that “as customers develop both trust and privacy beliefs […] these aspects [should] be 

studied together to fully comprehend possible combinations between them, capable of 

explaining their behaviour” (Pappas, 2018, p. 1683). 

 

Corporate privacy responsibility 

As identified by PRE framework of privacy and other studies (e.g., Pollach, 2011), corporations 

have an intrinsic responsibility to their customers, particularly due to the size and asymmetric 

power they hold over data. The perceived corporate privacy responsibility in this study reflects 

consumer perceptions of corporate obligations to consumer privacy protection. Most of the 

studies, including the PRE framework of privacy, focus on consumer perceptions of the privacy 

policy to conceptualise or measure how corporations exercise power and responsibility (Lwin 

et al., 2007; Wu et al., 2012). 

Consumer expectations of corporate privacy obligations are diverse. As explained in the 

procedural justice literature, privacy policy and notices are key procedures that reflect a firm’s 

initiative to protect consumer privacy (Culnan and Armstrong, 1999). The shortcomings of 

privacy notices can lead to consumer concerns over privacy as well as a detrimental effect on 

trust (Bandara et al., 2020a; Petrescu and Krishen, 2018). Hence, providing clear and 

understandable terms of how consumer information is collected and used, is a primary 
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responsibility that highlights the importance of providing notice and obtaining informed 

consent. A key barrier to taking informed privacy decisions is due to the lack of awareness of 

how data is being collected and used (Awad and Krishnan, 2006). This is mainly due to 

information asymmetries and lack of transparency (Petrescu and Krishen, 2018; West, 2019). 

Transparency is considered a key determinant to ensuring trust in the online environment (Arli 

et al., 2018). It can also diminish privacy concerns (Krishen et al., 2017). Consumer privacy 

concerns are heavily influenced by fairness judgements. Consumers share their information 

and risk their privacy for expected benefits. Therefore, information exchanges are not 

inherently value-free; they carry expectations that companies will use information fairly for 

given purposes and provide value in exchange for their information (Culnan and Bies, 2003; 

Krishen et al., 2017). Violation of privacy has emerged as one of the most critical ethical issues 

in the data-driven marketplace (Bandara et al., 2020a; Martin, 2016a; Zwitter, 2014). 

Consumers divulge their information with the expectation that organisations will maintain 

minimal ethical standards of information use. Hence, corporations need to incorporate not only 

legal but ethical responsibilities to their data privacy management practices (Ferrell, 2017). 

 

Regulatory protection 

Regulatory protection refers to how various government and industry agencies devise internet 

privacy regulations to direct and police the use of consumer data (Lwin et al., 2007). Regulation 

plays a vital role in reaching market equalisation to balance corporate power and empower 

consumers to achieve a healthy interaction level (Kucuk, 2009). With the rapidly changing 

technological environment, consumers are limited in their knowledge of dealing with online 

privacy and security issues and rely upon laws and institutional safety mechanisms for 

protection (Kim and Kim, 2011; Lwin et al., 2007). Apart from the government regulatory 

protection, third-party watchdogs, which are usually formed by industry groups or certifying 
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agencies (e.g., TRUSTe and Direct Marketing Association), work to substitute for and to 

complement government regulations. These regulatory bodies issue certificates or seals 

assuring that online firms have adhered to information practices they have agreed to act upon 

(Kim et al., 2008b; Lwin et al., 2007). 

Exploring the impact of regulatory protection is important as “no treatment of privacy 

will be complete without explicit recognition of the role of government” (Stewart, 2017, p. 

158) or other regulators for that matter. Researchers also identify the role of regulation in 

dealing with systematic consumer vulnerabilities as well as improving consumer 

empowerment. To date, no study has investigated the impact of regulatory protection on 

consumer privacy empowerment. The PRE framework of privacy argues that power holders 

are expected to ensure a trusting environment for consumer privacy protection. However, there 

is a paucity of empirical research exploring the impact of regulation on establishing trust and 

its effect on consumer privacy and behaviour (Miltgen and Smith, 2015). 

 

Research hypotheses 

Impact of privacy concerns on behaviour 

According to the PRE framework of privacy, consumers balance perceived deficits in privacy 

protection by power holders with defensive actions. Individuals respond using different 

strategies to overcome vulnerabilities created as a result of power holder practices. This may 

include protective behaviours, using tools and privacy-enhancing technologies such as virtual 

private networks, software to eliminate cookies and pop-ups, private browsing and using 

identity anonymisers (Lwin et al., 2016). The fabrication of information is another defensive 

mechanism that involves misrepresenting or disguising one’s identity by using fictitious and 

false information (Wirtz et al., 2007). In the online shopping context, fabrication can often 

occur when companies request too much information beyond the transaction purpose. When 
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consumers perceive companies are overpowering or if they want to avoid the risk of 

information misuse, they tend to withhold their information or withdraw from the relationship. 

Consumers tend to refuse to share information when the perceived threat level is high (Choi et 

al., 2018; Lee et al., 2013). Withholding or refusing to provide information might restrain a 

consumer from processing transactions. Therefore, it can be costly in one way but also very 

effective in responding to power imbalances in the marketplace. In summary, the study argues 

that privacy concerns will influence consumers to take defensive actions. Thus the study 

hypothesises that: 

H1: Privacy concerns have a significant positive effect on defensive behaviours. 

 

Impact of privacy empowerment 

In today’s big data environment, consumers can find it challenging to reach desired goals or 

avoid undesired outcomes in terms of their privacy. For instance, the lack of control over 

information can engender a sense of risk of losing their information and perceptions of being 

invaded (Culnan and Armstrong, 1999; Wang et al., 2016). Companies often provide only 

limited control to consumers (e.g. temporary opt-out), but research shows that having more 

control can lessen individuals’ privacy concerns (Choi et al., 2018; Dinev and Hart, 2004). 

Lack of autonomy over the choices of data has encouraged consumers to feel powerless to 

manage or determine the uses of their own personal information (Kim and Kim, 2011). 

According to some critics, choice of privacy is just an illusion – consumers lack real opt-in and 

opt-out options, and thereby consumers are increasingly worried about their privacy. Similarly, 

lack of competence and efficacy can result in lack of privacy empowerment and thereby 

increase consumers’ privacy concerns (Akhter, 2014). Therefore, similar to Kim and Kim 

(2011) and van Dyke et al. (2007), we argue that privacy empowerment will have a negative 

effect on privacy concerns. Privacy studies are yet to reveal the impact of privacy 
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empowerment on defensive behaviours. This study proposes a negative relationship between 

privacy empowerment and defensive behaviours. For instance, a person having control will 

barely have the need to falsify their information or to avoid using online services (Yun et al., 

2018). Similarly, consumers with privacy efficacy have a tendency to conduct online 

transactions rather than withdrawing from online behaviours (Akhter, 2014). Hence the study 

hypothesises that: 

H2a: Privacy empowerment has a significant negative effect on privacy concerns 

H2b: Privacy empowerment has a significant negative effect on defensive behaviours 

 

Impact of Trust 

Consumer trust is one of the most widely researched topics in privacy research. Some studies 

have found trust as a solution to lessen risk perceptions – trust lowers perceived risk (Kim et 

al., 2008a; Taylor et al., 2009) and other studies show that lower level of risk perceptions form 

a high level of trust (van Dyke et al., 2007). This study focuses on the former, and argues that 

in an environment where trust is established, consumers will develop lower privacy concerns. 

For instance, when consumers perceive that online sellers have the ability to deal with data 

breaches and the unauthorised secondary use of data, they will have lower privacy concerns. 

This direction of the trust-risk relationship is appropriate for the study as the focus is on what 

contributes to consumer privacy concerns and how consumers respond. Trust is widely 

researched as a significant positive determinant of several promotion-focused consumer 

intentions and behaviours, including purchasing (Kim et al., 2008a; Liao et al., 2011) and 

relationship building (Wirtz and Lwin, 2009). However, there is a paucity of research on the 

relationship between trust and prevention-focused behaviours such as defensive behaviours. 

As mentioned earlier, trust prompts consumers to accept vulnerability based on positive 

expectations about online sellers’ privacy practices. Hence, it can be assumed that consumers 
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will take fewer defensive actions in such conditions. However, when they perceive high 

vulnerability due to opportunistic behaviour of sellers, they will resort to defensive behaviours. 

For instance, consumers avoid the risk of information misuse by deciding not to disclose 

information (Choi et al., 2018) and trust guarantees that consumers are unperturbed in directly 

disclosing their information (Mou et al., 2017). Hence, the study hypothesises that: 

H3a: Trust has a significant negative effect on privacy concerns 

H3b: Trust has a significant negative effect on defensive behaviours 

 

Impact of corporate privacy responsibility 

According to PRE theory, the more powerful partner in a social exchange is required to show 

corresponding levels of responsibility to establish trust and thereby reduce consumer privacy 

concerns (Caudill and Murphy, 2000; Lwin et al., 2007). As explained by the social contract 

view of privacy, exchange of information is governed by norms and contracts (Culnan and 

Bies, 2003; Martin, 2016b). Any violation of such contract, whether it be legal or hypothetical, 

involves a psychological contract breach that can result in adverse emotional and affective 

states such as loss of trust (Morrison and Robinson, 1997). Corporate privacy practices should 

also lead to increased consumer control over their own data and enable them to be aware of 

and to decide as to how their information should be used. For instance, greater transparency 

will increase consumers’ critical awareness of the sellers’ data usage and privacy practices. 

Hence, it can be argued that responsible data practices can ensure consumers feel empowered 

as they will have better awareness, ability to protect themselves, and also choices that assure 

safe information sharing (Kucuk, 2016; Martin and Murphy, 2017). Therefore, the study 

hypothesises that: 

H4a: Corporate privacy responsibility has a significant positive effect on trust. 
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H4b: Corporate privacy responsibility has a significant negative effect on privacy concerns. 

H4c: Corporate privacy responsibility has a significant positive effect on privacy 

empowerment. 

 

Impact of regulatory protection 

Consumer perceptions of regulatory protection stimulated by legislative and third-party privacy 

safeguarding mechanisms are considered significant determinants of consumer privacy 

concerns (Kim and Kim, 2011; Lwin et al., 2007). Hence, consumers’ positive perceptions 

about regulatory protection will lessen their level of privacy concerns. Also, it will ensure a 

trusting exchange environment where consumers will willingly share their information and 

conduct transactions. As identified in the consumerism literature, stringent government laws 

and effective industry regulations will enhance consumer empowerment (Kucuk, 2009; Kucuk, 

2016). Regulations have been found to increase consumers’ ability to control their information, 

ability to protect their privacy, and also ensure more choices regarding their information use 

(Kim et al., 2008b; Lwin et al., 2007). Therefore, it can be argued that consumers’ positive 

perceptions regarding regulatory protection will increase the perceived level of privacy 

empowerment. Hence, the study hypothesises that: 

H5a: Regulatory protection has a significant positive effect on trust. 

H5b: Regulatory protection has a significant negative effect on privacy concerns. 

H5c: Regulatory protection has a significant positive effect on privacy empowerment. 
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Complexity theory and research proposition 

Complexity theory is highly useful in understanding the complex nature of human behaviours. 

This theory asserts that multiple combinations of factors or multiple paths (i.e., configurations) 

could lead to the same outcome (Fiss, 2011; Woodside, 2014). Also, the same condition of a 

factor when combined with different conditions of other factors could lead to different 

outcomes. Complexity theory is based on the principle of equifinality that asserts “outcome of 

interest can equally be explained by alternative sets of causal conditions that combine in 

sufficient configurations for the outcome” (Pappas et al., 2016, p. 796). 

This configurational approach relies on combinations of a set of causal conditions to 

capture complex interaction effects rather than focusing on independent causal conditions to 

explain or predict a certain outcome. Therefore, apart from the individual causal conditions 

identified in previous hypotheses, we also focus on the configurations of these causal 

conditions to predict the ultimate outcome variable (i.e., defensive behaviours). Hence, we 

present the following proposition: 

Proposition 1: No single best configuration of factors leads to a high level of privacy-related 

defensive behaviours, but there exist multiple, equally effective configurations of causal 

factors. 

 

Methods 

Study design and sampling 

This study focuses on privacy issues in the digital marketplace. Specifically, we focus on 

business to consumer (B2C) e-commerce context. The investigation of privacy issues in this 

context continues to be a critical issue due to evolving technologies that encourage the vast 

collection and myriad uses of consumer data (Bandara et al., 2019; Martin and Murphy, 2017). 

We collected data using an online survey. The participants were online shopping consumers in 
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Australia. They were selected based on whether they had shopped online during the last three 

months in Australia. 

The measurement items were adapted from different contexts from prior literature to 

develop the online survey questionnaire. Few items were developed based on either the 

literature or interview data. In order to ensure the validity of the survey questionnaire, a 

systematic scale validation procedure was followed (MacKenzie et al., 2011). The constructs 

and their measurement items are indicated in Appendix A. All constructs were measured using 

a 7-point Likert scale (e.g., strongly disagree – strongly agree). The model controls for several 

factors, including demographic variables, internet experience, online shopping frequency, 

previous privacy experience, and information sensitivity. The survey was pretested with 21 

respondents, including subject experts and online consumers. Next, a pilot test was conducted 

with 75 online shopping consumers. The final online survey was managed by a leading market 

research company. Random sampling was used to obtain survey responses. Two attention 

check questions (ACQs) were used in the survey to ensure response quality (Peer et al., 2014). 

This helped to screen out inattentive respondents – a major limitation in online surveys. Apart 

from that, flatlines and speeders were checked and eliminated manually. Finally, 335 valid 

responses were included in the final analysis. The demographic profile of the sample is 

indicated in Table 1. 

 

Insert Table 1 here 
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Data analysis 

This study employed mainly two data analysis techniques, namely, partial least squares-

structural equation modelling (PLS-SEM) and fsQCA. PLS-SEM was employed to examine 

the direct and mediating relationships among the observed variables. SEM is a second-

generation multivariate analysis technique which can simultaneously analyse relationships 

among multiple independent and dependent variables (Hair Jr et al., 2019a). PLS-SEM is 

usable for exploratory research and has a primary focus on prediction (Hair Jr et al., 2017; Hair 

Jr et al., 2019a; Hair Jr et al., 2019b). Thereby, it suits the objective of this study well. Further, 

PLS-SEM can deal with large and small sample sizes and is suitable for non-normal data as 

well. The proposed model of the study is reflective as the causality goes from constructs to 

items (Akter et al., 2017). Apart from the hypotheses testing, the study conducted a mediation 

analysis to generate additional insights. This study used nonparametric bootstrapping with 

5000 sub-samples to obtain the estimations (Hair Jr et al., 2017). 

This study also employed fsQCA, which moves beyond traditional symmetric techniques 

that rely on linear causality and the net effects of a set of antecedents on outcomes, to analyse 

combined and interactive effects of antecedents on outcomes (Woodside, 2013). By using 

fsQCA, we aim to identify complex causations by exploring interdependencies among several 

antecedent factors and their impact on consumers’ privacy-related defensive behaviours. Such 

an endeavour was not possible with the PLS-SEM technique. Based on equifinality principle, 

we identify different configurations that can lead to the outcome (i.e., defensive behaviours). 

Also, using fsQCA, the study distinguishes variables that are present to cause a certain outcome 

from variables that are absent to cause the same outcome (Ragin, 2008). The use of both 

approaches in the study enables us to understand not only the unidirectional effects but also 

alternative causal pathways to explain the outcome, and thereby provide a more holistic 

representation of the investigated model. 
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The study conducted data analyses using SmartPLS 3.2 (Hair Jr et al., 2017), SPSS 25.0 

and fsQCA 3.1b (Ragin, 2018) computer software. 

 

Results 

PLS-SEM analysis and results 

 

Assessment of the measurement model 

The measurement model was evaluated based on composite reliability (CR), convergent 

validity, and discriminant validity. The outer loadings of all the constructs were greater than 

the acceptable level of 0.7, ranging from 0.706 to 0.853 at significance level P<.001, indicating 

a strong association with respective constructs (Hair Jr et al., 2017). The internal consistency 

reliability measured using composite reliability (CR) was above the recommended value of 0.7 

for all constructs. Similarly, convergent validity was confirmed as average variance extracted 

(AVE) values were above the recommended value of 0.5. The outer loadings, CR and AVE 

values of each construct are indicated in Table 2. The discriminant validity of the model was 

tested by examining the correlation matrix (Fornell-Larcker criteria). The square root of AVE 

for all the constructs was higher than the inter-construct correlations (Fornell and Larcker, 

1981) and hence discriminant validity was established. However, recent studies recommend 

using Heterotrait-Monotrait ratio of correlations (HTMT) as a more robust measure of 

discriminant validity (Hair Jr et al., 2019b). The HTMT statistic should not exceed 0.90 (Hair 

Jr et al., 2019b) and all the constructs in the study were below this threshold. The correlation 

matrix and HTMT results are indicated in Appendix B and Appendix C, respectively. Overall, 

the evaluation of the measurement model justifies the utilisation of all the constructs in the 

hypothesised model. 
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Insert Table 2 here 

 

Assessment of the structural model: Hypotheses testing 

The structural model was estimated using the bias-corrected and accelerated 

bootstrapping procedure with 5000 resamples. Table 3 presents the results of the path 

coefficients of the structural model. All of the path coefficients were significant at the p-value 

of < 0.001 except for REG_PROT and PRV_CON, which was significant at the p-value of < 

0.01. Hence, all the hypotheses of the study were supported. The inclusion of the control 

variables (age, gender, internet experience, privacy experience, shopping frequency, and 

information sensitivity) did not show a significant effect. 

 

Insert Table 3 here 

 

The study analysed R2 values to identify the amount of variance in the endogenous 

construct explained by the exogenous construct(s). The proposed model accounted for 55.2% 

of the variance in DEF_BEH (R2 = 0.552, t = 15.897). Moreover, the model explained 62.8% 

variance in PRV_CON (R2 = 0.628, t = 19.673), 56.7% variance in TRST (R2 = 0.567, t = 

15.724), and 48.9% variance in PRV_EMP (R2 = 0.489, t = 13.220). The findings of the 

structural model are presented in Figure 2. 

Further, to evaluate the model’s capability to predict, the blindfolding procedure was 

performed (with omission distance = 7) to obtain cross-validated redundancy measures based 

on Stone-Geisser’s Q². The results showed Q2 value for PRV_CON (0.366), TRST (0.347), 

PRV_EMP (0.259), and DEF_BEH (0.300), which are greater than zero, indicating acceptable 

predictive relevance (Hair Jr et al., 2019a; Hair Jr et al., 2019b). 
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We also checked for the out-of-sample predictive power of the ultimate outcome variable 

based on PLSpredict. As recommended by Shmueli et al. (2019), we conducted PLSpredict 

with 10 folds and 10 repetitions. All the indicators of defensive behaviour construct showed a 

lower root mean squared error (RMSE) values in PLS-SEM compared to RMSE values of the 

linear regression model (LM) benchmark, confirming that the model has high predictive power 

(Shmueli et al., 2019). 

 

Insert Figure 2 here 

 

Mediation analysis 

The study conducted mediation analysis to generate additional insights. Mediation was 

conducted by following the guidelines of Hayes (2017) and Preacher and Hayes (2008). Hence, 

both direct and indirect effects were considered. The direct effects were identified previously 

(Table 3) and indirect and total effects between constructs are mentioned in Table 4. The study 

found that CP_RES has both direct (β = -0.194, t = 3.625) and indirect (β = -0.237, t = 6.127) 

effect on PRV_CON. Thereby, TRST and PRV_EMP can be considered as partial mediators 

between CP_RES and PRV_CON. Similarly, REG_PROT showed both direct (β = -0.151, t = 

2.802) and indirect (β = -0.204, t = 5.859) effect on PRV_CON. Hence, TRST and PRV_EMP 

were found to partially mediate the relationship between REG_PROT and PRV_CON. It was 

also found PRV_CON as a partial mediator between TRST and DEF_BEH. TRST showed 

direct (β = -0.255, t = 4.520) as well as indirect effect (β = -0.080, t = 3.163) on DEF_BEH. 

Further, PRV_CON was also found as a partial mediator between PRV_EMP and DEF_BEH. 

PRV_EMP showed a significant direct effect (β = -0.254, t = 4.334) and indirect effect (β = -

0.100, t = 3.564) on DEF_BEH. CP_RES was found to indirectly influence DEF_BEH (β = -

0.352, t = 9.454). Hence, this relationship is partially mediated by TRST, PRV_CON, and 
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PRV_EMP. A similar effect was found between REG_PROT and DEF_BEH, as shown by its 

indirect effect (β = -0.300, t = 8.218). 

Insert Table 4 here 

 

fsQCA analysis and results 

The first step of fsQCA involved calibration of crisp values of data into the fuzzy form. In other 

words, the seven-point Likert scale data was transformed into fuzzy set scores ranging from 

full membership to full non-membership. In the study, 6 was considered as the full 

membership, 2 as full non-membership, and 4 as the cross-over point (Pappas, 2018). Gender 

was measured based on two categories. Therefore, indirect calibration was used (male = 1, 

female = 0) (Fiss, 2011, Ragin, 2018). 

Next, we examined whether any causal conditions were necessary to explain the outcome. 

A causal condition is considered necessary if it is needed for an outcome to occur (Ragin, 2008) 

and the corresponding consistency score of a particular causal condition should exceed the 

threshold of 0.90 (Pappas, 2018). As Table 5 suggests, of the 11 conditions considered, only 

privacy concerns and internet experience are necessary conditions for the consumers to take 

defensive actions and behaviours. 

Next, a truth table containing all possible combinations of antecedent conditions of the 

outcome was produced. The truth table was then refined to produce the final solutions based 

on frequency and consistency (Ragin, 2008; Ragin, 2018). A frequency cut-off of one is 

preferred for smaller samples, but a higher cut-off is recommended for larger samples (e.g., 

above 150 or more samples) (Ragin, 2018). Hence, for this study, minimum observation 

frequency was set to two, and also a consistency cut-off value of 0.85 was considered (Pappas 

et al., 2016). 
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Next, based on the revised truth table, intermediate solutions that represent the most 

reasonable configurations to predict consumers’ defensive behaviours were generated. The 

results generated five intermediate solutions, as indicated in Table 6. In fsQCA, results can be 

interpreted using two parameters, namely consistency and coverage. Consistency represents 

“the degree to which membership in each solution term is a subset of the outcome” (Ragin, 

2018, p. 61). A consistency value over 0.8 indicates that the configuration(s) predict the 

outcome properly. Coverage measures the empirical relevance of a consistent subset (Ragin, 

2008). The analysis also produces the solution coverage – the degree to which the outcome can 

be determined based on the set of configurations and is comparable to the R2 value reported in 

correlational methods (Pappas, 2018). The intermediate solutions to predict consumers’ 

defensive behaviours are presented in Table 6. Black circles (●) denote the presence of a 

condition, while crossed-out circles (⊗) indicate its negation. Blank spaces suggest a do not 

care situation, in which the causal condition may be either present or absent with no influence 

on the solution. In fsQCA, * represents “and” and ~ indicates “negation of condition”. 

 

Insert Table 5 here 

Insert Table 6 here 

 

According to the fsQCA results (Table 6), five different causal configurations of studied 

factors encourage consumers to take privacy-related defensive behaviours. The consistency of 

the five configurations is above the threshold value and can be considered adequate 

(consistency = 0.92). The overall solution coverage explains 64% of the outcome. 

For consumers to show higher defensive behaviours, all five solutions reveal that 

consumers need to have higher privacy concerns (PrvCon) and internet experience (IntExp), 

combined with absence of privacy empowerment (~PrvEmp), corporate privacy responsibility 
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(~CPRes), regulatory protection (~RegPro), and trust (~TRST). In addition to the combination 

of these core constructs, the first solution identifies that higher defensive behaviours are 

reflected by females (~Gender) with lack of privacy experiences (~PrvExp) and consider the 

information they share is less sensitive (~InfSen). The second solution indicates that apart from 

the core constructs, consumers with lack of privacy experiences (~PrvExp) and perceived 

information sensitivity (~InfSen) but having higher shopping frequency (ShpFrq) will take 

higher defensive behaviours; the age and gender is not a matter according to this solution. The 

third solution identifies that apart from the core constructs, consumers who are older (Age) 

with lack of privacy experiences (~PrvExp) and perceived information sensitivity (~InfSen)  

will show more defensive behaviours. The fourth solution indicates that apart from the core 

constructs, consumers who are older (Age) with lack of privacy experiences (~PrvExp) and 

higher shopping frequency (ShpFrq) will show more defensive behaviours. The final solution 

recognises that apart from the core constructs, males (Gender) who are older (Age) with higher 

shopping frequency (ShpFrq) but with lack of perceived information sensitivity (~InfSen) will 

take higher defensive actions. Overall, the results support proposition 1 that there are multiple 

causal configurations to predict consumer behaviour. 

We also tested for predictive validity using a subsample and a holdout sample (Pappas et 

al., 2016; Woodside, 2014). The magnitude of consistency and coverage values of the 

configurations are evidence of the predictive validity for predicting the causal model with 

another sample. The results indicated that coverage (subsample 1= 0.59, subsample 2= 0.60) 

and consistency (subsample 1= 0.92, subsample 2= 0.92) were not drastically different among 

the two sub-samples, indicating adequate predictive validity. 
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Additional analyses 

The non-response bias between early and late respondents was tested using a t-test and no 

statistical differences were found (Tsou and Hsu, 2015). We followed guidelines of Kock 

(2015) and checked for CMB using the full collinearity test. All the VIF values were less than 

3.3, confirming that the model is free from common method bias. In addition, following 

Podsakoff et al., (2003), the anonymity of the survey responses was assured, and it was clearly 

communicated that there are no right or wrong answers. This helped to minimise CMB that can 

inflate the relationships between exogenous and endogenous variables. Further, endogeneity 

bias was tested using Ramsey regression equation specification error test (Lai et al., 2018; 

Queiroz and Wamba, 2019). Endogeneity bias is indistinguishably linked with the recursivity 

of a structural model, mostly in cases of cross-sectional data (Lai et al., 2018). According to 

Queiroz and Wamba (2019, p. 75), endogeneity bias can occur as “cross-sectional data can 

result in a mis-specified model, because the variance in an exogenous variable can be 

endogenous to the model”. The study did not find evidence of endogeneity bias in the data (p 

> 0.05). 

 

Discussion and conclusions 

Based on a power relations approach, we tried to explain consumers’ privacy concerns and 

defensive behaviours when shopping online. PLS-SEM results indicated that corporate privacy 

responsibility (β = -0.352), regulatory protection (β = -0.300), trust (β = -0.335), and privacy 

empowerment (β = -0.354) negatively influence defensive behaviours while privacy concerns 

positively influence defensive behaviours (β = 0.319). Interestingly, all the five configurations 

in fsQCA results revealed similar effects – the presence of privacy concerns and absence of 

corporate privacy responsibility, regulatory protection, privacy empowerment and trust 

resulted in higher consumer defensive behaviours in all solutions (with a combination of other 
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factors such as internet experience). Therefore, the findings of both analysis methods 

complement each other to verify the proposed relationships. The mediation roles played by 

privacy concerns, trust, and privacy empowerment, indicate that power holders (firms and 

regulators) can manage consumer backlash by focusing on consumers’ privacy issues, 

establishing a trusting and confident information exchange environment, and augmenting 

consumer privacy empowerment. Another interesting result relates to the influence of the 

internet experience of consumers. The fsQCA findings revealed that internet experience as a 

necessary condition for higher defensive actions. This finding is realistic as the more the 

consumers have experience using the internet, the more knowledge they will have about how 

to protect themselves by taking measures such as using VPNs, private browsing, or taking 

advanced measures to fabricate their information or to completely prevent companies 

collecting their data (Lwin et al., 2016; Youn, 2009). 

Although PLS-SEM did not find any influence of control variables, including 

demographics factors such as age and gender and contextual factors such as perceived 

information sensitivity, fsQCA results revealed additional insights. For instance, females with 

higher internet experience tend to take more defensive actions (solution 1) and older males 

with higher internet experience tend to follow similar behaviours (solution 5). Overall, fsQCA 

models explain consumer defensive behaviours (64.1%) better than the PLS-SEM model 

(55.2% of variance). The fsQCA results also explain why some relationships we found 

contradict previous findings in the literature. For instance, higher information sensitivity (Lwin 

et al., 2007) and previous privacy violation experiences (Bandara et al., 2020b) generally lead 

to more defensive behaviours. Our results indicate that consumers will take higher defensive 

actions although the information is less sensitive and they have lack of previous privacy 

experiences (e.g., solution 1: 

PrvCon*~PrvEmp*~CPRes*~RegPro*~TRST*IntExp*~PrvExp*~InfSen*~Gen). The reason 



28 
 

is that there are other critical factors. According to solution one, these include higher privacy 

concerns combined with lack of privacy empowerment, corporate privacy responsibility, 

regulatory protection, trust, and internet experience that will influence consumers to act 

defensively. 

 

Theoretical implications 

The study findings have several theoretical implications. First, the study highlights the 

significance and applicability of PRE theory to elucidate privacy issues in the online context. 

By using PRE, this study fuses consumer-business and citizen-government relationships and 

illuminates the role of corporations and government on consumer privacy, trust and privacy 

empowerment within the same framework. By accomplishing this, the study extends the initial 

PRE privacy framework (Lwin et al., 2007) to include two new mediating variables. As privacy 

investigations that provide an integrated view are scanty in the marketing scholarship (Lwin et 

al., 2007; Martin and Murphy, 2017), these are significant contributions to theory. 

Second, this study is among the few to comprehensively investigate consumer privacy 

empowerment. The study contributes immensely to theory, as this is one of the first studies to 

investigate both antecedents and outcomes i.e., the mediating effect of privacy empowerment, 

and thereby provides several new findings. The study uncovers that positive perceptions 

regarding corporate privacy responsibility and regulations effectuate privacy empowerment 

(i.e., the direct effect). It was also found on one hand that corporations and government can 

reduce privacy concerns of consumers by elevating privacy empowerment (i.e., the indirect 

effect). On the other hand, privacy empowerment reduces the number of consumers acting 

defensively (i.e., the direct effect). Also, privacy empowerment can reduce privacy concerns 

and thereby lessen consumers’ defensive actions (i.e., the indirect effect). Our findings extend 

previously established privacy empowerment - privacy concerns relationship (Midha, 2012; 
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van Dyke et al., 2007) to explain their interactive effects in predicting consumer privacy 

behaviour. 

Third, trust has been widely investigated in relation to consumer privacy in the online 

shopping context. However, there has been little attention paid to understanding the impact of 

power holder initiatives that enhance trust among consumers, especially of regulations 

(Miltgen and Smith, 2015). This study identifies the need for both responsible corporate 

privacy practices and effective regulatory mechanisms to strengthen trust perceptions and to 

minimise consumer privacy concerns, as well as power-balancing defensive responses. In 

addition, most trust studies focus on the impact of trust on promotion-focused behaviours. 

However, there is a paucity of literature concerning the relationship between trust and 

prevention-focused behaviours. The study findings confirm ensuring trust as a course of action 

to mitigate defensive consumer responses. The findings are also important, as scholars have 

highlighted the necessity of studies to inquire trust and privacy beliefs together, to accurately 

understand their combined effect on consumer behaviour (Pappas, 2018). Researchers can 

integrate our findings on power holder effects into existing models of trust (Kim et al., 2008a; 

Kim and Kim, 2011; Midha, 2012) to produce a much more comprehensive view of consumer 

trust. 

This study, drawing from complexity theory and configurational approach, adds to 

privacy and e-commerce literature by presenting combinations of causal conditions that affect 

privacy-related defensive behaviours. Although previous studies have identified different 

factors leading to defensive behaviour (Lwin et al., 2016; Poddar et al., 2009), this is the first 

study to apply fsQCA that differentiates from previous regression-based methods that focus on 

the main effects of different antecedents on a particular outcome but not on interdependencies 

between those antecedents (Woodside, 2014). The findings revealed that privacy concerns and 

internet experience are necessary conditions to engage in higher defensive behaviours. These 
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conditions in combination with other sufficient conditions provide different solutions to 

explain a high score of defensive behaviours. 

 

Practical implications 

There are several managerial implications in this study. Consumer privacy concerns are 

directly-driven by corporate privacy practices. However, the study identified that privacy 

concerns are more heavily driven by the way corporations establish a trusting online 

environment, and to what extent consumers are empowered. Therefore, ensuring trust and 

empowering consumers are two fundamental strategies that will enable firms to manage 

privacy concerns as well as minimising the resulting backlash through their responsible privacy 

practices. The study specially highlights the need for corporations to focus on empowering 

consumers by re-evaluating their privacy practices. For instance, studies continuously show the 

shortcomings, such as complexity and lengthiness, of privacy notices (Leon et al., 2012). These 

shortcomings inhibit consumers from developing a fundamental awareness about how their 

information is collected and used. Similarly, the use of big data and data analytics has blurred 

data collecting structures. Thereby, lack of transparency has become a threat to making 

informed choices and to controlling the information flow (Arli et al., 2018; Petrescu and 

Krishen, 2018; Yun et al., 2018). Thus, such corporate practices violate the most critical aspects 

of consumer privacy empowerment that lead to consumers taking defensive actions such as 

withdrawing from transactions or fabricating their real information. These practices were found 

to have a similar effect on trust where consumers end up again responding defensively due to 

their perceptions of online sellers’ lack of benevolence, integrity, competence and 

predictability. 

This study identified several antecedents of high consumer defensive behaviours. While 

we identified some factors as being necessary than others, we also identified configurations 
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that can help online retailers and policy makers to understand patterns of factors leading 

consumers to respond defensively. Marketers and policy makers can develop strategies to 

overcome consumer backlash more effectively by using different configurations identified in 

this study. 

The study findings verify that regulations play a paramount role in maintaining ‘market 

equalisation’ in terms of information exchange for privacy protection and fair use of consumer 

information for commercial purposes. Both the public pressure and regulatory mechanisms 

prefer corporations’ ‘self-policing’ their privacy practices (Holtrop et al., 2017). Especially, 

stringent regulations are required to maintain a trusting information exchange environment, 

and to empower consumers to manage their privacy. However, the adequacy, ability, and 

availability of regulations proportionate to the advances in the market are questionable 

(Petrescu and Krishen, 2018). Some scholars argue that consumers’ overall privacy would 

decline over time, as maintaining their privacy would be costly to consumers (Kannan, 2017). 

Hence, substantial regulations that can deal with escalating technological changes, consumer 

vulnerabilities, market inequalities, and marketing malpractices (Kucuk, 2009; Kucuk, 2016) 

are required. As mentioned earlier, ensuring trust in the marketplace and empowering 

individual consumers, are two strategies that can help regulators to reduce privacy concerns 

and consumer backlash. 

 

Future research 

This study focused on corporations and regulators as power holders that influence consumer 

privacy attitudes and behaviours. However, scholars identify that privacy threats are 

increasingly emerging from the external environment that is beyond the control of corporations, 

consumers, and regulators (Ferrell, 2017). Future research should take into account the 
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changing power dynamics caused by unauthorised and illegal entities such as hackers and data 

brokers.  

Privacy concerns are the most widely used factor or construct to predict privacy-related 

consumer behaviour. This study also highlights the importance of privacy empowerment, 

which is only nascent in the marketing scholarship. Future studies need to probe into factors 

that can augment or diminish privacy empowerment. Also, the relationship of empowerment 

with different behavioural outcomes needs to be further studied.  

There are some limitations to the study. The sample was drawn from Australian 

consumers only. Therefore, the homogeneity of our sample can cause limitations in 

generalising findings. The cross-country or –culture differences can impact consumer privacy 

attitudes and behaviours (Chen et al., 2013). Hence, such aspects should be considered in future 

investigations. Also, this study used cross-sectional data that provides a ‘snapshot’ of the 

phenomena under investigation at a specific time frame. With changing technological 

environment and regulatory policies and mechanisms, for instance, recent enactment of 

General Data Protection Regulation (GDPR), privacy issues can evolve over time. Longitudinal 

studies would benefit researchers to understand how power and responsibility dynamics evolve 

over a certain period of time. 

 

Conclusion 

This study offers evidence as to why consumers engage in privacy-related defensive behaviours 

using the power-responsibility equilibrium theory. Thereby, we provide several insights on 

how to manage privacy issues to establish a functional and healthy online market for both firms 

and consumers. We used both PLS-SEM and fsQCA methods to derive direct causal factors as 

well as configurations of causal conditions to comprehensively explain consumer privacy 

behaviour. The key finding of the study reveals that lack of corporate privacy responsibility 
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and regulatory protection can deprive consumers of privacy empowerment, and damage 

consumer trust, thus triggering privacy concerns and subsequent defensive responses. We 

provide several theoretical and practical implications to extend the privacy scholarship as well 

as to improve privacy protection in the digital marketplace. 
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Appendices 

Appendix A: Constructs and measurement items 

Construct and 

measurement 

sources 

Measurement Items 

Privacy 

Concerns 

(Miltgen et al., 

2016; 

Mousavizadeh 

et al., 2016) 

I am concerned that: 

My online behaviour and activities can be monitored/tracked without 

my permission 

Online sellers are collecting personally identifiable information 

without my permission 

Online sellers could use my personal information for other purposes 

without my authorisation 

Online sellers share my personal information with different parties 

without my agreement 

Online sellers could store my personal information for years without 

my permission 

Online sellers could create a detailed profile about me using personal 

data from various sources without my knowledge 
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Trust (Dinev et 

al., 2006; 

Malhotra et al., 

2004) 

I trust online sellers keep my best interests in mind when dealing with 

my information 

Online sellers handle my personal information in a competent manner 

Online sellers are honest in using my information 

Online sellers are predictable regarding the usage of my information 

The Internet is a safe and reliable place to exchange information with 

online sellers 

Privacy 

Empowerment 

(Cheshire et al., 

2010; Kim and 

Kim, 2011; 

Spreitzer, 1995; 

Youn, 2009) 

I have control over what happens to my personal information once it is 

given to online sellers 

I have choices as to how my personal information is used by online 

sellers beyond transactions 

I am highly aware of technologies or practices used by online sellers 

which may invade my privacy 

I feel confident protecting my online privacy 

I have significant influence over how my personal information is used 

by online sellers 

Overall, I feel helpless about how online sellers collect and use my 

personal information (reverse coded) 
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Corporate 

Privacy 

Responsibility 

(Son and Kim, 

2008; Stanaland 

et al., 2011) 

Online sellers provide clear and understandable terms and conditions 

about how my information is used 

Online sellers always take my consent before collecting and using my 

personal information for different purposes 

Online sellers’ use of my information is transparent 

Online sellers’ use of my information is ethical 

Online sellers’ use of my information is fair 

Online sellers act responsibly in protecting my privacy 

Regulatory 

Protection 

(Dinev et al., 

2013; Lwin et 

al., 2007; Xu et 

al., 2011) 

Existing laws in Australia are sufficient to protect my online privacy 

The government is doing enough to ensure consumers are protected 

against online privacy violations 

The law is capable of governing practices of how online sellers collect, 

use, and protect my information 

There are strong international laws to protect personal information of 

individuals on the Internet 

Third party seals and certificates (e.g. TrustMark) are able to ensure 

my online privacy 
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Defensive 

Behaviour 

(Lwin et al., 

2007; Lwin et 

al., 2016; Youn, 

2009) 

How often do you take the following protective actions? 

Falsify some of your personal information when asked by online 

companies 

Provide incomplete information 

Use measures to avoid sellers' tracking your browsing behaviour 

Use software or applications to protect online privacy 

Refuse to give information to online companies when you think it is 

too personal 

Use online sellers who do not ask for too much information 

 

Appendix B: Correlation matrix (Fornell-Larcker criteria) 

 (1) (2) (3) (4) (5) (6) 

(1) Privacy Concerns 0.796      

(2) Trust -0.699 0.814     

(3) Privacy Empowerment -0.699 0.678 0.758    

(4) Corporate Privacy Responsibility -0.673 0.692 0.651 0.766   

(5) Regulatory Protection -0.650 0.686 0.624 0.685 0.797  

(6) Defensive Behaviour 0.674 -0.650 -0.651 -0.547 -0.554 0.769 

*Diagonal values (in bold) are the square root AVE. 

  



48 
 

Appendix C: Heterotrait-Monotrait Ratio (HTMT) statistic 

 (1) (2) (3) (4) (5) (6) 

(1) Privacy Concerns       

(2) Trust 0.791      

(3) Privacy 

Empowerment 

0.805 0.783     

(4) Corporate 

Privacy 

Responsibility 

0.772 0.796 0.759    

(5) Regulatory 

Protection 

0.744 0.781 0.725 0.793   

(6) Defensive 

Behaviour 

0.769 0.745 0.756 0.630 0.636  
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