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ABSTRACT

The Defense Central Index of Investigations (DCII) is the primary
DoD automated data base containing personnel security information. The
DCII is delivered quarterly to the Defense Manpower Data Center (DMDC),
Monterey, California.

The DCII file was carefully reviewed and edited by Dr. John Goral at
the U.S. Naval Postgraduate School and several problems were revealed.
For example, the records were ordered by phonetic name (making them dif-
ficult to link to other personnel security files), approximately 15 per-
cent of the records lacked social security numbers (SSN), and another 15
percent of the records contained redundant information.

Software was developed by BDOM Services Company at DMDC to edit the
DCII file. The improvements included reconfiguring the file so that the
records were arranged by SSN. Duplicate SSNs and duplicate investigative
data were dropped. This editing reduced the DCII file from eleven to six
tapes, while providing a more accurate and efficient-to-use data base.
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FOREWORD

This report was prepared under the provisions of Contract Number ,
N0O014-84-C-0764, Evaluation and Improvement of the Defense Central Index _:::EI;;:I::
of Investigations (DCII) -- An Evaluation and Analysis for the U.S. !

: Naval Postgraduate School. Dr. John R. Goral at the U.S. Naval Post- L. A
Sa graduate School (USNPS) had responsibility for review and evaluation of

the DCII file. BDM Services Company had responsibility for software

<

‘&’f development and creation of the improved file. Ms. Donna Waldrop at BDM
was the principal Programmer for this effort.
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EVALUATION AND IMPROVEMENT OF THE
DEFENSE CENTRAL INDEX OF INVESTIGATIONS (DCII) -- AN
EVALUATION AND ANALYSIS PROGRAM FOR THE
U.S. NAVAL POSTGRADUATE SCHOOL

—Er

A. PURPOSE AND BACKGROUND

=

?i The purpose of this effort was to develop an improved Defense
= Central Index of Investigation (DCII) file. This file is very important ALY
%N in that it is the primary DoD automated data base containing personnel ;ﬁ{yii
& security information. e
iu The Defense Manpower Data Center (DMDC) serves as a central facility
‘3 within the Department of Defense for collecting and integrating personnel
» data. DMDC receives the DCII each quarter from the Defense Investigative iy
!’ Service (DIS). OMDC links the DCII to other manpower data bases using 'fj i
the social security number (SSN). DMDC then conducts personnel security ﬂ?fﬁtf
Ef analyses on these data. o
) An in-depth examination of the DCII data base was conducted by Cr. ; o
I' John R. Goral of the U.S. Naval Postgraduate School and several problems i g
T were revealed. Software was developed to generate an improved data base §j‘;§
T by severely editing the DOCII records, removing redundancies, and correct- iﬁ;;ﬁ§.
-~ ing errors such as invalid SSNs. :%ﬂiif”
- This report presents a description of the DCII file and the problems o
. with the file before modification. It also presents the methodology and ;iiffi
_ software developed to review and edit the file to create a data base B
;j greatly improved for both operational and analytical use. Pertinent
= personnel security reports written by Dr. Goral are presented in Appendix
o A.
o B. DESCRIPTION OF THE DCII FILE
& )
As of March 1985, the DCII data base included 15.5 million variable- S
:i length records. Each DCII record consists of a master or base section NS

and one or more content segments.

11
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The base section contains the folloWing personnel identification
data:

(1) First, middle, and last name;

(2) Social security number;

(3) Date of birth; and

(4) Place of birth.

The content segments contain information on past or pending DoD per-
sonnel security investigations. There are six types of content segments;
each is referred to by a segment number. The segment numbers and the
information the segments contain are as follows:

(1) Segment 0: Tracing of dossier data;

(2) Segment 1: Pending national agency checks (NAC);

(3) Segment 2: NAC history;

(4) Segment 3: Clearance;

(5) Segments 4 through 7: Not applicable;

(6) Segment 8: Current name; and

(7) Segment 9: "Also known as" (AKA) names.

Each segment is described in more detail below. The content seg-
ments that are of primary interest at DMDC are Segments 0, 2, and 3.

1. Tracing or Dossier Segment (Segment 0)

This is the most common segment in the DCII. The data base
contained 8.6 million of these segments. The data included in this seg-
ment are the submitting agency; the context, retention and status codes;
and the year of the file. The retention code is the length of time the
segment is to remain in the DCII before being purged. Most of the DIS,
Air Force 0SI, and Air Force investigations transferred to DIS are to
remain in the DCII for 15 years. Most Naval Investigative Service seg-
ments have a 25-year retention code. Almost all Army Criminal Records
Division segments are coded for 40-year retention. Overall, 99 percent
of the status codes refer to tracing segments, with the remaining seg-

ments open cases.

12
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2. Pending NAC Segment (Segment 1)

The DCII file contained about 100,000 segments indicating
pending National Agency Check (NAC). This segment also gives the start
date of the NAC. Most of the NACs requested by the Services were
ENTNACS; the others were standard military NACs. NACs requested by DIS
were equally spread among military, civilian, and industrial personnel,

3. NAC History Segment (Segment 2)

The DCII file contained about 7.4 million NAC history segments.
These segments give NAC completion dates and a status code indicating
whether the NAC is closed or incomplete. Each segment includes space for
identifying up to 11 agency files that may have been checked during the
NAC. A total of 52 such files are described in the DCII documentation.

4, C(learance Segment (Segment 3)

3.2 million clearance segments were found: 1.5 for the Army
segments and 1.7 for the Air Force. The Navy and Marine Corps do not
submit clearance data to the DCII. The clearance segment contains a
clearance status code, clearance basis code, adjudication date, investi-

gation date, and review action code. The clearance basis code identifies
the level of investigation on which a clearance decision is based. The
review action code pertains only to Army segments. It, along with the
status and basis codes, fully defines an Army clearance action.
5. Current Name and "Also Known As" Segments (Segments 8 and 9)
Over half of these segments resulted from NAC information.
Another third came from the DIS and the Army's Investigative Records

Repository.

C. PROBLEMS WITH THE DCII FILE

An examination of the DCII revealed instances of erroneous, dupli-
cate, inactive, or incomplete records. For example, it was found that

.o
A . K - - PR S P N . . RN - - .
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2.3 million records contained missing or incorrect social security
numbers. This creates a problem in the operational use of the data base
(i.e., in locating a certain individual when doing a security check) as
well as in the analytical use of the data base (i.e., in linking the DCII
with other DMDC data bases for various personnel security analyses).

It was also found that over 4.7 million records existed with redun-
dant or overlapping data. Individuality in the DCII is defined as a
single social security number (SSN). A1l data for one individual should
exist in one record with that person's SSN. While this was true for 8.4
* million records, other cases were found where some individuals were
identified in over 100 different records.

e

A

2 The records in the DCII were arranged phonetically; this arrangement

b sometimes made it difficult to locate an individual. Also it made the

t file cumbersome to link with other DMDC personnel security data bases.

. Active and inactive files were included in the same data base.

§1 Operational on-line searches of the DCII typically involve situations

gg where the current status of an individual (e.g., active military) is

e known. Searching the entire file would be unnecessary if the file were

4 divided into active and inactive subfiles.

ﬁ Important personnel actions were missing in the DCII. This infor-

§ mation can be added to the DCII from other DMDC data bases. Examples of

+ these personnel actions are reason for separation, character of service,

;; reenlistment eligibility, and changes in paygrade, marital/dependent N
§ status, or occupation. =
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D.

METHODOLOGY FOR IMPROVING THE DCII FILE

1. Improvements
Based on Dr. Goral's evaluation, several improvements were

noted that would make the DCII fi'.. more accurate for operational use and

more compatible with other personnel security files for analytical pur-

poses. These improvements are listed below.
(1) Reorder the records by SSN; previously they were arranged pho-
netically;

(2) Correct invalid or missing SSNs where possible by matching DCII
records with other DMDC files using name and date and place of
birth;

(3) Drop duplicate data;

(4) Divide the DCII into subfiles based on current active and
inactive status;:

(5) Incorporate important personnel actions (e.g., reason for
" separation) from other DMDC security/suitability data bases;
and

(6) Develop an historical DCII file.

2. Developing the Improved Data Base

The BDM Services Company was tasked to develop an‘improved DCII
data base based on the list of requirements above. The DCII file from
DIS consisted of eleven tapes. The edited DCII consisted of six tapes.
Nine software programs were developed by BOM for this effort. Figure 1
gives the function of each of the programs.

The flow charts in Figures 2 and 3 show the procedure used to
audit and edit the DIS tapes to develop the improved data base. Also
shown is the procedure used to merge the DCII data with DMDC's Master
Enlisted and Master Officer Files. ODMDC continues to use these pro-
cedures to edit DCII data tapes received from the DIS.
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BDCIICOPY JCL Copies of 11 DCII tapes received from DIS onto DMDC - .

' tapes :»‘: iﬂ?
. DCII SPLIT Splits the base section from the content segments in ’{:‘;.‘-:g
each record ;.:;Z-__;
i - .:~

DCII BREAK Breaks the segments into the following groups: B A

Segments 1, 8 and 9 RS

¥ Segment 3 R IRAN
e Segment 0 ;:,i.
DCIISEGO PLI Drop invalid SSNs on the corresponding segment j I

vy DCIISEG2 PL1 oo
i DCIISEG3 PL1 e
e __:.:_'1.'.
‘.i 'DCIIMAST PL1 Drops invalid SSNs for the base records :'_.',:"_I;
| DCIISORT PL) A sort program sorts the base records by descending a :_;:

A SSN and date; DCIISORT PL1 then keeps only the latest S
base record for each SSN ;.};.:1‘
' i
12 DCIISRTO PL] A sort program sorts segment data by descending SSN < Z-'.}Z-Z}
DCIISRT2 PL1 and date. These programs then keep only the latest )
DCIISRT3 PL1 segments (0, 2, 3) for each SSN -

DCII JOIN Merges the base record with segments 2, 3, and 0. A = ‘

base record is written only if there is at least one RS

segment. A base record can have only one of each SN

segment but doesn't have to have all three segments. oo

:/.z DCII MERGE Merges the DMDC Master Enlisted and Master Officer o -'-'
24 files with the DCII record. Each Enlisted and PRGN
";;- Officer record is written and if no DCII record is SN
iy found, blanks are inserted. The officer and enlisted L
- files are then merged. z.- e
i). -
“ Figure 1. Software Developed to Audit and Edit DCII File R
iy \::‘
X | SN
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#1 11 TAPES FROM DIS

B B2 N B IR ..

DCll COPY
JCL
i
! #2 DMDC TAPES
g DCI SPLIT
3
5
o
>
4 BASE RECORD SEGMENT RECORDS
= #3 5 TAPES #4 4 TAPES

TR,/ 0001 0036-88

Figure 2. Procedure Developed to Audit/Edit DCII File
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#3 BASE RECORD

DCIl MAST | DROPS INVALID SSN's
PL I FROM BASE RECORDS

{Muitiple Tapes
Due To Size)

SORTS AND KEEPS
ONLY LATEST RECORD
FOR EACH SSN

SORT &
DCIil SORT
PL I

#7A #78 ) SORTS/MERGES

#8 3 TAPES

TR/0003/0036-88

Figure 2. Procedure Developed to Audit/Edit DCII File (Continued)
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ALL SEGMENTS

DCHl BREAK
5
SEGMENT SEGMENT SEGMENT
2 3 0
DCIl SEG 2 DCIl SEG 3 pcih SeG o | DROPS
PL | PL | PL I INVALID
SSN's
: S #10 #11 #12
f-‘ R
F oy SORT & SORT & SORT & | SO7TS AND_
e DCIl SRT 2 DCll SRT 3 || DCH SRT 0 S
g PL | PL I RECORD PER
SSN

3
L
2
"
M g #13 )sec 2| #14 )sec 3| #1s8 )seGc o
E ':'..f TR/0002. 003888
I Figure 2. Procedure Developed to Audit/Edit DCII File (Continued)
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#8

DCIil SORT |LAST DROP OF BASE RECORDS

’ PL I ONE BASE RECORD PER SSN

R DRI

#9 BASE 0 Nl
#13 ) SEG 2 #14 ) SEG 3 #18 ) SEG 0 i
MERGES BASE RECORD -

) WITH SEGMENTS -~

% DCIl JOIN (Base Records are *

~ carried Forward .

x Only If There is 3

o One Segment) N

v

)

3 #16 6 Tapes

.: g

- L]

- TR 0004. 003688

.3

31 Figure 2. Procedure Developed to Audit/Edit DCII File (Concluded) _
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l OMDC MASTER ENLISTED FILE DMDC MASTER OFFICER FILE

DCli BASE RECORD
WITH SEGMENTS

#16

B

o
i&‘"&

OCll MERGE ' DClIl MERGE

. #17 ) ENLISTED w/DClI #18 ) OFFICER W/DClI

. SYNC SORT
) MERGE
"1

DOD MASTER
<, #19 WITH DCli

TR/0008/0038-88
Figure 3. Procedure for Merging DCII With DMDC Master
Enlisted and Master Officer Files
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E. PERSONNEL SECURITY ANALYSES

Several pertinent analytical studies on personnel security were con-
ducted by Dr. John Goral from the U.S. Naval Postgraduate School. Each
of Dr. Goral's reports is written as a stand-alone report. A list of his
reports is given in Figure 4. The reports are presented in Appendix A in
the order shown in Figure 4.
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10.

",

12,

13.

14,

15.

16.

17.

18.

19.

20.

DOD PERSONNEL SECURITY RESEARCH PROGRAM REPORTS

Personnel Security Investigation and C(learance Contents of the
Defense Central Index of Investigations, 84-1, March 1984

Defense Investigative Service Investigations and Army and Air Force
Adjudications Contained in the DCII, 84-2, May 1984

Army and Afr Force Adjudications During FY83 and DIS Investigation
and Clearance Status of DoD Personnel as of the End of FY83, June
1984

Investigation and Clearance Status of Those in Army Personne)
Security Screening Program Occupations, 84-4, July 1984

Identification of Army Top Secret and SCI Eligibles Not Included in
DC1I Clearances, 84-5, July 1984

Navy Security Clearances, 84-6, August 1984

Projections of Military Periodic Review Requirements, 84-7, August
1984

Security Clearances Among Army and Air Force Reserve Component
Personnel, 84-8, September 1984

Comparison of Investigations and Adjudications During FY83 and the
First Half of Fys4, 84-9, September 1984

OIS lnvestfgations and Clearance Eligibility of Air Force Enlistees
Requiring BIs and SBIs, 85-1, October 1984

The DoD Personnel Security Research Program: Initial USAF Findings
and Future Areas of Study, 85-2, November 1984

Identification of Unnecessary Background Investigations, 85-3,
December 1984

Personnel Security Investigations: Service Differences for Similar
Occupations, 85-4, December 1984

Most Recent DIS Investigation and Clearances Information in the DCII
at the Beginning of Fiscal Year 1985, 85-5, March 1985

Continued Top Secret and SCI Status of Former Army Persoannel with
Unsuitability Discharges, 85-6, April 1985

Continued Top Secret and SCI Status of Former Air Force Personnel
with Unsuitability Discharges, 85-7, April 1985.

Security Investigations and Clearances in the DCII at the End of
Fiscal Year 1984: A Profile of 2.1 Million Active Duty Military
Personnel, 85-8, May 1985

A Census of Key Data Elements in the Defense Central Index of
Investigations {As of 1 April 1985), 85-9, June 1985

Cleaning Up the Periodic Review Backlog: Estimates of the Numbers
and Location of Military Subjects, 85-10, August 1985

Extent of National Agency Checks on Active Military Personnel, 85-
11, September 1985

Figure 4. DoD Personnel Security Research Program Reports
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PERSONNEL SECURITY INVESTIGATION AND CLEARANCE CONTENTS
OF THE DEFENSE CENTRAL INDEX OF INVESTIGATIONS

March 1984

Prepared by:
Dr. John R. Goral

Adjunct Research Professor
Manpower Research Center

Naval Postgraduate School
Department of Administrative Sciences

DoD Personnel Security Research Program

Report 84-1
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8 wherein the names were essentially the zane and the dates and
places of birth matched exactly. This means that it 15 mot cur -

y rently possible to state the exact rmumber of individuals contained

ﬁ in the 8.4 million record sxtract of the LCOIIL.

w

ﬂ Manual review also readily revealed numerous cases in which

s records with =zlightly different SENM: had the same name, date, and
place of birth, and were thuz presumabl, the same  individual.

b The slight S5MN sariations consisted of one of the nine digits dif-

fering between the 3GEMNs or bwo snd three digit combinations being
transposed. These instances suggest manual  or keypunch  arrors
) either by those mplating the forms or those entering the intor-
? mation into the DOIL.

Special attention was given to thoze 2,100 records in which

)
X 58Ns occcurred more than eight times. They were reviewed manually
5 and their relevant characteristics were categoriced. Discussion
’Q of results will first focus on S8NMe appearing ?-41 times and then
3 an the fouwr situations where the me O5MN was fownnd more than 100
: times i the DCII. These anal v revealed that not onmly is the
saine individual fourd oz than o = i bthe DCII but that some
o iof these timgs, L ame investligation zegment 1z repeated, while N
. other times, Jdiffesrent invaesti Cions o clesrances are refer- N
- snced. -.
@ L mhiows, for  each nwnbse o duplicaitions. how many o
L botal instan Far each caracteristic  =s=tudiazd, -
( A dndes of shterncy, @long with bhe Sotal number and number -
W Af T TUE Begihie b N
e 3l
‘ TABLE 3 - characteristics of fupiicate 33Ns
W
¥ Lndex of Zomsistency ... -
A Times 33N Nusber ot Year ¢f Month of Day ot Place of vast First Middle  Total Un1que -
- in_otll Instances Birth  Birth Birth  Eirto Naze  YNare Naae Jegserts 3egeents
g i (.2 7 .8 o I T 1.8 589 719 -
19 12 14 1.4 NI L 34 | 145 ) .
3 13 ? L9 1.6 2.2 ot 4.2 4.0 o 109 29 T
2 ;] 1.4 1.4 1.5 2 &, So 3.3 Ch g . .
13 b 1.5 1.3 1.3 L: 52 s 4.5 75 18 A
14 2 1.5 1.5 2.9 s T X 5.8 bt b 3
15 M 7 i3 1.3 iz £ 5.2 5.7 aé a
— 7 | L.é 1.9 1.0 o .0 Y 10, 17 1
5 18 ! 7.0 b0 8. Y 10 3,1 5,7 13 4
i N { 1o 1. 1.9 o i34 5.0 3. 23 3
o 2 ! Ly 1.9 1.0 2 LY T S0 : !
e 3 ! 1.0 i ) 20 8.0 70 ¥ b
. 41 2 2.0 20 2.0 .5 3.5 4.0 0.5 82 :
! Qverall 105 1.7 - i.3 AN L 4.z 4.2 LN §3%
X
e
N
] A-1-4
-
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The consistency index used in Table 3 reflects the average
number of different values taken on in each instance of duplica-—
tion. For example, consider the 18 instances in which & 5SH
occurred in 10 different DCII records. Im 12 of those i1nstances,
the day of birth data element was identical for all 10 records,
while i the other si: instances, two different days of birth were
found among the 10 records. This could occur for esample, if in
nine records, a day of birth was carried as "12° and in the tenth :
it was coded "21° or if five were coded as "037 and the other five E&ﬂ#
IO . In either example, twe different days of birth were {found
in the 10 records and the consistency inder: computation and inter-
pretation would be the same. Here it is figured as the total num-
ber of different days of birth (12 Lances with 1 zach plus &
instances with 2 each for a total of 24) divided by the total nwn-
ber of instances (18, which comes to 24 divided by 18 or 1.3 as
shown on Table I.
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By definibtion, the minimuwn consistency index 1s 1.0, which
indicates a single value for all records with the sams S5N. The
larger the consistency indesx, the greater the variation in values
found for a given data element. Table 3 indicates that the date
of birth data slements were awhat more consistent than place
of birth, while the nane date elensnts were far less consistent.
It aleo shows oLh af b total rmumber of 1391 investigation  and
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approach is expected to minimize, 1§ not eliminate, the
previously discussed. It will greatly simplidfy DOIT wor
in return for deleting certain im: ation and ols

ments.

Aa shown on

file contain only

as many &z 11
tained mors than
determing the
and relevant perc
grreatest importan

taining DIS
Also, with regard
taining

Army Criminal Records
Division

gir Force Dffice of
Special Inv

Detense Invesbigative
hervice

Aoy Irvestigatory

Records Reposit

1 Investi !

Wl Le

Q1 Force Personres]

Fav

pl )

Seourity Investications

Arrmy Central Clearance
Facility
fiir Force Security
Clearance Office
TOTAL

A manual
first T, 00
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Lypes of Jinernt
the DCII. I
ments of which
ol e an @
thee Lo wmi Y1

showld contal s
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Time can then be spent purszuing bey analytic tazhks cath
than designing methods to bypass problems with the owrent 11

gments. A& total of 944 records, with
=1 3 ;
e of
grntages
ce o 1s bhe
tigations and the fact tha
mernts, W

theam, only three carvied more than one.

revliew of
S SR W T TR
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Takle 1, most rscords i the 3.4 million record P\
one or twi segnents. Yet, a few

T studied 1n
. Table 4 lists the nusbers
2 by various sources. af
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Fartial confirmation of this projection is seen i1n Table 5, BS?&
which presents the source of all tvpe O segments found Ffar 300 ??13

thousand non-55N records with ysar of bhirth betwesn 17938 and 17267.
Note that the DI5 segments constitute less than 1% of the total
number of segments in this DCII subgroup.

i
~

TeBLE S - Sow ~investigation Zegment
Mumber of Fercent of
ﬁf source Geaments Segments
Army Criminal Records Division 40 .8
E Army Investigatory Records Repozitory 25,2
Naval Investigative Gervice 2241
Air Force Dffice of Special 10,7
& Investigations
g Defznse Investigative Dervice 2,23% 0.7
Air Force Fersonnel Security 1,622 0.9
Investigations o o e -
ﬁ TOTAL. ITT 456 100G, O%

Since DIS background investigations are of primary interest,
d&n  analysis of ‘the entire 5.4 million record file was wmade to
determine, by year, the number of wvariosus kinds of RIS investiga-
tions 1n the DCII. A total of 1.8 @million relevant segments were
diFf ulfh vooze category codes. Marvy
Tuded a 31 defined 1n attach-

= 1 A rec
elther of

identifisd, rncluding
of thes= cod
mert 3 o e
RIS menorarnduas
documeants have

vl PR

U

k.

nus

=
" Code \Musber Fercent  Descriptian lode Mumper Percent escription
.
1Al 329,020 17.8 Military Bl B2 26,997 0 Civilian 8BI
N A2 240393 129 Militarv 58] 105 74,531 1.9 Military SBI-PR
E’ 161 225,398 12.2 Militarv Entrance NAC iRl 32,833 1.8 Civilian B!
162 17,315 9.3 Militarv Standard NAC %2 2,08 1.7 Industrial ENAC
<& 1K 122,997 8.7 Military Entrance ENAC 149 24,349 1.3 Industrial ENAC, Suitability
éh 1A7 58,652 l.b Military 58I, Supplesentsl 12 23,518 1l Military Standard ENAC
Y 1c1 88,127 1, Industrial 81 1S 21,992 {2 Civilian SBI-FR
_ 2 52,300 2.8 Industrial NAC 13 0,93 1.1 Industrial E81
Ej 162 #,255 ¢ "ndustriai 3Bi 42 Others 271, 0bl 12,3 1,000 - 20,900 Cegaents
A7 45,590 L% Military £51 312 Ctners II.7s: I . - 799 Cegsents
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gince 1971
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annual cases
security investigations.

varied in terms

TABLE 7 - Percent of Yearly DIS Codes
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which will be deleted. Additiornally, five invelve dififerent D2

I segments on different records with the same SEN and 17 have  the
same DIS or clearance segments on different records. Elidinatoon
of duplicate segments and retention of only bhe nost recent  all
reduce these 22 records to {five. Finalls, seven records montaln

l unique ©I5 and clearance Seqmen‘-’:fz.. which when only the most
are retained will vield two records. Table § provio &

F’ af  these manipules ons and a comparliscr with the initilal
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! Tobal records 24l 41
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DEFENSE INVESTIGATIVE SERVICE INVESTIGATICNS AND ARMY )
AND AIR FORCE ADJUDICATIONS CONTAINED IN THE DCII ;; |

(AS OF OCTOBER 1983)

sSubfile Development

An earlier report described the complexities involved when e

attempting to deal with a DCII subfile consisting of all subject e

investigation and adjudication segments. Based on the findings

discussed in that document, further manipulations were accom-

plished. The resulting DCII extract, known as the "2 most recent

segments” subfile is the subject of this paper. Documentation

of the characteristics of this extract is important, because this

file serves as the DCII input into a series of cohort and inven- . 3 )
; tory matching studies now underway. Their results will be repor- o
3 ted separately, but require a2 familiarity with the information Sy
ﬂ to be presented here.

The initial DCII subfile described in the first report in AN
this series consisted of 9.9 million segments within 8.4 million L e
o records. The "2 most recent segments” subfile contains 4.5 mil=- ‘J
H lion segments within 3.9 million records. What was discarded along

the way will be discussed next, followed by a description of the
relevant characteristics of what remains.

]
o e

»

i The intent in creating the "2 most recent segments" subfile
o] was to simplify the original subfile by eliminating non-DIS inves-
I3
::.
s

5N

tigation segments, multiple records per subject, and records with-
out valid SSNs. It was recognized that a small price would be
paid to accomplish these objectives; that price being the loss -
of some unique DIS and clearance segments. The subfile manipula-
tions consisted of three main steps: 1) reducing each record to
(at most) the most recent DIS investigation segment and the most
recent Army or Air Force adjudication segment, 2) deletion of
; records without valid SSMs, and 3) concatenation of records shar-
5 ing the same SSN into a single record with only the most recent
'y DIS investigaticn and/or adjudication segments. Table 1 surma-
I rizes the status of the subfile at each step. The total loss of
§ DIS segments represents 1.9% of those in the full DCII, while the
- dropped adjudication segments represent 3.0% of the DCIT adjudica-
- tion segments,

la’
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ﬁ DIS DIS Segrerts  Adjudication Adjudication
Xage Records | Segrerts Dropped Segments Segments Drogped
3 Initial 8BNS | 1,8710D  Nore L 2,793,089 fore
- atfile g
% Within record 4,050,812 | 185,672 1B, 278LE&T 1,22
.d oconcatenation
o~ Deletion of 4,055,072 ! 1,831,608 3,97 | 2,780,576 1,251
N invalid SSNs |
N Eliminstion of 3,926,455 | 1,812,5%5 19,13 270,03 0,273
's dplicate SSNs |
TOTAL WF5 82,756

As predicted in the earlier report, only a small number of

: . records without valid SSNs contained DIS Investigation or cujudi-
ol cation segments. Only 4,740 such records were identified. Of
B this number, 143 did not appear to be meaningful DCII records,
3» as indicated by numreric data in the fields reserved for names or
» such "names" as--Test Record Deletion, Input Test DCII, and Input

Test Saturday. Also, 174 instances of two or more records per
individual were readily identified, some with unique PIS and/or
adjudication segments and others with duplicate segments.

c v
[N

Examination of the DIS case categories for the 3,974 segments
without valid SSNs reveals over 70% to be civilian investizations.,
while few are military Bls and SBIs, which are of greatest in-
terest. Most of the 1,251 clearance segments sre either at the
. secret level or reflect no clearance being issued. FRelatively
> few are of the more analvtically interesting top secret, SCI,

revoked or denied varieties.

Lo

?{ Most of the segments that were dropped were excluded in the
= final step of the process, when duplicate SSMs were eliminated.
A 200 case sample of duplicate SSNs was exariined to estimate the

5 relative proportions of unique and duplicate segments that would
N be dropped when the duplicate SSN records were corbined. Analyses
of these cases yields estimates of only about 20% of the elimi-
‘ nated DIS segments being unique, while about 90% of the eliminated
c adjudication segments are estimated to be unigque. Recall that
the methodology adopted, in cases where a unique segrent required
- deletion, always retained the most recent sezment.
. A-2-3
e
-'\ —
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Examination of the reasons for duplicate SSN records for this 200
case sample revealed three dominant causes. In 68% of the cases, the
middle name differed. Mostly, this involved one record with only a
middle initial and the other with a full middle name. A second major
cause of record duplication was differing last names. This was found in
28% of the sample cases and mostly appeared as a result from women chang-
ing from maiden to married names. Finally, place of birth differences
were noted in 18% of the 200 cases sampled. Here the typical situation
found one record with a place of birth and the other with none recorded.

DIS Investigations

The 1.8 million DIS segments in the "2 most recent segments" subfile
consist of 350 different DIS case category codes. However, most of the
segments fall within a relatively small number of these codes. Table 2
presents the 20 most frequent case category codes, the number of segments
containing those codes or their related added coverage code, and the
cumulative percent of the total DIS segments in the subfile. Note that
these codes account for over 90% of the DIS segments. The additional 21
codes in Appendix A bring the cumulative percent up to 98.5% and leave
only 27,414 segments to be found among 272 other DIS case category codes.

In addition to the case category code, several other attributes of
DIS type O DCII segments in the "2 most recent segments" subfile were
reviewed; these included year of file, retention, context, and status
code. VYear of file and retention are cross-tabulated in Table 3. Virtu-
ally all DIS segments are retained for 15 years. Only for those segments
added in 1983 is this near uniformity not the case, with nearly a quarter
of the DIS segments having an unspecified retention period.
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Case Category

Code

TABLE 2 - Most Frequent DIS Case Category Codes

1A1
1A2
161

162
1K1
1A7
1C1
1J2
1C2
1A3
182
1D5
1M2
181
Iv9
1K2
1E5

1C3
1XX

1P3

Description

Military BI
Military SBI
Military (Entrance)
File NAC
Military (Standard)
File NAC
Military (Entrance)
ENAC
Military SBI,
Supplemental
Industrial BI
Industrial File NAC
Industrial SBI
Military IBI
Civilian SBI
Military SBI-PR
(Limited)
Industrial ENAC
Civilian BI
Industrial ENAC,
Suitability
Military (Standard)
ENAC
Civilian SBI-PR
(Limited)
Industrial IBI
Other Agency
Investigations
Military SBI,
Suitability

Number

326,754
255,668
220,031

168,497
121,438
70,120
69,473
51,548
49,054
46,857
39,456
36,355
32,718
30,821
26,855
23,392
22,273

20,756
19,111

17,132

Cumulative

Percent

18.0
32,1
44.3

53.6
60.3
64.1
68.0
70.8
73.5
76.1
78.3
80.3
82.1
83.8
85.3
86.6
87.8

88.9
90.0

50.9
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T - DIS Y ile
192 1973 w9 1975 1976 1977 1978 1979 1980 1981 1982 1983  Total m
3 3 2 2z ) 2 2 2 3 _Z % % 2z
1-1C yeas - - - - - - .1 - - "] 1.3 1.3 5,405
.3
15 years 9.7 99.7 987 9.6 9.3 982 93 N5 N4 985 9.8 755 1,7456
%.8
5= years 1 .3 1.3 A .1 1.0 b D b 1.0 .9 3 11,003
b
Unspecified 2 - - - b .2 - - - - - 2.9 41,640
2.3
TOTAL ¥ 89,458 156,102 168,560 146,318 122,170 135,510 137,945 158,611 184,633 168,772 173,152 171,343 1,812,574#*
2 49 | 8.6 9.2 8.1 6.7 7.5 7.6 8.8 10.2 9.3 9.6 9.5 1001
*Bcchﬂesaesgrmtwithyearofﬁleccdedm&aﬂretmtimasZSyeas.
T 4 - IS File
1972 1973 1974 1975 1976 19r7 1978 1979 1980 1981 1982 1983 Total
Tracirgs 206 P9 WO .1 6.9 7.6 T4 8.4 814 8.3 T79.6 6.4 1,177,B5%
65.0
Open Cases - - - - R S - - - - - 20.3 ¥%,222
2.0
Unspecified 79.4  60.1 5%6.0 439 337 279 2.6 19.6 18.6 9.7 20.4 18.3 58,997
33.0
*xcludes one tracing segment with year of file coded as 89.
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g; was found.

Ve

3ecaus2 of the lar3gz auader of diffarent 2IS zase catesory
v coies and the siailarities of uwany Lo =2acn other, 3 naw data
2l2m2at was created. Teraed consolidacad cas=2 catenory, 1t
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e TA3LE 5~ Consgiidated Cas2 Catazorizs
o lilicary 3 Civiliaa 3 induscrial 3 Totas M
51 344,121 19,2 32,315 1.3 74,535 4.1 451,431 24,93
Q a1T-PR 17,943 1.9 4,135 2 h,a40 .3 27,333 1.5
> 331 43,139 13.9 52,340 2.9 34,421 3.5 453,253 25,4
537-P3 33,9232 2.0 22,331 1.2 3,321 ) 57,314 3.7
. T8I 52,2239 2.9 219 . 27,752 1.5 3,33 4.3
o 2 2,133 . 5,041 .3 15,432 .2 25,723 1.3
i JAC 35,513 29.5 7,317 4 113,549 3.3 353,334 35,2
. DER! 2,593 .1 349 . 14,373 L2 17,237 1.0
g Juncovat 1,312,375 23,2
discaslaancous 23,321 1.1
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Clearances

The "2 most recent segments" subfile contains 1.2 million
Army and 1.4 milion Air Force adjudication segments. The major
types of clearance sttus and the year of adjudication are given
on Table 6, For the Army segments in this subfile, the predomin-
ant clearance status is “secret". Most (80%) of the Army segments
were adjudicated since 1980, while less than 1% were adjudicated
prior to 1975. The Air Force adjudication segments are similar
in that most (74%) are ~“secret”., However, they differ in that
a sizeable portion (23%) were adjudicated before 1975.

In addition to the clearance status and adjudication date,
DCII clearance segments contain the basis for the clearance and
the date of the reviewed investigation. Army segments also indi-
cate the reason for the adjudication action. Table 7 summarizes
the subfile contents with regard to the basis for clearance as
a function of clearance status. While the DCII documentation
lists 23 valid codes for clearance basis, the five specified in
Table 7 account for all but a few percent of the segments in the
subfile,

Over 90% of the Army's "secret" clearances were based on an
NAC or ENTAC, while virtualy all "top secrets" were based on a
BI and "SCIs" on an SBI. Almost all "secret" Air Force clearances
resulted from an MAC, ENTAC, or NACI. Two-thirds of the remainder
resulting from SBIs. Virtually all SCI eligibility was based on
an SBI.

Additional analyses involved the dates of investigation and
adjudication. The year of investigation was subtracted from the
year of adjudication to establish the approximate delay between
the two events., A result of zero would occur if the adjudication
occurred in the same year as the investigation. The larger the
computed difference, the zreater time elapsed between investiga-
tion and adjudication., The findings from this analysis are pre-
sented by clearance status on table &.

in the Army, most adjudications occur within a year of the
security investigation, with 5% at six years or beyond. Differ-
ences are noted by clearance status, For SCT and revocation/de-
nial actions, over 90% fall in the same or one year difference
categories and only 1% at six years or beyond. The top secret
clearance categories were noteworthy for having the hightest per-

centages at six years or beyond, 28% and 11% respectively. - o d

Overall, in comparison with the Army, the Air Force had a {
higher percentage (90% vs. 82%) within the first two difference c
categories and about the same (4% vs., 5%) at six years or beyond. S
The only major Air Force clearance category to differ substan- ]

tially from the others was the one indicating adjudication of an
unfavorable investigation terminated with no clearance issued.

e
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£Y 83 Army and Ajr Force Adijudications
The number and type of Army and Air Force adjudicetions enter-

ed into the DCIJT in FY 83 is shown on Table 1. For the Army, nine

:'? different codes were used. The "!" and "S" secret level categor-

)

* ies accounted for 73% of the 12C thousand entries, followed in
g magnitude by the 10% of SCI level clearances. A total of 17 Air
. Force codes wWere encountered with the "S" secret code found in
3 71% of the nearly 183 thousand Air Force adjudications. Also,

; W, 13% were coded top secret and 8% top secret/eligible for SCI.

'

}

f ?E " Table 2 displays the types of investications utilized to ar-

I B rive at the various clearance status codes during FY 83, 1In both

! _. the Army and Air Force, secret clearance stztus was granted based

: - a'most exclusively on the various types of nztional agency checks.

i o Virtually all] SCI level clearances in each service resulted from

' - special tacknoround investications. llost top secret clearances

: : vere based on bacxground investizations, although 12% of the Army

| - "T" clearances and 2°7 of the Air Force "T" top secret clearances

! o, showed an SBI.

i

1 )

| ﬁ Army adjucdicatons in the DCIT contain a cdatz element describ-

’ ing the reason for adjudicative action. Table 2 lists the reasons
for review under each clearance status., ost secret and top sec-

ret clearances choved "surety" as the reason for review, SCI
g clearances were split about evenly tetween "surety" and "special
- intellirence."
S .
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TAZLE 1 - FY

3 CLEARANCE ACTIOKS

-
>

0

Army
MUMBER PERCEMT DESCRIPTICH
102,321 56,8 Secret/ARSC-5 (PFP-Surety)
28,698 15.9 Secret
18,537 10.3 SCI
1€, 307 6.0 Pending Action at CCF
7+63% 4,2 Top Secret/ARS50-% (PRP-Surety)
6,805 3.8 Top Secret
5,243 2.0 Revoked/Denied
31 0.C [Favorable/!'o clearance requested
13 0.0 Confidential
180,190 100.0%
Air Fore
NUMPEPR PERCENT DESCRIPTICQH
129,390 70.8 Secret
24,530 13,4 Tep Secret
15,122 2.3 Top Secret/Elizible for SCT
b,711 2.6 Terminated/ o clearance issued/
unfavorable investigation
2,547 1.9 Pendin- adjudication
3,240 1.2 Faverable/llc clearance authorizec
512 0.3 Restricted to nonsensitive posi-
tion
4uz 0.2 Terminated/!c clezrunce issued/
favoradle investigation
3C4 0.2 Top lecret/Ineligitle for SCI
268 0.7 Tnvestizztion reopened
130 C.1 Top Secret/Inrterim accesc to
SCI -~ranted
129 0.1 Clearance revoked
21 e.c Mone
£1 2.C Tnvestication initiated
2?2 0.0 Clearance denied
1z 0.0 Tercineted while tendins adjudi-
caticn
1 0.C Top fecret/Inelirible for SIC
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Table 5 displays the overall results of analyses on the type

"0" DI

wn

investizations conducted on enlisted, officer, and civil-
ian personnel in the Departmenrt of Defense, Tt shows that =t the

20D level, about half the cfficers, 20% of the enlisted personnel

™

nd 107 of the civilian employees have one of the 3%0 DIS cas

caterory coces fcund in the DCI7T, Fortunately, for the sake of
exposition, mest have one of & relatively srall number cf these
case caterory ccdes. As shown on Table G, predorinant amon~ the
DTS invectircaticns are military PI'zs and SPI's foir the officers
and enlisted nersonnel, and civilian FI's and SET's for the civil-

2 ™
ian 0D errleyces.

Amonz the cervices, tre Rir Sorce was feund to have the zfreat-
est cercentate of officer (557), enlisted (Z2%7), ard civilicn
(107) perccrnel with DIS type "O" investizations, while the Marine
Corps had the srallest. Coaparatle ‘larire Corps flzures were L27
{cfficers), 127 {enlistecd), and ™ (civilians). The frrmy and Uzvy

fell wittin threse ran-es for ezch of the three tynzces of personnel,

Lk

s
v
¢

[}

L
~ —-\-~
-" .\ -
e
.b . -.-
Rty
-"_- -
MEL R

1




W B
l‘ l‘- -l . % b
Ay » r
P LEFAW-’ n.- LA P\ﬁa,

O 40l Gl 0L €661 YLty LG 0L N (2 o
Wor WL [ Ln an | hee WO TR o5 le] e o LigTes SO TS 350U ‘.....
w283 515G 0 - o
el 000t P2 =y X S I A ) PG I S S 0 17 A roa B+ 311 SUOTIRCTIEIAL "4
! Wn A SIC A0 - e
el Go*E L %L £l €% el WL jue Gl N RN
2L (prepul) Avnp g, il S
€ g e ot €05 ¢ &k e &X MipgEas g0 Sy, WVeil ooy
< Y6 £ 13 R TR A 7 S A Y (91121400 ‘ﬁ.u
wiods) ud ¢ AT d/dal "7 4
N 0Ec*T n £c e W | sk [ gm Mg ¢ g A Wedt
i Gl G 015 g L5 " itge e 0L dd G AL y/1al "
5 9.1 L L € s |G S € Lx Rrepkin: o ey il i
(A Lic'e &'l el |t S 0L gk el et Gl AL Vel W
Le Gll*g TE ke |1 M [LTE B LETC S e ug il ST /5L R
GE GOl vt AR et Mo [0S U [ ot L/ lal ML Vil i
1°6 QLS [letol ol ety el [utol Jitd | ALl [k s et VL ”..“M
L'El 0WLh 474 dmetsl 0% SOU't (LU @yl | STl EoctEL [d5 AT Nt T
geel  ochdr LSl gantob f LA UGt Jotol SeotCL ] el OLLtil L3 Mgy U/l "
5 o ° L - R I E " TOTIAIRR]  So0) 4.0 )
axy Q10 ATy [504 QUL § AL, BESINE) ' -
T
i
e Ll Ehir gt 0'GLL S Cletogy 3 (0], <
6L cnodm' ] ael &o'dx] 00 OOTGHTOL oek|c e TLaG SOTIE. T30,
H ubu &Y 3G 9 =
0°L Bl - LU 'S | ST G |0°L €t |60 GiC'9 SUO LTSN
a0 2 517 JOH0 -
L Le ||y QT | LTl REOUL (ST €St (ST gt W IAICTES
(SMEIWRO) AL T Lt
L oewe || L GC | LY dnb'e J0%e 0Ou'0 |LTL L | G (Poamsw) ATy, VL
B¢ GGt (|11 XS | Tl Li0fe e leLfLL LY St N oL
(ppuys) eyILy oy ) _
AR ¢ ¢S i mwoe | L° (1] A A/ VA At ¢ 0 ¢ Ua et WGl ;
Rt 9y n ol | e e |6 Tete [ itc | ATTIORImS L ARt Vel
RO R | DA cxe | & SIS 0% L0 G | Mrreesms epgg et WVedl _
9°  ZE'OL (|0 €£9oh | et ued |90 WO [Nt AE'C |[(POBRMED) 4d ‘LI AT(g! WGl
0L gl f[o't @R [ € s |60 e (LT fetn [auebrkns ¢ Aejln; Wil
1/ R 7 T | DA Gl | L 9L |yt Gy JO° S L/ SMeayny Vel
0°G¢  689°65 {197  wSW| L°2 1eL'C Iw'e Q6L ¢t otk o Meytig Wil
26 hUhe  {IE'C 0GlOR| EE YES'S |oTS dgb'ed [0t 9ENK 1 &Mejrin) /LWL
7 i o i 5 | T i TOTYATIoa]  Sop0) LIG
ad KT T SI0) oULIg | A L6 Reateu L]
[+ | N Em R 93 WA RS e W T e T

S IMNOIE P AIMADMATII A s PO W . SRR T, VLR Y




oot 200°1 059 L0t lee O3l S UX et Ay 2
1700 J7AIRY il [FOAITY 90y Ll 0T ccOSL 2TL0 wobleuet ST clitite SUOTPTLTYSONT
ala Sy C =
Gl wolttil 0°c LY L S TS 9° sl 9L oY P T T CUOTIC.TI0ONIT
T TRVRE o A =

¢’ Liote c* Ol 9° Olii*l o oS ot Gl <t chy UoTCL TS 1T
' : Lol aa ol

I LGG*L [ lo <t 63 < 7| ol hid, < Loy oV
. R AOQL..UHHEOV Al :_. ()3

L Ro*L n* co PANED. ¥ LI N e oS Sl ot ok ,_ L
i 3 ?:Q:\:: Ayt <ot
1° 0l g* R Le il Q* g L Juc e S ‘ AVITIQNVINE ¢S RTATY o kil
& GOLCL ¢ L A Hh L o [y 1] TN Y SR Soes e WLl
¢ o0l ‘e 9° -3 ¢ o3 o° U z° 237 o U0t L _ Jdd JCTEALD Sral
9° alS L A L JaltL £ < 5° Sl g* gl 1 AL LAV
9 05045 (A itco’t i SO L° 3l 5° (oAl 4° Jult PuRs kg ¢ urTAL, Wil
3 cir'y iy Yt L GlLL L* <l 4° <t i Sl [GR0II) Od fids WBI[IATL, ul
oL &Lo 9° Lt 'L 773449 a* “ditl o’ ceyute o celte JIS cat o o v/LVL
vl 925 'l L0ty Gl 0l3'e <’ Ol il i Pl O T Lo iy SO
o'l f7lo*ol e (RSTALH 1°¢ A (R LuC 122 RIS SV, L sluty Qg RIALS v/l
% K .h I o I M o o ¥ " i1 UL 000 XL I

g0l BEVay) 01 117 Elt RN XAC o P ETRTYG)

Epr:. n.kq.aq.....im. A

{(PUTS0e) -0 711

o s e .

4;111114-.-

A

s

myey

-\-.-.-to

SRR AR

A-3-12



a2 B

i1

P PRI I b

vy

LR
el

INVESTIGATION AND CLEARANCE STATUS OF THOSE IN‘
ARMY PERSONNEL SECURITY SCREENING PROGRAM OCCUPATIONS

July 1984

Prepared by:

Dr. John R, Goral
Adjunct Research Professor
Manpower Research Center

Naval Postgraduate School
Department of Administrative Sciences

DoD Personnel Security Research Program

Report 84-4

KAl

R

~

S P ) TRl T LR T LTS R A S I .. .
R d SACNEAORCRE A L R\ T IR W BTN




At N . ey e . Sy pARTINg Pig gia Sl Hig Pre nteld MO AN ol SEOREAS SR B a8y ]
- -
v

>t
h

- v
A
. .. el
RS
o e
- -
p Investigation And Clearance Status Of Those In Army ;! =]
Personnel Securitv Screening Prosram Occupations i
ORI O
G s
" The Army currently operates a Personnel Security Screening - %wé
?i Program (P3SSP) which screens recruits for positions requiring ConE
;: background investigations and high level security clearances.
. Key personnel in this program are security interviewers working
.g at the MEPS to screen applicants and military intelligence
% interviewers at tne basic training sites, who interview certain
i recruits before their DIS investigations are requested. The
fﬁ PSSP currently screens for 17 enlisted occupational specialties
?‘ involving intelligence or nuclear work. The purpose of the
o analyses reported here was to ascertain the DCII status of personnel
;3 in the PSSP occupations at the beginning of FY 24, with regard
%p to their most recent TCIS investisation and current Army clearance
” elipgibility.
'3 Table 1 shows the types of DIS investigations found in
ja the specialties covered by the PSSP. Tre first ten occupations
o (05D-98J) require SCI eligibility. Most incumbents in each
52 of these specialties show an SBI type case category code, the
g percentages rangineg from 82% (72G) to 9o4% (08C), PRelatively
‘i few instances were identified with no DIS dossier; the percentage
ﬁ ranzing between 1% (CS5%) and 4% (72G).
3 The remainins seven specialties on table 1 recuire secret
s or top secret eligibility based on a PI level irvestipgation.
a Among the latter four (12F-55G), RI/IPI type investications
o
;5 precorinate; the percentages ranging from 71% (55D) to 95% (12E).
"3
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The only other noteworthy finding among these four occupations

was that 20% of the explosive ordnance disposal specialists (55D)
did not have a DIS dossier.

Those in the other PSSP occupations showed considerable
variability in the types of DIS investigations they have had.
For ¥OS 96B, 53% had SBIs and 32% BI/IPIs. Among image interpreters
(96D), 69% had SBIs and 18% RI/IRIs,. Seven percent in each

of these ocupations did not have a DIS dossier. In MOS 36L,

38% had SBIs, 20% RI/IEIs, and 38% no DIS dossiers.

L

Table 2 presents the DCII clearance status of the Army
enlisted personnel in the 17 PSSP occupations at the beginning
of FY 84, Tre first ten (05D-98J) require SCI eligibility and
table 2 shows that most personnel in each M0OS have it, This J
ficure ranzes from T76% (72G) to 299 (05G), while the percentage '
with no DCII clearance entry goes fror 1% (CSX) to 42 (72C anc
97F) for these ten occupations. 3

VYhile only reaquiring top secret eligibility, a majority
of those with !ICS's 9AR (50%) and 960 (£47) have SCI eligibility.
G2 36L requires only a secret clearance, yet 27% have higher
eligitility, while 23% have no DCIJ clearance entry.

The four remaining occupaticns on table 2 also reguire
secret clearances, but a majority in each have top secret eligibility
rancing from 61% (55D) to 34% (12%)., Finally, 29% of the explosive
ordinance disposal specialists (55D) have no DCII clearance

entry, J
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Description

AY/SIGINT Britter Identifier/Locator
Signal Security Specialist
FYSIGIM Morse Interceptor
BY/SIGINT Monorse Interceptor
E/Intercept Systars Repairer

Nata Conmunications Switching Center
Canterintellierce Agent

EY/SIGIT Analyst

BY/SIGDT Voice Interceptor
RY/SICI'T Moroarrurications Interceptor

Intelligence Mnzlyst
Irzge Interpreter
Flectronics Switching Systers Repairer

Atanic Derolition unitions
uclear leapans Electronics
Fxplosive Ordnance Disposal
Muclear Veapans Maintenance
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A recent study reported that over 50% of active Army personnel

[

did not have a clearance segnent in the DCII at the end of FY

| AN

23, Discussions with Army clearance officials indicated that
the DCII does not contain information on Army clearances issued
before 1972, The following analyses were conducted to determine

how many of these personnel might have or be eligitle for top

§ secret or SCI clearance. )
% Tke procedure utilized was to deterrine the DIS case category E%
i code (if any) for those without clearance segments., Vhile the j
ﬁ results will not bte proof of clearance status, they will in K
? generzl, set limits to the level of clearance eligibility one i

misht have. For exanple, an individuzl with no record of a

]
.

-"' :'. i

TS investicaticn teyond 2 MNAC history, file YAC or exvanded

.
SR

MAC would at btest te elizible for a Secret clesrance. However,
sorieone with @ PI could qualify for a Top Secret and an indivicual
with an SPI may have SCI eliribility.

Table 1 shows the Army officer, enlistecd and civilian
inventories ir three classifications: those with ¢ DCIT clearance ;
segment (whose clearance status was reportec ezcrlier), those
with no DCIT clearance se-cment znd no DIS dossier sejrent (and

therefore no DIS T or SRI), and finally those with no DCIJ 'i

OB S S T e RS T R s

clearance cerrent, but havinc a DIS case category code (and

»

. possibly Top Secret or SCI status). Yote that relatively few
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of those without DCIY clearance segments have a DIS dossier A

segment.

L

T 1, DIS

E
E

| A Y

Clegrance  DIE Dossier X = M — i
yim,o 62,0 63,696 60.1 %,506 24,0 ! 565,19 19,8
!

k]
22
2

T4
e
)
=

o o 221,416 33.5 35,075 - 33.1 263,969 73.2 523,490 46.1

o Yes 2,010 4.5 177 53 10,000 2,8
!Total 59,312 100.0 105,048 100.0 %0,55 10,0 || 111,85  100.0 .
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= Tables 2 and 3 present the types of TIS investigztions ..
Zj most prevalent anon;z those with a DI dossier segrment, but no
‘n
Mus
DCIT clearance sezment. tany of these individuals would not
- »
X - - . .
o be elicible for a Top Secret cr SCI clcerance because their
- DI dossier reflects only a MNAC or ENTIAC, ™
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DS Code.
1@

TR
1G1

122

14177
1A3/C
1DI/A
e/
177/G
130

1822/°
147/C
108/

1P/

D it
Stangdard File MNAC

Fxpanded =MTINAC
File 2TVAC

Standard Fxpanded MAC

7T, initial

7T, initial

rI-PR

"I-PP, special ocovere
("ndustrial) I, security

o7, suitability issues

&7, initial
7T, supplerental
ST-PR (Lirited)

FI, suitability issues

Cther DTS Coces
Total

€,720
n,2%2
1,05

4,8R
a2

1

152

124

1,355
212
17

1

20,010

16.2

100.0

B

N

15

117

°5
17

212

7,77

G\

15.7
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TAFLE 3. DIS Dossier Types For Amy Civilian Personnel
"Mtk Mo DCTT Clearance Entry

12 Standare File TAC (rilitery) 1,937 10,2
1M “ile FIMEC (~ilitary) 51 5.2
1" Sile "AC (civilian) Loy u7
11 “xpardded TTAC (military) 184 1.6
wars Standare Tymanded MAC (miilitary) 175 1.8

1J2 e TAC (incustrial) 143 1.4 .

178 7T (civilian) 2,20 2.2

—
=
D

m/s2e °T (rilitery) 1,400

1732 1 (civilian) e 1.0
mem TT (civilian) T=6 7.2
wem ST (nilitary) wm HRY

1T7/C T, sumplerentel (civilian) 12° 1.2

—_ trer TTR Codes LE72 15,5

Totel 1C,0°C 1.0
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In summary, these analyses have determined that ir addition

RS

to the number of Top Secret and SCI frmy clearances previously

&.
3. . . .
& reported for the September 1923 active duty inventory, un to

o

about ¢ thousand enlisted personnel, % thousand officers, and

<
2l

7 thousand civilians may also have or te elisicle for such ri-h

P lior i

level clesrances. Furthermore, stould it te decided to supplerent

4
- the DCIT clearance date, NVMDC could make individual icdentificaticns
g. by name, ranl, S8 and unit identification cocde available to
ve'
o
7 the Army for purposes c¢f clearance status verification et the

unit level,
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NAVY SECURITY CLEARANCES

Navy does not input security clearance data into the DCII.
However, DMDC currently receives quarterly data submissions
from NMPC which include level of clearance, type of investigation,

E; investigating agency, and the date on which the security investi-
: gation was completed. These data are available for active duty
4y officers and enlisted personnel.
. The attached tables examine the content of data elements
I', from the December 1983 files, which are potentially useful to
f'_: the DOD Personnel Security Research Program., Table 1 shows
\ the type of clearance and identifies two major limitations of
. this data base. First, there are no clearance data at all for
‘ many individuals - 19% of the enlisted personnel and 4% of the
officers. Secondly, for many others the level of clearance
Al
F. is not recorded. Only the type of investigation is available.
o This is true for 213 of the enlisted personnel and 38% of the
{3 officers. In sum, the clearance status of U40% of the enlisted
3 personnel and 42% of the officers is not available from this .
X data base. o
s ':-’
~ TAHE 1- Clearanece Eligibility Of Active Dty A
1 Nevy Persarnel A5 Of Decarber 1983
3 B
i Enlisted Officer
X Clearace Stabus N z N z
R Top Secret 38,91 8.1 24,56 4.8
Secret 179,795 3.2 15,916 2.7
$ Other 593 .1 13 .0
N Nere 71,7% 14.9 52 o1 N
Unknown (BL/SBL) 8,057 1.7 8,163 12.1 i
2 Unknown  (NAC/ENTNAC) 93,84 19.4 18,38 2.1
& Not_Processed/No Record 0,016 186 B 41
o Total 483,122 100.0% 70,103 9.9
%
)
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&
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While disappointing, this finding for the Navy is quite
similar to that previously discussed for the Army, a DCII
contributor. In the case of the Army, no DCII clearance information
was available for 38% of the enlistees and 40% of the officers.

To more closely examine the Navy data, clearance eligibility
distributions were obtained by paygrade and are displayed on
table 2. These figures exclude those for whem no information
was available. Note that for enlisted and officer personnel,
as paygrade increases, the percent with top secret and the percent
with unknown eligibility, but a BI or SBI also increases. At
E1 the combined figure is 1%, while at E9 it is 35%. At the
01 level it is 17%, rising to 97% at 07 and above. Also noteworthy
for enlisted personnel is the decrease in the percentage with
no clearance as paygrade increases.

TAHE 2- Clearance Eligibility Bv Paverade
Unknown Unknown
PavGrade Too Scoret Scoret Cther Noe (BIARD  (NAC/ENINAC)
Z 4 z z z —2
El 7 2.3 2 %.6 . 14.0
7 1.6 2.3 .1 57.6 .0 8.3
B3 4.5 43.7 a0 Ba . 16.5
EA 7.2 52.4 g0 W7 2 >.3
25 12.3 51.7 g0 40 1.3 0.5
B 17.5 1.6 3 6 5.3 31.6
E7 1.7 4.u 3 2 9.4 6.9
E8 2.7 40.0 2 2 1A >.8
2] 2.5 B.5 A 0 1224 2.3
Warent
W 2.8 2.7 R 0 125 %.8
Officer
01 13.8 %.6 .0 .0 3.5 43.1
® 2.0 1.8 .0 .0 2.9 %.3
03 %.1 2.5 .0 .0 8.4 2.9
ol 5.5 13.6 .0 1 186 2.1
05 50.8 8.9 .0 3 2% 13.8
06 u8.1 8.8 .0 Jd 0 02 12.9
07-011 62.1 A .0 O 38 2.7

i
Ar-
I. ..

AR
XA
I.. l~ A"

; .. -I.. .l‘..‘.. ﬂ.

»
a,.
(]

dg— ?f:
2 E

. l.
.
2R

LT S0 SN i
'.':'.‘l;l"l'. v
‘..' "l .l .l ’.
P A}
2, S

-
r
4

2
. s
R T I

7o
4
»




Table 3 shows the type of investigation, with ENTNAC and
NAC most numerous, followed by BI and SBI, in that order. Note
that this information is not available for many individuals.
While this is true for the NMPC data base, it would be possible
to determine for whom there is a DIS dossier, by linking this
data base with the DCII-inventory extract currently in use,

Officer
Type of Investisation N 3 N 2
ST 15,08 3.1 1,215 16.0
Bl 2,012 6.6 21,509 30.7
ENTNAC/NAC W5,580 TL.5 34,464 19,2
Other no .1 10 .0
Mot Processed/No Record 90,016 186 e85 4,1
Total u83,122  99.9% 70,103  100.0%

Table U4 examines the type of investigation by paygrade.
It shows an increase in the percentage of SBIs and BIs along
with a corresgonding decrease in NACs and ENTNACs as paygrade
increases. Thus while less than 1% of the El1s show an SBI,
9% of the E9s have it. And while 3% of the 01s have an 3BI
code, the comparable figure at 07 and above is 82%.
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TAHE 4 Tvoe of Lvestigation Bv Paverade e
" ke
PavGae S0 B DNMCANC Oter N
. m $.. l 2 Z :,-:;..:-.
n jxl .1 8 9.9 2 ,{;.::.Q
ﬂ E2 A 1,2 9.3 .1 :ﬁ\'g&::;.;
E3 1.3 33 %3 1 i
2} 2.5 5.0 R4 d E A
Bp 7.5 15.4 76.9 2 AT
. E7 8.8 2,1 68.8 .3 ce
ﬁ B8 9.2 22 6.4 2 S
E9 9.2 5.3 65.1 A " ':
g.% et Tl
L Wt 11.1 31.6 57.3 0 ‘
a o1 2.9 14.4 &.7 .0
@® 7.0 2u.8 68.3 .0
03 12.4 2.0 %.5 0
} o4 20 4.8 %2 .0
G B 3.6 2.9 23.5 .0
, 06 p2 ».3 2.6 0
. o7-011 8.0 13.3 .7 0
i Table 5 presents the source of investigation for those
¥ with BIs and SBIs. Virtually all SBIs are attributed to DIS.
" Most BIs for those with top secret clearances were also done
] o by DIS. 1In contrast, slightly more than half of the BIs with
. unknown clearance status have NIS codes.
-,
24 .
‘ e Sarce :
& N2 N : | X N S 1
=L DIS 13,127 99.7 1,819 9.4 8,47 99.5 2,674 98.5
.. NIS 5] .3 12 b u3 S M 15
o Quer/Abon - - - - 2 .0 1 .0
- Total 13,172  100.0 1,891 100.0 8,4%2  100.0 ! 2,716 100.0
|
!
A |
) B DIS 2,151 8.3 2,648 .9 11,943 75.8 = 2,52 .9
- NIS 3,58 13.7 323 2.6 3,813 242 |, 3,1% 549
N Qther/Aniqonn - - 2r b5 6 .0 9 2
S Total >,659 100.0 6,166 100.0 { 15,762 100.0 { 5747 100.0
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In summary, the NMPC data input to DMDC provides a continuing
source of personnel security information on current active enlisted
and officer Naval personnel. Data are available on clearance
status, type of investigation, and investigating agency. Coverage
on the key item - clearance status - is far from complete, but
no worse than is the case for Army DCII records. Over the next
several years, the coverage should substantially improve for
both services. Starting with October 1984 DCII analyses, Navy
clearance information will be incorporated.
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Projecti ¢ Milit Periodic Review Requi :

Linkage cf the DCII with current personnel inventory data

bases permits analyses to determine the numbers of investigations

due, under various periodic review requirements. Current standards
call for reinvestigation after five years. However, DIS resource
constraints now limit the services to quotas, resulting in a
backlog of overdue investigations. These analyses were performed
to determine the size of the backlog and to project the number
of individuals, who would become eligible for periodic review
during FY84 and FY85. Such information is important to the
formulation of policy and investigatory staffing alternatives

over the next few years.

The primary findings were that:

...About 117 thousand military personnel had
DIS BI/SBI type investigations exceeding the
5 year limit at the end of FY83,

...0ver 38 thousand individuals with top secret
and SCI clearance status were due to hit the
5 year limit in FY84, and

...An additional 51 thousand with such clearances

wege projected to reach the 5 year limit during
FY85.

Of the 2.1 million active duty military personnel at the
end of FY83, 520 thousand were found to have DIS dossiers.
Nearly 20% of these dossiers reflected expanded or file NACs
rather than background investigations. The U423 thousand remaining

DIS investigations served as the point of departure for the




analyses reported here. Nearly 97% of these were included among
the dozen types of DIS investigations listed on table 1. 1Initial

BI and SBI codes alone account for 272 thousand investigations.

Table 1 indicates the fiscal year in which the investigations
turn(ed) 5 years o0ld. Two hundred thousand of these will not

hit the 5 year mark until FY86 or later. Since many of these

A B KB B K3

individuals may leave the military through attrition or separation
after completing their initial enlistment commitment, no meaningful

projections of periodic review requirements can presently be

E% made for this group. Of the remaining investigations on

| E table 1, 113 thousand had already hit the 5 year trigger point

by the end of FY 83. However, it is not implied here that all

E were overdue for a periodic review. In projecting pe}iodic
) review requirements it wss assumed that not only a 5 year old
! BI/SBI was necessary, but also a high level (top secret or SCI)
H clearance status. This assumption made projections of the backlog
¥ unfeasible since Army clearance data prior to 1979 is far from
E complete and there are no Navy or USMC clearance data in the

4 DCII.
;; Because of the considerations just described, it was decided ‘
= that projections could best be made for FY84 and FY85. Periodic 'I*"$
> review requirement projections for these two years were made =
;% separately for those with SCI and top secret status as follows. %
t‘ For each type of investigation the numbers of Army and Air Force i
ﬁ: individuals with SCI (then top secret) status were determined i
u along with the fraction of individuals having that status. ?

These fractions were averaged and applied to the Navy and USMC

R e TR
-_:;- .‘\\ A
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g totals with each type of investigation. These discounted figures
g were added to the Army and Air Force actual figures to arrive .
¢ at the projections. The computations were done separately for B
3 officers and enlisted personnel since the fractions awarded 2
: SCI and top secret status varied. "
:2 For a simplified example, assume for a particular fiscal ?
% year all 100 (100%) Army enlisted personnel with a particular .
type investigation have SCI status as do 80 of 100 (80%) Air g
% Force personnel. Further assume totals of 100 Navy and 20 Marine ot
§ Corps personnel with the same type investigation. The average = ;
§ of the Army and Air Force percentages (90%) would be applied , j :
}: to yield a Navy projection of 90 and a Marine Corps projection .
; of 18. These results would be added to the 100 Army and 80
_% Air Force personnel to yield an enlisted SCI estimate of 288 1
fQ for that type of investigation in that fiscal year. The enlisted -
;?ﬁ estimate would be combined with the officer estimate for that ?:
:ﬁ type of investigation, and the enlisted and officer estimates -
’ for the other 11 types of investigations, to produce the SCI - -
E periodic review requirement estimate for a particular fiscal . :ﬁ;ﬁ
vﬁ year. The results on table 2 were derived in this manner. -‘;;
Ti Sizeable as these projections are, they may understate ?t?j
j; the situation. Related analyses reveal that about 10% of the
3 Army personnel and 20% of the Air Force members with top secret
ﬁ status in the DCII had no DIS dossier shown. To the extent
é that certain of tlese cases reflect background investigations
i that become 5 years old in FY84 or FY85, the projections on
table 2 should be higher.
5 A-7-4
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Refinements on the current projections and expansion beyond
two years into the future could be made. The two major circumstances
necessary for such improvements would be the inclusion of Navy
clearance data into the DCII and the development of continuation
estimates for those with background investigatiocns. With respect
to Navy clearances, a service-wide automated source is presently
providing DMDC with periodic input that can be merged with DCII
extract files to link Navy investigations and clearance data.
The initial merge is planned for October 1984,

Development of continuation estimates could be accomplished
by utilizing the enlisted cohort file developed at DMDC, which

covers non-prior service accessions from FY74 through FY83,.

Service specific analyses could be made of the continuation
behavior of those in certain occupations or with certain types
of DIS investigations., From such analyses continuation rates
would be determined that would be used in the periodic review

projection procedure.
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: 1A1/A
= 1A2/8B S[n initial 2,35 89% 11’% 18:19’4 70,039
>, 1K7/G 1, spplemertal 7,365 4,106 5,76 5,368 23,300
> 13€ IR, initial 1,254 0 0 0 34,079
1D5/E 3, bring wp 3,82 3,017 3,80 4,911 3,470
P3¢ SHI, suitsbility issues 68 550 912 1,624 8,210
a MBA BT, suitability issues T2 713 9 1,82 3,89
> M3  Periodic review 60 0 0 0 7,301
. 1B/ IR, sudtability issues 3 0 0 0 3,075
M/ H, bring w &3 u10 5% 645 52U
W/F  H, supplemental 18 T0 101 197 2,317
1e/B B, bring wp 1,604 4 5 0 0
4 . . :
by Totals 81,364 2,018 00,501 54,624 200,489
5
H&
-1 I 16,572 2,108
<293
51,501
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A previous report in this series presented overall clearance information
A for active duty military oersonnel and DOD civilian erployees. This paper
contains similar information for military reservists. As in the earlier
study, the point in time depicted is the beginning of FY 84. The statistics
reportaed here were derived from an SSH matching between the DCII maintained

BAMPL w GRS

by the Defense Investigative Service and the reserve components personnel
inventory of the Defense Manpower Data Center. Data are shown for components
in those services whicl: input adjudicative actions to the DCII, narely the
Arny Reserve, Mrmw llational Guard, Alr Force Neserve, and Air ational Guard.

Overall clearance code distributions for the four corponents considered

F-w X ™
- S B

AN

.
e

are oresented on table 1. It shows that Ior most Aray personnel (753 of

e et e

the reservists and 652% of the guardsmen) there was no DCII clearance entry.

Relatively Sow in the Army corponents had top secret or &CI codes. In contrast,
the Air Forca components, warticularly the Air ""ational Guard had lower
o2rcentages not found in the DCIY (5%) and much higher percentages with
top secret or I codes ({17%).

In view of tihe variad corposition of tne rasarve corbonents, morz Jdetailed

. . 444

analyses werz perfomel? to euaniane nossible differences Jue to such factors
as the officer~enlisted 3istinction and the several reserve corponent

catejories. Res2rvists are categorized into three Dasic groups- realy,

. .
g standby, and retired reserve. The Aray “lationcl Zuard and Air lational '
Guard consist only ol ready reservists,
Separatz .!earance code distributions for officers an! enlisted perzonnal
in each of the three reserve categorias are showm on taple 2. Ta the Arny
Reserva, the oercent not found in the DCIT waz hijaest for retired nenbers. =
The few standoy Aray Reservists hacs higher sercents with T and top scecrat
codes than the otier categories while the aijhest percent with secret codes :‘lf.
ware in the ra2ady reserve.

Yost of the ready ragervists coswrising the Neny Clational Guard 3id __1
not have a clearance ontry in tie DCIT. As was the case in the Aray Raaldy :
Raserve, more \rmy lational Guard officers (83) than onlistod sersonnel j;::

(13) hal I or top secret coles,
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o DCII clearance entries to be military technicians (74% and 83%) and the
- enlisted training pipeline (75%). The category with the greatest percentage
. of secret codes is enlistad non-sclected individual rescrvists (48%). Individual
! raservists in the scloctad reserve had the nighest onlisted (195%) and officer
" (27%) rates of 3CI or top socret codes.

3 Arny Tational Suarl findings are shown on tabla 4. Tae enlisted full-time
- sunport (active Guard/2escrva) nersonnel were notable for naving the highest
':-; narcent with sccret cocdes (59%) and the lowest odercent found without XCIT
) clzarance colzs (39%). In each category 2 hisher proportion of oflicers
, than 2nlisted nersonnel hal T and tos socret codes.  Mijhest rate of I

' or top sccrat codes was found for full-time support (active “uarl/eserve)
'I;: fficers (15%).

B In the Air Force Ready Meserve (tadle 5), the only catagory with a
A substantial fraction of vpersonnel witiout DCIT adiudicative information
& was the training pipeline (47%). Michest sercentaga, awon; 2nlisted Hersonnel,
~ with SCI or top sccret codes was found for the individual rescrvists in
::: the selected reserve (32%). Among officers the highest comparable fijures

. were found arong full-time support nercomnel (activae Zuard/Tescrve-73% and
L military technicians-065%).

' Again in the Air ‘lational Guarl (taslz 35), the training piseline wzs
;::: tie only category with 2 high rate (47%) found without DCII clearance Jata.
e Air lational Zuard officers showed far higher rates withh 2CI or top seocret
.

_: A-8-5
N )
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"7ith regard to the Air Force Reserve, most retired members and officers
with standby status had no clearance information in the DCIT. lost ready
reservists had secret clearances, wh. 2 a greater fraction of officers (35%)
than enlisted personnel (112) had SCI or top secret codes. Table 2 shows
the latter to also be true in the Air ‘lational Guard where 57% of the officers
had SCI or top secret status corpared to only 12% of the enlisted personnel.

7ithin the ready reserve there are six major categoriss of »ersonnel.
These ar2 selected reserve unit members, full-time support (activs
Guard/Reservists), nmilitary technicians, individual reservists in the selected
reserve, individual roservists in tbe non-selected reserve, and Jersonnel
in the so-callad training pipeline. Sec Appendix A for definitions of these
categories. Tables 3-6 contain clearance code distributions for each ready
reserve category by officer—enlisted status within corponent.

Tabl2 3 covers the Army Reserve and shows the highest percentages without
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codes than their enlisted counterparts. '"lighest were observed among full-time
support officers (active Guard/Reserve-73% and nilitary technicians-74%).

[

;:\ The utility of the detailed analyses presented in tables 3-5 is apparent

if comparisons arz made with the overall distributions of table 1. For
o exarple, table 1 showed 1.9% of Army Reserve members with SCI codes. 3y
= reviewing the detailed SCI figures on table 3 it is obvious that the 1.9%
:,2 value camouflages a range of results from .4% for the enlisted training
a 2ipeline to 14.4% of the officers in the selected individual ready reserve.
. Again refering to table 1, 4.9% of the Air ™Mational 7Guardsman were found
g-} without DCII clzarance information. Table 5 reveals that this average includes

extrermes of .1% of the officer technicians and 473.4% of the enlisted training
pipeline. Iclentification of such significant wvariation across-differing

o>

types ol personnel is critical to pinpoint possible problen areas and spotlight

n"_l“
PR

foci of future study.
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Teservists who have completed
training and are assigned to a
unit.

1M1-T1 + 3 ! ‘
S‘es_am_)_; %lected T’es°rv1 ts
w0 have corpleted training and
ar2 on activa Juty to provide
unit or individual support. This
includes all —erbers classifiad
as Activa Guard/Reserve (A\GR) and
exclules Military Technicians.
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Zg;.m;g;gm_._ Trained Selected
Ragarvists who are also faderal
amloyeas of a Military Department
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the resaerve comwonent thay suprort,
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assigned to augment the active force
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- : of I {qati And Adiudicati
During FY 83 and The First Half Of FY 84

This paper presents statistics on personnel security
investigations and adjudications during the first six months
of FY 84. It also contains comparisons of these figures with
complete FY 83 data. The source for these analyses is the DMDC
extract of the DCII. This extract identifies the most recent
DIS investigative segment and the most recent Army or Air Force
adjudicative segment on an individual.

DIS I tigati

Table 1 grovides information on the 28 types of DIS
investigative dossiers which were found most frequently between
October 1982 and March 1984. Fiqures for each type include
cases where added coverage was provided. 1In all, over 158 DIS
case category codes were found during this veriod. Xote that
the mid-FY 84 totzl is half as large as the complete FY 83 total.

The totals only include segments with codes reflecting
a closed case. In addition, there were 306 FY 83 and 17,162
FY 84 cases with no completion code. Most of the cases referred
to on table 1 have a completion code indicating a finished
investigation (94%). The remainder show a change of category
at closing (2%), a closing because of a prior investigation
(1%) or a cancellation (3%).
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No single type of DIS investigation, other than those listed
on table 1, constituted as much as 1% of the total in either
fiscal year. Non-issue, initial military IRIs and SBIs account
for about a third of the DIS investigative segments in both
time periods. Comparing the percentages on table 1 reveals
some noteworthy shifts between the first half of this fiscal
year and FY 83, Fiscal year comparisons were made with respect
to both absolute and relative percentage changes.

Increases were found in military, civilian and industrial
periodic reviews. The other increase of note was in non-issue,
initial civilian SBIs. Compensating for these increases were
the total disappearance of DIS codes reflecting supplemental
SBIs and IBIs. Also worthy of mention were decreases in military
file NACs, expanded EUTNACs, and IB3Is and S3Is with unsuitability
issues.

Adiudi .

The DCII shows nearly 178 thousand individuals with Army
adjudications during the first half of FY 84. The mix of clearance
status codes during this period closely resembles the distribution
for PY 83, as tables 2 shows.

{Qctdoer 1982-arch 1084)
o e ] g

M Secret/durety 1,321 56.8 55,522 81,7
S Secret 23,598 15.9 12,090 1.2
\ I 18,537 13.3 11,2 11,4
X Penxling OF action 17,807 5.7 8,575 ’.0
1 o Secret/dwrety 7,635 4,2 3,85 3.4
T Top Secret 5,05 3.8 3,214 3.7
R Pxhia/Deniad 5,313 3.1 2,558 2.5
o Pavorablo il N 1 .0
[of 2fidential pK; ) = .

"btal 181,197 1.7 177,22 1.7
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A more detailed analysis of FY 84 Army adjudications was
done, involving not only the status code but also the codes
indicating the investigative basis and the reason for the review.
In combination, these codes define an individual's status within
the personnel security program. In all, 76 unique combinations
of these three codes were found. Table 3 lists the dozen most
frequent, which collectively account for 97% of the total.

Most of the actions (61%) involve a secret (M) clearance
based on some variant of a national agency check (ENTNAC, NAC,
NACI) which did not develop credible derogatory information.
The table also shows that 12% received a secret clearance in
spite of a national agency check containing credible derogatory
information. Note as well that SCI access was authorized, based
on SBIs containing derogatory information (6%), more often than
when no such negative information was found (4%). With regard
to top secret status, table 3 shows it awarded more frequently
on the basis of "clean"™ (3.3%) than derogatory (2.3%) BIs,
In sum, this table reflects the award of over 21,8980 clearances
to personnel with credible derogatory information in the first
half of FY 84,

TEE ¥ Aoy Clearance Actions
{Qctaoer 1903~ hrch 1064)
Saas Investication Beason For Reviaw Nuber _Peroent
Secret (M) BING, NC, NCT Qurety 65,40  60.6
Sacret (S) ENINC, NC, NACI Surety 12,42 11.6
AR X Cther Review Recuired 8,685 8.9
I V) = Soecial Intelligence 6,520% 6.0
T (V) S 214 SQurety 4,38 4,0
Top Secret (V) BI Surety 3,529 3.3
Tp Secret (T) 218 Surety 2,450* 2.3
Denial/Revocation (R} Cther Clearaxe 1,2 1.1
All Gtler Qabingtions - - 337 2l
'mal - - 137,992 L’m.ﬂ
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Air Force Adjudications . - L;-i_.:
Table 4 presents the FY 83 - 84 comparisons of individuals q i 1
cleared by the Air Force. As in the Army, comparisons of the ) :-:.:a:‘
RS
clearance code distributions revealed only minor differences ., hfa'-j
between FY 83 and the first six months of FY 84, A total of 3 ‘ﬁi" e
16 unique Air Force clearance codes were used thus far in FY . A
m s
84. LRt
E nn"! El E m a I D . I- -
{Ociber 1962 - Jhich 1964)
5
% o diic] o'l
v Qe Degcriotion drber Peroot | rber Reroak
b S Scrat 129,99 70.8 58,534 56.0
T Top Secret 24,530 13.4 13,167 14.8
v Top Secret-Hligible for I 15,132 8.3 9,428  19.6
& 2 Teminatad=\b Clearance : :
_43 thfavorzble Investigation 470* 26 | 2,80% 3.2
Y Panding Audication 3,547 1.9 1,95 2.2
. F Tavorable2b Clearace 3,349 1.8 2,745 2.3
* - Xher Lo2 1l 8 a9
Total 182,642 99,9 88,7% 13.2
1 o \.rt'a.:
- Pe W
\ * Indicates "nfavorble investigation® AR5
- S TS A
4 AR
. Unlike the Army, DCII Air Force clearance data does not &4 ‘—v-j
t S e
include a code indicating the reason for review, however, table - ;
5 »resents the most freguent of the status-basis combinations . Sy
found for the FY 84 Air Force clearance actions. In all, 77 g N
- different combinations occurred. - -.—..3
% o
#
-
% ™
-y N
LY _-."-‘:‘.
N T
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e,
\
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e
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Table 5 shows two-thirds (66%) of the FY 84 adjudications
to be secret clearances based on a national agency check. All
SCI clearances (11%) were based on SBIs. More than twice as
many top secrets (10%) were based on BIs than SBIs (4%).

TAHE 3 Air Force Clearanoe Actions
{Qctoher 1983-March 1964)

Inestigation Nxter ot
ENINC, NeC, NICT 58,415 65.9
s 9,45 10.6
214 8,487 9.6
s 3,553 4.9
BINC, NC, NCT  2,102% 2.4
BING, NC, }CT 1,23 1.4
ST 1, 1.2
BNC, NC, NCT




R A N E RS PGt L VI LR A R, g N W o S o . W At A - 3 - - L

DIS INVESTIGATIONS AND CLEARANCE ELIGIBILITY OF AIR FORCE T
ENLISTEES REQUIRING BIS AND SBIS

K EE U @EE W

October 1984

&<

0

L.

Prepared by:

.;_f, Dr. John R, Goral
Adjunct Research Professor
Manpower Research Center
O
oyt
2
- Naval Postgraduate School
s Department of Administrative Sciences
2

DoD Personnel Security Research Program

& Report 85-1

PR TSRS R AT R L R R T e Nh. AR I A A S g A - BN '.'.‘."A:.
LRI R 2 R -.(-4.". > ORI A RN N TN A A PO A T N S Ut YA TP S R
La * 2 T e T




b Wk %
3 N
NN R 5

20 X5

;'-:
E
>

A-10-2
¥ et . - .
ﬂ*\f_&i .t\\\{'-t\' ‘-{“ "C{ -‘A.\_‘-’\.&‘ e _.\ 4 !.... ot "ﬁ‘.; 4":-'-_! > '.'.‘-';'.':.' " ,('Ln N Tatud ‘d'..;: a :... :_'-S'A’_!' g ::l .1:; Y ' f f ﬂ' <+ "‘ e

Alr PForce entry security screening currently covars 37
AFSCs. S3cr2ening is conducted during basic training by the
3547th Airman Classification Sguadron at Laciland Air Torce
Base, Texas. 7achkground investigation (ITNI) reguests are subnitted
to DI for those surviving screaning for 13 AFSCs, waile 331Is
are reguired for those entering 17 other AFSCs. Tithin these
soecialtias, analyses were performed to detarmine what types
0% DIS invastizations had most recently been conducted and what
clearance loevels were reflacted on the DCII, for those on board
at the boginning of FY 84,

nn ~ + e 2 oy

Tablz 1 =rasents results for occuvations reguiring SiIs.

Thae 30T colunn includes those with D17 case catagory codes indicating
initial 3713 (1A2/7), supplenental invastigations (1A7/49),
57315 with suitability issues (123/7), ant bring- ups (1D5/7).
The 3I/IZI category includes initial inveastigations (111/) ani
1A3/C), supplenental invaestigations (1A5/F and 1A8/71), suitability
issue cases (173/C and 1R3/C), and Hriag-ups (1°1/72 an? 1D2/3).
"doriolic reoview" refers to the never 173/C tyne investijations.

madla 1 shows o5t personnel in each oI these AFSCs as having

an 33I. In all but two of thes2 soa2cialtias, over 237% hal onz
of the specifia2d SBI codes. 2nly in these :=wo AFAC's (377XD
and 328¥5) did aore than 15% show NI/ITI coles or xmore than
5% have no DIR investigative Jossier.

n
ors Adatz2ilel analysisz, by skill lav2l within ATSZ, found

n0re non-3°T codes at the hljner sh%ill levalczs., Tor :the
telecomaunications systems control ecialists (27740), virtually

all at the first two skill 1°V111 tav2 an ST code. AL G

wizhoer skill lavals howavaer, nany sersonnel show a 2I/IMI or

4=
[
W
~
rn
-
o

no 2I2 invostigativae Jossior. Jinm ings ar2 2viloat
4

for the airborna coruiand »nost comwnicacions ejuinsnent sorecialists
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For Personmnel In Specialties Requiring SBIs

BI/ Periodic

! TABLE~-1 Most Recent DIS Investigative Dossiers
i

AFSC Description SBI IBI_ Review Other None
111X0 Defensive Aerial Gunner 93.0% 3.9% YA Y3 2.5%
g 201x0 Intelligence Operations 88.2 4.8 4.6 1.3 1.1
201X1 Target Intelligence 94,7 1.7 1.1 1.1 1.3
3 202X0 Radio Communications Analysis 84.7 .5 12.7 1.3 .8
- 205X0 Electronic Intelligence Operations 88.9 1.0 7.2 1.1 1.8
’ .'.1 206X0 Imagery Interpreter 91.8 1.2 4,2 «5 2.3
o~ 207X1 Morse Systems 92.8 .5 5.6 .5 .6
! 207X2 Printer Systems 89.8 o7 7.9 .9 .7

]
) \ 208KX  Cryptologic Linguist 91.7 .3 6.4 .9 .7
:;‘ - 209%0 Defensive C3CM Specialist 89.6 1.7 6.6 1.6 .5
. 233X0 Continuous Photoprocessing 83.4 8.9 1.9 .8 5.0
N 291X0 Telecommunications Operations 83.9 10.3 1.8 ' .9 3.1
w2 306X0  Electronic Communications and 82.0 12.0 2.8 1.1 1.9

Cryptographic Equipment Systems

306X1 Electronic-Mechanical Communications 83.0 12.3 .7 1.5 2.5
;:: and Cryptographic Equipment Systems
306X2 Telecommunications Systems/ 81.8 11.0 2.1 1.5 3.6

Equipment Maintenance
i:‘:* 307X0 Telecommunications Systems Control 68.4 22,2 .8 1.5 7.1

328X5 Airborne Command Post 67.8 17.7 1.4 1.4 11.7
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(329%5). At the 7 skill 1level in that APSC, wor2 than a thirl &:;§£é
show BI/IBI codes and 23% no NIS dossier. ; ——

Clearance eligibility in the S3I sgoecixlties i5 saown on b ?ﬁﬁn
table 2. A majority in 14 of the 17 AR3Cs wera found with 371 . i;{
2ligibility (coliz V), while the remainder in thas2 spoecialties fﬁ :;jﬁ
nrimarily had to» secret (code T) status. Virtually all d2fensiva - :a‘

’ aerial gqunnersz (111%9) had to» secret e2ligisility, as 3if Zk

Lo B

larce percaentagz of those in the two specialties discussed 2arliz

<

(3717¥2 anl 323¥%5). Also, airborne comnand Dost comnunicationz
eauioment sn»necialists (328%5) had the largest »ercentas2 of

any of those AF3Cs with only a2 secret (code R) eligibility status,.

by 5%ill leval Zfound little variance for the defensive

Analysis i
aerial qunners., ‘fost telocommunications systeas control specialist

[A)]

cr

in the lowar 3kill levals nhave 321 eligizility, while nost

omnand »ost comaunications 2cuiovnent soecialists, nore at ski

»

, e
r_\. AL

ATSama

a
5%il1l l2v2l 7 and abov2 show ton sacret status. For the airborne

1

a

o

c
lav2l 1 2al 3771 status, while ralatively igh oercentages

.
FS
3%ill lavals 1 aal 7 only nad secrot 21igixility.

Tith rogars to Air Torce specialtias reguiriang Ig, thare
? mor2 wvariadility founl than was th2 cas2 uith 373

i2s. Az table 3 shows, th2 najoric in 17 of
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t
A0 2T or IBT tyoe DTA3 invastijations.,  Thils nongjoricy
r
o

T
of the comnanl anl control sHecialints,

Also of not2 on tabla 3 ar: th2 2izh n2rcancizes of norsdaaanl
7ich no DIT iavaestization Deyon” a AT or TUTTVIL Miila this
Zigzure £iY no:z 2xco2l 12% in o any of th2 °°T zhecialtias, it
vas un<2r 17% ia only one ol th2 \P3Zs rozuliriag 2T cowverajo.
ITS col: Jistributions wore analyza? by siill la2v2l For thoze

tha lach of an iavestijacion was aost
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I
TABLE 2- Clearance Eligibility of Personnel
I In Specialties Requiring SBIs
i AFSC Description SCI Top Secret Secret Other
111x0 Defensive Aerial Gunner 2.5% 95.9% 1.4% .27
201X0 Intelligence Operations 73.3% 22.3 1.2 3.3
201X1 Target Intelligence 66.0 28.1 2.5 3.4
ﬁ 202x0 Radio Communications Analysis 89.1 7.0 1.9 2.0
a 205X0 Electronic Intelligence Operations 89.6 5.9 2.6 1.9
:T\-': 206X0 Imagery Interpreter 82.1 13.0 2.7 2.2
E 207X1 Morse Systems 86.0 8.9 3.5 1.6
207x2 Printer Systems : ' 86.6 6.9 3.1 3.5
:4:3 208XX Cryptologic Linguist 85.8 6.9 5.7 . 1.6
209X0 Defensive C3CM Specialist 86.3 7.1 2.7 3.9
! 233X0 Continuous Photoprocessing 59.8 28.7 7.7 3.8 k"‘
2 291X0  Telecommunications Operations 64.8 29.5 2.2 3.5 %&.:2
& 306x0 Electronic Communications and 70.5 22,9 3.2 3.4 ."t i
% Cryptographic Equipment Systems
. 306X1 Electronic-Mechanical Communications 66.9 29.9 1.3 1.9
3:‘ and Cryptographic Equipment Systems
- 306x2 Telecommunications Systems/ 71.4 24,2 2.0 2.4 bR
- Equipment Maintenance
iy 307X0 Teleconmunications Systems Control 47.0 48.5 2.7 1.8
328X5  Airborne Command Post 16.3 69.9 12.9 .9 =

Communications Equipment f*;.-fll‘ -




AFSC
274%0

316X0
316X2
316X3
341X7
443X0
445%0
462X0
463X0
464X0
545X1
99105

99106

e S g e

TABLE 3- Most Recent DIS Investigative Dossiers

For Personnel In Specialties Requiring Bls

Description

Command and Control

Missile Systems Analyst

Missile Electronic Equipment
Instrumentation Specialist
Missile Trainer

Migsile Maintenance

Missile Facilities

Aircraft Armament Systems
Nuclear Weapons

Explosive Ordnance Disposal
Liquid Fuel Systems Maintenance
Scientific Measurement Technician

Scientific Laboratory Technician

.............

SBI
52.87

3.3
2.1
5.5
1.6
1.2
2.3
1.5
1.9
2.7
1.1
24,9

15.4

-----

1
B1/ Periodic =
IBI Review QOther None
39.92  .8% 1.5  5.0% <
.
81.9 .2 .9 13.8
A
82.1 .0 1.0 14.7
47.8 .3 1.8 44.7
74.5 1.5 .8 21.8 -
80.7 .1 1.1  16.8 =
V7
63.3 .0 1.8 32.6
.
71.8 .2 3 4, o
1.8 24,7 5
75.8 .0 .9 21.4 )
63.0 .1 .9 33.3 RN
2.8 .0 2.8  93.1 3
50.2 1.2 8 22.9
63.1 1.3 A4 19,7 o

--------

.................




noticeable. For instrumentation specialists (215%X3) and exslosive
ordnance disposal spnecialists (454X92), very high »nercentajes
without background investigations werc found at the e2ontry and

upper (7 and above) skill levels, while most at the 3 ani 5

leva2ls had a 73 or IBI. !ost missile £facilities specialists

(445%¥"7) at the 1 and 3 skill levels showad no Ddaciground

investigation. !lost at the 5 and 7 levels had a code indicating
yate

(545%X1) the situation shows little skill

anyone with this AFSC had a DIS background investijation.

a B3I or IZYI., Tn the liguid fuel nms maintenance specialty

[ 7]
G

5
level variance. Tardly

Table 4 »nresents the findings on clearance eligibility
for the BI specialties. ost personnel, in all but the liquid
fuel systanas maintenance specialty, held top secret (code T)
eligibility. These percentajes ranged from 53% of the
instrumantation snecialists to 94% of the nissile systens analysts.
Almost all of the lizuid fuel systems maintenance specialists
hal scecraec (code 5) status. Ddther AFSCs with relatively high
aercentages with secret eligibility ware instrumentation specialists

1 1%), aircraft armanent

i
21%), anlt ox»losive ordnance disposal

< e
LO0r ¢

[0}
[P]
<
[

natterns ar
(215%3) hal 32cret st
5] oD Secr2c, Aoouc 27ual osercontajzoes

51:ill levels pjoss
of those at the 7 leav
fac

sacializts (45477) 2at sacrakc

)
+ipility anl wvirtually all others in this specialty hal Lod
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TABLE 4~ Clearance Eligibilityiof Personnel
In Specialties Requiring BIs

- =

- IR & & B &

- & .

¢« » NN F & .7 F 4« T 2 N

" e SUERL + 5

a f. N % % TR .

AFSC Description SC1 Top Secret Secret Other

274X0 Command and Control 14.1% 83.5% .97 1.5% -
316x0 Missile Systems Analyst 2.3 94,1 3.1 .5 7;
316X2 Missile Electronic Equipment 1.0 90.0 7.6 1.3

316X3 Instrumentation Specialist 1.8 63.4 34.6 .1 ii
341X7  Missile Trainer 1.5 91,0 5.3 2.3
443X0 Missile Maintenance .2 87.2 11.2 1.3

445X0 Missile Facilities 1.3 66.6 31.0 1.1 ) :; -
462X0  Aircraft Armament Systems .5 77.5 21.2 .8 -
463X0 Nuclear Weapons .9 93.1 4.8 1,2

464X0 Explosive Ordnance Disposal 1.2 75,9 22.3 .6

545X1 Liquid Fuel Systems Maintenance .2 3.1 94.8 1.9

99105 Scientific Measurement Technician 14.9 83.5 1.6 .0

99106 Scientific Laboratory Technician 6.1 93.4 .0 A
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and laboratory (5%) technicians.

In surmary, these analyses have shown that there are sizeable
differences among Air Force specialties which currently regquire
BI and 331 coverage. Differences were noted poth across snecialties
and between sikill levels within specialty. They are reflacted
both in the type of DIS investigation and the Air Force clearance

eligibility recorced on the DCII.
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THE DOD PERSONNEL SECURITY RESEARCH PROGRAM:

Initial Air Force Findings and Future Areas of Study

The project about which I will be speaking today is, in

effect, a response to a 1982 select panel report to the Deputy
Under Secretary of Defense for Policy. The panel's review of
the DOD Personnel Security Program was made to determine how
the program might be strengthened. Three major points from
that report lead to my discussion of the Personnel Security
Research Program. They are the finding that little data were
available for program evaluation use; the call for research
in the use of psychological techniques during pre-screening
and investigation; and lastly, the need for study of the adjudicative
process. .
The DOD Personnel Security Research Program began operation
about a year ago under the sponsorship of Bill Fedor and Pete
Nelson in OSD. Housed in Monterey, California at the Naval
Postgraduate School, the project is a joint effort of the school's
Manpower Research Center, the Defense Manpower Data Center,
and a consulting firm, BDM. The Naval Postgraduate School has
set up a research professorship and provides the office space;
the Defense Manpower Data Center, known as DMDC, contributes
programming and data processing support; while BDM has been
called on to assist with analytical, programming and clerical
assistance.

As alluded to earlier, the specified objectives of the
Personnel Security Research Program are linked to the select
panel's concerns. An initial research agenda of eight study
areas was developed and serves as the framework for the program.
Resource constraints and flexible adaptation following the assessment
of early findings has produced somewhat uneven progress over
the agenda. One year into the project, we have progressed deeper
into some areas than anticipated at the price of not yet being
where we hoped to in others. Thus after briefly distinguishing
the eight study areas to you,more detailed presentations will

A-11-3

.;l‘ 3

i ﬁ'." '.i l.l
E‘; ., Jo

,. hised
N




o
:)
I3

1

RS WL

AN *
DR

AN

= O
kel . A P D

-
‘o’
-

-
SL2LPLS

be divided into showings of findings for some and discussion
of plans for others. If time permits, I hope to conclude with
a participative discussion of some general issues in research
on personnel security, as well as to answer your questions.

Within the notion of research on the use of psychological
assessment techniques, three specific study areas have been
identified. At this point none of them delve into such exotic
topics as the polygraph, which is already receiving considerable
scrutiny, or the use of inkblot tests to ferret out potential
spies or security violators. 1Instead, we focus on more widely
known psychological techniques generally used in personnel selection
and placement and specifically utilized to greater or lesser
extent in the services' personnel security programs. These
are such tools as interviews and questionnaires, biographical
data, personality measures, and references.

The first of these types of studies involves the evaluation
of the services' pre-screening for sensitive positions. The
objective is to identify, compare and contrast, and assess the
various pre~screening efforts to determine how successful they
are. Existence of differing programs across services invites
questions such as-whose way is better-and-what features of theirs
should and could we adopt.

A second effort under the "use of psychological techniques"”
heading will examine the Defense Investigative Service (DIS)
subject interview. Now a key component of the background
investigation, the relative effectiveness of different DIS agents
and various techniques will be studied. Through observation
and survey methods, these studies will develop materials to
enhance the general guidance contained in the DIS manual and
the brief treatment given the subject interview in agent training
at the Defense Security Institute. Interviewing has received
much study within the field of personnel psychology. If the
interview is, as a leading scholar has described, a search for
negative information, then the IBI subject interview can surely
be thought of as the ultimate search for negative information.

The final aspect of the psychological assessment procedures
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type studies in the Personnel Security Research Program involves
the development and validation of new psychological tests.
A first priority here will be to adapt a screening instrument
now under development by the Navy, acting as DOD executive agent.
The intent is to blend the types of information currently used
by each service, as well as private employers, into a DOD-wide
enlistment screening test. 1In addition, findings from other

LSS

> studies within the program may imply additional types of

'3 psychological assessments which could improve the Personnel

a Security Program.

- Study of the adjudication process comprises the second

éj major area of research. Our agenda specifies three types of
investigation under this heading. The first of these would

! seek to improve adjudicative interpretability of information

developed during the background investigation. It would do
80 by convetting qualitative BI results into quantitative indices
i and linking these data with subsequent behavior patterns. The
. resulting statistical analyses will provide indicators of the
risk of unsuitable military behavior associated with various

levels of severity and combinations of types of derogatory
< information detected in the course of the background investigation.
A follow on project would combine the information developed

': in the study just described with actual adjudicator decisions
- and present the adjudicators with relevant probability tables
o to use in adjusting future decisions. After a time, follow-up
= analyses would be conducted to determine if the valididty of

.- adjudicative decisions had improved. This would provide an L,?é
,% empirical basis for adjustment of adjudication gquidelines. L
N A second follow on would use the data described in the B
ES background investigation study, along with individual adjudicator 'g‘RE

decisions, to study the consistency of individual adjudicators, ﬁf.f

over time and the reliability across adjudicators of decisions
on cases with equivalent derogatory content. In personnel psychology
ﬁ this is closely related to mathematical policy capturing models.

Much of the developmental work on this analytic technique was —
done by Air Force researchers at the Human Resources Laboratory S
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3 in San Antonio. The results of such studies will reveal how 2? i't
; various adjudicators subjectively interpret their guidelines ;
and therefore which guidelines may require more clarity. ;g
Basically, the six types of studies I have just described o
cover the major attributes of the DOD personnel security system. :g ;
They include service pre-screening, DIS investigations, and b
service controlled adjudication. They involve collecting new =

data and reconfiguring existing qualitative information into -
more analytically useful quantitative formats. In contrast, ::_ﬁﬁg*
the two remaining items on our research agenda really just involve P
looking at what we already routinely have in the way of quantitative
data relevant to personnel security. For just that reason,
because its already available, and because proper scientific
analysis and evaluation dictates an understanding of what is,
before contemplating what changes could or should be made, we
have to date, concentrated on the latter two types of studies.
Both involve the linking and analyses of various automated
data bases. The primary data bases in this area are the DCII,
maintained by DIS and the personnel files maintained by DMDC,
especially the periodic master and loss files and AVF enlisted
cohort files. Personnel files are available to the Personnel
Security Research Program through DMDC's role as the DOD automated
personnel data archive. Access to the DCII was made possible
by a memorandum of understanding between DIS and DMDC, which
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provides for quarterly submission of an automated copy of the
complete DCII in return for storage as a disaster back-up and

' “_D'_l Ry

utilization in research studies.

Through the creative linking and design of analyses on
these files, it is possible to provide DOD personnel security
management with previously unavailable or difficult to obtain
basic management information and program evaluation materials,
as well as needed input for the kinds of studies I have already
described.

The distinction between the latter two types of studies
is one of cross-sectional versus longitudinal analysis. By
cross-sectional I am referring to point-in-time snapshots of
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selected populations and variables. Such questions as-what
percentage of E3 nuclear weapons specialists have had BIs-or-how
many colonels are eligible for SCI access-can be answered by
these analyses.

Longitudinal studies are more complex. They usually involve
more variables and typically select a cohort of individuals,
alike in some relevant dimension, to track over time. An analysis
of this type might address the differential unsuitability attrition
loss rates from security sensitive occupations of members with

% more vs. less extensive reported drug use histories. ‘:11“11':'13"-
. That covers the various types of studies envisioned by Lv:.
§ the Personnel Security Research Program. Now for some findings. e

To preface this discussion, it will be useful to talk a bit

i about the DCII. I have spent a good part of the past year (far »
more than I had bargained for) }earning about the intricacies | AP

3 of this vast storehouse of personnel security information. e

& To most users, the DCII is simple enough. Enter a subject's i':j:'.f‘}_'.:_jii
name and find out about his clearance status or which investigations : :;11722:,1221

! have been conducted. However, to work with the DCII analytically ¥

N and link it with other data bases has proven to be a difficult \j-_""

§ assignment. S\ ;%

The problem starts with size. By vast storehouse, I am -}:;;-_

: refering to a data set with 22 million segments of information \

t within 15 million records. The segments are coded representations

::\ of investigations, NACs, adjudications, and alternate subject

ud names., Physically, the DCII requires 9 tapes. Table 1 shows

s how many of the records contained the various types of segments -

B in May of this year. Each record contains from 1 to 11 segments,

most one or two. g
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TABLE 1 L
‘ RO
Type of Segment Number of Records* ot
:! i
National Agency Check 6,927,000 RN
.
Investigation 7,434,000 kat
Adjudication 2,929,000 = :E;:_:I;;
Alternate Name 2,677,000 -
. o
f *Rounded to the nearest thousand, as of May 1984. -
The investigation segments, which Table 1 shows to be most k Q.;T

numerous, include service developed dossiers as well as over o T
350 types of DIS background investigation. Adjudications are R
limited to Army and Air Force presently, as the Navy does not
input clearance information to the DCII. The May 1984 DCII
included one and a half million Air Force clearances with 18
different eligibility codes. Of these 74% were secref, 18%
top secret and 5% SCI. -

But not only in terms of size did the DCII present a challenge. :j £
In order to develop management information and to link various *".p
data bases, individual level data are required. Each of the J.'
nearly 15 million DCII records do not necessarily represent §li}*$2
complete data on an individual. In fact, about 658 thousand .
individuals were found with more than a single DCII record.
In some cases duplicate segments were carried on an individual's
multiple records, while in other instances, unique segments
were found. All of these nuances had to be programmed around
before the results I will now describe could be obtained. ‘

One set of analyses was run after an adjusted DCII was -
matched against the service master files at the beginning of -
FY 84, Por the Air Force, these analyses presented the clearance o0
status of the members of each of the various components as shown _.'miﬁi
on table 2. ;E
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IABLE 2
Secret 'Iop Secret SCI Other
Alr Force Civiliap 81% 11% 23 7%
Air Porce Active Duty
Enlisted 73 18 7 3
Officer 33 49 17 1
Aix Force Reserve*
Enlisted 81 9 2 8
Officer 59 29 6 6
Air National Guard
Enlisted 82 11 ) 6
Officer 42 55 2 1

*Ready reserve only. Excludes standby and retired reserve.

These figures document the extent to which higher percentages
of officers than enlisted personnel have top secret and SCI
status. The analyses also showed a high rate of current personnel
matches with the DCII, over 99% for active duty personnel and
Air National Guard officers and 94-95% for civilians, Air Porce
Reservists, and Air National Guard enlisted personnel.

Another analysis looked at the most recent type of DIS
background investigation segment carried in the DCII for active
military members. As table 3 shows, initial BIs and SBIs
predominated for both officers and enlisted personnel. Far
more enlisted personnel than officers showed no DIS investigation
(other than a basic NAC). In percentage terms this works out
to 74% of the enlisted personnel and 44% of the officers on
board at the beginning of FY 84.
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TABLE 3
Most Recent DIS Background Invegtigation Enlisted Qffiicer
Initial SBI 41,574 18,547
Initial BI 40,150 16,496
Initial IBI/EBI 7,995 3,967
Supplemental SBI 9,293 10,674
SBI Periodic Review (limited) 4,653 3,390
Other 24,446 5,981
None 355,332 45,834

Another way of approaching the DCII is to identify a recent
temporal period of interest and frame a query of the data.
An example of this can be seen on table 4. Here, the clearance
status and type of investigation were paired for the first half
of FY 84 to study the relative frequencies of various types
of actions during this period. Table 4 shows two-thirds of
the Air Force clearance entries in the first half of the last
fiscal year to be secret clearances based on some variant of
a national agency check.

IABLE 4
Air F c] Act i
{October 1983-March 1984)
Status  Investigation = = Number  PRercent
Secret ENTNAC, NAC, NACI 58,415 65.9
sCI SBI 9,425 10.6
Top Secret BI 8,487 9.6
Top Secret SBI 3,553 4.0
Terminated ENTNAC, NAC, NACI 2,182 2.4
Pending ENTNAC, NAC, NACI 1,231 1.4
Favorable SBI 1,023 1.2
Favorable ENTNAC, NAC, NACI 979 1.1
Other Combinatijons 3,49) 3,9
Total 88,7066 100.1%
A-11-10
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A recently completed study of Air Force enlisted personnel
started with those specialties which currently require security
pre-screening during basic training at Lackland Air Force Base.
Our effort focused on this group's investigation and clearance
status as reflected in their DCII entries. Considerable variation
was found as table 5 shows. It rank orders the specialties
we were told require background investigation, with respect
to the percentage of personnel with top secret or SCI status.
These values can be seen to range from 3% of the liquid fuel
systems maintenance specialists to 98% of the scientific measurement
technicians and command and control specialists, and 99% of
the scientific laboratory technicians.

IABLE S5
Percent With Top Secret Or SCI Clearance Eligibility
(October 1983)
AESC Description 3
Scientific Laboratory Technician 99
Scientific Measurement Technician 98
Command and Control 98
Missile Systems Analyst 96
Nuclear Weapons 94
Missile Trainer 92
Missile Electronic Equipment 91
Missile Maintenance 87
Alrcraft Armament Systems 78
Explosive Ordnance Disposal 77
Missile Pacilities 68
Instrumentation Specialist 65
Liquid Puel Systems Maintenance 3

Some of the other studies made possible due to our restructuring
of the DCII and its linkage with the personnel files have produced
unexpected glimpses at potential problem areas within the overall
personnel security system. These include an ongoing study into

A-11-11
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the extent of unnecessary investigation requests resulting from
the non-mutual exclusivity of DCII records.

Another example is reflected on table 6. This table contains
the numbers of former Air Force enlisted personnel who, although
discharged for unsuitability over the past 10 years, still retain
top secret or SCI status in the DCII. A cursory glance at the
reasons for discharge indicates that many of these individuals
should perhaps no longer be considered acceptable security risks.
Yet the very existence of high level clearance eligibility on
the DOD's major security data base may make them highly desireable
employees of civilian or contractor organizations. We believe
these findings may indicate the need for closer coordination
between the personnel and security communities.

Reason For Discharge Number
Motivational Problems 1,722
Unsatisfactory Performance 1,196
Drugs or Alcoholism 1,043
Entry Level Performance and Conduct 849
Discreditable Incidents 660
Character or Behavior Disorder 553
Disciplinary Infractions 292
Civil Court Conviction or Courtmartial 203
Unsuitability or Misconduct 195
Homosexuality 118
Financial Irresponsibility 96
Good of the Service — 85
Total 7,003

These figures also imply something else about those in
jobs of concern to the Personnel Security Program. That is

A-11-12
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the fact that a lot of people in sensitive jobs are being removed
for reasons of unsuitability. Specifically, they are being
lost in about the same high proportions that those in the general
enlisted population are lost. A recent study of AVF era Air
Force enlistees shows about half of the non-high school graduates
and a quarter of the high school graduates failing to complete
the first three years of their contract. Most of this attrition
is due to the kinds of problems cited on Table 6. Therefore,
such losses are not only a waste of financial resources and
productivity from a purely personnel point of view. They are
also of concern to the security community in that large numbers
of individuals who "successfully®, and I use the term in quotes,
survived the current pre-screening and background investigation
hurdles and were then certified as acceptable risks for positions
of trust, are turning out to be not such good risks after all.

A look at some current data reinforces the point. These
data are from an ongoing longitudinal study following a group
of Air Porce enlistees who received security pre-screening at
Lackland. The data are not mature yet, so the attrition rates
computed to date are not as high as the three year figqures I
cited awhile ago. But it is the comparative rates that are
of most interest.

First of all, the nearly 15,800 recruits were divided
analytically into three categories: those discharged during
basic training (4%); those surviving basic training, but disqualified
by the pre-screening (33%); and those surviving both basic training
and the pre-screening hurdle (62%). I'll have nothing more
to say about the basic training discharges except to note that
a quarter of them qualified under the pre-screening criteria.
Among the major reasons for pre-screening disqualifications
for the basic training survivors were suitability factors such
as drug and alcohol abuse (32%), legal histories (11%), unfavorable
employment histories (5%), histories of irresponsibility (3%),
character disorders (2%), peer ratings (2%), financial problems
(3%), and unfavorable character references (1%).

A-11-13
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The two groups of basic training survivors were subdivided
based on whether they received background investigations or
not. Ten percent of those disqualified by pre-screening were
found to have had DIS background investigations, while two thirds
of those qualified at Lackland, later were investigated by DIS.

Table 7 compares the background investigation and clearance
situations of those qualified and disqualified by the Lackland
pre-screening program. Note that most of those disqualified
did not have a BI or SBI and showed only secret level eligibility.
Qualified recruits generally fell into three situations; SCI
eligibility based on an SBI, top secret status based on a BI,
or a secret clearance without a BI or SBI.

o

-~ el

A PN

M A

: TABLE 7
Air F a ces
F Basic Traini s X
Pre-s \ ou
DIS. I tigati Air F C] Qualified Di lified
No BI or SBI Secret 30% 88%
N BI Top Secret 24 2
. SB1 SCI 35 4
S SBI Top Secret 4 2
SBI Secret 1 1
SBI Other 2 -
BI Secret 2 ~
; BI Other 1 -
' No BI or SBI Other 1 2
: Before going on to examine the findings from this particular 7
E study, lets step away from the numbers and think about what R
’ we ideally expect from the personnel security process. Speaking e ]
very generally, I think we would want the service pre-screening -”m'%
E and DIS background investigation to turn up any information :
relevant to a subject's suitability for a sensitive position.

In turn we would expect the adjudication to correctly evaluate
this information and only pass on those who will not pose a
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threat to our security, either through willful action or
irresponsible inaction. Who then are the failures of the system?
Is it just those caught after the fact?

They are few in number, I am glad to say. But I don't
think we can take pride in their paucity, both because of the
tremendous damage even a single incident can cause and because
I am left to speculate that the detected failures are only some
unknown fraction of all the failures. 1In effect, we only find
out about the more inept; those who get caught. This leads
me to give up on the notion that our standard be the dichotomous
yes-no of actual security breach since we do not even know about
all such instances. Furthermore, to develor valid predictors
from the relatively small number of detected failures I believe
is unfeasible.

The alternative I do see as appropriate is to view security
risk assessment in probabilistic terms rather than as a dichotomous
classification problem. In doing so there would be much similarity
with the task of those who set insurance rates. While some
subjects may be totally uninsurable, at least to most companies,
most can be accomodated. However, depending on statistically
defensible grounds, not all pay the same premium. Some are
judged to be higher risks of accident or death, depending on
whether we are dealing with auto or life insurance, than others.
This does not imply that all those in a certain risk category
will have an accident or die. Rather it accepts the actuarial
reality that based on some set of pre-existing circumstances,
higher percentages of certain groups will end up filing a claim.
The process operates successfully without having to worry about
which specific individuals will become failures, that is claimants.

To shift back from the insurance to the personnel security
business, this translates into using a criterion against which
we can reliably assign all subjects. This requirement eliminates
using failures, since during any given time period, we are not
sure who all the failures are. The alternative which makes
sense to me is one derived from the already available personnel
data, namely attrition. As previously mentioned, most of the
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reasons for not completing an enlistment contract fit under

the general notion of unsuitability. If adapted slightly to O
eliminate those reasons not necessarily of concern from a security ”;.?bﬁf
standpoint, such as medical problems and pregnancy, I believe ) %g;g
the attrition measure can be a key concept in improving personnel S;,3%£§

security in DOD.

Assuming at least your tentative acceptance of the utility
of attrition, lets see how the current process measures up by e
going back to the study of those recently pre-screened at Lackland. - ;iﬁﬁ;
If the process were working perfectly we should expect differing R
attrition rates for the different categories. Those disqualified ‘
at Lackland and not investigated by DIS should have the highest
attrition rates. In contrast, those qualified at Lackland,
investigated by DIS, and placed in sensitive positions should
have very low attrition. Ideally the rate should be nil, but
assuming a point of diminishing returns in the search for the
perfect predictors, I could see something in the 2 to 5% range
as credible, given a base rate of 26-25%.

The interim attrition rates reveal only a small difference
between basic training survivors who were qualified and those
disqualified by the Lackland pre-screening. While 11% of those e
disqualified had attr%ted, 9% of those who passed the pre-screening - £~_:J
had failed to survive to this point. This is not a large enough '
difference to allow complacency with the current system. I
am not able to make a final judgement regarding this data base _
since another year or two must pass before the final attrition ' )
rates will be available and more detailed analyses need to be
done. It would seem however,’that the pre-screening process
could stand some fine tuning. Unless the over 8606 individuals

qualified at Lackland, but failing to complete their term of - Efi'
service, do not present a problem to the personnel security e
community. X

---------------------------------




Now that you have heard about the program in general and

have seen a sampling of the initial results, I would like to
deal with some more jecneral issues and invite your input. The
first is the notion of what criteria of success make sense.
I have introduced the concept of attrition, which seems to be
a broader measure than typically used in the personnel security
field. I think its useful because of its high correlation with
the notion of overall suitability for sensitive DOD positions
and its ease of access from the personnel side of the house.
But what other criteria can we be examining? Short of documented
espionage cases, what sorts of data are you aware of that reflect
failures in the system? I am thinking of such things as clearance
revocations or disciplinary actions resulting from minor security
breeches. What is available in the Air Force? At what levels
are such events documented-service wide?- base level?

A second issue that follows from the concept of assuming
that some cleared individuals will present higher risks than
others is the importance of continued monitoring after initial
clearance. Obviously there is the periodic review. But with
a shortage of resources to conduct such formal investigations
leading to very limited PR quotas, that's obviously not enough.

I have been told that commanders of personnel in sensitive
positions have a general responsibility for insuring the continuing
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suitability of their troops. But I have also been told that E%}i;

how well this is accomplished varies considerably. That is E§ﬁ3

not hard to understand. Between having to fight the daily fires ffﬁﬁ

and not wanting to intrude on the personal lives of others beyond L,,,

what is appropriate, insuring continuing suitability is not ﬁf?{

easy. S

Yet I think much more is called for in this area if we ;Ei

are to feel more comfortable with the personnel security of %t,

our organizations. You heard it mentioned yesterday by one Eﬁsz

of the speakers that most serious incidents don't occur early tﬁ&:

on anyway. What having identified early on as a higher risk A

group can do for a commander is to allow her or his attention L*?

to focus on the weaker links in the system. Good continous 5?’
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monitoring can identify problem cases in their early stages, .
b before a serious incident has occurred or enough repetitions _.....
'y of the types of behavior necessary to generate a separation )
& action through the personnel system have been documented. After i

) =
a;;‘ all, if these personnel really do need clearance, then our standards S
le n.- -'-\cl..

for them should be higher. e
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The Personnel Security Program in DOD is currently faced
with severely limited investigatory resources. This occurs
in a period when minimizing case completion times is a key system
performance criterion and the importance of periodic review
is increasingly becoming recognized. Quotas are in effect,
limiting the volume of reinvestigations and administrative

enhancements are urgently sought to reduce completion times
for investigations. 1In such an environment there is no room

for Aduplication in the form of unnecessary investigations.
Yet recent incidents have led to the conclusion that a number

of unnecessary background investigation requests may have been
forwarded to DIS,

The stimulus for this suspicion and for the resulting analyses
reported here was the detection of a regquest for background
investigation only six months after one had been completed on
the same individual. Current policy does not require/permit
another such investigation for five years. It was determined
that a routine search of the DCII did not reveal either the
initial investigation or the resulting Army clearance and so
the second investigation was initiated. A second specially

requested search of the DCII also did not turn up the existence
of the initial investigation. Therefore, in spite of the

frustrations of both the special agent who recalled the initial
investigation, and the subject, it appeared that the second

investigation would have to be conducted.
In this instance, the duplication of effort was avoided

only after a search of the SSN based research version of the
DCII did in fact locate the initial record of investigation

and clearance. Beyond the specific implications for this case,
the incident documented the reality of what had only been

speculation: that because of the way in which the DCII is
structured, it is possible that a search may not fully reveal

the complete file contents on an individual. Recent analytical
work on the DCII has revealed over 5779 thousand individuals
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with more than one record in the data base. Some were noted
to contain duplicate segments, othersunique segments.

In view of the possibility and undesireability of unnecessary
investigations, it was decided to more thoroughly explore those
situations where more than a single DCII record was found for
an individual. Specifically, by examining cases where more
than a single DIS investiqation was found, it would be possible
to explore the extent to which unnecessary background investigations
had been conducted. A total of 21,529 individual SSis that
had more than one unique DIS type 7 (investigation) segment,
were identified from the !May 1984 DCII. This represents about
1% of the almost two million records with a DIS investigation
segment.

In this analysis "unique" was defined relative to the entire
contents of the 27 segment positions. A difference in any position
was considered to constitute a unigue segment. Cases where two
identical segments were located represent bookkeeping problens
not of concern here. The 21,529 fiqure represents only the
instances where more than one unigue 27 »osition segment was
found. These represent anomalies because routine procedure
is designed to allow only the single most recent DIS3 investigation
to reside in the NCII. Previous investigations are to be overwritten
by a 7ore recent segment,

This report will describe the results of the examination
of the characteristics of the DIS investigations found anoung
the 21,529 identified individuals. All but 475 of thea had
exactly two DIS segnments, while 453 had three and thirteen had
four unique segments. Those with more than two will be described
separately later. 92f specific interest hercwere military background
investigations and swnecial background investigations. Table

1 shows the frequencies with which other case category codes

were found when one of the two segments was either an initial
B3I (1Al) or SBI (1lAa2).
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N 9,54 k474 2.7 | Xer w 2,8
R Total 3,887 100.3% Total 3,544 190.1%
™
In the case of initial BIs the most common situation was .
’ﬁ for both segments to be coded 1Al. 92ther frequent pairings
“2 with an initial BI were added coverage 31Is, initial and supplemental -
S3Is, and file and expanded MACs. WWith regard to initial SBIs, j
o the most frequent pairings, in addition to a second 1lA2, were =
A added coverage SBIs, supplemental S3Is, RIs, periodic reviews, ‘E:
~ - A
~ and file MACs. - tpgu
> _ Thile all of these instances reflect segments not intended s
3] to be or remain in the DCIT, not all of thenm identify unnecassary :
pr investigations. There are situations where two different types
x of DIS investijgation within a five year period may be guite
o proper, For example, a file HACT followed by a BI or an S3I
ﬁ followed by a supplemental S3I can be legitimate. Therefore
3 our analytical focus was next put on individuals with either
ﬁ; two initial BI segments or two initial SBI segments. For such .
. cases, tne completion codes were ascertained, since only if ;
X two completed investigations were found within a short time
\
. period (less than five years) would we have identifi=d a potentially
3 unnecessary investigation., Completion codes are shown on Table

2 for those individuals with two initial 3I or S3I segments.
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Qs 3 2 Qdes R 3
Conpletad/Qorpletad m n.5 Corpletad/Carpletad 22 3.8
Inorpleteorpleted 42 42,5 Iroorpleteopleted ™ 268 49,8
Carcelled/Crpleted 141 14.2 ; 13 1.7
Sspended/Conpletad 58 5.8 Sugperdad/onpletad T 6.1
Qther Conbinations pL) 1.9 ther Cabinations K4} 4.5
Total M4 1. otal 557 1.9

For both those witi two RI segments and those with two
SBI segments, the most frequent combination of completion codes
was for one segment to show an "F" or completed status and the
other to have no conpletion code, Individual examination of
such cases generally revealed both segmnents to refer to the
same investigation rather than two separate invastigations.

In about a third of the cases depicted on Table 2, Dboth
segments had an "F" completion status. It was these individuals’
records that wer2 given further scrutiny. Table 3 shows the
results of investigation date comparisons for the 344 BI pairs
and the 279 S3I »nairs.

TVIE 3 Difh : I s e
=d | Ivesticat Tecial ok 17 . .
d 3 if 1 3
151 43,9 Sare Date/Sare Investicption M 8.3
3 15.4 Sre Year 3 15.8
.9} 13,7 Te Year 30 14,4
21 5.1 Tvo Years 3 1.4
19 5.5 Three Yaars 2 1.7
§V 3.5 Four Years 5 2.9
4 FlveTen Years A 16,3
m 1M.® Totals 20 17,18

With respect to the data on Table 3, three general

categorizations can be made, First are those, amounting to
nearly half the totals, for which the calendar year and julian

date was exactly the same, as well as the case control nunber.
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In these instances the separate segments refer to exactly the
same investigation. Curiously, many of these cases shared the
date of 897284 which happened to be October 17, 1983. 1In all,
196 of the 151 BIs and 64 of the 1?1 SBIs showed this date.
A second category of cases consists of those with five or more
years between the completed investigations. 'hile technically
the more recent should have overwritten the earlier, the gap
between dates renoves these cases from concern over their
justification.

Finally to be considered are those instances of two BIs
or S3Is per subject within a five year period. It is these
cases which may involve unnecessary investigations. Table 3
shows 152 such 3Is and 74 SBIs,

As previously mentioned, a separate analysis was made for
the 476 SS¥s with more than two DIS type 7 investigation segments.
A total of 74 of these cases included at least one BI (1lAl)
segnent, while of the 74, only seven wer2a found to have two
BI segments with conmpletion codes indicating finished
investigations., Of these seven, all but one pair contained
the same cdate and case control number. The exception was an
SSN with two 3Is conducted six years apart. Thus, this analysis
did not add a single suspact case to the 152 BIs identified
earlier,

“Tith ragard to SPIs, %3 of the 476 SSNMs had at least one
1A2 seqment, wiaile 37 had two or mora. A2f this 37, a total
0f nine showed two completed 1A2 segments. Analysis of the

dates showed five of these nine nairs to be non-unique investigations =

and another to reflect an eight year period between investigations.

The other three showed separate S73Is less than three years apart. L f?'5

So the search for unnecessary S3Is yielded a total of 77 »air G

which had occurred less than five years apart. o i%ﬁi:
In summary, the relatively small nunmber of »Dotentially ‘ }iﬁ-

unnecessary military 2Is and SBIs identified by these analyses ST

s

does not indicate a serious problem for the Parsonnel Security
Program,
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PERSONNEL SECURITY INVESTIGATIONS:

SERVICE DIFFERENCES FOR SIIIILAR OCCUPATIOUS

Each Service has its oun occupational codinz system to
best reflect its unique w~ission. "owever, analytic requirements
of a variety of 0SD manpower and personnel studies have resultad
in the development of a consistent DOB-vide framework identifving
similar military jobs. The comron officer and enlisted occupational
srouns and subzroups defining this framewori are described 1in
the DOD Occupational Conversion Manual (DOD 1312,1-), Allocation
of specialties from each Service, with different titles and
codes, was based on an analysis of the similarity of duties
and responsibilities reflected in position descriptions and
related documents,

This occupational system can be of use to manajers of DOD”’s
Personnel Security Progzran. Using this common occupational
structure to view the Services” rcquirements for DIS investigzations
can reveal to what extent and ia which types of positions different
notions of security sensitivity may have evolved. The basic
guestionrn of how Jdo the Services differ occupationally in their
personnel security investigation requirements can be addressed.

This report describes the major findings from such an analysis,
using personnel on active duty at the bezinning of FY 84 as
the study population, D!INC amaster files were linled with relevant
DCIT data to determine which personnel had been investijated
5y DIS. In the contcxt of this report, "investizate2”" implies
the existence of the "type O" DIS sezment in the DCII. Tor
the most part such sesments reflect ZI and 381 level investications,
althouzh some £ile and expzcnded "ACs are also irncluded.

Enlisted Personnel

A total of 150 occupational subroups were exarined. lTersonnel
vere found in two or more Services in 132 of these sub_roups.
Lppendix I lists these cnd for each fervice, tle percentc e
with DIS investization codes. Tor each suvdjroun the naxizum
percentage discrepancy anonz Services was conputed. This value
could range from zero to 1029, If the percentaze with a DIS
investization was exactly the came in each Zervice then thore
would be no discrepancy. Alternately, if no one in one Service
and everyone 1ian another Service had a DIS investijation, then
the computed discrepancy would be 199, reflectin; the naxirun
rossible difference bYetwecen two Services.

Neview of the discrepancy values on Appenltix I shows
considerable variance across occupational subiyrouns. In so:e,
for example the medical related subjroups, the Services are
aquite sizilar. Yet in others the inter-Service differonces
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n are dramatic. Summarizing the discrepancy values shows 76 (over
ﬁ half) of the subzroups with a naximum difference under 107,
indicating close agreement anon: Services. On the other extreme
14 subzroups were identified with ;reater than 50% differences
E between Services. Of the recmaining 42 enlisted subzroups 39

had maximum discrepancies between 10% and 25%, and 12 had differences
between 25% and 50%.

(¥ 5 ]

Table 1 shows the extreme Services for those subzroups
with larser than 507 discrepancies. The Air Force is most notable
as the Service with relatively high percentazes of personnel
with DIS investigations, wvhile the Yarine Corps stands out as
having the least covera:e.

s

LY .l
s

| %

~

N Table 1- Enlisted Occupations 'fith HMizhest Inter-Service

Discrepancies In DIS Investization Qates

.

) Lowvest % “Tith dizhest % *With
Lo DOD Occurational Subgroup, DIS Iavestizations ' DIS Investizations
| -; 121 Missile Guidance and Control Marine Corps 5.57 Air Force 67.17
bt 122 issile Chec:out Fquipment
' Test Zquiprment and Calibration Arty 1.0% Air Force 77.2%
, 150 ADP Computers, General YMarine Corps 7.57 Air Force 716.3%
LD 169 Teletype and Cryptozraphic
3 Zquipment Generzl Marine Corps 35.37% Air Torce 96,77
e 2C1 nadio Code Arny 22.0% Mavy 91.3%
o 202 Ton-Code ladio “arine Corps 7.17 Yavy 37.5%
233 Electronic Countermeasures Mavy 19.77 Air Torce 23.47
i - 250 Combat Cperations Control Aray 16.4% Air Force 72.27%
e 260 Cormunications Center Operations  ‘“‘arine Corps 42,77 ravy/Air
. Force 26.5%
491 DPhysical Science Laberatory Yavy 12.27 Air Force 30.3%
- :: 532 Data Processin; Programmers Yarine Corps 13.77 Air Torce 55.5%
- 532 issile echanic “arine Corns 4.37 Air Torce 32.5%
' 545 Amwnition Repair farine Corps 12,47 Air Torce 57,57
s 646 Aviation Crdnance Aray 10,97 Air TForce 77,50
] ..
Y
o
-
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Officers

Representatives of two or more Services were found in 60
of 63 DOD officer occupation groups. Occupation descriptions,
Service specific DIS investigation rates, and maximun discrepancies
are listed on Appendix II1. In 18 officer groups the maxinmum
discrepancy was under 107, In 21 others it was between 107
and 25%, while 16 occupations had maximum discrepancies between
25%Z and 50%Z, The five DOD officer occupation groups with
discrepancies exceeding 50% are presented on Table 2. Again
the Marine Corps tends to show up on the low end, while the
Navy and Air Force have the more complete DIS coverage in these
occupations.

Table 2- Officer Occupations ith Hizhest Inter-Service

Discrepancies In DIS Investigation Rates

Lowest Z With Highest % With

DOD Occupational Group DIS Investigations DIS Investigations
4F Missile Maintenance Marine Corps 3.3% Air Force 79.3%
S5A Physical Scientists Army 20.7% Mavy 75.07%
5B Meteorologists Yarine Corps 12.5% Air Force 83.0%
7F Pictorial Administrators Marine Corps 12.5% Navy 72.6%
8G Supply, Procurement and

Allied Officers (othker) Marine Corps 283.6% Mavy 83.3%

Conclusions

These analyses, while providing a needed starting point,
raise more questions than they answver. The finding of major
differences between Services in DIS investigation rates, for
certain types of occupations, indicates a need for more detailed
study. A key question to be answered is whether the jobs defined
as similar in the DOD occupational coding structure are sufficiently
alike with respect to personnel security counsiderations. Other
methodologzical issues involve the notion of inter-service
discrepancies and how they are best characterized. Is the maxium
value, as used in this study, a 3o00d measure or should a more
complex computation, involving a DOD average and Service deviations
from that average, be used?

If the occupations are similar enough, a case could be
nmade for more consistent investization requirements. Then questions
would be appropriately addressed to the individual services
regarding the need for some investigations currently requested
and the rationale for not now requesting background investigations
in other jobs. In this way 0SD would be exercising its management
oversight responsibilities over the DOD Personnel Security Program.
Such responsibilities certainly include seceking the difficult
balance between minimizin; both the use of limited investigatory
resources and intrusion on personal rrivacy on the one hand,
and on the other, insurinz that personnel in 211 jobs of a security
sensitive nature have had sufficient investigative attention.
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g APPINDIX 1
Enlj P With DIS izati

.

Marine  Air Max imum
DD Occupgtiong]l Subgroup Army Mavy  Corps  Force  Discrepancy
010 Infantry, General 11.8 - 11.8 - 0.0
3 g 012 Military Training Instructor 23.3 18.6 - 12.8 10.5
s 020 Armor and Amphibious, General 9.2 - 10.3 - 1.1
2 030 Combat Engineering, General 16.2 - 9.6 - 6.6
o 041 Artillery and Qumnery 19.0  22.6 16.6 - 6.0
e b 050 Air Crew, General - - 12.9 38.6 25.7
062 Small Boat Operators 9.7  2L.5 - 12.0 11.8
.. 100 Radio/Radar, General - 27.0 11.6 - 15.4
o 101 Commmications Radio 30.5 410 9.5 42.0 32.5
:" -~ 102 Navigation, Cormnication and
) Countermeasure 43,1 36.0 6.6 16.4 36.5
;o 103 Air Traffic Control Radar - 18.1 7.4 12.9 10.7
é 104 Surveillance/Target Acquisition
v and Tracking Radar 114 18,6 6.9 13.2 11.7
} s 111 Bomb-Navigation - 7.8 - 79 | . 041
S 112 Airbome Fire Control - 9.4 - 9.2 0.2
SR 113 Shipboard and Other Fire Control 121 36.1 - - 24,0
: 121 Missile Guidance and Control 13,8  61.6 6.5 67.1 60.6
' 122 Missile Checkout Equipment,
S Test Equipment, and Calibration 0.0 - - 77.2 71.2
\ 140 Muclear Weapons Equipment Repair,
AR General 92,6 - - 81.7 10.9
oAy 150 ADP Computers, General 43.3 25,5 9.5 76.3 66.8
1 160 Teletype and Cryptographic
- Equipment, General 60,2  65.8 35.3 9%6.7 61.4
b, 191 Training Devices ~ 14.9 29.3 29,9 15.0
AN 198 Electronic Instruments 16,0  21.3 16.6 13.9 1.4
) 201 Radio Code 22,0 91.8 3.4 81.7 69.8
WS 202 NomCode Radio 10,6  87.5 7.1 - 80.4
. 221 Radar 17.5 17.9 9.2 33.3 24,1
222 Air Traffic Control 15,6  11.2 9.8 10,5 5.8
. 230 Signal Intelligence/Electronic
Warfare, General 99.6  73.6 1000 - 26.4
231 Intercept Operators (Code and
5. Non-Code) 9.0  99.2 99.7 9.3 0.7
: Eﬁ 232 Analysis 98.8  99.4 98.1 99.3 1.3
233 Electronic Countermeasures 92.9 19.7 - 98.4 78.7
» 21 Language Interrogation/Inter—
-t pretation 41,0 - 66,4 79.0 38.0 R
4 242 Irmage Interpretation 92,7 98.9 98.2 98.2 6.2 ;
N 243 Operational Intelligence 93.0  98.7 93.5 98.6 5.6
3 E 2‘053 Counterintelligence 9.5 - 99.2 2.7
B 250 Corbat Operations Control, e
3 - General 16.4 - 6.2 722 | 5.8 —
.
Y
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Marine Air Maximm
DD i Aoy Mavy Corps Force  Discrepancy
260 Commmications Center Operations,
General 60.3 9.5 42,7 9.5 53.8

. 300 Medical Care and Treatment, AR
1 General 10.4 8.2 - 8.4 2.2 RN
) X1 Operating Poom 8.3 6.6 - 7.1 1.7 Y

302 Mental Care 1.3 9.0 - 11.9 2.9 MRS

303 Therapy 1.5 4,1 - 11.8 1.7 SR

304 Orthopedic 9.5 8.6 - 5.4 4.1 »
I 311 Laboratory 9.2 5.1 - 7.0 4,1 2ABLA )
F: 312 Pharmacy 8.0 7.3 - 9.0 1.7 o
% 313 Radiology 9.0 6.5 - 8.5 2.5
2] 321 Food Inspection and Veterinary coTT
3 Services 9.8 - - 8.0 1.8 e

322 Preventive Medical Services 12,5 15.6 - 10.4 5.2 =
X 330 Dental Care, General 8.4 5.3 - 8.7 3.1 AN
X 331 Dental Laboratory 9.2 4.2 - 6.3 5.0 RN
1 400 Photography, General 2.3 2.4 17.3 6.7 39.4 AR
411 Mapping 27.6 - 11.6 - 16.0 RSy
P 412 Surveying 183 124 132 182 5.9 e

413 Drafting 17.8 - 13.8 - 4.0 7 I
1 414 Tllustrating _ 273 515 15.8 61.9 46.1
bl 420 Veather, General . 16.7 20,8 7.9 21.7 19.8 S
{: 431 Ordnance Disposal and Diving, - 4
Xy EOD/UDT 79.2 - 73.6 84.0 10,
% 450 ‘usicians, General 18,5  28.1 29.2 21.2 10.7

491 Physical Science Laboratory 14,6  10.2 - 80.3 70.1
o 492 Merorial Activities and
o Exbalming 11.3 0.0 - - 11.3
5 493 Safety - 214 - 23.4 2.0
! 494 tuclear, Biological,
e} and Chemical Yarfare 20,0 - 22,0 37.3 17.3

495 Firefighting and Damage Control 11.9 - 9.2 8.0 3.9
2 496 Other Technical Spe.ialists and N
5% Assistants 3.6 - - 17.2 13.6 - I
v S00 Personnel, General 173 217 - 22.0 4.7 AN
G 501 Recruiting and Counseling 23,0 17.9 - 19.3 5.1 DA
-, 510 Administration, General 28.0  39.2 15.2 38,3 24,0

511 Stenography 37.2 83.0 - - 45,8 1
& 512 Legal Administration 19.6  29.7 9.9 25.3 19.8 —
- 513 Medical Administration 12.0 - - 14.2 2.2 SRS
3 521 First Sergeants, Sergeants Major, RO
A) and Leading Chiefs 30.6 - 27.2 24,5 6.1 o
) 531 Data Processing Operators/ R
- Analysts 393 46.5 12,2 56.8 43.6 -
M 532 Prograrmers 48.0 4.9 13.9 65.5 51.6 REAEE
S 541 Auditing and Accounting 23.4 - 10.1 14.9 18.3 A
%8 542 Disbursing 11.8 7.9 9.9 6.8 5.0 NN
. 551 Supply Administration 11,6 143 118 16,3 4.7 e
o 553 Transportation 17.9  17.8 2.6 10,2 9.3 SR

554 Postal - 10.1 1.7 10.8 3.1 L
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555

556
561

570

601

610
611
612
621
622

652
662
670
690

701
702
703

710
n2
13

720
721

750

760

Aviation Maintenance Records and
Reports

Flight Operations

Chaplain”s Assistants

Recreation and Welfare

Information and Education
General

Aircraft, General

Aircraft Engines

Aircraft Accessories

Aircraft Structures

Aircraft Launch Equipment

Automotive, General

Tracked Vehicles

Construction Equipment

Wire Communications, Linemen

Wire Compunications, Central
Office

Wire Comnnications, Interior

Missile Mechanic

Missile Launch and Support

. Facilities :

Armament Maintenance, General

Small Arms Repair

Artillery FPepair

Turret Repair

Maclear Vleapons Maintenance
and Assenbly

Amunition Repair

Aviation Ordnance

Axiliaries, Shipboard Propulsion

Electric Power

Precision Equipment, General

Other Mechanical and Electric
Equipment, General

Metalworking, General

Welding

Machinists

Sheetmetal

Metal Body Repair

Construction, General

Woodworking

Construction Equipment
Operation

Ttilities, General

Electricians

Lithography, General

Industrial Gas and Fuel
Production, General

Fabric, Leather, and Rubber,
General
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801
811
821

28 EHBEE B

g 8

Food Service, General

Stewards and Enlisted Aides

Motor Vehicle Operators

Missile Fuel and Petroleum

Warehousing and Equipment
Handling

Sales Store

Law Enforcement, General

Corrections

Investigations

Lamdry and Personal Service,
General

Forward Area Equipment Support

Cadets and Other Officer
Candidates

Undesignated Occupations,
General

Mot Occupationally Qualified,
General

Sa ot VetV SmRivge s B vone -

]
]

11.8 11.5
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DD G Ay Navy Corps Force Discrepancy
g 1A General Officers and Executives,
‘ General and Flag 98.3 90,0 93.8 97.4 8.3
1B General Officers and Executives,
. % Executives 61.5 66.7 82.4 75.1 20.9
X 5 2A Fixed-Wing Fighter and Bomber
" Pilots - 88.4 71.4 8.1 17.3
o 28 Other Fixed-Wing Pilots 49.6 65.2 29.8 53.6 35.4
a 2C Helicopter Pilots 33.2 33.9 1.3 31.1 2.8
2D Aircraft Crews - 8.1 74,0 84.3 10.3
" 2E Ground and Maval Arms 444 81.1 52.0 - 36.7
3 2F Missiles - 79.0 - 9,8 17.8
ta 2G Operations Staff 61,7 79.7 42,8 73.3 36.9
3A Intelligence, General 98.6 98.1 98.4 99.2 1.1
.~ 3B Corrunications Intelligence 98.3 99.4 100.0 99.3 1.7
B 3C Counterintelligence 98.6 97.2 98.7 93.6 5.1
iy 4A Construction and Utilities 25.8 39.0 24,6 28.3 14,4
N 4B Electrical/Electronic 39.8 73.8 33.9 47.7 39.9
s 4C Cormunications and Radar 67.1 87.9 74.5 91.9 24.8
. 4D Aviation Maintenance and Allied 32.8 54.5 17.6 43.0 /.9
, 4E Ordnance 67.8 61.8 48.4 81.3 249
. 4F Missile Maintenance 39.7 44,0 8.3 79.3 71.0
A 41 Ship Machinery 21.5 67.1 - - 45,6
5 4J Safety - 66.3 - 61.0 5.3
- 4], Autonotive and Allied 21.0 - 17.5 - 3.5
- 44 Surveying and Mapping 68.6 54.6 78.1 23.5
- 4 Other Engineering and Maintenance 35.4 47,9 - 58.5 23,1
54 Physical Scientists 20.7 75.0 - 56.8 54.3
b 5B Meteorologists 3.7 729 125 8.0 | 6.5
. 5 Biological Scientists 15.5 11.7 - 19.2 7.5
5D Social Scientists - 79,6 - 89.1 9.5
j 5E Psychologists 14.4 22,8 - 24,4 10,0
oy SF Legal 27.7 29.7 20.0 31.5 11,5
5G Chaplain 17.6 14.0 - 26.1 12.1
. SH Social Workers 7.9 23,1 - 15.2 15,2
; 5J Mathematicians and Statisticians 63.6 64.7 - - I.1
X Educators and Instructors - 70.8 - 46,4 24,4
. SL Research and Development
e Coordinators - 20.0 - %.0 6.0
™ S Coamunity Activities Officers - 69.3 - 83.4 | 25.9
6A Physicians 8.0 6.2 - 9.7 3.5
¥, 6C Dentists 6.7 4.0 - 47 | 23
N} 6E General Nurses 6.0 3.1 - 2.9 3.1
6F Mursing Specialists 3.6 2.8 - 4,8 2.0
6G Veterinarians 13.8 - - 11.9 1.9
6K Allied Medical 11.2 8.0 - 8.7 3.2
7A Administrators, General - 69.6 S1.4 51.9 18.2
78 Training Administrators - 73.7 36.4 35.7 38.0
A-13-9
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, . Marine  Air Max imum
. DOD_Occypational Group Amy  Mavy Corps  Force  Discrepancy
: 7C Manpower and Persormel 46.2 66,7 - 44,8 21,9
7D Comptrollers and Fiscal 35.0 324 17,2 352 18.0
7E Data Processing 50.5 638.7 33.0 64,3 35,7
7F Pictorial - 72.6 12.5  57.0 60.1
76 Information 333 63,9 359 4.2 30.6
TH Police 49,2 65.7 35,1 63.4 30.6
™ Medical Administration 19.1 24,2 - 32.7 13.6
7N Morale and Welfare 20,0 48,1 294 29.7 28.1
: 8\ Logistics, General - 48,3  36.8 61,9 25.1
K 88 Supply 31,5 434 22,3 429 21,1
8 Transportation 39.0  53.2 18.5  37.9 3%.7
: 8 Procurement and Production 46,7 423 333 39.4 13.4
1 8 Food Service 300 25.4 18,2 20,3 11.8
8F Exchange and Cormissary - 25.7 12.2 32.3 14,1
x 8G Other Supply, Procurement and
! Allied Officers 643 8.3 286  37.3 54,7
98 Students 11.1 440 6.6 9 37.4
9E Other Non-Occupational 11.4 - 17.7 - 6.3
|
¢
]
g
)
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MOST RECENT DIS INVESTIGATION AND CLEARANCE INFORMATION
IN THE DCII

AT THE BEGINNING OF FISCAL YEAR 1985

Background

Previous reports in this Personnel Security Research Program
series were based on end of FY83 and mid-FY84 versions of the
DCII, This paper documents the edited contents of a more recent,
end of FY84 version. Forthcoming reports will describe the
results of linkages of this data base with other automated personnel
files maintained by the Defense Manpower Data Center (DMDC)

such as the master inventory files and enlisted accession cohort

files.

This report presents the content of key DCII data elements
and conpares current distributions with those from the end of
FY83. At both times, only the most recent DIS investigation
segments (type 0) and Army and Air Force adjudication segments
(type 3) with SSNs were considered. A further exclusion criterion
eliminated DIS investigations with victim or cross-reference
codes. Therefore the resulting edited DCII does not contain
MAC history, pending NAC, AKA, or current name segments. Also,
it does not contain any tracing segments (type 0) of investigative
agencies other than DIS. The resulting file contains, at most,
a single DIS investigation segment and a single Army or Air
Force adjudication segment for each individual with identifying

information.
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DIS Investigatjions
The edited end of FY84 DCII contains a total of 1,957,997

DIS investigation segments with a total of 354 different case

category codes. This is an increase of about 145,000 individuals

from the previous fiscal year. A relatively small number of

-’ts DIS case category codes accounted for most of the investigations,
- as Table 1 shows. The 20 most frequent types of investigation
ﬁ include over 90X of the DIS segments in this file, The most
, notable differences between this ordering of DIS investigations
7 and that of one year ago are the increases in initial military
«7 I1BIs (1A3/C - over 31,000), industrial IRIs (1€3/C - over 18,000),
and military periodic reviews (IPJ/C - over 16,000), To more
gj fully contrast current DIS investigative activity with the cumulated
data in Table 1, a distribution was obtained limited to investi-
! gations initiated during FY84, Table 2 1lists the most frequent
% types of investigation for this time period. In comparison
~ with the overall inventory of most recent DIS investigations,
? Table 2 shows initial military and industrial IBIs and military
.. periodic reviews to be among the most frequent types of DIS
;S investigations initiated during FY84, Other types of investigations
N that were far more prominent in FY84 than in previous years
: were expanded industrial NACs with suitability issues, expanded
é‘ industrial NACs, and civilian and industrial periodic reviews.
Three other attributes of DIS investigations were examined.
These were completion status, retention period, and year of
g investigation. Most segments (93.4%) show an “F° code, indicating
a completed investigation, while 2.6% had no completion code,
2
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TABLE 1 -
Most Frequent DIS Investigations by
(As of 1 October 1984) i
Case Percent of Cumnulative \.:
Categories Description Sub ject Number Total Percent w
1a1/A Initial BI Military 317,479 16.2 16,2 -
1a2/38 Initial SBI Military 279,277 14.3 30.5 w
1cl/a File NAC (entrance) Military 222,865 11.4 41.9
1G2/8  File MAC (standard) Military 176,598 9.0 50.9 v
1R1/A Expanded NAC (entrance) Military 129,271 6.6 57.5 =
1A3/C  Initial IBI Military 78,354 4.0 61.5 -
1C1/A  Initial BI Industrial 67,529 3.4 64.9 ~
1a7/¢ Supplemental SBI Military 64,315 3.3 68.2
1¢2/2 Initial SBI Industrial 57,571 2.9 71.1 =
1J2/8 File NAC Industrial 55,897 2.9 74.0 .
182/8 Initial SBI Civilian 44,763 2.3 76.3 :
142/8 Expanded NAC Industrial 39,630 2.0 78.3
1c3/¢  Initial I3I Industrial 39,513 2.0 30.3 -
1v9/1  Expanded MAC (suitability) Industrial 36,127 1.8 82.1 '
181/A  TInitial BI Civilian 34,317 1.8 83.9 -
IDS/E  Limited SBI/PR Military 30,793 1.6 85.5 i
1x2/8 Expanded NAC (standard) Military 25,649 1.3 86.8 =
1D3/C  Periodic Review Military 24,690 1.3 38.1 -
1E5/E Limited SBI/PR Civilian 19,737 1.0 39.1 .
1p3/c  SBI (suitability) Military 19,292 1.0 90.1 N
—-— All other DIS codes -—- 194,230 9.9 160.0
Total 1,957,997  100.0
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Most Frequent DIS Investigations Initiated During Fiscal Year 1984

TARLE 2’

= Case Percent of Curmulative
v, Categories Description Sub ject Number Total Percent
¥ 1A2/8  Initial SBI Military 38,608  17.0 17.0
1A3/cC Initial IBI Military 36,054 15.9 32.9
Q 1¢c3/c Initial IBI Industrial 21,414 9.4 42.3
‘ in3/c Periodic Review Military 16,059 8.0 50.3
4 1C2/3  TInitial SBI Industrial 11,953 5.3 55.6
- 1G2 File NAC (standard) Military 11,790 5.2 60.8
i: 1ve/1 Expanded MAC (suitability) Industrial 11,104 4.9 65.6
- 1K1/A Expanded MAC (entrance) Military 10,083 4,4 70.1
. 1M2/8 Expanded NAC Industrial 9,089 4.0 4.1
E 1r2/38 Initial SBI Civilian 8,122 3.6 77.7
N 1e3/C Periodic Peview Civilian 6,735 3.0 80.6
= 132 File MAC Industrial 6,116 2.7 83.3
‘ 1F3/c Periodic Review Industrial 6,092 2.7 86.0
| 181/A  Initial BI Civilian 4,310 2.1 83.1
- 161 File VAC (entrance) Military 4,630 2.1 90.2
KY 1x2/8 Expanded MAC (standard) Military 3,293 1.5 91,7
~ 1p3/cC SBI (suitability) Military 2,623 1.2 92.3
- 1v9/1 Post Adjudication
D (suitability) Industrial 2,458 1.1 93.9
- IR3/C  IBI (suitability) Military 2,372 1.0 9.9
2;3 1R9/1 IPI (suitability) Industrial 1,300 0.2 95.7
- 1¥X Initiated by other agency  =--- 1,723 0.3 96.5
:i_ 112 File NAC Civilian 1,619 0.7 97.2
N -—- All other DIS codes —— 6,326 2.8 100.9
5 Total 226,942 100.0
3
g
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implying an open investigation. Most of the open cases were
initiated during 1984, Of the remaining cases 2.1% were cancelled,
1,02 suspended, and 0.9%2 showed a changed case category code.

With regard to retention period, 96.2%Z of the segments
are to be retained for 15 years. Another 0.87 have retention
codes of 25 or 30 years while 0.4% have codes ranging from one
to ten years. A total of 2.6%Z do not have a retention code,
most of these being the open investigations.

Table 3 presents a frequency distribution of the years
in which the most recent DIS investigations, currently on the
DCII, were initiated, Other than 1972, DIS"s initial year of

operation, over 100,000 investigation segments remain from each

year. Over half of these investigations date prior to 1980,

Security Clearance Adjudications

Only the Army and Air Force currently input adjudicative

information into the DCII, At the end of FY34, the edited DCII

- ———— e m B e e o

contained over 1.4 million Army and 1.5 million Air Force segments.

These figures represent increases of over 145,000 Army and 84,000

Air Force personnel since the end of FY33, Table 4 shows the ;
: clearance level distributions for these two Services. A major
difference between Services is the Army”s use of two separate
' Secret (S and M) and Top Secret (T and N) codes, while the Air

Force uses single designations for its Secret and Top Secret

adjudications., Most clearances in both Services are at the
| Secret level. The most notable differences are at the Top Secret

level where a higher percentage of Air Force (17.,4%) than Army

A-14-6
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TABLE 3

Year DIS Investigation Initiated
(As of 1 October 1984)

Percent of

. g 4,4

n‘l

S, 8 4y

-
-

Number Total
83,620 4,5
154,003 7.9
165,875 8.5
143,364 7.3
116,907 6.0
127,524 6.5
127,956 6.5
148,990 7.6
180,521 9.2
163,983 8.4
167,449 8.6
197,432 10.1
175,371 9.0
2 0.0
1,957,997 100.0

Cumulative
Percent

4.5
12.4
20.9
28,2
34,2
40.7
47.2
54.8
64.0
72.4
81.0
91.0

100.0




TABLE &
Army and Air Force Clearance Adjudications

(As of 1 October 1984)

Army Air Force
Clearance Level Code Number Percent Code Number Percent
Secret S 388,647 27.4 S 1,120,963 73.8
M 761,108 53.6
Top Secret T 48,747 3.4 T 263,756 17.4
N 39,202 2.8
SCI v 123,873 8.7 v 81,318 5.4
Other R 35,664 2.5 F 20,990 1.4
X 21,737 1.5 y/ 18,532
all other 2,063 0.1 all other 13,737 0.9
Totzl 1,421,041 100.0 1,519,296 100.0
TARLE 5
Army and Air Force Clearance Adjudigations Durin; Fiscal Year 1984
Army Air Force
Clearance Level Code Nunber Percent Code Number Percent
Secret S 29,477 13.1 S 112,334 654 .6
M 133,208 59.0
Top Secret T 7,015 3.1 T 26,614 15,2
N 7,966 3.5
SCI \' 22,327 9,9 v 20,538 11.8
Other R 4,769 2.1 F 4,466 2.6
X 20,868 9.2 A 5,443 3.1
all other 13 0.0 all other 4,705 2.7
Total 225,643 100.0 174,600 100.0
A-14-8
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(6.2%) segments are found and SCI, where more Army (8.7%Z) than
Air Force (5.4%) segments are found. The most common other
s codes encountered among the Army segments were '"revoked/denied",
% (R) and "pending adjudication”, (X)), In the Air Force they

were "favorable”, (F) and "terminated-unfavorable", (2).

ia As with DIS investigations, a separate set of clearance
” status distributions were obtained for FY84 adjudications.
a The results are shown on Table 5. In the Army, major differences
e between FY84 and the overall file are seen with respect to more
L]

o ‘M° and fewer “S° secret clearances in FY84 and the expected
E much higher rate of “X° codes for FY84., For the Air Force,
) most notable is the higher frequency of SCI level clearances
% and lower rate of Secret clearances during FY84 relative to
' all Air Force adjudications in the DCII as FY35 began.

' In addition to clearance status, several other adjudicative
ﬁ segment attributes were studied. The type of investigation
v adjudicated was one of these. As Tables 6A and 6B show, five
E investigation codes accounted for most clearance segments.
0 In both Services virtually all Secret level clearances were
5 based on ENTNACs, NACs, or WNACIs, Most Top Secret clearances
:5 resulted from BI type investigations, while others resulted
v from SBIs. Virtually all SCI cl'earances were based on SBIs.

5 A major Service difference apparent on these tables 1is
.. the higher percentage of NACIs in the Air Force (20.8%) than
%

the Army (6.0% and 7.8%) for Secret level clearances. Also,

with respect to Top Secret clearance, the Air Force shows a

s
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higher percentage with SBIs (28.,6%) than the Army (11.6% and

2 1.4%),

. Dates of adjudication and investigation were also studied.

g Tables 7A and 7B show the adjudication date findings for the

.? various clearance codes. Most adjudications in the edited DCII

5 have been accomplished since 1980, A much higher percentage

g of the Air Force adjudications (20.8%) show dates prior to 1975

g than for the Army (0.6%Z), For the Army, far more of the °S~

. Secret (39,6%) and “T” Top Secret (43,6%) clearances were adjudicated

A

3 prior to 1980 than was the case for those with codes "M~ (0.,7%)

%

a and ‘N7 (15.72),

/Q Similar finding? are displayed on Tables 3A and 8B for

? the dates of the investigzation adjudicated, More of the Air
‘i? Force (24.1%) than Army (5.2%) investigations were before 1975.

'Q Also, nore of the investizations leading to Army “8° and °T~
'g clearances occurred before 1680, than did those resulting in

\.:
. "M% and ‘M7 clearances.

53 A final data element studied was the reason for review,

§ which is coded only for Army adjudications. DResults are shown

ﬁ for the various clearance codes on Table 9. Larce differences

- are obvious. "Surety” was the reason for review for about two-thirds ..
5 of those with “M° and “M° clearance codes, while most others .? i%k
5 with these clearances shoved "nuclear” as the reason for review. ﬁ; Eia
; For most of those with an “S° code "clearance" was the reason B =
% for review, while about a fourth were coded as "surety" adjudi- ZS j
3 cations, The three prominent review codes for segments with ! 5f£
. ‘“T” clearances were "surety", "clearance”, and "revalidation". '4 fjﬁ
- R

b &
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Two-thirds of the

while most
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intelligence
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others had "surety".
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Background NI
SRR ONeR)
DR o
Recent computer analyses conducted at the Naval Postgraduate -

School, as part of the Personnel Security Research Program, T

o oo S AT 3

have linked the Defense Central Index of Investigations (DCII),

the major DoD personnel security data base, with an enlisted
accession cohort file, containing longitudinal personnel information
on the nearly 4.2 million individuals who entered military service
between FY74 and FY84, This latter data base was developed
especially for personnel security applications at the Defense

Manpower Data Center. The focus of the present investigation

TR A ety Cai A T N o s T T

was to document the need for closer ties between the personnel

and security communities.

In comparing Army attrition data with clearance information
a paradox was discovered, in which thousands of individuals

who had been discharged over the last ten years for unsuitability

still retained DCII adjudication codes indicating top secret

A & _VEREERS 2" s A . LEEEN -4 A_"*

and SCI clearance. Since those already investigated and cleared

-aa

are highly desirable new hires for DoD civilian and contractor

positions, there exists the possibility of inappropriate information

« s & WEERr

in DoD's security data base reflecting favorably on individuals

<
¢

for whom just the opposite should be the case.
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R ' The following tables describe the 2,959 former Army enlisted
! personnel with top secret ('N' and 'T') and SCI ('V') clearance

status codes remaining in the DCII as FY85 began, who had received

-

Fxis

unsuitablity discharges. The tables profile these personnel

with respect to which MOSs they had entered with, what kinds

K
!
- of security investigation they were given, how long they stayed
& in the Army, how much time elapsed between favorable adjudication
)

and being discharged from the Army, under what circumstances

they left, and what occupation they were serving in when discharged.

o U Y 4

b

s 2

Findings

Table 1 shows the enlistment MOSs of these personnel.
Among those with top secret status the most frequent enlistment
MOSs are seen to be atomic demolition munitions, intelligence
analyst, telecommunications center operation, military police,
- and nuclear weapons. Most frequent individual enlistment MOSs

for SCI personnel are EW/SIGINT voice interceptor, Morse interceptor,

:Z:; and analyst.

:_‘_1: After entering the Army, Table 2 finds most with top secret
. 'N' clearance to have had initital BIs (74%) or IBIs (19%).
=

L More variability is evident among those with 'T' top secret

codes. In addition to initial BI and IBIs, 17% had initial

SBIs, while 10% had a BI with suitability issues and 8% had an

A-15-3
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W

L) Table 1

?g En}ljistment MOS

i o Top Secret (N) Top Secret (T) scI (v) J q
5 MOS  Description a )4 n Z n 2 = :":f.'_“
;ﬁ 05C Radio Teletype Operator 2 0.7 4 0.8 81 3.8 g:ﬁ:j
;5 OSH  EW/SIGINT Morse Interceptor 0 - 27 5.1 184 8.5 '3 :ﬁ;ﬁk
s 05K EW/SIGINT Non-Morse Interceptor 0 -— 5 1.0 69 3.2 - 22;~3
X 12E  Atomic Demolition Munitions 63 23.0 45 8.6 1 0.0 = 2;}f§
2\ 138 Cannon Crewman 14 5.1 2 4.6 2 0.1 -
-, 138 Cannon Fire Direction 2.9 2 0.4 1 0.0

B 32D Station Technical Controller 1] 13 2.5 15 0.7

> 33 EW/Intercept Tactical System Repairer 0 -— 8 1.5 65 3.0
’3 SSG  Nuclear Weapons 16 5.8 18 3.4 0 —

; 72E Telecommunications Center Operator 19 6.9 62 11.8 93 4.3

!S 726 Data Communications Switching Center 8 2.9 10 1.9 96 4.4

2 95B Military Police 18 6.6 18 3.4 91 4,2

5 96B  Intelligence Analyst 27 9.9 | 21 4.0 12 0.6

f 96D Image Interpreter 2.9 1.3 2 0.1

s 98C  EW/SIGINT Analyst - 6 1.1 | 144 6.7

" 98G EW/SIGINT Voice Interceptor 1 0.4 10 1.9 190 8.8

i None Not Indicated 20 7.3| 85 16.2 | 483 22.4

= Other --- 67 24.5 | 161 30.6 | 630  29.2

b Total 274 100.0 526 100.0 2,159 100.0

. R
b, Table 2
. Type of DIS Investigation Shown in DCII S
Top Secret (N) Top Secret (T) SCI (v) ____!
= DIS Code Descriptijon n z n % n 14

1A1/A  BI, initial 206 74.5| 272 51.7 23 1.1

B 1A2/B SBI, initial 1 0.4| 89  16.9(1,876  86.9

1A3/C  IBI, initial 52 19.0] 35 6.7/ 8 0. . '
3 1A7/6 SBI, supplemental 1 0.4 4 0.8 43 2.0 TR
IN3/C BI, suitability issues 4 1.5 52 9.9 6 0.3
2 1P3/C  SBI, suitability issues 1 0.4 42 8.0' 88 4.1 RN
3 Other —- 11 4,0 32 6.1 115 5.3 T
_ I A
) Total 274  100.0 526  100.0 2,159 100.0 L
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SBI with suitability issues. Of those discharged for unsuitability

and retaining SCI status, 87% had initial SBI codes in the DCII.

Table 3 indicates the wide dispersion in total months of
service for those identified in this study. While some were
discharged within the first three months of service, others
served over six years before being discharged for unsuitability.
Of the three clearance codes, those with SCI eligibility had
the shortest service tenure, 50% serving a year or less and

only 10% serving over four years.

Also computed was the périod between adjudication and separa-
tion. This analysis revealed that in a sméll fraction of the
cases, the clearance was granted well after military separation,
based on a DIS code indicating that the subject was not in the
military at the time of the investigation. However, as Table
4 and the military DIS codes on Table 2 confirm, in most cases,
the investigation and adjudication occurred before separation.
Thus the nature of the discharge is not reflected (as perhaps
it should be) in the top secret or SCI eligibility indicated
in the DCII, Table 4 finds the time period between adjudication
and discharge to be between 1 and 24 months for a majority of
those studied. For the top secret groups this figure was 65%,

while it was 59% for the SCI group.
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Table 3
Top Secret (N) Top Secret (T) scr (v)
, Mopths n z n 2 n 2
T 3 or less 31 11,3| 24 4.6 282 13.1
b 4- 6 2% 8.8| 26 4.9 344 15.9
A 7- 12 39 14.2| 64  12.2] 459 21.3
| 13- 24 58 21,2 | 130 2,7] 426 19.6
5‘.5 25- 36 38 13,9 | 111 21.1| 286 13,2
M 37- 48 20 7.3 sl 9.7 142 6.6
L 49- 72 39 1.2 6l 11,6 120 5.6
73-127 25 9.1 59 11.2( 102 4.7
:} Total 276 100.0 526 100.0 2,159 100.0
Y Iable 4
" Months Between Clearance Adjudication and Discharge o
A T
%, Top_Secyret (N) Top Secret (T) scI (v) BN
. Mouths 'y 3 n Z o 3 iy
A Adjudicatjon prior l ]
o~ to discharge by: over 60 0 — 4 0.8 33 - 1,5 L
] 49-60 6 2.2! 8 1.5 36 1.7 T T
% 37-48 18 6.6 20 3.8 87 4.0 T
‘ e
25-36 31 113 49 9.3 199 9.2 -
,)_3 13-24 51 18.6 i 93 17.71 330  15.3 G
2] 7-12 45 16.4 | 94 17.9 | 307  14.2 .
= 1- 6 81 29.6 | 156 29.7 | 631  29.2 o
. same 17 6,2 29 5.5 149 6.9
_ Adjudjicgtion after “.-‘:.' :f:'ﬁt‘.‘_‘
N djscharge by: 1- 6 11 4.0 | 46 8.71 322 14.9 ISR
3 over 6 14 5.1 | 27 5.1 65 3.0
D)
_— -
9 Total 274  100.0 526  100.0 2,159 100.0
s
N
2
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o
o
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X
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On Table 5 are the reasons for discharge. Perusal of the
w3
&

discharge descriptions reveals that each is related to the sort

! of suitability issues dealt with in prescreening and security

investigations for sensitive positions requiring top secret
ﬁ and SCI clearances. Therefore, it is not unreasonable to believe
) that in at least some of these cases, review of the circumstances
¥ surrounding discharge would result in a revised adjudication
\U:; _ of clearance status other than top secret or SCI. For those

with top secret Army adjudications, the most frequent unsuitability

:S discharge codes reflect unsatisfactory performance, performance
. and conduct problems, discharge in lieu of court martial and
E drugs. These codes account for 72% of those with 'N' and 70%
with 'T' clearances. Among SCI personnel with unsuitability
- discharges, unsatisfactory performance, performance and conduct
! problems, and general unsuitability account for 72% of the 2,159
- cases.
R
' Duty occupation at separation was the final data item examined
B for these personnel. Table 6 lists the most frequently identified
occupations, in which these individuals were performing at the
time of their unsuitability discharges. Under the common DoD
occupational coding system, the jobs with the most top secret
’ personnel were combat engineering, artillery and gunnery, commun-
g

ications center operations, and l1awenforcement. Highest proportions

of the SCI eligibles with unsuitability discharges were found
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2 Table 5 L
% R n Dischar ‘—————__"f‘j;ﬁf'
1 op Secret (N) Top Secret (T) __ scI (v)
DoD Code Description n 2 a z n Z :
; 60 Character or Behavior Disorder 14 5.1 21 4,0 61 2.8
: 61 Motivational Problems/Apathy 12 4.4 45 8.6 113 5.2
64 Alcoholism 8 2.9 9 1.7 9 0.4
A 65 Discreditable Incidents 0.7 11 2.1 9 0.4
a 67 Drugs 20 7.3 66 12.5 58 2.7
4
ﬁ 76 Homosexuality 5 1.8 8 1.5 46 2.1
5 78 In Lieu of Court Martial 28 10.2| S8  11.0| 144 6.7
. 82 Unsuitability 22 8.0 35 6.7 267 12,4
X 84 Basic Training Attrition 1 0.4 0 —- 103 4.8
2 86 Unsatisfactory Performance 95 34,7 ) 199 37.8 798 37.0
A 87  Performance and Conduct 53 19.3 | 48 9.1 | 493  22.8
Other -— 14 5.1 26 4.9 58 2.7
Total 274  100.0 526  100.0 2,159 100.0
- Table 6 R
oy Duty Occupation Code at Separation RO
DoD RS
Occupation Top Secret (N) Top Secret (T) sc1 _(v) e
Code Description of Occupation n 2 a 2 n 2z ~
000 None 68 24 .8 70 13.3 533 24,7
010 Infantry 10 3.6 18 3.4 31 1.4
030 Combat Engineering 43 15,7 44 8.4 7 0.3
041 Artillery and Gunnery 20 7.3 29 5.5! 13 0.6
043 Missile Artillery, Operating Crew 9 3.3 5 1.0 8 0.4
201 Radio Code 7 2.6 ; 11 2.1 49 2.3
231 Intercept Operators 0 -— 2 0.4 209 9.7
232 Analysis 0 -—- 1 0.2 82 3.8
250 Combat Operations Control 10 3.6 8 1.5 9 0.4 .
260 Communications Center Operations 18 6.6 1 62 11.81 86 4.0 .l
510 Administration 3 1.1 1 22 4,2, 89 4,1 -
610  Automotive 1 0.6 | 11 2.1 59 2.7
644 Nuclear Weapons Maintenance/Assembly 8 2,91 9 1.7 2 0.1
830 Law Enforcement 17 6.2 19 3.6, 57 2.6
950 Not Occupationally Qualified 11 4,0 ¢ 56 10,6 | 533 24,7
Other - 49 17.9 159 30.2 392 18.2
Total 274  100.0 526  100.0 2,159  100.0
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in intercept operations, administration, communications center

operations, and analysis.

Conclusions

The analyses in this study have identified a lack of consistency
in Army personnel and security programs. Nearly 3,000 former
enlisted personnel were identified, all of whom had been discharged
for various types of unsuitability between 1974 and 1984, yet
still retained Army top secret and SCI clearance codes in the
primary DoD security data base, as FY85 began. Occupational,
investigatory, and adjudicative data on these individuals were
examined. Results indicated that many or most had enlisted
for and served in sensitive positions, been investigated by
the Defense Investigative Service and cleared by the Army, and
discharged for the same types of reasons that investigators
and adjudicators consider derogatory from a security standpoint.
Yet no adjustment had been made in any of their clearance codes
in the DCII, even though this would be one of the first places
searched if these same "unsuitable" individuals seek DoD contractor
or civilian employment. This indicates a need to review the
circumstances of discharge for such people to determine if

different clearance codes would be more appropriate.
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Background
R Recent computer analyses conducted at the Naval Postgraduate -
% School, as part of the Personnel Security Research Program, R
§ have linked the Defense Central Index of Investigations (DCII), .
S

the major DoD personnel security data base, with an enlisted

accession cohort file, containing longitudinal personnel information v

e 2 Y D
NS T

on the nearly 4.2 million individuals who entered military service

. between FY74 and FY84. This latter data base was developed :j' —
E especially for personnel security applications at the Defense = :
ﬁ Manpower Data Center. The focus of the present inQestigation -

was to document the need for closer ties between the personnel :3

h and security communities.

In comparing Air Force attrition data withclearance information -
a paradox was discovered, in which thousands of individuals

A who had been discharged over the last ten years for unsuitability

-, still retained DCII adjudication codes indicating top secret
D and SCI clearance. Since those already investigated and cleared R

are highly desirable new hires for DoD civilian and contractor

VAR

positions, there exists the possibility of inappropriate information

.
A

;: in DoD's security data base reflecting favorably on individuals
Sl

¥ for whom just the opposite should be the case.
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The following tables describe the 6,108 former Air Porce
enlisted personnel with top secret and 985 others with SCI clearance
status codes remaining in the DCII as FY85 began, who had received
unsuitablity discharges. The tables profile these personnel
with respect to which AFSCs they had entered with, what kinds
of security investigation they were given, how long they stayed
in the Air Force, how much time elapsed between favorable adjudi-
cation and being discharged from the Air Force, under what circum=-
stances they left, and what occupation they were serving in

when discharged.

Eindings

Table 1 shows the enlistment AFSCs of these personnel,.
While over 48% entered with a non-specific code, rélatively
high percentages were found who entered for jobs such as aircraft
armament systems, munitions maintenance, or missile maintenance
and ended up with a top secret clearance. Among those receiving
SCI clear 'nces, many had come in for cryptology, Morse or printer

systems, or telecommunications operations jobs.

After entering the Air Force, Table 2 finds 74% of the
top secret group with initial DIS background investigations
and another 15% with initial SBIs., Over 88% of the SCI group

had inital SBI codes in the DCII. Note also in Table 2 that

A-16-3
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Table 1
Enlistment AFSC *,.
_Top Secret __SCI '
AFSC Description n X n Z il W
202XX Radio Communications Analysis 34 0.6 26 2.4 < *-.tf:
206XX Imagery Interpreter 14 0.2] 23 2.3 @ :i:‘;i::-_
207XX Morse/Printer Systems 103 1.7| 98 9.9 A PSS
208XX Cryptologic Linguist 91 1.5 {140 14.2 . RU*Q
291XX Telecommunications Operations 148 2.4 66 6.7 Y
306XX Electronic Communications/Crytographic Equipment 49 0.8 33 3.4 e
307XX Telecommunications Systems Control 36 0.6) 18 1.8 = :'.'-:-.'-ji:
316XX Missile Electronic Maintenance 106 1.7 0 -- = L '-;
443XX Missile Maintenance 259 4.2 0 --- :':“z"-ifl
461XX Munitions Maintenance 528 8.6 0 ---
462XX Aircraft Armament Systems 1,205 19.7 0.2
811XX Security Police 81 1.3] 19 1.9
990XX Basic Airman 2,445 40,0 | 430 43,7
None Not indicated 298 4.9 19 1.9
Other --- 711 11.6 {113 11.5
Total 6,108 100.0 985 100.,0
Table 2
Type of DIS Investjgation Shown jn DCII
Top Secret . SCI
DIS Code Description n z n x
1A1/A  BI, initial 4,52 4.6 | 21 2.1
1A2/8 SBI, initial 893 14.6 871 88.4
1A7/¢6 SBI, supplemental 98 1.6 36 3.7
IN3/C BI, suitability issues 287 4.7 0 ---
1p3/cC SBI, suitability issues 98 1.6 34 3.5
Other —— 190 3.1 23 2.3
Total 6,108 100.0 985 100.0
A-16-4
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gsome individuals had BI and SBI suitablity issue cases, but

still received top secret and SCI clearances.

Table 3 indicates the wide dispersion in total months of

service for those identified in this study. While some were

discharged within the first three months of service, others

LA

served over six years before being discharged for unsuitability.

ﬁ Most of the top secret (88%) and SCI (90%) personnel lasted

between 4 months and 4 years.

. Also computed was the period between adjudication and separa- .
a tion. This analysis revealed that in a small fraction of the ' —‘“
X cases, the clearance was grahted well after militéry separation, T
ﬁ based on a DIS code indicating that the subject was not in the
! military at the time of the investigation. However, as Table 4
- and the military DIS codes ¢n Table 2 confirm, in most cases &E&E
;3 the investigation and adjudication occurred before separation. i&£§‘
a Thus the nature of the discharge is not reflected (as perhaps {';.:f‘:
- it should) in the top secret or SCI eligibility indicated in :
§ the DCII. Table 4 finds the time period between adjudication ]
and discharge to be between 1 and 24 months for most of those
fﬁ studied. For the top secret group this fiqure was 64%, while
3 it was 70% for those with SCI eligiblity.
&)
%S On Table 5 are the reasons for discharge. Perusal of the
discharge descriptions reveals that each is related to the sort

o
atat e
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Months n 2 r 2
3 or less 108 1.8 32 3.2
4- 6 578 9.5 128 13,0

7- 12 843 13.8{ 224 22,7
13- 24 1,919 31.4 | 286 29,0
25~ 36 1,285 21.0} 175 17.8
37- 48 736 12,0 72 1.3
49- 72 428 7,0 49 5.0
73-120 211 3.5 19 1,9
Total 6,108 100.0 985 100.0

Table 4

Months Between Clearance Adjudication
and Discharge

Top Secret
Months n 2

Adjudicatjon prior
to discharge by: over 60 209 3.4
37-60 630 10.3
25-36 828 13.6
13-24 1,647 27,0
7-12 1,035 16.9
1- 6 1,234 20.2
same 225 3,7

djudj jon

discharge by: 1- 6 258 4.2
over 6 42 0.7
Total 6,108 100.0

SCI
n X

2 0.2
42 4.3
95 9.6
219 22,2
178 18.1
291 29.5
56 5.7
96 9.7
6 0.6
985 100.0
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of suitability issues dealt with in prescreening and security
investigations for sensitive positions requiring top secret
and SCI access. Therefore it is not unreasonable to believe
that in at least some of these cases, review of the circumstances
surrounding discharge would result in a revised clearance status
other than top secret or SCI. For those with top secret Air
Force adjudications the most frequent unsuitability discharge
codes reflect motivational problems/apathy, unsatisfactory perfor-
mance, drugs, performance and conduct, discreditable incidents,
and character or behavior disorder. These codes account for
85% of the 6,188 former Air Force enlistees. Among SCI personnel
with unsuitability discharges the same six codes account for

78% of the 985 cases.

Duty occupation at separation was the final data item examined
for these personnel. Table 6 lists the most frequently found
occupations in whic¢ch these indviduals were performing at the
time of their unsuitability discharges. Under the common DoD
occupational coding system the jobs with the most top secret
personnel were aviation ordnance, ammunition repair, administration,
communications center operations, and missile mechanic. Highest
proportions of the SCI group were found in communications center
operations, analysis, administration, intercept operations,

and teletype and cryptographic equipment.

A-16-7
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iy Table 5
: Reason for Discharge
Top Secret SCI
DoD Code Description n 2 n 2 I
60 Character or Behavior Disorder 459 7.5 90 9.1 .
61 Motivational Problems/Apathy 1,565 25.6| 142 14.4
1 64 Alcoholism 62 1.0 10 1.0 -
: 65 Discreditable Incidents 584 9.6 81 8.2 .
‘ 67  Drugs 878 14.4| 80 8.1 ~-
. 68 Financial Irresponsibility 83 1.4 11 1.1 _
gt 71 Civil Court Conviction 98 1.6 10 1.0 N
P 73 Court Martial 85 1.4 4 0.4 -
X 76 Homosexuality 82 1.3 37 3.8 -
S 78 In Lieu of Court Martial 71 1.2 13 1.3 wo
80 Misconduct 117 1.9 37 3.8 - e
83  Disciplinary Infractions 221 3.6| 69 7.0 e
> 86 Unsatisfactory Performance 1,037 17.0| 156 15.8 RO
N 87 Performance and Conduct 652 10,7 { 220 22.3
o Other — 114 1.9 25 2.5 -
A Total 6,108 100.0 985 100.0 Lo
-3 |
N )
o K
< e
Duty Occupation Code at Separation 5
2 RSN
! P.O_D - T
§ Occupgtion Top Secret SCI e
& Code Description of Occupation n 2 n 2 ooy
- 101 Radio Communications 172 2.8 29 2.9 ORAL
122 Missile Checkout Equipment, ¥ ]
z Test Equipment, and Calibration 185 3.0 2 0.2 - h
J! 160 Teletype and Cryptographic Equipment 108 1.8 50 5.1 .
‘ﬁ 231 Intercept Operator 55 0.9 69 7.0 .
2 232 Analysis 40 0.7] 109 11.1 :
A 242 Image Interpretation 26 0.4 26 2.6 Taoe .
260 Communications Center Operations 346 5,64 121 12.3
e 400 Photography 36 0.6 23 2.3
e 510 Administration 562 9.2 74 1.5
- 632  Missile Mechanic 315 5.2 0 -
b 633 Missile Launch and Support Facilities 161 2.6 3 0.3 RS
b 645 Ammunition Repair 720 11.8 0 - S
] 646 Aviation Ordnance 1,344 22,0 1 0.1 b
. 823 Sales Store 42 0.7 26 2.6
‘. 950 Not Occupationally Qualified 134 2,2 148 15,0
. Other -—- 1,866 30,0 304 30.9
,l

Total 6,108 100.0 985 100.0
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conclusions

The analyses in this study have identified a lack of consistency
in Air Force personnel and security programs. Over 7,000 former
enlisted personnel were identified, all of whom had been discharged
for various types of unsuitability between 1974 and 1984, yet
still retained Air Force top secret and SCI clearance codes
in the primary DoD security data base, as FY85 began. Occupational,
investigatory, and adjudicative data on these individuals were
examined. Results indicated that many or most had enlisted
for and served in sensitive positions, been investigated by
the Defense Investigative Service and cleared by the Air Force,
and "discharged for the same types of reasons that investigators
and adjudicators consider derogatory from a security étandpoint.
Yet no adjustment had been made in any of their clearance codes
in the 0°1I, even though this would be one of the first places
searched if these same "unsuitable" individuals seek DoD contractor
or civilian employment. This indicates a need to review the
circumstances of discharge for such people to determine if

different clearance codes would be more appropriate.
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Security Investigations and Clearances in the DCII
' at the End of Fiscal Year 1984:
A Profile of 2.1 Million Active Duty Military Personnel

A previous report in the Personnel Security Research Program
series described the investigation and clearance status of military

personnel on board at the end of FY83. This paper updates the

previous information by one year and compares the two sets of
results. It also provides greater detail by presenting paygrade

level, as well as overall Service distributions.

These analyses were conducted on an automated file which

combined an edited version of the DCII with end of FY84 DoD

aa T M S TR ASH

master and loss personnel tapes. The edited DCII contained

L_.

the most recent DIS investigation (type '8') segment and Army
or Air Force clearance (type '3') segment for all individuals
identified by SSM. Clearance data were limited to these Services
because Mavy and !larine Corps adjudications are not input into
the DCII. Note that the DIS investigations covered in this
study do not include National Agency Checks which did not produce
derogatory information, as such routine security inquiries are

found in the DCII as type '2' segnments.

The end of FYB84 investigative profile for the enlisted

! force is shown by Service on Table 1. Actual numbers and percentages
of total figures are provided to facilitate comparisons. Overall,

20% were found with a DIS investigation (other than a non-derogatory

A-17-2
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NAC) in the DCII. This figure varied by Service, from 12% in
the USMC to 27% in the Air Force. These findings are virtually

identical with the situation at the end of FY83.

With regard to specific types of DIS investigations, Table 1
shows nearly 94 thousand inital SBIs, 81 thousand initial BIs
and 41 thousand initial IBIs. The only other type with such

a large number was the 41 thousand file NACs. These four types

| AR

of DIS investigation were among the most numerous in each Service.
Other relatively frequent investigations in specific branches
of Service were expanded ENTNACs for Army and Marine Corps members
and supplemental SBIs and periodic reviews of Air Force personnel.
The only notable changes here, rélative to_the-earlier report,
involve the large increase in the number of personnel with inital
IBIs and the decrease in those with inital BIs. This was to
be expected as the IBI has replaced the BI as the type of investi-

gation generally required for top secret clearance.

Table 2 shows distributions of DIS investigation codes
by enlisted paygrades for each Service. Any type of DIS investi-
gation (excluding non-derogatory NACs) found for at least 1%
of those in any paygrade is included in this table. For each
Service, Table 2 shows the percentage with no type '8' DIS investi-
gations to drop substantially between grades El1 and E5 or E6

and to stabilize from that level through E9. Less than 10%
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TABLE 2

Percentage Distributions of Enlisted

DIS Investigations by Paygrade
(As of 1 October 1984)

gg ARMY
DIS
Codes B E2 E3 EY4 ES E6 ET E8 E9
q 1A2/B 1.4 2.4 3.3 4.4 6.8 5.4 4.4 4.b 4.4
=2 1A7/G — - 0.0 0.2 0.6 1.2 1.8 2.4 2.9
s 1DS/E 0.0 - 0.0 0.0 0.1 0.5 1.5 1.8 1.5
[ 1D3/C ——— -— 0.0 0.0 0.l 1.2 1.7 2.2 2.3
1P3/C 0.1 0.2 0.4 0.7 1.1 0.9 0.6 0.4 0.4
B 1A1/A 0.0 0.0 0.1 0.8 2.9 6.4 8.6  10.3 9.9
| 1A3/C 0.6 1.0 1.2 1.4 1.9 2.1 2.0 2.2 2.1
E’ 161/A 0.6 0.3 0.7 1.0 1.5 1.9 1.0 0.2 0.4
1G2/B ‘ 0.1 0.2 0.4 1.5 4.0 8.7 11.2 8.7 6.0
j}: 1X1/A 2.2 2.7 2.4 2.2 1.2 0.4 0.1 0.0 -
= Other 0.2 0.4 0.4 0.8 1.6 2.7 3.3 3.3 2.4
n None 94,8 92,3  91.1 87.0 77.9 68,6 63.8  6u.1 67.7
. Total % 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0
.- Number 57,527 51,910 98,854 183,660 118,450 86,779 50,459 15,600 4,177
A
AIR FORCE
! DIS
R Codes E1 E2 E3 EY E5 E6 14 E8 E9
B 1A2/B 4.6 6.7 8.8 9.6 9.2 9.0 8.6 9.3 9.8
~3 1A7/6 —- 0.0 0.1 0.6 2.3 3.7 4.3 5.0 5.2 R
1D5/E 0.0 - 0.0 0.0 0.6 1.7 2.3 2.6 3.8 U
W Speogmangs
- 1D3/C -—- -— 0.0 0.4 2.0 2.4 2.9 3.5 4.4 RS
T 1A1/4A 0.2 0.2 1.6 9.5 12.7 9.9 7.6 7.5 7.7
“ 1A3/¢C 0.7 2.1 3.8 2.1 2.5 2.6 2.8 3.0 2.9 ek
= 162/8 0.0 0.0 0.1 0.9 2.3 2. 1.4 1.0 0.4 r
- 1K1/ 0.7 0.8 1.1 0.9 0.6 0.3 0.0 - - s
Y Other 0.7 1.4 1.5 2.9 3.7 4.0 3.5 3.7 3.3
None 93.1 88.8 83.0  73.1 64.1 64.3  66.6  64.4  62.9
;j Total $ 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0
Number 20,835 22,022 124,652 102,760 108,860 56,262 36,523 9,667 4,844
. A-17-5
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TABLE 2

EZ (Continued)

) NAVY

3: DIS

! Codes Bl R E3 B B B E B B

';3 1A2/B 0.8 1.8 2.7 4.1 4.8 5.1 4.7 4.5 4.5 s

g 1AT/G - 0.0 0.0 0.0 0.3 0.9 1.6 2.6 2.8 3.0 &

1DS/E — — 0.0 0.0 0.2 1.5 2.0 2.1 2.3 -
1D3/C 0.0 0.0 0.0 00 05 1.3 1,5 1.6 1.8

) 1A1/8 0.4 0.3 1.0 40 7.8 9.7 9.0 7.7 6.4

E: 1A3/¢C 2.7 4.0 5.0 3.6 2.3 1.7 2.0 1.6 1.6 =

’ 161/ 1.7 1.7 1.4 1.4 1.9 2.7 1.0 0.2 0.2 .

) 162/8 0.3 0.2 0.6 1.6 3.3 4.0 42 4.6 3.8 i

3 K174 2.8 3.0 2.8 2.3 1.4 0.6 0.2  -=—= 0.0 e
3 Other 0.9 1.0 1.2 1.7 255 2.9 3.3 3.7 2.5 j
- None ~ 90.5 88.0 8.3 81.0 T4.4  69.9 69.5 T1.0  T73.9 NI
. E N
Total % 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 - 3:12.3:E2~
5 Number 35,709 37,367 98,688 104,223 97,344 72,993 30,716 8,802 4,025 R

3

¥ MARINE CORPS
e DIS

8 Codes B E E3 B B B B E8 B T og
e 1A2/B 0.3 0.9 2.0 2.5 3.6 3.6 2.8 3.3 3.0 B Ry
i 1A7/6 - 0.0 0.0 0.0 0.3 0.7 1.3 1.4 1.2 -

2 1DS/E —— 0.0 — -— 0.0 0.4 0.7 0.9 1.0 \
1D3/¢ —— == 0.0 0.0 0.1 0.8 1.2 1.6 2.5 ‘
141/ 0.0 0.1 0.2 1.2 5.4  10.0  11.8 9.7 8.4

1A3/C 0.1 0.3 1.5 2.9 2.8 2.3 2.6 2.6 1.7

1:;; 1G1/4 0.8 0.7 0.6 0.9 1.5 2.8 1.2 0.1 0.1

162/B 0.1 0.2 0.2 07 2.1 29 3.9 43 3.6

- 1X1/8 1.6 1.9 1.9 1.6 1.3 1.5 04 cee  —e-

£ Other 0.1 0.1 0.3 0.7 1.7 2.1 3.3 2.8 2.1

'3‘ None 97.0 95.8 93.3 89.5 81.2 72,9 70.8 T3.3  76.4

. Total % 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0

‘ Muober 15,762 25,847 U7,677 31,964 25,072 15,434 9,177 3,732 1,262

§

oF A-17-6
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of the Els in each Service had a DIS code, while about a quarter

to a third of those in the senior grades were found with one.

Several findings with regard to specific investigation
codes also generalize across Service, Few in the lowest three
grades have initial BI (1Al1/A) codes, while much higher percentages
were found in the higher grades. With respect to the IBI (1A3/C),
which recently replaced the BI, much less paygrade variation
is found. This indicates that many enlisted personnel did not
have their initial background investigation until reaching the

more advanced paygrades.

Percentages of inital SBIs (1A2/B) were higher at the upper
paygrades, while not being negligible at the lower grades.
Most supplemental SBIs (1A7/G) and periodic reviews (1D5/E and
1D3/C) were found in the upper five grades, with very few among
El to E4 personnel. With respect to derogatory national agency
checks, higher percentages of file NACs (1G2/B) appeared in
the upper paygrades, while expanded ENTNACs (1X1/A) were generally

more prevalent at El1 to E4 than the higher enlisted grades.

The officer profile is presented in Table 3. Over half
of the officers were found with a DIS type '0' investigation
in the DCII. More of those in the Air Force (58%) and lavy
(56%) had such DCII information than Marine Corps (44%) and

Army (46%) officers, Overall, the most frequent types of investi-
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gation included initial SBIs (47 thousand), BIs (41 thousand),
and IBIs (19 thousand), along with supplemental SBIs (23 thousand).
These four kinds of DIS investigation were also the ones most
frequently found among officers in each Service. Compared to
the end of FY83 findings, these figures reveal a 1-2 percent
increase in each Service, of those with a DIS type '2' investiga-
tion. Also noteworthy, as was found for the enlisted personnel,

is the drop in BIs and rise in IBIs,

Table 4 presents the paygrade level findings for officers
by Service. As in Table 2, any DIS code was included that applied
to 1% or more of those at any paygrade. Again there was a positive
correlation between the percentage with DIS codes and paygrade
level. This was true for the officers in each Service. 1In
the Army for example, while 23% of the 0ls had a DIS investigation

code, over 98% at O7 and above were found with one.

In the Army and Marine Corps, initial SBIs (1lA2/B) were
most frequent in grades 04 to 06, while in the Air Force and
Mavy the percentage with initial SBIs was more uniform across
all paygrades. As would be expected, a strong positive correlation
was noted in all Services betweeen officer paygrade and the
percentage with supplemental SBIs (1A7/G) and periodic reviews
(1DS/E, and 1D3/C). In the Air Force, while 1% of the Ols had

any of these codes, 80% of the O07s and above had them. Percentages

A-17-9
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TABLE 4

Perceuntage Distributions of Officer

DIS Investigations by Paygrade
(As of 1 October 1984)

. ARMY
- DIS Warrant 07 and
% Codes Officer o1 02 03 ol 05 06 above
142/B 8.0 9.0  10.7 10.9 23.0 24.6 17.9  10.4
) 1A7/6 3.5 0.2 0.6 2.1 10.9 20.7 24.9  27.9
2 1D5/E 2.5 0.1 0.1 0.9 1.7 42 6.7  28.9
? 1D3/C 3.2 0.2 0.3 2.1 3.6 8.2 10.6  28.9
B 141/ 7.0 1.1 10.%  19.9  12.4 5,9 2.4 0.2
, 1D2/B 0.1 0.0 — 0.0 0.1 1.7 2.1 0.5
'y 1A3/C 1.3 9.1 9.3 3.2 3.6 1.5 1.2 0.5
; 162/B 6.6 1.6 1.9 1.4 0.8 0.6 0.6 0.2
Other 3.6 2.0 2.3 2.5 2.6 2.6 2.2 1.0
3 None 64.2 76.7  64.4  56.0  41.3  31.0 31.h 1.5
Q Total % 100.0  100.0 100.0 100.0 100.0 100.0 100.0 100.0
! Number 15,348 12,614 12,289 34,895 16,926 10,817 4,843 B12
£,
-, AIR FORCE
- DIS 07 and
: Codes ot 02 93 o4 05 06 _above
" 1A2/B 15.5  21.2  19.8 21.0  19.9 23.6  14.8
. 1A7/G 0.5 2.0 5.7 13.9  18.5 23.3  27.0
) 1DS/E 0.3 0.4 1.0 3.2 5.6 7.0  24.3
,S 1D3/C 0.3 0.3 2.0 3.4 6.3 10.4  29.1
L 1P3/C 0.5 0.8 0.5 0.3 0.3 0.3 1.2
y 1A1/4 1.9 127 22.9 12.8 6.7 4.1 0.3
3 146/F 0.0 0.2 0.5 1.2 1.2 0.4 -
2 1D1/A 0.0 0.1 0.3 1.0 1.0 0.5 -
b 1A3/C 12,5 14,7 5.1 3.3 2.1 1.6 0.9
: 162/B 1.1 1.1 0.8 0.3 0.2 0.2 -
- Other 1.5 1.5 2.1 2.3 2.3 1.8 1.2
. None 65.9 45.0 39.3 37.3 35.9 26.8 1.2
. Total % 100.0 100.0 100.0 100.0 100.0 100.0 100.0
3 Number 14,316 14,4300 39,613 19,521 12,551 5,508 337
y A-17-10
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DIS
Codes

1A2/B
1A7/G
1D5/E
1D3/C
1A1/A
1A6/F
1D2/B
1A3/C
1G2/B
Other

lione

Total

HARINE CORPS

DIS
Codes

1A2/8
1A7/C
1D5/C
1D3/C
1A1/A
1D2/B
1D1/A
1A3/C
1C2/8
1X2/3
Other

Yone

Total

TABLE 4
(Continued)
Warrant 07 and
Officer o1 02 a3 oy 3 Q6 above
6.7 9.1 15.1 13.0 15,0 17.0 15.7 16.8
k.0 0.6 3.0 5.8 13.4 19.0 18.7 25.5
3.3 0.2 0.5 0.6 2.6 5.3 8.8 24 .4
2.5 0.2 0.4 1.6 u.7 8.8 12.8 19.1
11.6 3.5 13.2 26,7 19.5 6.3 3.2 1.9
0.6 0.0 0.2 0.2 0.8 1.0 0.4 ——
0.2 —-——— —— 0.1 0.2 0.2 0.5 1.9
4.3 20.5 20.6 5.1 2.9 2.0 2.0 0.8
4.2 1.4 1.4 1.3 0.6 0.2 0.2 ——
3.1 2.3 2.6 1.9 2.4 2.2 1.5 0.3
59.5 62.2 43.0 42,7 37.9 38.0 36.1 9.2
p 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0
Nlumber 3,082 9,501 10,170 21,124 13,133 7,849 3,752 262
Yarrant 07 and
Officer 01 02 93 o4 05 06 above
3.9 1.5 4.1 11.3 20.8 24 .6 23.8 18.2
1.9 -— 0.4 2.1 8.3 22,4 31.3 31.8
1.1 0.9 0.2 0.3 0.9 2.4 5.2 31.8
2.5 0.1 0.4 1.2 2.5 5.0 11.8 5.1
1.7 1.2 7.4 25.5 25.0 9.3 2.1 -—
-—- -—- — 0.0 0.1 0.3 0.5 3.0
- — 0.1 0.2 0.5 0.8 0.5 4.6
5.0 5.0 12.0 7.5 5.7 2.7 -— .-
4.y 1.4 1.4 1.2 0.3 0.1 —— -——-
0.6 1.2 0.5 0.3 0.0 0.1 —— ———
3.5 0.7 1.1 1.5 2.4 2.1 1.7 -—-
62.4 38.9 72.4 48.7 33.4 30.2 171 4.6
% 100.0 100.0 100.0 100.90 100.0 100.0 100.0 100.0
Muuber 1,412 3,290 y,212 5,049 3,051 1,651 626 66
A-17-11




with BI (1lAl/A) and IBI (1A3/C) codes were higher in grades

N1 to 04 than in the more senior officer paygrades.

DCII Army and Air Force clearance codes for end of FY34
active force members are displayed in Table 5. As at the end
of FYB3, the clearance status of many Army personnel was not
found in the DCII at the end of FY84. "Thile the Army rate of
unknowns rose fron 38% to 47% for enlisted members, it drovped
from 47% to 32% of the officers. By far the most freguent clearance
anong Army enlisted personnel was the secret '1', which 34%
had at the end of FY84. This was followed in frequency by the

secret 'S' (15%) and SCI 'V' (5%) codes.

These fiqures represent no major changes from a year earlier.
For the officers, 22% had SCI 'V' codes, 1%% secret '!1' codes,
17% each secret 'S' and top secret '"N' codes, and §% the top
secret 'T' code. The only pronounced change here is a 5% increase

of offijicers with secret '"™M' clearances,

NCII clearance coverage in the Mir Force continues to be
virtually complete. Less than 1% of their officers and 2% of
their enlisted personnzl were found without a clzarance segment.
‘lost enlisted Air Force members (723) had secre:t 'S' clsarances.
Another 17% show to» secret 'T' codes and 3% SCI 'V' codes.

These results closezly parallel the end of Y83 findings.




TABLE 5 ??3;7
DCII Clearance Codes for Current el

Army and Air Force Personnel
(As of 1 October 1984)

Y B XKCE

f 3] Army Air Force
M Adjudicating Clearance Enlisted Officer Enlisted Officer
Branch Code n b3 n £ n b n g
g - None 266,349 39.9 |3%,79% 32.2| 7,715 1.6 569 0.5
, Arny M 226,677 34.0 [19,169 17.7| 247 0.1 32 0.0
g s 97,688 14.6 10,797 10.0 28 0.0 8 0.0
N 10,745 1.6 [ 10,638 9.8 2 0.0 3 0.0
- T 15,485 2.3 | 6,369 5.9 6 0.0 4 0.0
- v 33,518 5.0 | 24,125 22.3 11 0.0 3 0.0
= X 10,690 1.6 | 1,771 1.6 2 0.0 17 0.0
| 4 R 5,881 0.7 90 0.1 3 0.0 J—
Other 308 0.0 59 0.1 0 --- 0 ---
T Air Force s 1,493 0.2 258 0.2350,83% 72.1] 36,604 3.5
2 T 60 0.0 34 0.0{ 80,718 16.6 | 48,636 45.8
v 0.0 17 0.0 38,355 7.9{ 19,760 18.6 (—
- Y (J— 0 ---| 2,215 0.5 192 0.2
2 F 33 0.0 11 0.0] 8,180 0.9] 122 0.1
W J— 0 ---| 968 0.2 59 0.1 S
fou Other 49 0.0 16 0.0 1,081 0.2| 206 0.2 b

Total 667,584 100.0 {108,144 100,0 |486,425 100.0 {106,246 100.0

A-17-13




Nearly 46% of Air Force officers had top secret 'T' codes
in the DCII, while 34% were found with secret 'S' clearance
and 19% SCI 'V' codes. These results represent a 2% SCI clearance

increase and 3% top secret decrease from the end of FY83.

Paygrade level clearance distributions are shown on Table
6 for the enlisted personnel and Table 7 for the officers in
the Army and Air Force. Enlisted personnel were found to differ
substantially in clearance status as a function of paygrade.
While the overall Army rate without a DCII code was 40%, it
varied from a high of 77% of the Els down to 21% of the E4s.
The percentage with SCI codes rises with paygrade from less
than 1% at El1 to 9% at EO9. Thié was also true with respect
to top secret (N or T) status, found for under 1% at E1 and
18% at E9. The percentage of Army enlisted personnel with secret
(M or &) codes was highest among Ed4s (79%) and lowest among

E9s (8%).

Air Force data in Table 6 show that only at the entry level,
El, did a large fraction of enlisted personnel (23%) lack a
DCII clearance code. As in the Army, the highest percentage
with SCI status was found at the E9 level (12%), while the lowest
was the 1% of Els. Also, while only 2% of the Els had top secret
status, 51% of the E9s had this level of clearance eligibility.

E2 was the paygrade with the highest percentage of secret clearances

(85%), and E9 the lowest (36%).

wd
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ARMY
Clearance
Code

LI B - - N 7]

Other
None

Total %

AIR FORCE
Clearance
Code

S

X N < R

Other

None

Total %

Percentage Distribution of Enlisted

Clearance Status Codes by Payzrade
(As of 1 October 1984)

TABLE 6

BT ER E3 E B B E  EB B
18.8 31.0 41,6 56.6 30.4 15.9 8.2 4.1 2.6
1.4 3.6 4,5 13.2 28.3 27.3 18.2 8.3 5.9
0.3 o.b4 0.6 0.9 1.9 3.2 4,0 5.5 6.8
0.2 0.4 0.5 1.1 2.6 4.9 6.7 9.3 11.2
0.5 1.9 3.0 4.4 7.6 7.3 8.0 8.8 8.9
2.1 2.0 1.8 1.5 1.7 1.5 1.1 0.9 0.7
0.2 0.3 0.4 0.9 1.0 0.8 0.4 0.2 0.0
——— 0.1 - —— ——- 0.1 0.1 0.1 0.4
76.6 60.3 b7.6 21.4 26.5 39.0 53.3 62.8 64.5
100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0
Muwmber 57,527 51,910 98,854 183,660 118,450 86,779 50,459 15,600 4,177
g2 ER E3 EA B B E  E8  E
71.0 85.1 82.5 75.7 69.2 62.4 55.2 46,1 36.4
1.7 3.2 6.6 13.3 21.3 27.7 34.3 h.7 51.0
1.4 5.5 T.3 8.2 8.1 9.0 9.9 11.9 12.5
0.8 1.3 1.6 1.2 0.4 0.1 0.0 —— 0.0
1.6 0.7 0.5 0.5 0.4 0.3 0.2 0.1 0.1
0.7 0.6 0.2 0.8 0.4 0.4 0.3 0.1 ———
22.8 3.6 1.3 0.3 0.2 0.1 0.1 0.1 0.0
100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0
Mumber 20,835 22,022 124,652 102,760 108,860 56,262 36,523 9,667 y,8uYy
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Por Army officers, Table 7 shows 42% of warrant officers

and 03s without DCII clearance codes, but only 1% of the 07s

R

o Y

Ko
ire

as
e

and above. Most of the generals (95%) showed SCI status, while

N
X
AL 4

0l was the paygrade with the lowest percentage (8%) of officers N ¢
with a 'V' code. Only 1% of the O07s and above had top secret
(N or T) codes, while 21% of the 03s had one of these codes.
e The percentage of Army officers with secret DCII codes (M or S)

ranged from none of the generals to 75% of the Ols.,

)
3
L]
;é Sizeable differences are also apparent in the Air Force
: officer figures in Table 7. The percentage with SCI status
iy :
3 increases as paygrade increases. The range was from 7% (0O1)
e
3 to 86% (07 and above). 04s had the greatest percentage of top

secret (57%), O7s and above the lowest, 14%. The percentage ey
8 of Air Force officers with secret level codes decreases with . I%%fi
‘ N
2 increasing paygrade. Seventy percent of the Ols had secret AN
« ;ﬁ-‘:‘;’:’“
. clearances and less than one percent of the generals had them. 8 ;,HJ
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None

Total %
Number

AIR FORCE
Clearance
Code

Other
None

Total %

thumber

TABLE

(As of 1 October 198%)

Percentage Distribution of Officer
Clearance Status Codes by Payzrade

01

70.2
21.2
6.7
0.7

1.2

02

47.2

41.3

10.1‘
0.6

0.5

03
36.9
48,8
13.3

0.5
0.5

o4

17.7
57.4
23.9
0.6
0.4

9

9.7
55.3
34.3

0.5

0.2

06

9.0
39.1
51.5

0.3

0.1

Warrant 07 and
Officer o1 02 [k} oy 05 06 _above
15.5 61.4 24,7 12.5 7.0 3.2 2.3 e
16.4 13.2 24,2 8.6 3.6 1.9 1.8 ——
4.1 5.6 14.0 14.7 9.6 5.7 4.4 0.7
5.9 2.0 4.4 6.4 7.8 7.8 6.5 0.7
14,5 8.5 11.2 13.5 35.9 52.1 54.6 94.7
1.0 0.9 0.8 1.6 2.7 2.5 2.2 2.7
0.2 — 0.3 0.2 0.2 0.1 -— 0.2
42.4 8.4 20.4 82,5 33.2 26.7 28.2 1.0
100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0
15,348 12,614 12,289 34,895 16,926 10,817 4,843 412

100.0
14,316

100.0

14,400

100.0
39,613

100.0

19,521

100.0
12,551

100.0

5,508
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A Census of Key Data Elements
In the Defense Central Index of Investigations
(As of 1 April 1985)

The Defense Central Index of Investigations (DCII) is currently
the largest automated DoD data base in the area of personnel
security. 1Its primary operational use is as a repository for
individual level security related information. The standard user
interface with the DCII is in the form of on-line name searches
of its contents. However, recent initiatives to provide personnel
security policy makers with data useful for management information
purposes and to support a personnel security research effort,
have identified an additional role for the DCII. 1In order to
insure that maximum yield is mined from this vast and valuable
data resource, a detailed examination of its aggregate contents
is necessary. This report presents the results of such an effort,
conducted on a recent (mid-FY85) copy of the constantly updated file.

To comprehend the size and scope of the DCII, it is necessary
to become familiar with the structure of the file. The DCII
contains nearly 15.5 million variable length records. Each
record consists of a master section and one or more content
segments. The most significant contents of the master section
are individual identification characteristics. These include
first, middle and last name, social security number, date of
birth and place of birth.

There are six types of content segments. These are known as
pending NAC, NAC history, tracing or dossier, clearance, current
name, and AKA segments, This report will explore the key data
elements of each segment type. In all, about 22.8 million segments
are now part of the DCII. While this is an average of about one
and a half segments per record, most records are found to have
only one or two segments while a few have as many as ten or more,

A further complicating factor, in addition to the variable
length nature of DCII records, is that over 4.7 million of them
contain overlapping and redundant individual level information.
Individuality, as inferred from uniqueness of social security
number (SSN), was assessed and while 8.4 million records were
found with SSNs occurring only once, some individuals were identified
with over 100 different records in the DCII. Some of these
contain identical segments and others different segments. Further
complicating management information and research uses of the DCII
is the finding that 2.3 million DCII records do not have valid
SSNs. This is a critical factor in linking DCII data with other
data bases.

Bending NAC Segments

As of 1 April 1985 the DCII contained just over 160 thousand
segmente reflecting ongoing national agency checks. Table 1
shows the type of NAC as a function of the requesting agency.
These, along with the date of initiation, are the key data elements
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I in pending NAC segments. Most ongoing NACs requested by the N
Services were ENTNACg, with most of the remainder being standard PR
military NACs. DIS requested NACs were equally spread among PN,
I military, civilian and industrial subjects. These reflect the NAC %, E
component of more extensive background investigations. All of ,.dﬁh
the DISCO requests were for standard industrial NACs, '#‘k?
NN
I With regard to the initiation dates of ongoing NACs, Table 2 ,tﬁ':'%::;{
shows most (92%) to have been started since February 1985, Less L
-, than one percent had been pending since before October 1984 and bl
M less than a tenth of one percent since before August 1984, 0N
Further analyses revealed 25% of the cases pending on April first RN
. 1985 to be more than 30 days old. Seven percent were over 68 days e
g old and under one percent over 188 days old. PN
NAC History Segments b
) e :__.:.'.
S} The DCII segment describing completed NACs includes space M
for the identities of up to 11 agency files that may have been e
checked during a NAC. A total of 52 such files are described in e
ﬁ the DCil documentation. This type of segment also contains the ol
completion date and a status code indicating whether the segment W
is a NAC history or an incomplete history. Almost 7.4 million of DR

these segments were encountered.

e
Ya%a%s

Table 3 summarizes an analysis of the agency identification "
codes., It shows 24.2 million file checks, 3.3 per NAC history :
segment. Most had only three: DCII, FBI-headquarters and either

Z

: FBI name check or fingerprint. Some segments had up to ten : RO
| agency file codes. In all, 38 different agency codes were identi- AN
| -'.Q fied. However, the four just mentioned accounted for 92% of the RGN
) - total number of file checks. S
S
' - Analyses of the year of NAC completion yielded the data shown el
LT on Table 4. A large number of segments appear for every year Sl
‘ since 1973, Just under half (49%) of the DCII NAC history segments RO,
2] have completion dates since 1988. With regard to the status code, T
- 98% were coded as "NAC history" and the other 2% had an "incomplete
- history” code.
@ Txacing or Dossier Segments
This type of DCII segment is the most numerous with 8.6 T
< million in the file. 1In addition to the submitting agency, key Rt
(2] data elements are the context, retention and status codes and the
| year of the file. Context codes are displayed for each submitting .
agency on Table 5. Most dossier segments (83%), reference subject Do
ﬁ investigations., This is most true for DIS segments and much less

the case for Army and Air Force submissions. AIRR (28%) and Air
Force 0OSI (20%) segments are the only ones with a significant Rt
fraction of cross reference segments, while ACRD submissions e
(21%) have the only sizeable portion of victim segments.
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Most dossier segments also have a retention code indicating
the length of time they are to remain in the DCII before being
purged. As Table 6 indicates, the predominant code varies by
submitting agency. Most of the DIS, Air Force 0SI, and Air Force
investigations transferred to DIS are to remain in the DCII for
15 years. Most Naval Investigative Service segments (94%) have a
25 year retention code. Almost all Army Criminal Records Division
segments are coded for forty year retention, while most (83%) of
the AIRR dossier segments have no retention code.

Overall, over 99% of the status codes refer to tracing
segments, with the remaining segments coded as open cases. Only
for DIS segments (3%) were more than one percent coded as open
cases. Table 7 summarizes the year indexed information for the
dossier segments. Overall, about two-thirds of the dossier segments
show dates in the seventies and eighties. DIS segments (48%)
have the highest percentage of recent (since 1980) dossiers.
AIRR segments had the greatest fraction (55%) with pre-1979 codes
and also the highest rate (24%) of segments with no date of
indexing indicated.

More detailed analyses were performed on DIS dossier segments.
Case category codes were examined for the 2.1 million DIS investi-
gations in the DCII. For most segments these codes specify the
subjects' status as military, civilian or industrial. Analysis
showed 71% of the segments to refer to military subjects, 20% to
industrial subjects and 7% to civilian subjects. These codes
also indicated the level of investigation involved (NAC, BI,
SBI) and whether the case contained security, hostage or suitability
issues. A total of 374 different case category codes were found.
Table 8 carries the most frequently encountered types of DIS
segments. When combined, these relatively few category codes
account for 95% of the DIS dossier-segments. Military non-issue
BI/IBI/SBIs alone represent 34% of the segments, while military
file NACs and ENTNACs along with expanded ENTNACs comprise another
26% of the total number of DIS dossier segments.

Clearance Segments

A total of 3.2 million clearance segments were found in the
DCII. These included 1.5 million Army segments and 1.7 million
Air Force segments. The key data element included with clearance
segments is a code defining the clearance status. Distributions
of clearance status codes are presented on Table 9. Note that
code definitions vary somewhat between the Army and Air Force.
CGf the Army clearance segments, 81% were at the secret level, 9%
SCI and 6% top secret. In contrast, 74% of Air Force segments
reflected secret, 17% top secret and 5% SCI eligibility.
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Other noteworthy constituents of DCII clearance segments are
clearance basis, adjudication date, investigation date and review
action codes. Clearance basis codes identify the level of inves-
tigation on which a clearance decision is based. Table 10 shows
that variations of the national agency check account for 81% of
Army and 76% of Air Force segments.

Review action codes only pertain to Army segments, and
along with the status and basis codes, fully define an Army clearance
action. A frequency distribution of these codes is presented on
Table 11. This table shows 90% of Army clearance segments covered
by one of three review action codes: surety (49%), clearance
(21%) or nuclear (19%).

Adjudication and investigation dates on clearance segments
are shown on Tables 12 and 13 respectively. Most of the adjudi-
cations have been accomplished since 1988. More Air Force (44%)
than Army (17%) adjudications prior to 1988 are shown on Table
12, Similar investigation distributions are presented on Table
13, with somewhat greater percentages appearing in the categories
before 19889.

Current Name and AKA Segments

These two types of segments are quite similar in format, the
only difference being the nature of the name (current or AKA)
contained in the segment. The only data element relevant to this
paper is the contributor code. Table 14 shows the current name
and AKA contributor code distributions. Note how closely the two
distributions parallel one another. Just over half (51%) of

these segments resulted form NAC information. Another third came
from DIS and the Army's Investigative Records Repository.

Social Security Numbers

It was mentioned earlier that 2.3 million DCII records do
not include valid SSNs. This presents difficulties in 1linking
the DCII with other data bases for various personnel security
analyses. Since DCII records can contain multiple segments,
further analyses were performed to assess whether the magnitude
of the lack of SSN problem varied by segment type. Table 15
summarizes the results. Overall, 20.0 million of the 22.8 million
(88%) segments have valid SSNs. But there was considerable
variation in this rate by segment type. It was 99.5% or higher
for NAC history, DIS dossier, Army clearance and Air Force clearance
segments. Much lower rates were found for AIRR dossier (42%),
ACRD dossier (73%) and Air Force OSI dossier (75%) segments.
Valid SSN percentages ranged from 86% to 95% for the other segment
types listed on Table 15.
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Table 2 .

(As of 1 April 1985)

Month Initiated
1985 - April
March
February
January
1984 - December
November
October
September
August
Prior to August 1984

Total

Number
3,184
75,762
16,889
3,245
2,143
959
651
322
397
138

193,681

Percent of

Total
3.1
73.1
16.3
3.1
2.1

Cumulative
Percent

3.1
76.2
92.5
95.6
97.7
98.6
99.2
99.5
99.9

100.0




Table 3

‘ NAC History Segments
\ (As of 1 April 1985)
|
)

Percent of Percent of

Number NAC all files

‘ Agency File Checked of Checks Segments Checked
i DCII 7,388,909 100.0 30.6
I FBI-Headquarters 7,380,875 99.9 30.5
: FBI-Name Check 4,779,185 64.7 19.8
i FBI-Fingerprint 2,595,700 35.1 10.7
X Army-Prior Service 406,697 5.5 1.7
I OPM 399,480 5.4 1.7
cIA 174,513 2.4 0.7
l Navy-Military Personnel 173,137 2.3 0.7
: Air Force-Military Personnel 158,383 2.1 0.7
i State Department-Passport 121,150 1.6 0.5
. Army-Enlisted Personnel 109,439 1.5 0.5
i I & NS-Alien 102,594 1.4 0.4
\ I & NS-Citizen 74,678 1.0 0.3
? Army-Officer Personnel 55,670 0.8 0.2
i Army Investigative Files 53,933 0.7 0.2

Marine Corps Personnel 39,135 0.5 0.2
! DIS 38,303 0.5 0.2
j Air Reserve Personnel Center 31,028 0.4 0.1
. State Department-Birth Abroad 29,701 0.4 0.1
i Air Force Investigative Files 23,060 0.3 0.1

Navy Investigative Files 19,821 0.3 0.1
' All other file checks 25,331 0.3 0.1
é Total 24,180,722 100.0
!
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2
: Year NAC Completed
g (As of 1 April 1985)
i Cumulative
b Year Completed Number Percent Percent
- 1985 199,443 2.7 2.7
= 1984 718,047 9.7 12.4
| 1983 666,451 9.0 21.4
_ 1982 670,451 9.1 3.5
1981 655,754 8.9 39.4
1980 684,222 9.3 48.7
1979 573,293 7.8 56.5
1978 518,657 7.9 63.5
A 1977 587,544 7.9 71.4
: 1976 581,387 7.9 79.3
1975 . 564,344 7.6 86.9
. 1974 538,952 7.3 94,2
| A 1973 430,606 5.8 100.0
B Other 16 0.0 -—
- Total 7,389,167 100.0
o
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Table 8

DIS Codes Description

1A1/A
1A2/B
1G1/A
1G2

1K1/A
1A3/C
1A7/G
1D3/¢C
1DS/E
1K2/B
1P3/C
1N3/C
1D2/B

1C1/A
1C2/B
1J2

1C3/C
1M2/B
1V9/1
129/1
1T8/H
1C7/G
1F3/C

1B2/B
1Bt/A
1E5/E
1E3/C
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Most Frequent DIS Investigation Segments N
(As of 1 April 1985) (.
Percent of X
Number Total el
BI-non issue 319,563  15.4 oA
SBI-non issue 295,807 14.3 S
ENTNAC-file 230,639  11.1 B
NAC-file 184,192 8.9
ENTMAC-expanded 135,850 6.5
IBI-non issue oL, 477 4.6
SBI-supplemental 62,157 3.0
Periodic Review 31,639 1.5
SBI-PR (limited) 28,718 1.4
NAC-expanded 27,363 1.3
SBI-suitability 20,391 1.0
Bl-suitability 12,952 0.6
BI-Bring up (special coverage) 11,969 0.6
Subtotal 1,455,717 70.2
BI-non issue 67,630 3.3
SBI-non issue 63,258 3.0
NAC-file 59,459 2.9
IBI-non issue 50,583 2.4
NAC-expanded 43,557 2.1
NAC-expanded (suitability) 41,671 . 2.0
Limited Inquiry 12,724 0.6
Periodic Review~hostage 11,755 0.6
SBI-supplemental 11,670 0.6
Periodic Review 11,661 0.6
Subtotal 373,968  18.0 S
SBI-non issue 48,833 2.4
BI-non issue 39,129 1.9 SRR
SBI-PR (limited) 19,072 0.9
Periodic Review 12,021 0.6 —
Subtotal 119,055 5.7
Investigation transferred to DIS 20,097 1.0




I

Uns 37 ot gt Ao Ate st TR

PR

z”{»—.’ ¥,

e g
"
)

0°00L L9%°899°L 1e30] 0°00L 260°2ES‘L 1e301
$°0 0592 $8p0) Joyl0 - (] gg2‘e £8p0) JOYI0 -
20 9s8‘2 uoT3ePY3e0AUT OTqRJIOAR =
~pojeuUTEIS] UOTIEOTPNPY D €1 wSg*6l uoTjeOTPNfpy Buypueg X ®
2'0 8S0‘ % uoy3eoTpnfpy Surpueq X Sz 058° LE peTueQg/pexoasy ¥ <
€4 Llog'ie UOTIESTIE0AUT OTqRJOARIUY
~pejeurmiel uorjeorpnfpy 2 8°2  go9‘en JesTonj-jeJoes dol N
§'L  2ge'se eousaeeT) oy
~UOTIWOTPNipY OrqeJoARy g S°t  92y'tS  £3jeuns perueg-jedoes doy 3 %
2°S  g6t'lg oTqTBTTa I05-39400g dol 2 6°8  ELO“LEL 105 A 5
. 4 ...
6°9L Sls'2ge qea0eg doy 1 L"92  S05*604 fjeung petueg-jeuces ¢ i
Z'nlL  16E‘LE2‘L a005  § I°¥S  £85°628 JeoTONR-104095 K oy
jueoded Jequny YaTueey ©poH jUedJeg Jequny FuTaeon epoj
J0404 ¥IV SLdH \
&
(S861 TTady | jJo sy) w
83835 eouedeel) 2
§otqeg \
"
A
Q‘
,-..\.'
XS T R AL MARRARS RERANGT  Cra NS XA |\ RGO, TR fi}.s.



Table 19

ARMY = ___AIR FORCE
Basis Number Rercent Number Percent

-
i
I (Vs 0 1 Rpri1 1965)
i
¥

ENTNAC 834,686 54.5 635,696  38.1

NAC 311,683  20.3 377,381  22.6

NACI 93,314 6.1 256,582 15.4

35 BI 92,173 6.0 199,835 11.9

- SBI 146,045 9.5 179,218 10.7

. Other 54,191 3.5 20,563 1.2
X

B Total 1,532,092 190.6 1,668,467 100.0

v

VIR Ll

(As of 1 April 1985)

Code Meaning Number Percent
\\:;‘ P Surety 752,037 49.1
- A Clearance 329,274 21.5
g D Nuclear 294,035 19.2
v C Special Intelligence 98,270 6.4
' n X Review Required 31,217 2.0
ke B Revalidation 16,169 1.1
P Military Intelligence 4,981 2.3
P W White House 1,876 8.1 2
: G AGO (General Officer Review) 1,897 0.1 8
o - Other 2,051 0.1 S
a - Not Indicated 1,085 9.1 LL:}
; g Total 1,532,092 190.0




Table 12

Year of Adjudication
(As of 1 April 1985)

Year of ARMY AIR FORCE
Adiundication Number Percent Number Percent
1985 62,346 4.1 67,485 4.0
: 1980-1984 1,215,486 79.3 873,051 52.3
¥ 1979-1979 252,886 16.5 537,901 32.2
’ 1960-1969 773 6.1 152,703 9,2
1950-1959 3 8.0 36,495 2,2
4 Other 598 a.9 832 6.9
;1 Total 1,532,092 100.0 1,668,467 100.0
1>
;.1
o
¥
“
§ ,
iﬁ (As of 1 April 1985)
% Year of ARMY AIR FORCE
) Investigation Number Percent NMumber Percent
3 1985 29,346 1.9 42,504 2.5
4 1980-1984 1,055,685 68.9 771,696 46.3
; 1970-1979 423,126 27.6 633,052 37.9
~ 1960-1969 21,530 1.4 173,739 10.4
: 1950-1959 2,228 0.1 45,775 2.7
-~ Other 177 8.0 1,701 8.1
o Total 1,532,092 100.0 1,668,467 100.0
..1
q
)
(s
%
4
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Table 14

5L 00 R e Wy

(As of April 1985)

Segment Type
Contributor _____gg;;gn;_ﬂam:__ AEKA
Code 1 )} %
NAC 894,789 51.1 893,885 51.2
DDIS 320,749 18.3 320,280 18.3
AIRR 251,640 14.4 250,846 14.4
FOS1 145,653 8.3 142,051 8.1
NAVY 89,157 5.1 88,615 5.1
ACRD 56,775 2,9 50,759 2.9
DODIG 1 8.0 1 g.0
NSA 1 8.0 1 6.9
Total 1,752,765 100.9 1,746,358 100.9 -
Table 15 N
(As of 1 April 1985)
Segments With Total Percent
Segment Type Segments Yalid
NAC History 7,353,541 7,389,167 99.5
NAC Pending 98,376 103,681 94.9 T
DIS Dossier 2,065,618 2,075,067 99.5 A
AIRR Dossier 1,025,197 2,467,720 41.5
ACRD Dossier 1,664,732 2,274,643 73.2
NIS Dossier 811,506 945,137 85.9
AFOSI Dossier 531,647 785,311 75.4
Air Force-DIS Dossier 108,162 119,987 90.1
Other Dossier 141 148 95.3
Army Clearance 1,527,036 1,532,092 99,7
Alir Force Clearance 1,664,863 1,668,467 99.8
Current Name 1,569,609 1,752,765 89.6
AKA 1,561,341 1,746,358 89.4
Total 19,981,769 22,780,543 87.7
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Current i1nterest in increasing the nunber ot periodic reviews

among those with high level security clearances ralses two Kkey

PPy

questions. Who are the likely subjects and where are they located?

The tirst 1s a previously irrelevant matter tor DIS, since under

“e e s.m

the recent quota system, it was up to the services to identity
the subjects in their periodic review requests. Mow, with the
presumption ot sutticient additional resources to augment the
tield agent stati, it is important to know how many investigations

are required under various criteria and over projectable time

SRR WA, AR e TR " .

periods.

Anticipation ot subjects® locations 1s equally important,

poth to optimize hiring decisions and ninimize temporary reassign-

A R W S LS E ST .

ment ot current statt, In an organization such as DIS, with a
large number ot widely dispersed tield units, it is critical to

pinpoint the relative proportions ot expected additional workioad

O S ST . .

across the various tield elements.

This paper represents an initial attempt to answer these who

R I il A

and where questions., A previous report (84-7) in the Personnel

Security Research Program series (Appendix A) determined the

v —— %

. teasibility ot such analysis by means ot iinking automated military

COLROR OO R O LR TR S K




phars s S ait Sl A (P A A B S i S A S A WM S R S S At S

N - personnel master tiles with the DCII. This ettort includes an

additional ingredient--Navy and Marine Corps clearance data trom

V3 |

their respective personnel data tiles.

§§
) As a starting point tor this analysis, 1t was assumed that
:i those active duty military personnel with the tollowing general
"

characteristics would be most likely to require a periodicC review:
n"'.
v, a) Top secret or SCI clearance,
S
\‘c

b) based on a DIS military BI or SBI level investi-

gation,

.-

c) which 1s more than 5 years oid.

. Previous tindings in this area have documented the extent ot
. incompleteness ot clearance data tor the Army and Navy. For this
~ and other reasons, 1t was decided to detine the PR target groups

in two steps, so that a range ot vaiues could be identitied.

g R While this 1s not as desirable as a single (correct) tigure, it
1s a limitation dictated by the guality ot current security dAta Ei;é;
bases. |
Wno

0 .

All data used 1in this study were current as the second hailt T-

‘ ot FY85 bpegan. The 2.1 mililon active duty otticers and enlisted

Fo military personnel served as the starting population. A pass ;fgbr

9 :

A-19-3




............

through this population tirst selected those with DCII segments
indicating a military BI or SBI 1initiated by the end ot FYBl.
This subset would, 1n ettect, detine the maximum number who might
be eligible tor a PR by the end ot FY86. A total ot 198,170
such individuals were tound. Table 1 sorts them by service and
otticer-enlisted status. It shows more enlisted personnel than
otticers in each service and the Air Force, with over 86,000,

to tar outnumber the other three branches.

Additionally, Table 1 splits these service memnbers into
three categories, approximating the tiscal year during which the
merber could have 1nitially entered the PR queue. This is less
than exact since the DIS investigation date in the DCII is an
initiation rather than completion date. Those with investigations
begun prior to FY80 (a maximum estimate ot the backlog at the
beginning of FY¥85) predominated with over 110,000 ot the total
while nearly 41,000 could have entered during FY85 and most ot

the remaining 47,000 will be due during FY86,

The specitic DIS investigation codes entered 1i1nto this
analysis are listed on Table 2. This table represents the relative
distraibution ot these background investigations by otticer-enlisted
status within service and tor the DoD aggregate. Initial non-
issue BI and SBI investigations torm the bulk ot these codes, 80%
ot the enlisted members and 72% ot the otticers, Supplemental

and PR-SBIs and suitability issue BIs and SBIs conmprised most

.........

...............
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(S

lnvestigation Initjated
During or before FY79

Investigation Injtiated
During or before FY79

[

.......
______

TABLE 1

d
'

15,610
6,438

:

29,589

]

13,662
5,213

:

24,262

17,698
6,637

31,483

8,826
3,511

16,316

A-19-5
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Marine

3,838
1,11

6,079

Marine

4

2,493

E“
[e]
Vo)

4,035

Active Duty Milltary Personnel with Military Bl Or SB|
RIS Codes Showing (nvestigation {nitiated Prior to FY82
(As of 1 April 1985)

Alr

31,441
10,972

56,621

Air

16,808
6,110

29,785

Dol
68,587
25,158

-30,027

123,772

41,789
15,663

74,398




. Percentage Distriputions Of Pre-FY82 DIS

(As of 1 April 1985)

Enlisted

Bl/SBI Mar |l ne Alr

_Code JArmy _Navy _Corps _Force Do
1A1/A 45.6 58.0 65.0 50.6 52.0
1A2/8 32.9 21.7 19,2 30.7 28.4
1A3/C .6 .2 3.1 .6 .6
1A6/F .3 .5 .4 .4 .4
1A7/6G 5.1 5.8 3.4 7.5 6.3
1D1/A 1.1 1.0 .7 1.0 1.0
1D2/B .5 .2 .2 .6 .4
1D5/E 4,7 6.0 2.6 4.1 4,7
1N3/C 4.1 3.8 3.0 2.1 3.1
1P3/C 4.6 2.3 2.0 2.1 2.7
1U3/C .2 .2 .1 .2 .2
Others* — .3 —.3 -3 a1l —.2
Total 100.0 100.0 100.0 100.0 100.0

Officer

B1/sB! Mar Ine Alr

_Code _Army Navy _Corps _Force _DoD
1A1/A 42.5 49,3 60.7 39.9 43,9
1A2/B 29.6 21.0 17.2 33.0 28.4
1A3/C .3 .2 1.7 .2 .3
1A6/F .4 .6 .4 .8 .6
1A7/6 16.3 18.3 13.6 16.7 16.7
1D1/A 1.1 1.2 1.0 1.4 1.2
102/B 1.2 .5 .3 .6 .8
1D5/E 6.6 7.3 3.5 6.1 6.4
1N3/C .8 .8 .8 .6 .7
1P3/C 1.0 .6 .6 .6 .8
1U3/C o1 . .1 .0 .1
Others* —al | | .1 1
Total 100.0 100.0 100.0 100.0 100.0

* Includes 1A8/H, 1D3/C, IN1/A, 1N2/B, 1P1/A, 1P2/B, 101/A,
1Q3/C, 1R1/A, 1R2/B, 1R3/C, 1U1/A, and 1U2/B.

A-19-6
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(17%) ot the remaining codes tor the enlisted personnel. Supple-

mental SBIs and SBI periodicC reviews are the only other signiticant

otticer investigation codes, covering 23%.

Having examined this subpopulation, a second analysis was
pertormed to identity those with two additional characteristics--
a top secret or SCI clearance code and an investigation completion
date ot September 198l or earlier., Table 3 subdivides the 151,512
remaining personnel by service, officer-enlisted status, and
investigation date. As in the first analysis there were more
enlisted merbers than otticers by a three to two margin. Also,
the Air Force contributed halt ot the total personnel with these
characteraistics. MNearly 83,000 reached the tive year point
betore FY85, 44,000 did or will during FY85, and the remain-

ing 24,000 are due by the end ot FY86.

Army and Air Force clearance data used in this report were
taken trom the DCII. Army personnel with the tollowing clearance
codes were considered to have top secret or SCI status: G, J, N,
P, T, V. Ot these, the SCI code V was held by 53%, while 24% had
a top secret N code and 23% a top secret T code., Air Force
personnel with clearance codes E, N, T, U, V, or V1 were included.

Here the top secret T code (76%) and SCI code V (23%) dominated.

Navy and Marine Corps clearance data were obtained trom

personnel data tapes routinely submitted by those services to the
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Enllsted

investigation Completed

During or before FY79
FY80
FY81

TOTAL

- t1qatlon Completed

Ouring or before FY79
FY80
FY81

TOTAL

JABLE 3
Jop Secret Or SCI Clearances, and investigations Reaching
Elve Year Point By The End Of FY86

(As of 1 April 1985)

J
J

8,930
7,401

20,162

Fg

9,416
6,177

:

18,914

A-19-8

10,619
5,677

:

19,019

Mar ine

—Lorps

2,300
917
—410

3,627

Mar ine

2,200
716

3,261

Alr

27,034
13,206

48,244

Alr

15,962
7,224

27,345

48,883
27,201

91,052

:
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17,056

:

60,460
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Defense Manpower Data Center. Three Navy clearance codes (A, K,
and P) were accepted. The K code (top secret based on a BI)
accounted tor 62% ot these Navy clearances, while 38% had top
secret based on an SBI (code A). The only Marine Corps code used

tor top secret or above (T) was used in this analysis.

The investigation completion dates used in this analysis
were extracted trom the DCII clearance segments i1n the cases ot
the Army and Air Force. For the Navy and Marine Corps, personnel

data submission sources were utilized.

Having developed two estimates ot the numbers ot active duty
mrplitary personnel needing perilodic reviews by the end of FY86,
it remains to specity their current locations. The most critical
data element at this point became the members' zip codes, which
are found on the DMDC master files. A check ot this data tield
revealed z1p codes present tor all but about 3,000 ot the 198,000
individuals described earlier in this report, Scanning ot the
codes spotted two general types--U.S. and non-U.S. locations.
For the U.S. locations, individuals were tound in all 50 states
and the District of Columbia. Non-U.S. zip codes (military
APO/FPO) identitied personnel in 69 ditterent countries or

territories.

A-19-9
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U.S. zip codes were sorted into states by aggregating the
postal sectional service centers represented by the tirst three
zip code digits. This produced the tirst page ot Table 4 showing
state by state counts ot those with DIS military BIs and SBls
initiated before FYB2. Note that the largest numbers ot these
personnel were tound in Calitornia, Texas, Virginia, Florida,
and Viashington, D.C. These locations contained 42% ot the 137,693

individuals with U.S. zip codes,

The second part ot Table 4 shows the country or territory 1in
which the remaining personnel were assigned. To do this, the
tive digit APO/FPO zip codes were aggregated by country. Those
countries with the most military personnel on 1 April 1985 were
Germany, Korea, England, and Japan. Collectively these countries

had 72% ot the 41,334 personnel with such zip codes.

Table 4 also documents the finding ot nearly 16,000 personnel
with zip codes assigned to ships and other mobile units with no
tixed location., Overall, then, ot the 198,170 personnel ot
interest, 69.5% were in the U.S., 20.9% in other countries or
territories, B.,0% on ships or with mobile units, and 1.6% without

valid or any zip codes.

State and country distributions ot those included in the
more restricted PR candidate estinate are shown on Table 5. For

U.S. located personnel, Calitornia, Texas, Virginia, Florida, and

A-19-10
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Washington, D.C. had 41% ot the 107,034 military menbers. Ot the
32,240 in non~U.S. countries or territories, 72% were in CGermany,
England, Japan, or Korea. Overall, 70.6% ot the 151,512 personnel
included on Table 5 were in the U.S., 21.3% 1in other countries
and territories, 6.4% on ships or with other mobile units, and

1.7% without valid or any zip codes.

Euture Related Work

While it is usetul to identity the states or countries to
which future military PR subjects are assigned, it is recognized
that additional analyses are needed to provide DIS with intormation
necessary tor planning purposes. Currently, ettorts are underway
in several directions. With regard to the military personnel
described in this report, an analysis is underway that will
allocate U,S. personnel to specific DIS tield ottices rather than
the state level display presented here. To date, zip codes have
been matched with DIS field organization data. Two problems
have been identitied which must be overcome betore tield ottice
level results can be provided. First, about 500 U.S. zip codes
were 1identitied with no DIS tield element code. The locations
must be identitied and the appropriate tield elements specitied.
Secondly, about 500 zip codes were tound to have more than one
DIS field element code. These must be examined individually and

the most appropriate DIS tield element selected.
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DELAWARE €93 LOUTSIAMA 17er :
MARYLRND 3175 JKLAHOMA TR <.
NORTH CRROLINA 3935 TEAAS 274 -
SOUTH CARDL INA 2454 L e ZLT
VIRGINIA fa91 SRER TOTF 437 -
WASHINGTON ©.C. 7067 AKER TOTAL tasre 5
WEST YIRGINIA 53 » . MOUNTRIN MIMBEF: o
AREA TOTAL 25450 RIZOWA - Zadz | oo
COLDRADO 2729 T
SOUTHERST NUMBER: Lo ais S
mmmm-——s—ooomo—sss—ss Seeees NEW MEXICD 2053 I
ALABANA 1512 NEYADH 54 :; -
FLORIDRA =511 UTAH 296 :
SEORGIA 7475 W OMING Sz i
MISSISSIPPI 1215 o
TENNEZSEE 733 AREA TOTHL 19337 |
AREAR TOTAL 137352 PRCIFIC HIMBER: 2‘
GREAT LAKES NUMBEF fReRm T sz
Ssmssmem——w———ooo-o—s oo CALIFORNIA 13036 o
THD TANA 491 HAWAT I 3604 5
KENTUCEY 121 OREGON 95
MICHIGAN 1915 SHINGTON 2533
MEW ORK 1907 WA N T 22
OH10 c4iz ARER TOTH 23345
PENNSLYANIHA E53 ARE - B _
AREA TOTAL 7314 =
CENTRAL MUMBE R
ILLINDIS 254
KANSAS 1526
MISSOURI 21283 ;
MEBRASKA 2402 -
s RREA TOTAL 6518
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STATE AND COUNTRY LEVEL CISTRIBUTION OF ALTIYE DUTY MILITHRY FERZOMHEL
WITH PRE-Fv32 D15 EI-3B1 LEVEL IHYESTIGRTIONS AMD TOFP SECRET OR SLI
CLEARANCES BASED ON INVESTIGAT IONS FLYE WEHRS OLD BY EHL DF Fvise
RS OF 1 ARRIL 153330

! NORTH ATLANTIC NUMBEFR MICOLE ERST/HFRICH HUMBER
(i( ——————————————————————————————————————— - -
RZORES 13¢ BAHRA LN 11
BRHAMAS 4 CYPRUS z
BERMUDA 1) EGTPT 39
CANADA 18 1SRAEL 2z
CUBA 112 JORDAN 5
a OOMINICAN REPUBLIC 4 KENTH 3
] GREENLAND 36 LIBERIF 1
ICELAND 1581 MORDCCO 5
& PUERTO RICU 223 SAUDT FARABIA 152
ﬁ WEST INDIES g e 1
-=- === TURKE'! 543
ég AREAR TOTAL 314 ZAIRE 5
¢ CENTRAL/SOUTH AMERICA  HUMBER SRER TOTAL T aer
jj ARGENTINA 3 ASIA/FRCIFIC HUMBER
B eocivis 2 e 2222 EF
BRAZIL le FNTARCTICA 3
¢ GCHILE A AUSTRAL IA 53
S COLOMBIA 2 DIEGD GARCIA 193
™ COSTA RICA 2 GUAM 3z
ECURDOR 2 HING KONG 7
EL SALYADOR 14 INDOMES TH 3
& GUATEMALA 1 JAPAN 2717
HONDURAS 3 JOHNSTOM ISLAND 5
¢ NICARAGLA 2 CORES S
N PRNAMA 526 i ot e <
N AMA_ 5 MARSHALL ISLANDS 3
PARAGLIAY 3 MIDWAY ISLAND 1
T RUBUAY : NEW ZEALAND 11
DO e . FHILIPFIHNES 1351
VENEZUELRA 14 5 [NGAPORE &
mm--ssmes—oes—s-sosss moemos HATLAND 26
. ARER TOTAL 634 LH:ELISLHND 1
= EuroeE NIMBEF: cRER TOTAL coae
BELGIUM 277 THER LMBE
DENMARK, 14 OTHER NUMBER
.. ENGLAND 3256 NO FIXED LOCATION 3633
3 F INLAND 21 UNLISTED APO/FPD 155
FRANCE 1 NO ZIF COUE 2324
SERMANY 14263 o e e 2lloo
«  GREECE 336 - TOTAL 12235
S ITALY 1285 RREA TO cc
NETHERLANDS 520
MORWA'? a5
0 rorTUGAL 23
< SCOTLAND 256
~ SICILY 116
= SPAIN 18925
¥ WALES 27




Military personnel are oniy one ot three types needing DIS
periodic reviews., DoD civilian employees and industrial contrac-
tors are the others. An analysis is now underway to provide
state and country level, as vell as selected city distributions,
tor civilian enployees. The DCII and master personnel tiles have
already been matched. Limitations here are the lack ot Navy and
Marine Corps clearance data in the DCII and lack ot zip codes 1n

[ the civilian master tile.

In the industrial area, preliminary discussions have identi-
; tied several data elements 1in the automated DISCO tiles that
should be ot use in this general ettort. Attempts are underway
to have the DISCO tiles made available to DoD Personnel Security
l Research Program personnel so that they may be mnatched against
other relevant data bases, A possible limitation is the lack ot
specitic worksite zip code in the case ot some companies with
nultiple locations. It appears that only the headquarters zip

code 1g provided.
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Appendix A

DOD PESONNEL SECURITY RESEARCH PROGRAM REPORTS

Personnel Security Investigation and Clearance Contents of the
Defense Central Index of Investigations, 84-1, March 1984

Defense Investigative Service Investigations and Army and Air Force
Adjudications Contained in the DCII, 84-2, May 1984

Army and Air Force Adjudications During FY83 and DIS Investigation
and Clearance Status of DoD Personnel as of the End of FY83, June
1984

Investigation and Clearance Status of Those in Army Personnel
Security Screening Program Occupations, 84-4, July 1984

Iden.ification of Army Top Secret and SCI Eligibles Not Included in
DCII Clearances, 84-5, July 1984

Navy Security Clearances, 84-6, August 1984

Projections of Military Periodic Review Requirements, 84-7, August
1984

Security Clearances Among Army and Air Force Reserve Component
Personnel, 84-8, September 1984

Comparison of Investigations and Adjudications During Fy83 and the
First Half of FY84, 84-9, September 1984

DIS Investigations and Clearance Eligibility of Air Force Enlistees
Requiring BIs and S8Is, 85-1, October 1984

The DoD Personnel Security Research Program: Initial USAF Findings
and Future Areas of Study, 85-2, November 1984

Identification of Unnecessary Background Investigations, 85-3,
December 1984

Personnel Security Investigations: Service Differences for Similar
Occupations, 85-4, December 1984

Most Recent DIS Investigation and Clearances Information in the DCII
at the Beginning of Fiscal Year 1985, 85-5, March 1985

Continued Top Secret and SCI Status of Former Army Personnel with
Unsuitability Discharges, 85-6, April 1985

Continued Top Secret and SCI Status of Former Air Force Personnel
with Unsuitability Discharges, 85-7, April 1985.

Security Investigations and Clearances in the DCII at the End of
Fiscal Year 1984: A Profile of 2.1 Million Active Duty Military
Personnel, 85-8, May 1985

A Census of Key Data Elements in the Defense Central Index of
Investigations (As of 1 April 1985), 85-9, June 1985

Cleaning Up the Periodic Review Backlog: Estimates of the Numbers
and Location of Military Subjects, 85-10, August 1985

Extent of National Agency Checks on Active Military Personnel, 85-
11, September 1985
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EXTENT OF MNATIOMAL ACE!NCY CPECKE ON
ACTIVE MILITAPY PEDRSONNEL

Current ToD policy calls for llational Agency Chechks (lA
to be run on all rilitary rsersonnel entering active duty. The
are generally accomplichecd either as entrance UICs or, for ge
sonnel requiring top secret or higher clearance, as gart of <
cetailed background or special backgrourc investigation., Pecernt
espionage cases involving vpersons only recuiring clearance at the
secret level have raisced questions about the acdecuacy of the !AC
as a sey element of the rersonnel security system.

This paper reportcs on the results of analyses mace possible
by the matching of the Cefense Central Index of Investigation
(DCII) with the Dol active duty master files maintained by tkhe
Defense Manpower lata Center (DI'C). The IRl computer system at
the !aval Postgraduate School was used to »rocess the massive
data files used in this study. All results reflect the situation
at the beginning of the second half of fiscal year 1985. Specif-
ically, the following issues were cxemined; have all current
military cersonnel been subjected to a I'AC, and how many and what
Rind of files are searched during a "AC?

Ae described in a recent report in this series, one of the
six types oI segments in tine TCITI is the NAC History searent.
Currently, over seven million MACsz involving over 24 wmillion
2cency file seercies are icdentified ir thiz _-ortion of the DCII.
Tach entry inclucdes a corzletion date and coce along with identi-
fication of uz to eleven acency files that may have been searched
curinc the U'aC, The DCII coes not however, identily the emrlover
or statuc of the subject of the YAC., This study matched the 2.1
nillion recorc active military personnel inventory against these
"ACs. The tablce &nd ciscussion in the follouing pacec deccrivec
the results of this zatching.

o

The first cucstion aszked of the Jcta woz how neny milit
personnel have DNCII I'AC iliztory cegments., 2z Table 1 shows, t:
ansver rcnges from 82% for Air Torce and tavy officers to £5%
enlisted Marines. The overzll Dot figure was £4% at the end
the first half of FY®S, Table 1 chows for each cervice a slichtly
iticher percentage of cnlisted rembers with YAC Uistory segments
than officers. Trhis difference varied from 1.,1% in the Yavy to
2.6% in the !'arine Corps.

b

Eh by ot b

O O (Hrre

"o cdeterrine il lack of & VAC Uiztory cegment is mor2 ro-
rounced at certain paygrades, the analysis presented orn Table 2
w&s conductecd, It was sueculated that tie percent witlout a ' C
listory secment would be Ricgher at tie upper an< lowect payoraces.
This would Le expected csince UACs on all new recruits may not yet
Dec completed ancd entcred into the syster, Mlco, nrevious analyces
have shown conzletion dates roncing cetveen 1973 and 1005,
Personncl entering before 1973 would not have o UMAC Uistory

A-20-2
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TABLE 1 ~ Wi ] T4
(As of 1 April 1985)

S B X

. E ]- I ~ :JEE‘ ; ]J

- Arry 85.5 83.1 5,2
- Navy £3.4 £2.3 83.2
"E Air Force 3.4 82.1 £€3.2

Marine Corps £6,2 3.6 86.0
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TABLE 2 - Paygrade Distribution of Percentages With Ry
NAC History DCII Segments oo
- (As of 1 April 1985) PN
lf| ..‘.J Y
Cm. ". » 9

%’ Army Navy Air Force Marine Corps DoD g Eﬁr

:, Grade R

™ Enlisted  E1 83.7 83.5 92.4 84.9 85.3  w s

E2 92.5 91.1 96.2 90.7 92.5 . ,

£3 92.8 93.3 97.5 93.5 g

" EA 94,0 93.7 97.2 93.8 94.8 3 e

Q; E5 92.0 90.9 88.2 93.0 90.6 :

i;5: E6 76.1 67.9 52.8 77.9 67.9

’ E7 52.5 43.5 36.9 3.6 44,5

f £8 42.5 38.0 37.7 29.7 - 38.9

;:1 ES 35.4 33.6 38.1 4.4 34.8

B Officer Varrant 6¢.3 49.7 NA 66.0 66.0 .l

« 01 97.0 ou.2 96.7 96.4 96.1

# 02 96.5 93.4 96.5 93.2 95.1

2 03 90.4 92.3 89.6 89.1 90.4 1

o4 1.5 74,1 62.5 66.4 68.6

' 05 73.3 62.2 61.6 65.0 65.8 o

06 69.7 62.2 71.0 77.5 68.6 e

07-010 93.7 7.5 96.2 86.2 9.2 -
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segment unless they had been checked during this more recent
period after entering service,

! Table 2 generally shows what was expected., For enlisted
== personnel in each service, highest percentages (over 90%) with
_ DCII MAC [listory segments were founc at grades E2 - E5, Somewhat
§' lower rates were icdentified at the Fl entry level. The percent
o) with MNAC Fistory cegments cdeclines greatly as grade rises from L6
to E9, Cnly 24% of enlisted !'arines at the E® level had CCII NAC
sﬁ Pistory segments. For officers the rattern was cCifferent. For
5! grades 01-03 the percent with NAC History scegments ranged from
89% to ©7%. At graces 04 to C6 it rangec from 62% to 78%,.
However, at 07 and above the percentage rose to 01-03 levels,
‘: except in thke Navy where it was only 78%, For Army ané larine
warrant officers the MAC History percent was similar to that
found for those at the 04-06 level, but it was only 50% for Navy

2 wvarrants.

Lack of a NAC Fistory segment docs not necessarily mean

& there is no DCII evicdence of a MAC., The structure of the DCII

é places certain types of NACs under the category of DIS dossier

segments. These are I'ACs which cdeveloped derogatory findings or

. information recuiring further clarification on a subject. This

- study incluced an assessment of this source of !'AC documentation

for those without a MNAC Eistory cegment. Results are presented
after the diccussion of NAC !listory segment findings.

. For those with NAC Uistory segments thc number of different
agency files checked went as high as ten (for one Armyv officer).
However, as suown on Table 3, wmost MACes involved the search of
three or four different files, Thic was true for from £82 of the
- Army officerz to 99% of the enlisted l'arines, Consistent ciffer-
ences were found in each service such that officers generally had
more files checlied than enlisted personnel., This is accurately
AR reflected in the average number of £iles checked during the

course of a !IAC, which overall wvas 3.2 for enlisted rembers and
e 3.2 for officers,

Tables 4R ancd 4T identify the specific agency files found to i
- be most often checked cduring a NAC, The values in these tables !,,_,
indicate the percent of all !'ACs which includec a particular type .
e of file check. 2As Table 4A shows for enlisted personnel, almost
all NACs include DCII and FI'I Veadquarters cleck:z and eitker an Lo
~ PRI lName or Fingergrint check. The only noticcable diffcrences ol
£ across services were the reletively hicher rate of FTI Fincersrint T
checks (31%) in the Air Force and lower rate in the !'arine Corrs :
s (11%)., These, in turn, produced Ligher rates of °nI Nare checks
for the tlarine Corps (89%) and¢ a lower Air Force rate (£9%%),

. OCtaer than these four files, the onlyv ones clhiecked for nore
U than 2% of current enlisted personnel with 2ACs were the Mir
Force, Army, and lNavy Tersonnel Centcr files, These checks were
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TABLE U4A - Agency Files YMost Frequently Checked

Dur Enlisted NACs
(As of 1 April 1985)

g Percent of Mational Agency Checks ‘_:'.:f::::
Marine Enlisted j:.j,’:.‘ :

g Agency Files Checked Arny Navy  Air Force Corps Total 5-'5:-
DCII 100.0 100.0 100.0 100.0 100.0 ;:.&2
FBI Headquarters 99.9 99.9 99.9 100.0 99.9 t;.,._.,..;

g FBI Name Check 80.3 80.4 69.1 88.6 78.2

.. FBI Fingerprint 19.6 19.5 30.8 1.3 21.7

3 Air Force Military Personnel Center 0.0 0.0 14.5 0.0 3.8 o
Army Military Personnel Center (Enlisted) 9.8 0.0 0.0 0.0 3.6 ke

,‘3 Navy Military Personnel Records 0.1 11.7 0.1 0.0 3.1

“ Army Prior Service Records 3.4 1.7 0.8 0.7 2.0 L

a I & NS (Alien) 1.9 1.8 1.7 1.8 1.8 R
Central Intelligence Agency 1.4 2.1 1.6 0.5 1.5 L—-——

<y Office of Personnel !anagement 1.6 1.4 1.8 0.8 1.5

% I & NS (Citizen) 0.6 1.0 0.9 0.4 0.8
State Departcent (Passport) 0.7 0.4 1.1 0.2 0.7 _ :;_:_

- Marine Corps Personnel Records 0.1 0.1 0.0 5.8 0.7
Defense Investigative Service 0.2 0.5 0.7 0.2 0.4

<} Aroy Investigative Files 1.0 0.1 0.1 0.1 0.4

N,

- Total Personnel with NACs 573,727 409,153 09,248 153,604 “ 1,545,732

&
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, TABLE 4B - Agency Files Most Frequently Checked N R
b During Officer NACs DR N
] (As of 1 April 1985) o
bt IEROAY
- ‘1‘ ..-« .
i3 Percent of National Agency Checks NS ;Z
Marine Officer ik
2 Agency Files Checked Army Navy Air Force Corps Total = b
Bl DCII 100.0 100.0  100.0 100.0 | 100.0 v il
.d_' '-_"-.'
FBI Headquarters 99.9 99.9 99.9 99.9 99.9 e
A ' ,".)‘.
E FEI Fingerprint 80.5 82.5 85.4 79.0 82.6 . L
. Air Force Military Personnel Center 1.0 0.1  54.9 0.0 19.2 b
FBI Name Check 19.0 16.9 14.3 19.2 16.9 ::7_: i
N Army Military Personnel Center (Officer) 39.9 0.0 0.1 o.of w2 T
0 Navy Military Personnel Records 0.3 58.5 0.3 0.5 13.5 3 “;‘
by Office of Personnel Management 5.2 b.7 5.1 2.9 h.9 - P
3 Central Intelligence Agency 5.0 3.8 4.5 © 3.4 4.4 ~ x
3 Army Prior Service Records 6.1 2.9 4.1 2.5 h.4 -
2 State Department (Passport) 4.5 3.4 4.1 3.2 4.0 ‘ks
Marine Corps Personnel Records 0.1 0.2 0.1 49.1 3.5 j -
_‘;: Army Military Personnel Center (Enlisted) 5.0 0.0 0.0 0.0 1.8 NP
N I & NS (Citizen) 1.8 1.5 1.6 1.0 1.6 = Ul
] DOV
" Defense Investigative Service 0.7 0.6 1.3 0.7 0.9 SN
v State Department (US Citizens Born Abroad) 1.1 0.5 0.7 0.7 0.8 -
o Army Investigative Files 1.8 0.1 0.2 0.1 0.7 - j::L:
XX Air Reserve Personnel Center 0.2 0.1 1.2 0.1 0.5 o
o~ ~
> Total Personnel with NACs 89,127 56,685 87,329 17,147 ||250,288
3 i
'_‘r 5. . -
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primarily limited to those in a particular service. For example,
while 14% of the NACs done on enlisted Air Force personnel included
2 check of the Air Force Military Personnel Center filec, less
than .1% of those in the other branches hac been checked in this
Air Force file.

The only other NAC file searched for more than 4% of the
enlisteé NAC recipients, in any service, was the MNarine Corgs
Personnel Records file. This was searched during 6% of the
enlisted Marine Corps NACs. Table 4A shows all files searched in
.4% or more of the 1.5 million enlisted DCII !AC History segnrents
for personnel active at the micddle of FYES,

Comparable officer data is presented on Table 4C. Again the
DCII and FBI Headquarters files were checked for virtually all of
the quarter million current officer MNACs, as were either the FEI
fingergrint or name files. 1In contrast to the enlisted findings
where four-fifths were given FBRI name checks rather than finger-
print searches, Table 42 shows the ratio to be reversed for
officers, with about four-fifths getting fingerrrint checks and
one-fifth name searches. Only small service cdifferences are
shown for the officers.

Next in prominence for the officers were the service specific
searches of the Air Force, Army, and Navy Personnel Records
files, These were the only other files searchec in over 5% of
the overall officer NACs. The only other freguently checked file
in a specific service was the larine Corps Personnel Records
file, referenced in 49% of the !larine officcr !NACs.

A second meaningful way of viewing the NAC files is to
consider each type of file as a percentage of all files crechked
curing NACs. Tables 5A and SEB precsent such distribucions for
enlisted personnel and officers. For enlisted members, Table 5A
shows nearly 5 million incividual agency file checks, DCII, DI
Eeadguarters, and FEI name and fingerprint £file cleclis account
for 93% of this total, These four files clso account for E€C0% of
the 240,000 checks conducted as part of oiffiicer 2Cs, as incicated
on Table 5B, Indcdividual service personnel recoré files represent
another 13% of the officer file checks,

In addition to the cpecific files checked, NAC listory
segnents in the DCII have completion statuc and date codes,
Completion codes reflect either corplete or incomplete !2C his-
tories., Almost all NACs on current militcry personnel have
completed MAC history codes. Table 6 shows an overall CoD figure
of 98%., Little variance from that value is evicent either acrocs
service or military status. Fowever, in each service a =lichtly
nicher percentacge of enlisted than officer personnel have a
coxpleted INAC history code assignec to their I'AC segment.,
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TABLE 5A - Frequency Distribution of Agency Files Searched )
During Enlisted HACs -
(As of 1 April 1985) ot
Percent of Total Files Checked e
Marine Enlisted-.-
Agency Files Checked Army Navy Air Force Corps . _Total
Y penx 31.1 31.1 30.8 32.1 31,1
i\ FBI Headquarters 31.1 31.1 30.8 32.1 31
R FBI Naze Check 25.0 25.0 21.3 28.5 24.3 .
FBI Fingerprint 6.1 6.1 9.5 3.6 6.8 ~
‘.' Air Force Military Personnel Center n.0 0.0 b5 0.0 1.2
‘_E Arey Military Personnel Center (Enlisted) 3.0 0.0 0.0 0.0 1.1
N Navy Military Personnel Recorda 0.0 3.6 0.0 0.0 1.0
Army Prior Service Records 1.1 0.5 0.2 0.2 < 0.6 :
Fy I & NS (Alien) ' 0.6 0.6 0.5 0.6 0.6
: Central Int:elligence Agency - 0.4 0.6 0.5 0.2 0.5 :‘:f
b Office of Personnel Management 0.5 0.4 0.5 0.2 0.5
I&0NS (Citizen) 0.2 0.3 0.3 0.1 0.2 .}
L State Department (Passport) 0.2 0.1 0.3 0.1 0.2 ™
o Marine Corps Personnel Records 0.0 0.0 0.0 1.9 0.2 -
3 Defense Investigative Service 0.1 0.1 0.2 0.1 0.1 '-:;
" Army Investigative Files 0.2 0.0 0.0 0.0 0.1
's All Others 0.2 0.3 0.4 0.3 0.3 ;:j
.{' Total tiumber of Files Checked 1,843,935 1,316,279 1,326,958 478,148 28,965,320_.
d B
N
- =
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TABLE 5B - Frequency Distribution of Agency Files Searched

During Officer MNACs
E (As of 1 April 1985)

Percent of Total Files Checked

S Marine Officer
Agency Files Checked Aroy Navy Air Force Corps Total
DCIX 26.9 26.5 26.3 27.5 26.6
& FBI Headquarters 26.8 26.5 26.3 27.5 26.6
'_FPI Fingerprint 21.6 21.9 22.5 21.7 22.0
2‘ur Force Military Personnel Center c.0 c.0 14.5 0.0 5.1
FBI Name Check 5.1 4.5 3.8 5.3 .5
15._'2 Army Military Personnel Center (Officer) 10.7 0.0 0.0 0.0 3.8
"~ Navy Military Personnel Records 0.1 15.5 0.1 0.1 3.6 :
» Office of Personnel Management 1.4 1.2 1.3 0.8 1.3
a(:em'.ral Intelligence Agency 1.3 1.0 1.2 0.9 1.2 -
.. Army Prior Service Records . - 1.6 0.8 1.1 0.7 1.2 -
:State Department (Passport) | 1.2 0.9 1.1 0.9 1.1 e
Marine Corps Personnel Records 0.0 0.0 0.0 13.5 0.9
!Amy Military Personnel Center (Enlisted) 1.3 0.0 0.0 0.0 0.5
I & NS (Citizen) 0.5 0.4 0.4 0.3 0.4
7 Defense Investigative Service 0.2 0.2 0.4 0.2 0.2
- State Department (U.S. Citizens Born Abroad) 0.3 0.1 0.2 0.2 0.2
gArmy Investigative Files 0.5 0.0 0.0 0.0 0.2
-¥ AMr Reserve Personnel Center 0.0 0.0 0.3 0.0 0.1
> All Others 0.3 0.4 0.5 0.3 0.4
X fotal Wumber of Files Checked 331,792 213,898 331,446 62,351 | 939,487 -
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TABLE 6 - £ 7] 1

Army 98.5 97.0 98,3
Navy 98.7 °7.9 98.6

N Air Force 98.4 97.1 98.1

‘ Marine Corps . 99.1 97.0 98,9
DoD 98.6 97.3 9€. 4
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& With regard to the completion dates on the military !ACs,
f% Table 7 presents frequency distributions of the year during which
the agency checks were completed., Datec ranged from 1¢73 to
1985. Overall, more enlisted than officer NACs vere more recently
conpleted. For example, Table 7 shows 50% of the officer NICs
conpleted since 1281 and 65% of the enlisted IIACs, completed since

§ that time.

As previously mentioned, DIS investigation segments are an
alternate DCII source of NAC information for those with negative
or questionable NAC findings. Table &€ contains the results of a
special analysis of DIS investigation DCII segments only for
trhose current military members without a NAC History segment,
Recall from Table 1 that this represents about 16% of the active

e

E force, Table 8 shows that most military personnel without NAC

History segments also do not have DIS investigation segments in
- the CCII. This was true for 67% of the enlisted personnel ana 72%
hS of the officers. For the officers this finding did not differ
) much by service. Howvever there was consicerable variation at the

enlisted level. Far more Army ana Navy personnel without !NAC
"o llistory segments were found with DIS doscier segments than was
! the case in the Air Force.

l‘lost enlisted perconrel with LIS investigations described on
Table & had file or extended NACes or EUTNACS. Overall thece
investigation codes were found in 25% of such cases., 2All othrer
DIS codes applied to €% of the enlisted rersonnel depicted in
. Table 8, Armong officers, far fewer NAC and EUTHAC cdossiers were
found (7%). Far more officer DIS segment coces (17%) reflect
initial non-issue DRI/IBI/SBI and cugplemental SEI tygpes of
investigations,

v

)
AL

Thus while some current nilitary personnel without NAC
Fistory segments were found with MAC type DIS investigation
—- segments in the DCII, thies alternztive source of IAC information
E still falls short of accounting for all personnel.
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2
Ao
. TAELE 8 - Most Frequent Types Cf DIS Investigations For !filitary
o, Personnel Vithout NAC listory Sesrents
(as of 1 April 1985)
>
)
L Enlisted (Percents)
Marine
- Type of Investigation Arcy Yavy Air Force Corps LoD
i llore 58.6 63.0 78.5 71.3 66.7
. File NAC 15.2 3.0 3.9 4.8 9.0
=
& Expanded ENTHAC 10.9 10.5 3.9 10.2 8.7
File ENTLAC €.6 9.3 3.1 6.7 6.4
Initial FI (non-issue) 2.3 2.8 2.1 2.9 2.7
Initial SBI (non-issue) 1.5 1.2 3.1 0.7 1.8
fu' Exparnded MAC 1.8 1.3 0.5 1.1 1.2
Initial IPI (non-issue) 0.7 0.9 0.9 0.8 0.8
N Other LIS Codes 2.4 3.0 3.0 1.5 2.7
lq"
Munber lithcut X 27,378 81,658 21,52¢ 24,535 | 285,100
. l!istory Segrents
:;: O0fficer (Percents)
N llarine
Type of Investization Arny lavy Air Torece Corps Ded
-
- lione 72.6 ThoB 69.4 70.4 71.7
' Initial SCI (non-issue) 5.7 .7 12.3 4,0 7.5
- Initial TI (non-issue) 4.5 6.2 6.6 g.2 5.0
- File MAC 8.7 5.1 2.9 .0 .6
Supplercental 211 1.7 1.8 2.2 1.6 1.0
Initial IEI (non-issue) 1.2 1.8 1.8 1.0 1.4
. Expanded I'AC 1.5 1.1 0.8 2.3 1.2
- File CNTNAC 0.8 c.3 0.1 1.1 0.4
Other DIS Codes 4.3 4.6 k.5 3.8 4.4
- llucber ''ithout NAC 18,175 12,197 12,976 3,369 52,717
Fistory Segtentc
“
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APPENDIX B
SOFTWARE DEVELOPED TO AUDIT
AND EDIT THE DCII
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