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Employees’ behavioural intention to smartphone secity: A gender-based, cross-
national study

Abstract

Despite the benefits of bring your own device (BY)Qibogrammes, they are considered one
of the top security risks companies are facingtif@rmore, there is a gap in the literature in
understanding gender differences in employees’ tpina@ne security behavioural intention.
This research analyses gender differences in shaarép security behavioural intention
among employees in the United Arab Emirates (UAE) ¢he United States (US). The
research develops a new model, the behavioural Ineddg/bersecurity (BMS), based on a
combination of the protection motivation theory (PMthe general deterrence theory (GDT)
and Hofstede’s cultural dimensions. A questionnaes distributed to employees in both
countries. A total of 1156 usable responses werdysaed using partial least squares-
structural equation modellinghe findings show that gender differences exist, rmither
male nor female employees in either country arer@wéthe risks associated with their use
of smartphones, despite their awareness of théeexis of their company’s BYOD security
policies. The research provides theoretical andtjwa contributions by developing a new
model combining the PMT, GDT and Hofstede’s cultwiaensions and suggests gender
differences in employees’ smartphone security bielaal intention in a cross-national
context. It has several practical implicationsgaactitioners and policymakers.

Keywords: BYOD security; PMT; GDT; smartphone security; enygles’ BYOD security
intention; Hofstede’s cultural dimensions

1. Introduction

The use of mobile phones, smartphones, laptopsadmets by employees for work purposes
is often referred to as bring your own device (BY)OPrevious studies showed that one of
the major issues associated with the use of BYODnamagers’ inability to ensure that
companies’ data is kept secure as these devicesused both for personal and
professional/work purposes combined (BailleBarlette, & Leclercg-Vandelannoitte, 2018;
Bautista,Rosenthal, Lin, & Theng, 2018; Brown & Palvia, 2Dp1%his makes controlling
how employees use these devices a challenge fqpanues (Baillette et al., 2018; Bautista et
al., 2018). The BYOD security market is expectedjtow to approximately US$69 billion
by 2023, at 37% of the compound annual growthbateveen 2018 and 2023 (Heraldkeeper,
2019). Hence, there is a growing business condaontahe threats posed by these devices.
Businesses that have staff using BYOD are 49% nikety than average to experience
security breaches (Vaidya, 2018).

The smartphone is the most widely used device envibrld. The opportunities associated
with the use of smartphones are endless. The shuargpis a platform for many different
types of mobile applications that can be used ifiberént purposes (Ameen & Willis, 2018a).
The features of the smartphone along with the whffe mobile applications that can be
accessed through it provide new opportunities faosifesses as employees use these
applications in a variety of ways (Pitichat, 201Bhe use of smartphones offers benefits to
both organisations and employees. The benefitdl@fiag employees to use their personal
smartphones for work purposes are valued by busesefHamblen, 2015). Smartphones
allow companies to reach their employees fastehiae cost, manage the business more
effectively with the use of different mobile app@lions and mobile dashboards, and
experience a more effective and faster knowledgeirsty (Baillette et al., 2018; Maitlo,
Ameen, Peikari, & Shah, 2019; Pitichat, 2013). Frtbi employees’ perspective, the use of



smartphones helps to improves communication betwsaployees, provide autonomy,
improve relationships and increase the level okilfidéity and reach (Pitichat, 2013).
Companies that favour BYOD and have a BYOD secyrdlcy in place make an annual
saving of US$350 per year per employee (Bullock,20In addition, the use of BYOD for
work purposes saves employees 58 minutes per dayirmneases productivity by 34%
(Bullock, 2019).

The lack of employees’ security awareness whenguBMOD for work purposes remains a
major challenge for companies (Doargajudhur & D&019; Timms, 2017). This is
especially the case in the context of employees’afssmartphones as these devices can be
used mainly for personal but also for work purpodesillette et al., 2018; Bautista et al.,
2018; Koffer, Ortbach, & Niehaves, 2014). This makedifficult for companies to control
how and where their data is being accessed. Althasmme companies initiate BYOD
policies, these policies are generic and do nobwucfor the different types of devices,
operating systems and mobile applications that eyegs use in a workplace (Gregory,
2018). The diverse types of mobile devices andaipey systems that employees usually use
create a major challenge for organisations (Greg@®i8). The use of smartphones can
present various risks to organisations, for exammplalware, data leakage, theft or loss of
mobile devices, network connectivity of the de\isech as Wi-Fi and Bluetooth) and the use
of different web-based and mobile applications asbite device users usually download
applications which are of interest to them ontoirtimeobile devices (Weber & Rudman,
2018).

Employees’ information security compliance behavimgludes complying with information
security policies, promoting security assurance abelur and helping to prevent
unacceptable information behaviour among employedsn an organisation (Guo, 2013;
Humaidi & Balakrishnan, 2015). Previous researcitdistd employees’ security behaviour
when using BYOD at work (e.g. Al Askar & Shen, 20M8paci, 2019; Baillette et al., 2018;
Bulgurcu, Cavusoglu, & Benbasat, 2010; de las Csieataal., 2015; Disterer & Kleiner,
2013; Hovav & Putri, 2016; Kerr, Talaei-Khoei, & &banchi, 2018; Martens, De Wolf, &
De Marez, 2019; Musarurwa, Flowerday, & Cillier§1Z; Dang-Pham & Pittayachawan,
2015; Romer, 2014; Zahadat, Blessner, Ubene, Adintymo-Odiong, 2015). However,
there is a gap in the existing literature in tewhsesearch accounting for gender differences
in BYOD security behavioural intention in the waskte.

Previous research highlighted significant differehbetween men and women in terms of the
adoption of, use and interaction with differenthiealogies including smartphones (Ameen,
Willis, & Shah, 2018; Ameen & Willis, 2018b; Bhanga2019; Lin,Featherman, Brooks, &
Hajli, 2018; Tarhini, Elyas, Akour, & Al-Salti, 2@). Hence, it is important to study the
differences between male and female employees rmsteof their security behavioural
intention when using smartphones for work purpo$és. role of women is changing in both
developed and developing countries (Madichie & &4ll2012). Women form almost half of
the workforce in many countries in the world (Fedte 2018). The discussion of women in
the workforce has been undertaken in terms of gwitribution to the workforce in Middle
Eastern contexts (Fetterolf, 2018; Madichie & Gall|&2012). In addition, there is a lack of
research that identifies gender differences in eyg#’'s smartphone security behavioural
intention in a cross-national/cultural context éweal the similarities and differences in their
behavioural intention. This is important due to tliamatic increase in the number of global
companies employing teams from different partshefworld (PWC, 2017), especially in the
US, China, and more recently the United Arab ErasatUAE) (Gulf News, 2015; PWC,
2017). Hence, it is vital for these companies toldow good understanding of their



employees’ smartphone security behavioural intendiod any gender differences involved to
develop more effective policies.

The main aim of this study is to analyse gendeedifices in terms of the factors that can
affect employees’ smartphone security behavioursntion when using smartphones for
work-related activities in a cross-national/cultwwantext, namely, in the US and UAE. This
research contributes to the existing literaturenamy ways. First, this is the first research to
study gender differences in terms of employeesuisigcbehavioural intention when using
smartphones for work-related activities. Second,résearch investigates gender differences
in terms of employees’ smartphone security behasidatention in a cross-national context,
taking examples from the US and UAE. Third, theeagsh contributes to the existing
literature by proposing the behavioural model dbargecurity (BMS), which combines the
protection motivation theory (PMT) (Maddux & Rogers983; Rogers, 1975; Rogers,
1983),the general deterrence theory (GDT) (Beccal®@63), and Hofstede’s cultural
dimensions (Hofstede, 1980) to reveal how male fanthle employees’ espoused national
cultural values affect their smartphone securithawoural intention. In addition to the
theoretical contributions, this research has prattimplications for global companies
operating in many countries to understand gendéerdnces in smartphone security
behaviour among their employees and develop mdextefe policies that account for
employees’ views.

Following this opening section, the next sectioovpdes the literature review including a
background on the use of BYOD and organisationddecsecurity policies in the two

countries and a review of recent studies that fedusn employees’ BYOD security

behaviour. Then, the theoretical model and propdsgabtheses are presented. This is
followed by the methodology, data analysis and Itesarhen, the discussion and the
theoretical and practical contributions of the eesk are provided. Finally, the conclusion,
limitations and areas for future research are ptese

2. Literature review

2.1 BYOD security in the US and UAE

The US government has described cybersecurity as td the most serious economic and
national security challenges we face as a natifaplan, Sharma, & Weinberg, 2011). Out
of 70 million devices lost every year, only 7% weeeovered, while 76% of US companies
do not encrypt mobile devices (Lord, 2017). In td8, 90% of employees use their
smartphones for work, 40% of large data breaches waused by a loss of a device and 60%
of companies do not remove business data from thegmployees’ devices (Lord, 2017).
Nearly half of businesses in the US have no forBMOD policy for their employees to
follow (Hamblen, 2015). The US female labour papttion rate is more than half (United
States Department of Labor, 2019). Hence, femalgl@mes form an important segment of
the US workforce.

Despite the UAE being reportedly a digital businesis, the need for firms to address BYOD
security issues caused by their employees’ behavias been highlighted as a major issue
(Buller, 2018). Nearly 83% of employees in the UA&ve already harnessed remote working
in some form (Trade Arabia, 2016). In addition, 4484T decision makers cited security of
mobile devices as the top reason for not promatiogile work further (Trade Arabia, 2016).
The number of female employees in the UAE has la@eelerating rapidly in both public
and private sectors (Badam, 2018). Of female Emjrdt3.3% occupy senior positions
(Dubai Government Centre, 2019). Table 1 providesraparison between the US and UAE
in smartphone use and female labour participatba r



Table 1L Comparison between US and UAE in BYOD use and &oparticipation rate

Criteria us UAE
Share of businesses where BYOD occurs 87% 45%
Female labour force participation rate 56% 29%
Smartphone adoption rate 7% 83%
Ranking of commitment to cybersecurity "2 47"

Sources: GSMA, 2017; Lazar, 2018; Pewinternet, 20t8de Arabia, 2016; World Bank,
2018

In addition to the reported differences betweentin@ countries in terms of female labour
participation rate (Madichie & Gallant, 2012), stplione adoption rate and their ranking of
commitment to cybersecurity, these countries sdiferently in terms of culture. Table 2
provides a comparison between the two countrie$ weference to Hofstede’s cultural
dimensions: power distance, uncertainty avoidanggsculinity vs femininity and
individualism vs collectivism (Hofstede, 2019).

Table 2 Comparison between US and UAE in cultural charastics

Dimension U UAE
Power distance 90 40
Uncertainty avoidance 80 46
Masculinity vs femininity 50 62
Individualism vs collectivism 25 91

Source: Hofstede, 2019

There are many reasons for selecting these twotgesinFirst, female employees play an
important role in the workforce in these two coiedr Over half of the total number of
employees in the US (56%) are female and 29% olayaps in the UAE are female (World
Bank, 2018), with a good potential to increase digpin the UAE in the next few years
(Haine, 2017). Second, these two countries reptesegood hub for global business and
global companies to operate (Gulf News, 2015; PVRQ17). Third, these countries are
different in terms of their cultural characteristand how women work, and business ethics.
Fourth, they rank differently in terms of commitrhém cyber security as the US is rankéd 2
and UAE is ranked 47 (International Telecommunication Union, 2017).tixifthey score
differently in each of the four main Hofstede cuédiudimensions (Table 2). Therefore,
comparing gender differences in smartphone sechahaviour in these two countries may
reveal interesting and useful findings.

2.2 Gender and BYOD employee security behaviowareb

The role of gender differences in cybersecurityeagsh is not clearly defined. Previous
studies showed that there is a gap in existingalitee in terms of the differences between
men and women in deterrence (Carmichael, 2004; GNen Chen, & Teng, 2018). The need
for further research investigating gender diffeencbetween employees’ information
systems security behavioural intention has beentifted in previous studies (Chen et al.,
2018; Gratian, Bandi, Cukier, Dykstra, & Ginthe®18; Hadlington, 2018). Previous studies
investigated gender differences in employees’ wdmmrrity behaviour (e.g. Akman &
Mishra, 2010; Ifinedo, 2014; Ifinedo, 2016; FotB1B; Anwar et al., 2017; McCormac et al.,
2017; Mamonov & Benbunan-Fich, 2018; Hadlington]l 0Gratian et al., 2018; Chen et al.,
2018). Nevertheless, despite the literature beioy in studies investigating employees’
information security behaviour, there is a gaphia literature in three areas. First, there is an



absence of focus on female employees’ perceptiondBB¥OD and more specifically,
smartphone security behaviour. Second, there igpaimg the existing research in terms of
focusing on the differences between male and feeralgloyees in a cross-national context,
comparing countries which score differently in teraf the cybersecurity index to understand
the differences and similarities between them. d Hinere is a lack of studies that test gender
differences in terms of how male and female emmeyespoused national cultural values
affect their BYOD (smartphone) security behaviouméntion. This research aims to address
these gaps in the literature.

3. Conceptual model
The literature is rich with models used in the avéa@ybersecurity (van Bavel, Rodriguez-
Priego, Vila, & Briggs, 2019). One of the most ditbeories in this area is PMT, which seeks
to clarify the cognitive processes which mediatbaveour in the face of a threat (Rogers,
1975, 1983; van Bavel et al., 2019). The theory$es on two appraisal processes. First, it
focused on the threat itself. Second, it focusesanpanies’ ability to act against that threat
(threat appraisal and coping appraisal, respegliv@he theory illustrates that humans are
more motivated to be protective when they are awétbe existence of the threat, the level
of the threat and the consequences (Chen et al8)20he theory integrates five main
factors: perceived risk vulnerability, severity tiie adverse consequences, perceived
response efficacy, perceived self-efficacy and aasp cost. It has been applied in different
areas of cybersecurity including protective behawifsom viruses (Lee, LaRose, & Rifon,
2008), home computer users protecting their compuf(@nderson & Agarwal, 2010),
response to fear appeal by employers’ security\neta(Johnston & Warkentin, 2010) and
intentions towards taking security measures agamasivare, scams and cybercrime (Martens
et al., 2019). Recent studies adopted the PMT enctintext of BYOD security behaviour
(e.g. Putri & Hovav, 2014; Tu, Adkins & Zhao, 2018l Askar & Shen, 2016; Hovav &
Putri, 2016; Han, 2017; Dang-Pham & Pittayachaw2015; Crossler & Bélanger, 2017;
Blythe and Coventry, 2018). The analysis of theseliss shows that there is a gap in
research in terms of understanding gender diff@®nn employees’ smartphone security
behaviour in a cross-national context and in actingrior the role of culture.

Similar to PMT, the GDT has been used as a theatefbundation in information security
research and it is rooted to fear appeal (Chem.,e2@18). The theory suggests that when a
fear appeal in the form of policy is presentednidividuals, they will evaluate the advantages
and risks of violating the rules outlined in thaf@ppeal (Chen et al., 2018; Jacobs, 2010).
The theory focuses on two main aspects of sanctrahgding the severity of sanctions and
the certainty of sanctions (Merhi & Ahluwalia, 2018 focuses on punishment severity and
its effects on individuals’ security behaviour bgating fear through focusing on punishment
severity and certainty (Merhi & Ahluwalia, 2019hd theory illustrates that punishments are
more effective than norms in terms of informatiecwity behaviour.

Previous research combined PMT and GDT to invegtiggues in cybersecurity (e.g. Herath
& Rao, 2009a; Siponen, Pahnila, & Mahmood, 2006)weler, the GDT has not been
applied in the context of investigating genderetéinces in employees’ BYOD (smartphone)
security behaviour. The integration of both the®ris justified as it provides a more
informative view of appraisal and fear combinedatidition, culture can play an important
role in individuals’ behaviour in both organisat&m@and voluntary settings.



Culture has been defined as “The collective prognang of the mind that distinguishes the
members of one group or category of people frorergth(Hofstede, 2019). Despite previous
research studying the effects of organisationatucall on cybersecurity behaviour (e.qg.
Connolly, Lang, Gathegi, & Tygar, 2017; Greene &Ry, 2010; Ubelacker, 2013), there is
a gap in the literature in terms of investigatirgvhmale and female employees’ espoused
national cultural values can affect their BYOD (stphone) security behavioural intention.
Reportedly, Hofstede’s cultural dimensions havenbegestigated in the existing literature
focusing on the effect of culture on cybersecup#haviour (Bjorck & Jiang, 2006; Onumo,
Cullen, & Ullah-Awan, 2017).

National culture is a macro-level phenomenon. Hawveemployees’ smartphone security
behaviour is an individual-level phenomenon, whichy not be determined by national and
organisational culture. Individual behaviour canbetmeasured or predicted using a national
measurement score, as there are no means to gemexdtural characteristics of individuals
within the same country (Hoehle, Zhang, & Venkateabl5; Srite & Karahanna, 2006).
There is a lack of research on the effects of eygas’ espoused national cultural values as
represented by Hofstede’s cultural dimensions. Hemmbore, versions of Hofstede’s
instrument at the individual level should be usethwesearch models at the individual level
(McCoy, Everard, & Jones, 2005). This approach Iteen used in studies on culture and
technology adoption among individuals (Srite & Kaaana, 2006; Tarhini, Hone & Liu,
2015). Hence, this study focuses on employees’ ussab national cultural values (i.e.
espoused national cultural values at the individenal) to provide a more informative view
of their BYOD (smartphone) security behaviouralemtion. Individuals with different
espoused national cultural values are likely teg®ee BYOD security behaviour in different
ways. Table 3 provides the key definitions of eatthese dimensions.

Table 3. Key definitions of Hofstede’s cultural dimensions

Dimension Definition
Uncertainty The extent to which the members of a culture fesdatened by ambiguous or unknown
avoidance situations and have created beliefs and institattbat try to avoid these.

Power distance ~ The extent to which the less powermbers of institutions and organisations within
country expect and accept that power is distributeetjually.

Individualism vs The degree of interdependence a society maintaiosnig members of a culture.
collectivism

Masculinity vs What motivates people, wanting to be the best (Méasg) or liking what you do
femininity (feminine).

Source: Hofstede, 2019

In order to achieve our aim of analysing gendefiedénces in employees’ intention towards
BYOD (smartphone) security behaviour, we proposeeav model, the BMS, which
combines the PMT, GDT and Hofstede’s cultural fesst@Combining these theories with
cultural dimensions provides a better understandihgender differences in employees’
BYOD (smartphone) security behavioural intention.

4. Hypothesis development
The following subsections provide the hypothesegeldped in this study. The research
model of this study is depicted in Figure 1.
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Figure 1. Proposed research model

4.1 Self-efficacy

Self-efficacy is one of the key aspects of humatividg, including interaction with
technology and security (Latikka, Turja, & Oksan@019). Previous studies showed that
males are generally more confident with the ustedfinology than females (He & Freeman,
2010). Women are socialised in such a way that tftepot have access to the information
necessary to develop the self-efficacy beliefs ditel Britner, & Pajares, 2008). This is
possibly due to the higher frequency of interactibat men have with technology (King,
Bond, & Blandford, 2002), including smartphones,ickhmakes them more aware of the
issues around the use of that technology. Indiv&doey have serious doubts about whether
they can perform a task if they are not sufficigtkposed to technology, which may prevent
them from completing the task (He, Chen, & Kitkuak018). Previous studies revealed that
being exposed to technology and sharing knowledgeitait helps to increase individuals’
self-efficacy in using it (He et al., 2018). Becausen are more likely to have this exposure,
they have higher self-efficacy with regard to usiaghnology than women do (Koch, Muller,
& Sieverding, 2008; Ong & Lai, 2006; Wong, Teo, &$%0, 2012). Therefore, due to the
psychological effects of this belief on their beloav, male employees’ belief in their ability
to keep their smartphones secure can be a predittihreir behavioural intention towards
smartphone security. A higher level of self-effigamcreases employees’ behavioural
intention to ensure the security of their smart@sonHence, we propose the following
hypothesis:



H1. Self-efficacy has a more significant effect on habaral intention towards smartphone
security behaviour among male employees than feeraf@oyees.

4.2 Perceived severity of sanction

Previous studies show that perceived severity métgan has a negative effect on information
systems misuse intention (Cheng, Li, Li, Holm, &, 22013; D’Arcy, Hovav, & Galletta,
2009;Willison, Warkentin, & Johnston, 2018). The higleenployees perceive the severity of
sanction, the less likely they will violate infortran security policies (Alshare, Lane, &
Lane, 2018). The first possible punishment that icenease employees’ intention towards
information systems security is managerial sanstifwilowed by legal sanctions (Kobayashi
& Grasmick, 2002). Previous studies on gender whffees in criminology showed that
females are more afraid of punishment than malede(H 996; Callanan & Teasdale, 2009).
Hence, we propose the following hypothesis:

H2. Perceived severity of sanction has a more sigmtfieffect on behavioural intention
towards smartphone security behaviour among feeral@oyees than male employees.

4.3 Perceived risk vulnerability

Perceived risk vulnerability refers to the indivalfs perception of the risk associated with

the use of information security (van Schaik et 2017). It also refers to the probability that

the risk is realised by an individual. Previousdsts showed that there is a strong
relationship between perceived risk and precautiobahaviour (Siponen et al., 2006; Van

Der Pligt, 1998). In addition, previous studies whd that females are less aware of and
more concerned with security threats than malebnglin & Koch, 2006). Hence, female

employees can be particularly vulnerable to segcurieaches emanating from a lack of
awareness of the risk associated with the unsaeotismartphones. Therefore, we propose
the following hypothesis:

H3. Perceived risk vulnerability has a more significaffect on behavioural intention
towards smartphone security behaviour among feeral@oyees than male employees.

4.4 Response cost

Response cost refers to the perceived costs irttbyre@ user in performing a recommended
coping behaviour (Chenoweth, Minch, & Gattiker, QD0This factor may include monetary
expense, inconvenience, difficulty and the sidea#f of performing the coping behaviour
(Helmes, 2002). It was found significant in prewostudies (Helmes, 2002; Neuwirth,
Dunwoody, & Griffin, 2000). Previous studies shovikdt females struggle more than males
with the use of technology when they encounteidliffies (Venkatesh, Thong, & Xu, 2012).
Hence, response cost may be more significant anfemgles than males. Therefore, we
propose the following hypothesis:

H4. Response cost has a more significant effect oawbetral intention towards smartphone
security behaviour among female employees than emfdoyees.

4.5 Perceived certainty of sanction

Perceived certainty of sanction refers to the imdigl's level of certainty of a formal
sanction as a result of the misuse of informatigstesns (D’Arcy & Herath, 2011; Willison
et al., 2018). This factor is one of the classicTGRctors which explains that the higher the
level of certainty of sanction, the more individuakill be deterred from any unsafe
behaviour (Gibbs, 1975). Herath and Rao (2009a;9RpPGound a positive relationship



between individuals’ certainty of sanction and mifation systems security intention.

Certainty of sanction is related to strong morahoatment among employees (D’Arcy &

Herath, 2011). Previous studies showed that wonzem Istronger perceptions of sanction
certainty than men do, and they have lower levélpasticipation rates in crime than men
(Carmichael, 2004; Gavrilova & Campaniello, 201Bgcause women are less likely to be
involved in committing crimes, they have a strongeoral commitment and a higher
perceived certainty of sanction (Gavrilova & Camp#o, 2015; Paternoster, Saltzman,
Waldo, & Chiricos, 1985). Therefore, this factoryrtaave a more significant effect among
female employees than male employees, as indidatguevious research conducted by
Carmichael (2004). Thus, we propose the followigpdthesis:

H5. Perceived certainty of sanction has a more sicanti effect on behavioural intention
towards smartphone security behaviour among fepraj@oyees than male employees.

4.6 Severity of adverse consequences

Severity of adverse consequences refers to theeqaeaces (in terms of security threats to
the organisation) which may arise from not follogvithhe organisation’s information security
recommendations (Ifinedo, 2012). This factor temalshave a positive relationship with
cybersecurity intentions among employees (Bulguetual., 2010). This can also be
applicable to the case of smartphone security. SBverity of adverse consequences is often
linked to awareness of the types and severity aiirsty threats that the organisation can face
(Ogutcl, Testik, & Chouseinoglou, 2016). Previous ®sicshowed that this factor has a
more significant effect among female employees (anet al., 2017). Thus, we propose the
following hypothesis:

H6. Perceived severity of adverse consequences hasesignificant effect on behavioural
intention towards smartphone security behaviour regnéemale employees than male
employees.

4.7 Response efficacy

Response efficacy is the degree to which a perstiavies that the recommended response
will be effective (Boss, Galletta, Lowry, Moody, Rolak, 2015; Maddux & Rogers, 1983). It
has a significant effect on protection motivati®@ogs et al., 2015; Vance et al., 2012). It
refers to employees’ beliefs that following witffarmation security recommendations would
help to keep any security breaches limited (Varncale 2012). The study conducted by
Anwar et al. (2017) showed that there are no siamt differences between males and
females in terms of the significance of respondieay. Thus, we propose the following
hypothesis:

H7. Response efficacy has a significant effect on Wehgal intention towards smartphone
security behaviour among both male and female eyepthan male employees.

4.8 Uncertainty avoidance

Uncertainty avoidance refers to the way that aetgaleals with the fact that the future can
never be known (Hofstede, 2019). It links to thebaguity of the future which can bring
anxiety to humans (Bjorck, 2006). Within the conteX employee smartphone security
behaviour, this factor can play an important rale,employees who have higher uncertainty
avoidance espoused national cultural values mag laahigh level of fear of what may
happen as a consequence of smartphone misuse. Giespavelop detailed systems, rules
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and procedures (Stedham & Yamamura, 2002). Prewtuaes showed that women tend to
be more intuitive than men in terms of decision mgkMoskites, 2017). However, when

women are put in a situation that can lead to aesdxrurity threat, they tend to be more
analytical and data-driven in their decision makingn men (Moskites, 2017). Hence, when
a situation involves uncertainty and insufficienformation is provided, female employees
might be more affected than male employees. Thuosentainty avoidance may have a
stronger effect on intention towards smartphonersgydehaviour among female employees.
Thus, we propose the following hypothesis:

H8a. Uncertainty avoidance has a more significant éftet behavioural intention towards
smartphone security behaviour among female empolyea male employees.

4.9 Power distance

Power distance refers to the equal distributiorpoiver across individuals in the society
(Hofstede, 2019). A society with a high level ofwmy distance means that employees in an
organisation accept that there is a hierarchalrdidefstede, 2019). Previous studies showed
that women have higher espoused power distance mi@am (Jahangirov, Saglam Ari,
Jahangirov, & Tosunoglu, 2015; Vujovic, Vuckovicyjdvic & Prostran, 2016). This factor
has also been linked to the social influence maisaggn have on their employees in terms of
different decisions related to the use of technpl@ghatri, 2009; Sriwindono & Yahya,
2014). Previous studies showed that female empsogez=more prone to the effects of social
influence (Venkatesh, Morris, Davis, & Davis, 200dgence, female employees may be more
affected by hierarchies in their organisations #rey may be more influenced by the views
and opinions of their managers as they espousepuger distance cultural values. Thus, we
propose the following hypothesis:

H8b. Power distance has a more significant effect ohabeural intention towards
smartphone security behaviour among female empolyea male employees.

4.10 Individualism vs collectivism

In individualistic societies, individuals are martencerned with themselves and their close
circle (Hofstede, 2019). On the other hand, inemtiVistic societies, individuals belong to
their groups and they are loyal to them (Hofstétfd,9). In other words, individuals in this
type of society follow what their groups do. In leativistic societies employees’ behaviour
is influenced by the group of employees and the agament team (Tarhini et al., 2016).
Within the context of BYOD security behaviour, thiéence leads to shame and loss of face
and the employer-employee relationship is perceivedhoral terms (like a family link)
(Hofstede, 2019). Hence, employees with espouskgttuist cultural values are expected to
be careful with their behaviour and avoid misudimgir smartphones that can lead to a threat
or an attack to the company’s information systepwusty. Bada, Sasse, and Nurse (2014)
indicated that collectivism is crucial for raisimgvareness and collaboration to ensure
information security, because individuals with apaused collectivist culture tend to work
together and have a higher level of awareness airisg issues related to their use of
technology. Individuals with an espoused collestivgulture tend to define themselves in
terms of their relationships and social groups avdid behaviours that cause social
disruption (Triandis, 1989). Women are generallyenconcerned with connecting to others
and maintaining group harmony while men are likelyact independently (Eagly, 1978;
Eagly, 1983; Jhangiani & Tarry, 2011). They alsadtéo espouse collectivist values and are
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less trusting than their male counterparts (Zeff@94.7). In general, women in both Western
and Eastern countries are more collectivistic (Maa& Whatley, 2006). This collectivistic
nature can lead female employees to have high bmiraV intention towards smartphone
security. Hence, we propose the following hypotstesi

H8c. Individualism vs collectivism has a more signifiteeffect on behavioural intention
towards smartphone security behaviour among feeral@oyees than male employees.

4.11 Masculinity vs femininity

In a masculine society, individuals are driven lmhiavements and success, while in a
feminine society, individuals are driving by doinghat they like and caring for others
(Hofstede, 2019). This factor also refers to theeixto which the traditional gender roles are
differentiated (Hofstede, 1980; Tarhini, Hone, &uli2014). It is possible that both
masculinity and femininity have an effect on emgley smartphone security behaviour. In a
masculine society, individuals are more likely tmia failure in their job if any security
attack occurs due to their actions, which can mgmact on their jobs. Men can have a higher
status in masculine societies, so they are momdylito be perceived as effective leaders
(Jhangiani & Tarry, 2011). Hence, this dimension bave a more significant effect among
female employees. In a feminine society, employeksw security procedures as they care
for their organisations and other employees sire®y tare more people-oriented. This
particular dimension can have a significant effeetfemale employees and giving female
employees their voice in their organisations. Hemeepropose the following hypothesis:

H8d. Masculinity vs femininity has a more significantfeet on behavioural intention
towards smartphone security behaviour among fesraj@oyees than male employees.

5. Methodology
5.1 Sampling and data collection
In order to achieve the aim of this research astlttee above formulated hypotheses, a total
of 1300 questionnaires were distributed to emplsy¢aged 18-35) in international
companies in both the US (Boston) and the UAE (DuBatotal of 650 questionnaires were
distributed face to face in both countries. Thistipalar age group of employees is more
active in using BYOD (Aruba Networks, 2014).

This research employed purposive sampling to tatgetspecific age group of participants.
This sampling method is useful when the proceseaduiting participants in the research is
based on selecting individuals with similar chagastics (Etikan, Mus, & Alkassim, 2016).
In other words, it is based on the judgement of rikmearcher. This method allowed the
selection of participants in the specific age grtarngeted in this research. The questionnaire
was distributed in English in both countries, bessakinglish is widely used in the UAE (Eid
& Elbanna, 2017). A total of 554 completed questmres from the UAE and 602
guestionnaires from the US were included in thdyaie The response rate was 93% in the
US and 85% in the UAE, which indicates a high resgorate. The questionnaires were self-
administered, which helped to achieve these higphamse rates (Couper, 2005; Lam, Cho, &
Qu, 2007).

5.2 Measurements
This research used a seven-point Likert scale,imgnfjom 1 — strongly disagree to 7—
strongly agree for the items of the factors inctide our proposed model, following what
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has been adopted in previous studies (Venkateslh, @003). We adopted most measurement
items from previously tested measures in previdusiss to increase their validity: four
items for behavioural intention (Bl) adopted frorerbith and Rao’s (2009a) study, five items
for masculinity vs femininity (MF) adopted from f&riand Karahanna's (2006) study, six
items for individualism vs collectivism (IC) adodtdrom Srite and Karahanna’'s (2006),
seven items for power distance (PD) adopted froite @nd Karahanna’s (2006) study, six
items for uncertainty avoidance (UA) adopted fromteSand Karahanna's (2006), three items
for self-efficacy (SE) adopted from Herath and Ra@009a), six items for response efficacy
(RE) adopted from Vance et al.’s (2012) study,itgms for response cost (RC) adopted from
Vance et al.’s (2012) study, two items for sevedfyadverse consequences (SAC) adopted
from Ifinedo’s (2016) study (with minor modificate), two items for perceived certainty of
sanction (PCS) adopted from the studies conducye@raham Peace, Galletta, and Thong,
(2003), Herath and Rao, (2009a) and Knapp, MarsRaliner, and Ford (2005), three items
for perceived risk vulnerability (PV) adopted froAutri and Hovav's (2014) study, three
items for perceived severity of sanction (PSS) &tbjfrom the studies conducted by Herath
and Rao (2009a), Graham Peace et al., (2003) aagXet al. (2005) studies. Appendix A
shows the items of each factor and their sources.

5.3 Data analysis

The initial stage of the analysis was the dataestng using Statistical Package for the Social
Sciences (SPSS) version 24. Data was assessedma t missing values, outliers and
normality issues (Hair et al., 2017; Kline, 200Bgsearchers assume that values greater than
3.0 indicate that the data is extremely skewedn@l2005). The normality assessment using
skewness and kurtosis values showed that the datioth countries is not normally
distributed (Hair, Sarstedt, Hopkins, & Kuppelwiesz14).

The second stage of the analysis was analysindateeusing partial least squares-structural
equation modelling (PLS-SEM) (Hair et al., 2014;iHat al., 2017; Hair, Black, & Babin,
2019; Hair, Sarstedt, & Ringle, 2019). This methaiddata analysis includes two stages.
First, the assessment of the measurement modedn&ethe assessment of the structural
model. We used partial least squares-multi-growdyais (PLS-MGA) (Henseler, Ringle, &
Sinkovics, 2009) and used gender as a moderatitveimodel. The analysis was conducted
using Smart PLS software (v3.2.7). The PLS analysis to conduct the partial least squares
multi-group analysis (PLS-MGAP values of 0.05 or lower or 0.95 or higher indicttat
there are significant differences between the piathbke groups (Henseler et al., 2009). The
sample from each country was analysed separately.

6. Results

6.1 Descriptive statistics

For the US sample, the results show that 49% ofdlpondents were in the 18—22 age group
and 51% of them were in the 23-35 age group. 42%heih were male and 58% were
female. 55% of the respondents were aware of theganisations’ BYOD smartphone
security policies, while 45% were not aware of thehtme respondents worked in the
following industries: finance (15%), transport (L%onstruction (14%), automotive (13%),
health (11%), manufacturing (11%), education (9ttijties (7%), and media (4%). Five
respondents did not indicate the industry they wadrik. All respondents in the US used their
personal smartphones for work purposes. For the B&®ple, the results show that 41% of
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the respondents were in the 18-22 age group, V@9 of them were in the 23-35 age
group; 79% of the respondents were male and 21% vesnale; 26% of the respondents
indicated that they were aware of their organiseti®YOD policies in the UAE, while 74%
indicated that they were not aware of any of theslecies. The respondents worked in the
following industries: finance (34%), utilities (29%automotive (24%), education (11%), and
media (4%). All respondents indicated that theydusesir personal smartphones for work
purposes.

6.2 Measurement model

The first stage of the PLS analysis was asseshmgnieasurement model for each sample.
The assessment of the measurement model was ceddhgtassessing the validity and
reliability of the data. The reliability of the @datvas assessed using Cronbach’s alpha and
composite reliability (Hair et al., 2017). No issum either sample were identified as all
values were above the threshold value of 0.7 fah @ronbach’s alpha and composite
reliability (Hair et al., 2017). In addition, we sessed the convergent validity and
discriminant validity of the data. The average amace extracted (AVE) values in both
samples and all values were above the thresholee\al 0.5 (Hair et al., 2017). In the UAE
sample, the Cronbach’s alpha values ranged frora80(6early 0.7) to 0.889. In the USA
sample, the Cronbach’s alpha values ranged fro®il((i7early 0.7) to 0.898. The composite
reliability values for the UAE sample ranged fron6&L to 0.901, while for the USA, the
composite reliability ranged from 0.671 (nearly)0t@ 0.894. As for the AVE values, they
ranged from 0.551 to 0.981 in the UAE sample aothff.654 to 0.938 in the USA sample.

We also assessed the factor loadings in both sampfleme of the items did not have
sufficient loadings, as they were below the thrésiod 0.5 (Hair et al., 2017), so they were
removed including IC4, PD4, UA6, RC3 and RC5 (asnghin Appendix A). The remaining
factor loadings for the UAE sample ranged from Q.6@ 0.965, while the remaining factor
loadings for the US sample ranged from 0.578 t®3.9e also assessed the discriminant
validity using cross loadings and Fornell-Larcketecion and the results showed that the
constructs share more variance with their own mics than they share with the indicators
of the other constructs, so there were no issuas @dal., 2017).

In addition, collinearity was assessed using thdawae inflation factor (VIF), with a
threshold value of 5 (Hair et al., 2014). The resshowed that no major issues exist as all
VIF values were lower than the threshold value @ 5oth samples. The highest VIF value
in the UAE sample is 2.874 and in the US sampl/B.We also assessed multicollinearity
using the VIF values. All VIF inner values were lewhan 5 for the two samples.

6.3 Multigroup analysis

The second stage of the analysis was conductindli®eMGA test for both samples. The
samples were separated based on gender distriii®8a of the respondents were male and
21% were female in the UAE sample and 42% were mate58% were female in the US
sample). PLS-MGA is able to handle small and déifersample sizes, which makes it
appropriate for the analysis of the data colleateithis research (Hair et al., 2014; Hair et al.,
2017; Henseler et al., 2009). The PLS-MGA teserbn assessing the observed distribution
of the bootstrap outcomes instead of making distieimal assumptions (Henseler et al.,
2009). First, the centred bootstrap estimates @fgtioups are compared. Then the difference
between the groups is divided by the total numbidyootstrap samples. This calculates the
probability that the significance in the secondugras greater than the significance in the
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first group. The difference is evaluated usinggh&lue (Henseler et al., 2009). Tables 4 and
5 show the results of the PLS-MGA for both samples.



Table 4.Results of PLS-MGA in the UAE sample

15

\F/)alue Standard Standard  t-value

(group Mean deviation  t-value p-value Mean deviation  (female p-value
Hypothesis Relationship diff) (males) (males) (males) (males) (females) (females) s) (females) Result
H1 SE-> INT 0.601 4.21 1.14 0.440 0.456 4.38 1.00 0.986 419. Not supported
H2 PSS> INT  0.027 4.86 1.34 1.984 0.031 4.21 1.04 0.028 174. Partially supported
H3 PV-> INT 0.349 3.20 1.20 1.846 0.081 3.18 1.32 1.962 059. Not supported
H4 RC-> INT 0.654 3.21 1.00 0.042 0.981 3.46 1.22 0.265 970D. Not supported
H5 PCS> INT 0.997 5.56 1.06 7.538 0.000 5.28 1.28 6.542 000. Supported
H6 SAC-> INT 0971 4.93 1.02 6.429 0.000 5.21 1.10 7.985 000. Supported
H7 RE-> INT 0.224  3.12 1.27 1.791 0.075 3.18 1.18 0.781 578. Not supported
H8a UA- INT 0.031 4.32 1.22 1.981 0.046 5.98 1.28 1.457 198. Partially supported
H8b PD-> INT 0.009 5.78 1.17 2.655 0.009 4.21 1.00 0.823 4998. Partially supported
H8c IC-> INT 0.004 5.67 1.10 2.451 0.025 4.28 0.95 0.438 986. Partially supported
H8d MF-> INT 0.988 5.10 1.00 1.986 0.000 5.47 1.04 4.007 000. Supported
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For the UAE sample, the results showed H5 (REBNT, p = .997), H6 (SAG> INT, p =
.971) and H8d (M INT, p = .988) are supported, while H2 (PSSINT, p = .027), H8a
(UA > INT, p=.031), H8b (PB> INT, p=.009) and H8c (I& INT, p = .004) are partially
supported as there were significant differencesvéen the groups but in the opposite
direction to what was hypothesised. The remainygptheses were not supported.



Table 5.Results of PLS-MGA in the US sample

17

\ealue Standard Standard

(group Mean deviation t-value p-value Mean deviation t-value p-value
Hypothesis Relationship  diff) (males) (males) (males) (males) (females) (females) (females) (females) Results
H1 SE-> INT 0.958 5.37 1.31 0.079 0.948 5.66 1.27 2.549 026. Partially supported
H2 PSS> INT 0.383 4.86 1.34 1.872 0.071 4.45 1.13 1.009 428. Not supported
H3 PV-> INT 0.791 3.45 1.30 0.418 0.842 3.16 0.95 1.285 349. Not supported
H4 RC-> INT 0.968 4.96 1.17 0.891 0.651 5.66 1.27 3.949 000. Supported
H5 PCS-> INT 0.581 5.93 1.02 2.315 0.031 5.40 1.00 2.069 028. Not supported
H6 SAC-> INT 0.981 4.67 111 0.623 0.723 5.26 1.06 2.479 038. Supported
H7 RE-> INT 0.863 4.17 1.09 0.964 0.512 3.20 1.02 1581 168. Not supported
H8a UA-> INT 0.991 3.25 1.28 0.581 0.746 5.71 1.13 2.808 009. Supported
H8b PD-> INT 0.029 5.78 1.05 3.925 0.000 4.31 1.32 1.669 128. Partially supported
H8c IC> INT 0.303 5.26 1.06 4.349 0.000 5.48 1.13 2.851 009. Not supported
H8d MF-> INT 0.994 5.18 1.21 1.991 0.000 5.72 1.10 2.768 0.043 Supported
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For the US sample, H4 (R€ INT, p = .968), H6 (SAG> INT, p = .981), H8a (UA> INT,

p =.991) and H8d (M INT, p = .994) were supported, while H1 (SEINT, p = .958)
and H8b (PD> INT, p = .029) were partially supported as there weraitant differences
between the groups but in the opposite directiomhat we hypothesised. The remaining
hypotheses were not supported.

7. Discussion

This study analysed gender differences in termsheffactors that can affect employees’
security behavioural intention when using persenadrtphones for work-related activities in
a cross-national/cultural context, namely, in the &hd UAE. Our literature review showed
that research on gender differences in employegbersecurity behaviour is scarce.
However, our findings reveal that there are sigaifit gender differences in smartphone
security behavioural intention among employeesniernational companies whether in an
advanced country in terms of cybersecurity defearca country which is considered behind
in this area. There are significant gender diffee=nin both the US and the UAE in terms of
punishment severity and certainty. In additionyé¢here significant gender differences among
employees in both countries in terms of the effe€tteir espoused national cultural values
on BYOD security behavioural intention. We foundtthhe effects of espoused national
cultural values are different in the context of B¥@ecurity behavioural intention. Female
employees in both countries are more affected eynéture of the culture around them,
whether it is a masculine or a feminine society.

The results showed that self-efficacy (H1) hasraighificant effect among both males and
females in the UAE. However, this factor has a ifigant effect on behavioural intention of
females in the US, which contradicts with our hyysstis. This shows that female employees
in the US find self-confidence in undertaking teps required to ensure the security of their
smartphones as an important factor, which is ctersisvith the findings of He and Freeman
(2010) and Latikka et al. (2019). This is linked ttee knowledge ad awareness of the
recommended security behaviour.

Contrary to what we hypothesised, perceived sgvefisanction (H2) has a more significant
effect on behavioural intention among males thanales in the UAE. This contradicts with
the findings of previous studies on gender diffee=nin criminology (Callanan & Teasdale,
2009; Hale, 1996). In addition, this factor hasraignificant effect on behavioural intention
among both males and females in the US. This iteica lack of awareness of the type of
punishment that can occur as a result of a brehshaurity caused by employees, both male
and female employees, misusing their smartphongeeitS.

We found that perceived risk vulnerability has mgngicant effect on behavioural intention
(H3) among males or females in either the US or URNgs contradicts with the findings of
previous studies (e.g. Siponen et al., 2006). diciates a general lack of awareness among
both male and female employees in both countrieth@frisks associated with their use of
smartphones in terms of security issues. This nsyiadicate a lack of employee awareness
programmes on the risks associated with misusiragtpimones.

Although the findings revealed that response cassdnot have a significant effect of
behavioural intention towards smartphone securélaviour (H4) among male or female
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employees in the UAE, this factor is significantarg female employees in the US. The
findings in the US support the findings of Helm26@2), Neuwirth et al. (2000) and Li et al.
(2019). This shows that female employees in theakéSmore aware of the difficulties (cost)
associated with keeping their smartphones secure.

The analysis of the data supported our hypothésisgderceived certainty of sanction has a
more significant effect on behavioural intentiow&rds smartphone security behaviour (H5)
among females in the UAE but not in the US. Thuss tsupports the findings in
Carmichael’s (2004) study as the author reportedsipnificance of this factor. Nevertheless,
the findings also revealed that this factor is gigant among both male and female
employees in both countries. This indicates thgtlegees in both countries are aware of the
certainty of the punishment of their actions tratesl in the form of certainty of formal
sanctions, even though they may not be fully avedréhe risks and the type of punishment
they may face.

Perceived severity of adverse consequences hasra sigmificant effect on behavioural
intention towards smartphone security behaviour)(H@ong female employees in both
countries, thus providing support to our hypothesid the study conducted by Anwar et al
(2017). Female employees’ awareness of the sedhridats/attacks their organisations may
face as a result of any unsafe behaviour that doedollow their organisations’ security
recommendations is an important predictor of teeiartphone security behaviour.

Surprisingly, the results show that response effida not significant among both male and
female employees (H7) in both the UAE and the Uds Tontradicts the findings of many
previous studies (e.g. Anwar et al., 2017; Bosalgt2015; Vance et al., 2012) as they
reported the significance of this factor. This gates that both male and female employees in
both countries do not perceive the current orgéioisal security policies and
recommendations in their organisations as presghe#ective to have a significant effect on
their behavioural intention towards smartphone sgcu

In terms of the effects of employees’ espousednaticultural values, the results of the data
analysis from both samples are contradicting. Qlethe findings show significant
differences between male and female employeesrmst®f how their espoused national
cultural values affect their BYOD (smartphone) s#gubehaviour. While the effect of
employees’ espoused uncertainty avoidance hasoagsir effect on intention towards
smartphone security behaviour (H8a) among Emiraélememployees, it has a more
significant effect among female employees in the Ti¥8s is also associated with how they
view rules and procedures (Stedham & Yamamura, 2002le employees in the UAE and
female employees in the US view uncertainty avaidaas an important factor and pay more
attention to rules and procedures for ensuring gghane security. They feel the need to have
the knowledge necessary to avoid the uncertaiagssciated with their smartphone security
behaviour.

The data analysis revealed some surprising findings power distance. While we
hypothesised that employees’ espoused power destanald have a more significant effect
on intention towards smartphone security behav{pl@b) among female employees due to
its link to social influence, the results reveatbddt espoused power distance had a more
significant effect on intention among male empl®ygeboth countries. This contradicts with
the findings of Venkatesh et al. (2003), as it shdhat the influence and power of the
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management has a more significant effect on smamgplsecurity behaviour among male
employees.

Contrary to our hypothesis, individuals’ espousediviidualism vs collectivism has a more
significant effect on behavioural intention (H8an@ng male employees in the UAE. In
addition, no significant differences were foundviesn male and female employees in the
US, as individuals’ espoused individualism vs adlleasm has a significant effect on
behavioural intention among both male and femalpleyees but has a slightly higher effect
among male employees. The results contradict vaghfindings of previous studies on the
differences between men and women in terms of i@y interact with certain groups. Male
employees tend to be more affected by the typeocikety they are. Male employees in the
UAE are more likely to be affected by their typesotiety (individualistic or collectivistic)
to take the correct action in terms of smartphawisty. This is also the case for both male
and female employees in the US.

The findings supported our hypothesis that emplsyespoused masculinity vs femininity
has a more significant effect on behavioural intentowards smartphone security behaviour
(H8d) among female employees in both countriessT$hows that female employees’
smartphone security behaviour is affected by wheshgociety is perceived as masculine or
feminine as it affects the role they play in ensgrthe security of their organisations’
systems and data on their smartphones. This méatshe possibility of recognition of
women’s achievements in terms of keeping their cvisecure is an important factor for
them.

8. Contributions and future work

8.1 Theoretical contributions

This study contributes to the existing body ofrhtere in three main ways. First, the study
focused on a relatively new area of research, geddferences in smartphone security
behavioural intention among employees in intermaiacompanies. Second, this is the first
study to account for the role of employees’ espdusational cultural values (Hofstede’s
cultural dimensions) while proposing a new modet BMS, which combines the PMT and
the GDT. The inclusion of Hofstede’'s cultural dilmems (namely, power distance,
uncertainty avoidance, femininity vs masculinitydamdividualism vs collectivism) is
especially important when taking employees gendgferdnces in BYOD security
behavioural intention into account. Third, the camgon of the results of the data collection
from two countries (UAE and US) is another impottaontribution as it allowed our
proposed model, the BMS, to be tested in two caesthat are ranked differently in terms of
the cybersecurity index.

8.2 Practical implications

Our results have a number of practical implicatiorsbusiness and policymakers in the US
and the UAE. The findings of our research show #maployees (both male and female
employees and in both countries) are not awarehefrisks associated with their use of
smartphones. In addition, there is a lack of engxsy awareness of their organisations’
smartphone security policies and the level of thtleay can face in the case of not following
their organisations’ security requirements. Furtiene, employees in both countries do not
believe that the behaviour recommended by theiammsgtions is effective in ensuring the
security of BYODs and increasing their smartphoaeusty behavioural intention (response
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efficacy) for smartphone security. Hence, it isommended that organisations use a more
open approach in developing their BYOD securityiggeé and recommended behaviour in
which employees’ voices and views are taken intesteration.

Understanding employees’ espoused national cultalales in terms of the four dimensions
this study has focused on is an important areanfanagers to focus on. This will help
managers to understand the external influenceshem employees’ smartphone security
behavioural intention, taking into account the #igant differences between male and
female employees in terms of their espoused ndtien#ural values. Since female
employees in both countries are less influencethbyhierarchies in their organisations and
the influence of managers, other forms of persmasauld be used, such as acknowledging
their achievements in keeping their smartphonesreec

Female employees in the UAE need to be made awdhe severity of the punishments that
can occur as a result of non-secure behaviour.riSimgly, this is also the case for both male
and female employees in the US. Hence, there iseal fior making employees (female
employees in the UAE and both male and female eyepl®in the US) aware of the types of
punishments and disciplinary actions that can falleee if they do not follow with their
organisations’ BYOD security recommendations. Fenghployees in the US consider the
difficulties associated with following their orgaations’ BYOD security recommendations
as an important factor. Hence, companies in theat$Srecommended to provide further
training to their female employees to reduce tHécdities associated with following with
their BYOD security recommendations. Our resultevshthat female employees in both
countries have a higher level of awareness ofyihestand severity of security threats that the
organisation can face than male employees. Hemoeirisy awareness campaigns to raise
male employees’ awareness of the significance oDBYsecurity in their companies will be
beneficial.

8.3 Limitations and future research directions

The findings of this research are limited to a #peage group of employees (18-35 years
old) who are categorised as the gen-mobile workfatae to their ability in providing an
informed view of the security of smartphones forrkvdHowever, future research can focus
on other, more specifically older age groups anshgare the findings with the findings of
our research. In addition, our research focusetivoncountries which are different in terms
of their cybersecurity defence level, but they laméh considered advanced in comparison to
other, developing countries. Future research cdleatodata from other less-developed
countries in a cross-national context while focgsam female employees who usually suffer
from economic, social and legal rights in thesentoes and they are less informed of the
security issues associated with the use of smangshtor work in comparison to the female
employees included in our sample. Furthermore research highlighted important findings
regarding the lack of employees’ awareness of tbeganisations’ smartphone security
policies and procedures. It focused on collectintadrom employees in various companies
to test their BYOD (smartphone) security behavibumgention. Nevertheless, some of the
participants indicated that they were unaware drtltompanies’ smartphone security
policies. Hence, some of the responses may havetygmthetical. Future studies can collect
data from specific companies rather than employeegeneral and collect data on the
targeted companies’ information security policiesopto distributing questionnaires to
employees working in these companies.
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9. Conclusion
This research sought to examine gender differenne®8YOD (smartphone) security
behavioural intention among employees in both tA&ldnd US in order to bridge the gap in
research in this area. Given that BYOD securitpasoming a major problem and that the
number of female employees in the workforce iseéasing worldwide, understanding gender
differences in a cross-national context is an irtgpdrand timely subject. The study revealed
that both male and female employees in both castio not perceive their organisations’
recommendations and policies as present and eféetdi have a significant effect on their
behavioural intention towards smartphone securéiaviour. In addition, both male and
female employees may not be fully aware of the $igerelated risks associated with using
their smartphones for work and personal purposesth€more, employees’ espoused
national cultural values play a significant role timeir smartphone security behavioural
intention in both countries, with some gender ddfees identified in this area. The
identification and understanding of these diffeentelp to reduce the threats associated
with the use of BYOD among employees securely akdi@vledging women'’s voice in this
process. Indeed, the growing business relationdb@bpseen both countries necessitates the
cross-national investigation, which would ultimgtehelp bridge any real or perceived
cultural constraints in the workplace.

Appendix A. Items for each construct and their sources

Factor/items Source

Behavioural intention (BI) Herath and Rao (2009a)

INT1: I intend to follow the smartphone securitylipies and practices
for using smartphones at work.

INT2: | intend to use the smartphone security tetbgies for using
smartphones at work.

INT3: | intend to use common sense on good smaneplsecurity
practices for using smartphones at work.

Masculinity vs femininity (MF) Srite and Karahanna (2006)

MF1: It is preferable to have a man in high levesifon rather than a
woman.

MF2: There are some jobs in which a man can alwlayisetter than a
woman.

MF3: It is more important for men to have a profesal career than it
is for women to have a professional career.

MF4: Solving organisational problems requires tbiva forcible
approach which is typical of men.

MF5: Women do not value recognition and promotiothieir work as
much as men do.

Individualism vs collectivism (IC) Srite and Karahanna (2006)

IC1: Being accepted as a member of a group is imguertant than
having autonomy and independence.
IC2: Being accepted as a member of a group is inguertant than
being independent.
IC3: Group success is more important than individuacess.
IC4: Being loyal to a group is more important thadividual gain. (Dropped, USA sample)
IC5: Individual rewards are not as important asigravelfare.



IC6: It is more important for a manager to encoerkyalty and a
sense of duty in subordinates than it is to enagmnadividual
initiative.
Power distance (PD) Srite and Karahanna (2006)

PD1: Managers should make most decisions withooswaiting
subordinates.

PD2: Managers should not ask subordinates for adbiecause they
might appear less powerful.

PD3: Decision making power should stay with top agement in the
organisation and not be delegated to lower leveglleyees.

PD4: Employees should not question their managitssions. (Dropped, UAE sample)

PD5: A manager should perform work which is difftcand important
and delegate tasks which are repetitive and muniane
subordinates.

PD6: Higher level managers should receive morefiisrand
privileges than lower level managers and profesdistaff.

PD7: Managers should be careful not to ask theiopsnof
subordinates too frequently, otherwise the manatght
appear to be weak and incompetent.

Uncertainty avoidance (UA) Srite and Karahanna (2006)

UA1: Rules and regulations are important becausg ithiform workers
what the organisation expects of them.

UAZ2: Order and structure are very important in akvenvironment.

UA3: It is important to have job requirements anskiuctions spelled
out in detail so that people always know what theyexpected
to do.

UA4: It is better to have a bad situation that ¥aow about, than to
have an uncertain situation which might be better.

UADS: Providing opportunities to be innovative is mamportant than
requiring standardised work procedures.

UAG6: People should avoid making changes becausgghiould get (Dropped, UAE sample)
worse.

Self-efficacy (SE) Herath and Rao (2009a)

SE1: | would feel comfortable following most of temartphone
security policies on my own.

SEZ2: If | wanted to, | could easily follow smartpteosecurity policies
on my own.

SE3: | would be able to follow most of the smartphigecurity policies
even if there was no one around to help me.

Response efficacy (RE) Vance et al. (2012)

RE1: Complying with smartphone security policy reelsithe security
threat to my organisation’s information.

RE2: Complying with smartphone security policy reelsithe security
threat to my personal data.

RE3: If | comply with smartphone security policyphile security
problems in my organisation will be scarce.

REA4: If | comply with smartphone security policyy mobile device
related security problems will be scarce.

RES5: Compliance with smartphone security policy ldcelp to
reduce IS security problems in my organisation.

REG6: Compliance with smartphone security policy ldcwelp me
reduce security problems with my own personal data.
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Response cost (RC) Vance et al. (2012)

RC1: Complying with smartphone security policy wibuiterfere with
my work.

RC2: Complying with smartphone security policy wibuiterfere with
the personal use on my device.

RC3: There are too many overheads associated witiplying with (Dropped, USA sample)
smartphone security policies.

RC4: Complying with smartphone security policy wbukquire
considerable investment of effort other than time.

RC5: Complying with smartphone security policy wibtdke (Dropped, UAE sample)
considerable amount of my working time.

RC6: Complying with smartphone security policy wibtdke
considerable amount of my personal time.

Severity of adverse consequences (SAC) Ifined@&RQwvith minor
modifications)
SACL1: Employee mobile practices are properly maaddor policy
violations.
SAC2: If | violate organisation BYOD security paés, | would
probably be caught.

Perceived certainty of sanction (PCS) Graham Peac&alletta, and
Thong (2003), Herath and Rao
(2009a), Knapp, Marshall,
Rainer, and Ford (2005)
PCS1: Employee computer practices are properly toad for policy
violations.
PCS2: If | violate organisation security policiesyould probably be
caught.
Perceived risk vulnerability (PV) Putri and Hovav (2014)

PV1: | could be subjected to an information segutiteat, if | don't
comply with the organisation’s smartphone secupdiicy.

PV2: A security problem to my organisation’s infation could occur
if I don’t comply with the organisation’s smartpheosecurity
policy.

PV3: A security problem to my personal data couddun if | don’t
comply with the organisation’s smartphone secupdiicy.

Perceived severity of sanction (PSS) Herath and Rao (2009a),
Graham Peace et al., (2003),
Knapp et al. (2005)
PSS1: The organisation disciplines employees whakinformation
security rules.
PSS2: My organisation terminates employees whoatepéy break
security rules.
PSS3: If | were caught violating organisation imfiation security
policies, | would be severely punished.
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Highlights

* BYOD is becoming popular among the Gen-Mobile worké and it introduces
cybersecurity threats

* There is a growing business concern about thetthpesed by these devices

* Male and female employees in US and UAE do not tiirail organisations’
recommendations effective

* A new model combining PMT, GDT and Hofstede’s cdtwimensions was
developed



