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PREFACE 

Telephone-based videotex systems are slowly changing from systems 
based on numeric, menu-type access methods that permit only infor- 
mation retrieval and limited message sending to more sophisticated, 
multiuser, interactive, transactional systems. This is partly due 
co the concept of adding external computers to the videotex network 
and partly due to the emergence of more intelligent terminals. 

In this paper, some major application areas that have been made pos- 
sible by these developments, but have not yet received the atten- 
tion they merit, are discussed in s m e  detail: teleplaying, tele- 
gambling, telesoftware, telecmputing, and public-keycryptosystems. 

We maintain, and try to demonstrate, that these areas will signif- 
icantly influence the market penetration and social impact of video- 
tex. A number of the applications discussed will be available in 
kustria's videotex trial by September 82, making Austria the first 
country to offer such services on a nationwide videotex system. 
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PUBLIC-KEY CRYPTOSYSTEMS, TELESOFTWARE AND 
OTHER NOVEL APPLICATIONS OF VIDEOTEX 

H.A. Maurer 
I .  Sebestyen 

Telephone-based v i d e o t e x  syst2ms, which we w i l l  s i n p l y  c a l l  v i deo tex  
sys tems,  have on ly  been i n  ex i s t ence  s i n c e  t h e  end of t h e  s e v e n t i e s .  
(See Godfrey 1982,  Woolfe 1980 and Maurer 1981 f o r  gene ra l ove rv i ews . )  

O r i g i na t i ng  w i th  P r e s t e l  i n  t h e  UK,  v i deo tex  systems were.conce ived 
p r ima r i l y  as  in fo rmat ion  r e t r i e v a l  systems capab le  of l i m i t e d  i n t e r -  
a c t i v i t y  us i ng  ve ry  s imple  and cheap t e r m i n a l s .  Now the  c h a r a c t e r  
of v i deo tex  i s  changing due t o  s e v e r a l  r e c e n t  developments: t h e  in-  
t r o d u c t i o n  of " e x t e r n a l  computers" a v a i l a b l e ,  f o r  example, i n  Germany, 
p rov id ing  whatever i n t e r a c t i v e  op t i ons  t h e  in fo rmat ion  p rov i de rw i shes  
t o  make; t h e  a r r i v -a1  of more advanced t e rm ina l s  i n  Canada, t h e  USA, 
and A u s t r i a ;  t h e  i n t r o d u c t i o n  of a l p h a b e t i c  access  techn iques  i n  
French sys tems,  e t c .  

Impor tant  f o r  t h e  success  of v i d e o t e x  systems w i l l  be t h e  scope of 
t h e i r  a p p l i c a t i o n .  The a d d i t i o n  of e x t e r n a l  computers and i n t e l l i -  
gent  t e rm ina l s  g r e a t l y  broadens t h e  range of a p p l i c a t i o n s .  I n  f a c t ,  
many p o t e n t i a l  and impor tant  a p p l i c a t i o n s  have y e t  t o  be recogn ized .  

I n  t h i s  paper  we focus  a t t e n t i o n  on some new a p p l i c a t i o n s  t h a t  we 
f e e l  w i l l  s i g n i f i c a n t l y  i n f l u e n c e  t h e  spread of v i deo tex  and i t s  im- 
pac t  on s o c i e t y :  t e l e p l a y i n g ,  te legamb l ing ,  t e l e s o f t w a r e ,  telecom- 
pu t i ng ,  and-- last bu t  no t  least--publ ic-key enc ryp t ion  systems which 
w i l l  be  d i scussed  i n  t h e  l a s t  p a r t  of t h i s  paper .  



Teleplaying refers to the fact that videotex allows the realization 
of complex multi-person games whose appeal may be comp?rable to that 
of TV shows. Telegambling refers to a special category of tele- 
playing. Telesoftware refers to the fact that a videotex system can 
be used to store programs that can be downloaded into the user's ter- 
minal and executed there, opening up the potential for a multitude 
of fascinating applications. Telecomputing refers to the fact that 
the gateway allows access to computational centers by videotex ter- 
minals. Public-key cryptosystems utilizing the "gateway" concept of 
linking external computers to videotex networks and the widespread 
use of intelligent videotex terminals--refer to the fact that video- 
tex systems will be able to support secure and authorized communi- 
cation, provide digital signatures, allow new potentials for novel 
£ o m s  of democracy and public voting, and provide innovative forms of 
network switching. 

2. TELEPLAY ING 

In teleplaying, the external computer provides software for playing 
g m e s  with one, a few, or a very large number of participants. The 
significance of teleplaying lies in its social component and in the 
fact that it may help not only to strengthen existing personal 'ties 
but also to establish new contacts. As has been observed by Maurer 
(1981), the telephone network has not traditionally been an instru- 
ment for making acquaintances. The notion of multi-person telegames 

may change this. But before discussing such multi-person telegames, 
i;e will review brieflymore traditional kinds of g m e s  made feasible 
by external coaputers in a videotex system. 

An external computer can play the role of an opponent in most two- 
person card or board games, such as chess, gs, superbrain, and soon. 
However, we do not feel that such applications will be very impor- 
tant as they are usually better handled by local microprocessors (in 
the user's home), either by loading them with suitable software from, 
say, a tape deck or (more to the point) from a videotex computer as 
telesoftware. (We will return to the latter point in section 4.) 
In passing we note that external computers cannot be used to play 
games ofmanual skill and reaction time as mailable in Penny Arcades 
(such as "Invaders ," "Little-Brick-Out;" etc.) . The response times 
between the external computer and the comunication network and the 
user are both too long and too unpredictable. 

A kind of telegame for which we do feel external computers are use- 
ful is the one in which the computer does not act as player, but as 
administrator, referee, and provider of the tools necessary for the 
game. Suppose two persons in different locations want to play a 
game of chess. After having agreed on a starting time (using the 
videotex message service), they log into the same external computer 
via the videotex gateway and request the game chess. The computer 
displays a chess board with the initial configuration of pieces on 
both videotex terminals and proceeds to request moves in turn, 
checking them for legality and displaying the current situation on 
both screens at all times. A written conversation between game 
partners simultaneously with the game is possible. (As a matter of 
fact, such a version of tele-chess has been demonstrated success- 
fully in Austria, where applicants of this nature are supported by 



t h e  f a c t  t h a t  v ideo tex  i s  a c c e s s i b l e  Austr ia-wide f o r  a  charge of 
about US$ 1.80/hour ,  independent of t h e  l o c a t  ion  of t h e  p a r t i c i p a n t s . )  
Many o the r  f e a t u r e s  w i l l  be ava i lab le .  a l s o :  t h e  computer w i l l  keep 
a  record  of how much t ime was requ i red  by each p l a y e r ;  i t  could per-  
m i t  t h e  game t o  be i n t e r r u p t e d  f o r  as  long as  d e s i r e d  ( f o r  a  d i nne r ,  
o r  ti l l next  month);  i t  could  keep t r a c k  of a l l  moves, which would 
a l low a  re-play and ana lyses  of t h e  game a f t e r  i t s  t e rm ina t i on .  

C lea r l y ,  t h i s  k ind  of s e t u p  i s  no t  r e s t r i c t e d  t o  two-person games, 
but  a p p l i e s  t o  a l l  k inds  of games, inc lud ing  card games. For exam- 
p l e ,  i n  a  game of b r i dge ,  t h e  computer could dea l  t h e  c a r d s ,  keep 
sco re ,  even f i l l  i n  f o r  a  m iss i ng  f o u r t h  p l a y e r ,  i f  necessary .  Many 
f e a t u r e s  not  a v a i l a b l e  i n  o rd inary  b r idge  might be a v a i l a b l e  i n  t h i s  
ve rs i on :  the  p o s s i b i l i t y  of ana lyz ing  a  hand a f t e r  t h e  game; t h e  
p o s s i b i l i t y  t o  ask f o r  an "ex t raord inary  dea l "  ( i - e . ,  an  u n l i k e l y  
d i s t r i b u t i o n  of c a r d s ) ;  t he  p o s s i b i l i t y  of dea l i ng  t h e  same s e t  of 
ca rds  t o  va r ious  groups of people ( "dup l i ca te  br idge"  on a  l a r g e  
s c a l e ,  so  t o  speak!),  e t c .  

Cer ta in ly  the  v a r i a t i o n s  w i l l  no t  be l i m i t e d  t o  c u r r e n t l y  a v a i l a b l e  
games. New games (some invo lv ing  a  very  l a r g e  number of p a r t i c i -  
pan ts  ) w i l l  emerge. There might be a , s i m u l a t e d  s tock  - market game 

wi th  an a r b i t r a r y  number of p a r t i c i p a n t s  who "buy" and " s e l l "  s t o c k ,  
manipu la te  t h e  "p r i ces"  of s t o c k ,  perhaps even us ing  r e a l  money; 
t h e r e  may be " r a l l i e s "  t h a t  s t a r t  a t  a  c e r t a i n  t ime,  f o r  which one 
has t o  p re - reg i s te r  and pay a  r e g i s t r a t i o n  f e e ,  where one has  t o  t r y  
t o  reach c e r t a i n  d e s t i n a t i o n s  (which can only be found by so l v i ng  
puzz les ,  answering ques t i ons ,  r e a c t i n g  i n  a c e r t a i n  way, and having 
a  b i t  of luck)  i n  o rde r  t o  o b t a i n  some p r i z e ,  p u b l i c  r e c o g n i t i o n , o r  
simply a  p a r t i c u l a r l y  h igh  s c o r e .  The r a l l y  p a r t i c i p a n t  need no t  
be one person,  but  cou ld  be a  group of f r i e n d s  o r  a  fami l y  u n i t ,  
s i t t i n g  around t h e  same v i deo tex  te rm ina l .  Th is  k ind of j o i n t ,  ac- 
t i v e  p a r t i c i p a t i o n  c o n t r a s t s  favorab ly  w i th  the  c u r r e n t  pass i ve  and 
i s o l a t i n g  TV-watching behav ior  t h a t  has  g r e a t l y  changed s o c i e t y  over  
t h e  l a s t  twenty yea rs .  The a c t i v i t i e s  descr ibed  may w e l l  he lp  t o  
d i l u t e  the  a c t i v i t y -  and communicat ion-s t i f l ing  i n f l u e n c e  of modern 
one-way media.  We might  see  h e r e  one more instanceof'advancedtech- 
nology he lp ing  t o  overcome nega t i ve  s i d e  e f f e c t s  of some e a r l i e r  
technology.  

Here we come t o  t h e  po in t 'made e a r l i e r ,  t h a t  game and en te r t a i nmen t  
a c t i v i t i e s  on e x t e r n a l  computers i n  v ideo tex  systems may h e l p  t o  
e s t a b l i s h  con tac t  and communication w i th  persons w i th  whom one would 
no t  have otherwise been invo lved ,  much i n  t h e  same way a s  t h i s  hap- 
pens over c i t i z e n  band r a d i o .  

Le t  us cons ider  some concre te  examples of t h e  type of s i t u a t i o n  we 
env isage.  I n  a  r a l l y  w i t h  many p a r t i c i p a n t s ,  t he  so f tware  may we l l  
p rov ide  p l aye rs  w i th  knowledge about how o the r  p a r t i c i p a n t s  a r e  
doing and w i t h  p o s s i b i l i t i e s  f o r  c m u n i c a t i n g  w i t h  them, o r  even 
a l lowing them t o  j o i n  f o r c e s  f o r  p a r t  of t h e  under tak ing .  On a  
s imp le r  l e v e l ,  l e t  us imagine a  program t h a t  a l lows people t o  walk 
around i n  a  maze, choosing a  cover name, and meet ing each o t h e r  a s  
they try t o  f i n d  an e x i t ,  a mystery p l a c e ,  t r e a s u r e ,  e t c .  As they 
meet,  they could exchange messages t h a t ,  s t a r t i n g  wi th  g r e e t i n g s ,  
in format ion on t h e  maze, and s tandard  corrversat ion,  may l ead  t o  a  



g r e e t i n g  ona rendezvous  i n  t h e  maze o r  might even l ead  t o  a  ge t -  
toge ther  i n  r e a l  l i f e  . The p o s s i b i l i t i e s  a r e  v i r t u a l l y  l i m i t l e s s .  
A whole new en te r ta inment  and game i ndus t r y  based on v i deo tex  seems 
t o  us a  posscb le  p rospec t .  The s o c i a l  impact of a c t i v i t i e s  of t h e  
k ind mentioned could be s u b s t a n t i a l .  The success  of shows a l lowing 
f o r  broad p u b l i c  involvement seems t o  i n d i c a t e  t h a t  our v i s i o n  of 
mass p a r t i c i p a t i o n  i n  an e l e c t r o n i c  mass game c u r r e n t l y  en vogue i s  
no t  so  very  f a r - f e t ched .  

3. TELEGAMBLING 

Telegambling i s  a  s p e c i a l  c l a s s  of te legambl ing.  The appeal  of 
gambling l i e s  i n  the f a c t  t h a t  the  imo lvement  of b e t s  and money 
i nc reases  the  exc i tement  of gaming. Gambling i s  n o t  new; i t  has 
a i s t e d  throughout t h e  h i s t o r y  of mankind and w i l l  c e r t a i n l y  con- 
t i nue  t o  be w i t h  u s .  

Licensed " c o n s t i t u t i o n a l i z e d "  forms of gambling can be found i n  
p r a c t i c a l l y  a l l  s o c i e t i e s :  " l o t t o " ,  f oo tba l l - poo l ,  s t a t e  l o t t e r y ,  
and rac i ng  a r e  extremely popular  i n  the  UK, France,  Germany,Aust r ia ,  
Hungary, I t a l y ,  Czechoslovakia,  and many o t h e r  c o u n t r i e s .  

I n  many coun t r i es  gambling has become a  huge i n d u s t r y .  For example, 
i n  1979, gambling cas inos  i n  the  UK had a  revenue of USS280mi l l i on .  
And t h i s  amount shows an  annual  growth of 10.22 ( P r e d i c a s t  World 
Cast  P-1 1981).  S i m i l a r l y ,  t he  gambling i n d u s t r i e s  i n  Las Vegas and 
Monte Car lo cannot complain about low ea rn ings .  

According t o  t h e  Encyclopaedia B r i t t e n i c a ,  i t  has been e s t i m a t e d t h e t  
dur ing t h e  1960s t h e  t o t a l  amount b e t  i n  gambling gemes i n  the  United 
S t a t e s  a lone approximated US$ 50 b i l l i o n  (I) each year; ,  t h a t  i n  
England 48I  of t he  a d u l t  popu la t ion  r i s ked  some money by gambling; 
and t h a t  throughout t h e  world t h e  amounts r i s k e d  annual ly  approached 
6.662 of pe rsona l  income. 

By comparison, only about 5% of persona l  income i s  spen t  on i n f o r -  
mat ion (newspapers, TV and r a d i o  l i c e n s e  f e e s ,  books, e t c . ) .  I n  
f a c t ,  i t  i s  t h i s  p o r t i o n  of income t h a t  i s  expected t o  be r e d i s t r i b -  
u ted  through v i deo tex  s e r v i c e s .  

This i n t r oduc t i on  t o  gambling was needed i n  o rde r  t o  p o i n t  ou t  t h a t  
whenever new o p p o r t u n i t i e s  f o r  nat ionwide o r  l o c a l  gambling a r i s e ,  
t he re  a r e  s t r o n g  f i n a n c i a l  i n t e r e s t s  on t h e  p a r t s  of most govern- 
ments and some e n t e r p r i s e s  t o  e n t e r  t h i s  bus iness  and make a s  much 
money a s  poss ib l e .  New in fo rmat ion  techno log ies  such as v i deo tex  
o f f e r  no t  only e x c e l l e n t  o p p o r t u n i t i e s  i n  in fo rmat ion  r e t r i e v a l ,  
e l e c t r o n i c  fund t r a n s f e r ,  e l e c t r o n i c  ma i l ,  t e l e p l a y i n g ,  e t c .  They 
can be "used" o r  "misused" f o r  te legambl ing as  w e l l .  

Let  us examine a s  one t h e o r e t i c a l  example f oo tba l l - poo l .  Foo tba l l -  
poo l  i s  a  t r a d i t i o n a l  nat ionwide gambling game. For  example, t h e  
Aus t r ian  newspaper Ku r i e r  r epo r ted  i n  i t s  i s s u e  of November14,1981 
about a  "Toto" boom i n  Aus t r i a  (popula t ion 7 . 5  m i l l i o n )  whereby 
Aus t r i an  poo l  p l aye rs  p laced b e t s  amounting t o  AS 20 m i l l i o n ( U S $ 1 , 3  
m i l l i o n )  f o r  a  s i n g l e  weekend. Another examp'le: i n  Hungary, s e v e r a l  
hundred thousand f o o t b a l l  pool coupons a r e  so ld  every week. The 
weekly pool  guide "Turf" con ta in ing  compet i to rs '  h i n t s  and a  broad 
v a r i e t y  of f o o t b a l l  s t a t i s t i c s  i s  one of t h e  c o u n t r y ' s  b e s t  s e l l i n g  
weekly papers .  



I n  a  l i k e l y  v i d e o t e x  v e r s i o n  of f o o t b a l l - p o o l ,  p l a y e r s  would p l a c e  
t h e i r  b e t s  i n t o  t h e  v i d e o t e x  system by f i l l i n g  i n  an  a p p r o p r i a t e  
response  f rame.  The access  f e e  f o r  t h e  response  f rame w o u l d b e e q u a l  
t o  t h e  p r i c e  of one f o o t b a l l - p o o l  coupon. Should t h e  p l a y e r  r e q u i r e  
background i n f o r m a t i o n  i n  o r d e r  t o  de te rm ine  t h e  w i s e s t  s e l e c t i o n s ,  
t h e  " e l e c t r o n i c "  ( v ideo tex )  v e r s i o n  of t h e  p o o l ' s  gu ide  cou ld  b e  ac- 
cessed  t o  r e t r i e v e  t h e  necessary  in fo rmat ion ,  such a s  s t a t i s t i c s  o r  
t ime s e r i e s  of  p rev ious  games. Bets cou ld  be p laced  u n t i l  t h e  f i r s t  
f o o t b a l l  match con ta ined  i n  t h e  poo ls  beg ins .  I f  a  p l a y e r  w ins ,  h i s  
p r i z e  cou ld  be t r a n s f e r r e d  t o  h i s  bank accoun t  by t h e  e l e c t r o n i c  fund 
t r a n s f e r  s e r v i c e  of v i d e o t e x .  

The l i s t  of gambling games t h a t  cou ld  be p layed on v i d e o t e x  i s  prac-  
t i c a l l y  e n d l e s s .  Many q u e s t i o n s  remain open,  however, s u c h a s w h e t h -  
e r  o r  n o t  te legamb l ing  i s  d e s i r a b l e  from a s o c i e t a l  v i e w p o i n t .  

L e t  us assume t h a t  i t  i s .  I n  t h i s  c a s e ,  what k i n d  of d a t a  s e c u r i t y  
measures would have t o  be taken i n  o r d e r  t o  a s s u r e  t h a t ,  f o r  example, 
c h i l d r e n  do n o t  g e t  a c c e s s  t o  t h e  sys tem even i f  t hey  shou ld  g e t h o l d -  
of t h e i r  p a r e n t ' s  u s e r  name and password? O r  what shou ld  happen i f  
an  a d u l t  i s  a d d i c t e d  t o  gambling and does n o t  c a r e  whether  he l o s e s  
h i s  monthly s a l a r y  w i t h i n  a  few hours  ... ? 

And l a s t  b u t  n o t  l e a s t ,  t h e r e  i s  a n o t h e r  impor tan t  a s p e c t  of t e l e -  
gaming and te legamb l ing .  The s o c i a l  r o l e  of gaming 'and gambling i s  
n o t  and shou ld  n o t  be p r i m a r i l y  t o  win o r  make money. The more im -  
p o r t a n t  r o l e  of t h e s e  a c t i v i t i e s  i s  t o  b r i n g ' p e o p l e  t o g e t h e r  w h i l e  
e n t e r t a i n i n g  them and the reby  t o  p rov ide  t h e  p r e c o n d i t i o n  f o r  es- 
t a b l i s h i n g  human c o n t a c t s ;  f o r  c r e a t i n g  o p p o r t u n i t i e s  f o r  s e r i o u s  and 
l e s s  s e r i o u s  c h a t s ,  t a l k s ,  and d i s c u s s i o n s ;  f o r  making new f r i e n d -  
s h i p s  and m a i n t a i n i n g  o l d  ones ,  o r  f o r  s imply g e t t i n g  away from t h e  
d a i l y  r u t .  Whether o r  n o t  t h e  i n t e r a c t i v e  c a p a b i l i t y  of v i d e o t e x  i s  
adequate  f o r  t h e s e  purposes has  y e t  t o  be proved.  

4 .  TELESOFTWARE 

E x t e r n a l  computers a r e  e x t e n s i o n s  of b a s i c  v i d e o t e x  a t  t h e  i n f o r -  
ma t ion  p r o v i d e r s '  end.  I t  i s  a l s o  p o s s i b l e  ( t h e  f i r s t  implementat ion 
was A u s t r i a ' s  MUPID-system, c f .  Maurer 1982a and 1982b) t o  ex tend  
v i d e o t e x  a t  t h e  u s e r s '  end by p rov id ing  i n t e l l i g e n t  t e r m i n a l s ,  i . e . ,  
t e r m i n a l s  t h a t  can execu te  s t o r e d  programs. The programs t o  b e  exe- 
cu ted  may have been c r e a t e d  by t h e  u s e r s ,  may have been loaded from 
a l o c a l  e x t e r n a l  s t o r a g e  medium ( l i k e  a  t a p e  deck)  o r  may have been 
loaded from t h e  v i d e o t e x  system. Such s o f t w a r e ,  s t o r e d  i n  t h e  v ideo- 
t e x  sys tem and "downloaded" s i m i l a r  t o  o r d i n a r y  d a t a  b u t  executed i n  
t h e  v i d e o t e x  t e r m i n a l ,  i s  c a l l e d  t e l e s o f t w a r e .  

I t i s  our  c o n t e n t i o n  c h a t  t e l e s o f t w a r e  i s  a v i a b l e  a l t e r n a t i v e  t o  
program s t o r a g e  and d i s t r i b u t i o n  and t h a t  i t  w i l l  have a  major  in-  
f l u e n c e  on t h e  sp read  of v i d e o t e x  p e n e t r a t i o n .  Before  we d i s c u s s  t h e  
t y p i c a l  t e l e s o f t w a r e  t h a t  might  be made a v a i l a b l e  i n  t h e  f u t u r e ,  a  
number of t e c h n i c a l  and economical f a c t s  shou ld  be brought  t o  mind. 

I n t e l l i g e n t  v i d e o t e x  decoders  capab le  of hand l ing  t e l e s o f t w a r e  a r e  
now e n t e r i n g  t h e  market  (Maurer 1982a) f o r  about  US$ 500. Compared 
w i t h  t h e  p r i c e  of o t h e r  e l e c t r o n i c  and media equipment competing f o r  
t h e  same segment of househo lds '  budge ts ,  t h i s  shou ld  be s u f f i c i e n t l y  



low t o  a l l ow s i g n i f i c a n t  market  p e n e t r a t i o n .  I n  a d d i t i o n  t o  t h e  c o s t  
f a c t o r ,  two o t h e r  o b s t a c l e s  have been r e s p o n s i b l e  f o r  t h e  l a c k  of 
d e c i s i v e  p rogress  i n  t h e  a r e a  of t e l e s o f t w a r e .  One i s  t h e  ques t i on  
of programming language: s i n c e  t h e r e  i s  no u n i v e r s a l l y  accep tedp ro -  
g r a m i n g  language f o r  m ic roprocessors ,  seve re  c o m p a t i b i l i t y  problems 
a r i s e .  (Note t h a t  even t h e  use  of a  more o r  l e s s  s t anda rd  language 
such a s  Mini Bas ic  does n o t  r e a l l y  s o l v e  t he  problem, s i n c e  t h e  
non-standard i npu t / ou tpu t  and g raph ics  commands b lock  c ross -mic ro  
c o m p a t i b i l i t y . )  

I t  i s  q u i t e  p o s s i b l e  t h a t  t h e  e x i s t e n c e  of v a r i o u s  " d i a l e c t s "  of a  
p r o g r a m i n g  language w i l l  impose an a d d i t i o n a l  burden on i n t e l l i g e n t  
t e rm ina l s .  I n  t h a t  s e n s e ,  c o u n t r i e s  where v i deo tex  developments a r e  
c o n t r o l l e d  c e n t r a l l y  (such a s  F rance  and A u s t r i a )  a r e  most l i k e l y  t o  
be a b l e  t o  overcome c o m p a t i b i l i t y  problems. 

The second o b s t a c l e  i s  t r ansm iss i on  speed. Due t o  t h e  e s s e n t i a l n e e d  
t o  check f o r  t r ansm iss i on  e r r o r s  when load ing  execu tab le  programs, 
t h e  down-loading of a  s u b s t a n t i a l  programmay r e q u i r e  up t o  t h r e e  
minutes.  A number of techn iques  f o r  reduc ing  t h e  r e q u i r e d  t r a n s -  
m i ss i on  t ime a r e  emerging, t h e  most  noteworthy of which a r e  i d e a s  f o r  
i n i t i a t i n g  program execu t i on  b e f o r e  t h e  program i s  f u l l y  loaded and 
f o r  s e p a r a t i n g t e x t  (such a s  i n  exp lana t i ons  and e r r o r  messages) from 
t h e  program i t s e l f ,  r e t r i e v i n g  i t  from t h e  v i deo tex  system on ly  when 
needed. Thus d e s p i t e  t he  o b s t a c l e s  p resen ted  by t e rm ina l  p r i c e ,  t h e  
need t o  s t a n d a r d i z e  programming languages,  and t h e  need t o  s h o r t e n  
load ing  t imes ,  i t  i s  f o r e s e e a b l e  t h a t  t e l e s o f t w a r e  w i l l  become a  
workable op t i on .  

The appea l  of t e l e s o f t w a r e  and i t s  under l y ing  concept  l i e s  i n  t h e  
f a c t  t h a t  a  u s e r ,  w i thou t  r e q u i r i n g  any e x t e r n a l  s t o r a g e  dev ice  a t  
home ( l i k e l y  t o  develop occas iona l  mechanical  prob lems) ,  never the-  
l e s s  has access  t o  v i r t u a l l y  un l im i ted  random access  s t o r a g e  w2th in  
t h e  v i deo tex  system: u s e r  programs, u s e r  d a t a ,  and programs and d a t a  
from o t h e r  sources  a r e  a l l  a v a i l a b l e  w i t h i n  t h e  system. Indeed,  
v i deo tex  may o f f e r  an  op t ima l  means of d i s t r i b u t i n g  so f tware  t o  t h e  
r e s i d e n t i a l  and sma l l  bus iness  market .  New so f tware  r e l e a s e s  cou ld  
r e p l a c e  o b s o l e t e  ones w i thou t  t h e  u s e r  even n o t i c i n g .  

Many of t h e  game a p p l i c a t i o n s  mentioned i n  Sec t i on  2 under t e l e -  
p lay ing  (on an  e x t e r n a l  computer) could a l s o  app ly  t o  t h e  l o c a l  com- 
p u t e r ,  i . e . ,  t h e  i n t e l l i g e n t  t e rm ina l ,  i f  i t  i s  down-loaded w i t h  t h e  
a p p r o p r i a t e  so f tware .  

Indeed,  t he  i n t e l l i g e n t  t e rm ina l  i s  a  b e t t e r  s o l u t i o n  i n  a  number of 
i n s t a n c e s .  Th is  i s  t r u e  f i r s t  of a l l  of t h e  Penny Arcade v a r i e t y  of 
games of s k i l l ,  which cannot  be r e a l i z e d  w i t h  e x t e r n a l  computers a s  
exp la ined  e a r l i e r .  We b e l i e v e  t h a t  evenmu l t i - pe r son  games of s k i l l  
r e q u i r i n g  h a l f  a  dozen o r  s o  game c o n t r o l s  can be implemented us i ng  
t e l e s o f t w a r e  and have s u b s t a n t i a l  r e l a x a t i o n  and en te r t a i nmen t  v a l u e ,  
something t h a t  has been over looked so f a r .  Secondly,  i t  i s  t r u e  f o r  
t hose  games i n  which one person  p lays  a g a i n s t  the  computer. The 
down-loading of a  chess  program w i t h  i t s  subsequent  execu t ion ,  i n -  
dependent of t he  v i d e o t e x  network i s  more reasonab le  than t y i n g  up 
the  computing power of an e x t e r n a l  computer and r e q u i r i n g  an open 
te lephone l i n e  and p c r t  a l l  t h e  t ime. 



Even games invo lv ing  a  number of people a t  d i f f e r e n t  l o c a t i o n s  can 
o f t e n  be accomplished u s i n g  i n t e l l i g e n t  te rm ina ls  r a t h e r  than an 
e x t e r n a l  computer, even i f  no messaging i s  suppor ted.  

Thus, much of what h a s  been descr ibed  under t e l e p l a y i n g  on e x t e r n a l  
computers a p p l i e s  t o  i n t e l l i g e n t  v i deo tex  t e r m i n a l s ,  a l s o .  

Te lesof tware w i l l  a l s o  i nc l ude  programs f o r  "home economics" such a s  
mortgage and i n s t a l l m e n t  payments, and income t ax  c a l c u l a t i o n s ;  a  
package to  e v a l u a t e  a  p o r t f o l i o  of s t ock ;  o r  a  program s imu la t ing  a  
ve ry  s o p h i s t i c a t e d  desk-top c a l c u l a t o r ;  so f tware  f o r  c r e a t i v e  t asks  
l i k e  composing -music, which can be played us ing  an a t tachment  t o  t he  
i n t e l l i g e n t  t e rm ina l ,  e t c .  

A number of a p p l i c a t i o n s  w i l l  use t h e v i d e o t e x s y s t e m  " i n  t h e  back- 
groundf' i n  an e s s e n t i a l  way: a f t e r  a  p i c t u r e  has been composed a s  
mentioned above i t  might  be s t o r e d  i n  v i d o e t e x  and a r e q u e s t  could 
be s e n t  t o  a  company t o  produce a s l i d e ,  p r i n t ,  o r  p o s t e r  from t h e  
frame depos i ted ;  o r  a f t e r  having e d i t e d  an a d d r e s s - f i l e  i t  might be 
s e n t  o f f  t o  some f i r m  t o  p repare  address l a b e l s ;  o r  a f t e r  having 
ed i t ed  a  l e t t e r  i t  m igh t  be s e n t  o f f  t o  an a p p r o p r i a t e  i n s t i t u t i o n  
t o  p r i n t  i t  and m a i l  i t  t o  t h e  des igna ted  a d d r e s s ( e s ) .  (Th is  pos- 
s i b i l i t y  w i l l  be provided i n  ~ u s t r i a ' s  v ideo tex  by December 82. )  

Assuming t h a t  t h e  i n t e l l i g e n t  te rm ina l  i s  s u f f i c i e n t l y  w e l l  equipped, 
j u s t  about any so f tware  now a v a i l a b l e  f o r  c o m e r c i a l  purposes may be 
made a v a i l a b l e  v i a  v i d e o t e x  a s  t e l eso f twa re .  Even i f  t e rm ina l s  end 
up w i th  a  d i s c  d r i v e  a t t ached  t o  them, t h e  most e l egan t  way t o  re -  
w r i t e  a  f l oppy  d i s c  w i th  a  p i ece  of systems so f tware  may be t o  load 
i t  from v i deo tex  r a t h e r  than copy i t  from a mas te r  d i s k e t t e  (which 
would no longer  be needed) .  

Among t h e  t e l e s o f t w a r e  a v a i l a b l e  on an i n t e l l i g e n t  v i d e o t e x  te rm ina l  
w i l l  be some t h a t  w i l l  make t h e  use  of t h e  v ideo tex  system more con- 
ven ien t .  Typ ica l  p o s s i b i l i t i e s  i nc l ude  sof tware f o r  marking frames 
f o r  convenient  l a t e r  r e c a l l ,  f o r  performing a l phabe t i c  sea rchesbased  
on a  numeric menu-type index,  f o r  automat ic  p o l l i n g  of c e r t a i n f r a m e s  
( e - g . ,  t o  c o l l e c t  s t a t i s t i c a l  d a t a  o r  t o  eva lua te  response f rames) ,  
and, of course,  f o r  e d i t i n g  v i deo tex  pages.  Although i n t e l l i g e n t  
te rm ina ls  w i l l  not  a l low a l l  of t h e  complex p o s s i b i l i t i e s  found i n  
ded ica ted  in fo rmat ion  p rov ider  systems a reasonab le  amount of frame 
p repa ra t i on  and e d i t i n g  w i l l  be p o s s i b l e  as  demonstrated,  f o r  exam- 
p l e ,  by MJPID ( ~ a u r e r  1982a and 1982b). 

I n t e l l i g e n t  te rm ina ls  may a l s o  be programmable by t h e  u s e r .  I n  t h i s  
case  t e l eso f twa re  cou ld  i nc l ude  language systems,  comp i le rs ,  and 
superv iso ry  systems t o  a l low t h e  use r  t o  work w i t h  a  wide cho ice  of 
languages and so f tware  systems.  Again, MUPID i s  an example of t h i s  
concept . 
5 .  TELECOMPUTING 

Looking from t h e  broader  v iewpoin t  of i n fo rmat ion  technology,  t e l e -  
so f tware  i s  merely t h e  t r a n s f e r  of d a t a  f i l e s  con ta in ing  "source" 
o r  "machine" computer programs from a v ideo tex  computer t o  t h e  per- 
sona l  computers of end u s e r s .  I f ,  however, one regards  v i d e o t e x  



technology as the "cheap computer network for the manon thestreet," 
one should also consider other videotex application classes sup- 
porting computation in general. An external computer with a high 
computational capability linked by the "gateway" concept to the 
videotex network could perform time sharing or batch computations 
for users with simple modified TV sets using an extended alphanu- 
merical keypadhoard or for users whose own personal computers are 
connected to the videotex network. In the latter case, only those 
computations that cannot be performed locally would be carried out 
by the external computer by utilizing its bigger core and secondary 
storage capacity. Also in applications requiring some sort of spe- 
cial hardware or output device, based on the resource-sharing prin- 
ciple, external computers with appropriate peripherals would also be 
accessed. For example, a special high quality laser printer could 
be used to print text demanding high quality printing. 

External computers could also be used for storing and maintaining 
"telesoftware". Thus, if one type of personal computer connected to 
the videotex network cannot understand the programming language 
"dialect" of a particular type of telesoftware stored on the system, 
an appropriate "precompiler" run on an external computer could modify 
the telesoftware into the programming language "dialect" requgred. 

The key to the success of telecomputing is user-friendliness. In 
order to reach the mass market in supporting computing and calcu- 
lation the software of the dedicated external computers has to be 
extremely user-friendly. An important step towards improving the 
user-friendliness of computing has been made with the introduction 
of personal computers into the mass market. Slany of the programs 
available on "Apples," "Oranges," and "Grapes" perfectly satisfy the 
above requirement. Before introducing a large computational center 
attached to a videotex network, the lessons learned in the field of 
personal computer applications should be closely looked at and con- 
s idered. 

6. PUBLIC-KEY CRYPTOSY STEMS 

From the technical point of view videotex applications using public- 
key cryptosystems were made possible by the introduction of intel- 
ligent videotex terminals, the use of telesoftware, the videotex 
message sending service, and in some applications the videotex gate- 
way. 

The reason why we are interested in cryptography, and especially 
public-key cryptosystems, is that this technique--if linked to a 
public videotex system equipped with gateway and intelligent video- 
tex decoders--could provide many services that will be needed in a 
future information society. 

The basic--revolutionary--principle and mathematics of public-key 
cryptosystems have described in an extensive way throughout the lit- 
erature (see references at the end of this paper). 

Public-key cryptography is based on Whifield Deffie and Martin 
Helhann's (both from Stanford University) suggestion to break with 
traditional schemes of using tha same encryption/decryption key for 



coding and decoding of s e c r e t m e s s a g e s .  They suggested us i ng  d i f -  
f e r e n t  keys f o r  t h e  encoding and decoding p rocesses ,  so  t h a t  i t w o u l d  
be p o s s i b l e  t o  r e v e a l  t h e  enc ryp t i on  key p u b l i c l y  wh i le  s t i l l k e e p i n g  
t h e  a p p r o p r i a t e  dec r yp t i on  key s e c r e t .  I n  t h i s  way, s e c u r e  one-way 
communication could be e s t a b l i s h e d ,  anyone could c r e a t e  and send a  
s e c r e t  message t o  t h e  owner of t h e  dec ryp t i on  key w i thou t  having t o  
f e a r  t h a t  h i s  message could be dec ryp ted  by anybody e l s e  than  t h e  
owner of t h e  dec ryp t i on  key.  I n  o rder  t o  have two-way (person t o  
person) c o m u n i c a t i o n  each person  p a r t i c i p a t i n g  i n  t h e  publ ic-key 
sys temmus t  possess  and keep h i s  own i n d i v i d u a l ,  s e c r e t  dec r yp t i on  
key wh i le  announcing p u b l i c l y  h i s  enc r yp t i on  key--which i s  t o  beused  
by t h e  r e s t  of the  community when s e c r e t  messages a r e  t o  beadd ressed  
and s e n t  t o  him. The use fu l ness  of l i n k i n g  publ ic-key cryptography 
t o  v i deo tex ,  from t h e  t e c h n i c a l  p o i n t  of v iew,  shou ld  a l r e a d y  be 
obvious:  (1)  t he  enc ryp t i on  keys of u s e r s  f o r  p u b l i c  access  can 
i d e a l l y  pu t  on p u b l i c  v i d e o t e x  in fo rmat ion  frames a s  a  "public-key 
d i rec tory" ,whereas dec ryp t i on  keys have t o  be kep t  s e c r e t l y  a t  t h e  
v i deo tex  u s e r ' s  l o c a t i o n .  (2) The message send ing c a p a b i l i t y  of 
v i deo tex  can be  i d e a l l y  used f o r  send ing t h e  coded messages.  ( 3 )  
The t e l e s o f t w a r e  programs needed f o r  enc r yp t i on  and dec ryp t i on  of 
messages a r e  t o  be s t o r e d  a s  in fo rmat ion  f rames on t h e  v i deo tex  sys-  
tem as  w e l l  and a r e  t o  be downloaded i n t o  t h e  i n t e l l i g e n t  v i d e o t e x  
t e rm ina l  f o r  execu t ion  when messages a r e  t o  be encoded o r  decoded. 
(4 )  C e r t a i n  a d m i n i s t r a t i v e  t ypes  of f u n c t i o n s ,  such a s  a d m i n i s t r a t i o n  
of keys ,  keeping t r a c k  of t r a n s a c t i o n s ,  e t c . ,  can a l s o  be s o l v e d w i t h  
r e l a t i v e  ease  by v i deo tex  networks.  

The f a c t  t h a t  publ ic-key cryptosystems w i th  t h e  nove l  p rope r t y  of 
p u b l i c l y  r z vea l i ng  an enc ryp t i on  key--in our  case  on videotex--do 
no t  thereby r e v e a l  t h e  cor responding dec ryp t i on  key has some im-  
p o r t a n t  consequences: 

(1) Cour ie rs  o r  o t h e r  secu re  means a r e  no t  needed t o  t r ansm i t  keys ,  
s i n c e  a  message can be encrypted us i ng  an enc ryp t ion  key - -ear l i e r  
p u b l i c l y  r evea led  by t he  in tended r e c i p i e n t .  Only he can dec ipher  
t h e  message, s i n c e  on ly  he knows t h e  cor responding dec ryp t i on  key.  

Because of t h i s ,  f o r  t he  d i s t r i b u t i o n  of enc r yp t i onkeys  an l ' i n secu re "  
channel ,  such a s  a  v i deo tex  da tabase  ( t h e  "publ ic-key d i r e c t o r y " ) ,  
i s  i d e a l .  Nonethe less,  p r i vacy  of messages can s t i l l  be guaranteed 
s i n c e  a  p o t e n t i a l  "w i re tapper"  who g e t s  ho ld  of t h e  t r ansm i t t ed  
encrypted message s e e s  on ly  "garbage" ( t h e  c i p h e r t e x t )  which makes 
no sense  t o  him s i n c e  he does n o t  know how t o  dec ryp t  i t .  

(2) A s  a  s p e c i a l  use  of publ ic-key sys tems,  a  message .can be"s ignedW 
us ing  t h e  p r i v a t e l y  he ld  dec r yp t i on  key.  Anyone can v e r i f y  t h i s  
s i g n a t u r e  us i ng  t h e  cor responding p u b l i c l y  revea led  enc ryp t ion  key 
i n  t h e  "publ ic-key d i r ec to r y "  of v i deo tex .  S i gna tu res  cannot be 
fo rged ,  and a  s i g n e r  cannot l a t e r  deny t h e  v a l i d i t y  of h i s s i g n a t u r e .  
Th is  has obvious a p p l i c a t i o n s  such a s  i n " e l e c t r o n i c m a i l l ' ,  " e l e c t r o n i c  
funds t r ans£  e r " ,  " e l e c t r o n i c  vo t ing" ,  o r  " e l e c t r o n i c  con t rac t s " .  

I f  e l e c t r o n i c  message send ing and t r a n s a c t i o n  systems based onv ideo-  
t e x  a r e  p a r t l y  t o  r e p l a c e  t h e  e x i s t i n g  paper  m a i l  and o t h e r  t r a n s -  
a c t i o n  sys tems,  "s ign ing"  and e l e c t r o n i c  message i s  fundamental  and 
must be  p o s s i b l e .  



An e l e c t r o n i c  s i g n a t u r e  must be message-dependent, a s  w e l l a s  s i gne r -  
dependent.  Otherwise t h e  r e c i p i e n t  could modi fy t h e  message b e f o r e  
showing t h e  message-s ignature  p a i r  t o  a  judge.  O r  he cou ld  a t t a c h  
t h e  s i g n a t u r e  t o  anymessage  whatsoever ,  s i n c e  i t  i s  imposs ib le  t o  
d e t e c t  e l e c t r o n i c  " c u t t i n g  and pas t ing" .  

These cond i t i ons  can be  f u l f i l l e d  by a  p u b l i c  key cryptosystem.  When 
sending a  s igned  message t h e  sender  uses  h i s  own dec ryp t i on  key 
(on ly  known t o  him) t o  "compute" h i s  "s igna tu re " .  Th is  i s  no th ing  
more than  us i ng  h i s  dec r yp t i on  key now a s  an enc ryp t i on  key f o r  t h e  
message t o  be s igned .  Th is  coded message can be "decrypted" by t h e  
r e c i p i e n t  by us i ng  as  dec ryp t i on  key t h e  publ ic-key of t h e  sender  
found i n  t h e  "publ ic-key d i r e c t o r y "  of t h e  v i deo tex  system, which i s  
moreover--as we have seen  above--also used when encoded messages a r e  
s e n t  t o  him. I f  t h e  decoded message i s  m e a n i n g f u 1 , t h e n t h e r e c i p i e n t  
of t he  message bas t h e  proof t h a t  i t  o r i g i n a t e d  from t h e  sende r .  

"Signed" messages can obv ious ly  a l s o  be s e n t  " s e c r e t l y "  from sender  
t o  r e c i p i e n t ,  i f  t h e  sender  encodes h i s  "s igned" message ( t h r o u g h h i s  
own dec ryp t i on  key) accord ing t o  t h e  p u b l i c  key of t h e  r e c i p i e n t  
looked up i n  t h e  y i d e o t e x  "publ ic-key d i r e c t o r y " .  Such a  message 
t r a n s m i t t e d  by t h e  message send ing s e r v i c e  of v i deo tex  can  a s  wehave 
seen  above on ly  be decoded by t h e  addressee .  

To enable  publ ic-key systems t o  be used f o r  s i g n a t u r e ,  i t  has t o  be 
ensured t h a t  t he  enc ryp t i on /dec ryp t i on  key p a i r s  used a l low subse- 
quent  coding and encoding (o r  v i c e  ve r sa )  of each message w i thou t  
changing t h e  o r i g i n a l  con tex t  of t h e  message. According t o  t he  l i t -  
e r a t u r e  r e f e r r e d  t o  a t  t h e  end of t h i s  paper ,  such key p a i r s  e x i s t  
i n  p r i n c i p l e  and can be c r e a t e d  by u s i n g  v a r i o u s  techn iques .  

We b e l i e v e  publ ic-key cryptosystems can be wide ly  used i n  v i deo tex  
networks f o r  a  number of nove l  a p p l i c a t i o n s ;  i n  what fo l l ows  we on l y  
ment ion a  few of them. 

(1)  "Value added" message s e r v i c e  and t r a n s a c t i o n  s e r v i c e  

A s  an example, t o  b i l l  a  customer f o r  goods he ordered-- in a  way t h a t  
would be accep tab le  t o  a  court--could no t  be done by a  v i deo tex  sys-  
tem equipped w i th  s t anda rd  message send ing c a p a b i l i t y ,  because ( t o  
l i s t  a  few, but  no t  a l l  arguments) :  

- -- t h e r e  would be no gua ran tee  t h a t  t h e  message ( t h e  b i l l  i n  t h e  

above case)  had been t r ansm i t t ed  through t h e  v i deo tex  network 
w i thou t  d i s t o r t i o n  -- t h e r e  would be no r e a l  proof  of t h e  o r i g i n a t o r  of t h e  message 

(b i 11) 
-- t h e r e  would be no r e a l  guaran tee  t h a t  themessagewas n o t  changed 

( d e l e t e d ,  added, e t c . )  by a  t h i r d  p a r t y  -- t h e r e  i s  no proof t h a t  t h e  message was r e a l l y  r ece i ved  by re-  
c i p i e n t  (customer)  who was addressed (acknowledgment) -- t h e r e  would be no " t rack "  ( record )  i n  t h e  system t h a t  t h e  mes- 

sage ,  i n  our case  b i l l ,  was s e n t  from t h e  department s t o r e  t o  
t h e  customer -- i t  would be p o s s i b l e  t o  s t o r e  cop ies  of t h e  b i l l  bo th  a t  t h e  
department s t o r e ' s  computer and t h e  u s e r ' s  s i t e  i n  a  " l owcou r t  
ready" format and manner,  which would be adequate  f o r  docu- 
menta t ion  s t o r a g e  and r e t r i e v a l  



-- t h e r e  would be no g u a r a g t e e  t h a t  t h e  b i l l  would n o t  be r e a d b y  

someone who was n o t  supposed t o  s e e  i t .  

With a  publ ic-key cryptosystern a p p l i e d  t o  t h e  na t ionw ide  v i d e o t e x  
network,  t h a t  we a r e  p ropos ing ,  a l l  t h e s e  c o n d i t i o n s  cou ld  be e a s i l y  
f u l f i l l e d ,  and through t h i s  much of t h e  r o l e  of paper  i n  t h e  p r e s e n t  
s o c i e t y  cou ld  be t r a n s f e r r e d  t o  an e l e c t r o n i c  v i d e o t e x  based medium. 

( 2 )  Teledernocracy, e l e c t r o n i c  v o t i n g  

Teledemocracy and p o l i t i c a l  power e x e r c i s e d  through computers and 
computer networks a r e  t h e  f e a r s  most o f t e n  h e a r d ,  e x p r e s s e d ,  a n d r e a d  
i n  t h e  l i t e r a t u r e .  T e c h n i c a l l y  i t  i s  e a s i l y  f e a s i b l e  t o  b u i l d ,  f o r  
example, a  nat ionwide " p o l i t i c a l  forum" through v i d e o t e x  whereevery-  
body could exp ress  p u b l i c l y  h i s  own views w i thou t  t h e  f e a r  of be ing  
found o u t  i n  a  r e a s o n a b l e  t ime.  Fur thermore i t  would a l s o  be tech- 
n i c a l l y  f e a s i b l e  t o  d e s i g n  and implement a  sys tem where c i t i z e n s  
could denounce each o t h e r  t o  a  s p e c i a l  a u t h o r i t y  w i t h o u t  t h e  f e a r  
t h a t  any o t h e r  c i t i z e n  may "wiretap" o r  d e t e c t  i t .  (We l e a v e  t h e  
judgment of t h e  n e c e s s i t y  f o r  such systems t o  r e a d e r s  ....) O r  i n  
a n o t h e r  a p p l i c a t i o n  members of groups o r  p a r t i e s  cou ld  p r o v i d e  s t a t e -  
ment forums f o r  themselves w i t h  t h e  s e c u r i t y  t h a t  non-members of t h e  
community cou ld  n o t  "w i re tap"  t h e  communication. 

D i r e c t  v o t i n g  by c i t i zens - -ano the r  much d i s c u s s e d  and c o n t r o v e r s i a l  
topic--could a l s o  be e a s i l y  implemented through 'an a p p r o p r i a t e  pub l ic -  
key cryptosys tem based on v i d e o t e x .  By t h i s  manner c i t i z e n s  w i t h  
v o t i n g  r ights--2nd on ly  those--could v o t e  a lmost  i n s t a n t a n e o u s l y  on 
any m a t t e r  t h a t  2 r o s e ,  cou ld  send t h e i r  v o t e s  s a f e l y  t o  a  c e n t r a l  
v o t i n g  r e g i s t e r  w i thou t  having t o  f e a r  t h a t  t h e i r  v o t e s  cou ld  be 
"seen" by t h o s e  who a r e  n o t  supposed t o .  On t h e  o t h e r  s i d e ,  t h e  
"vo t ing  a u t h o r i t i e s "  cou ld  be s u r e ,  t h a t  a l l  v o t e r s  o n l y  v o t e  once,  
t h e  a u t h o r i t y  of t h e  v o t e r s  i s  p e r f e c t l y  s e c u r e d ,  and a  g u a r a n t e e  
c o u l d ' b e  prov ided t h a t  t h e  v o t e  was n o t  a l t e r e d  by a  t h i r d  p a r t y .  
Fur thermore- -a f te r  c l o s i n g  t h e  vo t ing - - f i na l  r e s u l t s  cou ld  b e  pro- 
duced almost  i n s t a n t a n e o u s l y  and put  on d i s p l a y  t o  t h e  p u b l i c ,  e . g . ,  
t o  be fo l lowed soon by a  f u l l  a n a l y s i s  of t h e  r e s u l t s  ( e . g . ,  v o t i n g  
d i s t r i b u t i o n  by age ,  s e x ,  occupa t ion ,  geograph ica l  l o c a t i o n ) .  

( 3 )  Network sw i t ch ing  

According t o  Gordon B .  Thompson, one of t h e m o s t  impor tan t  a p p l i c a t i o n s  
of publ ic-key systems i s  communication s w i t c h i n g .  I n  t h i s  s e n s e ,  in -  
fo rmat ion  i s  p u t  i n  a  "shared in fo rmat ion  spaceu--such a s  a  c a b l e , o r  
i n  t h e  case  of v i d e o t e x  on i n f o r m a t i o n  f rames a c c e s s i b l e  f o r a l l u s e r s .  

Using a  publ ic-key sys tem,  however, i t  can be c o n t r o l l e d - - i . e . ,  
"switchedff-- to dec ide  who shou ld  be a b l e  t o  r e c e i v e  t h e  i n f o r m a t i o n  
and who n o t .  Using t h e s e  techn iques  t h e  concept  of C l o s e d u s e r  Groups 
can be implemented i n  a  nove l  way--e.g., a l l  "dog love rs ' '  would g e t  
t h e  v e r y  same e n c ~ y p t i o n - - d e c r y p t i o n  keys .  Obviously i n d i v i d u a l  com- 
mun ica t ion  i s  a l s o  p o s s i b l e  u s i n g  t h i s  techn ique :  i n  t h i s  c a s e e v e r y -  
body must  r e c e i v e  h i s  own d e c r y p t i o n  key and a l l  e n c r y p t i o n  keysmus t  
be p u b l i c l y  announced. 

We must  p o i n t  o u t  t h a t  t h e r e  i s  b a s i c  d i f f e r e n c e  between t h i s  con- 
c e p t  and t h e  s t a n d a r d  v i d e o t e x m e s s a g e  send ing mechanism, which i s  



based on t he  mai lbox p r i n c i p l e  where a l l  u s e r s  have t h e i r  own mai l -  
boxes,  where messages des igna ted  t o  them a r e  s e n t  t o ,  and where t h e  
messages have t o  be taken  from by t h e  r e c i p i e n t .  Here,  i n s t e a d  of 
us ing mai lboxes a l l  messages a r e  put  on a  common ' h e s s a g e  board".  
However, s i n c e  t h e  messages a r e  encoded by t h e  ~ u b l i c - k e y  sys tems,  
a l though  a l l  encoded messages s r e  a c c e s s i b l e  t o  every  one i n  p r in -  
c i p l e ,  they  can on ly  be decrypted and unders tood by the'owner of t h e  
dec ryp t i on  key.  The advantage of t h i s  techn ique  i s  obvious f o r  a l l  
"mul t iaddressee"  messages (group messages) ,  which have t o  be s t o r e d  
on ly  once.  I f  "mailboxes" a r e  used any group message has  t o  be put  
i n  each of t h e  group member ' s mai lboxes . 
As can be seen from t h e  above examples, we b e l i e v e  t h a t  publ ic-key 
cryptosystems would enable  many of t h e  p r e s e n t  "ground r u l e s "  of our  
s o c i e t y  on how t o  c r e a t e ,  hand le ,  t r ansm i t  and s t o r e  documents, mes- 
sages ,  c o n t r a c t s ,  e t c .  t o  be t r a n s f e r r e d  f rom t h e  "medium" paper t o  
an a p p r o p r i a t e ,  new e l e c t r o n i c  medium based on v i deo tex .  I n  a d d i t i o n ,  
i t  would most l i k e l y  p rov ide  a  new b a s i s  f o r  t h e  c r e a t i o n  and ad- 
d i t i o n  of new "ground m l e s "  never  exe rc i sed  b e f o r e .  

CONCLUSION 

I n  t h i s  p a i e r  we have argued t h a t  f u t u r e  v i deo tex  systems w i l l  d i f f e r  
s i g n i f i c a n t l y  from t h e  o r i g i n a l  numeric menu-driven in fo rmat ion  re-  
t r i e v a l  and response-page-only systems. They w i l l  i n c l ude  much loca l  
p rocess ing  due t o  t h e  u s e  of i n t e l l i g e n t  t e rm ina l s  such as  MLTPID. 

Those a d d i t i o n a l  f a c i l i t i e s  w i l l  n o t  on ly  p rov ide  some of t h e  s tan -  
dard  s e r v i c e s  o f t e n  mentioned i n  t he  l i t e r a t u r e  ( l i k e  d i r e c t  booking,  
money t r a n s f e r  and enhanced g raph ics )  bu t  w i l l  a l s o  p rov ide  a  spec- 
trum of o t h e r  p o s s i b i l i t i e s  which has n o t  rece ived  much a t t e n t i o n .  
P a r t i c u l a r  a reas  we have focused on a r e  t h e  a r e a s  of t e l e p l a y i n g ,  
t e l e s o f t w a r e ,  te lecomput ing,  and use  of publ ic-key c ryp tosys tems,  a l l  
of which we b e l i e v e  w i l l  have a  s u b s t a n t i a l  impact  bo th  concerning 
p e n e t r a t i o n  and s o c i e t a l  impact of v i deo tex .  

We have n o t  cons ide red  i n  depth  t h e  l e g a l  problems t h a t  may a r i s ' e i n  
connect ion w i th  some of t h e  more unorthod0.x a p p l i c a t i o n s :  some of 
t h e  mu l t i -pe rson  te legames invo lv ing  t he  p o s s i b i l i t y o f w i n n i . n g p r i z e s  
may c o n f l i c t  w i th  games-of-luck laws i n  some c o u n t r i e s  and t h e r e m i g h t  
be numerous l e g a l  problems around te legambl ing;  t h e  message send ing 
aspec t  emerging i n  many s i t u a t i o n s  may v i o l a t e  some pos ta l - l aws ,  e t c .  
Concerning such p o t e n t i a l  l e g a l  r e s t r i c t i o n s  we cons ide r  i t  n a t u r a l  
t h a t ,  v i deo tex  be ing a  new and un fo reseen  development,  a  number of 
laws may have t o  be modi f ied  t o  permit  ~ e a s o n a b l e  and u s e f u l  app l i -  
c a t i o n s  of ~ i d e o t e x .  
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