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Abstract

In 2000, the Signaling Transport (SIGTRAN) working group of the IETF defined the
Stream Control Transmission Protocol (SCTP) as a new transport protocol. SCTP is a
new multi-purpose reliable transport protocol. Due to its various features and easy exten-
sibility it is a valid option not only for already standardised applications but also in many
new application scenarios. SCTP has several advantages over TCP and UDP.

The analysis of already standardised as well as potential SCTP application scenarios
clearly indicates that secure end-to-end transport is one of the crucial requirements for
SCTP in the future. Up to now there exist two standardised SCTP security solutions which
are called TLS over SCTRJ] and SCTP over IPSed ).

The goal of this thesis was to evaluate existing SCTP security solutions and find an
optimised and efficient security solution. Several drawbacks of the standardised SCTP se-
curity solutions identified during the analysis are mainly related to features distinguishing
SCTP from TCP and UDP. To avoid these drawbacks a new security solution for SCTP,
called Secure SCTP (S-SCTP), is proposed which integrates the cryptographic functions
into SCTP.

One main requirement was that S-SCTP should be fully compatible with standard
SCTP while additionally providing strong security i.e. data confidentiality, integrity and
authentication. This also means that all features, options and extensions available for
standard SCTP have to be supported. Furthermore, S-SCTP should have advantages with
respect to performance over all parameter ranges of SCTP and be user-friendly.

To specify the S-SCTP protocol extension several new control messages and new mes-
sage parameters have been defined. Furthermore, procedures for initialisation, rekeying,
and termination of secure sessions have been specified and modelled in SDL.

Based on an SCTP implementation available in our group and an open source imple-
mentation of TLS, TLS over SCTP and S-SCTP have been implemented. These imple-
mentations as well as an SCTP over IPSec configuration were used to do comparative
performance studies in a lab testbed.

These experiments show that the S-SCTP concept achieves its design goals. It supports
all features and current extensions of SCTP. Furthermore, it avoids the inefficiencies of the
other solutions over a wide range of application scenarios and protocol parameter settings.

Keywords: SCTP, Transport Protocol, Security, TLS, IPSec, Performance Evaluation
Schlagworte: SCTP, Transportprotokoll, Sicherheit, TLS, IPSec, Leistungsbewertung
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Chapter 1

Summary

Nowadays the Internet is developing rapidly and every day brings new versatile applica-
tions, which are strongly requiring a reliable and secure transport over the Internet (e.qg.
e-commerce, realtime delivery...). Until 2000 there were only two transport protocols:
User Datagram Protocol (UDP) for unreliable transport and Transmission Control Proto-
col (TCP) for reliable transport. These both transport protocols still play the most impor-
tant roles in the Internet, but both protocols have been defined two decades ago and now
in some situations they are not sufficient for the application’s requirements.

In 2000, the Signaling Transport (SIGTRAN) working group of the Internet Engineer-
ing Task Force (IETF) defined a new transport protocol which was named Stream Control
Transmission Protocol (SCTP). SCTP is a new multi-purpose reliable transport protocol
which due to its various features and easy extensibility is a valid option not only for al-
ready standardised applications but also in many new application scenarios. SCTP has
several advantages over TCP and UDP.

SCTP is a relatively new protocol and, therefore, today only a few applications exist.
But the analysis of already standardised as well as potential application scenarios clearly
indicates that secure end-to-end transport is one of the crucial requirements for SCTP in
the future. Up to now there exist two standardised SCTP security solutions which are
called TLS over SCTPJ7] and SCTP over IPSed §].

The goal of this thesis was to evaluate existing SCTP security solutions and find an
optimised and efficient security solution for the protocol. During the analysis of the stan-
dardised SCTP security solutions | discovered several drawbacks. These drawbacks are
mainly related to SCTP features which are distinguishing SCTP from TCP and UDP and
are, therefore, not fully supported by the solutions defined for the latter two protocols.

To avoid these drawbacks | propose a new security solution for SCTP, called Secure
SCTP (S-SCTP), which integrates the crypto functions into SCTP.



One main requirement was that S-SCTP should be fully compatible with standard
SCTP while additionally providing strong security i.e. data confidentiality, integrity and
authentication. This also means that all features, options and extensions available for
standard SCTP have to be supported. Furthermore, S-SCTP should have advantages with
respect to performance over all parameter ranges of SCTP and be user-friendly.

In order to achieve these goals | completely defined the S-SCTP protocol extension in-
cluding a message syntax, functions and procedures and modeled it in SDL (Specification
and Description Language).

S-SCTP procedures include initialisation, rekeying, and termination of secure sessions.
Several newly defined messages such as Secure Session Open Request, Secure Session
Close, etc. are used to perform these procedures. Additionally, several new parameters for
the messages had to be defined.

Our group had already developed prototype implementations of SCTP and a socket
API in cooperation with an industry partner. Based on this implementation and an open
source implementation of TLS, | implemented TLS over SCTP and S-SCTP. In a lab
testbed, I did several experiments comparing S-SCTP with the existing security solutions.

These experiments show that the S-SCTP concept achieves its design goals. It supports
all features and current extensions of SCTP and, furthermore, avoids the inefficiencies of
the other solutions over the complete set of application scenarios and protocol parameter
settings.

1.1 Organisation of the thesis
The thesis consists of seven chapters which are organised as follows:

e Chapter 1: This chapter gives a brief overview of the thesis.

e Chapter 2: This chapter gives an overview of SCTP, already existing SCTP appli-
cation scenarios and their respective security requirements.

e Chapter 3. This chapter introduces SCTP and its features and extensions in detail.
It also includes a comparison between SCTP, TCP and UDP. In this chapter, also the
relevant security protocols TLS and IPsec are introduced.

e Chapter 4. This chapter provides an overview of the two already standardised SCTP
security solutions which are called TLS over SCTP and SCTP over IPsec.

e Chapter 5. This chapter presents the new SCTP security solution named Secure
SCTP (S-SCTP) which | designed based on the results obtained in chapter 4. This



chapter contains the concept, the design goals and procedures (e.g. initialisation,
deletion and rekying of a secure session) of S-SCTP. All S-SCTP procedures are
specified in detail in a SDL model also described in this section. In addition, required
new control and data chunks are described giving their specific data structures and
parameters.

Chapter 6. This chapter describes the test setup for the SCTP security solutions
and the results of the experiments, which | did for all three SCTP security solutions.
It also describes the setup of the lab testbed which was used in the experiments for
each security solution.

Chapter 7. This chapter summarizes the main points and results of this thesis and
indicates possible future work areas.

Appendix A. Contains the SDL model of S-SCTP with detailed descriptions.

Appendix B. Contains the detailed technical specification of S-SCTP.



Chapter 2

Introduction

2.1 History and overview of SCTP

Both UDP and TCP transport user data over IP. However, there are differences between
the two: UDP is an unreliable transport protocol and TCP is a reliable transport protocol;
UDP is suitable for multicasting and broadcasting, but TCP provides a unicast service and
is unable to provide a multicast/broadcast service.

These protocols have been defined over the past 4 decades, starting in the late 1960s as
a government financed research project into packet switching networks, and evolving into
the most widely used form of networking today. (See Lyrn@# for a historical perspec-
tive on the development of the TCP/IP protocol suite). However, specific new applications
continue to emerge, for which neither UDP nor TCP are suitable transport protocols. A
new transport protocol is required to support these new applications. The Stream Control
Transmission Protocol (SCTP) was developed in response to those requirements, which
will be described in detail later.

Originally, SCTP was designed to transport telephony signalling messages over the
Internet. Telephony signalling has very strict timing and reliability requirements, often
subject to government regulations. The Signalling Transport (SIGTRAN) group of the
Internet Engineering Task Force (IETF) defined the Stream Control Transmission Protocol
in RFC 2960 in October 2000°§].

The RFC2960 is not the final version of SCTP and at the time of writing, the Trans-
port Area working group (TSVWG) of IETF is currently working on SCTP and defining
new changes and extensions. The new changes or new future specifications are defined
in internet draft Y2]. The internet draft is renewed when new changes are created. The
TSVWG also defined two new extensions which are named SCTP Partial Reliability Ex-
tension 3] and Stream Control Transmission Protocol (SCTP) Dynamic Address Recon-



figuration [74]. These are described in the next chapter.

SCTP [/5] is a general purpose, end-to-end, connection-oriented protocol that trans-
ports data in independent sequenced streams, over IP. It has several advantages over UDP
and TCP. SCTP combines the message orientation of UDP with the sequencing and relia-
bility of TCP. Due to the message orientation, SCTP applications do not have to perform
record marking. The conservation of message boundaries (message delineation) is per-
formed by SCTP. This is known as conservation of message boundaries. This is unlike
TCP, which transmits a sequence of data bytes, ordered, but with no conservation of block
boundaries. SCTP explicitly supports multi-homed endpoints, i.e. endpoints with more
than one IP addres43]. SCTP supports multiple IP addresses to use redundant paths.
When the primary path is unreachable then the redundant path is used to transport mes-
sages. This increases the reliability of the communication of two associated endpoints,
which in TCP is not possible.

SCTP provides the users with flexible methods of data delivery, whereby they can re-
quest messages to be delivered by an ordered or unordered service. Several independent
message streams may be multiplexed into a single connection, and received without inter-
ference from other streams. When a message is blocked, messages of other streams are
unaffected. This procedure avoids head-of-line blocking.

Some attacks feasible for TCP also can happen in SCTP, for example man-in-the-
middle attacks, but SCTP has some security advantages over TCP. For example, it avoids
blind denial of service attacks. The SCTP association initialisation uses a four way hand-
shake, which reduces the risk of blind attacks and IP spoofing.

Due to these features, SCTP is a more versatile transport protocol than TCP. SCTP can-
not, however, provide data confidentially and authentication. If a user or application wants
to use data confidentially and requires authentication, then they have to combine SCTP
with security protocols such as Transport Layer Security (TLS) and Internet Protocol Se-
curity (IPsec). The combinations of SCTP with TLS and IPsec are already standardised.
These are described in chapter

2.2 SCTP application scenarios and their security require-
ments

Because SCTP is a relatively new protocol, there are, at the time of writing, not many
widely used applications which use SCTP or which are standardised for use with SCTP.
However, the already existing standardised and possible future applications of SCTP clearly
motivate the need for secured end-to-end transport solutions for SCTP. In this section, we
describe some of the major SCTP applications and comment on their security require-



ments.

2.2.1 Signalling Transport over SCTP

The Common Channel Signalling System Number 7 (S8%]) [is the protocol archi-
tecture defined by CCITT (ITU-T) for inter-exchange signalling in ISDN networks. In
the past, in-band signalling techniques were used on inter-exchange trunk lines. This
method uses the same physical path for both the call-control signalling and the actual con-
nected call. However, it is inflexible, and so, out-of-band or common-channel signalling
techniques were developed. A common-channel signalling network carries the user data
(voice/data) and the call control traffic on different channels. Today, however, SS7 is com-
monly used not only for ISDN call control, but also to support remote system management,
mobility management for GSM networks and Intelligent Network (IN) functionality. Fig-
ure2.1shows a simple example for the architecture of an SS7 network (details about SS7
can be found in§7])

—— — 887 Links

SCP - Service Control Point
SSP — Service Switching Point

STP - Signal Transfer Point

SCP

SCP

Figure 2.1: Simple SS7 network

The signalling points shown in figu1 have following functionalities:

e SSP: Service Switching Points are switches that originate, terminate, or tandem
calls. Typically, ISDN switches provide the SSP functionality.

e STP: Signal Transfer Points route signalling messages from one signalling link to
another. STPs do not handle any calls, they just relay signalling messages.

e SCP: Service Control Points implement services that affect the recording, process-
ing, transmission, or interpretation of data. SCPs typically offer functions for the



Intelligent Network (IN), e.g. 0800-services, or provide mobility support for a GSM
network.

The SS7 protocol stack consists of seveaattsand figure2.2 shows its structure in rela-
tionship to the OSI layers.
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| | O —
¥
Presentation
H ISUP H TUP o
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Transport
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Figure 2.2: SS7 structure

MTP-1: Message Transfer Part Level 1 (MTP-1) is equivalent to the OSI Physical Layer
and it defines the physical, electrical, and functional characteristics of the digital
signalling link. Physical interfaces defined include E-1 (2048 kb/s; 32 64 kb/s chan-
nels), DS-1 (1544 kb/s; 24 64 kp/s channels), V.35 (64 kb/s), DS-0 (64 kb/s), and
DS-0A (56 kb/s).

MTP-2: Message Transfer Part Level 2 (MTP-2) is a bit-oriented link layer protocol
which together with MTP-1 provides reliable transfer of signalling messages be-
tween two directly connected Signalling Points. MTP-2 has the following function-
alities: signal unit delimination/alignment, error detection/correction, signaling link
initial alignment, signaling link error monitoring and flow control.

MTP-3: Message Transfer Part Level 3 (MTP-3) provides functions related to message
routing (simple connectionless service) between Signalling Points and network man-
agement in the SS7 network. Every message includes routing information and MTP-
3 decides upon which link to route the message. The signaling network management



functions are divided into the following three categories:

¢ Signalling link management
¢ Signalling route management
¢ Signalling traffic management
SCCP: The Signalling Connection Control Part (SCCP) enhances MTP-3 and provides
e.g connection oriented services. The users are Transaction Capabilities Application

Part (TCAP) or ISDN User Part (ISUP). SCCP provides the following five classes
of service:

e Class 0 Basic connectionless

Class 1 Sequenced connectionless

Class 2 Basic connection oriented

Class 3 Flow control connection oriented

Class 4 Error recovery and flow control connection oriented

Today’s networks mainly use services of the classes 0 and 1, while the other classes
(2, 3 and 4) are not used in today’s networks. For example, the SCCP class 0 service
provides the transport of TCAP messages.

ASP: The Application Service Part transfers messages between TCAP and SCCP. Until
now, ASP functionality is not required in the SS7 network as TCAP uses SCCP

directly.

TCAP: Transaction Capabilities Application Part (TCAP) enables the deployment of ad-
vanced intelligent network services by supporting non-circuit related information
exchange between signalling points using the SCCP connectionless service. TCAP
enables communication between end users.

ISUP: The ISDN User Part (ISUP) defines the protocols and procedures used to setup,
manage and release trunk circuits that carry voice and data calls over the public
switched telephone network (PSTN). ISUP is used for both ISDN and non-ISDN
calls. Calls that originate and terminate at the same switch do not use ISUP sig-
nalling. ISDN User Part messages are carried on the signalling link by means of
signal units.



TUP: The Telephone User Part (TUP) can be used for non-ISDN telephone signalling.
Difference between TUP and ISDN are the message types and parameters. Other-
wise TUP is compatible with the ISUP.

SS7 over IP

In the future, telephone companies might offload voice calls from public switched tele-
phone networks (PSTNSs) to voice-over-IP (MolP) networks because it is more cost effi-
cient to carry voice traffic over IP networks than over circuit-switched networks. Also,
IP telephony networks are expected to enable innovative multimedia services while work-
ing seamlessly with legacy telephone networks. For this purpose, the SIGTRAN work-
ing group of the Internet Engineering Task Force (IETF) is working on the transport of
PSTN signalling over IP networks. The SIGTRAN working group defined the Stream
Control Transmission Protocol (SCTP)H, which is dedicated to transporting telephone
signalling over IP based networks. Other SIGTRAN protocols are designed to carry sig-

nalling messages for telephony services. Figlfieshows a VoIP network structure inter-
networking with a classical ISDN network.

_ _ Media Gateway
- STP | Signaling Gateway w Controller
E’ ' -

' STP [ Signaling Gateway E
Media Gateway
Controller

I Media Gateway
|
|

Media Gateway

ISDN Network IP Network

Figure 2.3: Internetworking structure of SS7 and IP network

The following functional elements are used in such a scenario:

Media Gateway: A Media Gateway (MG) terminates voice calls on inter-switch trunks
from the PSTN, compresses and packetises the voice data, and delivers compressed
voice packets to the IP network. For voice calls originating in an IP network, the
media gateway performs the inverse functions.
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Media Gateway Controller: A Media Gateway Controller (MGC) handles the registration
and management of resources at the MGs. A MGC exchanges ISUP messages with
central office switches via a Signaling Gateway.

Signalling Gateway: A Signalling Gateway (SG) provides transparent interworking of
signalling between circuit switched and IP networks. The SG may terminate SS7
signalling or translate and relay messages over an IP network to a MGC or another
SG. Because of their critical role in integrated voice networks, SGs are often de-
ployed in groups of two or more to ensure high availability.

All three gateways may be separate physical devices or integrated in any combination.
The SIGTRAN working group defined MTP-2 User Adaptation Layer (M2U49] [

MTP-3 User Adaptation Layer (M3UAY[L] and SCCP User Adaptation Layer (SUAY]

to transport the SS7 messages over IP networks. Fjdrehows one example usage of

SIGTRAN protocols.

—————————————————————————————————————————————————————————————————————————————————————————

Signaling Signaling Media
Endpoint | | Gateway . | Gateway
L Controller

ISUP | | | [ Internetworking [ 1sup

MTP3 | | [ MTP3 [ M3UA | | ' | M3UA

MTP2 | | | | MTP2 | SCTP | | | [ scTP

L1 k== L1 P k= Ip

Figure 2.4: MTP3-User adaptation layer

The SIGTRAN protocols specify the means by which SS7 messages can be reliably
transported over IP networks. The architecture identifies two components: a common
transport protocol for the SS7 protocol layer being carried and an adaptation module to
emulate lower layers of the protocol. For example, if the native protocol is MTP (Message
Transfer Part) Level 3, the SIGTRAN protocols provide the equivalent functionality of
MTP Level 2. If the native protocol is ISUP or SCCP, the SIGTRAN protocols provide the
same functionality as MTP Levels 2 and 3. If the native protocol is TCAP, the SIGTRAN
protocols provide the functionality of SCCP (connectionless classes) and MTP Levels 2
and 3. SIGTRAN protocols provide all functionality to support SS7 signalling over IP
networks.
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Security considerations

SS7 networks and their security rely strongly on the fact that access for end-users is not
possible and that they operate within a closed, monitored and strongly regulated environ-
ment. These networks must adhere to national and international standards. SS7 transport
over IP networks should be as secure as traditional, TDM-based signaling transport based
on the SS7 Message Transfer Part (MTP), and provide similar performance. Since there
is not yet an international standard for security mechanisms that can protect the proto-
col stacks defined by the IETF (e.g. M2P3(], SUA [42], M2UA [48] or M3UA [71]),

the SIGTRAN group has started to discuss security considerations for SIGTRAN pro-
tocols in B3]. The document analyzes the common threats to the SIGTRAN protocols,
and makes recommendations, to which security mechanisms nodes supporting SIGTRAN
based communication should implement in order to guarantee a minimum security level.
All SIGTRAN protocols use SCTP as transport, and the goal is a sufficient end-to-end
security. This can be achieved by deploying either one of the standard solutions described
in section3.2, namely TLS over SCTR3[7] or SCTP over IPseclp).

For SCTP over IPsec, encryption is required to protect the privacy of the data. In some
cases it is necessary to protect IP layer information as well. For peer authentication and
establishment of (new) security associations (SA), the Internet Key Exchange @4E) [
must be supported by SIGTRAN nodes. With IKE, different authentication mechanisms
are possible but at least support of pre-shared keys is required.

SIGTRAN sessions that are secured by TLS over SCTP must be mutually authenti-
cated between client and server. TI3][must be used on all bi-directional streams, and
unidirectional streams are not allowed. This ensuresahalata exchanged between two
SIGTRAN nodes is protected 48] explicitly allows for a session upgrade, and defines
how two SIGTRAN nodes can use STARTTLS and STARTTLS-ACK messages to initiate
a TLS connection.

[43] states, that for sufficient security, SIGTRAN nodesstproperly support IPsec
andmayoptionally support TLS.

2.2.2 Reliable Server Pooling (RSerPool)

The Reliable Server Pooling (RSerPool) working group of the IETF is defining an ar-
chitecture 84] and protocols for the management of server pools. Figuseshows the
architecture of RSerPool.

While SCTP provides redundancy at the network level, RSerPool aims at maintaining
availability of services by managing sessions between redundant elements within server
pools. The RSerPool architecture defines the following elements:
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Figure 2.5: Architecture of Reliable Server Pooling

e Pool Elements (PEs): These represent the servers providing a service as elements of
a pool. All elements within a pool provide the same service.

e Pool Users (PUs): The clients using the services being offered by a PE.

e Name Servers (NSs): These are special PEs that provide a name translation service.
This service translatggool handlegbyte vectors, with e.g. an ASCII string like
“video pool”) to a set of transport addresses identifying active PEs. Moreover, NSs
supervise PEs, and remove inactive PEs from their databases.

The protocol used between PEs and NSs, PUs and PEs and between PUs and NSs, is
called the Aggregate Server Access Protocol (ASAP), which is currently defin@d]in [
It provides registration, re-registration and de-registration of PEs with NSs, supervision of
PEs using session layer keep-alive messages, and detection of NSs using server announce-
ments via multicast (if available). For PUs it provides name translation via a NS, and a
mechanism for session (re-)establishment with PEs (cf. sections 3.8 and 3:8)ofi
case of a PE failure, the ASAP protocol allows for transparent session failover of a PU to
other PEs, where the service can be continued.

The protocol used by NSs to synchronise their name spaces and PE databases is called
the Endpoint Name Resolution Protocol (ENRPY|[

In this scenario, the communication relationships and the protocols used are as follows:
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e Communication between PU and NS: This communication is used for performing
name queries. The PU sends a pool handle to the NS and receives the necessary
information for accessing a server in the server pool. This communication could use
TCP or SCTP.

e Communication between PE and NS: This communication is used for registration
and de-registration of the PE. The PE could be registered in two or more pools. This
communication uses SCTP.

e Communication between PU and PE: This communication consists of two chan-
nels: control channel and data channel. The data channel is used for the service
related traffic (upper layer data transmission), the control channel is used for RSer-
Pool related traffic (to exchange RSerPool information). If both channels use differ-
ent transport protocols (two TCP connections, or a combination of UDP with TCP
or SCTP) they have to be tied together. The SCTP data chunk includes an 8 bit pro-
tocol payload identifier field, which indicates the message type contained in the data
chunk. Based on this field, RSerPool uses an SCTP association and both data and
control channels can use the same transport connection. This way, the receiver can
recognise whether the data chunk belongs to a control or a data channel. The pro-
tocol payload identifier for ASAP and ENRP is standardised by Internet Assigned
Numbers Authority (IANA).

e Communication between NS and NS: This connection is used to share knowledge
about all server pools among all name servers in an operational scope.

e Communication between PE and PE: This is a special case of the communication
between PU and PE. In this case the PU is also a PE in a server pool.

Security considerations

The document]9] analyzes the possible threats to the RSerPool architecture. For a se-
cured communication among the above mentioned entities (namely NSs, PEs, and PUs),
integrity protection and authorisation are desired security mechanisms for most communi-
cation relationships. For some of them, confidentiality may also be a desired property, but
support for this is considered optional.

RSerPool strongly requires security functionality and it is mandatory to use the security
protocols such as TLS or IPsec, because the following threats could occur in RSerPool:

e PE registration/de-registration flooding or spoofing: To avoid this ENRP servers
have to authenticate the PE.
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e PE registers with a malicious ENRP server: To avoid this PE has to authenticate the
ENRP server. The first two threats, when taken together, result in mutual authenti-
cation of the ENRP server and the PE.

e Malicious ENRP server joins the ENRP server pool: To avoid this ENRP servers
have to mutually authenticate.

e A PU communicates with a malicious ENRP server for name resolution: To avoid
this the PU has to authenticate the ENRP server.

e Replay attack: To avoid this RSerPool needs a security protocol which provides
protection from replay attacks.

e Corrupted data which causes a PU to have misinformation concerning a pool handle
resolution: To avoid this RSerPool needs a security protocol which supports integrity
protection.

e Eavesdropper snooping on name space information: To avoid this RSerPool needs a
security protocol which supports data confidentiality.

e Flooding of EndpointUnreachable messages from the PU to ENRP server: To avoid
this ASAP must control the number of endpoint unreachable messages transmitted
from the PU to the ENRP server.

e Flooding of EndpointKeepAlive messages to the PE from the ENRP server: To
avoid this ENRP server must control the number of EndpKe¢pAlive messages
to the PE.

To summarise, the threats listed above require security mechanisms which support au-
thentication, integrity, data confidentiality, and protection from replay attacks. For RSer-
Pool we need to authenticate the following:

e PU«— ENRP Server (PU authenticates the ENRP server)
e PE«— ENRP Server (mutual authentication)
e ENRP server— ENRP Server (mutual authentication)

RserPool does not define any new security mechanism for responding to the above
threats. It will use the existing security protocols TLS and IPsec. Implementation of se-
curity mechanisms is explained in section 6.1@][and [77], but these sections describe
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only using TLS, not IPSec. Using IPsec is still an open issue. The RSerPool Draft recom-
mends that TLS must be implemented by ENRP servers, PEs and PUs, for reasons of inter-
operability. Implementations must support TLS with SCTP as described in RFC3436 [

or TLS over TCP as described in RFC2228]f When using TLS/SCTP we must ensure

that RSerPool does not use any features of SCTP that are not available to an TLS/SCTP
user.

2.2.3 Authentication, Authorization and Accounting (AAA)

The AAA working group of the IETF originally focused on the development of require-
ments for authentication, authorisation and accounting, as applied to network access. The
AAA working group solicited submissions of protocols meeting these requirements, and
evaluated the submissions. The AAA working group is now developing an IETF stan-
dards track protocol, based on the Diameter submisdidh [The AAA working group
defined, and is also still working, on some RFC standards and internet drafts related
to Diameter. A candidate protocol must meet the security requirements as documented
in [15][ 16][ 24][29][ 3]], and must be engineered and reviewed properly as developed and
deployed. In the next section, | describe the Diameter Base Protocol, which is the most
representative protocol of AAA.

Diameter Base Protocol

The Diameter Base Protocol is essentially an extension of the Remote Authentication Dial-
in User Service (RADIUS)GQ], which the AAA working group defined in RFC35884].

The name "Diameter” is really a joke that means RADIUS times two. Essentially, it means
that the protocol functionalities are better than RADIUS. Diameter can also be used to
authenticate and authorise users of Code Division Multiple Access (CDMA) wireless data
services. Diameter is a more sophisticated protocol than RADIUS. Its base protocol is
intended to provide an AAA framework for applications such as network access or IP
mobility. Diameter is also intended to work in both local authentication, authorisation and
accounting situations and also in roaming situations.

In the decade since AAA protocols were first introduced, the capabilities of Network
Access Server (NAS) devices have increased substantially. As a result, while Diameter is a
considerably more sophisticated protocol than RADIUS, it remains feasible to implement
it within embedded devices, given improvements in processor speeds and the widespread
availability of embedded IPsec and TLS implementations. The Diameter base protocol
provides the minimum requirements needed for an AAA protocol, as requiredChy [

The base protocol focuses on network access and accounting applications.
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Diameter over SCTP

The Diameter base protocol requires reliable transport. The base Diameter protocol runs
over TCP p8] or SCTP [75] transport protocols. The Diameter clients must support either
TCP or SCTP and servers must support both. In future versions of the protocol specifica-
tion, clients may have to support SCTP as well. When the client supports both TCP and
SCTP, it will first try to establish an SCTP association. If this fails, it may fall back to
TCP. In AAA, transport usage has several issues, for which SCTP is a better solution than
TCP. For example, head of line blocking is one issue, which is avoided in SCTP but not in
TCP.

More details about AAA transport profiles are defined 1i][ The following are
guidelines for Diameter implementations that support SCTP:

e For interoperability: All Diameter nodes MUST be prepared to receive Diameter
messages on any SCTP stream in the association.

e To prevent blocking: All Diameter nodes SHOULD utilise all SCTP streams avail-
able to the association to prevent head-of-line blocking.

In several scenarios the Diameter protocol uses agents. The agents are used in, for
example, a complex network which has multiple authentication sources. In this case the
agents can sort requests and forward them towards the correct destination or the agents
can distribute administration of systems to a configurable group. More details about the
role of Diameter agents are described in section 2.84f [The Diameter base protocol
introduces the following four agents:

Relay Agent: Relay Agents relay messages between Diameter nodes. Every message
has a routing information and it includes the Diameter application identifier and a
server identifier. Relay Agents are inserting or removing routing information from
messages.

Proxy Agent: Proxy Agents route messages like the Relay Agents mentioned above. But
the Proxy Agents use the Diameter Routing Table and decide based on predefined
policies. Proxy Agents don’t need to support all Diameter applications.

Redirect Agent: Redirect Agents allow servers and clients to communicate directly re-
turning the information necessary, for Diameter agents to communicate directly. The
redirect agents do not modify messages and never relay requests.

Translation Agent: Translation Agents provide translation between Diameter and another
AAA protocol, such as RADIUS.
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Security considerations

The authentication of each connection and authorisation of sessions are very important
parts of the Diameter protocol. Also because Diameter requires confidentiality, trans-
mission level security must be used on each connection (TLS or IPsec or some kind of
transmission-level security). Therefore, each connection is authenticated, replay and in-
tegrity protected and confidential on a per-packet basis. Diameter clients have to support
IPsec, and may support TLS. Diameter servers have to support both TLS and IPsec. The
Diameter protocol must not be used without any security mechanism (TLS or IPsec). In
RFC3588 4] it is suggested that IPsec can be used primarily at the edges and in intra-
domain traffic. Pre-shared keys are used between a Network Access Server (NAS) or a
local AAA proxy when the NAS devices don't support certificates. It is also suggested
that inter-domain traffic would primarily use TLS. See section 1314f for a more de-

tailed explanation of the Diameter protocol security mechanism.

2.2.4 Session Initialization Protocol (SIP)

The Session Initialization Protocol (SIP) is defined by the SIP working group of IETF.
The SIP working group first defined the SIP protod#][in 1999, and in 2002 defined a
new edition of the SIP protocol in RFC32635. The new edition of the SIP the protocol
added the use of SCTP in transporting SIP messages.

SIP allows integration/convergence of telephony services, IP-based voice calls and IP-
based data transmission over an IP network. Thus, it can be used to create a unified infras-
tructure for both voice and data services. Itis an efficient, and scalable IP-based signalling
protocol to establish a communication session. SIP is a key component of VoIP technol-
ogy. For voice calls in the pure-IP domain, SIP represents the signalling protocol used to
establish a connection between two voice-enabled devices, whether they are SIP-enabled
IP phones, adapters for analog phones, or PC-based voice communication software. So
SIP is an integral part of end-to-end IP-based voice communications. SIP is the protocol
which will enable voice networks to become multimedia networks.

SIP is an application layer control protocol that is used in multimedia sessions such as
Internet telephony calls. The role of SIP is to establish, modify and terminate multimedia
sessions. SIP can also invite participants to already existing sessions, such as multicast
conferences. Media can be added to (and removed from) an existing session. SIP supports
five facets of establishing and terminating multimedia communications:

e Determination of the communication system to be used.

e Determination of the user availability of the called party to engage in communica-
tions.
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e Determination of the media and media parameters to be used.
¢ Establishment of session parameters at both called and calling party.

e Call handling including transfer and termination of sessions, modifying session pa-
rameters, and invoking services.

SIP can be used with other protocols to build a complete multimedia architecture.
Typically, these architectures will include protocols such as:

¢ the Real-time Transport Protocol (RTBg] for transporting real-time data and pro-
viding Quality of Service (QoS) feedback;

¢ the RTP Control Protocol (RTCP®§] for providing feedback on the quality of the
data distribution and controlling sessions in multicasting;

¢ the Real-Time streaming protocol (RTSBY] for controlling delivery of streaming
media,;

¢ the Media Gateway Control Protocol (MEGACQ@)( for monitoring controlling
gateways to the Public Switched Telephone Network (PSTN);

¢ the Session Description Protocol (SDBY] for describing multimedia sessions;
¢ and the Session Announcement Protocol (SAB)to announce a multicast session.

However, the basic functionality and operation of SIP does not depend on any of these
protocols. Since SIP messages and the sessions they establish can pass through entirely
different networks, SIP cannot, and does not, provide any kind of network resource reser-
vation capabilities. The nature of the services provided make security particularly impor-
tant. SIP provides a suite of security services, which include denial-of-service prevention,
authentication (both user to user and proxy to user), integrity protection, and encryption
and privacy services.

SIP over SCTP

As already stated, SIP is an application layer protocol and works independently from the
transport protocol used. It can run over both reliable and unreliable transport protocols
such as UDP and TCP. Usually, SIP procedures are defined for transport over UDP and
TCP. However, SCTP is also a suitable transport protocol for SIP, as it provides most of
the features of UDP and TCP. There are advantages in using SCTP instead of TCP or UDP
for SIP and these are described below.
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Advantages of SIP over SCTP, compared to SIP over UDP

1. Fast retransmission: By using the selective acknowledgement (SACK) mechanism,
SCTP [r5] can quickly detect the loss of a packet. When the receiver detects seg-
ments received out of order it sends a new SACK for every incoming data packet.
As a consequence, the sender will resend lost messages quickly.

2. Congestion Control: SCTP provides congestion control over the association.

3. Transport layer fragmentation: SCTP performs transport layer fragmentation. IP
fragments messages for UDP when the message is bigger than MTU. When one
fragment of the UDP data is lost then the whole UDP packet is lost. In this case,
SCTP needs to retransmit only the lost data fragment.

Advantages of SIP over SCTP, compared to SIP over TCP

1. Head-of-line blocking: By using independent streams and unordered delivery, SCTP
avoids head-of-line blocking. This is very important for SIP, when multiple transac-
tions are running over one TCP connection and one message of the particular trans-
actions is lost, then all transactions will be stopped. With head-of-line blocking,
other streams are not affected.

2. Multihoming: SCTP provides support for multihoming which improves fault toler-
ance. When a primary network (path) fails, SCTP can use another network (path)
and continue to transport messages.

Security considerations

The SIP protocol requires fundamental security services to:
e preserve the confidentiality and integrity of messaging,

e to prevent replay attacks or message spoofing,

e to provide for the authentication and privacy of the participants in a session and to
prevent denial-of-service attacks.

SIP message bodies each require the security services of confidentiality, integrity and
authentication. Full encryption of messages provides the best security but SIP messages
have some fields, which must be visible (i.e. unencrypted) to proxies. For example, request
Uniform Resource Identifier (URI) and route. More details about security mechanisms of
SIP are given in section 26 089).

In the normal case it sends one SACK for every two incoming data packets.
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2.3 Security related consequences for SCTP

All applications described above strongly require a security mechanism to protect sensitive
data. The security consideration parts of SCTP application documents so far discuss the
use of TLS or IPsec as security protocols. Both security solutions (TLS over SCTP and
SCTP over IPsec) are already standardised, but there are currently no implementations
supporting these security solutions. However, both TLS and IPsec don’t support all SCTP
features.

The limitations of the standardised security solutions are mainly due to the fact, that
the primary design goal for them was to combine already existing protocols without mod-
ifications. A qualitative evaluation of the limitations of the standardised security solutions
(see sectiod) clearly shows that either modifications and extensions are necessary for the
standard protocols or new solutions have to be found in order to fully support SCTP. For
example, TLS cannot support some SCTP features (e.g. unordered delivery) because it
was designed with reliable ordered TCP transport in mind.

Most problems of the standardised SCTP security solutions are related to SCTP fea-
tures and extensions which distinguish SCTP from TCP and UDP. It is crucial that a secu-
rity protocol used for SCTP applications supports all SCTP features and extensions. For
example, in a complete multimedia architecture using SIP with RTP and RTCP, the par-
tially reliable delivery extension (described3ril.4) of SCTP is used for realtime delivery.

In this project, | have chosen to define a new integrated solution which allows to fully
exploit all potential optimisations without restrictions.



Chapter 3

Description of relevant protocols

3.1 Stream Control Transmission Protocol

The Stream Control Transmission Protocol (SCTP) is a message-oriented, general-purpose,
reliable transport protocol which was defined by the IETF7H jn October 2000. SCTP
provides numerous advantages over UBHA pnd TCP p8]. SCTP is a reliable transport
protocol as TCP, but its API7B] provides UDP-like functionalities. For instance, SCTP
combines the message orientation of UDP with the sequencing and reliability of TCP.
SCTP is a connection-oriented protocol and its connections are called "associations”. An
SCTP association can provide a 1-to-many (one connection to many applications) relation-
ship unlike TCP which only provides a 1-to-1 relationship. Multiple applications using one
SCTP association transport data in independent sequenced streams. A stream is a unidi-
rectional logical channel transporting a sequence of messages. The messages are included
in chunks. A chunk is a SCTP information unit. SCTP can bundle several chunks into
one packet if the messages are short and can also fragment messages into several chunks
if they are too big. One main SCTP advantage over TCP is that SCTP supports multiple
IP addresses. That means that an SCTP endpoint, which has multiple IP addresses, can
use multiple paths. A path is a uni-directional network route between associated SCTP
endpoints.

3.1.1 Format of SCTP messages

SCTP endpoints communicate by exchanging protocol data units (PDUSs) that contain a
fixed size common header plus a possibly variable number of chunks. A typical PDU is
shown in figure3.1

Chunks may either transport user data (data chunks) or control information (control

21
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32 Bits

Source Port ‘ Destination Port
SCTP
Verification Tag Common
Header
Checksum
Type ‘ Flags Length Control
Control Data Chunk 1
Type ‘ Flags Length
Data
User Data Chunk N

Figure 3.1: SCTP packet format with common header and chunks

chunks). Control chunks are used for establishing/releasing associations, selectively ac-
knowledging data, supervising the status of network paths, reporting errors, or optional
protocol extensions. When both control and data chunks are transported in a SCTP packet,
control chunks are always placed before data chunks. Chunks may be bundled into an
SCTP packet, which must remain smaller than the Maximum Transmission Unit (MTU)
of the underlying network path.

Every SCTP packet begins with a common header, which contains two 16-bit port
numbers (source and destination), a verification tag, and a CRC32-C chetj@nThe
verification tag is a 32 bit random value that is exchanged between the endpoints when the
association is set up. The checksum is 32 bits, (unlike in TCP, which only uses a 16 bit
checksum). Upon receipt of an SCTP packet, an endpoint first verifies the checksum, and
then drops the packet if the checksum is incorrect.

All chunks have a common chunk header and a chunk specific content, which depends
on the chunk type. The chunk headers include an 8 bit chunk type field. At the time of
writing, more than 200 values are still reserved for new chunk types. The chunk concept
makes SCTP more flexible, because users can define new control chunks using the reserved
values. Some SCTP control chunks have parameters which are mandatory or optional and
they have a common format shown in figl& The length of parameters is variable and
the values depend on the parameter type.

The redundant information is the remainder of a polynomial division rather than a sum. However, this
term is commonly used in the standards and will also be used throughout this thesis.
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32 bits

Parameter Type Parameter Length

Parameter value

Figure 3.2: The format of a parameter

3.1.2 Main features of SCTP

In this section | will describe the main features of SCTP which distinguish SCTP from
TCP, and in later chapters will relate to the security considerations.

Multi-Streaming

The multi-streaming mechanism separates and transmits user data on multiple SCTP streams.
These streams are capable of independent, sequenced delivery. Message loss in a particu-
lar stream will only hinder delivery within that particular stream, and no others within the
association. The figuré.3shows one example of multi-streaming.

SCTP endpoint A SCTP endpoint B

~— ooo(@om——

packet stream

S1,82,S3,...,SN — SCTP streams
D1 — D6 — SCTP data chunks

Figure 3.3: Multiplexing of multiple message streams within one association
With multi-streaming, SCTP eliminates the unnecessary blocking that often occurs in

TCP transmissions. In TCP, a stream is defined as a sequence of bytes that conform to
strict in-sequence delivery. In-sequence delivery results in a major drawback known as
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head of the queue blocking, where messages within a stream are not allowed to bypass
each other.

Flexible delivery

SCTP provides flexible delivery for messages, by using both ordered and unordered de-
livery methods. The ordered delivery means that the receiver transmits received messages
to the user application in the same order in which they were submitted to the sender. Ev-
ery data chunk includes a 32 bit Transmission Sequence Number (TSN) which helps to
provide ordered delivery. Unordered delivery means that the receiver directly delivers a
received message to the user application without reordering. The data chunk includes a
flag which indicates whether the message requires ordering or not. The receiver checks
this flag and directly sends the message to the user when the flag is set. Figshmews

an example of the ordered and unordered delivery.

‘ Upper layer | ‘ Upper layer |

Resequencing
buffer

Receive
buffer

missing

] 6| ' []
Transmission link Transmission link
All data chunks belong to the same stream l:l Unordered message - Ordered message

Figure 3.4: Flexible message delivery

Figure3.4 shows ordered delivery on the left side and unordered delivery on the right
side. In ordered delivery, if one data chunk is missing then the next chunks must wait for
delivery to a user application in a resequencing buffer until the missing chunk is received.
In our example, data chunk 3 is missing and data chunks 4 to 7 are waiting. However, in
the unordered delivery case, the data chunk with unordered delivery flag set doesn’t wait
in the resequencing buffer, but is delivered directly to the receive buffer.
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Bundling

SCTP uses bundling when assembling packets for transmission. Bundling means group-
ing chunks together into a single SCTP packet. This can include both control and data
chunks. The benefit of this is an increase in bandwidth efficiency, due to a reduction of
the overheads imposed by SCTP and IP headers, and by a reduction of the number of
Selective Acknowledgments (SACKs) needed by a receiver (SACK chunk is described in
section 3.2.6 of§6]). The bundling mechanism is defined in section 1.3.57/6f.[SCTP

has some rules for organising (bundling) the packet. These are:

e The common header is always located at the beginning of the packet.

e The bundling mechanism is optional. However, when bundling chunks into the
packet, the mechanism must pay attention to MTU size. The packet size must be
less than the MTU size of the path used.

¢ If the packet includes both control and data chunks, the control chunks are inserted
into the packet after the common header, with the data chunks following.

e Some chunks (INIT, INIT-ACK and SHUTDOWN-COMPLETE) cannot be bun-
dled. So, if the packet includes one of these chunks, SCTP must not insert other
chunks into the packet.

e Data chunks must not be bundled with an ABORT chunk, only control chunks may
be bundled with an ABORT chunk. If the packet includes control chunks and an
ABORT chunk, then the control chunks must be inserted before the ABORT chunk.

User data fragmentation

SCTP fragments a user message if the size of the user message to be sent causes the
outbound SCTP packet size to exceed the current path MTU. The data chunk has flags
to indicate whether the chunk is carrying a complete message or a part of a fragmented
message. In this case, it will also indicate whether it is carrying the beginning, middle or
end part of the message. The chunks carry transmission sequence numbers to allow the
message to be reassembled in the correct order.

Multi-Homing

An SCTP multi-homed endpoint can control and aggregate multiple IP addresses, unlike
a TCP endpoint, which can only have a single IP address.
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SCTP Endpoint A SCTP Endpoint B
SCTP < o< S_CTP > SCTP
association
P || et | eoax | N

Primary
path IP network Nit -1 NEY

NI-1 |-

Primary
path

NI — Network interface

IP-xx — IP addresses

Figure 3.5: SCTP endpoints supporting multiple addresses

In figure 3.5, the endpoint A has X IP addresses and the endpoint B has Y IP addresses.
During the initiation of an association, SCTP endpoints exchange lists of IP addresses.
SCTP data delivery uses a path. A path is unidirectional network route between associated
SCTP endpoints. Each endpoint can have multiple paths, one path is selected as the pri-
mary path (see figurd.5) and carries the main load of the user data traffic. The primary
paths from A to B and from B to A could be different. Other paths are only used for
data retransmissions and HEARTBEAT chunks (HEARTBEAT chunk is described in sec-
tion 3.2.7 of B6]). Should the primary path become unreachable, an endpoint may send
data to another, active address, and report the failure to its user, who can subsequently
choose a new primary path. Todays operating systems (e.g. Windows, Linux, FreeBSD
...) make routing decisions in the kernel space and they choose one route per destination.
This means an application cannot, in general, predefine which specific route is to be used
to reach the peer in a multi-homing scenario. In addition, all packets sent to the same
destination address are delivered via the same route irrespective of their source address.
Therefore, per default there are Y paths from A to B and X paths from B to A in the above
scenario, i.e. there exist X+Y paths between A and B. However, an application can explic-
itly define source and destination address of a packet that it sends and a user can manually
configure an extended routing table. In this case the operating system’s routing decision
follows the extended routing table and the packet is forwarded via the respective sending
interface which has the source address given in the packet. Moreover, a receiver sends
its reply to the source address where the packet came from. Thus, it is possible to create
several routes per destination and by doing so, the number of paths used between A and B
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can be extended to X*Y.
Multi-homing has obvious advantages over single homed connections in case of net-
work failures if configured correctly.

Retransmission of lost packets

The loss of data is a major problem in an IP network. This problem is also relevant for
SCTP. But, with the help of the retransmission mechanism, SCTP solves this problem and
provides a reliable service. The sender starts the retransmission timer (this timer is named
T3) every time a DATA chunk is sent out and is waiting for a Selective Acknowledgement
(SACK) chunk. The SACK chunk is sent from the receiver to acknowledge the received
DATA chunks.

It includes a cumulative Transmission Sequence Number (TSN), zero or more Gap
Ack Blocks and an indication of duplicated TSNs. The Cumulative TSN is the highest
TSN received without gaps. The Gap Ack Blocks indicate received DATA chunks which
have TSNs higher than the cumulative TSN. Fig8réshows a simple example of data
transmission between two endpoints with data chunk losses.

TSNs

2] lladls el 7][8][s][10]

Sent data chunks

Received data chunks

][z ][s ]le]l7 ][ 8 ][10]

Figure 3.6: Data chunks sent between two endpoints
A Gap Ack Block indicates the start and end offset TSNs of received chunks relative
to the current cumulative TSN. The received DATA chunk’s TSN in a Gap Ack Block is
calculated by following:

TSN = cumulative TSN + offset TSN

In our example the cumulative TSN is equal to 4 and the sender receives a SACK with
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two Gap Ack Blocks. The start TSN for the first Gap Ack Block is equal 3 and the corre-
sponding end TSN is equal 4 such that this block acknowledges the chunks 7 and 8 (from
4+3=7 to 4+4=8) also indicating that chunks 5 and 6 are missing. The second Gap Ack
Block start TSN is equal to 6 and its end TSN is also equal 6 thus acknowledging chunk 10
(4+6=10) and reporting chunk 9 as missing. When two or more DATA chunks which have
same TSN are received then the SACK chunk contains this TSN and marks it as duplicated
TSN.

If the SACK chunk doesn’t arrive before the T3 timer expires then the sender resends
the data. The T3 timer values are updated when a DATA chunk is retransmitted. The sender
stops the T3 timer when all outstanding DATA chunks are acknowledged. After arrival of a
SACK chunk, that advances the CTSNA, if there are still outstanding DATA chunks, then
the sender restarts the T3 timer. For more details about handling retransmission timers,
see page 151-158 dbf]. The sender marks a TSNwhich is missing in the received SACK
chunk. If this missing TSN is not acknowledged by one of the next three SACK chunks
then SCTP uses a fast retransmission mechanism. The receiver sends a SACK chunk after
reception of two packets containing DATA chunks to reduce the overhead of a message.
But in the fast retransmission mechanism the receiver sends a SACK chunk after every
received data packet. More details about the fast retransmission mechanism are defined in
section 7.2.4 of 15).

Flow and congestion control

SCTP data transmission is controlled by congestion and flow control functions7{3ee [

which are similar to TCP. Before the initialisation of an association, both associating end-

points exchange the advertised receive window creditfad) intial values. The awnd

is used for flow control and it is dynamically updated by the sender. The valuevarfich

is used to indicate the amount of user data which is allowed to be transmitted to the peer.
One other parameter of flow control is the receiver window (rwnd). The rwnd indicates

the receiver’s available space in the inbound buffer. By using this parameter, the sender

knows how much data to send. After initialisation rwnd is equal to the receivechd.

When receiving any SACK chunk, the sender calculates a new value for rwnd. Calculation

of a new rwnd value is defined in section 6.2.1 85| The congestion control function

uses a congestion window (cwnd) and a slow start threshold (ssthresh) parameter. The

parameters cwnd and ssthresh are per path, and not per association. The congestion control

function includes a slow start algorithm and congestion avoidance algorithm methods. The

slow start algorithm is used when ssthresh is larger than or equal to cwnd. In other cases,

congestion avoidance is used. After an association initialisation cwnd is intialised to two

MTU and ssthresh is initialised to an arbitrary value, but in most implementations it is
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equal rwnd.

The purpose of the slow start algorithm is to determine the available capacity of the
unknown network. At the beginning of the transfer, the endpoints send small amounts of
data. If there is available capacity, the sender can ramp up the amount of data transferred.
The purpose of congestion avoidance is to increase cwnd by one MTU every round trip
time (RTT). An endpoint reduces ssthresh and cwnd values when it detects packet losses,
or if the T3 timer expires. The calculation of the new value is defined in section 7.2.3
of [75].

3.1.3 SCTP association management

This section will describe how SCTP sets up and tears down an association, and how
it transfers user data over that association. Figuileshows the complete SCTP state
diagram, which is described iM%

Association setup

Before any data transfer can take place, two endpoints must successfully complete a "four
way handshake”. This is the process which initiates an association (similar to TCP’s "three
way handshake”).

The basic setup process is shown in FigBi&@ The process becomes more compli-
cated when an application restart is initiated, or when two endpoints attempt a simultane-
ous set up. These two scenarios, although infrequent, are possible, and SCTP is able to
cope with them when they arise.

The initialisation begins when the endpoint A builds and sends an INIT chunk. Then
the endpoint A moves from the Closed state to the Cookie-Wait state. There are many pa-
rameters which have to be included, and these are described in deil.imferestingly,
the INIT and INIT-ACK chunks contain similar parameters to initiate some mechanisms
on both sides. These include:

e An INITIATION tag. This is used for the verification of the common header, after
the association is established. It protects the packet from blind attacks by allowing
a receiver to identify a packet, and discard it if the verification tag is unknown.

¢ Input and Output stream numbers. A user application creates an input and output
stream number at the start of the association (these may be different). These num-
bers remain constant throughout the lifetime of the association. The output stream
number must be less than the input stream number — if not, the endpoint aborts the
association.
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Figure 3.7: SCTP state machine
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Figure 3.8: SCTP initialisation diagram
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¢ Initial Transmission Sequence Number (TSN). The TSN provides a means for reli-
ably transmitting user data. The initial value is set in here.

e Advertised Receiver Window Credit favnd) Field. This is the flow control window
size, and indicates how much buffer space is being allocated to the association.

The next step is that the endpoint B sends an INIT-ACK chunk as the response to the
INIT chunk. The INIT-ACK chunk contains similar values as included in the INIT chunk
and also an important mandatory parameter, called state-cookie. This is ultimately in-
tended for the endpoint B itself. The endpoint B generates a state-cookie, which includes
a Keyed-Hashing value for Message Authentication (HMAL).[ The HMAC is created
from a timestamp and all information that was included in the INIT and INIT-ACK chunks.
The endpoint B generates a secret key when it starts up. This key is used for generating the
HMAC securing "state-cookies” which are used when new associations with this endpoint
are established. The purpose of the state-cookie is that the endpoint B stores all association
related information in the state-cookie and sends it back to A so it doesn’t have to save any
of the association related information after sending back the INIT-ACK. Therefore, end-
point doesn’t have to allocate any resources for a pending association. This is preventing
DoS attacks which often occur in TCP connection initialisation. The endpoint B remains
in the Closed state.

After receiving an INIT-ACK chunk, the endpoint A sends a COOKIE-ECHO chunk.
The COOKIE-ECHO chunk includes the state-cookie, which had been sent by the end-
point B. Now the endpoint A moves to the Cookie-Sent state.

The endpoint B chocks the state-cookie after receiving the
COOKIE-ECHO chunk by verifying wiht its own secret key that the cookie had originally
been sent by endpoint B and that is has not been modified. If the state-cookie is valid,
the endpoint B gets all association related information from state-cookie, creates an SCTP
association and sends a COOKIE-ACK chunk to the endpoint A. This chunk includes only
a chunk header. The sender can bundle DATA chunks with COOKIE-ACK chunk in one
packet. Then the endpoint B moves to the Established state.

The endpoint A moves to the Established state when it receives the COOKIE-ACK
chunk.

An attacker (man in the middle) can read the content of the cookie (sent in clear text)
and use it for potential subsequent attacks. He can also completely block the communi-
cation, of course. However, due to the HMAC, he cannot modify the information, e.g. to
hijack the association by forging the addresses.
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Closing down an association

SCTP has two methods to close an association - a graceful shutdown and an abortive
shutdown. The graceful shutdown of SCTP is similar to that of TCP, except that, unlike
TCP, SCTP doesn't support a "half-closed” state where one side is closed, and the other
side is open and still able to send data.

Graceful Shutdown SCTP uses a three-way handshake for the graceful shutdown. The
upper layer protocol of one endpoint indicates to the SCTP layer that it wishes to tear
down the association. At this point, the SCTP protocol marks the association as closing
and stops accepting data from the upper layer (see fRy@ye

SCTP Endpoint A Upper layer protocol SCTP Endpoint B
wishes to tear down an
state association state
Established /
Shutdown Established
Pending

______________________ SH
UTbowp (TSN of last datz )

>

Shutdown ghutd_om:jn
Sent eceive
SHUTDOWN-ACK ()
Shutdown-Ack
________________ Sent
Closed SHUTD
v Closed

Figure 3.9: SCTP graceful shutdown diagram

If there is still data left to transmit, or unacknowledged transmitted data, it now enters
a state of Shutdown-Pending, and will remain there until it has finished sending all data
to the upper layer, or has received acknowledgements for previously sent, but unacknowl-
edged, chunks. When these conditions are met, the endpoint sends a SHUTDOWN chunk
to the other association endpoint, and it enters a Shutdown-Sent state. The SHUTDOWN
chunk contains the TSN of the last data chunk sent, which allows the other endpoint to
calculate how many more DATA chunks should be received.

If however, there is no data left to send, and there are no unacknowledged chunks,
the endpoint will send a SHUTDOWN chunk immediately and go into the Shutdown-Sent
state.
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Upon receipt of a SHUTDOWN chunk, a receiver enters the Shutdown-Received state,
and notifies the upper layer protocol that a shutdown has been received. It also stops
accepting new messages from the upper layer.

Once all user messages have been acknowledged, the receiver will send a
SHUTDOWN-ACK and enter the Shutdown-Ack-Sent state. It then starts a shutdown
timer. If the timer expires, it should resend the SHUTDOWN-ACK.

When the sender receives the SHUTDOWN-ACK, it finally sends a
SHUTDOWN-COMPLETE chunk and enters the Closed state.

When the SHUTDOWN-COMPLETE chunk is received, the receiver then stops its
shutdown timer and also enters the Closed state to complete the graceful shutdown.

Abortive Shutdown This shutdown is used as an unreliable, best-effort attempt to notify
endpoints that the association is stopping. It may be used either by the application or by
SCTP. The application might use it if, for example, it fails and causes an ABORT to be
sent, or when it wants communication to end immediately. SCTP might use it when, for
example, it has insufficient resources or the operating system fails.

The mechanism is simple — if an endpoint wishes to close the association, it simply
sends an ABORT chunk to its peer endpoint and enters the Closed state. The peer endpoint,
upon receipt of the ABORT, verifies the information and then also moves to the Closed
state. The ABORT chunk may contain information as to why the association is being
suddenly closed, and if so, the receiving endpoint may pass this information up to its
application layer.

If the peer endpoint doesn’t receive the ABORT chunk, the sender doesn’t know about
it. So, it thinks the association is closed, whilst the peer endpoint thinks the association is
open. In this situation, when the sender receives any message from the peer, itis treated as
an out-of-the-blue (OOTB) packet (described in section 8.4 of RFCZE&) pnd a new
ABORT is sent to the peer.

Path and peer monitoring

Using HEARTBEAT chunks allows SCTP to periodically monitor the reachability of idle
destination addresses. A destination address is considered idle when no chunk which
can be used to update the round trip time (RTT) measurement of the address has been
sent to the address within the current heartbeat period of that address. The period is
implementation-specific.

A HEARTBEAT chunk contains a chunk header and sender-specific Heartbeat Info
parameters. The sender-specific Heartbeat Info field should normally include information
about the sender’s current time at which the HEARTBEAT chunk is sent, and the Odesti-
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nation transport address to which the HEARTBEAT chunk is sent. The receiver returns
a HEARTBEAT-ACK chunk in response. The receiver copies the sender-specific Heart-
beat Info field of the HEARTBEAT chunk to the HEARTBEAT-ACK chunk. When the
sender receives the HEARTBEAT-ACK chunk it calculates the RTT. If the sender doesn't
receive a HEARTBEAT-ACK chunk, then it determines that the destination address is not
available. The user can turn off and on sending the HEARTBEAT.

In multihoming, if the primary path fails another available path is selected as the new
primary path and the communication continues without interruption. All data lost due
to path failure is retransmitted along the new primary path. More failover scenarios are
explained and evaluated if][

Path Maximum Transmission Unit (PMTU) discovery

For PMTU, SCTP uses the same MTU as TCP, described in RFCEI1This defines
the maximum number of bytes of an IP datagram that can be transferred in a single unit
over an IP network. If a datagram exceeds this value, it is either dropped, or fragmented
depending on the setting of a "don’t fragment” bit in the IP header.

PMTU Discovery is a mechanism used by an endpoint to discover the current PMTU
of a path. Since this value may be specific for a certain path, the mechanism has to be
performed for each path in a multihoming case.

3.1.4 SCTP extensions

To date, the Transport working group (TSVWG) of the IETF has defined two new SCTP
extensions which are explained in more detail in the following sections. These extensions
further distinguish SCTP from TCP and they are critical points for standardised SCTP
security solutions, as will be explained in chaptes.

Partially reliable delivery (PR-SCTP)

If this extension 73] is supported by both sides of an SCTP association, it can be used
to provide a partially reliable transport service over an SCTP association. The partially
reliable delivery means that some transported messages can be lost without or with only
limited retransmission. This may be useful, for example, in real time audio or video trans-
mission, when retransmissions would arrive too late, anyway.

This extension defines a new control chunk and a new parameter. The new Forward-
TSN-Supported parameter consists of only a common parameter header, and it indicates
the endpoint is supporting the PR-SCTP extension. This parameter is used only with INIT
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and INIT-ACK chunks. The PR-SCTP extension works when both associated endpoints
support this extension.

The PR-SCTP extension defines the new Forward Cumulative TSN (FORWARD-TSN)
control chunk. The FORWARD-TSN chunk includes the new cumulative TSN. One end-
point sends the FORWARD-TSN control chunk to the other endpoint, which then updates
the SACK’s cumulative TSN. Any outstanding DATA chunks with a TSN less than the
SACK'’s cumulative TSN, can be dropped. SCTP does not retransmit these dropped mes-
sages.

Dynamic address reconfiguration

This is a new SCTP extension4], which allows an endpoint to add or drop an IP address
and set a new primary address on existing associations. This is particularly useful in mo-
bile networking, where a mobile endpoint is frequently changing its position. For example,
when a mobile endpoint leaves a network area and enters a new network area, it is able
to add the new address and to remove the old address on the existing association, without
terminating the associatio®]] Both associated endpoints can send a request to add or
to drop an IP address and set a new primary address. The endpoint accepts the dynamic
address reconfiguration request coming from the other endpoint, without any conditions.
This extension is defined iV f] and it defines two new control chunks and 6 new pa-
rameters. The new Address Configuration Change (ASCONF) chunk requests a change
of configuration and it must be acknowledged. The ASCONF chunk consists of a chunk
header, a serial number and parameters. The 32 bit serial number is used for acknowl-
edgement and is returned within the Address Configuration Acknowledgment (ASCONF-
ACK) chunk. The purpose of the new ASCONF-ACK chunk is to acknowledge the AS-
CONF chunk and its parameters. The parameters can be divided into two groups (apart
from the adaptation layer indication parameter). The first group requests and includes add
or drop IP address and sets a hew primary address parameter. The second group responds
to request parameters and includes error cause indication and success indication parame-
ters. Each sent request parameter has to be answered. Every request parameter includes a
32 bit correlation ID to determine the parameter and this correlation ID is returned within
the response parameter. The adaptation layer indication parameter is dedicated for the
communication of peer upper layer protocols.
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3.1.5 Qualitative comparison of TCP, UDP and SCTP
TCP limitations

TCP suffers from a type of head-of-line blocking which makes it unsuitable for telephony.
This is because telephony requires reliable delivery, but not necessarily sequenced deliv-
ery. The nature of TCP is that it provides guaranteed, ordered delivery: any missing data
blocks delay delivery of incoming data, until the missing data has been retransmitted and
safely delivered. This can introduce a delay that doesn’t conform to the delay requirements
of telephony signalling traffic.

Telephony signalling is message oriented, whilst TCP is byte oriented. This means
that applications would need to add their own message boundary markers, and also have
to ensure that messages are delivered in a timely fashion, if necessary using the "push”
facility.

TCP doesn’'t support multi-homed IP hosts. Without link or path redundancy, the trans-
mission service can be too prone to failures to meet the high availability requirements of
telephony signalling.

The security of TCP is not good enough to meet the high requirements of a telephony
service. The main focus is usually placed on resistance to denial of service attacks, as TCP
is fairly vulnerable to some denial of service attacks, such as SYN flood28p([9).

UDP limitations

UDP is a unreliable protocol, i.e. it doesn't provide guarantees that the data transmitted
will be delivered to the destination, or if delivered, that it will be in the correct sequence.
UDP also has no feedback mechanism which means that it is unable to detect the state
of the network, and therefore cannot respond to network congestion by throttling back
on transmission. The continued transmission of data into an already congested network
means that the network may become more congested, and hence lead to data loss. This
then gives another level of unreliability to the UDP service and makes it unsuitable for
telephony signalling, because it cannot meet the very strict reliability requirements.

One approach is to place more functionality into the application in order to overcome
the limitations of UDP. However, this is not generally considered a suitable solution due to
the added complexity this would create for the application. If placed in the application, the
complexity has to be added on a per application basis and is not generally usable which is
a clearly suboptimal solution in an environment with many applications.

The advantages of SCTP over TCP and UDP
SCTP has two major advantages over TCP and UDP:
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1. The support for multi-homed hosts.
This allows a single SCTP association to achieve link/path redundancy, by running
over multiple links/paths. By using this, fast failover can be achieved with barely
any interruption of the data transfer.

2. The support for multiple streams in a single SCTP association.
This overcomes the head of the line blocking problem of TCP. Message ordering is
only enforced within each subflow, and thus there is no chance that messages can
block across subflows.

The other characteristics of SCTP and its enhancements over TCP and UDP are sum-
marised in Tabl&.1

Protocol Feature SCTP TCP UDP
State required at each endpoint yes  yes no
Reliable data transfer yes yes no
Congestion control and avoidance yes yes no
Message boundary conservation yes no yes
Path MTU discovery and message fragmentation yes yes no
Message bundling yes yes no
Multihomed host support yes no no
Multi-stream support yes no no
Unordered data delivery yes no yes
Security cookie against SYN flood attack yes no no
Built-in heartbeat yes no no

Table 3.1: Feature comparison of SCTP, TCP and UDP

3.2 Standard security protocols

In this section | will describe the existing standard security protocols which can be used
for secure transport with SCTP.

3.2.1 Secure Socket Layer and Transport Layer Security

The Transport Layer Security protocol (TLS) provides privacy and data integrity between
two communicating applications. In this section, the background of its development is
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described. However, in order to do that, we must first talk about the Secure Socket Layer
protocol (SSL).

Secure Socket Layer (SSL)

The motivation for the development of SSL was to provide secure electronic commerce
and other Web transactions in the Internet. Before the development of SSL, web commerce
transactions were insecure with sensitive data such as credit card numbers and personal
information being insecurely sent over an unknown path, perhaps from one side of the
world to the other. Clearly, this is not an environment wherein e-commerce would be
expected to flourish.

Netscape Communications were thinking about these types of problems when devel-
oping their first web browser. They designed SSL to address security problems. The first
and second versions, SSL 1.0, and SSL 2.0 were completed five months apart in 1994.
Version 1.0 was not released, and version 2.0 was released with Netscape Navigator. SSL
2.0 was weak and easy to break. It used the same key for encryption and authentication,
and the key length was a maximum of 40 bits. In 1995, Microsoft developed Private
Communication Technology (PCT) as a minor enhancement to address the weaknesses of
SSL 2.0. PCT was also incorporated into SSL 3.0. PCT has, in general, better security
properties than SSL. Whilst the development of SSL was open, and the web community
contributed significantly to the development, the protocol actually belonged to Netscape,
(they hold a US patent, patent number 5657390 at8f)[ In 1996, the IETF took over the
responsibility for further development of SSL. At this point it was renamed to Transport
Layer Security protocol (TLS) and the first version was released in January 289%le
development can be seen in Fig@®.&0

TLS is, essentially, another version of SSL. There are some differences, but they are
fewer than, for example, the differences between SSL 3.0 and SSB3.0 |

Transport Layer Security (TLS) protocol overview

Although the original application of SSL was for web transactions, TLS is a general proto-
col suitable for securing a wide variety of network traffic, e.g. file transfer, remote object
access, email, remote terminal and directory access.

TLS is a suite of protocols: the Handshake protocol, the Record Layer protocol, the
Alert protocol and the Change Cipher protocol. These are organised as shown in Fig-
ure3.11 The Record Layer protocol accepts messages from the higher layer protocols,
frames them as necessary, and passes them to the transport layer protocol (e.g. TCP) for
transmission. The TLS protocol requires a strictly ordered delivery of messages.
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Figure 3.10: The development of SSL
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Figure 3.11: The organisation of the TLS protocols
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Record Layer Protocol. This protocol provides the format for the other protocols to
encapsulate their data (as shown in FigBr&l). It secures application data, using the
keys created during the Handshake protocol. It is responsible for securing application data
and verifying its integrity and origin. It manages the following:

e Fragmentation of outgoing messages into manageable blocks when necessary (max-
imum block size is 16384 bytes), and reassembly of incoming messages.

e Compression of outgoing blocks and decompression of incoming blocks (optional).

e Application of a message authentication code (MAC) to outgoing messages, and
verification of incoming messages, using the MAC.

e Encryption of outgoing messages and decryption of incoming messages.

When the protocol processing is finished, the outgoing encrypted data is passed down
to the transport layer for onward transmission.

Handshake Protocol. This protocol is used to set up a connection between two applica-
tions, and it must be completed before any data can be transferred. It uses the Record Layer
protocol to encapsulate its messages. Multiple handshake messages may be encapsulated
into a single Record Layer message.

The Handshake protocol provides negotiation of cryptographic keys and algorithms,
which are used for data encryption and authentication. The message sequence (defined
in [21]) is described in Figur8.12

The protocol has a number of messages. Each handshake message has a single byte
which defines the type of message. The Handshake protocol allows a client and server to
start a new connection, or to resume a previous session. For a new connection, new security
parameters are negotiated, whereas for a resumed connection, an abbreviated handshake
is used.

The client sends a ClientHello message when it first connects to a server. The Clien-
tHello message includes a cipher suite list, compression methods and protocol version.
This is the usual opening message in a handshake negotiation. After receiving the Clien-
tHello message the server sends a ServerHello message in response. The ServerHello
message includes selected cipher suite, selected compression method and a protocol ver-
sion. If the server does not accept the negotiation, it does not send this message. After
sending the ServerHello message the server sends the messages described below:

e Certificate message: This message contains an X.509 certificate. The certificate
authenticates the entities.
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Figure 3.12: TLS handshake

e ServerKeyExchange message: This message conveys cryptographic information to
allow the client to communicate the premaster secret and the cipher suite selected
from cipher suites list in the ClientHello message.

e CertificateRequest: A non-anonymous server can optionally request a certificate
from the client, if appropriate for the selected cipher suite.

e ServerHelloDone message: This message means that the server has finished sending
messages to support the key exchange, and the client can proceed with its phase of
the key exchange.

After receiving all of these messages, the client sends a Certificate message if the server
has requested a certificate. If the server doesn’t request a certificate, then the client sends
a ClientkeyExchange message including key material, which is self-generated. The client
sends several more messages to the server, which are described below:
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o CertificateVerify: This message is used to provide explicit verification of a client
certificate. This message is only sent following a client certificate that has signing
capability.

e Finished message: This message is the final handshake message and indicates that
the negotiation is finished and that the connection is protected with the new negoti-
ated algorithms, keys and secrets. Both server and client verify the Finished message
individually and they validate the negotiation if no errors are detected.

Finally, the server sends ChangeCipherSpec and Finished messages to the client. Now
both sides are ready to send secure data.

TLS has one more message named HelloRequest, which is not described above. This
message is sent by the server, when it wants to restart a negotiation. It is not often used,
but it provides an extra level of security for a server. For example, if a connection has been
open for an unacceptably long period, the server may use HelloRequest to force a new
negotiation of keys.

Alert Protocol. TLS uses this protocol to signal an error or caution condition to the other
endpoint in the communication. The Alert protocol defines several specific errors. Fatal
Alerts indicate that there are significant problems with the communication, and require
that both parties terminate the connection. Warning Alerts are not quite as drastic, and in
this case, a system may allow the connection to continue.

ChangeCipherSpec Protocol. This is the simplest protocol in TLS, with only one mes-
sage. The ChangeCipherSpec message is sent by both the client and server to notify the
receiving party that subsequent records will be protected under the newly negotiated Ci-
pherSpec and keys.

TLS features

The main features of TLS are:

e Application independent protocol: As TLS is located at the upper boundary of the
transport layer, it is an application independent protocol which is easy to use in
combination with many different applications.

e Data authentication: TLS provides data origin authentication. This is a very impor-
tant function in most application scenarios.
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e Data confidentiality: TLS provides data confidentiality (encryption) in addition to
authentication if required.

e Flexible encryption and authentication: This is a very useful feature for users. The
TLS protocol is flexible and allows users to choose the encryption and authentication
algorithms as required. TLS has a cipher suite with NULL encryption which allows
a user to use only authentication without encryption.

e Extensible cipher suites: A user can add new cipher suites to TLS.

TLS also has some disadvantages. For example, it only protects application data and
cannot protect information of protocols running below TLS. This means that, for exam-
ple, the TCP header isn't protected and could be forged and data could be sent to false
destinations or users.

Another disadvantage occurs when two connected endpoints use many TLS connec-
tions. Every TLS connection requires an independent handshake, and this is an expensive
process in terms of computation effort.

TLS is unable to use UDP because it requires a reliable transport protocol.

TLS cryptographic functions and cipher suites

TLS provides the following cryptographic functions: key exchange, digital signatures,
symmetric key encryption, public key encryption and message authentication. The key
exchange, digital signing and public key encryption functions are used in the handshake
operations used to manage TLS connections. Symmetric key encryption and message
authentication are used for the actual data transmission. The goal of the key exchange
function is to create a master secret key for the negotiating endpoints by exchanging se-
curity parameters. This exchange is protected by using digital signatures. Both key ex-
change and digital signing functions use public key encryption. Public key encryption
is too computationally expensive and too slow for real-time transmission of large data
volumes. Therefore, symmetric key encryption is used for a data transmission. Message
authentication can be provided in combination with encryption or without encryption. The
purpose of the message authentication function is to authenticate the origin of a message
and to protect the message against modifications on the way to the receiver.

TLS flexibly allows to use and to combine proven and well known cryptographic al-
gorithms. The message authentication function, e.g., uses the SHA or MD5 one way hash
algorithms. Tabl&.2gives an overview on the TLS cryptographic functions and the cryp-
tographic algorithms used.
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| TLS cryptographic functions Cryptographic algorithms used |

Key exchange RSA and DH

Digital signing DSS and RSA

Public key encryption DH, DSS and RSA

Symmetric encryption RC2, RC4, DES, 3DES and AES
Message authentication HMAC, SHA, MD5

Keywords: RSA - Ramir, Shamir ], DH - Diffie-Hellmann key exchange algo-
rithm [5], DSS - Digital Signature Standar87], RC2 - RC2 encryptiong3], RC4

- RC4 encryption algorithm@l], DES - Digital Encryption Standardif], 3DES

- Triple DES 0], AES - Advanced Encryption Standar@d, HMAC - Keyed-
Hashing for Message Authenticatiofl], SHA - Secure Hash Standargll], MD5

- The MD5 Message Digest Algorithné®]

Table 3.2: Cryptographic algorithms used in TLS cryptographic functions

Specific combinations of key exchange, digital signature, symmetric key encryption
and message authentication algorithms used in TLS are called "cipher suites”. Fitire
explains how TLS cipher suites are specified.

TLS DH DSS WITH DES CBC_SHA

TLS Key  Digital Data Data Hash
version exchange signing encryption encryption function
type

Figure 3.13: TLS cipher suite specifications

All cipher suites used for standard TLS are defined in Appendix Qgf¢xcept for
the cipher suites applying AES. Using AES in TLS was defined later and the respective
cipher suites are defined i{]. For a TLS implementation it is mandatory to implement
the TLSDH_DSSWITH _3DESEDE CBC_SHA cipher suite, support for other cipher
suites is optional. TLS has been defined such that it can easily be extended by additional,
new cipher suites.
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SSL and TLS implementations

In this section, we give a short description of existing SSL and TLS implementations
because all of them have been evaluated and one of them had to be selected as basis of our
implementation. The implementations are:

1.

OpenSSL: The OpenSSL Project is a collaborative effort to develop a commercial-
grade, robust, full-featured, and Open Source toolkit implementing the Secure Sock-
ets Layer (SSL v2/v3) and Transport Layer Security (TLS v1) protocols as well as

a full-strength general purpose cryptography library. The project is managed by a
worldwide community of volunteers that use the Internet to communicate, plan, and
develop the OpenSSL toolkit and its related documentafi@h [

. GNUTLS: This is a project that aims to develop a library which provides a secure

layer, over a reliable transport layer. Currently the GnuTLS library implements the
standards proposed by the IETF’s TLS working gro2l [

. PureTLS: This is a free Java-only implementation of SSLv3 and TLSv1 (RFC2246)

protocols. PureTLS was developed by Eric Rescorla for Claymore Systems, Inc.
but is being distributed for free because they believe that basic network security is a
public good and should be a commodity. PureTLS is licensed under a Berkeley-style
license, which basically means that you can do anything you want with it, provided
that you give credit to the authors and observe their copyrig®ls [

. Cryptlib: This is a security toolkit which includes TLS and SSL. At its lowest level,

cryptlib provides a transparent and consistent interface to a number of widely-used
encryption algorithms and systems. At an intermediate level, it provides power-
ful and easy-to-use digital signature and encryption key management routines. At
the highest level, it provides implementations of complete security services such as
S/MIME secure enveloping, SSL/TLS and ssh secure sessions, and other security
operations such as secure timestampikjg [

. TLS Lite: This is a free python library that implements SSL 3.0 and TLS 1.0. TLS

Lite supports non-traditional authentication methods such as SRP, shared keys, and
cryptolDs in addition to X.509 certificates. TLS Lite is pure Python, however it can
access OpenSSL, cryptlib, pycrypto, and GMPY for faster crypto operations. TLS
Lite integrates with httplib, xmlrpclib, SocketServer, asyncore, and Twisgd [

. yaSSL.: Yet another implementation of the Secure Sockets Layer (yaSSL) employs

the dual licensing model, like MySQL, so it is available under GPL and commercial
licenses. It provides SSL version 3 and TLS version 1 (client and server), OpenSSL
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compatibility layer, MySQL integration, crypto algorithms (MD5, SHA-1, HMAC,
DES, 3DES, RC4, RSA, DSS, and DH), simple API, interchangeable crypto and
certificate libraries4].

After evaluating these options, | have chosen OpenSSL as a basis for my implementa-
tion work, because OpenSSL is widely used and tested and provides rich functionality and
a mature implementation.

3.2.2 |IPsec

The security architecture for IP (IPsec) provides security services at the network layer.
These security services are mainly data origin authentication and confidentiality. It pro-
tects the path between a pair of hosts requesting security. IPsec is a vast and complicated
security protocol. The IPsec working group in the IETF is currently working on a defi-
nition of the IPsec protocaol, its extensions and related protocols. At the time of writing,
there are a number of IPsec related RFCs in existe3Wjg38][ 39][ 40][45][ 54][56][ 82].

The RFCs define various aspects of the IPSec architecture, e.g. key management, base
protocols and the mandatory algorithms to implement for the base protocols. IPsec is a
suite of specifications defining:

Security Architecture for the Internet ProtocdD).

¢ |IP Authentication header (AHBH].

¢ IP Encapsulating Security Payload (ESB9|[

e The Internet key exchange (IKE34].

e Internet Security Association and Key Management Protocol (ISAKMB]) [
e The Internet IP Security Domain of Interpretation for ISAKMP (DC3¥].

¢ |IP payload compression (IPcom@(.

e |IP Security Document Roadma@?.

The OAKLEY Key Determination ProtocobH].

The next sections will give a short explanation about the most important aspects of
these protocols. For a more detailed description, the reader is directed to the relevant
RFCs.
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3.2.3 IPsec protocols

Because IPsec is a suite of definitions and protocols, it is important to understand how
these protocols interact with each other and how these protocols are tied together to im-
plement the capabilities described by the IPsec architecture. This is shown inJigdre
which has been reproduced from the IP Security Document Roadahp [

Architecture

' \
ESP AH

A 4 A

Encryption algorithm Authentication algorithm

DOI

A

A

\ 4

Key management

Figure 3.14: IPsec document roadmap

The IPsec architecture document defines a set of security services and the method
by which these services can be employed in the IP environment. The blocks shown in
figure 3.14 have following roles. ESP provides privacy and protects against modification
and AH provides only protection against modification. The encryption and authentication
algorithms define the transformation applied to the data to secure it. The transformation
includes the algorithm, the key sizes and how they are derived, the transformation process,
and any algorithm-specific information. The IKE protocol belongs to key management
block and generates keys for the IPsec protocols. Any protocol can use the IKE protocol
to negotiate keys. The parameters that are negotiated are documented in IPsec Domain of
Interpretation (DOI) 56].
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Security Architecture for the Internet Protocol

RFC 2401 §0] describes the architecture for IPsec syste#@ [The goal of the architec-

ture is to provide various security services in both the IPv4 and IPv6 environments. This
document defines important security components, e.g., the security association (SA), the
security parameter index (SPI), the security association database (SAD) and the security
policy database (SPD).

The term SA describes a unidirectional association characterised by the<t8ple
destination address, security protasolThe SPI is an index which is needed if different
SAs exist per address, the security protocol may be either AH or ESP. The set of all SAs
is kept in the so-called security association database (SAD). Both inbound and outbound
processing use an SAD, which may be different in each case. The SAD, therefore, can
serve different security services for inbound and outbound processing.

Each IP endpoint implementing IPsec maintains another database, the security policy
database (SPD), which maps inbound or outbound traffic to a SA. The SPD identifies
traffic according to its characteristics such as source or destination addresses, transport
protocols used, or source or destination ports. The SPD contains an ordered list of policy
entries. Each policy entry is keyed by one or more selectors that define the set of IP traffic
encompassed by this policy entry.

The IPsec protocol has two operation modes: transport mode and tunnel mode. In
transport mode, only the payload of the message is secured. In tunnel mode, the whole IP
packet is secured and encapsulated in a new IP packet.

In transport mode, IPsec may use either AH or ESP or both. In tunnel mode, IPsec
uses either, but not both AH and ESP. For more details, #@d [

Authentication Header protocol

The goal of the Authentication Header (AH) is provide connectionless integrity and data
origin authentication for IP datagrams and protection against re[38y/sllhe AH authen-

ticates not only data packets, but also the IP header. This is an advantage over the ESP,
because the ESP does not protect the IP header. In some cases, the IP header is changed
during the transmission over the network. In this case, it is not possible for the receiver to
know the sender, and the packet cannot be protected by the AH. The AH may be used in
both tunnel and transport IPsec mode. In transport mode, the AH is inserted after the IP
header and before an upper layer protocol (TCP, UDP, ICMP, SCTP, etc). In tunnel mode,
the AH is inserted after the new IP header and before the original IP header. When AH
and ESP are applied together, the AH is located first.
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Encapsulation Security Payload protocol

The Encapsulation Security Payload (ESP) provides a security service between two enti-
ties [39]. This security service includes confidentiality (encryption), data origin authenti-
cation and an antireplay service. Unlike the AH, the ESP data origin authentication does
not authenticate the IP header. In transport mode, the ESP header is inserted after the
IP header and before the upper layer protocol header. In tunnel mode, the ESP header
is inserted after the new IP header and before the encrypted original IP header. When
the AH and ESP are applied together, the ESP header is located after the AH. The ESP
trailer includes a padding field, the pad length and next header fields. The ESP encryption
algorithm uses a symmetric encryption algorithm. The authentication algorithm uses a
keyed message authentication code (MAC) or one way hash functions (MD5, SHA). ESP
includes an authentication data field. This field contains an Integrity Check Value (ICV)
computed over the ESP packet minus the authentication data. The authentication data field
is optional, and is included only if the authentication service has been selected for the SA
in question. The authentication algorithm specification MUST specify the length of the
ICV and the comparison rules and processing steps for validation.

Internet Security Association and Key Management Protocol

The Internet Security Association and Key Management Protocol (ISAKM&$)dom-

bines the security concepts of authentication, key management, and security associations
to establish the required security for commercial and private communications on the Inter-
net.

ISAKMP defines procedures and packet formats to establish, negotiate, modify and
delete Security Associations (SA). SAs contain all the information required for execu-
tion of various network security services, such as the IP layer services (such as header
authentication and payload encapsulation), transport or application layer services, or self-
protection of negotiation traffic. ISAKMP defines payloads for exchanging key generation
and authentication data. These formats provide a consistent framework for transferring key
and authentication data which is independent of the key generation technique, encryption
algorithm and authentication mechanism.

ISAKMP is distinct from key exchange protocols in order to cleanly separate the de-
tails of security association management (and key management) from the details of key
exchange. There may be many different key exchange protocols, each with different se-
curity properties. However, a common framework is required for agreeing on the format
of SA attributes and for negotiating, modifying, and deleting SAs. ISAKMP serves as this
common framework. ISAKMP is intended to support the negotiation of SAs for security
protocols at all layers of the network stack (e.g., IPsec, TLS, OSPF, etc.). By centralising
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the management of the security associations, ISAKMP reduces the amount of duplicated
functionality within each security protocol. ISAKMP can also reduce connection setup
time, by negotiating a whole stack of services at once.

IPsec encryption and authentication algorithms

IPsec uses key exchange, digital signature, public key encryption, symmetric key en-
cryption and message authentication cryptographic functions similar to TLS. The IPsec
key exchange function uses the DBl key exchange algorithm and both RS8] and

DSS 2] are used for the digital signing. The IKE protocol uses DH, RSA and DSS pub-
lic key encryption algorithms. The ESP protocol uses DES §nd 3DES 0] symmetric

key encryption algorithms for data encryption as definedi4j.[ The AH protocol uses
HMAC [41] for message authentication and both the SHA] [and the MD5 p2] one

way functions are used for HMAC similar to TLS. The ESP protocol also uses HMAC for
authentication. The key size of the DES encryption algorithm is 56 bits. This means that
the maximum encryption key size in IPsec is 3*56=168 bits. Nowadays, 168 bits keys
do not provide high security anymore. Therefore, in 2003 AES has been defined as new
symmetric key encryption algorithm for use in IPsec28][ AES provides 128, 192 and

256 bits keys. The choice of cipher suites used in IPsec is not as rich as in TLS.

Internet Key Exchange

IPsec uses symmetric keys for encryption and authentication. Communicating peers ne-
gotiate security parameters before they begin to use security functions. The Internet Key
Exchange (IKE) protocol provides algorithms to negotiate between communicating peers
to create an SA. IKE is defined iB4]. The negotiation process defined in IKE consists of
two phases:

1. Phase 1 is where the two ISAKMP peers establish a secure, authenticated channel
for communication. This is called the ISAKMP Security Association (SA).

2. Phase 2 is where Security Associations are negotiated on behalf of services such as
IPsec or any other service which needs key material and/or parameter negotiation.
For example, an ESP or AH SA is created in this phase. The negotiation process
secured by the ISAKMP SA.

Therefore, IPsec first creates a secure channel which is then used to establish a secure
connection.

IKE defines the main, aggressive, base, and quick modes. Each mode defines a differ-
ent handshake and handshake messages consisting of multiple payloads and headers. For
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example, the main mode uses a 6 way handshake, the basic mode uses a 4 way handshake.
The main, aggressive and base modes are used in phase 1 and the quick mode is used in
phase 2. IKE defines one more mode which is named new group mode. This mode serves
to establish a new group which can be used in future negotiations. All modes are described
in [34].

IKE uses the Deffie-Hellman (DH) key exchange algorithm for negotiation of secret
key material or preshared secret keys. In the IKE key exchange process, the RSA and
DSA algorithms are used for digital signatures, the RSA algorithm is used for public key
authentication and the DES algorithm for encryption.

IPsec implementation

This section briefly describes existing IPsec implementations. The implementations are:

1. FreeS/WAN: Free Secure Wide Area Network project’s primary objective is to help
make IPsec widespread by providing source code which is freely available, runs on a
range of machines including ubiquitous cheap PCs, and is not subject to US or other
nations’ export restrictions. The Linux implementation has reached its first major re-
lease and is ready for production use in manually-configured networks, using Linux
kernel version 2.0.36. Later snapshots work on 2.2.x Linux ker@gls [

2. KAME: This project is a joint effort of six companies in Japan to provide a free
IPv6 and IPsec (for both IPv4 and IPv6) stack for BSD variants to the world. This
implementation already merged in FreeBSD, NetBSD, OpenBSD and BSD/OS. This
implementation is especially dedicated to
IPv6/IPsec 8].

| analysed both implementations and chose the FreeS/Wan implementation, because
the KAME implementation has some disadvantages. For example, it is dedicated to IPv6
and it works only under FreeBSD, NetBSD and OpenBSD systems. Our sctp prototype
implementation was almost always tested under Linux and our socket APl implementation
was never tested under BSD systems.



Chapter 4

Standardised SCTP security solutions

4.1 TLS over SCTP

TLS is one security solution for SCTP. TLS over SCTP is standardised and defined in
RFC3436 B7]. TLS requires a reliable, sequenced transport service from the underlying
protocol, and for that reason, UDP or other such unreliable transport protocols cannot be
used with TLS. A nice feature of TLS over SCTP is that many applications may use the
same SCTP association, some of which require security, whilst others don’t. This is an
advantage over TCP, where it is necessary to create many connections.

SCTP Endpoint A SCTP Endpoint B

[ Appt f—fTLs 1 |—— Secure Session ] {15 1 }—{ App1 |

Secure Session 2

App3 'r [TLs 2 TLs 2 } App3 |

sctP  |[s1] [s2] [s3] (s3] [s2] [s1]] sctp
Endpoint A SCT;\/ SCTR/ Endpoint B
| P | | P |
"\ /’
o Clm] | [ [mw] )

Data sent over network

Figure 4.1: TLS over SCTP

Figure4.1shows a scenario of TLS over SCTP. In this scenario there are three appli-
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cations, two of which require security. Every application requiring security creates a new
TLS connection and secure session, but the packets sent over the network can be a mix of
secure and insecure data. It is defined in RFC34&3pthat the TLS application must use

the same identified streams for input and output (SCTP streams are unidirectional). TLS
connections can use two or more streams. Also defined is that the TLS handshake process
can send the same messages by two different streams. If one of the streams is blocked or
otherwise prevented from delivering data, then the other stream will transport the message.
The TLS connection initialization and shutdown occurs any time during the lifetime of the
SCTP association.

4.1.1 Data transmission

The following two mechanisms may operate during a TLS over SCTP data transmission.
Which mechanism is used depends on the size of the application data. The TLS data block
size has a maximum of 16384 bytes, and so application data must be not larger than this.

e Fragmentation: SCTP fragmentation occurs when the data size is bigger than the
current SCTP MTU. The TLS application data is fragmented in several SCTP chunks
and every SCTP chunk is transported separately. TLS only compresses, encrypts and
authenticates the unfragmented (original) data. All fragmented data is concatenated
at the receiver in the SCTP layer and delivered to TLS. Figu2eshows how the
TLS application data is inserted into an SCTP packet.

‘ Application Data ‘

Fragmented

Fragmented
Data ‘ S Data LR

Record Encrypted
Header Data and MAC

Record Encrypted
Header Data and MAC

Data chunk TLS data
Header

Control

Data chunk
chunk(s)

Common
Header

SCTP packet

Figure 4.2: TLS data transport
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e Bundling: SCTP bundles when the TLS application data is small. The bundling
process is performed until the resulting IP packet size reaches the current MTU.
Sending small application data messages increases overhead, because every TLS
user message has its own record header and authenticated parts. For example, if the
SCTP packet includes five TLS user messages, then it also includes five TLS record
headers and authentication parts.

4.2 SCTP over IPsec

The second standardised SCTP security solution is a combination of SCTP with IPsec. The
use of SCTP with IPsec is defined in RFC35%2][ There are, however, at the moment

no implementations available which are supporting this RFC. In this section SCTP over
IPsec is described. SCTP over IPsec is similar to TCP over IPsec, except that SCTP uses
multiple addresses.

4.2.1 One-to-one IP address relationship

In this scenario both associated endpoints have only one IP address. Before transferring
secure data over IP, the IPsec Security Association (SA) must be negotiated. The IPsec SA
is uni-directional and every associated endpoint has one or two SAs. When the endpoint
uses AH or ESP then it has only one SA, but when it uses both ESP and AH it has two
SAs.

Figure 4.3 shows three applications using same SCTP association. The IPsec SA is
established if one of these applications requires security. Secure and insecure data cannot
be mixed in SCTP over IPsec, and so data sent from the applications not requiring security
must now also be secured. This is inefficient when an application requiring security sends
a small amount of data, for example, billing or control data, and the applications which
don’t require security send large amounts of data, for example, large files or media streams.

4.2.2 One-to-many IP address relationship

In this scenario, two endpoints have more than one IP address (multihoming) and every
endpoint has multiple paths. Every path has a different IPsec SA. We know when the pri-
mary path is inaccessible then the SCTP association selects a new primary path from the
available redundant paths. In this case, the new IPsec SA is used for a security mecha-
nism, which belongs to the new selected primary path. Therefore, before beginning secure
transmission, all IPsec SAs have to be negotiated.
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SCTP Endpoint A SCTP Endpoint B
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Figure 4.3: SCTP over IPsec uses a single IP address
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Figure 4.4: SCTP over IPsec uses multiple IP addresses
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Figure4.4 shows two endpoints with N and M IP addresses. In this scenario the user
has to negotiate at least N+M IPsec SAs. When the user has an extra IP routing configura-
tion, then a maximum of 2*N*M IPsec SAs may have to be negotiated.

IPsec is implemented in the operating system or kernel, and so it is more complicated,
and requires a privileged user. For example in Linux, the user has to be "root”.

4.2.3 Data transmission

Associated SCTP endpoints can use both IPsec transport and tunnel modes and all SCTP
packets transported over IP will be secured and/or protected. The security mechanism
depends on which IPsec security protocol is used. Figu@) shows the SCTP packet
transmission using AH38]. In this case the SCTP packet and IP header are protected from
any changes, but the third party can see what data is being transported.4=oyshows

the SCTP packet transmission using ESH].[ In this case the SCTP packet is encrypted

and the third party cannot see inside the packet. The SCTP endpoints can use both AH
and ESP. Figurd.5(c)shows the SCTP packet transmission using the combination of ESP
and AH.

4.3 Assessment of existing security solutions

As a basis for my further work, | have performed a qualitative assessment of the existing
standardised security solutions for SCTP. In general, a secure end-to-end transport service
over SCTP using bi-directional communication, in-sequence and reliable delivery, multi-
ple streams and multi-homing can be realised by using either TLS over SCTP or SCTP
over IPsec.

Both provide cryptographically secure integrity and authentication checks without en-
cryption by using cryptographic hash functions and message authentication codes. While
TLS uses a cipher with a non-null hash algorithm for this purpose for example, IPsec uses
the Authentication Header protocol (AH) TUSSA WITH_NULL _SHA [39].

Methods for authentication can be based on the mechanisms provided by TLS, i.e. mu-
tual authentication with X.509 certificates. Alternatively, simpler mechanisms like server
authentication with an X.509 certificate and client authentication via CHAP can be used.
When using IPsec and confidentiality is required, the ESP protocol with a nun-null en-
cryption algorithm can be used to protect the user data. Obviously, TLS also provides
encryption by using one of the available cipher suites.

However, some scalability problems and limitations, with respect to the usability of
the full SCTP feature set, exist for both solutions as summarised below.
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4.3.1 Assessment of TLS over SCTP

The deployment of TLS over SCTP may lead to potential scaling problems in scenarios
with a large number of streams and strict bounds on association setup delays, as well as
in the case of frequent re-keying due to the large number of separate TLS connections
required. Moreover, only SCTP user data is protected, whereas control information of the
underlying SCTP associations remains vulnerable.

Since TLS expects reliable and in-sequence transport, the TLS over SCTP solution
does not support the unordered delivery service and the partial reliability extension of
SCTP. Appropriate extensions would have to be defined, standardised and implemented
for TLS to support these features. However, these features, as well as uni-directional com-
munication, still can be used for unsecured communication within protected associations.

TLS protects only the SCTP user data, neither the control chunks exchanged within the
corresponding SCTP association, nor any IP layer information can be protected (as TLS is
only a SCTP user). This is a general problem with security solutions operating above the
transport layer, which possibly allows some forms of denial of service attacks against the
SCTP association itself. IPsec, on the other hand, secures the complete SCTP packets.

In TLS over SCTP secure and insecure applications can use the same association.
Moreover, every TLS application uses different cryptographic parameters such as key ma-
terial, master secret key, authentication key, etc. So, when one of the TLS connection’s
security parameters are compromised, the other TLS applications should not be effected.
The third part would see only the compromised TLS application’s data but not any other
TLS applications’ data.

Multihoming is transparent to TLS and TLS applications can use redundant paths.
TLS over SCTP is also compatible with the dynamic address reconfiguration extension of
SCTP. Security considerations of TLS over SCTP are described in section 9 in RFG3}36 [

4.3.2 Assessment of SCTP over IPsec

One obvious disadvantage of the SCTP over IPsec solution is the fact that — in principle —
it requires the configuration of multiple, possibly many, IPsec Security Associations (SA)
to support a multi-homed SCTP association. To solve this problem a solution specified in
RFC3554 12] has been proposed how the SA definition of IPsec and IKE can be extended
to support multi-homing.

This implementation-specific feature can only be used in an inter-operable fashion,
if the key management protocols also allow a simple way to configure SAs for sets of
endpoint addresses.

For this purpose, RFC3554 presents an enhancement to ISAKMP and IKE, allowing
SAs to be configured for lists of IP addresses rather than single addresses. This would
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mean that only two IPsec SAs would be required to protect any SCTP association. How-
ever, this RFC is only available since 2003 and nowadays there are no IPsec implementa-
tions available to provide this extended functionality.

Another disadvantage of SCTP over IPsec is that, unlike TLS, IPsec cannot mix secure
and insecure data. When a large portion of the transmitted data does not require security,
IPsec is inefficient.

The advantage of SCTP over IPsec is that it supports unordered delivery and has no
problem with multiple streams due to the fact that IPsec establishes a SA per path but not
per stream. All applications connected to the same SCTP association use the same IPsec
SA. Moreover IPsec does not increase overhead like TLS if small user messages are bun-
dled and it protects SCTP control chunks and common header. The security considerations
of SCTP over IPsec are defined in section 4 of RFC332} |

4.3.3 Comparison of standardised security solutions

In summary, both solutions have limitations with respect in full support of SCTP features
and extensions. In addition, there are inefficiencies, which can result in poor performance
in some application scenarios, in both solutions. The tdbleshows a comparison be-
tween the standard SCTP security solutions.

In table4.1 "advantage” and "disadvantage” provide a qualitative comparison of the
security solutions with respect to usability, computation and management cost or perfor-
mance. "Not possible” means a SCTP security solution can not support this specific func-
tionality at all. Based on the comparison summarised in tdbethe S-SCTP concept
has been defined to avoid the drawbacks of the existing solutions as discussed in detail in
chapter 5.

Configuration of TLS over SCTP is simple for TLS-aware applications which can be
used without major modifications. Also, the adaptation of TLS to SCTP does not require
a great deal of modifications as our prototype implementation shows (see $ed}iand
can be done without touching the operating system. If IPsec is used, the management of
security associations — including key exchange — must be taken care of by the application
and operating system. IPsec has a rather complex APl which means considerable effort.
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| Criteria | TLS over SCTP| SCTP over IPse¢
Scalability for multiple streams - +
Support for SCTP multi-homing + )
Overhead for small messages (bundling) - +
Overhead for long messages (fragmentation) + -
Protection for unordered delivery service no +
Protection for SCTP control chunks no +
Flexible multiplexing of se- + no
cure/insecure streams
Management of security sessions + i
(handling, automation)
Partially Reliable Transport (SCTP no +
extension)
Dynamic Address Reconfiguration N i
(SCTP extension)
Keywords: "+” - Advantage, "-” - Disadvantage, "no” - Not possible

Table 4.1: Comparison of TLS over SCTP and SCTP over IPsec



Chapter 5
Secure SCTP

SCTP requires strong security solutions to protect sensitive data as outlined in 22tion

In the previous chapter, | discussed the significant limitations and inefficiencies when us-
ing SCTP together with standard security protocols (TLS and IPsec). The main result of
the assessment of the existing security solutions in section 4.3 is:

¢ that both standardised security solutions fail to support all SCTP features and exten-
sions

¢ that due to multi-streaming at the upper service access point and multi-homing at
the lower service access point, non-integrated solutions are potentially inefficient in
some scenarios.

Appropriate combinations of TLS and IPSec to secure SCTP transport could be used -
in principle - to solve the firstissue in most cases, but the complexity and overhead of such
a combination would be prohibitive. Incorporation of the features required to fully support
SCTP on the other hand would require a major redesign of the TLS and IPSec concepts
and it was, therefore, not considered a valid option.

Based on this analysis, | propose a security extension to SCTP — Secure-SCTP (S-
SCTP) — to solve these issues by integrating crypto functions into SCTP itself, in an effi-
cient and user-friendly way. The proposed extension is designed to avoid the drawbacks
of the non-integrated solutions, whilst still providing full compatibility with the original
SCTP protocol when no protection is being used.
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5.1 Basic design goals for S-SCTP

Following the analysis of the standardised SCTP security solutions, | considered the fol-
lowing criteria for designing S-SCTP:

e Downward compatibility: S-SCTP must be compatible to standard SCTP and sup-
port all its features and extensions.

e Security: This is the main point of S-SCTP. S-SCTP has to provide authentication
data integrity and confidentiality which are also required to protect SCTP control
information.

e Performance: The potential performance limitations due to the combination of mul-
tistreaming and multihoming should be avoided.

e User friendliness and flexibility: S-SCTP should be easy to configure for a user
by providing a simple API. It should also provide maximum flexibility, e.g. with
respect to cipher suites and mixing of secure and unsecure data.

These four criteria define the main requirements for defining the S-SCTP concept.
Each of these criteria results in specific design choices and properties. S-SCTP has to ful-
fill all of these requirements in order to avoid the drawbacks of the existing solutions.
S-SCTP has to be compatible to standard SCTP, i.e. it has to support standard SCTP as-
sociation management (initialisation, termination, ...) and data transport. S-SCTP is not
standardised and, thus, not widely deployed. Therefore, in many application cases one
of the associating endpoints will support S-SCTP while the other endpoint does not and
compatibility is absolutely crucial. To keep normal SCTP association initialisation, S-
SCTP secure session initialisation begins after the normal SCTP association initialisation
has been performed. Fortunately, in SCTP the chunk types are encoded such that the two
highest-order bits specify the action that must be taken if the processing endpoint does not
recognise a chunk type. An endpoint that receives unrecognised chunks looks at the first
two bits. If they are equal to "11” then processing of this chunk is skipped and processing
is continued with the next chunk. Therefore, all new S-SCTP chunk types have been cho-
sen from this range to keep compatibility.

The main focus of S-SCTP is security that has to be provided for major SCTP application
scenarios as already discussed in chapter 2. As a result, there exist several security re-
quirements for S-SCTP. S-SCTP has to secure SCTP control chunks to protect association
management and the security mechanism must be flexible enough to efficiently support all
application scenarios while remaining simple and easy to use. Moreover, secure session
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management (secure session initialisation, rekeying, termination, ...) must be fast and ef-
ficient. To provide such fast and efficient secure session management, it is crucial to use
only one single secure session for the complete SCTP association instead of multiple —
possibly many - as for TLS over SCTP in multi-streaming mode and for SCTP over IPsec
in multi-homing mode. However, it is practical to use similar handshake mechanism as
for TLS and IPsec because these mechanisms are proven already. Also, the idea to have a
rich choice of cipher suites to provide flexible security mechanisms and the possibility to
easily extend them has been taken over from the existing mechanisms.

S-SCTP has to provide an efficient data path to be suitable for high throughput. Therefore,
S-SCTP supports a flexible mix of secured and unsecured data — not only on a per-stream
basis as TLS over SCTP but even on a per-chunk basis. In addition, care has been taken
to minimise protocol overhead. To achieve this, S-SCTP calculates the HMAC per packet
and not per chunk. To be able to handle this flexibility, S-SCTP provides a set of prede-
fined security levels which are easy to select and, furthermore, can be changed during a
secure session lifetime. To make the rich functionality of S-SCTP easily accessible for the
user application, an S-SCTP socket API has been defined providing:

e simple initialisation, rekeying and termination of secure sessions
¢ flexible choice of standard cipher suites
e easy access to newly defined cipher suites if required

e simple selection and modification of security levels

The main challenge when defining S-SCTP was to find a solution fulfilling all the
- sometimes conflicting — design goals at the same time. To achieve this, every design
decision had to be evaluated with respect to its impact on

e security (avoid new attack possibilities, reuse of proven mechanisms),
e performance and scalability (both control and data path) and

e complexity (with respect to specification, implementation and usability)

A more detailed discussion of the specific design decisions taken and the reasons for
making these choices is provided in sectii
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5.2 Basic concept of S-SCTP

The basic concept of the S-SCTP solution is that an association should have only one
secure session for all data and streams and it uses the same secure session and secure
session key for all addresses in a multihoming scenario. This distinguishes S-SCTP from
TLS over SCTP and SCTP over IPsec. In order to achieve this, | integrated the security
mechanism between the upper functional block which performs grouping of SCTP data
chunks to SCTP packets (also named bundling) and the lower functional block which
performs the selection of network paths by choosing a destination address to send the
SCTP packet as shown in figusel

SCTP Endpoint A SCTP Endpoint B
|Aop1 |[App2 || App3 | |Avp1 |[App2 || Ape3 |
I I I I I I
's1| [s2| |s3| |s1] |s2| [s3]
SCTE One secure SCTE
mochaniem [ ceceion (ill  mechaniam
I'_I_I I_l_l

G Secured $1, S2, S3 - streams

B vrccured O BB OO  +:exrodiresses

NI - xxx - Network interfaces
Data sent over network Appl - Application

Figure 5.1: S-SCTP concept

However, S-SCTP can still mix secure and insecure messages, even if all applications
use a common secure session.

Before choosing this solution for S-SCTP, | evaluated SCTP and found three possible
design alternatives where to integrate security mechanisms. FBgusbows the alterna-
tive solutions.

In figure5.2A, the security mechanism is integrated before bundling different streams,
so that every stream has its own security mechanism. We know that SCTP streams are
independent. Therefore, such a design would result in multiple stream specific security
mechanisms which have to be individually organised. If an application uses many secure
streams then the SCTP association requires many security sessions similar to TLS over
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Figure 5.2: Possibilities to integrate a security mechanism into SCTP

SCTP. The distinct advantage compared to TLS over SCTP would be, however, that such a
solution supports the unordered delivery service and the partial reliability extension which
are not supported in TLS over SCTP. In addition, also protection of SCTP control chunks
could be provided such that all the major functional drawbacks of TLS over SCTP could
be avoided. Yet, this solution still has the issue with multiple streams which is also occurs
in TLS over SCTP (see secti@n3.]) and potentially limits performance and scalability.

In figure5.2B, the security mechanism is integrated after splitting up the different des-
tination addresses. In this design the security mechanism is not affected by the number
of secured streams. Also, the security mechanism could be defined such that mixing of
secured and unsecured traffic becomes feasible. However, the number of security associ-
ations scales with the number of IP addresses in a multi-homing scenario. Therefore, this
solution would still suffer from the scalability and management issues already described
for SCTP over IPsec (see sectidr3.).

While these alternatives would still have some problems of the standardised security
solutions, the selected S-SCTP solution can avoid these drawbacks.

In the following sections, | describe in more detail how the design goals have been
reached and what the design decisions were | have taken.
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5.2.1 Downward compatibility

S-SCTP is an extension like the other two existing SCTP extensions described in sec-
tion 3.1.4and it is not standardised. That's why it cannot be expected that all implementa-
tions would use it. There are scenarios with two endpoints, where one supports the security
extension and the other doesn't. In this case it is mandatory that both endpoints are able
to connect and to exchange information in clear text. There are no security functions in
this scenario. Therefore, S-SCTP has to provide a mode which is compatible to stan-
dard SCTP. During a secure session initialisation of an endpoint can recognise whether the
other supports the secure extension or not. During secure session initialisation, the first (S-
SCTP) endpoint sends a secure session open request to the second endpoint. If the second
endpoint supports the secure extension it accepts the request and sends back a response.
This is the normal secure session initialisation procedure described in se&i@nf the

second endpoint doesn’t support the secure extension, it sends back an error chunk with
"unrecognised chunk type”. After receiving the error chunk with "unrecognised chunk
type” the first endpoint notifies to the upper layer that the second endpoint doesn’t sup-
port the secure extension. Nevertheless, the standard SCTP association still is operational.
From then on for the association lifetime, the first endpoint ignores all upper layer secure
session open requests. The notifications from S-SCTP to the upper layer are described in
AppendixB.

5.2.2 Security

The security functions of S-SCTP are similar to TLS and IPsec. S-SCTP provides the
following two security functions for both data and control chunks:

e Data integrity and origin authentication: These have to be provided by SCTP for
the transported user data and for the peer-to-peer control information of SCTP itself
in order to avoid vulnerabilities, e.g. connection hijacking by using the Dynamic
Address Reconfiguration extensiord]. To minimise transmission overhead, an
HMAC [41]] is computed over the whole SCTP packet including all chunks and the
common header (figurg.1). If SCTP has to do message fragmentation, the SCTP
fragment for every segment carries its own HMAC to simplify and speed up the
retransmission process.

e Data confidentiality: Flexible and optional encryption of SCTP user data and con-
trol information has to be provided. The decision to encrypt a chunk depends on
an appropriate indication flag which is set by the application. In order to do an en-
cryption with minimum overhead, all chunks within one packet which have to be
encrypted are grouped and encrypted together.
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5.2.3 Performance

As previously stated, there are several factors which affect performance in the standardised
SCTP security solutions. Therefore, S-SCTP’s efficiency and performance over a broad
range of application scenarios and SCTP parameter settings were all together the main
objectives of my design.

One major factor is that S-SCTP uses only one secure session per association. This
decreases secure session initialisation cost. The TLS handshake uses 13 messages (see
figure 3.12. Therefore with TLS over SCTP in a multistreaming scenario (N secure
streams), N*13 messages are exchanged between two associated endpoints to establish
the secure sessions completely. In the same scenario S-SCTP uses 8 messages to establish
a secure session (see figir&1). This decreases setup time and bandwidth consumption.
The same is in principle true when compared to IPsec with multihoming, but normally the
number of IP addresses is not so high, so the effect is not that dramatic.

When a secure session is long-lived, it is necessary to update the secret keys periodi-
cally. For S-SCTP, only one key has to be updated, for TLS over SCTP with multistream-
ing, or SCTP over IPsec with multihoming, this is much more complex. Because every
secure session independently performs the update mechanism, the cost in terms of compu-
tations and bandwidth consumption obviously increases when a large number of streams
or IP addresses are used in an SCTP association for the latter two solutions.

Moreover, TLS implementations define a data structure, which stores security parame-
ters related to a TLS connection. Every TLS connection has its own structure. This means
when N TLS connection are used, then N structures have to be replaced in memory. Also
certificates that are used in TLS handshakes have to be replaced in memory. Therefore,
TLS over SCTP memory usage obviously depends on the number of secure streams which
is a drawback compared to S-SCTP and SCTP over IPsec.

Overhead is one factor that decreases the throughput. With respect to protocol over-
head, the SCTP over IPsec and the S-SCTP security solutions are rather similar. The
overhead (in bytes) can be calculated as follows:

SCTP over IPsec: 20(IP header)+ 8(ESP header)+ 28(AH header)+12(SCTP Common
header)= 68 bytes

S-SCTP: 20(IP header)+ 12(SCTP Common header)+ 16(EncData chunk header)+ 24(AUTH
chunk header)= 72 bytes

From above calculations the difference in overhead size between SCTP over IPsec and
S-SCTP is just 4 bytes. This result is not influenced by the message size, because frag-
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mentation on one side and message bundling on the other has the same consequences for
the overhead in both solutions.

However, this is not true when comparing the overhead for S-SCTP and TLS over
SCTP.

In SCTP, small messages can be bundled together in one packet, but they are increas-
ing the overhead. Figurg.3 shows the relationship between overhead and message size
(MTU=1500 bytes Ethernet) for S-SCTP and TLS over SCTP which can be derived by a
simple calculation.

50 T T T

I TLS over S(IITP —o—
S-SCTP

L=

Total overhead size in a packer (%)
I
T

V] 20 40 60 80 100 120 140 160 180 200
Rario of TP packet size and MTU (TP packet/MTU) in percent

Figure 5.3: Relationship between packet overhead and message size

The y axis indicates the total overhead percentage, which includes IP header, SCTP
common header, authentication header and data chunk header. For example, 40 percent
means 2/5 of a packet is just overhead and 3/5 is a user data. The x axis indicates the ratio
of IP packet sizé to MTU.

We can distinguish three zones:

IMTU size(1500 byte) - IP header(20 byte) - S-SCTP overhead(72 byte) leaves 1408 bytes maximum
data length per packet if a packet includes only one DATA chunk. If IP packet includes two DATA chunks
then maximum data length per chunk is (1408 - Second DATA chunk header(16 byte))/2 = 696 byte.
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e The first zone is between 0% and 52.5% his is the bundling zone of SCTP. The
bundling mechnism will continue until the IP packet size reaches 52.5 percent of the
MTU.

e The second zone is between 52.5% and 100%. This is the zone where every packet
inlcudes only one message but no fragmentation is necessary.

e The third zone is over 100%. This is the fragmenting zone where messages bigger
than the MTU are fragmented.

TLS over SCTP has a high overhead in zone 1 and S-SCTP has obviously advantages.
In S-SCTP, the authentication field is calculated for the whole packet not each separately
for each message as in TLS over SCTP. Therefore, every SCTP packet includes only one
authentication code and several messages. Because of this, S-SCTP is clearly more ef-
fective than TLS over SCTP for small messages. As you see in fig8réhe overheads
of TLS over SCTP and S-SCTP are increasing on the boundary of zone 1 and zone 2,
because here a fragmentation occurs and the data message is fragmented into two packets
thus increasing overheads.

Because there is only one message per SCTP packet, S-SCTP has a total overhead
of 72 bytes (12 bytes common header, 16 bytes EncData chunk header, 16 bytes DATA
chunk header and 28 bytes AUTH chunk), whereas TLS over SCTP has only an overhead
of 52 bytes (12 bytes SCTP common header, 16 bytes DATA chunk header, 4 bytes TLS
record header and 20 bytes authentication code). Therefore, TLS over SCTP is slightly
more efficient than S-SCTP in zone 2.

In zone 3, S-SCTP requires one authentication field per SCTP packet, whereas TLS
over SCTP authenticates a whole message which is transported in two or more SCTP
packets. Therefore, TLS over SCTP has less overhead for fragmented messages.

To clarify the jumps in overhead, consider e.g. a message of length 1410 bytes (in
the S-SCTP scenario). For a 1500 byte MTU resulting in maximum chunk size of 1408
bytes, the data message will be divided into two parts of size are 1408 and 2 bytes, re-
spectively. The first packet size is 1408+72+20=1500 bytes and the second packet size
is 2+72+20=94 bytes. The total overhead size of the two packets is (72+20)*2=184
bytes and total length of two packet is 1500+94=1594. The percentage of the overhead
is (184/1594)*100=11.54%. If we calculate the overhead percentage before fragmentation
occurs, we have only one packet which has 1500 bytes and overhead size is 72+20=92
bytes. The percentage of overhead is therefore 92/1500=6.13%. Therefore, the overhead

2Maximum data length per chunk(696 byte) + IP header(20 byte) + S-SCTP overhead(72 byte) = 788
byte maximum IP packet size in bundling and this is 52.5% of MTU (1500 byte)
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will be increased in every time when an additional fragment is needed i.e. at 200%, 300%
etc.

A major performance advantage of S-SCTP compared to IPsec is that S-SCTP can mix
secure and insecure messages. We know the computation time of encryption mechanisms
is relatively high. In SCTP over IPSec, all data will be encrypted which will unnecessarily
increase computation time and decrease throughput. In S-SCTP, just the data requiring
security will be encrypted. Of course, the effect of computation time depends on the ratio
of secure and insecure messages. When the percentage of secure messages is high (e.g. 90
percent) then both security solution’s computation times are similar. When the percentage
of secure messages is low (e.g. 10 percent) then S-SCTP has lower computation time and
higher throughput than SCTP over IPsec. In sedfigiresults of experiments with a mix
of secure and insecure messages are discussed.

Another factor that influences the performance is the implementation of the security
protocols and their cryptographic algorithms. IPsec is completely implemented in the ker-
nel space, whereas TLS and S-SCTP are implemented in user space. That's why IPsec is
highly optimised and its performance is in general superior to TLS and S-SCTP. There-
fore, the comparison experiments for the SCTP security solutions provided in séetion
are not ideal. However, | tried to use as identical conditions as possible in my experiments
by using the same encryption and authentication algorithms in every experiment.

5.2.4 Flexibility and user friendliness

For users to easily take advantage of the full functionality of S-SCTP without excessive
configuration effort, | defined several security levels:

e Security Level O: If this level is set S-SCTP does not use any of the security func-
tions. Therefore this level is fully compatible to standard SCTP and it provides
downward compatibility to implementations not supporting the S-SCTP extension.

e Security Level 1: This security level applies the HMAC algorithm to all SCTP
packets of the association, i.e. every user data chunk and all peer-to-peer control
information of SCTP are authenticated and their integrity is checked.

e Security Level 2: In addition to the HMAC operatiorselected user data chunks
are encrypted based on an indication flag provided by a S-SCTP aware application
according to its security requirements. In order to minimise computational effort,
this security level avoids e.g. encryption of high volume and insensitive user data
while providing encryption for sensitive control information (e.g. for billing) which
has a relatively low volume of information.
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e Security Level 3: If this level is selected for an association, HMAC is applied to all
SCTP packets anall data and control chunkare encrypted.

Within a S-SCTP session, two endpoints may well use different security levels: for
instance, one endpoint may only require authentication whereas the other endpoint also
requires privacy. The first would choose security level 1 in this case, and the second would
choose security level 3. The security levels can be selected by the application and can be
modified dynamically during the lifetime of an SCTP association. Every time when the
endpoint selects a new security level it informs the associated endpoint.

Defining security levels, S-SCTP can provide flexible security functionalities. From
table5.1 showing the security functional comparison of all security solutions, it becomes
clear, that the various S-SCTP security levels allow to mimic basically all operation modes
of the other solutions. For example, S-SCTP security level 1 provides the same level of
protection as IPsec ESP with NULL encryption in transport mode.

Protocols IP SCTP Data
SCTP - - -
TLS with encryption - - E+A
NULL encryption - - A
Security level 0 - - -
Security level 1 - A A
S-SCTP Security level 2 - A E+A
Security level 3 - E+A E+A
AH A A A
IPsec transport modeESP with encryption - E+A E+A
ESP with NULL encryption - A A
AH A A A
IPsec tunnel mode | ESP with encryption E+A E+A E+A
ESP with NULL encryption A A A

Keywords: IP - IP header, SCTP - SCTP common header + control chunks
A - authenticated, E- encrypted

Table 5.1: Security functional comparison of all security protocols

We can see from tablg.1that TLS cannot protect the IP header, the SCTP common
header and the SCTP control chunks, S-SCTP cannot protect the IP header. In transport
mode of IPsec cannot provide an encryption mechanism for the IP header but in tunnel
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mode IPsec provides security functions for all headers and data. In general, a security
protocol located at a specific layer cannot protect information belonging to the underlying
layers, therefore, IPsec can provide the most comprehensive security.

However, it is relatively complex to handle IPsec. An IPsec security association (SA)
must be established before starting a secure transmission. It is not possible to initialise or
delete a SA during the transmission because there is normally no management interface
between an application and the IPsec SA. In other words, there are no IPsec API functions
except PEKEY. PEKEY is a new socket protocol family defined idq] and used in
IPsec key management. But without IPsec policy definitionsKEF cannot provide
secure functions. PREY’s purpose is to create a SAD and connect to the policy entry.
The IPsec working group of IETF currently works on IPsec policy management and they
want to create a new socket family, namedPGLICY, in the future. For the time being
IPsec is not dynamically manageable. A user has to configure IPsec manually and has to
have a high privilege (e.g. in Linux "root”). Therefore in IPsec it is much more difficult
particularly to remove and add IP addresses. TLS and S-SCTP on the other hand have API
functions which provide flexible management, i.e. a user can create, delete or modify a
secure session at any time.

5.3 Architecture of S-SCTP

To realise the design goals of S-SCTP, the SCTP protocol architecture has to be extended
as shown in figur&.4. The main control entity for SCTP is the SCTP controller module
consisting of a complex state machine which controls the status of an SCTP association
(see e.g.19]). In addition to this controller, I introduce a new state machine which controls

the activation and deactivation of cryptographic processing including initial key exchange
and re-keying. The path management module to monitor and control the different network
paths to the peer can remain unchanged. The stream layer responsible for in-sequence or
unordered delivery per stream and for fragmentation/defragmentation of user messages has
to take into account the additional overhead for the cryptographic functions when doing
fragmentation. Therefore, a simple modification of the calculation algorithm is required.
The reliable transport and flow control modules which are responsible for buffering, ac-
knowledgements and retransmissions, are not affected by the security extensions.

The main part of the new functionality of S-SCTP — apart from key and security session
management — is integrated into the packet assembly and disassembly module which is
responsible for mapping user data and control chunks to SCTP packets together with the
common SCTP header.
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Figure 5.4: S-SCTP protocol architecture

5.3.1 New chunk types for S-SCTP

The standard SCTP packet format is described in se&tibd SCTP chunks have com-

mon headers which include an 8 bit type. In SCTP, the highest-order two bits of chunk
types described below specify the action that must be taken if the processing endpoint does
not recognise the chunk type.

e 00 - Stop processing this SCTP packet and discard it, do not process any further
chunks within it.

e 01 - Stop processing this SCTP packet and discard it, do not process any further
chunks within it, and report the unrecognized parameter in an 'Unrecognized Pa-
rameter Type’ (in either an ERROR or in the INIT ACK).

e 10 - Skip this chunk and continue processing.

e 11 - Skip this chunk and continue processing, but report this in an ERROR Chunk
using the "Unrecognized Chunk Type’ cause of error.

The range "11” was chosen when defining new chunk types for SCTP to provide com-
patibility to standard SCTP. If an S-SCTP endpoint sends a chunk specific to S-SCTP
(e.g. for secure session establishment), a receiving endpoint not supporting the S-SCTP
extension just ignores the chunk and reports the unrecognised chunk. Thus, the S-SCTP



75

endpoint knows that the extended functionality cannot be used and continues with standard
SCTP procedures and a normal SCTP association without security mechanisms is main-
tained. To support the S-SCTP extensions, | defined a number of new chunk types (see
also tables.2) which are used for the initial establishment of the secure session, interme-
diate re-keying handshakes, and the deletion of secure sessions. The detailed specification
of relevant chunk parameters can be found in Appediixn addition, new chunks have

been defined for the transport of encrypted data and packet authentication. They will be
described in detail in the next section.

Chunk Type| Chunk Name
0xDO Secure Session Open Request (SSOpReq) Chunk *
0xD1 Secure Session Certificate (SSCert) Chunk *
0xD2 Secure Session Acknowledge (SSOpRexk) Chunk *
0xD3 Secure Session Server Key (SSSerKey) Chunk *
0xD4 Secure Session Client Key (SSCIliKey) Chunk *
0xD5 Secure Session Open Complete (SSOpCom) Chunk *
0xD6 Secure Session Close (SSClose) Chunk *
0xD7 Secure Session Close Acknowledge (SSClask) Chunk *
0xD8 Security Level Change Chunk *
0xD9 Security Level Change Acknowledge Chunk *
0x10 Encrypted Data (EncData) Chunk **
0x11 Authentication (AUTH) Chunk **
0x12 Padding (PADDING) Chunk **

* — control path ** — data path

Table 5.2: List of new chunk types for S-SCTP

When a S-SCTP session encounters an SCTP implementation not supporting the S-
SCTP extension, it sends a error report message but the session will continue normally as
insecure SCTP association. In this case, the user can still decide to use one of the stan-
dardised security solutions (see chapter 4) because S-SCTP behaves exactly like standard
SCTP1

In general, TLS, IPSec and S-SCTP can be combined freely because they do not interfere with each
other.
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5.3.2 Secure session data path

On the right side of figur&.4the new functionalities for data path handling are shown. S-
SCTP defines two new blocks in the data path handling: the encryption/decryption block
provides message confidentiality and the authentication block provides message integrity
and origin authentication. The encryption/decryption block is integrated before bundling
to allow to encrypt selected data chunks only. This provides S-SCTP with the ability to
mix secure and insecure messages. The authentication block is integrated after bundling
to minimise transmission overhead, and an HMA(]is computed over the whole SCTP
packet including all chunks and the common header (figute

Available Data Chunks

- - [ Chunki | icChunkz] (_ Chunkd8 | [ Chunk4 | [ Chunk5 ]« « <+« «

Encbata | Chunki ) Chunks ) Padding)

Common header | Optional Control Chunk | EncData ‘\‘ Chunki | Chunk3 | Padding || Chunk2 | Auth ‘ ‘ Gommon header | Ghunka | Chunks  Auth

— —~

S—SCfP Packet 1 S-SCTP Packet 2

Figure 5.5: S-SCTP packet assembly

Secure data transport

Figure5.5shows the packet assembly process in more detail for security level 2 where data
chunks are encrypted selectively, because this level requires the most complex processing.
Chunks that are available for sending, and which are to be encrypted (see darker chunks
in figure5.5), are grouped together with the newly defined padding chunk to form a newly
defined chunk type called Encrypted Data chunk (EncData). Insertion of a PADDING
chunk is done depending on data length and encryption block size. The EncData chunk is
placed after (unencrypted) control chunks. If space is left in the packet, any data chunks
that need not be encrypted can be added (see for example DATA chunk 2 inrSigur@én
the receiver side, after decryption of the EncData chunk, chunks could be out of sequence.
But the SCTP packet disassembly part orders all DATA chunks anyway and delivers them
to the upper layer in the right sequence.

After adding the SCTP common header, the HMAC is computed over the whole packet
and appended in the newly defined, fixed size Authentication chunk (AUTH chunk) at the
end of the packet. This is done before computing the packet checksum and inserting it into
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the appropriate field in the SCTP common header. Therefore, the checksum is the only
field not protected by the HMAC and has to be disregarded when checking the HMAC at
the receiver.

The integration of encryption and HMAC calculation clearly optimises the transmis-
sion overhead and the computational effort. Moreover, S-SCTP packets are self-contained
in the sense that all information required to decrypt and verify them is included in the
same packet. The allocation of the cryptographic functions to the packet assembly and
disassembly module also fully avoids any problems related to multiple streams and order
of delivery, as well as to multiple IP addresses and dynamic address reconfiguration (see
section4.3).

32 Bit

Type (18) Reserved Chunk Length

Master Secret Key

Random Number Length
Reference Number

Random Number
EncData

Chunk

Encrypted Payload

Figure 5.6: Format of the S-SCTP EncData chunk

The format of an EncData chuflis shown in figures.6. It contains (in cleartext) the
chunk length, a random number and its length in bytes, a reference to a master secret
key, and the payload field for the encrypted data. With the reference to the master secret
key, the receiver of an EncData chunk is able to decide which set of keys was used for
encryption and authentication, since during the lifetime of a secure session the keying
material between client and server may be updated several times, each time leading to a
different set of master secrets. The initialisation vector needed for Cipher Block Chaining
(CBC) encryption and decryption of the payload is derived in a cryptographically secure
way from:

2Each row in this representation indicates 32 Bit, the rows are transmitted in sequential order with the
upper row first
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1. a shared master secret which is computed after the secure session setup, and

2. the random number transported in cleartext by the EncData chunk.

A similar approach is used for IPsec’s ESP. High quality random numbers of a suffi-
cient length must be used, e.g. 64 bits or longer (see @aBddr necessary properties of
random numbers).

The format of PADDING chunks is very simple, it only contains a common chunk
header and a random number.

L 32 Bit
Type (17) Reserved Chunk Length
Master Secret Key R d
Reference Number eserv AUTH
Chunk

Authentication code

Figure 5.7: Format of the S-SCTP Authentication chunk

The format of an AUTH chunk is shown in figuge7. It contains (in cleartext) the
chunk length, a reference to a master secret key and the authentication code. The reference
to a master secret key is the same as in an EncData chunk.

S-SCTP uses user data compression to transport data before building a data chunk.
When user data is compressed the data chunks include a compression flag. In standard
SCTP, a data chunk has 5 flag bits reserved and the fourth bit is used for compression.
Compression is performed before fragmentation (if necessary).

When the receiver detects a data decryption or a decompression failure then it discards
the EncData chunk. When the receiver detects an authentication failure then the whole
packet is discarded.

S-SCTP packet format and security levels

The S-SCTP packet format varies slightly at every security level. Figi8shows all
packet formats in the different security levels.

In security level 0, the packet format is same as the standard SCTP packet format.

In security level 1, every outgoing S-SCTP packet must include an AUTH chunk,
which is added at the end of the packet. The advantage compared to TLS over SCTP is
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= Security Level 0: No security, downward compatible
| cH | cc [chunki| Chunkz | Chunks |

Security Level 1: Full authentication of all SCTP packets
| cH | cc |Chunk1| Chunk2 |chunk3| Auth |

= Security Level 2: Full authentication, encryption of selected data chunks
| cH | cc |EncData[Chunki)( Chunk2 J(Padding )| Chunk3 [ Auth |

= Security Level 3: Full authentication and encryption of all chunks
\ CH ‘EncData[ CC J(Chunk1][ Chunk2 ](Chunk3]( Padding ]| Auth |

CH - Common Header CC - Control Chunk

[ ]-encrypted

Figure 5.8: Packet format in different security levels

that it also authenticates SCTP control chunks and common header whereas they remain
unprotected in TLS.

In security level 2, S-SCTP has two packet formats. One is shown in fig8rand
describes the packet if an encrypted data chunk exists. If a packet doesn’t include an
EncData chunk, then the packet format is the same as in security level 1.

In security level 3, every S-SCTP packet includes both EncData and AUTH chunks.
This is the strongest security level and the original information is only visible at the two
associated endpoints. For example, when a new IP address is added to an existing associ-
ation, a third party cannot know this.

5.3.3 Secure session control path

The S-SCTP crypto controller block in the control path includes functions to initialise,
close, rekey a secure session and set to the security level.

S-SCTP model and SDL

Specification and Description Language (SDL) diagrams are used to specify S-SCTP pro-
cedures. SDL is a standard language for specifying and describing systems. It has been
developed and standardised by ITU-T in the recommendation Z3&0 $DL has both
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a graphical and a textual representation. Both representations are equivalent and can be
used at the respective users preferén@DL allows for hierarchical modelling and is,
therefore, well suited for a top-down specification approach. Since SDL is based on the
extended finite state machine approach, the factor "time” is difficult to model in SDL.
From SDL specifications, the corresponding state transition diagrams as well as message
sequence charts representing specific paths through a protocol can be derived. SDL speci-
fications can be used as basis for a formal verification (e.g. reachability analysis), for per-
formance simulation (with temporal extensions) and for non-exhaustive, semi-automatic
testing and validation.

In this project, the SDL suite from Telelogic Ta81] was used to design the S-SCTP
model. This SDL tool offers a rich set of options for simulation, for verification and for
validation of the SDL specification.

Figure5.9 shows an SDL overview of the S-SCTP model. The S-SCTP model de-
fines message groups for the communication between the function blocks. The groups
include messages for requests from (ARBquest) and indications (A/Bidication) to the
S-SCTP user as well messages exchanged @igdal) between endpoints.

User layer
A [A_Indicaton] | [B_indication]] |
i SDL
| Overview a_ch1 b_ch1
[A_Request] [B_Request]
A 4 A 4
E intA il E int B
ndpoint [B_Signal] [A_Signal] ndpoint

ch, a_ch1, b_ch1 - Channels

[xxxx] — Signal groups

Figure 5.9: SDL overview of S-SCTP model

Since the protocol is symmetric, both endpoints have the same SDL specifications,
which are given in detail in Appendi&k. Sixteen pages of S-SCTP SDL diagram define
all S-SCTP procedures (e.g. secure session intialisation, deletion, update ...), which are
described in next sections. Using Telelogic software, the S-SCTP functionality has been

3The textual representation allows for a dense representation of large protocols, whereas the graphical
representation is useful, e.g. for visual inspections of all possible transitions originating in one specific state.
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specified to the level of detail required to simulate the complete protocol. The S-SCTP
SDL specification generates the state-machine shown in figfe By simulation it was
possible to test every state of the model according to. R&gjuest messages from a user.

Using Telelogic software, the S-SCTP functionality has been specified in SDL to the
level of detail required to simulate the complete protocol. | defined all states and all
allowed state transitions. | also specified all variables and timers which are required for
the transactions and states. Tasks, however, have not been fully specified. By using the
S-SCTP SDL specification, the state machine shown in fig§uté can be generated. |
used the SDL model for a basic validation of the protocol by visually inspecting the state
machine to identify missing and unnecessary transitions. Furthermore, | simulated the
protocol behaviour by manually generating input events and checking the resulting state
transitions for correctness.

Secure session initialisation

The first phase of the setup of an S-SCTP association is basically the same as for a normal
SCTP association (see e.g. section 578 for a description), because the secure session
negotiation only starts after the basic association has been established. Any SCTP user can
start a secure session negotiation at any time, allowing the dynamic creation and deletion
of secure sessions.

To negotiate the secure session and its parameters, an initiating SCTP client (called
Endpoint A) issues a request primitive indicating, among other parameters, the security
level and the cryptographic algorithms to be used. The information relevant to the secure
session negotiation is exchanged by means of the appropriate, newly defined SCTP control
chunks (see table.2), which can be bundled together with regular chunks. The handshake
is supervised by a timer. If this timer expires or if there are other errors in the handshake,
the secure session negotiation is aborted and Endpoint A is notified. The negotiation is
done in a four-way handshake as shown in figudel

A secure session intialisation begins when one of the associated endpoints sends the
secure session Open Request (SSOpReq) message to the server (called Endpoint B). The
chunk type is chosen such that a peer implementation not supporting S-SCTP will report
an error and otherwise ignore this chunk. In that case, a failure is reported to the user (or
application) and the — insecure — SCTP association is continued. The chunk contains a list
with crypto-algorithms and compression methods supported by the client (called Endpoint
A). Endpoint A should present its certificate to Endpoint B, which is an X.509&B [
certificate as is also used for TLS. This allows for re-using an already existing public
key infrastructure. The Secure Session Certificate (SSCert) control message includes the
certificate and it is optional.
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Figure 5.10:

S-SCTP state machine
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Figure 5.11: S-SCTP secure session negotiation

When both associated endpoints request the initialisation of the secure session si-
multaneously by sending SSOpReg messages and changing the state from READY to
CLI_WAIT _1, then both ignore the received SSOpReq message and wait for a random
time before resending the SSOpReq message. Each endpoint generates the random time
independently.

After having received these messages, Endpoint B sends a Secure Session Open Re-
quest Acknowledged (SSOpRdégk) message to Endpoint A. SSOpRAgk acknowl-
edges the secure session initiation by Endpoint A and indicates the crypto algorithm that
Endpoint B has chosen. This identifies the algorithm used for asymmetric key exchange
(e.g. Diffie-Hellman, DH), symmetric data encryption (e.g. 3DES with cipher block chain-
ing) and authentication (e.g. secure hash algorithm, SHA). S-SCTP implementations must
at least support DHvith_ 3DES CBC_SHA at each endpoint. The encryption algorithm
may be NULL, indicating that only authentication is used to ensure data integrity. End-
point B also presents its certificate if it has one.

Then Endpoint B generates key material depending on the negotiated key exchange
algorithm. This key material is used to compute the master secret keys. Endpoint B sends
the Secure Session Server Key (SSSerKey) message including the newly generated key
material and changes its state from READY to SBRIT.

After receiving these last 3 messages Endpoint A sends the Secure Session Client
Key (SSCIliKey) message which is similar to SSSerKey. Both Endpoint A and B key
materials are used to compute the master secret keys which are described in Afgpendix
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Then Endpoint A generates a Secure Session Open Complete (SSOpCom) message which
contains a HMAC of all messages received before, and a HMAC computation on the newly
generated master secret key. Finally, Endpoint A after sending the SSOpCom message
moves to CLIWAIT _2.

Endpoint B computes the master secret keys after receiving the SSCliKey message.
Then Endpoint B verifies the SSOpCom message from Endpoint A and checks whether all
messages from the server to the client have been exchanged correctly. If the verification is
successful, Endpoint B generates the SSOpCom message, sends the message to Endpoint
A and establishes the secure session. Otherwise Endpoint B sends an error message to the
peer and changes its state to READY.

S-SCTP has an internal parameter which indicates whether an endpoint is a server or
a client. This parameter is used to solve conflicts if both endpoints subsequently initialise
the same procedure at the same time. After moving to the BETstate, Endpoint B sets
this parameter to 1 (ser=1).

When Endpoint A receives the SSOpCom message from Endpoint B it establishes the
secure session after using the same verification procedure as Endpoint B for the message.
After moving to the SECEST state, Endpoint A sets the parameter "ser” to 0.

Secure session close

The closing of a secure session begins when the secure session has been established and
one of the associated endpoints sends a Secure Session Close (SSClose) message (Ta-
ble 5.2) to its peer, as is shown in figubel2

Endpoint A Endpoint B
state state

SECURE SESSION
ESTABLISHED SECURE SESSION

7777777777777777777777777 SSClos,
© (TSN of Jast enc; ted data ESTABLISHED
ssClsoe_Ack() [T
_________________________ SECURE SESSION

SECURE SESSION CLOSED
CLOSED

Wt "t

Figure 5.12: S-SCTP secure session close

This message includes a cumulative transmission sequence number (TSN) of encrypted
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data messages with the highest encrypted TSN that it is still outstanding (or a flag, if no
more encrypted data is outstanding).

The peer, after having received the SSClose message, returns a Secure Session Close
Acknowledge (SSCloséck) message as soon as all outstanding encrypted data (as indi-
cated by the TSN of the secure session close message) has been acknowledged.

The encryption or authentication of new outgoing data is not allowed after sending or
receiving SSClose or SSClaogek messages. If the current security level of endpoints
is changed to O after the establishment of a secure session the peer sends the SSClose
message with authentication.

A S-SCTP secure session could also be terminated by other reasons than explained
before. The endpoint closes the secure session immediately after receiving a secure session
error. S-SCTP defines several new error codes in more detail, as described in Agpendix

Secure session rekeying

The secure session has a parameter controlling the lifetime of the keying material, which
can be set by an application or is set to a default value defined by the implementation. Upon
expiration of this lifetime, re-keying is automatically triggered. Since there already exists
a secure session, the re-keying mechanism uses an abbreviated handshake {f3gure
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Figure 5.13: S-SCTP secure session rekeying

The abbreviated handshake messages are all encrypted and authenticated. In other
words, security level 3 is used in the re-keying mechanism. The control messages used in
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the abbreviated handshake are similar to those used in a secure session initialisation. In
the abbreviated handshake, S-SCTP uses the RSA key exchange algorithm.

The secure session re-keying begins when one of the associated endpoints sends a
SSOpReq control message (Tabld) to its peer. After the re-keying mechanism, a secure
session can use a new encryption and authentication algorithm. When both Endpoint A
and Endpoint B send an SSOpReg message simultaneously, Endpoint A ignores Endpoint
B's SSopReq message based on the status of the internal "ser” parameter (ser=0). Endpoint
B accepts the SSOpReq message from Endpoint A knowing it is the server (ser=1). While
the meaning of the following messages is the same as in the secure session initialisation,
the exchange procedure of these messages is slightly different.

5.4 Prototype implementation

The realisation of S-SCTP requires — in addition to the definition of the new chunk types
and procedures — modifications and extensions of the various modules of the SCTP im-
plementation (see figure.4). The detailed draft specification of S-SCTP defining types
and encoding of new chunks can be found in AppeliXhe S-SCTP implementation is
based on our prototype socket API, sctplib implementatich &nd the OpenSSL crypto
library [23].

5.4.1 Starting point

In our group, a fully featured SCTP implementation has already been developed in co-
operation with an industrial partner and is available under the GNU public lic@idse [

The SCTP implementation

Our sctplib implementation runs under the operating systems Linux, FreeBSD, and MAC
OS. It is implemented in userland rather than in the kernel. The advantage of the user-
land implementation is that it is easy to observe and modify it. However users of this
implementation should have the root privileges.

Figure5.14shows the functional structure of the sctplib implementation. SCTP defines
Upper Layer Protocol to SCTP (ULP-to-SCTP) and SCTP-to-ULP interfaces, which are
briefly described in the following.

ULP-to-SCTP. ULP-to-SCTP primitives deliver upper layer requests to SCTP. The prim-
itives used in this section are defined in section 10.1 of RFCZB&0The text written in
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Figure 5.14: Functional structure of the SCTP implementation

italic indicates the respective functions that have been developed in our implementation.
All ULP-to-SCTP primitives described below are defined in the sctp.h header file.

INITIALIZE: This primitive initialises SCTP internal data structures and allocates nec-
essary resourcesdtpinitLibrary()).

ASSOCIATE: This primitive allows the upper layer to initiate a new association
(sctpassociate().

SEND: This primitive sends user data via SCEBtfsend().

RECEIVE: This primitive reads user data from a buffer which is specified by the Upper
layer protocol ¢ctpreceive().

SETPRIMARY: This primitive allows to set a specified destination transport address as
the primary pathgctpsetPrimary().
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SHUTDOWN: This primitive closes down an association gracefdbtg shutdown().
ABORT: This primitive closes an association immediateigt abort()).

STATUS: This primitive requests information about an associasotp(@etAssocStatug()

SCTP-to-ULP. SCTP defines notifications to deliver information to the upper layer. The
notifications described in this section are defined in section 10.2 of RFCZ%60The

text written in italic indicates the respective functions that have been developed in our
implementation. All notifications are defined in the sctp.h header file.

DATA ARRIVE: This notification indicates user data successfully received and ready for
retrieval @ataArriveNotif().

COMMUNICATION UP: This natification indicates that SCTP is ready to send or re-
ceive user datacommunicationUpNotif})

COMMUNICATION LOST: This notification indicates that an endpoint has lost a com-
munication €communicationLostNotif))

SEND FAILURE: This notification indicates that user data cannot be delivesead¢
FailureNotif()).

NETWORK STATUS CHANGE: This notification indicates whether the destination trans-
port address is marked active or inactimetivorkStatusChangeNotif()

COMMUNICATION ERROR: This notification indicates when SCTP receives error chunks
from its peer ¢ommunicationErrorNotif()

RESTART This notification indicates when SCTP detects that the peer has restarted
(restartNotif().

SHUTDOWN COMPLETE: This notification indicates that SCTP completes the shut-
down procedureshutdownCompleteNotij()

Besides our implementation, there are several other SCTP implementations. The
FreeBSD team implemented SCTP in the FreeBSD kernel. Nokia, Motorola and IBM
developed LKSCTP, which is a Linux kernel SCTP implementation. Cisco developed its
own I0S SCTP implementation, which is integrated in the Cisco OS. AIX was devel-
oped by IBM, who implemented SCTP in their own AIX-Unix system. Our sctplib has
been successfully tested for interoperability with these other SCTP implementations in six
official interoperability workshops.
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SCTP socket APl implementation

Our socket APl implementation has been defined according to the SCTP socket API draft
defined in [f8]. It is written in C++ and works under Linux. SCTP socket API functions’
purposes and formats are similar to TCP Socket API functions. All functions are defined
in the extsocket.h header file, and the new API functions begin with extFor example,

in TCP or UDP implementations, calls are made to the socket() function to create a new
TCP or UDP socket; in our implementation, calls are made to thsaoitet() function to
create a new SCTP socket. The socket AR pupports two kinds of socket styles:

e One-to-one style interface: arelationship of one socket descriptor to one association.

e One-to-many style interface: a relationship of one socket descriptor to many associ-
ations.

Clearly, the one-to-one style interface is a TCP-like interface, and the one-to-many
style interface is a UDP-like interface.

The only difference between SCTP and TCP socket calls is that SCTP uses
IPPROTQSCTP instead of IPPROT@CP which is used in the TCP socket call. The
functions used on both server and client side are defined in 3aBl&everal socket calls
have the same functions as shown in tdhl but they use different parameters, e.g.

ext send(socket descriptor, buffer, length, flags);
ext sendto(socket descriptor, buffer, length, flags, address, address length);

The differences between SCTP and UDP socket calls are that while SCTP uses the
IPPROTQSCTP protocol type and SOCBREQPACKET communication type, UDP uses
the IPPROTQUDP protocol type and SOCROGRAM communication type. The func-
tions used on both server and client side are also defined inGabl&lore details about
the above socket styles and new options of socket functions are defirés}.in [

SCTP uses the following new options in esd@tsockopt() and exgetsockopt() func-
tions:

SCTPRTOINFO: This option is used to initialise and bound retransmission timeout
(RTO).

SCTPASSOCINFO: This option is used to both examine and set various association and
endpoint parameters.

SCTPRINITMSG: This option is used to modify protocol parameters. For example, the
user can define which stream numbers to use.
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SCTPAUTOCLOSE: This option is only applicable to the UDP-like socket. When this
option is set, an association is automatically closed after a certain idle time.

SCTPSET_PEERPRIMARY _PATH: This option is used in the dynamic address recon-
figuration extension to request that the peer marks the enclosed address as the asso-
ciation primary.

SCTPPRIMARY _ADDR: This option is used in the dynamic address reconfiguration
extension to request that the local SCTP stack uses the enclosed peer address as the
association primary.

SCTPADAPTATION _LAYER: This option is used to request the local endpoint to set
the specified adaptation layer indication parameter for all future INIT and INIT-ACK
exchanges.

SCTPDISABLE _FRAGMENTS: This option switches the fragmentation on and off.
Data bigger than the current MTU is not transported and an error is indicated if
fragmentation is off.

SCTPPEERADDR_PARAMS: This option is used to enable or disable heartbeats for
any peer address of an association, modify an address’s heartbeat interval and force
a heartbeat to be sent immediately.

SCTPDEFAULT_SEND_PARAM: This option allows an application to set the default
sctpsndrcvinfo structure. The scgndrcvinfo structure is defined in section 5.2.2
of [7§].

SCTPEVENTS: This option is used to specify various notifications and ancillary data
the user wishes to receive. The SCTP notifications are defined in section 10.2 of
RFC2960 75].

SCTPSTATUS: This option is read-only. Applications can retrieve current status infor-
mation about an association, including association states, peer receiver window size,
number of unacknowledged chunks and number of data chunks pending receipt.

SCTPGET_PEERADDR_INFO: This option is also read-only. Applications can re-
trieve information about a specific peer address of an association, including its reach-
ability state, congestion window and retransmission timer values.

SCTPI_WANT _MAPPED V4_ADDR: This option is used to turn on or off mapped IPv4
addresses. This flag is used to map IPv4 address to IPv6 address.
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TCP like UDP like
Calls Description SETVErT client | SErver client
side | sijde | side | side

extsocket() | This function is used to create yes | yes | yes | yes
a new socket descriptor

ext bind() This function is used to assign yes no yes no
a local address to a socket

ext listen() This function is used for yes no yes no
accepting inbound association

extaccept() | This function accepts a newly yes no no no
established SCTP association

extconnect() | This function is used to initiate no yes no no
an association to peer

ext.close() This function is used to gracefully] yes | yes | yes | yes
close down an association

ext write() This function used to transmit yes | yes | yes | yes
data

extread() This function is used to receive yes | yes | yes | yes
data

extsend() This function is used to transmit | yes | yes | yes | yes
data

extrecv() This function is used to receive yes | yes | yes | yes
data

extsendto() | This function is used to transmit | yes | yes no no
data

extrecvfrom() | This function is used to receive yes | yes no no
data

extsendmsg()| This function is used to send data yes | yes no no

extrecvmsg() | This function is used to receive yes | yes no no
data

Table 5.3: Socket calls
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New interfaces. According to the documenip] for the socket API, the following in-
terfaces that can be implemented as system calls or functions.

sctpbindx(): This function is an extension of the éxind() call. An application can
use this function to associate additional IP addresses with an endpoint, after calling
ext bind().

sctppeelof(): This function is used to branch off an association into a separate socket.

sctpgetpaddrs(): This function returns all peer addresses in an association. After calling
this function, resources are reserved for addresses.

sctpsctpfreepaddrs(): This function releases all resources allocated bygsghaddrs.

sctpgetladdrs(): This function returns all local bound addresses on a socket. After calling
this function, resources are reserved for addresses.

sctpfreeladdrs(): This function releases all resources allocated bygsttaddrs.

sctpconnectx(): This function allows an endpoint to be associated with multiple ad-
dresses.

OpenSSL implementation

| analysed the existing TLS open source implementations which are described in sec-
tion 3.2.1and as a result | have chosen OpenSSL to implement TLS over SCTP. All TLS
implementations have different purposes. To be suitable for my project, a TLS implemen-
tation has to be flexible, easy to use, focused on SSL and TLS development and func-
tionalities (e.g. support most ciphers), well documented and widely used. Based on these
criteria, the various implementations can be characterised as follows:

e The Cryptolib implementation is a multi-purpose, powerful secure toolkit, and hence
is not exclusively focused on TLS development. There are already existing applica-
tions using this implementation. For example, in SSH sessions, PGP or S/IMIME.

e The yaSSL implementation is dedicated to SSL but the implementation’s documen-
tation is poor, and not many applications use it. The advantage is that it is very
fast.

e The PureTLS implementation is a Java-only implementation which supports few
cipher suites from the cipher suite list defined 24]|
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e The GnuTLS implementation is better than the above implementations. It uses
the gnu crypto library. However, this library is not as well developed as, e.g., the
OpenSSL crypto library.

e OpenSSL is only focused on SSL and TLS development. It has rich functional pos-
sibilities, which allow much more flexible programming. Moreover, it includes its
own crypto libraries, which provide strong crypto functionalities. OpenSSL is the
most widely-used implementation and most Linux kernels support it. The OpenSSL
crypto library has been developed separately and the crypto functions are not inte-
grated in SSL. Therefore users can use just the crypto library of OpenSSL without
the SSL library.

For the reasons mentioned above, OpenSSL was chosen for my TLS over SCTP imple-
mentation.

User layer

OpenSSL project

A 4
SSL/TLS library

OpenSSL _
command line tool Crypto library

This part provides rich user This part includes
commands. For example, OpenSSL API functions R implementation of a wide range
create certificate, public keys and data structures of cryptographic algorithms and
or verifies certificate ... API.
v v ! v v

‘ SSL method H SSL cipher

) SSL
SSL context SSL session connection

BIO

1/0O abstraction

Transport protocol

Figure 5.15: Architecture of the OpenSSL implementation

Figure 5.15 shows the architecture of the OpenSSL implementation. The SSL/TLS
library includes five data structures. SSL method contains information about SSL versions
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(e.g. SSL version 2, 3 and TLS version 1) and their structures. SSL cipher contains
information about crypto algorithms. SSL context contains default values of the currently
established SSL structure. SSL session contains detailed information of the current SSL
connection. The SSL connection is a SSL structure that is created by a server or client per
established connection. This actually is the core structure in the SSL API. At run-time the
application usually deals with this structure which has links to nearly all other structures.
A BIO is an input/output (1/0O) abstraction, that can hide many of the underlying 1/0O details
from an application. If an application uses a BIO for its I/O it can transparently handle
SSL connections, unencrypted network connections and file 1/0O.

5.4.2 S-SCTP implementation

The S-SCTP implementation developed in this project is based on our prototype sctplib
and socket APl implementations. For the cryptographic functions, | used the cryptographic
part of the OpenSSL library to avoid recoding of the crypto algorithms. As a default, 1 used
the DH.with_3DES CBC_SHA cipher suite, but similarly to TLS and IPsec, our concept
allows flexible addition and selection of various cipher suites. All cipher suites are defined
in AppendixB. The S-SCTP prototype implementation is written in C, as the sctplib.
Several new header files such as ssctp.h, cryptocrtl.h andsesgages.h have been de-
fined in the sctplib implementation. The header file ssctp.h contains all the new functions
of initialisation, deletion, and rekeying of a secure session. While the header file cryp-
tocrtl.h provides encryption, decryption, compression, decompression and authentication
of messages, the header file ssatpssages.h contains all data structures used in a secure
session.

ULP to S-SCTP

ULP-to-SCTP primitives deliver upper layer requests to S-SCTP. The following part de-
scribes new ULP-to-SCTP primitives and thus enhances the section 10 of RFC2960. The
text written in italic indicates the respective functions that have been developed in my im-
plementation. All new ULP-to-SCTP primitives described below are defined in the ssctp.h
header file.

INITSECSESS: This primitive initialises a new secure session.
Format:initSecSess(secure session ID, key material length, cipher suites list, com-
pression methods list, certiticate(s))result

e secure session ID: This parameter identifies a secure session.
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e key material length: This defines the key material length which is used in the
SSOPReq chunk.

e cipher suite list: Eligible cipher suites for a new secure session.

e compression method list: Eligible compression methods for a new secure ses-
sion.

o certificate(s): Local endpoint certificate(s).

SETSECLEVEL: This primitive sets a new security level for an existing secure session.
Format:setSecLevel(secure session ID, security levetesult

e secure session ID: local handle to the secure session
e security level: This parameter indicates the new security level

GETSECLEVEL: This pritimive gets the current security level of a secure session.
Format:getSecLevel(secure session IB)security level

e secure session ID: local handle to the secure session

SENDSEC: This primitve sends secure data via S-SCTP.
Format: sctp.sendenc(association id, buffer address, byte count, context, stream
id, life time, destination transport address, unorder flag, no-bundle flag, payload
protocol-id, encryption flag, compression flag) result
Every parameter, except the encryption and compression flags, defined in this func-
tion is the same as the corresponding parameter defined in the SEND function of
RFC2960 part 10.

e encryption flag: This flag defines if a current user data message needs encryp-
tion or not.

e compression flag: This flag defines if a current user data message needs com-
pression or not.

GETSECSTATUS: This primitive gets the security status of an association. The security
status indicates if the SCTP association is using a secure session or not.
Format:setSecStatus(association 1B) status

e association ID: local handle to the SCTP association.

SETSECSESSTTL: This primitive sets a new lifetime for a secure session.
Format:setSecSessTTL(secure session ID, Timedsult
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e secure session ID: local handle to the secure session.
e time: The new lifetime in seconds.

SHUTSECSESS: This primivite deletes a secure session.
Format:shutSecSess(secure session+bjesult

e secure session ID: local handle to the secure session.
e security level: This parameter indicates the new security level.

S-SCTP to ULP

S-SCTP defines new notifications to deliver information to the upper layer. The notifi-
cations extend the section 10.2 of RFC2988][ The text written in italic indicates the
respective functions that have been developed in my implementation. All new notifications
are defined in the ssctp.h header file.

SECSESSUP: This notification indicates that S-SCTP is ready to send or receive secure
data 6ecsessUpNoitify)

SECSESSDOWN: This notification indicates that an association has lost a secure session
(secsessdownNotif()

SECSESSREKEY: This notification indicates that a secure session updated the secret
keys cecsessrekeyNotif()

Additional changes had to be made in the socket APl implementation to access the
new sctplib functions described above. A user calls the same socket API functions as in
standard SCTP to send and receive user data, but has to set an encryption flag N3G
to request encryption of user data. Also a compression flag (IM8®P) has to be set in
ext.send, extsendto, exisendmsg to request to compress user data. On the receiver side
there are no changes.

Extension of Transmission Control Block (TCB)

A SCTP TCB contains parameters which are related to an association (e.g. an association
id, port number, IP address list...). S-SCTP defines several parameters which are related
to a secure session and it extends the TCB defined in section 12 of RFC2960.

Security level: This parameter contains the association’s current security level.
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Second security levelThis is the security level of the associated second endpoint.

Key material length: The size of the key material, which was last used for key genera-
tion.

Secure session statusthis parameter indicates whether the association is using a secure
session or not.

Secure session lifetime:This parameter indicates the lifetime of the secret keys of a
secure session.

Server indication: This parameter indicates if an endpoint is server or client. If the
parameter is equal 1 then it is a server, otherwise it is a client.

Secure session IDThis parameter indicates the local secure session ID.

Master secret key referenceThis is an "array of secret data” collection and every array
element includes the following parameters.

e Selected cipher suite: This parameter indicates the encryption and authentica-
tion algorithms that are used in a secure session.

e Selected compression: This parameter indicates the compression method that
IS used in a secure session.

e Encryption key: This is a secret key which is used for encryption.
e Authentication key: This is a secret key which is used for authentication.

This information is used in EncData and AUTH chunks.

Extension of the socket APl implementation

S-SCTP defines new socket options for the satisockopt() and exdetsockopt() socket
functions to initialise, delete and rekey a secure session. A user calls tBetsgtkopt

or extgetsockopt functions with a new option. It is not necessary to define new socket
API functions, as this is a more standard socket API fashion. The following paragraphs
describe the new socket options.
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SSCTP-INIT:  This socket option is used to initialise or update a secure session. The
following structure is used to access these parameters.

struct ssctgnit {
uintl6.t secsessiD;
uintl6.t key length;
uint8_t numcipher;
uint8.t *cipher_suites;
uint8_t num.comp;
uint8.t *comp_methods;
uint8.t *certificate;

h
e secsessID: This parameter indicates a current secure session ID.
e key length: This parameter defines the length of a key material.
e num.cipher: This parameter defines the number of cipher suites.
e ciphersuites: This parameter includes a list of cipher suites.
e num.comp: This parameter defines the number of compression methods.
e compmethods: This parameter includes a list of compression methods.

e certificate: This parameter includes a certificate of the endpoint.

SSCTP-SECLEVEL: This socket option is used to set and get a secure session security
level. The following structure is used to access and modify these parameters.

struct ssctpseclevel
uintl6.t secsessID;
uint8.t seclevel;

I

e secsessID: This parameter indicates a current secure session ID. This parameter
MUST be zero when beginning a secure session initialisation.

e seclevel: This parameter contains a new security level before socket write access or
contains the current security level after socket read access.
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SSCTP-SECSTATUS: This socket option is used to get the secure session status and
secure session ID when a secure session exists. The following structure is used to access
these parameters.

struct ssctpsecstatug
uintl6.t secsessID;
uint8_t secstatus;

};

e secsessID: This parameter contains the current secure session ID. This parameter
MUST be zero when a secure session doesn’t exist.

e secstatus: This parameter contains a security status. This parameter MUST be zero
when a secure session doesn’t exist. This parameter is equal to 1 when a secure
session exists.

SSCTP-SECSESSTTL: This socket option is used to set and get the secure session life-
time. The following structure is used to access and modify these parameters.

struct ssctpsecsessTTY
uintl6.t secsessID;
uintl6.t secsessTTL;

e secsessID: This parameter indicates the current secure session ID.

e secsessTTL (seconds): This parameter contains a new secure session lifetime before
socket write access or contains a current secure session lifetime after socket read
access.

SSCTP-CLOSE: This socket option is used to close an existing secure session. The
following structure is used to access these parameters.

struct ssctpsecclosg
uintl6.t secsessID;

I

e secsessID: This parameter contains the current secure session ID.
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Status of the S-SCTP implementation

Due to the limited project duration, it was not possible to completely finalise the imple-
mentation and priorities had to be defined. Therefore, | focused on the implementation
of the data path in order to be able to perform the performance studies described in chap-
ter5.2.3 As a consequence, the data path of S-SCTP is fully implemented whereas the
dynamic secure session management has only partially been realised and the S-SCTP ses-
sions have to be configured manually.

It should be mentioned that the SDL specification is complete and, therefore, the im-
plementation of the control path would be straightforward. Due to the incomplete control
path implementation, no performance measurement could be performed for secure session
management.



Chapter 6

Quantitative evaluation of the data path
of S-SCTP

In this chapter | will evaluate the standard security solutions and S-SCTP in an experimen-
tal setup. Since IPsec secure session management cannot be controlled dynamically, it is
not possible to perform a meaningful comparison of the mechanisms with respect to the
control path performance.

Furthermore, most of the application scenarios use rather static scenarios with long lived
associations.

Therefore, the experiments in this chapter focus on the data path performance.

6.1 Testbed description

The testbed used a simple local network in a single-homing configuration, which con-
tained two Linux based computers and a switch (see fi§ue There are no significant
differences between single-homing and multi-homing when measuring the data path per-
formance of the different solutions. In all test scenarios the same testbed was used.

The two computers had 100mbit/s Ethernet cards and they are connected through a
100mbit/s switch. The first computer, with IP address 132.252.150.149 had an Athlon
AMD 1333MHz processor and the second computer, with IP address 132.252.150.157,
had a Pentium 3 600MHz processor.

| developed a measurement setup for the experiments which is shown in éigure
The traffic generator is a simple application which is running on the computer 1. This
application continuously generates random data and sends this data to the computer 2.
The size of the messages depends on the experiment scenarios and is constant during a
measurement.

101
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Figure 6.1: Configuration of testbed

The traffic analyser (figuré.2) is also a simple application which is running on the
computer 2. The role of the traffic analyser is receive the random data sent from computer
1 and calculate the message throughput in different scenarios for each security solution.
The message throughput is calculated based on the received data messages without any
overheads (e.g. SCTP packet header, encryption header, authentication header). The traffic
analyser calculates a throughput value for every second and the measurement continues 5
minutes. This means the traffic analyser produces 5*60=300 data points for measurement.
| used the average of all measurements in the evaluation. For the calculation of the average,
the first 20 values were not used because SCTP uses a slow start algorithm (see section
7.2 of [75]) for data transmission after establishment an association. The throughput in the
slow start phase is much less than the sustained average throughput.

6.2 Monitoring SCTP security solutions

| used the Ethereal open source program to monitor the SCTP security solutions. Ethereal
can be used for troubleshooting, analysis, software and protocol development. It has all
of the standard features one would expect in a protocol analyser, and several features not
seen in any other product. Its open source license allows to add enhancements. It runs
on all popular computing platforms, including Unix, Linux, and Windows (more details in
www.ethereal.com).

Ethereal uses a port number or protocol payload ID (PPID) to recognise a payload
of SCTP. The Internet Assigned Number Authority (IANA) standarisation organisation
defines these port numbers and PPIDs (e.g. ASAP PPID is 11). Currently, IANA has
not yet defined a TLS PPID and port number for SCTP. Without this, TLS over SCTP
is invisible — we can decode only SCTP but not the TLS payload. For my experiment,
| therefore defined a TLS payload protocol ID for SCTP and integrated it into Ethereal.
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Figure 6.2: Measurement setup

The TLS PPID is defined in sctpppids.h, which contains all PPIDs of protocols which are
using SCTP. Figuré.3shows a screenshot of a fully decoded packet for TLS over SCTP.
For SCTP over IPsec Ethereal doesn’t need any additional changes.

To monitor S-SCTP transport | integrated the AUTH and EncData chunk codes of S-
SCTP into Ethereal. Figuré.4 shows decoded AUTH and EncData chunks. Because
the implementation of the S-SCTP control path was not yet fully functional, the other S-
SCTP control chunks have not been integrated into Ethereal. However, their integration is
straight-forward.

6.3 Setup of reference scenarios

This section describes the experimental setup of the standardised SCTP security solutions.
While the SCTP over IPsec scenario required only configuration of the standard protocols,
adaptations and extensions of the OpenSSL implementation were necessary for the TLS
over SCTP scenario, extensions provide transport of TLS data over SCTP. The following
two paragraphs describe the configuration of both security solutions.
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10 0,026042 132,252,150,157 132,252,150,143 s SACK Change Cipher Spec, Encrupted Handshake Message
11 0.028073 132,252,150,157 132.252,150.149 TS Application Data, Application Data
12 0,028270 132,252,150,149 132,252,150,157 SCTP SACK

L 150, 1 A |
14 0,029588 132,252,150,157 132,252,150,143 TS Application Data, Application Data

B Frame 13 (1130 bytes on wire, 1130 bytes captured)
Ethernet II, Src: 00:10:ad:bOice:7f, Dsti 00:09:5b162:041F0
B Internet Protocol, Sre Adde; 132,252,150,157 (132,252,150,157), Dst Addr: 132,252,150,149 (132,252,150,149)
B Stream Control Transmiszion Protocol
Source port; G001
Destination port: 2000
Verification tag: Ox3s60s2h5
Checksum: 0xf8E358d0 (incorrect Adler3Z, should be 0x35031726)
B IATA churk{ordered, complete segment, TSN: B11031426, SID; 0, SSM; 3, PPID: 256, payload length: 1065 bytes)
B Secure Socket Layer
EITLS Record Layer: Application Data
Content Type: Application Data (23)
Version; TLS 1,0 (0x0301)
Length: 32
Application Data
B TLS Record Layer: Application Data
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301}
Length: 1024
Application Data
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Figure 6.3: Network capture of TLS over SCTP
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6375 3,596091 132,252,150,143 132,252,150,157 SCTP SACK
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B377 3.597518 132,262,150,157 132.252,150,143 SCTP ENC_DATA AUTH
6378 3,597714 132,252,150,143 132,252,150,157 SCTP SRCK
B379 3.599314 132,262,150,157 132.,252,150.143 SCTP ENC_DATA AUTH
6380 3,593143 132,252,150,157 132,252,150,143 SCTP ENC_DATA AUTH

Frame 376 (1106 bytes on wire, 1106 bytes captured)
Ethernet I1, Srci 00;10jad;b0ice;7f, Dst; 00509;5b562;045F0
Internet Protocol, Src Adde: 132,252.150,157 (132,252,150.157), Dst Addr: 132.292.150.149 (132,252.190.143)
B Stream Control Transmission Protocol
Source port! BOOL
Destination ports 2000
Verification tag! Ox0B84aaabf
Checksum; 0x265941bb (incorrect Adler32, should be Oxe98308df)
B ENC_TATA chunk, payload length: 1016 bytes)
B Churk tupe; ENC_DATA (16)
Chunk flags: Ox00
Chunk lengths 1032
Master key referencet 1
Random nunber lengths 8
Initialization vector: EM-@&NW001
Tata (1016 bytes)
B Stream Control Transmiszion Protocol
ElAUTH churk, payload length: 20 butes)
Chunk type: AUTH (17)
Chunk flagss 00
Churk length: 28
Haster key reference; 1
Reserved: O
Data (20 bytes)
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Figure 6.4: Network capture of S-SCTP
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6.3.1 Setup of SCTP over IPsec

| used the Freeswan IPsec implementation in my experiments. The Freeswan implementa-
tion uses several configuration files such as ipsec.conf and ipsec.secret. The ipsec.conf file
includes the main configuration of the IPsec connection and the ipsec.secret configuration
file includes a public or shared secret key. These configuration files must be configured
before beginning transport of secure data. In my experiment | used the following configu-
ration.

conn sample This row indicates a connection name.

type=transport This row indicates IP connection type.

left=132.252.150.157 This row indicates IP address of left
entity.

right=132.252.150.149 This row indicates IP address of right
entity.

ike=aes128-md>5 This row defines a crypto algorithm
suite for key exchange.

esp=aesl28-shal This row defines a crypto algorithm
for encryption.

compress=no This row enables or disables
a compression.

auth=ah This row enables or disables
authentication.

authby=secret This row defines that key mechanism uses

shared secret or public key mechanism.

Both associated endpoints use the same configuration, only the left and right IP ad-
dresses have to change positions.

6.3.2 Setup of TLS over SCTP

| adapted some functions from our sctplib implementation to OpenSSL and created ad-
ditional OpenSSL functions. All additional functions are related to SCTP streams. The
following new functions were added in OpenSSL and they are used only for SCTP:

SSL setsid(SSL *s, int fd, int streanmum): Connect the SSL object(s) to a file descrip-
tor (fd) and stream (streamum), which is used to transport TLS messages.

SSL getsid(SSL *s, int fd, int streanmum): Get file descriptor (fd) and stream number
(streamnum) linked to an SSL object.
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BIO_setsid(b,streamrmum,c): Sets the stream number (strelanm) belonging to the
file descriptor (fd) of BIO (b). Before using the Bl€etsid() function, the same
BIO_setfd() function as in TLS over TCP has to be called.

BIO_getsid(b,strearmum): Gets the stream number (streaom) belonging to the file
descriptor of BIO (b).

The functions SSlsetsid() and SSLgetsid() are integrated in the SSL connection
part and the functions BlGetsid() and BlQgetsid() are integrated in to the BIO I/O
abstraction part (see figutel5).

The setup fashion of TLS over SCTP is similar to TLS over TCP. TLS over SCTP uses
the new functions defined above instead of TCP functions. The correspondence of TCP
functions and new functions for SCTP is shown in the t&ble

TLS over SCTP functions TLS over TCP functions
SSL setsid() SSL setfd()
SSL getsid() SSL getfd()
BIO_setfd() BIO _setfd()
BIO_getfd() BIO_getfd()
BIO_setsid() —
BIO _getsid() —

Table 6.1: Comparison of OpenSSL functions for TCP and SCTP

The setup of TLS over SCTP is dynamically configured by the user. The following
example shows the order of function calls for a simple configuration of TLS over SCTP.

ext_socket(); Create a socket.

ext_bind(); Assign a local address to a socket.
ext_accept(); Accepts a newly establish association.
SSL_new(); Create a new SSL structure.

SSL_set_sid(); Connects a socket descriptor to SSL.
SSL_accept(); Establish a SSL connection.
...... Ready to transport a secure data.
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6.4 Experimental measurements and results

In this section, | will describe some experiments using the following three measurement
scenarios to compare the data path performance of all three security solutions:

1. In a first scenario, | measured the end-to-end throughput varying the user message
size that needed to be transmitted securely. The bundling option of SCTP was dis-
abled.

2. The second scenario is similar to the first scenario. The only difference is that this
scenario uses the bundling mechanism of SCTP.

3. In a third scenario, | measured the end-to-end throughput varying the percentage of
data that needed to be transmitted securely. Bundling was not used, but measure-
ments were performed with and without fragmentation.

In a fourth measurement scenario, | compared the main memory used by the different
security solutions depending on the number of streams that needed to be secured.

All security protocols support different crypto algorithms and for my experiments |
chose the AES, 3DES and SHA crypto algorithms which are supported by all security
protocols. In the first three scenarios two different encryption algorithms, 3DES and AES,
were used for every security solution. For authentication, | used the SHA algorithm. It
doesn't affect the throughput how many applications or how many streams are used in an
association. That's why | used only one stream in the first three scenarios. For example,
in the secure mix scenario both secured and unsecured data used the same stream.

The following two factors have to be taken into account when interpreting the mea-
surement results because they affect the measurement of throughput:

e For a completely fair comparison, identical implementations of the crypto algo-
rithms have to be used in measurements. OpenSSL and S-SCTP use the same
crypto implementation whereas IPsec uses a different crypto implementation for
AES. However, all three implementations use the 3DES and SHA implementations
from OpenSSL.

e |IPsec is implemented in the operating system or kernel whereas OpenSSL and S-
SCTP are implemented in user space. Therefore, IPsec has a performance advantage
over the other two security solutions. Also, OpenSSL is a well optimised implemen-
tation whereas S-SCTP is a prototype implementation which is not fully optimised
for performance.
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6.4.1 Sensitivity of throughput to message size

In this scenario, messages with different length were transported between two connected
computers and the throughput was measured. All transported data was fully encrypted and
authenticated. The results of these measurements are shown indigtioe the 3DES-

SHA cipher and in figur&.6for the AES-SHA cipher. The throughput of standard SCTP

is also shown. The maximum throughput of standard SCTP is about 2000 kb/sec and the
throughputs of TLS over SCTP are 1364 kb/sec for the 3DES-SHA cipher and 1672 kb/sec
for the AES-SHA cipher. The differences between SCTP’s throughput and e.g. TLS over
SCTP’s throughput (2000-1364=636 kb/sec for 3DES-SHA and 2000-1672=228 kb/sec
for AES-SHA) indicate the cost of the crypto algorithms.

Figure 6.5 shows that the throughput increases with the message size. It also shows
that all graphs exhibit a drop in throughput at an IP packet size of 1500 bytes. This is due
to the fact that Ethernet has a 1500 byte MTU and fragmentation occurs when the packet
size reaches 1500 bytes. When fragmentation has to be done, additional overhead, e.g.,
for the headers of the second packet has to be transferred, the fragmentation algorithm
has to be performed and — depending on the security solution — additional encryption and
authentication operations have to be performed. This in combination leads to the drop in
throughput shown in figure®&5and6.6.

As an example, figur6.7 shows the drop in throughput for SCTP over IPsec and TLS
over SCTP (3DES-SHA cipher) in more detail. In this figure, point A (1231 kb/sec for
SCTP over IPsec and 1230 kb/sec for TLS over SCTP) indicates the throughput without
fragmentation and point B (1123 kb/sec for SCTP over IPsec and 1173 kb/sec for TLS
over SCTP) indicates the throughput with fragmentation. The differences 1231-1123=108
kb/sec and 1230-1173=57 kb/sec reflect the cost of security for the second packet and for
the fragmentation mechanism. We know TLS performs security per message and IPsec
performs the security per packet (overhead + message). Therefore, the difference of the
two drop values (108-57=51 kb/sec) reflects the cost of security for the second packet.
The throughput drop will occur every time when a message needs a new fragment, e.g.
when the IP packet size reaches 3000 bytes, 4500 bytes etc. It should be mentioned that
the curves for large message sizes are interpolated between the few measurement points
explicitly shown in the graphs and, therefore, this effect is not visible.

In figure 6.5, left of the fragmentation point the throughput for all security solutions
is practically identical, because in this scenario bundling is not allowed. After fragmen-
tation, however, the throughput for TLS over SCTP is clearly higher than for the other
two security solutions. This can be explained by the fact that in TLS over SCTP security
operations (encryption and authentication) are performed per message (sees2dipn
whereas in S-SCTP and SCTP over IPsec they are performed per message fragment. This
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means, for example, that when the user sends a 2500 byte message, security operations are
performed once in TLS and twice in S-SCTP and IPsec.

Figure 6.6 for the AES-SHA cipher shows a fairly similar result. The difference is
that the throughput of all security solutions is higher. This is due to the fact that AES
computation is much faster than 3DES computation. Because IPsec uses a different, ob-
viously more efficient, AES implementation than TLS and S-SCTP, the performance of
IPsec reaches that of TLS even with the additional authentication effort while S-SCTP has
lower throughput.

6.4.2 Sensitivity of throughput to message size (bundling)

In this scenario, small messages with different length were bundled and transported be-
tween two connected computers and the throughput was measured. All transported data
was fully encrypted and authenticated. In this scenario | exchanged the two computers
and used the faster one as sender to achieve the maximum bundling gain. SCTP waits a
certain time (time depends on the implementation) before bundling messages. Messages
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are only bundled if they can be delivered from the user during this time interval. Delivery
time depends on the processing time of socket APl and some sctplib procedures. With the
faster computer, the messages can be delivered fast enough to bundle messages up to the
MTU size.

However, because decryption and authentication verification require more computation
time than encryption and authentication, exchanging the computers also has an impact on
the achieved throughput. Therefore, the figures are not directly comparable to those in
section 6.4.1.

The result of these measurements are shown in fi§u8éor the 3DES-SHA cipher
and in figure6.9 for the AES-SHA cipher.

Again, TLS performs authentication per message and both S-SCTP and IPsec perform
authentication per packet. However, in these measurements a packet includes more than
one message. This means this scenario is not favorable for TLS. For example, if the
message size is 200 bytes then a SCTP packet includes approximately seven messages,
which means TLS performs authentication seven times.

SCTP over IPsec and S-SCTP have similar throughput for 3DES-SHA, but for AES-
SHA IPsec performs better than S-SCTP due to the more efficient AES implementation.

In figure 6.9 it is shown that if the number of bundled messages decreases then the
throughput difference between SCTP over IPsec and S-SCTP increases. In this bundling
scenario, the throughput depends on the cost of security and of the bundling mechanism. If
a SCTP packet includes many chunks then the time consumed for bundling in the sctplib is
the dominating factor. With increasing message size (less bundling), the advantage of the
superior AES implementation of IPsec becomes obvious. Also, the performance penalty
of TLS over SCTP diminishes.

6.4.3 Sensitivity of throughput to percentage of secure traffic

In this scenario the percentage of data that needed to be transmitted securely between two
connected computers was varied. In this experiment the message size was constant. |
measured the throughput with two different message sizes, i.e. 1000 bytes, which doesn’t
require fragmentation and 10000 bytes, which requires fragmentation.

Figure6.10shows the results for the 3DES-SHA cipher if sending 1000 bytes of data
(not fragmented) in a message, figéré1shows the results for the AES-SHA cipher for
the same scenatrio.

Because IPsec secures all data transported over a SA (security association), the varying
percentage of traffic requiring encryption is irrelevant for IPsec and the throughput of IPsec
is constant. The advantage of the capability to mix secure and unsecure data in TLS over
SCTP and S-SCTP is obvious. TLS over SCTP and S-SCTP achieve up to 56% higher
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throughput than IPsec if only a small part of the traffic is secured. The performance of
TLS over SCTP and S-SCTP is practically identical.

Figure6.11shows that both S-SCTP and TLS over SCTP have lower throughput than
IPsec if 80 percent or more of the traffic is secured. The reason for this result is again that
IPsec uses a more efficient AES implementation.

Figures6.12 and6.13 show the same measurement if 10000 byte messages are sent
(fragmented). Both graphs show that TLS over SCTP has a higher throughput than the
other two security solutions as expected. TLS performs authentication per message whereas
S-SCTP and IPsec perform authentication per fragmented message and a 10000 byte mes-
sage will be fragmented into seven packets. Therefore, TLS performs only one authenti-
cation and S-SCTP and IPsec perform seven.

6.4.4 Relationship between memory and number of streams

In this scenario, | tried to find out the characteristics of the security solutions with re-
spect to computer hardware resource usage (e.g memory and CPU).6-igtsbows the
memory consumption of the security solutions depending on the number of SCTP message
streams that need to be secured.

Since TLS over SCTP establishes a separate TLS connection for each secured message
stream, the memory usage for this solution increases approximately linear with the num-
ber of secured streams. Furthermore, my measurements showed that this trend continues
for even higher numbers of streams until the physical memory is completely filled. The
other two solutions show a nearly constant use of main memory (approx. 1.5 MByte for
SCTP over IPSec, and 1.8 Mbyte for Secure SCTP). This difference is due to the fact that
for IPSec the standard SCTP implementation could be used, and security mechanisms are
implemented in the operating system kernel. Secure SCTP, on the other hand, is imple-
mented as a user process and thus shows a slightly larger memory footprint. The memory
usage of standard SCTP is similar as for SCTP over IPsec (approx. 1.5 MByte).

6.4.5 Summary of the measurement results

The S-SCTP data path implementation is fully functional and first measurements have
been performed in several scenarios for all three security solutions. The results of these
experiments can be summarised as follows:

1. S-SCTP and SCTP over IPsec perform cryptographic operations on packet level
rather than on message level as TLS over SCTP does. Therefore, their performance
is superior for small messages where several messages are bundled into one SCTP



115

I I I bCTP over Iﬂmc ——
TLS over SCTP -+~
S—SCTP --f1--
2000 m':::i.,__ .
@
-
1500 . )
£ 1 S SOOO
et gl
2
£
=]
g
B 1000 - b
500 B
! ! ! I I I ! ! I
[} 10 20 30 40 50 60 10 20 90 100

Secured percentage (%)

Figure 6.12: Secure mix with fragmentation (3DES-SHA cipher, message size 10000
bytes)

I I I ‘SCTP over I[‘I‘sec —o—
TLS over SCTP -+
$-8CTP --t}--
2000 By S .
B * 1
kh_E""--—-h__,_
1500 - ST
F:
]
5
&
&b
=]
g
£ looof 1
500
I I I 1 1 1 I I 1
[} 10 20 30 40 50 60 0 B0 90 100

Secured percentage (%)

Figure 6.13: Secure mix with fragmentation (AES-SHA cipher, message size 10000 bytes)



116

25
SCTP DVELI'TPSEC —o I I I I I
TLS over SCTP -~
§8cTe 01—
20| i
g 151 1
2
.E +
£
g
= 10
5F 4
A
ﬁ =) | =) =l |
0 1 I 1 1 1 I I 1 1
[} 100 200 300 400 500 600 F00 800 900 1000

Smeam number

Figure 6.14: Memory usage

packet. On the other hand, TLS over SCTP performs better for large messages
which have to be fragmented. For messages with size between 50% and 100% of
the current MTU, all security solutions show only slight differences in performance.

. One factor in data path performance is overhead. TLS provides one HMAC per
message, S-SCTP provides one HMAC per SCTP packet and IPSec provides one
HMAC per IP packet. One HMAC per message gives TLS a significant advantage
when a message has to be fragmented into several packets. For the same reason, S-
SCTP and IPSec have a significant advantage when bundling is done, e.g. a packet
includes several messages. Since signalling messages are typically small, this is the
expected operating point for the main application scenatrio.

. S-SCTP and TLS over SCTP can mix secured and unsecured messages. This results
in a major performance benefit compared to SCTP over IPsec if the percentage of
secured traffic is low to moderate. Here TLS and S-SCTP achieve up to 56% perfor-
mance advantage compared to IPsec for a small percentage of secured traffic. The
measurements have been done for message sizes where bundling is not applied. For
small messages allowing bundling, S-SCTP would even perform significantly better
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than TLS. The mix scenario with a low percentage of secured traffic is a typical op-
erating point for mixes, e.g. assuming a high volume multimedia stream with a low
volume control stream.

4. TLS over SCTP requires a lot of memory for a large number of streams whereas for
the other two security solutions, the number of streams (applications) doesn’t affect
the usage of memory. The linearly increasing memory consumption of TLS can lead
to performance penalties for a large number of streams, especially for embedded
devices with small main memory.

The measurements show, that the efficiency of the cryptographic algorithms and their
implementations has a significant influence on data path performance. As the measure-
ments for the AES algorithm show, there is still some potential to optimise S-SCTP per-
formance by integrating better crypto implementations. In addition, also some areas of
the S-SCTP prototype implementation have been identified which could be optimised for
performance during a redesign process.

From a performance point of view, the decision whether to use TLS or IPSec depends
on characteristics defined by the applications at runtime (message size, percentage of se-
cured traffic, number of SCTP streams) which cannot be predicted beforehand. However,
S-SCTP performs always similar to the better solution in all measured scenarios. Even
for scenarios with large messages requiring fragmentation, the performance advantage of
TLS compared to S-SCTP is limited. Therefore, S-SCTP is more universally applicable
over a wide range of protocol parameters. In addition to the performance benefits, S-SCTP
avoids the major functional and management drawbacks (see table 4.1) of the other two
solutions which makes S-SCTP clearly superior to the other solutions.



Chapter 7

Conclusion

This thesis deals with security solutions for the new multi-purpose transport protocol
called SCTP. SCTP was defined by IETF and due to its various features and easy ex-
tendability will be a valid option in many application scenarios — not only in those already
standardised. There are a few already existing SCTP applications which are all requiring
a security mechanism to protect sensitive data. Up to now, there exist two already stan-
dardised security solutions for SCTP, namely TLS over SCTP and SCTP over IPsec. The
standardised security solutions are using the standard protocols TLS and IPsec without
or with only minimum modification, which was a major requirement when defining these
solutions.

| evaluated both standardised security solutions and my evaluation showed drawbacks
and limitations of both security solutions with respect to functionality, performance and
secure session management. Some of the drawbacks are simply due to the nature of these
protocols. For example, TLS was defined with only TCP in mind and, therefore, requires
ordered delivery. This means that TLS cannot support the SCTP unordered delivery fea-
ture. SCTP has several features which are not provided by TCP and UDP and most draw-
backs and limitations of the standardised security solutions are related to these features.
SCTP has two extensions which are called partially reliable delivery and dynamic address
configuration. Both standard security protocols have problems with these extensions.

Based on this evaluation | proposed an integrated solution (S-SCTP) which supports
all SCTP features and options in an efficient way. | examined standard SCTP and found
three possible ways for integration of cryptographic functions. The first solution — which
| have chosen — requires only one common secure session per association. The other two
solutions, while avoiding the functional drawbacks of the standardised solutions, were
similar to SCTP over TLS and SCTP over IPsec in that they would require several secure
sessions per association. The key advantage of one secure session is that it decreases the
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secure session initialisation cost (in terms of delay and processing) and also decreases
rekeying cost. Of course, a disadvantage is that if the secure key is compromised then all
data will be unsafe. If in the other solutions many secure sessions exist and if the secure
key of one secure session is compromised, then it doesn’t affect the other secure sessions.

The new security extension | propose is fully compatible to standard SCTP and it
avoids all functional drawbacks of the standardised security solutions. S-SCTP defines
four security levels which provide flexible security functionalities such as mixing of se-
cured and unsecured messages. Security level 2, in particular, does selective encryption
on a per chunks basis which provides fine granular adaptation of S-SCTP to the security
requirement of the application. For efficiency, S-SCTP provides authentication per SCTP
packet and not per chunk or per message.

After defining the basic concept for S-SCTP, | made a formal specification of S-SCTP
(see Appendix A) in SDL using the SDT tool to validate the protocol engine by visual
inspection of the resulting state machine. | also simulated the main use cases by manually
generating input events and checking the resulting state transitions for correctness.

I have fully specified the syntax extensions and the necessary procedures for the SCTP
extension to the level of detail necessary for a contribution to IETF standardisation (the
resulting document is included as Appendix B). S-SCTP defines thirteen new chunks and
additional parameters used in these chunks. It also defines new error types.

In addition to the conceptual work, | created a prototype implementation of S-SCTP
based on the our existing SCTP implementation and the crypto library of the OpenSSL
open source implementation. The prototype implementation of S-SCTP was used to prove
that the potential advantages of the integrated S-SCTP solution can actually be exploited.
The simple S-SCTP socket API also defined in my work allows for easy control of all
S-SCTP features and parameters directly from an application using it. This is a major
advantage compared to the SCTP over IPsec solution in the area of security session man-
agement.

These aspects are summarised in tablend indicate clearly that the S-SCTP concept
has reached its major design goals. It provides significant improvements over the standard-
ised solutions in a sense that all functional and management drawbacks have been avoided
without introducing performance penalties or significant implementation complexity.

Possible extensions to my work include the complete implementation of the already
fully specified control path and performance optimisations of the prototype implemen-
tation. With the status reached, it would also be possible to propose S-SCTP to IETF
standardisation.
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Criteria TLS over| SCTP over| S-SCTP
SCTP IPsec
Scalability for multiple streams - + +
Support for SCTP multi-homing + ) +
Overhead for small messages (bundling) - + +
Overhead for long messages (fragmentatipon) + - -
Protection for unordered delivery service no + +
Protection for SCTP control chunks no + +
Flexible multiplexing of secure/ insecure + no +
streams
Management of security sessions (han- N i N
dling, automation)
Partially Reliable Transport (SCTP exten-
sion) no + +
Dynamic  Address  Reconfiguration N i +

(SCTP extension)

Keywords: "+” - Advantage, "-

Table 7.1: Comparison of all SCTP security solutions

- Disadvantage, "no” - Not possible



Appendix A
SDL diagrams of S-SCTP

The following key terms used in SDL diagram.

Messages from S-SCTP to ULP (upper layer):

¢ Ind_SecEst: Indicates when a secure Session established.

¢ Ind_Err: Indicates when an error occurs.

¢ Ind_RecData: Indicates when a data received.
Messages from ULP to S-SCTP:

e ReqSSBegin: Request to establish a secure session.

e ReqSSEnNd: Request to terminate a secure session.

e ReqSSUpdate: Request to update a secure session.

e SendData: Request to send a unsecured data.

e SendSSData: Request to send a secured data.
Messages between two S-SCTP endpoints:

e SSOpReq: Secure Session Open Request.

e SSCert: Secure Session Certificate.

e SSOpRedAck: Secure Session Open Request Acknowledged.
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e SSSerKey: Secure Session Server Key.

e SSCIiKey: Secure Session Client Key.

e SSOpCom: Secure Session Open Complete.

e SSErr: Secure Session error.

e SSClose: Secure Session Close Request.

e SSCloseAck: Secure Session Close Request Acknowledged.

e Packet: A packet includes a unsecured data.

e SSPacket: A packetincludes secured data.
Messages from an standard SCTP association:

e RegShut: Request to terminate an association.

e ShutAck: An association shutdown acknowledged.

e Abort: Error occurs in an association.
Explanation of the variables which are used in the SDL diagram. In SDL diagram, |
defined the several variables, the three constant values, named RET, ITER, REG, and the
timer. | also defined some boxes which are indicate operations. The operations of box
writen directly on the boxes. Inside the bosex are not defined but they are not play main
roles of my SDL diagram. For example in the third diagram exist the box named a discard

message. This box just discards messages.
The following paragraphs will describe every variables used in SDL diagram.

T, ct, RET: This is a timer to retransmission of secure session (SS) messages. The
timer unit is must be same as T3 timer which is defined in RFC2960. | defined the "ct”
variable to store the timer value. Every time when a secure session changes the current
state the variable "ct” initiated to zero. The varibale "ct” also initiated to zero when the
value of "ct” reaches to "RET”. The "RET” is the retransmission value which is depends
on an implementation.

ITER, r:  The "ITER” is a value that defines a retransmission number of SS mes-
sages. The variable "r" defines the current retransmitted number. IF the value of "r”
reaches to ITER the current SS will be terminated immediately.
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m1l, m2, m3, x: These three temporary variables indicate SS messages, belong to
same SS handshake way, are received or not. In different SS way they indicates different
SS messages. The variables initiated to zero when the current state is changed. Some of
the SS messages have a parameter. The variable "x” indicates this parameter.

cert: Two negotiated endpoints may be have a certificate and want to exchange that.
This case the variable "cert” indicates that an endpoint has a certificate.

RAND: When two endpoints want to make a secure session at the same time. This
case will occur a collision. This case both endpoints wait a random time before resend a
secure session request message. The value "TRAND” indicates this random time.

REG, reg, con: The secure session negatiation could be unsuccessful from any prob-
lem (e.g. timer expired, certificate invalid...). This situation an endpoint try to negatiate
again. The value "RET” defines the maximum attempts to a secure session negotiation
and the variable "reg” indicates the current attemtp number. The variable "con” indicates
that hte value of "reg” is not yet reached to "/RET” and a secure session negotiation can be
to continue.

ser: After a secure session negotiation one endpoint must be a server and other end-
point must be a client. The variable "ser” indicates that an endpoint is a server (1) or client

0).

ss: The variable "ss” used in re-keyeing mechanism and it indicates that the endpoint
in updating state.

cl: The variable "cl” used in termination of the current secure session. There are two
kind of termination. A user want to close the current secure session and want to use a
normal SCTP association or a user want to close the both SCTP association and secure
session. This situation the variable "cl” indicates that a secure session closing or a SCTP
association closing.

h: The varibale "h” indicate hash value of the handshake or re-keying mechanisms.
This appendix contains a complete technical specification of S-SCTP in a format that
Is suitable to submit it as a draft to the IETF.
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Endpoint_B

system o
Overview [(A_Indication)] [(8_indication))
ir """" TL\“. a_ch1
bommmmenaee : [(A_Request)] [(B_Request)]
Endpoint_A el
[(B_Signal)] [(A_Signal)]
SIGNAL SIGNALLIST A_Indication =

Ind_Sec_Est, Ind_Err, Ind_Rec_Data,

Req_SS_Begin, Req_SS_End,
Req_SS_Update, Send_Data,
Send_SS_Data, Req_Shut,
Abort,

A_SSOpReq(Integer),
A_SSOpAck(Integer),
A_SSCliKey, A_SSSerKey,
A_SSCert, A_SSOpCom(Integer),
A_SSClose, A_SSCloseAck,
A_SS_Err, A_Shut_Ack,
A_Packet, A_SS_Packet,

B_SSOpReq(Integer),
B_SSOpAck(Integer),
B_SSCliKey, B_SSSerKey,
B_SSCert, B_SSOpCom(Integer),
B_SSClose, B_SSCloseAck,
B_SS_Err, B_Shut_Ack,
B_Packet, B_SS_Packet;

Ind_Sec_Est, Ind_Err, Ind_Rec_Data;

SIGNALLIST A_Request =
Req_SS_Begin, Req_SS_End,
Req_SS_Update, Send_Data,
Send_SS_Data, Req_Shut,
Abort;

SIGNALLIST B_Indication =
Ind_Sec_Est, Ind_Err, Ind_Rec_Data;

SIGNALLIST B_Request =
Req_SS_Begin, Req_SS_End,
Req_SS_Update, Send_Data,
Send_SS_Data, Req_Shut,
Abort;

SIGNALLIST A_Signal =
A_SSOpReq, A_SSOpAck,
A_SSCIliKey, A_SSSerKey,
A_SSCert, A_SSOpCom,
A_SSClose, A_SSCloseAck,
A_SS_Err, A_Shut_Ack,
A_Packet, A_SS_Packet;

SIGNALLIST B_Signal =
B_SSOpReq, B_SSOpAck,
B_SSCliKey, B_SSSerKey,
B_SSCert, B_SSOpCom,
B_SSClose, B_SSCloseAck,
B_SS_Err, B_Shut_Ack,
B_Packet, B_SS_Packet;

Figure A.1: S-SCTP SDL overview
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state_chart
B_SSOpReq
B_SSCert
B_SS_En Req_SS_Begin
Req_SS_End Req_BSSS_SErI]E?'r
(CcLI_WA
B_SS_Err
Abor{ B_SSCert e
Req_Shut| B _SSOpAck B_SSClose
B_SSSerKey B_SSCliKey
B_SSOpCom,
Req_SS_End =
B_SSClose¢ SER
B_SS_Er|
B_SSCliKey B_SSClose
B_SSOpReq B_SS_Err
Y Req_SS_Update e
_EST UPDATINGJ
Abort
Req_SS_End B
o7 . pCom
Req_Shut BSSOpAck
B_SSSerKey
A 4
{ SHUTTING
B_SS_Err eq_Shu
B_SSCloseAck ; Req_SS_End
Abort
B_SSCloseAck
B_Shut_Ack

Figure A.2: S-SCTP state machine
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Appendix B

Technical report of Secure SCTP
(S-SCTP)

This section explains the reason for the integration of security functionality into SCTP,
and gives a short description of S-SCTP and its services. S-SCTP is fully compatible with
SCTP defined in RFC2960, is designed to integrate crypto functions into SCTP.

SCTP is a message oriented reliable transmission protocol which works on top of the
IP-based network. It provides several advantages over other transmission protocols, such
as TCP and UDP over IP. One of the advantages is multistreaming — user data transported
by individual streams. When multistreaming is used, network blocking can be avoided in
certain cases (e.g. network loss). Also, SCTP supports multihoming — the endpoints sup-
port multiple IP address. SCTP provides unordered delivery, so that a receiver immediately
delivers user data to the upper layers upon receipt. For more details, see RFZZ960 [

S-SCTP provides security functionality in the transport layer without the need for any
other security protocols (e.g. TLS or IP-sec). Normally, a data transporting over SCTP can
either be secured with TLS can be protected by IPsec. As both TLS over SCTP and SCTP
over IP-sec have disadvantages in certain scenarios, it is preferable to integrate crypto
functions into SCTP.

The main issues for the security solutions TLS over SGI#4nd SCTP over IPSed g]
is scalability with the number of streams. For N secure streams, N TLS connections have
to be created, and N handshakes have to be performed. N is small, this is not a big issue,
but as N grows larger, it becomes a problem because a handshake is a slow and expensive
process. So, when an application performs N handshakes, the load in terms of memory
use, CPU use etc increases linearly over time. This problem could be overcome by us-
ing IPsec. However IP-sec, is not so flexible and other hand SCTP over IPsec has to be
establish new security associations (SA) for new added IP addresses in dynamic address
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reconfiguration scenario. In this case, the application has to configure a new SA and to
negotiate a new key exchange.

Figure B.1 shows the S-SCTP architecture. The new blocks (which are not part of
standard SCTP) are responsible for the S-SCTP handshake procedure, update secret keys,
assortment of data chunks, encryption, decryption and authentication. S-SCTP endpoints
are named client and server, as for an SCTP association.

‘ Association Distribution (Upper Layer) | fareeenig

A I I T\ i Data-Path
v : . ‘

Crypto SCTP Path— Stream-Layer ] i v
Controller Controller Managemen e ’ (De-)Bundling ‘
I 7

Flow Control/ T ;
Reliable Transfer :
Authentication

o
]‘ Packet Asser /Disassembly
1

- ; L]
: Packet Assembly/Disassembly

=

Cortorpan |
Va:::"es PE—— s S-SCTP specific Data/Control Flows
Association — Data/Control Flow
Message — Validation l:l New Modules for S-SCTP
l:l Association Modules
Operating System Adaptation Layer (Timer, Network I/O) ‘ : Global SCTP Modules

Figure B.1: Secure SCTP architecture

S-SCTP negotiation begins after the SCTP association’s establishment.

B.1 Keyterms
This part gives the definitions of the key terms, which are used in this draft.

Secure session: This is the session, which provides the security functionalities for an
established SCTP association.

Master secret key: S-SCTP uses two kinds of secret keys. One is the secret key for the
S-SCTP packet authentication, and the other is the secret key for the data encryption
and decryption.

Cipher suite: This is the suite of cryptographic algorithms, which are used for key ex-
change, data encryption/decryption and the packet authentication.
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Pre-enc-data: This is the collection of the data chunks, which require encryption. The
data chunks are concatenated together and create pre-enc-data. Pre-enc-data may
include the padding chunk.

Cipher suite sequence: This is the bundle of cipher suites chosen by an endpoint from the
supported cipher suites.

B.2 Additional chunks and parameters

Several new chunks and parameters are defined in S-SCTP. This section explains those
chunks and parameters. All new chunks can be bundled with other chunks. The new
parameters follow the Type-Length-Value format as defined in section 3.2.1 of RFC2960.

B.2.1 New type chunks and definitions

TableB.1 shows the new chunks. All new chunks, except for the Encrypted Data (Enc-
Data) chunk, Authentication (AUTH) chunk and Padding (PADDING) chunk, are used for
building the secure session and to update the master secret key. The new chunks are to be
interpreted as described in Section 3.2 of RFC 2960, by the receiver.

| Chunk type| Chunk name |

0xDO Secure Session Open Request Chunk
0xD1 Secure Session Certificate Chunk
0xD2 Secure Session Acknowledge Chunk
0xD3 Secure Session Server Key Chunk
0xD4 Secure Session Client Key Chunk
0xD5 Secure Session Open Complete Chunk
0xD6 Secure Session Close Chunk

0xD7 Secure Session Close Acknowledge Chunk
0xD8 Security Level Change Chunk
0xD9 Security Level Change Acknowledge Chunk
0x10 Encrypted Data Chunk
0x11 Authentication Chunk
0x12 Padding Chunk

Table B.1: New chunk types

The new parameters are defined in the current chunk definition section.
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Secure Session Open Request chunk (SSOpReq)

An endpoint creates the Secure Session Open Request chunkBtabilehen it wishes

to establish a secure session. The SSOpReq chunk also can be used to update the master
secret key or cipher suite after a secure session establishment (see Be@iipn The

chunk can be bundled with other chunks. During the association lifetime, both associated
endpoints can request an update of the master secret key or cipher suite; in this case, the
requesting endpoint sends the SSSOpReq chunk immediately to the other endpoint.

Type=0xDO0| Reserved=Q CF Length
Version Key material length
Optional parameter(s)

Table B.2: Secure Session Open Request chunk format

e CF: Certificate flag: 1 bit
This flag indicates whether or not the client will send a certificate. Itis set to 1 when
the client sends a certificate. If a receiver receives SSOpReq chunk with CF=1 and
does not receive a certificate it raises error and terminates a secure session initiali-
sation.

e Length: 16 bits unsigned integer
The length field contains the size of the chunk in bytes, including the chunk header,
version, random number length and optional parameter(s).

e \ersion: 16 bits unsigned integer
This field indicates the S-SCTP version 1.0. The high eight bits indicate the major
version, the low eight bits indicate minor version.

e Key material length: 16 bits unsigned integer
This number has two meanings:

— when the handshake is made using the RSA key exchange protocol, the key
material length defines the random number length, which is generated by the
server and client to calculate a master secret key (see RSA parameters of the
SSSerKey and SSCIliKey chunks)

— when the handshake is made using the DH key exchange protocol, the key
material length defines the DH prime number length (see DH parameters of
the SSSerKey and SSCliKey chunks).
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For security reasons, the key material length MUST be 512 bits (default) or longer
when the key exchange mechanism uses RSA, and 1024 bits (default) or longer
when the key exchange mechanism uses DH. The key material length is increased
in steps of 64 bits. If a user defines the key material length to be shorter than the
default value, S-SCTP automatically sets it to the default.

e Parameter(S):
SSOpReq chunk includes the cipher suite and compression method parameters,
which are described below.

Cipher suite parameter (table B.3). This parameter contains the cipher suites, which

are chosen from all supported cipher suites by the client. One of them is used for the
secure session. The user can choose certain cipher suites from the cipher suites supported
by the client. SectioB.6.2describes selection of the cipher suite for a secure session.

Type=30 Length
Cipher suite 1 Cipher suite 2
Cipher suite N-1 Cipher suite N

Table B.3: Cipher suite parameter

e Cipher suite: 16 bits unsigned integer
This field indicates a cipher suite, which is supported by the client. TRlflen-
cludes cipher suites supported in S-SCTP. Additional cipher suites can be specified.

The hash algorithms, defined in cipher suites, are used only for the S-SCTP packet authen-
tication, and not for the signature of the handshake messages. An S-SCTP implementation
MUST at least support the default cipher suite,

DH_with_.3DES CBC_SHA-1 (value=0). If the SSOpReq chunk does not contain a cipher
suite parameter, then:

a.) S-SCTP will use the default.

or:

b.) S-SCTP will use the old cipher suite.

The case "a” will be used at the beginning of the secure session. The case "b” will be used
when the SSOpReq chunk is created after a secure session establishment. The signature
schemes are derived from both the client and server certificates, and may be different.
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Value Cipher suite Key exchange Encryption Hash
algorithm algorithm | algorithm

1 RSA with_.DES CBC_MD5 RSA DESCBC MD5
2 RSA with_.DES CBC_SHA-1 RSA DESCBC | SHA-1
3 RSA with_ 3DES CBC MD5 RSA 3DESCBC| MD5
4 RSA with_3DES CBC_SHA-1 RSA 3DESCBC| SHA-1
5 RSA with_AES-128 CBC_MD5 RSA AES-128 MD5
6 RSA with_ AES-128CBC_SHA-1 RSA AES-128 | SHA-1
7 DH_with DES CBC MD5 DH DESCBC MD5
8 DH_with DES CBC _SHA-1 DH DESCBC | SHA-1
9 DH_with_3DES CBC_MD5 DH 3DESCBC| MD5
10 DH_with_3DES CBC_SHA-1 DH 3DESCBC| SHA-1
11 DH _with_AES-128CBC_MD5 DH AES-128 MD5
12 | DH_with_ AES-128CBC_SHA-1 DH AES-128 | SHA-1
13 RSA with NULL _MD5 RSA NULL MD5
14 RSA with NULL _SHA-1 RSA NULL SHA-1
15 DH_with_NULL _MD5 DH NULL MD5
16 DH_with_NULL _SHA-1 DH NULL SHA-1
17 RSA with_AES-192CBC_MD5 RSA AES-192 MD5
18 | RSAwith_.AES-192CBC_SHA-1 RSA AES-192 | SHA-1
19 RSA with_ AES-256 CBC_MD5 RSA AES-256 MD5
20 | RSAwith_ AES-256CBC SHA-1 RSA AES-256 | SHA-1
21 DH _with_AES-192CBC_MD5 DH AES-192 MD5
22 | DH_with_ AES-192CBC SHA-1 DH AES-192 | SHA-1
23 DH _with_AES-256 CBC_MD5 DH AES-256 MD5
24 | DH_with_ AES-256 CBC_SHA-1 DH AES-256 | SHA-1

Table B.4: Cipher suites
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Compression method parameter (tableB.5). This parameter contains compression
methods, which are used for data compression. The data compression uses lossless com-
pression methods. The user can choose several compression methods and sends it to the
receiver. The receiver choose a one compression method. Selection of the compression
method described in secti@6.2

Type=31 Length
Compression Compression | Compression Compression
method 1 method 2 method 3 mwthod 4
-------------- Compressior Compression

method N-1 method N

Table B.5: Compression parameter

e Compression method: 8 bits unsigned char
This field indicates a compression method, which is supported by the client. Ta-
ble B.6 includes compression methods supported in S-SCTP. Additional compres-
sion methods can be specified.

Value Compression method
1 Huffman code
2 Lempel-Ziv code

Table B.6: Compression methods

The secure session uses null compression when the SSOpReq chunk contains no com-
pression parameters. SectiBré.2 contains a detailed explanation how to choose a com-
pression method when the compression parameter contains many compression methods.

Secure Session Certificate chunk: (SSCert)

This chunk (tabld3.7) can be sent by both endpoints. The certificate helps to authenticate
the endpoint, that establishes a S-SCTP session. This chunk contains only parameter, the
certificate parameter. The SSCert chunk is optional. For security reasons, both endpoints
SHOULD use a certificate to authenticate each other.
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Type=0xD1 | Reserved=0 | Length
Certificate
Optional parameter

Table B.7: Secure Session Certificate chunk format

e Length: 16 bits unsigned integer
The length field contains the size of the chunk in bytes, including the chunk header
and parameter.

e Certificate: Variable length
The certificate field contains the certificate of the endpoint. S-SCTP uses the X.509v3

certificate which is defined in RFC2459.

e Optional parameter:
SSCert chunk has only one optional parameter.

Certificate parameter. The SSCert chunk uses the certificate parameter for additional
certificates (tabl®.8), when the endpoint has two or more certificates.

Type=0x33 \ Length
Certificate

Table B.8: Certificate parameter format

e Certificate: Variable length
The endpoint can send two or more certificates. This case, the certificate field con-
tains the endpoint’s additional certificate. S-SCTP uses the X.509v3 certificate,
which is defined in RFC2459.

Secure Session Open Acknowledge chunk (SSOpRégk)

The Secure Session Open Acknowledge chunk (tBis sent by the server to tell the
client that the secure session open request is acceptable.

e CF: Certificate flag: 1 bit
This flag indicates whether or not the server has a certificate. This flag is setto 1
when the server has a certificate, else it is zero.
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Type=0xD2| Reserved=0 CF Length
Version Cipher suite
Compression method Reserved=0

Table B.9: Secure Session Open Acknowledge chunk format

e Length: 16 bits unsigned integer
The chunk length is 8 bytes, including the chunk header, version and cipher suite
field.

e \ersion: 16 bits unsigned integer
This field indicates the S-SCTP version 1.0. The high eight bits indicate the major
version, the low eight bits indicate the minor version.

e Cipher suite: 16 bits unsigned integer
This field indicates the cipher suite, which is used for a secure session. The cipher
suite includes necessary information for the key derivation, message encoding and
MAC computation. The server uses the following rules to choose the cipher suite:

— Client and Server do not have a certificate: Use DH key exchange.
— Client or Server have a certificate: Use DH key exchange.

— Client and Server have a RSA certificate: Use RSA key exchange.
— Client and Server have a DSS certificate: Use DH key exchange.

e Compression method: 8 bits unsigned char
This field indicates the compression method, which is used for data compression in
the secure session.

Secure Session Server Key chunk (SSSerKey)

This chunk includes the parameter which is used for the key exchange algorithm. The
Server Key Exchange chunk consists of the chunk header and one parameter. The param-
eter type depends on the key exchange algorithm. Tatileshows the chunk header.

e Security level (SL): 2 bits
This 2-bit value indicates a server’s security level of the reserved flags.
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Type=0xD3 | Reserved=0| SL | Length
Parameter

Table B.10: Secure Session Server Key chunk format

e Length: 16 bit unsigned integer
The length field contains the size of the chunk in bytes, including the chunk header

and parameter.

e Parameters:
The following two parameters define the key exchange protocols. Their parameter
formats are shown in tablé&s11andB.12 When a user specifies a new cipher suite
with a new key exchange algorithm, then they must define a new parameter.

Diffie-Hellman parameter (table B.11). The SSSerKey chunk uses this parameter when
the handshake is done via the DH key exchange algorithm.

Type=0xD001 Length
Length of DH prime number, P Length of DH primitive root, R
Length of DH public key, Y Reserved=0

DH prime number, P
DH primitive root, R
DH value, Y
Signature

Table B.11: Server DH parameter format

e Length: 16 bit unsigned integer
The length field contains the size of the parameter in bytes, including the parameter
header, length of DH prime number, length of DH primitive root, length of DH
public key, reserved, DH prime number, DH primitive root, DH public key and
signature.

e Length of DH prime number, P: 16 bits unsigned integer
This field contains the size of the DH prime number.
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e Length of DH primitive root, Q: 16 bits unsigned integer
This field contains the size of the DH primitive root. The size of the prime number
is equal R, where is a random number defined in the SSOpReq chunk.

e Length of DH value, Y: 16 bits unsigned integer
This field contains the size of the DH public key.

e DH value, P: Variable length
This is the prime number of the DH key exchange protocol.

e DH value, Q: Variable length
This is the primitive root of the prime number P.

e DH value, Y: Variable length
This is the public key of the DH key exchange protocol.

e Signature: Variable length
The field contains the signature which is derived from the chunk header and the
whole parameter except the signature field. The signature computation uses the
signature algorithm which is defined in the server certificate. If the server does not
have a certificate, this field does not exist in the parameter.

RSA parameter (tableB.12). The SSSerKey chunk uses this parameter when the hand-
shake uses the RSA key exchange algorithm.

Type=0xD002 \ Length
Encrypted(random number, R)
Signature

Table B.12: Server RSA parameter format

e Length: 16 bits unsigned integer
The length field contains the size of the parameter in bytes, including the parameter
header, the encrypted random number and the signature.

e Encrypted (Random number, R): Variable length
The random number is used to generate the secret keys for user data encryption
and authentication (see sectiBr6.5. The random number generation algorithm is
defined in sectio.6.7. The random number encryption uses the client public key.
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e Signature: Variable length
The field contains the signature, which is derived from the chunk header and the
whole parameter except the signature field. The signature computation uses the
signature algorithm which is defined in the server certificate.

Secure Session Client Key chunk (SSCliKey)

This chunk includes the parameters which are used for the key exchange algorithm. The
Secure Session Client Key Exchange chunk consists of the chunk header and one param-
eter. The parameter format depends on the key exchange algorithm BraBkhows the

chunk.

Type=0xD4 | Reserved=0| SL | Length
Parameter

Table B.13: Secure Session Client Key chunk format

e Security level (SL): 2 bits
This 2-bit value indicates a client’s security level.

e Length: 16 bit unsigned integer
The length field contains size of the chunk in bytes, including the chunk header and
parameter.

e Parameters:
Two new parameters are defined here that can appear in the SSCIiKey chunk. Their
parameter formats are shown in tabB44 andB.15.

Diffie-Hellman parameter (table B.14). The SSCIliKey chunk uses this parameter when
the handshake uses the DH key exchange algorithm.

Type=0xD003 \ Length
DH value, Y
Signature

Table B.14: Client DH parameter format
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e Length: 16 bit unsigned integer
The length field contains the size of the parameter in bytes, including the parameter
header, the DH public key and the signature.

e DH value, Y: Variable length

This field contains the public key of the DH key exchange protocol.

e Signature: Variable length

The field contains a signature which is derived from the chunk header and the whole
parameter except the signature field. The signature computation uses the signature
algorithm defined in the client certificate. If the client does not have a certificate,
then this field does not exist in the parameter.

RSA parameter (tableB.15). The SSCIiKey chunk uses this parameter when the hand-
shake uses RSA key exchange algorithm.

Type=0xD003

Length

Encrypted (Random number, R)

Signature

Table B.15: Client RSA parameter format

e Length: 16 bits unsigned integer
The length field contains the size of the parameter in bytes, including the parameter
header, the encrypted random number and a signature.

e Encrypted (Random number): Variable length
This field contains the random number, encrypted by the server’s public key, which
is used to generate the master secret key for encryption and authentication (see sec-
tion B.6.5. The random number generation algorithm is defined in se&i6rv.

e Signature: Variable length

The field contains the signature which is derived from the chunk header and the
whole parameter except the signature field. The signature computation uses the
signature algorithm defined in the server certificate.
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Secure Session Open Complete chunk (SSOpCom)

This chunk (tabléB.16) is the last chunk of the handshake and it indicates the completion
of the secure session establishment. After receiving this chunk the endpoint verifies the
verification data which is contained in the chunk. The secure session procedure is complete
when the verification is successful. Otherwise the secure session will be closed.

Type=0xD5 | Reserved=0 | Length
Verification data

Table B.16: Secure Session Open Complete chunk format

e Length: 16 bits unsigned integer
The length field contains the size of the chunk in bytes, including the chunk header
and verification data.

¢ \rification data: Variable length
The verification data contains a hashed value which is an output of the HMAC func-
tion. The HMAC uses the authentication secret key, which is individually generated
by the endpoints. The HMAC input contains all received secure session handshake
chunks of the current endpoint. Both endpoints compute the hash value individu-
ally and exchange it using the SSOpCom chunk. The receiver computes the hash
value using the same algorithm as the sender, and compares it with the verification
data. If the receiver’'s computed value is the same as the sender’s verification data,
then the receiver assures that the secure session open is successfully completed. If
it is not the same, then the receiver sends an ERROR message to the sender, and
immediately closes the secure session.

Secure Session Close chunk (SSClose)

This chunk (tabld3.17) indicates a request to close the current secure session. The sender
MUST NOT send any encrypted or authenticated chunks after it has sent this chunk.

Type=0xD6 | Reserved=0| OF | Length
TSN

Table B.17: Secure Session Close chunk format
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e Outstanding flag (OF): 1 bit
This flag indicates that the endpoint has sent the SSClose chunk and has no out-
standing secured data.

e Length: 16 bits unsigned integer
The length field contains the size of the chunk in bytes, including the chunk header
and TSN.

e Transmission sequence number (TSN): 16 bits unsigned integer
This is the transmission sequence number of the data chunk that was last encrypted
and sent. The TSN helps the server to detect outstanding EncData chunks.

Secure Session Close Acknowledge chunk (SSClo&ek)

This chunk (tableB.18) is used to acknowledge the receipt of the secure session close
chunk. When the endpoint receives the secure session close chunk, it immediately stops
sending encrypted or authenticated chunks. The Secure Session Close Acknowledge
chunk only consists of the chunk header.

| Type=OxD7 | Reserved=0 | Length=4 |

Table B.18: Secure Session Close Acknowledge chunk format

Security Level Changed chunk (SecLevCHD)

This chunk (tableB.19) is used to convey the other associated endpoint of the endpoint’s
new security level. The endpoint sends SecLevCHD chunk every time it selects a new
security level. The endpoint uses the new selected security level when it receives the Secu-
rity Level Changed Acknowledged chunk. The sender MUST not send a new SecLevCHD
chunk when an unacknowledged SecLevCHD chunk exists.

| Type=0xD8 | Reserved=0| SL | Length=4 |

Table B.19: Security Level Changed chunk format

e Security level (SL): 2 bits
This 2-bit value indicates the sender’s new security level.
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Security Level Changed Acknowledge chunk (SecLevCHIAcK)

This chunk (tableB.20) is used to acknowledge the receipt of the SecLevCHD chunk.
When the endpoint receives the SecLevCHD chunk, itimmediately sends the SecLe&€kHD
chunk.

| Type=0xD9 | Reserved=0 | Length=4 |

Table B.20: Security Level Changed Acknowledge chunk format

Encrypted Data Chunk (EncData)

Each S-SCTP packet includes at most one encrypted data chunk Bt&d)e and the
packet could also include several (normal, unencrypted) data chunks. The encrypted data
chunk may contain one or several data chunks. The EncData chunk includes a padding
chunk when it is needed. The packet format is defined in seBtian

Type=0x10 ‘ Reserved=0 Length
Master secret key reference number ~ Random number length
Random number
Encrypted data

Table B.21: Encrypted data chunk format

e Length: 16 bits unsigned integer
The length field contains the size of the chunk in bytes, including the chunk header
and encrypted data.

e Master secret key reference number: 16 bits unsigned integer
The association can be updated by changing the master secret key several times dur-
ing the association lifetime. The association keeps old secret keys. The number of
the keeping secret keys depends on the implementation. This field helps to identify
which key (old or new) has been used for encryption. That means the endpoint is
able to receive messages, which were encrypted with an old key, after the update of
a master secret key.

e Random number length: 16 bits unsigned integer
This field contains the size of the random number which is defined below.
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e Random number: Variable length
This field indicates the random number which is used as initialisation vector of the
cipher block chaining (CBC) mode for encryption.

e Encrypted data: Variable length
Contains a byte vector that consists of the encrypted data chunks. Before encryption,
the chunk(s) MUST fulfill the following conditions. If encryption is performed using
the DES or 3DES algorithm, the total size of the chunk(s) MUST be a multiple of
8 bytes. If encryption is performed using the AES algorithm, the total size of the
chunk(s) MUST be a multiple of 16 bytes. If the total size of the chunk(s) is not
a multiple of 8 bytes or 16 bytes, the sender MUST add appropriate padding at the
chunk’s end.

Padding chunk (PADDING)

This padding chunk (tablB.22) is used with EncData chunk. The symmetric encryption
algorithms use a block oriented encryption of the user data. For example DES uses a 64
bit blocks, and AES uses a 128 bit block. Before encryption, the user data which has to
be encrypted has to be formatted according to the required block size. If the last block is
not completely full, padding has to be added. If less than 4 byte padding are required, the
block is filled up will all zeros. The receiver can calculate the number of padding bytes
based on the length field of the original data chunks. If 4 byte or more are required, a
padding chunk of appropriate length is added.

The algorithms split user data into blocks when the data length is greater than the block
size. The blocks MUST be full. If 104 bits are to be encrypted using DES algorithm with
64 bit block size, user data is split into two blocks of 64 and 40 bits. The second block
must be padded with 24 bits up to the full block size of 64 bits.

Type=0x12 | Reserved=0 | Length
Padding

Table B.22: Padding data chunk format

e Length: Variable length
This field indicates the padding size. The padding follows the padding chunk. The
length includes the padding chunk and padding.
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e Padding: Variable length
The padding is a random number. The random number generation is implementation
specific.

Authentication chunk (AUTH)

This chunk (tableB.23) is dedicated to the authentication of an S-SCTP packet. S-SCTP
inserts this chunk into the packet when the security level requires authentication.

Type=0x11 | Reserved=0 Length
Master secret key reference Reserved=0
HMAC

Table B.23: Authentication chunk format

e Length: 16 bits unsigned integer
The length field contains the size of the chunk in bytes, including the chunk header,
master secret key reference, reserved field and MAC.

e Master secret key reference number: 16 bits unsigned integer
The association can update the secret keys several times during the association life-
time. The association keeps old secret keys. The number of the keeping secret keys
depends on the implementation. This field identifies the key which is used for au-
thentication. If the endpoint receives a message which was authenticated by an old
key, this message can still be authenticated after an update of the master secret key.

e HMAC: Variable length
This field contains the authentication code for the SCTP packet. The message au-
thentication uses the HMAC algorithm defined in RFC 2104. The hash function
used in the HMAC algorithm is derived from the negotiated cipher suite, which was
chosen by the server.

B.3 New error causes

This part explains the new error causes defined for S-SCTP. When a secure session or
certificate failure is detected in the secure session open process, the S-SCTP association
immediately stops the process. However, the association continues (without any security
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functionality). When the secure session failure happens during an update of the master
secret key the association stops the update operation and closes the secure session. Ta-
ble B.24 shows four general failure groups.

Cause Code Value Cause Code
0x20 Secure Session failure
0x21 Secure Session Certificate failure
0x22 Secure Session Decryption failure
0x23 Secure Session Authentication failure
0x24 Secure Session Decompression failure

Table B.24: New error causes

B.3.1 Secure Session failure

Cause Code=0x20 Cause length=8
Error code Reserved=0

Table B.25: Secure Session failure format

If any error happens in the secure session open and update process, endpoints alert
their peers with these error codes. TaBl26 shows error codes for what can happen.

Error Code Value Error Code
0 Timer expired
1 Signature failure
2 Secure Session Open Complete failure

Table B.26: Secure Session Open errors

e Timer expired: The sender starts a timer when it sends the secure session message.
When the sender receives no response from the receiver before the timer expires, it
sends this error code.
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e Signature failure: Some secure session chunks include a signature, which identifies
and protects the secure session message. If the receiver checks the signature and
cannot identify the chunk, this error code is used in the error chunk.

e Secure Session Open Complete failure: This chunk is a very important part of the
secure session. Both server and client individually compute the master secret and
HMAC secret keys. Both sides check these secret keys and parameters (i.e. secure
session chunks exchanged before, source and destination ports). If these keys are
not identical, an error chunk is sent containing this error code.

B.3.2 Secure Session Certificate failure

Cause Code=0x21 Cause length=8
Error code Reserved=0

Table B.27: Secure Session Certificate failure format

The certificate failure signals that an error has occurred in processing the certificates.
TableB.28 shows error codes for what can happen.

Error Code Value Error Code
0 No certificate
1 Bad certificate
2 Certificate expired
3 Unknown certificate

Table B.28: Secure Session Cetrtificate failure code

e No certificate: This error happens when the sender sets the CF flag and the receiver
does not receive the certificate.

e Bad certificate: The signature of the certificate is bad and the certificate could not
be verified.

o Certificate expired: The certificate is no longer valid.

e Unknown certificate: The received certificate is either unidentified, or is not an
X.509v3 certificate.
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B.3.3 Decryption failure

This error (tableB.29) happens when the EncData chunk cannot be decrypted or the data
chunk(s) cannot be identified after decryption. The receiver discards the EncData and in-
creases a counter by 1. This counter counts errors. If the number of errors reaches to a
limit, the secure session is terminated. The limit of the errors depends on the implementa-
tion.

| Cause Code=0x22 | Cause length=4 |

Table B.29: Decryption failure format

B.3.4 Authentication failure

In the event of a HMAC error, the packet is discarded by the receiver. To check for an
error, the receiver computes the HMAC and compares it to the HMAC field of the packet.
If they do not match, an error is reported back (tablIg0).

| Cause Code=0x23 \ Cause length=4 |

Table B.30: Authentication failure format

B.3.5 Decompression failure

This error (tableB.31) happens when the compressed chunk(s) cannot be decompressed
or the data chunk(s) cannot be identified after decompression. The receiver discards the
decompressed chunk(s).

| Cause Code=0x24 \ Cause length=4 |

Table B.31: Decompression failure format
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B.4 S-SCTP packet format and security levels

B.4.1 Security levels

S-SCTP has four different security levels, which cover privacy settings of an S-SCTP
association. The S-SCTP application can change the security levels at any time during the
security session lifetime.

Security level 0: This is the null security level. S-SCTP does use neither data chunk
encryption or authentication. The S-SCTP packet is the same as the SCTP packet
(this level is fully compatible to SCTP).

Security level 1: This security level requires packet authentication but does not use en-
cryption. Every outgoing packet (including the SCTP common header) is authenti-
cated.

Security level 2: In this security level, data chunks may be encrypted. When an S-SCTP
packet contains an encrypted data chunk, it MUST include an AUTH chunk as well.
That means every chunk and the packet header are authenticated. When a packet
includes only unencrypted data chunks or control chunks or both unencrypted data
chunks and control chunks, the packet will not be authenticated.

Security level 3: This is the highest security level. S-SCTP requires both encryption and
authentication. Every outgoing chunk is encrypted and the packet is authenticated.

Both endpoints can use different security levels, e.g. the association can use security
functions only for one direction, e.g. from server to client. In this case the server uses
security level 3 and the client uses security level 0. The transmission control block (TCB)
of the association includes the security level as a new parameter. See 8egtionmore
details.

B.5 S-SCTP data format

S-SCTP sorts data chunks before bundling them into the outgoing SCTP packet. The data
chunks are sorted according to whether they have to be encrypted or not. The chunks
belong to encryption group are concatenated and encrypted into EncData chunk. May be
a PADDING chunk inserted in the encryption group. Insertion on of a PADDING chunk
is done depending on data length and encryption block size (see Bg2)re

In figure B.2, the chunks which are to be encrypted are marked with dark background
color.
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Available Data Chunks

. Chunk1 Chunk2 Chunk3 Chunk4 || Chunk5 |« « =« « «

EncData Chunki |  Chunk3 | Padding
Common header | Optional Control Chunk | EncData Chunki | Chunk3 | Padding | Chunk2 Auth Common header | Chunk4 | Chunk5 | Auth

S-SCTP Packet 1 S-SCTP Packet 2

Figure B.2: S-SCTP packet format

An assortment of encrypted and non-encrypted chunks are bundled in the packet. The
control chunk(s) are placed first in the packet when bundled with other chunks. Finally, an
AUTH chunk may be added to the packet.

HMAC computation is performed over all chunks and the SCTP common header with a
0 checksum. The checksum is then computed over the complete packet (including AUTH
chunk). The HMAC length depends on the hash function in the cipher suite. In every
security level, a SCTP packet construction is slightly different. The figu2eshows the
packet format in security level 2. In security level O the packet format is same as the SCTP
packet format.

B.6 Procedures

In this section an explanation of the procedures of secure session: initialisation, termina-
tion, update and etc., is given.

B.6.1 Establishment of a secure session

The following process (figur8.3) is used to establish the S-SCTP secure session. The
handshake process runs in parallel with the data transmission. The secure session start
and close is controlled by the user. The user can establish and close a secure session at
any time during the association lifetime. Each time a secure session is established, a new
set of keys are generated. It is not possible to create a new secure session when a secure
session already exists. The following describes secure session establishment, which makes
use of a handshake timer and retransmissions in case packets are lost during transmission.
S-SCTP uses a four-way handshake. After all messages of one of the connection "legs”
have been sent, client or server starts a RTO.hand (handshake retransmission time out)
timer. For example, the secure session certificate is the last handshake message of the



164

first leg. The sender waits for a response from the receiver until the RTO.hand timer
expires. The sender stops the RTO.hand timer when it receives the expected message(s).
If the RTO.hand timer expires before all expected messages have been received, the sender
retransmits the handshake message(s).

The retransmission uses the following algorithm. The RTO.hand timer gets a value
from RTO of the path where the message is sent to, which is defined in RFC2960. Before
a retransmission, the sender checks RTN.hand.max (handshake maximum retransmission
number). This initial value is dependent upon specific implementations. The suggested
value for RTN.hand.max is Path.Max.Retrans (see RFC 2960).
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Figure B.3: S-SCTP initialisation handshake

RTN.hand.max should be a constant parameter. We introduce a counter for the num-
ber of retransmissions, and if that counter exceeds the parameter RTN.hand.max, the timer
expired error message is sent to the peer. If a retransmission is required then S-SCTP uses
the same retransmission rules as defined in RFC2960. If the receiver receives a retransmis-
sion of a handshake message that was already received, the message last received MUST
be dropped. The endpoint discards the message(s) when they are unexpected. A secure
session initialisation begins when one of the associated endpoints sets the security level to
a value higher than 0. The endpoint starting a secure session initialisation is called client
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and the other associated endpoint is called server.

1. The client sends the SSOpReq chunk to the server. If the client has a certificate, it
sets the CF flag of the SSOPReq chunk to 1. The client sends the SSCert chunk
immediately after the SSOpReq chunk. The SSCert chunk can be bundled with the
SSOpReq chunk or with other chunk(s). When the CF flag is set to O, the client
sends only the SSOpReq chunk.

2. The server receives a SSOpReq chunk and checks the CF flag. If the CF flag is
set to 1, the server waits for the SSCert chunk. Upon receipt, the server checks the
certificate and if there is a problem with it, the server stops the handshake and goes
to an error state, aborts secure session setup and reports the cause to its peer. It
there is no error, the server chooses the cipher suite (see sBctidh and sends
the SSOpRed\ck chunk with CF=1 flag to the client when the server has a certifi-
cate. The server immediately sends the certificate and the SSSerKey chunks after
the SSOpRed\ck chunk. All three chunks may be bundled together or with other
chunks. The server sends only the SSOpRek chunk with the SSSerKey chunk
if CF=0. Before sending the server key exchange chunk, the server generates key
material. The server starts the update master secret key operation when it receives
the SSOpReq chunk after secure session establishment. More details are described
in sectionB.6.6. If the server receives the SSCert chunk before the SSOpReq chunk,
it stores the SSCert chunk and waits until it receives the SSOpReq chunk. But the
server drop second SSCert chunk.

3. The client receives the handshake messages and checks the certificate in the SSSerKey
chunk. If the client detects any error, it stops the handshake and goes to an error
state, aborts secure session setup and reports the cause to its peer. The client gener-
ates key material and sends the SSCIliKey chunk to the server. The client sends the
SSOpCom chunk immediately after the client key exchange chunk. Before sending
the handshake-finished chunk, the client computes the encryption secret and MAC
secret keys.

4. The server receives the SSCliKey chunk and computes the master secret and the
MAC secret keys. It then computes the SSOpCom chunk and sends it to the client.
Finally, the server checks the SSOpCom chunk of the client. If the server detects
any error, it reports a secure session open complete error and closes the handshake.
The secure session is established only when both sides detect no errors. The server
is ready for secure transmission when it detects no errors, but the client must wait for
the SSOpCom chunk of the server. When this is received, the client checks it and re-
ports to the peer a secure session open complete error if any error is detected before
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aborting secure session setup. The handshake may run simultaneously with nor-
mal SCTP data transmission. If the client receives encrypted or authenticated data
chunks before it receives the server's SSOpCom chunk, then those chunks MUST
be discarded.

When both associated endpoints request the initialisation of a secure session simulta-
neously (both endpoints send an SSOpReg message), both ignore the received SSOpReq
message and wait a random time before resending the SSOpReq message. Each endpoint
generates the random time independently. The random number must be small, e.g. 120
seconds maximum.

B.6.2 Choice of cipher suite and compression method

This section explains how to choose the cipher suite and compression method which are
used for the secure session. Each endpoint maintains an ordered list of supported cipher
suites (cipher suite list). The ordering in the list indicated the preference with which a
cipher suite should be used (first in the list have higher preference). The order in the listis
defined by the retrospective S-SCTP user.

S-SCTP users on both sides can allow all cipher suited in the list when establishing
a secure session or limit the allowed cipher suites to a subset. The complete list or the
selected subset can be indicated to the server in the SSOpRegq. If the complete list is sent,
the default cipher suite list must be located first in the list. The server uses the following
rules to choose the cipher suite to be used for the secure session:

1. The server chooses the default cipher suite, if the SSOpReq chunk does not contain
any cipher suite.

2. The server gets the first cipher suites from SSOpReq chunk and server’s cipher suite
sequence. (***) When both cipher suites are identical the server chooses this cipher
suite for the secure session. Otherwise, the server looks, its first cipher suite, for a
match in the cipher suite sequence of the client. When does not matches, the server
looks, the client’s first cipher suite, for match in itself cipher suite sequence. S-SCTP
checks the first cipher suite in the SSOpReq chunk against all cipher suites in the
cipher suite list of the server. If no match is found, all subsequent cipher suites in the
SSOpReq are checked sequentially in the order they appear in the SSOPReq until a
match is found. The first cipher suite supported by both endpoints is chosen. When
matches the cipher suite then this cipher suite is selected for the secure session. If
not, the server looks, its second cipher suite, for a match in the cipher suite sequence
of the client. Furthermore, the server uses the same mechanism to look a cipher suite
for the secure session.
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3. The server chooses the default cipher suite, when the cipher suites in the SSOpReq
chunk are not supported by the server.

Both client and server also maintain a list of compression methods. The choice of the
compression mechanism works similarly to the cipher suite selection mechanism described
above. S-SCTP uses a NULL compression method as default compression method.

B.6.3 Data transfer

Before transporting the packet over the network, S-SCTP takes the following steps. First,
it checks the security level. If the security level is:

e 0, jJump to step "d”
e 1, jumpto step”c”

e 2, check the user data. If the user data requires encryption, jump to step "a” . If the
user data does not require encryption, jump to step "c”

e 3, jump to step "a”

a) S-SCTP sorts data chunks in two groups, which are encrypted and unencrypted.
The encrypted group consists of those data chunks requiring encryption. The unencrypted
group consists of those data chunks not requiring encryption. If the secure session’s secu-
rity level is set to 3, all chunks are sorted into the encrypted group.

b) The data chunks in the encrypted group are concatenated. After this, S-SCTP calcu-
lates the padding chunk and inserts the padding chunk on the last position into pre-enc-data
if necessary. The Pre-enc-data size MUST be smaller than the current MTU. If the pre-
enc-data is bigger than the current MTU, S-SCTP must create two pre-enc-datas. Every
pre-enc-data is encrypted and stored in the encryption data field of the EncData chunk.

¢) SCTP builds the packet according to the security level and inserts the AUTH chunk
in the last position in the packet.

d) S-SCTP sends the packet.

B.6.4 Closing of a secure session

The termination of a secure session begins when one of the endpoints sends the secure
session close chunk. This chunk includes the last encrypted data TSN and OF (see SS-
Close chunk formaB.17). The endpoint (sender) stops the encryption or authentication

of all chunks or packets after it has sent the secure session close chunk. But normal
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(unsecured) data transfer will continue. The endpoint then waits until it receives the SS-
CloseAck chunk. After receiving the SSClogkck chunk, the association clears the TCB
parameters belonging to the secure session (see s&:8pn The receiver (other end-

point) immediately stops encryption and authentication of all chunks or packets after it
receives the secure session close chunk. Before sending the S2Clgdhe receiver

waits for outstanding data (encrypted or authenticated data), which are the receiver’s un-
acknowledged data chunks and sender’s data chunks that have a TSN less than the last
encrypted data TSN in the SSClose chunk. If the receiver does not receive the outstand-
ing data chunks before RTO.hand timer expires, the S-SCTP association closes the secure
session and outstanding data chunks will be dropped. The receiver ignores the last TSN
of SSClose chunk and waits only for the receiver’'s unacknowledged data chunks when
SSClose chunk’s OF=1. The SSClose and SSChidechunks may be bundled with

other chunks. If the sender does not receive the acknowledge chunk, the client follows
the standard retransmission rule for messages. After the termination of the secure session,
the TCB parameters belonging to the secure session MUST be set to zero. If the SCTP
association begins to close the current association, the SSClose chunk is sent. If the SCTP
association creates an ABORT chunk, the secure session closes immediately and the TCB
parameters belonging to the secure session MUST be set to zero.

B.6.5 Generation of the master secret key

Secret key generation uses the 3DEBC algorithm. Both server and client compute the
master secret key separately. The key material is split into 64 bit blocks. Every block will
be input to the 3ADESCBC encryption. The key material is as follows:

¢ If the secure session key exchange algorithm uses DH, the key material consists of
the DH’s secret key.

¢ If the secure session key exchange algorithm uses RSA, the key material consists of
random numbers of both client and server.

Client's random number| Server's random number
DH secret key
D1[D2[..[..] .| Dn|D(M+1)|..[ .| ...| ...| D2n

Table B.32: Key material is split into DES blocks

Key: D — Data block
1V —initialisation vector, IV = Ds,
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K = key for the 3DES encryption, K1 = Dy, Ko = Dy
The following formula is used for secret key generation.
Ci = Espps(Diy1), IV, K)IV = C;-1)(0 < i < 2(,_9))

The outputs of the last block are used for the master secret (secret key for the data encryp-
tion) and HMAC secret keys (authentication key for the S-SCTP packet).

B.6.6 Update of the master secret key

A secure update mechanism of the secret keys is a very important requirement for a secure
session. The secret keys consist of the master secret key, which is used for data chunk
encryption, and the HMAC secret key, which is used for packet authentication. If an asso-
ciation exists for a long time, the S-SCTP association needs to update the secret keys. Both
the client and the server can request an update of the secret keys. A three way handshake,
called an abbreviated handshake, is used to update the master secret keyB @iguxi

actions of the handshake are encrypted by the current master secret key. The current se-
curity level does not affect the packets, which contain the handshake messages. The key
update handshake works similar to the first establishment handshake (e.g. the endpoints
start an RTO.hand timer when sending handshake chunks). Format and function of the
chunks used to update keys are the same as for the handshake. When an endpoint receives
a SSOpReq chunk (after a secure session establishment) it begins to update secret keys.
Both the server and client key exchange chunks using allways the RSA key exchange al-
gorithm. The random numbers in SSSerKey and SSCIiKey chunks are encrypted by the
current master secret key. The following describes the method used to update the master
secret key:

The client generates a random number and sends the SSopReq chunk with the SS-
CliKey chunk. The key material length in the handshake request chunk may be equal to
0. If not, the number indicates the size of the new key material. If O, both sides will
use the key material length which was used in the last handshake. The server sends the
SSopAck, the SSSerKey and the SSOpCom chunks immediately after receiving the SSO-
pReq and the SSCIliKey chunks. After receiving the handshake messages from the server,
the client computes a new master secret key and checks the SSOpCom chunk of the server.
If it detects any error, the client closes the secure session and reports to the peer an error.
The client computes the SSOpCom chunk and sends it to the server. After sending the
SSOpCom chunk the client is ready to use the new master secret key. The server receives
the SSOpCom chunk of the client and checks the new keys. If it detects any error, the
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server closes the secure session and reports to the peer an error. Before receiving the
client's SSOpCom chunk, the server discards any encrypted or authenticated chunk that
make use of the new master secret key.

The encrypted and unencrypted user data transmission works in parallel with the up-
date operation. After the update operation, the new master secret key is used for data
encryption and authentication. When both client and server receive an SSOpReq chunk
simultaneously, the client ignores the server's SSopReq chunk and the server accepts the
client's SSOpReq chunk. The next steps are the same as for the secure session initialisa-
tion.

Client

w
©
ol

Secure Session
Open Request

Secure Session \
Client Key \

Secure Session
Open Ack

Secure Session

/ Server Key

Secure Session

/ Open Complete
Secure Session

Open Complete \

ty vt

2Inoes

Secure

Figure B.4: S-SCTP abbreviated handshake

The new master secret key generation uses the same algorithm as described in sec-
tion B.6.5 The secure session includes one parameter which is called secure session life-
time. This parameter is used to initialise a timer which indicates the secure session secret
key's lifetime in seconds. When the timer expires, the association automatically updates
the secret keys. The user can define this parameter. If the user does not define it, the pa-
rameter assumes a default value. This default value depends on the implementation. The
implementation MUST define secure session’s lifetime initial value. We suggest a value
of 600 seconds for the lifetime as a compromise between security and overhead.
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B.6.7 Random number generation

As the security of S-SCTP depends on the quality of the random number generator, we
suggest to use one according to RFC175%).|

B.6.8 HMAC algorithm

S-SCTP uses the HMAC algorithm which is defined in RFC 2104 for the packet authenti-
cation. The HMAC secret key generation is defined in sediidh5.

B.7 ULPto S-SCTP

ULP-to-SCTP primitives deliver upper layer requests to S-SCTP. The following part de-
scribes new ULP-to-SCTP primitives and thus enhances the section 10 of RFC2960. The
text written in italic indicates the respective functions that have been developed in my im-
plementation. All new ULP-to-SCTP primitives described below are defined in the ssctp.h
header file.

INITSECSESS: This primitive initialises a new secure session.
Format:initSecSess(secure session ID, key material length, cipher suites list, com-
pression methods list, certiticate(s))result

e secure session ID: This parameter identifies a secure session.

e key material length: This defines the key material length which is used in the
SSOPReq chunk.

e cipher suite list: Eligible cipher suites for a new secure session.

e compression method list: Eligible compression methods for a new secure ses-
sion.

e certificate(s): Local endpoint certificate(s).

SETSECLEVEL: This primitive sets a new security level for an existing secure session.
Format:setSecLevel(secure session ID, security levetesult

e secure session ID: local handle to the secure session
e security level: This parameter indicates the new security level

GETSECLEVEL.: This pritimive gets the current security level of a secure session.
Format:getSecLevel(secure session IB)security level
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e secure session ID: local handle to the secure session

SENDSEC: This primitve sends secure data via S-SCTP.
Format: sctpsendenc(association id, buffer address, byte count, context, stream
id, life time, destination transport address, unorder flag, no-bundle flag, payload
protocol-id, encryption flag, compression flag) result
Every parameter, except the encryption and compression flags, defined in this func-
tion is the same as the corresponding parameter defined in the SEND function of
RFC2960 section 10.

e encryption flag: This flag defines if a current user data message needs encryp-
tion or not.

e compression flag: This flag defines if a current user data message needs com-
pression or not.

GETSECSTATUS: This primitive gets the security status of an association. The security
status indicates if the SCTP association is using a secure session or not.
Format:setSecStatus(association 1B) status

e association ID: local handle to the SCTP association.

SETSECSESSTTL: This primitive sets a new lifetime for a secure session.
Format:setSecSessTTL(secure session ID, Timegsult
e secure session ID: local handle to the secure session.
e time: The new lifetime in seconds.
SHUTSECSESS: This primivite deletes a secure session.
Format:shutSecSess(secure sessionibjesult
e secure session ID: local handle to the secure session.
e security level: This parameter indicates the new security level.

B.8 S-SCTP to ULP

S-SCTP defines new notifications to deliver information to the upper layer. The notifi-
cations extend the section 10.2 of RFC2988]|[ The text written in italic indicates the
respective functions that have been developed in my implementation. All new notifications
are defined in the ssctp.h header file.
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SECSESSUP: This notification indicates that S-SCTP is ready to send or receive secure
data 6ecsessUpNoitify)

SECSESSDOWN: This notification indicates that an association has lost a secure session
(secsessdownNoti}()

SECSESSREKEY: This notification indicates that a secure session updated the secret
keys GecsessrekeyNotif()

Additional changes had to be made in the socket API implementation to access the
new sctplib functions described above. A user calls the same socket API functions as in
standard SCTP to send and receive user data, but has to set an additional encryption flag
(MSG_ENC) to request encryption of user data. Also, a compression flag (MSGIP)
has to be set in exdend, extsendto, exisendmsg to request compression of user data.
S-SCTP compression performs per user message not per chunk or per packet. In SCTP
DATA chunk, a one new flag defined which indicates that the data is compressed or not.
On the receiver side there are no changes.

B.9 Transmission Control Block (TCB) extension

A SCTP TCB contains parameters which are related to an association (e.g. an association
id, port number, IP address list...). S-SCTP defines several parameters which are related
to a secure session and it extends the TCB defined in section 12 of RFC2960.

Security level: This parameter contains the association’s current security level.
Second security levelThis is the security level of the associated second endpoint.

Key material length: The size of the key material, which was last used for key genera-
tion.

Secure session statusthis parameter indicates whether the association is using a secure
session or not.

Secure session lifetime:This parameter indicates the lifetime of the secret keys of a
secure session.

Server indication: This parameter indicates if an endpoint is server or client. If the
parameter is equal 1 then it is a server, otherwise it is a client.

Secure session IDThis parameter indicates the local secure session ID.
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Master secret key referenceThis is an "array of secret data” collection and every array
element includes the following parameters.

e Selected cipher suite: This parameter indicates the encryption and authentica-
tion algorithms that are used in a secure session.

e Selected compression: This parameter indicates the compression method that
is used in a secure session.

e Encryption key: This is a secret key which is used for encryption.
e Authentication key: This is a secret key which is used for authentication.

This information is used in EncData and AUTH chunks.

B.10 Socket API extensions for Secure SCTP

S-SCTP defines new socket options for the satisockopt() and exdetsockopt() socket
functions to initialise, delete and rekey a secure session. A user calls thetsstkopt or

ext getsockopt functions with a new option. It is not necessary to define new socket API
functions, as this is a more standard socket AR fashion. The following paragraphs
describe the new socket options.

SSCTP-INIT: This socket option is used to initialise or update a secure session. The
following structure is used to access these parameters.

struct ssctgnit {
uintl6.t secsessiD;
uintl6.t key length;
uint8t numcipher;
uint8.t *cipher_suites;
uint8_t num.comp;
uint8_t *comp_methods;
uint8.t *certificate;

h
e secsessID: This parameter indicates a current secure session ID.
e key length: This parameter defines the length of a key material.

e num.cipher: This parameter defines the number of cipher suites.
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ciphersuites: This parameter includes a list of cipher suites.

num.comp: This parameter defines the number of compression methods.

compmethods: This parameter includes a list of compression methods.

certificate: This parameter includes a certificate of the endpoint.

SSCTP-SECLEVEL: This socket option is used to set and get a secure session security
level. The following structure is used to access and modify these parameters.

struct ssctpseclevel
uintl6.t secsessID;
uint8_t seclevel;

}s

e secsessID: This parameter indicates a current secure session ID. This parameter
MUST be zero when beginning a secure session initialisation.

e seclevel: This parameter contains a new security level before socket write access or
contains the current security level after socket read access.

SSCTP-SECSTATUS: This socket option is used to get the secure session status and
secure session ID when a secure session exists. The following structure is used to access
these parameters.

struct ssctpsecstatug
uintl6.t secsessID;
uint8.t secstatus;

I

e secsessID: This parameter contains the current secure session ID. This parameter
MUST be zero when a secure session does not exist.

e secstatus: This parameter contains a security status. This parameter MUST be zero
when a secure session does not exist. This parameter is equal to 1 when a secure
session exists.
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SSCTP-SECSESSTTL: This socket option is used to set and get the secure session life-
time. The following structure is used to access and modify these parameters.

struct ssctpsecsessTTY
uint1l6.t secsessID;
uintl6.t secsessTTL;

e secsessID: This parameter indicates the current secure session ID.

e secsessTTL (seconds): This parameter contains a new secure session lifetime before
socket write access or contains a current secure session lifetime after socket read
access.

SSCTP-CLOSE: This socket option is used to close an existing secure session. The
following structure is used to access these parameters.

struct ssctpsecclosg
uintl6.t secsessID;

s

e secsessID: This parameter contains the current secure session ID.
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