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lm nopq rstu rv vwxy pmv nov zts{|vy s} qnstpm~ �xnx r pno xqq�txm�vq xq ns osr
pn r p|| { v �qv� � �v vwxy pmv pm �vnxp| nov qv��tv qnstx~v s} mvnrstu �xnx � {�n
smv qos�|� uvvz pm y pm� noxn yxm� s} nov ��vqnpsmq vwz|stv� xm� nv�omp��vq
�qv� xtv y��o ystv ~vmvtx| � � |vw p{p|pn� pm qz v�p}� pm~ x||srv� �qx~v � xm� novm
vm}st�pm~ nov qz v�p�v� �qx~v zxnnvtm xtv {p~ ��vqnpsmq � xm� mvnrstu ntx� � qnst�
x~v zts�p�vq x �qv}�| pmqnxm�v s} novqv ��vqnpsmq � ���o qnstx~v oxq x|qs {v�syv
x osn nszp� |xnv|�� r pno y��o �smnvmnpsm {vnrvvm zxtnpvq rxmnpm~ x��vqq ns �xnx �
xm� nosqv ros �s msn rxmn ns ox�v novpt �xnx { v qvvm �

�ov q�qnvy rv �vq�tp{ v pm nopq zxzvt �xm nxuv s�vt xm pyzstnxmn zxtn s} nov
ros|v qs �px| zts �vqq s} �smnts||pm~ x��vqq ns ztp�xnv �xnx� vm}st�pm~ nov t�|vq
sm�v nov� xtv pm z|x�v � �opq � s{ pq xt~�x{|� {vnnvt |v}n ns x yx�opmv � nov |vqq
|puv|� ns { v �pqn�t{ v� nov {vnnvt � �x�pm~ xm pyzxtnpx| y x�opmv x�npm~ qv��tv|�
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xq xt{pnvt ns qnstv� �xnx �xm |vx�v zs|p���y xuvtq pm nov y��o pyzts�v� zsqpnpsm
s} {vpm~ x{ |v ns �v�p�v sm zs|p�pvq rop�o y x� {v �vqptx{|v {�n pyztx�np�x| }st
�p� ��|n� s} vm}st�vy vmn �

�ov xtystv� �x�|n rv �vq�tp{v pq nov {v~pmmpm~ s} x q�qnvy rop�o �xm zsnvm�
npx||� tv|pv�v nov �p� ��|npvq s} nt�qnpm~ o�y xmq r pno smv �q ztp�xnv pm}styxnpsm �
ln pq nov mvwn qnvz }tsy x qv��tpn� z vtqz v�np�v x}nvt nov �x�uvn �x�|n � rop�o
{v~xm nov vwvt�pqv s} �t�zns~txzop�x||� qv��tv y xqq �s||v�npsm s} mvn �xnx �

�v�npsm � �vq�tp{ vq pm qsy v �vnxp| nov ysnp�xnpsmq { vopm� nov �x�uvn �x�|n
xm� s�t � tystv� �x�|n � �v�npsm � �vq�tp{vq s�t �vqp~m � xm� �v�npsm � s�t
pyz|vyvmnxnpsm s} nov ztsnsn�z v � �v �sm�|��v r pno x �pq��qqpsm s} nov tv|xnpsm
s} s�t rstu ns nov ���xm�v� �x�uvn �x�|n � nov r p�vt xzz|p�x{ p|pn� s} nov �vqp~m
s} s�t �x�|n � xm� ~vmvtx| }�n�tv rstu �

� �	j
�fgidh

�vtv rv vwxy pmv qsy v �v�v|szy vmnq ysnp�xnpm~ s�t q�{� v�n y xnnvt s} �syztv�
ovmqp�v mvnrstu ntx� � xt�o p�vq � xm� nov �np|pn� s} xtystpm~ �

� � �� ������ ����������

�wxy pmxnpsm xm� qnstx~v s} mvnrstu �xnx oxq { v�sy v xm pyzstnxmn �pq�pz|pmv
|xnv|�� lm nov �� � �smnts�vtq� oxq {vvm z�{|p�|� tx~pm~ qpm�v nov tv�v|xnpsm s}
�xtmp�stv � x nss| ns r ptvnxz mvnrstu �syy�mp�xnpsm xn l�� �q � �xtmp�stv pq x
qs}nrxtv q�qnvy �vqp~mv� ns t�m xn xm l�� xm� �s||v�n �syy�mp�xnpsmq s} nov
zxtnpvq �m�vt q�t�vp||xm�v � � tp�x�� x��s �xnvq xnnx�u �xtmp�stv sm nov ~ts�m�q
noxn q��o x q�qnvy � sm�v vqnx{|pqov� xm� x��vznv� � r p|| x||sr nov ~s�vtmy vmn
ns rxmnsm|� qz� sm pm�p�p��x|q r pnos�n novpt umsr |v�~v � �ov� �|xpy noxn v�vm
p} nov �� l x�nq pm ~ss� }xpno � nov q�qnvy pq nv�oms|s~p�x||� pm�xzx{|v s} vm�
q�tpm~ noxn �xnx �qx{|v xq v�p�vm�v pq �s||v�nv� pm x y pmpy x| }xqopsm� rpnos�n
s{nxpmpm~ pm}styxnpsm x{s�n zxtnpvq msn pm�s|�v� pm nov pm�vqnp~xnpsm � �syv
s{� v�npsmq pm�|��v � �p� ��|npvq pm s{nxpm pm~ nov vwx�n �xnx rop�o nov tv�pz pvmn
s} nov �syy�mp�xnpsm �svq � �p� ��|npvq pm uvvzpm~ �z qv|v�npsm x|~stpnoy q r pno
x op~o|� |sx�v� mvnrstu � }s||sr pm~ xqqp~myvmn s} l� x��tvqqvq � xm� oxm�|pm~ nov
~vmvtx| �syz|vw pn� s} mvnrstu ztsns�s|q pm st�vt ns vwntx�n �qv}�| pm}styxnpsm �
� || novqv x���qxnpsmq xtv s} �s�tqv qz v�� |xnpsmq � xq nov �� l oxq msn y x�v nov
rstupm~ y v�oxmpqy q s} �xtmp�stv z�{|p� �

�m pm�vzvm�vmn nv�omp�x| tv�pvr s} �xtmp�stv ������ !!" �sm�|��v� noxn
pn pq |xt~v|� nv�oms|s~p�x||� qs�m� � xm� r p|| vtt sm nov qp�v s} �m�vt��s||v�npsm
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p} nov vwx�n �xnx mvv�v� pq �p� ��|n ns qv|v�n }tsy nov mvnrstu � �ov� �s ~p�v
noxn nopq pq �vz vm�vmn sm �sttv�n �sm�~�txnpsm }st nov �xqv pm ��vqnpsm nos�~o �
�ovtv rvtv o p~o�zts� |v }s||sr�zq ns tvzstn nos�~o � |puv ����� !!" � rop�o zspmnq
s�n ystv ��vqnpsmq xm� rxtmq noxn novtv pq x |sm~ rx� ns ~s {v}stv �xtmp�stv
pq tvx�� }st �qv �

�ov �� l �v}vm�q �xtmp�stv xq { vpm~ mv�vqqxt� ns uvvz �z r pno nov lmnvtmvn
�~v �tpy pmx| � ln �|xpy q noxn pnq �qv s} �xtm p�stv pq vwx�n|� xmx|s~s�q ns nv|v�
zosmv r ptvnxzq� sm|� x}nvt x�nostp�xnpsm }tsy x �v�vtx| � ��~v � x}nvt rop�o nov
�s||v�nv� �xnx pq q�{� v�nv� ns nov }�|| q�t�npm� s} nov |v~x| q�qnvy �

�s y xuv nov mvnrstu xt�op�x| ��vqnpsm v�vm osnnvt � |xr vm}st�vy vmn x~vm�pvq
pm nov ��tszvxm �mpsm ox�v z�qov� pmns �smqp�vtxnpsm {� ~s�vtmy vmnq novpt
�vyxm�q noxn x|| �syy�mp�xnpsm �xnx {v xt�op�v� }st vwnvm�v� zvtps�q� }tsy
�s��!!" �

ln pq pyzsqqp{|v }st pm�vqnp~xnpsm qvt�p�vq ns umsr pm x��xm�v rop�o
ntx� � �xnx r p|| zts�v �qv}�| pm x �tpy pmx| pm�vqnp~xnpsm � �ov sm|�
v�v�np�v mxnpsmx| |v~pq|xnp�v y vxq�tv rs�|� novtv}stv { v ns ztso p{pn
nov vtxq�tv st xmsm�y pn� s} ntx� � �xnx �

�opq upm� s} xzztsx�o ns �oxqpm~ �tpy pmx|q sm nov lmnvtmvn pq zsnvmnpx||� y��o
ystv ztp�x���pm�x�pm~ noxm nov �syzxtxnp�v|� nxy v�|ssupm~ �xtmp�stv �

� � ���� ���� ���� ��� � � 	 ��� ���
 �

�nstpm~ x|| mvnrstu ntx� � pq �|vxt|� msn xq r p|� xm p�vx xq smv y p~on nopmu � �m|�
}tsy nov |xr vm}st�vy vmn z vtqz v�np�v pn oxq y xm� x��xmnx~vq s�vt xnnvyznpm~
ns � |nvt s�n nov mvv�v� �xnx sm nov �� xm� �pq�xt�pm~ v�vt�nopm~ v|qv �

 � q ��snv� x{s�v }tsy �s��!!" � x�nostpnpvq s}nvm �s msn umsr pm x��xm�v
rovtv v�p�vm�v y x� {v zp�uv� �z �

 �p|nvtpm~ }st nov mvv�v� �xnx �s�|� { v x �syz|p�xnv� szvtxnpsm� tv�smqnt��npsm
s} qv�vtx| ztsns �s| |x�vtq � uvvzpm~ ntx�u s} ��mxy p� l� xqqp~my vmnq x|| nxuv
npy v � �ov qz vv� s} mvn ntx� � y x� {v q��o noxn tvx|�npy v � |nvtpm~ pq �m�
}vxqp{ |v �

 stvs�vt � ntx� � �s�|� {v qnstv� }st snovt tvxqsmq � xq tvqvxt�o �xnx }st
vwxyz|v �
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� � � ��� ���� ���� � ��� ������ ��� ��

�ov �x�uvn �x�|n �vq�tp{v� pm ����		" pq nov z psmvvtpm~ �v�p�v ns qv��tv|�
tv�st� x|| mvnrstu ntx� � � ln x�opv�vq nov zvt}sty xm�v mv�vqqxt� ns �xzn�tv
�! � vnovtmvn ntx� � � r pno sm~spm~ rstu ns x��syys�xnv �!! � mvnrstuq nss
���!!" � ln xnnvyznq ns qnstv zx�uvnq qv��tv|�� qs noxn nov� yx� {v x��vqqv� sm|�
nots�~o nov qv��tpn� y v�oxmpqy pyzsqv� {� nov �x�|n � �ov qv��tpn� y v�oxmpqy
pq xq }s ||sr q � pm xm xt�op�v 
sm x �� ���  osqn�ns�osqn ������������� xtv
vm�t�znv� r pno qvzxtxnv qv�tvn uv�q � xm� nov qvn s} novqv uv�q pq vm�t�znv� �qpm~
x z�{|p� uv� x|~stpnoy 
���  rpno nov ztp�xnv uv� ov|� {� x nt�qnv� vmnpn�� nov
��������� � � ��vqq ns nov xt�o p�v� �xnx pq x��syz|pqov� {� ~vnnpm~ nov s�vtqvvtq
ns �v�t�zn nov qv�tvn uv�q }st nov �vqptv� �sm�vtqxnpsmq � rop�o nov� ztvq�y x{|�
�s sm�v nov� �v�p�v x|| x��vqq �sm�pnpsmq xtv qxnpq�v� � �opq xzztsx�o |vx�vq
y xm� ��vqnpsmq �mxmqrvtv� � {xqp�x||� pm�s|�pm~ pmqp�vt xnnx�u xm� �vwp{p|pn��

� �� �� ���� !"# $�$%& %' $�($) ! "%%"*+

�ov �x�|n �vzvm�q sm nov nt�qnrstnopmvqq s} nov s�vtqvvtq � l} nov� xtv |xr�
vm}st�vy vmn z vtqsmmv| }st vwxyz|v � nt�qnpm~ x �syz|vnv tv�st� s} mvnrstu ntx� �
ns novy qvvy q s{� v�npsmx{|v � ln pq msn �vt� �p�vtvmn }tsy |vnnpm~ novy ox�v x
�|vxtnvwn tv�st� s} nov mvn ntx� � � xm� nt�qnpm~ novy ns �qv pn xq x|| �sm�vtmv�
zxtnpvq 
nosqv ros ox�v �xnx }tsy ,x{s�n novy qnstv�  rs�|� |puv � ��vm p} nov
s�vtqvvtq x�n pm ~ss� }xpno � novpt ztp�xnv uv� y x� {v �syztsy pqv� � rop�o �s�|�
vpnovt vwzsqv x|| nov xt�op�vq sm rop�o nov z�{|p� uv� s} nov zxpt rxq �qv� � st
mv�vqqpnxnv nov xt�op�vq � �vqnt��npsm �

� �� �� - ** (( . /$# $�$%&

� ��vqqpm~ nov xt�op�v� zx�uvnq pq msn �vt� �vw p{|v � ��|| x��vqq st ms x��vqq ns
qsy v qvn s} �sm�vtqxnpsmq �xm {v ~txmnv� ns x tv��vqnvt 0 msnopm~ v|qv pq zsqqp{|v �
�syv snovt �qv}� | x��vqq zsqqp{ p|pn pvq rop�o nov �x�uvn �x�|n �svq msn zts�p�v
}st xtv �

 � ��vqqpm~ �xnx xn �mvt ~txm�|xtpn� noxm x �sm�vtqxnpsm � �s�m�pm~ ns nov
mvxtvqn �sm�vtqxnpsm �s�|� vpnovt qupz mvv�v� �xnx � st s�vt�qv|v�n ns nov
vwnvmn s} y xupm~ nov tv|vxqv� �xnx �mq�pnx{|v }st v�p�vmnpxt� �qv � �pyz|�
�qpm~ �p�vtvmn qv�tvn uv�q }st qy x||vt �o�muq noxm �sm�vtqxnpsmq �xmmsn
qs|�v nopq xq rv r p|| v�vmn�x||� ox�v ns ox�v x �p�vtvmn uv� }st v�vt� {pn �
� z�tv|� �t�zns~txzop� qs|�npsm �xmmsn { v �syz|vnv � qsy v �syz�nxnpsm
oxq ns nxuv z |x�v ns z vt}sty xt{pntxt� qv|v�npsm s} nov �xnx �

�



 � tss} s} nov qs�t�v s} nov tv|vxqv� �xnx � �ov sm|� nopm~ rv ox�v pm nov
�x�|n q�qnvy pq nov xqq�txm�v s} nov s�vtqvvtq noxn nov� x�nostp�v� nov
x��vqq � xn nov x||v~v� npy v � � qpyz|v vwnvmqpsm 
yvmnpsmv� pm ����		 "
�smqpqnpm~ s} qv��tv|� npy v�qnxyzpm~ xm� qp~m pm~ nov �xnx tv|vxqv� �s�|�
ov|z ovtv �

 � |nvtpm~ nov zx�uvn �xnx ~txmnv� pm qsyv rx�� st ~p�pm~ s�nz�n �x|��|xnv�
�qpm~ nov xt�op�v� zx�uvnq xm� msn nov x�n�x| zx�uvnq � ���o x �xzx{p|pn�
�s�|� {v �qv}�| pm x |sn s} xzz|p�xnpsmq� |xr vm}st�vyvmn y x� rxmn ns
�vnv�n nov ztvqvm�v s} qsy v zxtn� �m�vt pm�vqnp~xnpsm r pnos�n mvv�pm~ nov
}� || tv�st� s} novpt x�np�pnpvq � q�qnvy x�y pmpqntxnstq �s�|� rxmn ns �vnv�n
nov ztvqvm�v s} �xtps�q xnnx�uq r pnos�n mvv�pm~ ns umsr nov vwx�n nxt~vnq �
tvqvxt�ovtq �s�|� rxmn xmsm�ys�q �xnx }st vwzvtpy vmnq 
qx� r pno {|xmuv�
l� m�y{vtq st qnxnpqnp�q s} nov mvn ntx� � �
�opq zxtnp��|xt }vxn�tv �xmmsn {v zts�p�v� {� qsy v qpyz|v �t�zns~txzop�
st snovt vwnvmqpsm ns nov �x�uvn �x�|n � �� �v�mpnpsm � �syz�nxnpsm y�qn
{ v �smv sm zx�uvnq rop�o y�qn msn novy qv|�vq { v qvvm pm novpt stp~pmx|
}sty �

�snp�v noxn x|| nov x{s�v }vxn�tvq �s�|� { v zts�p�v� {� nt�qnpm~ nov s�vtqvvtq
ns z vt}sty novy � }st vwxyz|v z vt}sty �x|��|xnpsmq sm nov qnstv� zx�uvnq xm�
~p�v �q tvq�|nq � �t�qnpm~ tv}vtq msn � �qn ns nov pmnv~tpn� s} nov s�vtqvvtq � {�n
x|qs ns nov pmnv~tpn� s} nov y x�opmvq sm rop�o nov� zvt}sty novpt �syz�nxnpsmq �
l} novqv y x�opmvq xtv �syztsy pqv� {� pmnt��vtq � nov �syz�nxnpsm nov s�vtqvvtq
�|xpy 
xm� {v|pv�v ns ox�v zvt}sty v� �s�|� {v y x|p�ps�q|� ys�p�v� �

� ��� k�d

� � ����� ���

�ov ztv�ps�q �pq��qqpsm q�~~vqnq x qv��tv qs|�npsm ns nov zts{|vy s} zts�p�pm~
ystv �vw p{|v x��vqq ns qnstv� xt�op�vq� zvt}sty xm� �syz�nxnpsm mvv�v� pmqp�v
qv��tv oxt�rxtv pmqnvx� s} nt�qnpm~ nov s�vtqvvtq ns �s pn �  stvs�vt � rv �xm
vwxy pmv nov }�m�npsmq s} nov s�vtqvvtq pm nov ��ttvmn �x�uvn �x�|n �vqp~m �

 �s|� xm vm�t�znpsm uv�zxpt rop�o v�v�np�v|� x||sr q �syz|vnv x��vqq ns nov
xt�o p�v� �xnx �

 
�snvmnpx||�  os|� x qp~mpm~ uv�zxpt ns �vtnp}� �xnx nov� ox�v |vn s�n s}
nov xt�op�v �

�



  xuv �v�pqpsmq x{s�n osr vmnpn|v� x tv��vqnvt pq ns tv�vp�v nov �xnx nov�
qvvu � �opq nov� �s �qpm~ roxnv�vt v|v�ntsmp� �� �sm�vmnpsmx| y vxmq 
�l
umsr nopq ~��� nov� ox�v xn novpt �pqzsqx| �

�ovqv xtv }�m�npsmq rop�o x nt�qnv� y x�opmv �s�|� zvt}sty ��qn xq rv|| � �ov
|xqn zspmn pq nov ysqn �p� ��|n ns ntxmq|xnv ns x y x�opmv � qpm�v rv xtv ys�pm~
pmns x z�tv|� v|v�ntsmp� x�nostp�xnpsm �sy xpm � {�n no pq �v|� pq txz p�|� v�s|�pm~
xm� ystv xm� ystv qs|�npsmq r p|| { v }s�m� �

� pno nov x{s�v pm y pm� � xm pmpnpx| �vqp~m }st �sy{pm pm~ nov s�vtqvvt }�m�npsm�
x|pn� pm nov �x�uvn �x�|n xm� nov zsrvt rop�o nov x{p|pn� ns xzz|� �syz�nxnpsm
ns s�t �xnx �xm {tpm~ �s�|� {v xq }s||sr q �

 �ov s�vtqvvtq xtv qpyz|� tvz|x�v� r pno x qv��tv y x�opmv 
�x|| pn �s|sysm 
rop�o zsqqvqqvq xm vm�t�znpsm uv�zxpt xm� x qp~m pm~ uv�zxpt � x �vq�tpznpsm
s} osr ns v�x|�xnv nov �rstnopmvqq� s} tv��vqnq }st �xnx � xm� x �vq�tpznpsm
s} roxn �syz�nxnpsm y�qn { v �smv ns qv|v�n xm�,st zts �vqq ntx� � �xnx
ns {v ~p�vm ns x tv��vqnvt �

 �ov qnstv� ntx� � pq x|| vm�t�znv� r pno �s|sysm �q vm�t�znpsm uv�zxpt � l}
rv �s msn r pqo ns nt�qn qsy vsmv ns �s nopq zxtn � rv �s�|� ~vn �s|sysm ns
�s pn nss �

 � v��vqnq }st x��vqq ns nov qnstv� �xnx xtv ~p�vm ns �s|sysm � ros �xm novm

� v�x|�xnv p} nov tv��vqn pq rstno� s} {vpm~ osmstv� � 
� �syz�nv roxn
�xnx pq ns { v tv|vxqv� xm� 
�  zvt}sty roxnv�vt �syz�nxnpsm pq mvv�v� sm
noxn �xnx ns zts���v nov �mx| tvq�|n � rop�o pn novm qp~mq xm� tv|vxqvq �

��t �vqp~m }st xm � �� ���� zx�uvn �x�|n � ztszsqv� pm ���� !!" � pq x �xtpxnpsm
s} nov x{s�v novstvnp�x| { v~pmm pm~ � ln �smqpqnq s} nrs qv��tv �szts�vqqstq�nov
qv��tv y x�opmvq�smv }st �s||v�npm~ nov mvn ntx� � xm� zts���pm~ xt�op�vq � xm�
nov snovt }st xt{ pntxnpm~ x��vqq ns nov xt�o p�vq � �v tv}vt ns novy xq nov �������
xm� � ������ tvqz v�np�v|�� �v �qv nrs {v�x�qv novpt nxquq �s� |� { v qvzxtxnv�
{� qzx�v xm� npy v � xm� x|qs nov � s{ s} nov �m�s�vt pq op~o�|sx� xm� �smnpm�s�q �
�ov �m�s�vt vm�t�znq nov qnstv� ntx� � �qpm~ nov � v�s�vt �q vm�t�znpsm uv�� xm�
qp~mq nov xt�op�v �qpm~ pnq srm qp~mpm~ uv�� �ov � v�s�vt y�qn �v�p�v p} x��vqq
tv��vqnq x~xpmqn xt�op�vq xtv x�nostp�v� � �v�t�zn nov xt�o p�v pm st�vt ns zvt}sty
qv|v�npsm s} nov �vqptv� �xnx � �syz�nv nov ��vt� tvq� |n � qpm~ nov qv|v�nv� �xnx

nopq �syz�nxnpsm �s� |� {v � � qn tvn�tm pm~ nov qv|v�nv� �xnx  xm� qp~m nopq �mx|
tvq�|n � �opq pq qosrm pm �p~�tv ��

�
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�p~�tv � � ��vt�pvr s} xtystv� �x�|n �vqp~m � �vnxp|q s} nov �t�zns~txzop� st~x�
mp�xnpsm xtv �vq�tp{ v� pm �v�npsm � �� �

�



� � ��� ������ ��������

� �� �� �� !� $ �

�ov qv��tv y x�opmv rv �qv pq nov l� ���� zts~txyyx{|v qv��tv �szts�vqqst
��� 		 � �y p! �" � �ovqv �szts �vqqstq �xm

 �v zts~txyyv� pm � � r pno }�|| x��vqq ns xm vy{v��v� �� 
�� ,� � � }tsy
l�  xm� oxt�rxtv�x��v|vtxnv� �t�zns~txzop� }�m�npsmx|pn��

 �xtt� s�n �syz�nxnpsm r pnos�n zsqqp{p|pn� � s} { vpm~ s{qvt�v� st q�ttvz�
npn ps�q|� ys�p�v� �

 � ts�v noxn qsy v ~p�vm �xnx rxq zts���v� {� xm �m�syztsy pqv� zts~txy
t�mmpm~ pm qp�v x �szts �vqqst � �opq pq �smv {� qp~mpm~ nov �xnx pm ��vqnpsm
r pno x ztp�xnv uv� rop�o sm|� nov �m�syztsy pqv� zts~txy �xm umsr �
� vnxp|q s} nopq zts�vqq }s||sr �

�ov �szts �vqqstq xtv tvx|p�v� xq ��l �xt�q xnnx�ov� ns x � ��� rstuqnxnpsm �
��ttvmn|� �tp�vtq vwpqn }st � pm�sr q �� ,�!!! � � pm�w � � l	 xm� ��,� osqnq �

� �� �� ��%# '��) -�%
 �%$*"%$'�

�ov ���� pm�|��vq x y v�oxmpqy }st zts�pm~ noxn s�nz�n x||v~v� ns ox�v �sy v
}tsy x �szts�vqqst xzz|p�xnpsm x�n�x||� �xy v }tsy xm �m�syztsy pqv� pmqnxm�v
s} noxn xzz|p�xnpsm � �opq pq x�opv�v� {� qp~mpm~ nov s�nz�n r pno xm ��� ����
���� � ��� ��� � ~vmvtxnv� }st nov xzz|p�xnpsm {� nov �szts �vqqst � xm� zts�p�pm~ x
�vtnp� �xnv �smnxpmpm~ nov z�{|p� uv� s} nov qp~mpm~ zxpt � xm� x �vtnp��xnv �oxpm
xnnvqnpm~ ns nov xzz|p�xnpsm �vtnp��xnv � lm nopq �oxpm pq nov p�vmnpn� s} nov xzz|p�
�xnpsm nss � �ov qnt��n�tv s} nov �oxpm pq qosrm pm �p~�tv � � �s vqnx{|pqo noxn
nov �szts�vqqst xzz|p�xnpsm rop�o zts���v� qsy v qp~mv� s�nz�n pq nov vwzv�nv�
smv xm� pq �m�syztsy pqv� �

�� �vtp}� nov qp~mxn�tv �qpm~ nov z�{|p� uv� pm nov xzz|p�xnpsm �vtnp��xnv �
� � �vtp}� noxn x|| nov �vtnp� �xnvq xtv qp~mv� xq xzztsztpxnv {� novpt zxtvmn

�vtnp��xnvq �
� � �vtp}� noxn nov p�vmnpn� s} nov xzz|p�xnpsm � qnstv� pm nov �x�vt � �vtnp��xnv �

pq roxn rv vwzv�nv� � �opq p�vmnpn� pm�|��vq nopm~q |puv zts~txy mxyv �
�v�v|szvt l� xm� zts~txy oxqo � �ov p�vmnpn� s} nov �� pm �x�vt � �xm
x|qs {v �vtp�v� �

��� ������ �� ��� � ��� � !�"�# � "�#$��%$&�

�



�ovm nopq pq �smv � rv �xm {v �vtnxpm noxn nov �sttv�n zts~txy zts���v� nov
qp~mv� s�nz�n � �vv ��y p! �" }st x �syztvovmqp�v ntvxny vmn s} ��n{s�m� ���
novmnp�xnpsm pm nov ���� �

� � � ����� ������

�v ~xnovt x|| nov pm}sty xnpsm tv|xnpm~ ns osr xt�op�vq xtv ns { v x��vqqv� pmns
xm ������ � ����� � �ov zs|p�� pq no�q nov �vmntx| zpv�v s} nov xtystv� �x�|n �
�ov � v�s�vt r p|| ~p�v x��vqq ns nov xt�op�v sm |� pm x��st�xm�v r pno nov x��vqq
zs|p��� xm� �� ��� �xm vwntx�n xm� ystv pm}sty xnpsm � qpm�v nov �vqp~m s} nov
�szts�vqqst ztv�|��vq �pt��y�vmnpm~ pnq zts~txyyv� {vox�pst �

�s tvztvqvmn x��vqq zs|p�pvq rv �qv x nx{|v � rosqv tsr q tvztvqvmn �p�vtvmn
����� � ����� pmns nov �xnx � xm� rosqv �s|�ymq tvztvqvmn nov zxtxy vnvtq s} vx�o
vmnt� zspmn � �m�smv rxmnpm~ x��vqq y�qn qv|v�n rop�o vmnt� zspmn ns �qv � xm�
novm qxnpq}� nov tv��ptvy vmnq xqqs�pxnv� r pno pn �

� �� �� ��%!& � '$�% �"!"�  % !(

�ov �tqn nrs zxtxyvnvtq �v�mv osr nov �v�s�vt r p|| qv|v�n nov pmpnpx| �xnx s}
pmnvtvqn }tsy nov xt�o p�v �

�  �� (% % �� �"% �opq pq x nvyz|xnv s} x ��vt� qv|v�npm~ nov �vqptv� �xnx �
r pno zxtxy vnvtq ns {v � ||v� {� x zxtnp��|xt x��vqq tv��vqn � �v �x|| nov
}sty xn s} nov ��vt� nov ���� ��������� ������� �� �m vwxyz|v �s�|� { v �� ||
vy xp| ns,}tsy vy xp| x��tvqq 	 � �

	 "%" (�#( % � �wv� vwztvqqpsm pm nov �xnx qv|v�npsm |xm~�x~v rop�o |py pnq
nopq vmnt� zspmn ns qsy v q�{qvn s} x|| nov xt�op�v� �xnx � �opq �s�|� {v
qsy vnopm~ |puv �vy xp| ntx� � sm|�� � �ov ��vt� ~vmvtxnv� {� nov tv��vqn
nvyz|xnv rs�|� novm {v yxn�ov� sm|� x~xpmqn �xnx �smnxpmv� pm nopq q�{�
qvn �

�ov }s||sr pm~ nrs zxtxy vnvtq �v�mv osr nov �v�s�vt �v�p�vq rovnovt x
tv��vqn pq |v~x| �


 "*!' �$� $%( � py pnq sm �xtps�q ztsz vtnpvq s} nov tvq� |n s} nov ��vt�� �ovqv
�s�|� {v nopm~q |puv nsnx| m�y{vt s} zx�uvnq st {�nvq pm nov tvq�|n � osr
yxm� osqnq xtv pm�s|�v� pm nov tvq�|npm~ �xnx � st zx�uvn txnv r pno tvqz v�n
ns npy v xn nov npy v s} xt�op�x| �

	



IBM Root Cert

Generated at manufacture
Never changed

Device Certificate

contains the identity of

Layer 3 (the application)
Layer 2 (the OS) and

Updated by Miniboot

reload
on every layer 2 or 3

Layer 2/OS certificate

contains a public
key of the application

(signing or encryption)

Application certificate

= "signs"

Publically available

�p~�tv � � �pyz|p�v� �vtnp� �xnv �oxpm xnnvqnpm~ ns xm xzz|p�xnpsm uv�zxpt � xm�
�smnxpmpm~ nov xzz|p�xnpsm p�vmnpn�� ������ pm nov ���� tvztvqvmn �p�vtvmn qnx~vq
pm nov qnxtn�z zts �vqq � �x�vt ! pq nov �tqn {ssn �s�v pm �� 
 pm p{ssn ! � �x�vt
� pq nov q�{qv��vmn {ssn �s�v 
 pm p{ ssn � tvz|x�vx{|v pm �|xqo � �x�vt � pq nov
�� � xm� �x�vt � pq nov xzz|p�xnpsm � �x�vtq x|qs tvztvqvmn x zts~tvqqp�v|� np~onvt
qv��tpn� vm�ptsmy vmn � vqqvmnpx||� r pno o p~ovt |x�vtq �mx{|v ns s{qvt�v st ys�p}�
�xnx pm |srvt |x�vtq � � ovm xm xzz|p�xnpsm pq |sx�v� pmns |x�vt � �  pm p{ ssn ��
rop�o oxm�|vq nov zts �vqq � tvz |x�vq nov |x�vt � �vtnp��xnv r pno x mvr smv � rop�o
pm�p�xnvq nov p�vmnpnpvq s} nov �� pm |x�vt � xm� nov xzz|p�xnpsm pm |x�vt � � �snv
noxn qsy v �vtnp��xnvq xtv y pqqpm~ }tsy nopq �oxpm � {�n novpt ztvqvm�v �svq msn
ys�p}� nov �qx~v s} nov �oxpm �vq�tp{v� pm �v�npsm � �� ��

�!



-�%
'!$�"%$'� �ov x�nostp�xnpsm tv�� ptvy vmnq }st no pq vmnt� zspmn � �ovqv
�s�|� { v qsy vno pm~ |puv �� v��vqn qp~mv� {� nrs �pqntp�n � ��~vq� � �vv x|qs
�v�npsm � �� �

�opq zxtxyvnvt �v�mvq osr nov �v�s�vt r p|| �syz�nv x �mx| tvq�|n }st nov
��vt� {xqv� sm nov pmpnpx| �xnx qv|v�nv� �

�'(%��!' * (($�� � zts �v��tv ns xzz|� ns nov �xnx zp�uv� s�n {� nov ��vt� ns
zts���v nov �mx| tvq�|n ns oxm� {x�u ns nov tv��vqnvt � �opm~q |puv ���t�{
x|| l� x��tvqqvq� st qsy v upm� s} qnxnpqnp�x| xmx|�qpq s} nov �xnx �

�ov zts �v��tv }st tv��vqnpm~ �xnx }tsy nov xt�op�v r p|| { v ns pm�p�xnv xm
vmnt� zspmn � xm� zts�p�v zxtxyvnvtq }st pnq tv��vqn nvyz|xnv � �ov tv��vqn r p||
�smnxpm nov ztv|py pmxt� x�nostp�xnpsm �xnx mvv�v�� ns qxnpq}� nov tv��ptvy vmnq
s} nov �osqvm vmnt� zspmn � }st vwxyz|v { v qp~mv� {� x|| nov zxtnpvq ros mvv� ns
x�nostp�v nov x��vqq �

�ov x�n�x| zs|p�� oxq ns {x|xm�v nov szzsqpm~ ysnp�xnpsmq s} 
� vmx{|pm~
x|| |v~x| ��vtpvq� � xq �v�p�v� xn nov npy v s} xt�op�x| � ns {v qxnpq�v� xm� 
�
vmq�tpm~ noxn novtv pq ms rx� }st xm�smv � v�vm ts~�v pmqp�vtq � ns ~xpm x��vqq
ns ystv s} nov �xnx noxm rxq pmnvm�v� � �snv noxn �ystv� ovtv y vxmq msn � � qn
ystv {�nvq s} �xnx � {�n vqqvmnpx||� ystv pm}sty xnpsm x{s�n nov xt�o p�v� �xnx �
�st vwxyz|v }xp|�tv ns {|xmu xm l� x��tvqq rovtv pn rxq pmnvm�v� ns x|rx�q {v
{|xmuv� tvztvqvmnq ~p�pm~ x��vqq ns ystv �xnx noxm pmnvm�v� �

� � ����������� �� ������������

�ov nsz�|v�v| �t�zns~txzop� st~xmp�xnpsm s} nov xtystv� �x�|n pq xq qosrm pm
�p~�tv �� �vtv rv �vq�tp{ v nov �vnxp|q s} vx�o qnvz �

�ov �m�s�vt y�qn { v pmpnpx|p�v� {� ~p�pm~ pn nov z�{|p� vm�t�znpsm uv� s}
nov �v�s�vt rop�o r p|| �smnts| x��vqq ns nov xt�op�vq zts���v� {� nopq �m�s�vt �
�ov uv� pq �smnxpmv� pm xm �zz|p�xnpsm �vtnp��xnv � zxtn s} x �oxpm xq �vq�tp{v�
pm �v�npsm � �� �� �

�ov �m�s�vt zts���vq xm xt�op�v rop�o pq qnt��n�tv� xq qosrm pm �p~�tv � �
�m�t�znpsm s} nov qnstv� zx�uvnq pq nrs�|v�v|� �tqn nov zx�uvnq xtv vm�t�znv�
r pno x ���� qvqqpsm uv�� xm� novm nov qvqqpsm uv� pq vm�t�znv� r pno nov qnstv�
z�{|p� vm�t�znpsm uv� s} nov � v�s�vt � �ov �m�s�vt zts�p�vq �vtp��xnpsm }st nov
xt�op�v xq �vq�tp{ v� pm �v�npsm � �� �� �
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Encoder Certificate
Chain

Encrypted
TDES

Covered by
Signature

RSA
Encrypted

Policy

TDES Session Key

Signature

Packets

�p~�tv � � �nt��n�tv s} nov xt�op�v � �snv noxn nov uv�zxptq ns vm�t�zn nov qvqqpsm
uv� xm� ns qp~m nov xt�o p�v xtv ��pnv �pqnpm�n �

��



�ovm nov � v�s�vt tv�vp�vq x tv��vqn x~xpmqn xm xt�op�v � pn �vtp�vq nov xt�op�v
{� �ov�upm~ nov qp~mxn�tv xm� nov p�vmnpn� xm� q�zzstnpm~ �oxpm s} nov �m�s�vt
rop�o zts���v� nov xt�op�v � ln novm �v�t�znq nov qvqqpsm uv� �qpm~ pnq ztp�xnv
vm�t�znpsm uv�� �v�t�znq nov zx�uvn ��yz �qpm~ nov qvqqpsm uv�� xm� �xttpvq sm
r pno zts�vqqpm~ nov tv��vqn � � ovm nov �mx| tvq�|n pq �syz�nv� � pn qp~mq pn pm
nov qxyv rx� noxn nov �m�s�vt qp~mq xm xt�op�v �

� c����� �de	e kgd

� � ����� ���

��t qvn�z �smqpqnq s} x � pm�w �� x�npm~ xq nov osqn ns {sno nov �m�s�vt xm�
� v�s�vt �xt�q � �v zp�uv� � pm�w {v�x�qv rv ztv}vt szvm q�qnvy q � xm� nov
� pm�w �tp�vt }st nov ���� pq sz vm�qs�t�v � �vv x|qs �v�npsm � �� � �v �qv� x ��
rpno � pm�sr q �!!! ns t�m nov �pq�x| �v{�~~vt }st nov ���� � �smmv�nv� ns nov
�xt�q r pno x qvtpx| �x{|v � �ov �pq�x| �v{�~~vt }st � pm�sr q pq ystv qnx{|v noxm
nov �syyxm��|pmv �v{�~~vt rop�o vw pqnq }st � pm�w � {�n snovtr pqv v��p�x|vmn|�
zsrvt}�| � �m xnnvyzn xn t�mmpm~ nov � pm�sr q �v{�~~vt pm �yrxtv sm nov
� pm�w osqn rxq msn vmnptv|� q���vqq}�|� nov �v{�~~vt rxq |vqq qnx{|v noxm nov
smv t�mmpm~ sm x tvx| � �� pmqnx||xnpsm �

�ov osqn�qp�v �qvt pmnvt}x�v ns nov ztsnsn�zv �x�|n �smqpqnq s} x �syyxm��
|pmv zts~txy rop�o zvt}sty q nrs nxquq r pno nov �v�s�vt �

 � v��vqn pnq z�{|p� vm�t�znpsm uv�,�vtnp��xnv ns~vnovt r pno x �vtnp��xnv
�oxpm 
qvv �v�npsm � �� �� xnnvqnpm~ ns nov uv�� �st msr nov �vtnp��xnvq
xtv pm nov }sty xn �qv� {� nov qv��tv �t�zns~txzop� �szts �vqqst 
��� 
pmnvt}x�v s} nov ���� �

 ��m x tv��vqn }st �xnx x~xpm qn xm xt�op�v ztv�ps�q|� yx�v {� nov �m�s�vt �

xm� nrs nxquq r pno nov �m�s�vt �

 �vn nov vm�t�znpsm uv� xm� q�zzstnpm~ �vtnp��xnv �oxpm s} nov � v�s�vt
nopq �m�s�vt pq ns rstu r pno �

 � ts���v xm xt�o p�v ~p�vm x ���� �	� �}sty xn zx�uvn ��yz � �opq �xm sm|�
{ v �smv x}nvt x zxtnmvt � v�s�vt pq vqnx{|pqov� {� q�zz|�pm~ pnq z�{|p�
vm�t�znpsm uv��

�x�uvn ��yzq �xm {v zts���v� {� xm� zx�uvn qmp�vt zts~txy rop�o �qvq
|p{z �xz xq pnq zx�uvn��xzn�tv yv�oxmpqy 
xq |p{z �xz pm�|��vq x ys�v ns � � qn

��



��yz nov zx�uvnq pm {pmxt� }sty  � �rs zsqqp{p|pn pvq xtv nov ��pmnvqqvmnpx|
� ������ � xm� ����� �

� � ������� �� �������

�ov �m�s�vt nxuvq x ���� �	� �}sty xn zx�uvn ��yz xm� zts���vq xm xt�op�v � xq
qosrm pm �p~�tv � � ln z vt}sty q v�vt�nopm~ �vq�tp{ v� pm s�t �vqp~m � {�n {vpm~
xm vxt|� ztsnsn�zv pq |py pnv� ns zts�vqqpm~ sm|� xq y��o �xnx xq r p|| �n pmns nov
�szts�vqqst xn sm�v 
���  �  �

� � ��� ���� ��������� ��������

�v �qv xm vw pqnpm~ zx�ux~v � ����� ��sv		" � ns zts�p�v nov zx�uvn qv|v�npsm �x�
zx{p|pn� pm s�t �vys � �mstn pq x ���� �	� �{xqv� � l�� rop�o �xm qv|v�n zx�uvnq
�qpm~ nov �vtuv|v� �x�uvn �p|nvt 
���  |xm~�x~v xq rv|| xq pnq srm t�|v q�q�
nvy rop�o }vxn�tvq qv|v�npsm {� zx�uvn ovx�vt �v|�q 
xq �svq nov ���  xq rv||
xq qv|v�npsm {� zx�uvn �smnvmn � �opq t�|v |xm~�x~v pq s�t �xnx qv|v�npsm |xm�
~�x~v � �ov qmstn t�|v q�qnvy pq �vq�tp{ v� pm �vnxp| xn 	��� 
����� ����� ����
�� �� ��������������� 	�� �

�v �osqv �mstn xq pn pq xm �zvm �s�t�v nss| pm x�np�v �v�v|szy vmn � xm�
x�np�v �qv � lyzstnxmn }vxn�tvq xtv l� �v}tx~y vmnxnpsm � nov �xzx{p|pn� ns qv|v�n
zx�uvnq {� �smnvmn � xm� x �v�v|szpm~ ��� qntvxy tvxqqvy{|� �xzx{p|pn��

� �� �� �'!%$�� ��'!%

�v ox� ns �syzp|v x q�{qvn s} �mstn 
vqqvmnpx||� nov zx�uvn �vnv�npsm q�qnvy  ns
t�m pm qp�v nov � v�s�vt �xt� xm� pmnvtztvn tv��vqnq }st �xnx � �ov }� || zts~txy
pm�|��vq yxm� tv}vtvm�vq ns �mpw q�q�x||q � {�n nov qv�npsmq rop�o �p� rvtv pt�
tv|v�xmn pm qp�v nov �xt� 
}st vwxyz|v x|vtnq ns x �mpw��sy xpm qs �uvn xm� rvtv
y x�ts�qv|v�nv� s�n �

�v ox� ns q�zz|� pyz|vy vmnxnpsmq }st msm����� }�m�npsmq rop�o rvtv qnp||
mvv�v� }st zx�uvn �vnv�npsm xm� zts�vqqpm~ � |puv ���� ���	 xm� ���������������� �

�ov y x� st �ox||vm~v rvtv nov ����� }�m�npsmq ns vmx{|v nov ntxmq}vt s} �xnx
ns xm� }tsy �mstn rovm pn txm pmqp�v nov � v�s�vt � �ov �szts�vqqst t�mnpy v �svq
msn zts�p�v nov ��� �� }�m�npsmq pm�s|�pm~ � ��� qnt��nq � �opq y xuvq qvmqv { v�
�x�qv nov vy{v��v� �� � �� ,� � � � oxq ms �|vq�qnvy xq q��o � �v pyz|vyvmnv�
x ��|vq�qnvy � {� rtpnpm~ pyz|vy vmnxnpsmq }st x }vr s} nov ���l	 �|vq�qnvy

��



Generate TDES
Session Key

RSA Encrypt with
decoder encr. key

Access Policy
(A string constant)

Cert. chain attesting
to encoder signing key

TDES
Encrypt

Produce signature

key
with encoder signing

Packet Dump

Archive

= concatenate

�p~�tv � � �m�s�vt zts�v��tv � }tsy x zx�uvn ��yz ns xm vm�t�znv� xm� qp~mv�
xt�op�v �

��



�x||q 
���� � �� ��� vn� � � �ovqv }�m�npsmq zxqq sm nov tvx| rstu s} nov �x|| ns x
ys��|v rop�o pq qv|v�nv� {xqv� �zsm nov � |v �q mxyv � lm �� � nopq rs�|� ox�v
{vvm xm x{qntx�n {xqv �|xqq r pno y vnos�q |puv �� ��� xm� ����� � xm� �sm�tvnv
�vtp�v� �|xqqvq zts�p�pm~ �p�vtvmn pyz|vy vmnxnpsmq �

lm nopq ztsnsn�z v rv qpyz|� ox� �|vq mxy v� �� ������� {v oxm�|v� {� x
ys��|v rop�o �qv� x qpyz|v yvyst� {��vt ns qnstv �xnx � ��tpm~ x � v�s�vt
t�m rv z�n nov zx�uvn ��yz pm x {��vt � qvn �z x ��|v� �x||v� �� ����������
tvx�� ns tvx� }tsy nopq {��vt � xm� txm �mstn nv||pm~ pn ns |ssu }st nov ��yz pm
�� ���������� �

�opq � |vq�qnvy yv�oxmpqy �xm {v vwnvm�v� ns oxm�|v xm� n�zv s} l� rv yx�
r pqo ns �s � {� zts�p�pm~ mvr ys��|vq � �v ��ttvmn|� ox�v x ys��|v ns qnstv
� |vq sm nov osqn � rop�o r p|| { v x zxtn s} �vx|pm~ r pno nov �vt� |py pnv� qnstx~v

�� xm� �|xqo  pm nov �szts �vqqst �

� �� �� ��'!% !�� (

�mstn t�|vq qz v�p}� roxn zx�uvnq nov � l�� qv|v�nq }st }�tnovt zts �vqqpm~ 
|puv
|s~~pm~ st x|vtnq � �ov� qv|v�n zx�uvnq {xqv� sm zx�uvn zxtxy vnvtq � r pno sznpsmq
ns y xn�o sm xm� s} nov ovx�vtq �vqptv� � xq rv|| xq zx�uvn �smnvmnq � � qpyz|v
vwxyz|v ns qv|v�n ��� zx�uvnq }tsy nov onnz zstn }st |s~~pm~ pq

��� � �� 	�� �� �� 	�� 	��

�opq sm |� zvt}sty q y xn�opm~ sm zx�uvn ovx�vtq � ln �s�|� {v tvx� xq �|s~ ���
zx�uvnq �sy pm~ }tsy xm� osqn � zstn �! � ~spm~ ns xm� osqn � xm� zstn� � � }xm�pvt
vwxyz|v 
}tsy nov qmstn rv{qpnv �qpm~ �smnvmn yxn�opm~ ns zts���v xm x|vtn
sm msnp�pm~ x zsnvmnpx| xnnx�u pq

���	
 
�� �� �� �� ��� ���� �� ����� ��� ���
�
 � � ��� �  �!! !!!! ��" #�$% � &
' $( � �)*+, "-..�	 �/�	.��0 1� &2

�ov ������� sznpsm pq ~p�vm � xq xtv x|| sznpsmq � pmqp�v zxtvmnovqvq �

� � 3 ������ �� �������

�ov � v�s�vt pyz|vy vmnq s�t �vqp~m 
|py pnv� ns qyx|| xt�op�vq rop�o �xm �n pm
nov �szts �vqqst xn sm�v  � r pno nov }s||sr pm~ vw�vznpsmq �

��



 �s zsqn�zts �vqqpm~ pq ��ttvmn|� zsqqp{ |v � �opq r p|| { v x {pn s} rstu ns
pyz|vy vmn }� ||�� r pno tvxqsmx{|v �xzx{p|pnpvq � qs rv �p� msn xnnx�u pn pm
nopq ztsnsn�zv �

 �ov �xnx�q�{qvn �v|� s} nov x��vqq zs|p�� pq p~mstv� � �opq rxq }st nov
txnovt y�m�xmv tvxqsm noxn rv �s� |� ox�v �qv� �mstn �q ��� � |nvtpm~
�xzx{p|pnpvq ovtv � {�n nov ��� �s�v rxq txnovt nss �mpw�vmnxm~|v� ns {v
zstnv� vxqp|�� �mstn x||sr q nov �qx~v s} x ��� vwztvqqpsm rop�o pq xzz|pv�
ns x|| zx�uvnq xm� sm|� nosqv zxqqpm~ nov � |nvt zts �vv� ns snovt zts �vqqpm~ �
|puv qv|v�npsm �px nov �mstn t�|vq � �opq �xzx{p|pn� rxq }�m�npsmx||� z vt}v�n
}st s�t �xnx�q�{qvn tv��ptvy vmnq � {�n x~xpm qsy v rstu ns zstn �

 ln oxq ms x�nostp�xnpsm �xzx{p|pnvq � vw�vzn qpyz|v y x�ts |py pnq �

�ov �vnxp|v� �v�s�vt sz vtxnpsm pq qosrm pm �p~�tv � �

� � � ����� ������

�v pyz|vy vmn nov x��vqq zs|p�� xq 	 � �}sty xn nvwn � r pno x ��� nx~ }st nov
vmnt� zspmnq 
tsr q pm nov zs|p�� nx{|v � pmqp�v rop�o xtv nx~q }st x|| nov vmnt�
zspmn �v|�q � r pno nov vw�vznpsm s} zsqn�zts �vqqpm~ rop�o rv ox�v msn pyz|v�
y vmnv� �vn � �v �s msn ox�v x �s ��y vmn n�zv �v�mpnpsm 
��� �vn � xm� �qv
�vt� ��p�u xm� qpyz|v �zxtqpm~� s} nov nx{|v � �ov nx{ |v �qv� pm nov ��ttvmn
�vtqpsm s} nov ztsnsn�zv pq qosrm pm �p~�tv � �

� � � ������ ���������

�v��vqnq �smqpqn s} x qvn s} mxy v��x|�v xqqp~my vmnq � smv }st nov tsr m�y{vt
}tsy nov zs|p�� nx{|v nots�~o rop�o nov tv��vqn pq ~spm~ � xm� nov tvqn xqqp~m�
y vmnq }st nov tv��vqn nvyz|xnv s} nov �osqvm tsr � �m vwxyz|v rop�o �s�|� {v
�qv� r pno s�t qxyz|v zs|p�� pm �p~�tv � pq

���� �
�������

��



Policy Packet
dump

Split

Signature Supporintg
chain

RSA
decrypt

TDES
decrypt

Make
rule

Run Snort

Matched
packets

Check macro
limits Sign

Ciphertext

Session key

Verify

Verify
auth

Request
template

Split

Template parameters

Output

Archive Request

Auth info

�p~�tv � � � v�s�vt sz vtxnpsm � �ov � v�s�vt �qvq �smqnxmn �oxtx�nvt qntpm~q pm�
qvtnv� {� nov vm�s�vt { vnrvvm qv�npsmq ns z vt}sty x|| nov qz|pnq � �ov qvzxtxnst
qntpm~q xtv x{s�n �! �oxtx�nvtq |sm~ � xm� nov zts{x{p|pn� s} novy xzzvxtpm~ txm�
�sy |� pm nov xt�op�v 
xm� no�q }s p|pm~ nopq xzztsx�o ns qv�npsmpm~  pq mv~|p~ p{|v �

��
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�p~�tv � � ��ttvmn ztsnsn�zv zs|p��� �opq zs|p�� x||sr q nov qv|v�npsm s} ���
zx�uvnq �smnxpmpm~ nov rst� �qxqos� � xm� �sy pm~ }tsy qsy v zstn qzv�p�v� pm
nov tv��vqn 
v~ � �zstn��!�  � l} nrs st ystv zx�uvnq y xn�o � nov tv��vqn r p||
{ v �v�|pmv� � �snv noxn nov �|s~ns� sznpsm pm nov �mstn t�|v qos�|� tvx||� {v
x��v� {� nov �v�s�vt � xq pn pq xm pyz|vy vmnxnpsm �vnxp| � msn x zxtn s} nov
zs|p��� �ov qxy v xzz|pvq ns nov �zxqq� t�|v � rop�o oxq nov v�v�n s} p~mstpm~
nov tvy xpmpm~ zx�uvnq � �my xn�ov� {� nov �|s~� t�|v � �o�q � sm�v novqv � v�s�vt
y xmpz�|xnpsmq xtv pyz|vyvmnv� � nov �tv�nvyz|xnv� v|vy vmn pm no pq �xqv rs�|�
tvx� ��� � �� 	�� %���� �� 	�� 	�� &������� 
'�	�	� ' ()

�	
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� � ��� ��� ��� ��������
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�opq rxq smv s} nov q���vqq}�| xqz v�nq s} nopq ztsnsn�z v � �mstn pq x �vt� �xzx{|v
zx�uvn �vnv�npsm vm~pmv � xm� pn t�mq oxzzp|� pmqp�v nov qv��tv �szts �vqqst � ln
r p|| vmx{|v �q ns vwnvm� s�t zs|p�� �xzx{p|pnvq �smqp�vtx{|�� vqz v�px||� rovm rv
qnxtn ns �smqp�vt xzz|p�xnpsm�|v�v| �xnx qv|v�npsm � xm� tvxqqvy{|v� ��� qntvxy q
{v�sy v pyzstnxmn �

� �� �� �
 � '�$*&

��t ��ttvmn ztsnsn�z v zs|p�� 
pm �p~�tv �  pq }xpt|� {xqp� � {�n pn �svq �vysmqntxnv
y xm� uv� zspmnq x{s�n nov xtystv� �x�|n �

 �v|v�npsm s} zx�uvnq �xm {v �syz�nxnpsm�{xqv� � �ovtv pq ms rx� ns qv|v�n
zx�uvnq {� �smnvmn �qpm~ �p�vtvmnpxnpm~ �t�zns~txzo�� x|smv �

 ��nostp�xnpsm �v�pqpsmq �xm {v �syz�nxnpsm�{xqv� � xm� qv��tv qpm�v nov�
xtv t�mmpm~ pm qp�v qv��tv oxt�rxtv � lm no pq �xqv � v�vm pm nov x{qvm�v
s} x �� l ns z vt}sty }�|| x�nostp�xnpsm � xm x�nostp�xnpsm �v�pqpsm �xm {v
y x�v {xqv� sm nov m�y{vt s} zx�uvnq pm nov tvq� |n� ms ��vt� r pno ystv
noxm smv y xn�opm~ zx�uvn r p|| { v x�nostp�v� � �pm�v �syz�nxnpsm y�qn
{ v zvt}sty v� ns �x|��|xnv q��o ztszvtnpvq s} nov yxn�opm~ �xnx qvn � no pq
�xmmsn {v �smv qv��tv|� r pnos�n �qpm~ qv��tv oxt�rxtv �

�v ox�v msn �vn pyz|vy vmnv� zsqn�zts �vqqpm~ s} nov pmpnpx| y xn�opm~ zx�uvnq �
{�n nopq r p|| { v smv s} nov mvwn qnvzq �

� �� �� � ! �'!� "�* 

�p~o zvt}sty xm�v rxq msn smv s} nov nxt~vnq s} s�t ztsnsn�zv � {�n rv pm�|��v
qsy v �~�tvq � �ov �m�s�vt �s�|� zts �vqq x ���  � zx�uvn ��yz ns zts���v xm
xt�op�v pm � qv�sm�q � � ��!� ��yz nssu � �� qv�sm�q � � � �!  � ��yz }xp|v�
��v ns |x�u s} yvyst� 
nov ���� ys�v| rv �qv oxq �  � s} ��  �

�� ���$�� %��% �$����% ���%$&�� &� %�� �%&�� ��� $"� �� �����%�� � $%� �$����% 	���

�!



� � v�s�vt t�m 
rpnos�n tvqntp�npsmq sm zx�uvn m�y{vt tvn�tmv�  sm nov ��!�
xt�op�v 
�!!! zx�uvnq rop�o qv|v�nv� �!� zx�uvnq nssu � �� qv� � �opq �~�tv pq
y stv pm�p�xnp�v s} tvx| z vt}sty xm�v { v�x�qv x ystv �syz|vnv �vtqpsm s} nov
� v�s�vt r p|| �qv vqqvmnpx||� nov qxy v xzztsx�o ns zts �vqqpm~ xm xt�op�v xq nov
��ttvmn smv � �m nov snovt oxm� � rv r p|| { v rstupm~ sm nov qzvv� s} nov �m�s�vt �
vqz v�px||� }st |xt~vt �xnx ��xmnpnpvq �

� � � ������� �� ��� �������� ������ ��� �� ������

�mv s} nov ztpy xt� �sm�vtmq s} nov ���xm�v� �x�|n zts� v�n pq qzvv�� ns vmx{|v
nov �x�|n ns uvvz �z r pno x �!! { mvnrstu xn op~o |sx� � �ov y x� st xtvxq
s} �sm�vtm xtv q�qnvy ��vqnpsmq s} uvvzpm~ zx�uvnq �sr pm~ pmns novpt �mx| |sm~�
nvty qnstx~v xq }xqn xq nov� xtv zp�uv� �z � �pm�v rv �s msn � mst �s rv pmnvm� ns �
�smqp�vt ��vqnpsmq s} q�qnvy pm}txqnt��n�tv � s�t rstu �xm �sy{pmv rv|| r pno nov
���xm�v� �x�|n zts� v�n ns zts���v x }xqn xm� ystv qv��tv �v�p�v � �ov ����
 s�v| �,�� qv��tv �szts�vqqst �xm zvt}sty ���� sm {�|u �xnx xn x{s�n �!
 � zvt qv�sm� � rop�o pq q�� �pvmn ns uvvz �z r pno nov ���xm�v� �x�|n q�qnvy
pm}txqnt��n�tv sm x �!!  { mvnrstu �

� � � ���� ��� ����� ����� � 	 ��� 3 �����

�ov zts{|vy s} qnstpm~ mvnrstu zx�uvnq qv��tv|� xm� r pno xm xnnx�ov� x��vqq
zs|p�� �xm {v ~vmvtx|p�v� ns smv s} qnstpm~ ��� �xnx qv��tv|� xm� r pno xm x��vqq
zs|p��� �syv �sm�tvnv xzz|p�xnpsmq �s�|� { v nov }s||sr pm~ �

� �� �� �  � '% )"%" (%'!"� 

�v ox�v �|sqv npvq r pno nov �sm�st � ts� v�n xn nov �mp�vtqpn� s} � pq�smqpm pm
 x�pqsm � � ros ox�v vwztvqqv� xm pmnvtvqn pm tvysnv qnstx~v s} |xt~v �xnx qvnq
r pno xqqs �pxnv� x��vqq �smnts|q � �opq zts{|vy }x||q q��xtv|� pmns s�t q�qnvy
s} qv��tpm~ �xnx r pno �vw p{ |v xm� xqq�tv� x��vqq zs|p��� l} x tvqvxt�ovt xn qpnv
� rxmnq ns qvm� �xnx ns qpnv � � {�n vmq�tv noxn nov �xnx pq x��vqqv� sm|� pm
x��st�xm�v r pno qsy v zs|p��� qov �s� |� zts �vv� xq }s||sr q � �ov �qvq x �vtqpsm
s} s�t �m�s�vt ns qv��tv nov �xnx xm� xnnx�o ovt zs|p��� �ov qvm�q nov �xnx
ns qpnv � � ros ox�v nov � v�s�vt ns rstu r pno nov �xnx � �ov� �xm ~xpm sm|�
nov upm� s} x��vqq qpnv � qz v�p�v� � �st vwxyz|v x��vqq �s�|� { v |py pnv� ns
qsy v qz v�p� � tvqvxt�o ~ts�z � st nov �xnx �xm sm|� { v x��vqqv� x |py pnv� m�y{vt
s} npy vq � st qsy v �vnxp|q x{s�n nov �xnx y�qn x|rx�q { v op��vm v�vm p} nov�
xtv �qv� pm �x|��|xnpsmq pmqp�v nov �x�|n � �mv �szts �vqqst y x� q�� �v pm no pq
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q�vmxtps � xm� pn rs�|� ox�v x �p�vtvmn �qvt pmnvt}x�v noxm nov xtystv� zx�uvn
�x�|n 
szvtxnpm~ �px xm ��� �smmv�npsm ns x �|pvmn zts~txy zvtoxzq � {�n nov
{xqp� p�vx s} �syz�nxnpsmx||��vwztvqqv� x��vqq �smnts| vwv��nv� pmqp�v qv��tv
oxt�rxtv tvy xpmq �

� �� �� - *") � $* ���

�m x�x�vy p� �� l pq xm xtvx s} pmnvtvqn }st nov � xtnys�no �� l|x{ � xm� smv s}
nov ��vqnpsmq noxn xtpqvq pq roxn ns �s x{s�n �sm��vmnpx| qn��vmn �xnx rop�o
y x� ox�v ns { v �pq�|sqv� �m�vt qzv�px| �pt��y qnxm�vq � � q xm vwxyz|v � vy xp|
sm nov q�oss| y xp| qvt�vtq pq �smqp�vtv� �sm��vmnpx| � {�n �syz�npm~ zvtqsmmv|
ox�v ns zts�p�v x��vqq ns pn pm nov �xqv s} x |v~pnpy xnv |xr vm}st�vy vmn tv��vqn �
l} qn��vmnq os|� vm�t�znv� �xnx pm x �� l vm�ptsmy vmn � novtv y x� {v tvxqsmq
ns ox�v x��vqq ns pn �m�vt qz v�px| �pt��y qnxm�vq � � v� � q�tsr pq smv qs|�npsm �
rovtv{� nov x�nostpnpvq ox�v x y xqnvt uv�� st umsr x ntxz�sst rop�o x||sr q
x��vqq ns nov �xnx pm ��vqnpsm � �ov zsqqp{p|pn� vw pqnq noxn nov x�nostpnpvq y x�
ox�v x |xzqv s} �smq�ps�qmvqq � st novpt v��pzy vmn y x� |vn novy �srm � tvq�|npm~
pm �m�vqptx{ |v 
}tsy nov �sy{pmv� zvtqz v�np�v s} x|| zxtnpvq pm�s|�v�  vwzsq�tv
s} �xnx �

l} x��vqq ns q��o qn��vmn �xnx pq �smnts||v� {� x �xnx �x�|n r pno xm x��vqq
zs|p��� nov vwx�n �pt��y qnxm�vq �m�vt rop�o �xnx x��vqq y x� {v ~txmnv� �xm {v
qzv||v� s�n � xm� r p|| { v x�ovtv� ns �

� �ieif� �gf


� � ��� ������ ����

�v z|xm ns vwzxm� s�t ztsnsn�zv x|sm~ novqv y x� st �ptv�npsmq �

� �� �� � ! �'!� "�* 

�ov |py pnxnpsm s} tv��vqnq xm� xt�op�vq { vpm~ x{|v ns �n pmqp�v nov �szts�vqqst
pq �mx��vznx{|v � xm� r p|| { v |p}nv� � �v r p|| x�~yvmn nov ��ttvmn xttxm~vy vmn ns
vmx{|v xt{pntxt��qp�v� zx�uvn ��yzq xm� xt�op�vq ns { v zxqqv� pmns nov �x�|n �s�
zts �vqqstq � �ovm xt�op�v qp�v r p|| { v �v�p�v� {� nov |sm~�nvty qnstx~v y v�p�y �
|puv �� ��� �

��



�v|xnv� pq nov x{p|pn� s} nov �m�s�vt ns �xzn�tv zx�uvnq pm tvx|�npy v � � ptqn �
rv z|xm ns xnnx�o nov �m�s�vt �xt� ns x zx�uvn qs�t�v 
qsy v qmp�vt ns vmx{|v
|p�v �xnx �s||v�npsm � �vv nov mvwn qv�npsm }st }�tnovt rstu �

� �� �� 
 '! �"�"#� �'�$*&

�ov �xzx{p|pn pvq s} nov zs|p�� yv�oxmpqy xtv �vt� |py pnv� ��ttvmn|�� �ov ��vt�
|xm~�x~v 
�mstn t�|vq pq �vt� �vw p{ |v � {�n nov yx�ts |py pnq xm� x�nostp�xnpsm
zts �v��tvq xtv �vt� {|xm� � �v z|xm ns pyz|vy vmn |py pnq sm ystv zxtxy vnvtq
|puv zx�uvn ��xmnpnpvq,txnvq xm� m�y{vt s} osqnq pm�s|�v� � �m nov x�nostp�x�
npsm qp�v � nov �tqn nopm~ rs�|� {v ns pyz|vy vmn opqnst� �ov�upm~ qvt�p�vq s} qsy v
upm� qs noxn �v�pqpsmq sm x||sr pm~ x��vqq msr �xm {v yx�v {xqv� sm x��vqqvq
pm nov zxqn � � }� || x�novmnp�xnpsm s} tv��vqnq rs�|� �vzvm� sm qsy v p�vmnp��
�xnpsm,x�nostp�xnpsm pm}txqnt��n�tv 
|puv ��� l xm� qs rv vwzxm� ystv sm pn
pm �v�npsm � �� � �st zsqn�zts�vqqpm~ � rv r p|| py z|vy vmn q�t�{{pm~ }�m�npsmq ns
vtxqv xm� zx�uvn zxtxyvnvtq tv��ptv� �

� � � 	��� ��� ��� ������ ����

� q zspmnv� s�n pm ����� !!" � pn y x� {v mv�vqqxt� ns �smqp�vt qv|v�npm~ �xnx xn
x q�{�zx�uvn |v�v| � rop�o rs�|� {v x zxtn s} vmx{|pm~ x��vqq tv��vqnq xn nov
xzz|p�xnpsm |x�vt txnovt noxm nov mvnrstu,ntxmqzstn |x�vtq xq pq nov �xqv msr �
����� oxq x �v�v|szpm~ ��� qntvxy tvxqqvy{|� }�m�npsmx|pn� rop�o r p|| { v �vt�
�qv}�| pm no pq tv~xt� �

�v z|xm ns x��tvqq nov pyz|vy vmnxnpsm �p� ��|n� s} zvt}sty pm~ vwnvtmx|�
vwnvtmx|� ���� vm�t�znpsm xm� ��� � oxqo �x|��|xnpsm pm smv szvtxnpsm sm nov
���� � �wnvtmx|�vwnvtmx| szvtxnpsm pq mvv�v� ns s{nxpm nov o p~o qz vv�q mv�vqqxt�
}st oxm�|pm~ x op~o mvnrstu |sx� � {�n nrs qvzxtxnv sz vtxnpsmq� }st vm�t�znpsm
xm� oxqo �x|��|xnpsm�rs�|� |vx�v nov �xnx szvm ns ys�p��xnpsm sm nov osqn
{ v}stv pnq oxqo pq zts���v� � �mx{|pm~ nopq qvtpx|p�xnpsm s} ��� xm� ��� �s�|�
pm�s|�v ys�p��xnpsmq ns nov vw pqnpm~ osqn �v�p�v �tp�vt �

�msnovt xzztsx�o ns nov qv�tv���x�novmnp�pn� zts �v��tv sm nov �m�s�vt pq
nov vm�t�znpsm ys�v �vq�tp{ v� pm ���n!!" � rop�o x��q yvqqx~v pmnv~tpn� �ov�upm~
xn nov �sqn s} |s~ � vwntx {|s �u vm�t�znpsmq � �opq xzztsx�o rs�|� ox�v nov
�txr{x�u noxn nov ��� oxt�rxtv sm nov ���� yx� msn { v x{|v ns �ptv�n|�
oxm�|v nopq mvr ys�v �

� q �vq�tp{ v� pm nov ztszsqx| ����!!" � nov {pm�pm~ s} xm xt�op�v ns x qpm~|v
�� ����� %�� �&�&����& ��� ������ &� ��%�� �$��%#� &� ����� &� %�� �&�% �" $� �� �	 
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� v�s�vt |vx�vq nov �sst sz vm ns �vm px| s} qvt�p�v xnnx�uq nots�~o � v�s�vt �v�
qnt��npsm 
� �qn x nxyzvt xnnvyzn r p|| �s nov � s{  � �opq {pm�pm~ pq nov ��ttvmn
rx� s} vmq�tpm~ noxn nov xt�op�v pq x��vqqv� sm|� nots�~o pnq xnnx�ov� zs|p���
xm� novtv xtv ms vxq� x|nvtmxnp�vq }st x�opv�pm~ no pq xqq�txm�v � lm�vqnp~xnpm~ nov
��vqnpsm r p|| { v pyzstnxmn pm y xupm~ nov xtystv� �x�|n ztx�np�x||� x��vznx{|v �

� � ���� ���� ����

� qvtps�q zxtn s} x }�||� �px{|v �xnx �x�|n q�qnvy r p|| { v pmnv~txnpsm pmns xm
p�vmnp��xnpsm ,x�nostp�xnpsm pm}txqnt��n�tv � ysqn |puv|� qsy v n�zv s} �� l � �opq
rs�|� vmx{|v �q ns pyz|vy vmn zs|p�� tv��ptvy vmnq |puv �x�nostp�xnpsm }tsy notvv
q�oss| s� �px|q txmuv� x{s�v nov zsqn s} �vxm� {� �qpm~ roxn y v�oxmpqy q nov
�� l s�vtq }st vqnx{|pqopm~ zsqnq,s� �vtq � �m~spm~ �� l rstu xn �xtnys�no
�s�|� { v �vt� �qv}�| ovtv �

� � j
dg� ��h�� �de�

�opq zts� v�n rxq q�zzstnv� pm zxtn {� �rxt� �s � �!!!�����	 ��!! � xrxt�v�
{� nov �xnpsmx| lm qnpn�nv s} ��qnp�v � �� �v s} ��qnp�v � ts~txy q �

�ov szpmpsmq � �m�pm~q � xm� �sm�|�qpsmq st tv�syyvm�xnpsmq vwztvqqv� pm
no pq z�{|p�xnpsm xtv nosqv s} nov x�nost 
q xm� �s msn mv�vqqxtp|� tv�v�n nov
�pvr q s} nov � vzxtny vmn s} ��qnp�v �

�opq rstu rxq x|qs q�zzstnv� {� lmnvtmvn�,���� �

�ov x�nost rxq q�zzstnv� pm |xt~v zxtn {� l~�xmx �

l xy ~txnv}� | nss ns y� x��pqvt �vxm �y pno }st ~�p�pm~ y v nots�~o y� �tqn
xm� msn |xqn � s�tmv� pmns ��vqnpsmq s} �syz�nvt qv��tpn��

� ���f�dj��

���!!" �oxt|vq �mnsmv||p xm� � v�pm �s�yxm � ���xm�v� zx�uvn
�x�|n � 	��� 
����� ��� � �� ��	 ����������� ���	����	�� 
	�� � � �!!! � � ts� v�n �vq�tpznpsm �

����		" � �� � �mnsmv||p �  � �m��� xm� � � �smv�y xm � �ov zx�uvn �x�|n �
�v��tv qnstx~v s} mvnrstu �xnx � lm 	 ���
 ����� ������ �� ��
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��������� � �������� ���  ��� ��� � ��������� � �xmnx � |xtx � �ztp|
�			 �

����� !!" �nv�vm �v||s�pm �  xnn � |x�v � �x�p� �xt{vt � �vnvt �v�y xmm � xm�
��~vmv �zx�st� � �syyvmnq sm nov �xtmp�stv q�qnvy nv�omp�x|
tv�pvr � 	��� 
����� ������ ��� ��	������	�� �������������
���� ��� � 	�� � � � v�vy{vt �!!! �

���n!!" �oxtxm� pn � � ��n|x � �m�t�znpsm ys�vq r pno x|ysqn }tvv y vqqx~v
pmnv~tpn�� �t�zns|s~� v� tpmn � t�op�v � �vzstn �!!!,!�	 � �!!! �
	��� 
����� ��� �	�� ���� �

�s��!!" �� �stupm~ �xtn� sm �s|p�v �sszvtxnpsm � �v|xnpsmq { vnrvvm
nov �tqn xm� no pt� zp||xtq sm x��xm�v� nv�oms|s~pvq � �s� �!!! �
������� ��� ��� ��

��sv		 "  xtnpm �svq�o � �mstn � |p~onrvp~on pmnt�qpsm �vnv�npsm }st mvn�
rstuq � lm ���� ������ � ��� ����������� ���� ������  � ���
��� � � ��� l	 � �s�vy{vt �			 � 	��� 
����� � ��� �� ����
������	� ��� ������	���������� ��������	��������	 	�	� � �

���� !!" � �� � �y pno � � �� � �mnsmv||p � xm� �vnvt �smv�y xm � � tszsqx| � nov
xtystv� zx�uvn �x�|n � � tx}n � �vz �!!! �

������ !!" �nvzovm � � �y pno � �t � �vmt� � � �vttpnn � � xts|� � tvmn � xm�
�nvzovm  vm�pu � lm�vz vm�vmn nv�om p�x| tv�pvr s} nov �xtmp�stv
q�qnvy � 	��� 
����� � ���� ��������������	� ��� ���	�� ���
���	� ��� � � v� �!!! �

��y p! �" �vxm � � �y pno � ��n{s�m� x�novmnp�xnpsm }st zts~txyyx{|v qv�
��tv �szts �vqqstq � ��{y pnnv� �  xt �!! ��

��� 		 " �vxm � � �y pno xm� �nv�v �vpm~xtn � ��p|�pm~ x op~o�
zvt}sty xm�v � zts~txyyx{|v qv��tv �szts�vqqst � ���� � ���  ��
� ���� � � � ��� ����! � �			 �
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