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Abstract—This work introduces a physical-layer secure
multiple-users communication scheme. Our scheme employs
the multi-path nature of the wireless channel to provide a
different secure communication link for each of the legitimate
users. We show that the proposed scheme highly degrades the
eavesdroppers channel even for the worst case scenarios. We
also provide the secrecy capacity and secrecy outage probability
for the proposed scheme. We analyze the effect of the number
of users, channel paths, and antenna elements on the secrecy
performance of the scheme.

Index Terms—Directional
Physical-layer security.

modulation, Antenna arrays,

I. INTRODUCTION

Limitations on the wireless communication resources (i.e.,
time and frequency) introduces the need for another domain
that can help communication systems to match the increasing
demand on high data transfer rates and quality of service
(QoS). By using multiple antennas [1], either on the transmitter
or the receiver side or both, the space domain was introduced
as a new dimension that allows communications systems
to reach higher rates. Based on their construction, multiple
antennas can be considered as a single unit (i.e., antenna
arrays) or separate uncorrelated units. The single unit structure
introduce a flexible tool to transmit (receive) the wireless
signal based on the spatial direction of interest, while the
uncorrelated structure gives the opportunity to either improve
the QoS, in terms of channel capacity and throughput, by
exploiting the available diversity, or increasing the system rate
by utilizing the space as a source for multiplexing (multiple
access).

The widespread use of wireless technology and its ease of
access makes the privacy of the information, transferred over
the wireless network, questionable. Along with the drawback
of the traditional ciphering algorithms, physical layer security
rises as a solution for such problem.

Multiple-antennas systems offer more resources (i.e. degrees
of freedom) which can be used to achieve secure commu-
nication [2], [3]. Some examples of these resources are the
number of transmit antennas and the ability to have directive
communication by using antenna arrays. One of the recently
developed techniques, that make use of directive antenna-
arrays to provide secrecy, is Directional Modulation (DM).
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Many Algorithms were proposed, that make use of the
properties of the MA systems, to provide a robust secure
communication link [4]. These algorithms can be split over
two main Categories, namely “Precoding based” and “Array
based”. there are some other algorithms that don’t fall under
these categories. Example of these algorithms are, transmit
antenna selection [5], key generation using precoding matrix
indices [6], and time-domain artificial noise generation [7].

For Precoding based schemes, the transmitter construct a
precoding matrix, based on its knowledge about the channels’
realizations, to make the signal able to be decoded only if
it went through the channel of the legitimate user [8], [9].
Construction of such precoding matrix depends mainly on the
channel state information that is available at the transmitter.
If the transmitter has information about the eavesdropper
channel, it uses either Generalized Singular Value Decompo-
sition (GSVD) or Zero-Forcing (ZF). GSVD constructs a set
of parallel independent sub-channels between the transmitter
and the two receivers. This allows the transmitter to choose
only the sub-channels in which the legitimate receiver has
advantage over the eavesdropper, to be used for message
transmission [10], [11]. on the other hand, ZF constructs a
pre-coding matrix that would protect the confident messages
from being transmitted towards the eaves dropper [12].

When there is no information available at the transmitter
about the channel of the eavesdropper, the transmitter attempts
to provide secrecy to the legitimate message by embedding a
jamming signal (i.e. Artificial Noise (AN)) into the null-space
of the legitimate channel [13], [14]. With the assumption of
the independence between the legitimate and the eavesdropper
channels, the transmitter assumes that the AN will leak into the
received signal of the eavesdropper causing some degradation
for it’s performance.

In DM, the antenna pattern is recognized as a spatial
complex constellation, but it’s not used as a source of in-
formation. The antenna pattern complex value, at a certain
desired direction, is set to have the same complex value of
the symbol to be transmitted. This scheme also randomizes
the signal in the undesired directions, thus, providing a source
of directional security. Contrary to the regular beam-forming,
which provides directional power scaling, DM technique is
applied in the transmitter by projecting digitally encoded



information signals into a pre-specified spatial direction while
simultaneously distorting the constellation formats of the same
signals in all other directions.

The idea was first considered as changing the stage where
modulation takes place. The authors of [15] and [16] started
to explain the idea of directional modulation using phased
arrays, and demonstrated (synthesized) it in [17] and [18].
Based on their methodology, the modulation process needs
to take place at the RF stage, instead of the regular base
band modulation. Another algorithm for synthesizing DM is
the antenna subset modulation (ASM) presented in [19]. In
this technique, they only use few selected elements from
the available antenna array to transmit. The elements used
in transmission are randomly selected for each transmitted
symbol to provide a randomized constellation pattern for the
undesired direction. In [20], quadrature modulated I and Q data
streams were separately encoded at the baseband, up-converted
to radio frequency (RF) and then separately transmitted. When
the two streams are combined in the far-field, the resultant IQ
data is only detectable along the pre-specified spatial direction.

We can look at the difference between the conventional
beam-forming and DM from another perspective. In the con-
ventional beam-forming, the complex weights, which scale the
antenna array, are changing based on the rate of change of the
communication channel. Contrary, in the case of DM, the rate
of change of the weights is related to the transmitted data
rate [21]. In [22], a general analysis for DM using vector-
domain is performed. The authors categorize DM algorithms
into two groups. The first one they call it “Static” algorithms,
where the generated antenna pattern does not change for any
selected constellation point, i.e., if we choose to transmit one
single point of the constellation, the generated pattern will
always be the same. The second group is the “Dynamic”
algorithms, where we can transmit the same constellation point
with a different pattern each time, which makes it hard to
track and decipher. Due to the lack of tools that can evaluate
the performance of such system, some parameters based on
BER, error-vector-magnitude (EVM), and secrecy rate were
suggested in [23].

In our previous work [24], we introduced the Multi-
Directional DM transmission scheme (MDDM). By using
MDDM, we were able to provide multiple secure communica-
tion links for different directions. We showed that the scheme
increases the transmission capacity of the system up to the
number of the antenna elements. Also, the secrecy capacity in-
creases with the increase of the number of transmitted streams.
Moreover, MDDM has a low complexity structure compared
to other DM implementations and it does not necessitate the
implementation of special receiver algorithms.

Up till now, DM was only discussed from the algorithm
construction perspective, and to the extent of the authors
knowledge there has been no study of the employment of
DM algorithms into the system level. Hereby, we propose a
system level design that makes use of our proposed MDDM
scheme. The new design utilizes the dispersive nature of the
channel to provide a location-based secure communication

link to each of the legitimate users. The scheme shows the
ability to highly degrade the eavesdropper channel, even for
the worst case scenarios. We also deduce the secrecy capacity
and outage probability for the scheme. Besides, we compare
the performance of this scheme to the performance of AN
precoding, as they share the same assumption about the
channel knowledge.

The rest of this paper is organized as follows: In section
II, we review the multiple-directions transmission concept.
Section III presents the proposed multi-path secure system.
Section IV discusses the system performance. Finally. we
conclude the paper in section V.

II. MDDM TRANSMISSION SYSTEM DESIGN

Here, we consider that we have a broadcast channel with
a single source (base-station) and L destinations; namely
directions. Each direction has its own desired data stream x;(k),
and has a different transmission angle with respect to the base-
station 6;, where i =1,2,...,L, and k is the time index. Differ-
ent directions share the same resources of time slots, frequency
bands, or codes simultaneously. All legitimate receivers and
the eavesdropper are considered to have a single receiving
antenna. The base-station uses a linear antenna array, with N
elements, for transmission. Based on the idea of directional
modulation, we need to set W = [wy(k),wa(k),...,wy(k)]”,
so that f(6;,k) = x;(k), where W is the vector containing the
complex weights for the antenna array and f is the value of
the resulting complex antenna pattern at a time instant k by
the receiver located at a certain direction 6, where

£(8.k) =n"(0)W (k), (1)
1 (0) = [e~/(7H) it eos pi(Mt=1)H cost,
(N (2)
..,e/(¥)%0059]

and h*(0) is the array steering vector for a receiver positioned
at the direction 6.

Let us define F as the column vector that contains the
desired pattern values, for each of the desired transmission
directions.

F = [f(61,k), f(62,),.... f(61,k)]"
h:(el)
g | (:92) pr(R)wa (k)R )
n(6r)
where, H € CVN*L, and we consider that L < N, i.e., the

number of desired transmission directions is less than the
number of the antenna array elements. This makes (3) an
under-determined set of linear equations. Using the least-norm
solution [25], we find that

Wi, =H (H"H) "' F. )

By replacing F with X = [x{ (k),x2(k),...,x.(k)]T, we can
produce the required weights to modulate the resulting antenna
pattern, so that the pattern takes the desired values at the
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Fig. 1. Secrecy rate based on the SINR of the received symbols.

desired directions. Based on that, the value of the received
pattern can be rewritten as,

f(6,k)=h*(0)H(HYH) X (k). (5)

Note that, the usage of any other antenna array structure
is applicable, as long as the appropriate steering vector 7*(0)
is used for the generation of the weights W. Moreover, if we
assume that the channel state information (CSI) for each of
the users is available at the transmitter, we can enhance the
secrecy performance of the system by multiplexing it within
the generated weights.

w =) -1x (6)

where, I' = AH", and A is the (L x L) diagonal matrix
containing the CSI of each of the users.

Figure 1 shows the secrecy performance in terms of the
secrecy rate,

RSecrecy = R(ed) 7R(9) (7)
R(8) =log>(1+p(0)), (8)

where R(6,) is the achievable rate at the desired direction
04, p(0) is the received SINR at any direction 6, and the
SNR for the desired direction at 80° is 10 dB. The figure
shows high secrecy gain outside the main lobe, which indicates
that the data obtained by non-intended directions will not be
detected reliably. The figure also shows that communication
is not secure in the direction of the legitimate user, however,
the multi-path nature of the channel can be used to generate
a precoding scheme that ensures secrecy for this direction as
discussed in the next section.

III. MULTI-PATH BASED SECURE COMMUNICATION

The problem here is that, if the eavesdropper is aligned
with one of the transmission directions, it will be able to
receive the clear constellation of the transmitted data. This
will be mitigated by the introduction of the following scenario.
Consider that the M users are assigned to a single base-station,
which is equipped with an antenna-array of N elements for

down-link transmission. The M users are receiving the BS
signal through L different directions (L > M). The base-station
is assumed to have a full knowledge about the channel of
each user (i.e., the delay profile and the angle of arrival of
each path), which can be estimated using one of the methods
according to [26].

We define the matrix A = {0 }pxr, Where o is the gain
coefficient of the j” path that is delivered to the i user. Based
on that, the transmitted antenna pattern will be synthesized as

£(6,k) = h(6)H[H"H]"'A"[AAT]7IS(k) = C(8)S(k), (9)

where H € CV*L is the steering matrix, S € CM*! vector that
contain the users data. Then the SIR of the signal of the m"
transmitted signal s, (k) at any direction 8 would be calculated

as
_ |Cm(9)|2

Lyjotm € (0)>
We can see from (9), that the transmitted pattern at any
direction 0 is a linear combination of all M data streams. Then,
if an eavesdropper is trying to decode the m'" message based
on the reception of a single direction, it will suffer from a
high interference level due to the other M — 1 streams. We will
show later that the received SIR value has a high probability
of being low.

Based on this model, the received signal at any receiver in
the network is given as

SIR,,(6) (10)

r(k) =B x CxS(k) =V x S(k), (11)

where B = {B,}1xp is the gain coefficient of the p" received
path by any user, and C = [C(6;);C(6,);...;C(6p)]. Again,
considering the decoding of the m'"* message, the received SIR
can be calculated as

th

SIR! = [vnl?

S L (12)
Yo jsm Vil

For the m™" legitimate user {v,, = 1, vy, = 0}, which elimi-
nates the effect of other streams on its message. Otherwise, if
the received signal is not completely aligned to the legitimate
user channel, it will still suffer from such interference as
shown by later results. The exact distribution of SIR], with
relation to N, L, and M is out of the scope of this study, but
it is considered in an extension of the current work.

Based on (12), and by assuming the worst case analysis
where the eavesdropper does not suffer from any noise effect,
we can define the achievable secrecy rate as

RS = Rl _R€7
= [log(1+7) —log(1+SIR,,)] ",

where 7, is the SNR received by the legitimate user, and
[.]T = max(.,0) indicates that only positive values are con-
sidered otherwise R; = 0. The average achievable rate and the
probability of its existence (i.e., P(R, > 0)) will be numerically
investigated in the next section.

Also, as we consider the case where the eavesdropper is
totally passive and the information about its channel is not

13)
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available, we will compare the performance of this scheme to
the secrecy performance of MIMO precoding with Artificial
Noise (AN) [13].

IV. SECRECY PERFORMANCE

In this analysis, we consider a system with three users
(M = 3) receiving their signals through six paths (L = 6)
and the base-station is equipped with a single antenna array
of ten elements (N = 10). Also, we assume that the fading
coefficients of the eavesdropper’s channel and the legitimate
user’s channel are uncorrelated. The analysis shown here is
based on numerical system simulation, as there is no closed
mathematical form for the relation between the SIR and the
system parameters yet.

Figure 2 shows the Complementary Cumulative Distribution
Function (CCDF) of SIR,(0) from (10). We can see that,
with probability 95%, the power of the interfering streams
will be much larger than the power of the desired stream (i.e.,

Average achievable secrecy rate

Fig. 4. The change of the average achievable secrecy rate R, with the SNR
of the legitimate user’s channel ;.

P{SIR,(0) < 0 dB} = 0.95). These results induce that the
eavesdropper’s channel has lower capacity than the legitimate
user’s channel. Notice that the effect of the noise is not con-
sidered in these results. The figure also shows the case where
the system only has two users, where we have P{SIR,,(6) <0
dB} =0.5. Moreover, when the number of users reaches 5, the
received SIR drops dramatically.

The same analysis is carried for the received SIR at the
eavesdropper, SIR!,, expressed by (12). In Figure 3, we
consider the worst case scenario, where the eavesdropper is
aligned with the legitimate user (i.e., both are receiving the
same number of paths and from the same directions). We can
see from the figure that the eavesdropper’s channel suffers
from high degradation with a high probability. Here, we refer
to the degradation of the channel as the decrease happens to
the value of the received SINR.

Figure 4 shows the change of the average achievable secrecy
rate expressed by (13), with the change of ;. It is clear that
we still can achieve a positive secrecy rate even with a very
noisy channel on the legitimate user side.

On the other hand, Figure 5 compares the probability of
achieving positive secrecy rates in the case of using DM, with
the AN scheme from [13]. We can see that even with low
number of users M = 3, the probability of having a positive
secrecy rate is comparable to the AN scheme. Also, just by
increasing the number of users (M = 5), DM outperforms AN
scheme. Besides, we can see that after a certain number of
transmit antennas N,, the enhancement of the performance of
the AN scheme is no much significant.

Note that, increasing the number of transmit antennas for
AN adds hardware and processing complexity. While, for DM,
increasing the number of users M adds processing complexity
only, and keeps the hardware unchanged.
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V. CONCLUSION

Here, we introduce a multi-user access system level design
that uses MDDM as a transmission technique. The proposed
system design exploits the dispersive nature of the wireless
channel to create a position-based secure communication link.
The proposed system is able to degrade the eavesdropper
channels, even if the eavesdropper does not experience any
noise. The amount of degradation increases with the increase
of the number of users in the system. Moreover, the secrecy
analysis shows that the proposed system is always able to
achieve a positive secrecy rate with a high probability. We
also show that the DM scheme outperforms the ordinary AN
scheme.
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