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Robust H∞ Control for Networked Systems
With Random Packet Losses
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Abstract—In this paper, the robust H∞ control problem is
considered for a class of networked systems with random com-
munication packet losses. Because of the limited bandwidth of the
channels, such random packet losses could occur, simultaneously,
in the communication channels from the sensor to the controller
and from the controller to the actuator. The random packet loss
is assumed to obey the Bernoulli random binary distribution,
and the parameter uncertainties are norm-bounded and enter
into both the system and output matrices. In the presence of
random packet losses, an observer-based feedback controller is
designed to robustly exponentially stabilize the networked system
in the sense of mean square and also achieve the prescribed H∞
disturbance-rejection-attenuation level. Both the stability-analysis
and controller-synthesis problems are thoroughly investigated. It
is shown that the controller-design problem under consideration
is solvable if certain linear matrix inequalities (LMIs) are feasible.
A simulation example is exploited to demonstrate the effectiveness
of the proposed LMI approach.

Index Terms—H∞ control, linear matrix inequality (LMI),
networked systems, random packet loss, stochastic stability.

I. INTRODUCTION

S INCE NETWORKS may greatly decrease the hardwiring,
the cost of installation and implementation, in recent years,

of networked control systems (NCSs) have found successful
applications in a wide range of areas such as industrial au-
tomation, distributed/mobile communication, unmanned vehi-
cles, and Internet-based control. While NCSs have received
increasing research attention, they have also given rise to new
challenges due to inherent network-limited bandwidth. Among
all the challenges that emerged, the intermittent data packet
losses and the signal-transmission delay are known to be two
of the main causes for the performance deterioration or even
the instability of the controlled networked system. Hence, it is
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not surprising that, in the past few years, the control problem
of networked systems with packet losses (or data missing) and
time-delays has attracted considerable research interests (see,
e.g., [1], [7], [10], [11], [14], [26]–[29], and references therein).
This paper is concerned with the impact of packet losses (or
data missing) on the design of NCSs.

In the literature, there have been basically three approaches
for modeling the packet-loss phenomenon in the NCSs. An
arguably popular approach is to view the packet loss as a
binary switching sequence that is specified by a conditional
probability distribution in the signal-transmission channel. The
binary switching sequence obeys a Bernoulli distributed white
sequence taking on values of zero and one with certain proba-
bility [13]. Recently, there have been some results published on
such a model (see, e.g., [19], [21]–[24], and references therein).
The second approach is to use a discrete-time linear system with
Markovian jumping parameter to represent random packet-loss
model for the network. A few control methodologies have been
developed for such a system [12], [18]. The third approach is
to replace the packet losses by zeros and then construct an
incompleteness matrix in the measurement. Such an idea has
been used [16], [17] to deal with the robust filtering problems,
with data missing or packet losses.

It should be pointed out that, in almost all the existing
literature, it has been implicitly assumed that the packet-loss
problem occurs only in the channel from the sensor to the
controller. Another typical kind of packet losses, which happen
in the channel from the controller to the actuator, has not been
adequately studied. In addition, in the presence of packet losses,
the system-performance requirements such as robustness and
disturbance rejection attenuation have not yet gained sufficient
research attention. The purpose of this paper is, therefore, to
shorten the aforementioned gap.

In this paper, we aim to tackle the robust H∞ control problem
for a class of NCSs with both random sensor-to-controller
and controller-to-actuator packet losses. These random packet
losses are modeled as a linear function of the stochastic
variable satisfying Bernoulli random binary distribution. An
observer-based controller is designed such that the closed-loop
NCS is robustly stochastically exponentially stable, and the
prescribed H∞ disturbance-rejection-attenuation performance
is also achieved. Both the stability-analysis and controller-
synthesis problems are thoroughly investigated. It is shown that
the controller-design problem under consideration is solvable if
certain linear matrix inequalities (LMIs) are feasible. A simu-
lation example is exploited to demonstrate the effectiveness of
the proposed LMI approach.

Notation. The notation X ≥ Y (respectively, X > Y ),
where X and Y are symmetric matrices, means that X − Y
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is positive semidefinite (respectively, positive definite). E{x}
stands for the expectation of the stochastic variable x. Prob{·}
means the occurrence probability of the event “·.” If A is
a matrix, λmax(A) [respectively, λmin(A)] means the largest
(respectively, smallest) eigenvalue of A. l2[0,∞) is the space of
square integrable vectors, and I

+ is the set of positive integer.
In symmetric block matrices, “∗” is used as an ellipsis for terms
induced by symmetry.

II. PROBLEM FORMULATION AND PRELIMINARIES

There are different ways to define note Quality-of-Service
(QoS) for NCS [4]. In this paper, we take into account two of
the most popular QoS measures: 1) the point-to-point network
allowable data-dropout rate that is used to indicate the prob-
ability of data packet dropout in data transmission and 2) the
point-to-point network throughput that is used to indicate how
fast the signal can be sampled and sent as a packet through the
network. Another important QoS measure, maximum allowable
equivalent delay bound, will be investigated in our future work.

To the NCS considered in this paper, the sampling period h
and the data-dropout rate ρ determine the control performance.
We assume that the data are single-packet transmitted, different
data packet has the same length L, and the network throughput
distributed by packet scheduler is Qik

in t ∈ [ikh, ik+1h). The
network allowable data-dropout rate is related with the packet
scheduler, backlog controller, and algorithm complex of loss
dropper policy. As will be seen later, we will use different data-
dropout rates (measurement missing probability) to quantify
the random packet losses in the sensor-to-controller channel
and the controller-to-actuator channel. On the other hand, the
sampling period h is decided by network throughput Qik

and
the number of sensors. Small sampling period can have good
control performance but can induce network congest and im-
prove the data-dropout rate.

Since there has been a rich body of literature studying
appropriate sampling method [9], in this paper, we assume that
a sampled-data model can be obtained through online measure-
ment such as sending probing data packet to measure network
characteristics and QoS scheduling. Consider the following
NCS after sampling:{

xk+1 = (A+∆A)xk +B2uk +B1wk

zk = (C1 +∆C)xk +D1wk
(1)

where xk ∈ R
n is the state, uk ∈ R

m is the control input,
zk ∈ R

r is the controlled output, wk ∈ R
q is the disturbance

input belonging to l2[0,∞), and A, B1, B2, C1, and D1 are
known real matrices with appropriate dimensions. The parame-
ter uncertainties ∆A and ∆C are assumed to be of the form[

∆A

∆C

]
=

[
H1

H2

]
FkE (2)

where H1, H2, and E are known real constant matrices of
appropriate dimensions, and Fk represents an unknown real-
valued time-varying matrix satisfying FkF

T
k ≤ I .

Remark 1: As discussed before, networked systems are be-
coming more and more popular for the reason that they have
several advantages over traditional systems, such as low cost,
reduced weight and power requirements, simple installation

and maintenance, and high reliability. If network media is
introduced to control-system design, the data-packet-dropout
phenomenon, which appears in a typical network environment,
will naturally induce missing observations, which makes the
controller-design problem much more involved.

In this paper, the measurement with random communication
packet loss is described by

yk = αkC2xk +D2wk (3)

where the stochastic variable αk ∈ R is a Bernoulli distributed
white sequence with

Prob{αk = 1} =E{αk} := ᾱ (4)

Prob{αk = 0} =1− E{αk} := 1− ᾱ. (5)

Here, yk ∈ R
p is the measured output vector, and C2 and D2

are known real matrices with appropriate dimensions.
The dynamic observer-based control scheme for the system

(1) is described by{
x̂k+1 = Ax̂k +B2uk + L(yk − ᾱC2x̂k)
ûk = −Kx̂k

uk = βkûk

(6)

where x̂k ∈ R
n is the state estimate of the system (1), ûk ∈ R

m

is the control input without transmission missing, and L ∈
R

n×p and K ∈ R
m×n are the observer and controller gains,

respectively. The stochastic variable βk ∈ R, mutually indepen-
dent of αk, is also a Bernoulli distributed white sequence with

Prob{βk = 1} =E{βk} := β̄ (7)

Prob{βk = 0} =1− E{βk} := 1− β̄. (8)

Remark 2: It can be noticed from (3) and (6) that the inde-
pendent Bernoulli distributed white sequences αk and βk are in-
troduced to reflect the random packet losses in, respectively, the
sensor-to-controller and controller-to-actuator channels. The
random packet-loss mode in the sensor output (3) was first
introduced in the study in [13] and has been subsequently
studied in many recent NCS papers (see, e.g., [19], [21]–[24]).
However, very few papers have considered the packet-loss
problems in both sensor-to-controller and controller-to-actuator
channels, despite its significance in the current networked
systems.

Let the estimation error be

ek := xk − x̂k. (9)

The closed-loop system can be obtained by substituting (3) and
(6) into (1) and (9)


xk+1 = (A+∆A− β̄B2K)xk + β̄B2Kek + (βk − β̄)

×B2Kxk + (βk − β̄)B2Kek +B1wk

ek+1 = ∆Axk + (A− ᾱLC2)ek − (αk − ᾱ)LC2xk

+ (B1 − LD2)wk

(10)

or in a compact form as follows:

ηk+1 = Āηk + εkÃηk + B̄wk (11)
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where

ηk =
[
xk

ek

]

Ā =
[
A+∆A+ β̄B2K −β̄B2K

∆A A− ᾱLC2

]

εk =
[
(βk − β̄)I 0

0 (αk − ᾱ)I

]

Ã =
[
B2K B2K
LC2 0

]

B̄ =
[

B1

B1 − LD2

]
.

It should be pointed out that in the closed-loop system (11),
there appear stochastic quantities αk and βk. This differs from
the traditional deterministic systems without random packet
losses. To deal with the stochastic parameter system (11), we
are now in a position to introduce the concept of stochastic
stability in the mean-square sense.
Definition 1: The closed-loop system (11) is said to be

exponentially mean-square stable if, with wk = 0, there exist
constants φ > 0 and τ ∈ (0, 1), such that

E
{‖ηk‖2

} ≤ φτk
E

{‖η0‖2
}
, for all η0 ∈ R

n, k ∈ I
+.
(12)

In this paper, we aim to design the controller (6) for the sys-
tem (1), such that, in the presence of random packet losses, the
closed-loop system (11) is exponentially mean-square stable,
and the H∞ performance constraint is satisfied. More specifi-
cally, we like to design a controller such that the closed-loop
system satisfies the following two performance requirements
(Q1) and (Q2).

(Q1) The closed-loop system (11) is exponentially mean-
square stable.

(Q2) Under the zero-initial condition, the controlled output
zk satisfies

∞∑
k=0

E
{‖zk‖2

}
< γ2

∞∑
k=0

E
{‖wk‖2

}
(13)

for all nonzero wk, where γ > 0 is a prescribed scalar.

III. MAIN RESULTS AND PROOFS

Throughout this paper, without loss of generality, we will
make the following assumption for technical convenience.
Assumption 1: The matrix B2 is of full-column rank, i.e.,

rank(B2) = m.
For the matrix B2 of full-column rank, there always exist two

orthogonal matrices U ∈ R
n×n and V ∈ R

m×m, such that

B̃2 = UB2V =
[
U1

U2

]
B2V =

[
Σ
0

]
(14)

where U1 ∈ R
m×n and U2 ∈ R

(n−m)×n and Σ = diag{σ1,
σ2, . . . , σm}, where σi (i = 1, 2, . . . ,m) are nonzero singular
values of B2.

In the derivation of our main results, we will need the
following three lemmas.
Lemma 1: Ho and Lu [8, Lemma 3]. For the matrix B2 ∈

R
n×m that is of full-column rank, if matrix P1 is of the

following structure:

P1 = UT

[
P11 0
0 P12

]
U = UT

1 P11U1 + UT
2 P22U2 (15)

where P11 ∈ R
m×m > 0, and P22 ∈ R

(n−m)×(n−m) > 0, and
U1 and U2 are defined in (14), then there exists a nonsingular
matrix P ∈ R

m×m, such that B2P = P1B2.
Remark 3: The purpose of Lemma 1 is to find a solution of

B2P = P1B2 for P , which will later facilitate our development
of the LMI approach to the controller design. The assumption
of B, being a full-column rank, is just for presentation conve-
nience, which does not lose any generality, as we can always
conduct congruence transformation on B. If the condition (15)
holds, then P exists, but it may not unique unless B is square
and nonsingular.
Lemma 2: (S-procedure) [3], [25]. Let M = MT and H

and E be real matrices of appropriate dimensions with F sat-
isfying FFT < I , then M +HFE + ETFTHT < 0, if and
only if there exists a positive scalar ε > 0, such that

M +
1
ε
HHT + εETE < 0 (16)

or equivalently


 M H εET

HT −εI 0
εE 0 −εI


 < 0. (17)

Lemma 3: Tarn and Rasis [20, Theorem 2]. Let V (ηk) be a
Lyapunov functional. If there exist real scalars λ ≥ 0, µ > 0,
ν > 0, and 0 < ψ < 1, such that

µ‖ηk‖2 ≤ V (ηk) ≤ ν‖ηk‖2 (18)

and

E {V (ηk+1)|ηk} − V (ηk) ≤ λ− ψV (ηk) (19)

then the sequence ηk satisfies

E
{‖ηk‖2

} ≤ ν

µ
‖η0‖2(1− ψ)k +

λ

µψ
. (20)

In the following theorem, a sufficient condition is established
for the exponentially mean-square stability of the closed-loop
system (11).
Theorem 1: Suppose that both the controller gain matrix

K and the observer gain matrix L are given. The closed-loop
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system (11) is exponentially mean-square stable if there exist
positive definite matrices P1 and P2 satisfying

[
A+∆A− β̄B2K β̄B2K

∆A A− ᾱLC2

]T [
P1 0
0 P2

]

×
[
A+∆A− β̄B2K β̄B2K

∆A A− ᾱLC2

]

+
[
B2K B2K
LC2 0

]T [
β2

1P1 0
0 α2

1P2

]

×
[
B2K B2K
LC2 0

]
−

[
P1 0
0 P2

]
< 0 (21)

where α1 = [(1− ᾱ)ᾱ]1/2, and β1 = [(1− β̄)β̄]1/2.
Proof: Define a Lyapunov functional

Vk = xT
k P1xk + eT

k P2ek (22)

where P1 and P2 are positive definite solutions to (21). It
follows from (10) that

E {Vk+1|xk, . . . , x0, ek, . . . , e0} − Vk

= E
{
xT

k+1P1xk+1 + eT
k+1P2ek+1

} − xT
k P1xk − eT

k P2ek

= E
{[

(A+∆A− β̄B2K)xk + β̄B2Kek

+ (βk − β̄)B2Kxk + (βk − β̄)B2Kek

]T
× P1

[
(A+∆A− β̄B2K)xk + β̄B2Kek + (βk − β̄)

× B2Kxk + (βk − β̄)B2Kek

]
+ [∆Axk + (A− ᾱLC2)ek − (αk − ᾱ)LC2xk]

T

× P2 [∆Axk + (A− ᾱLC2)ek − (αk − ᾱ)LC2xk]}
− xT

k P1xk − eT
k P2ek. (23)

Noting that E{(αk− ᾱ)2}= (1− ᾱ)ᾱ and E{(βk− β̄)2}=
(1− β̄)β̄, we have

E {Vk+1|xk, . . . , x0, ek, . . . , e0}−Vk

=
[
(A+∆A−β̄B2K)xk+β̄B2Kek

]T
×P1

[
(A+∆A−β̄B2K)xk+β̄B2Kek

]
+[∆Axk+(A−ᾱLC2)ek]

T P2 [∆Axk+(A−ᾱLC2)ek]

+(1−β̄)β̄ [B2Kxk+B2Kek]
T P1 [B2Kxk+B2Kek]

+(1−ᾱ)ᾱxT
k CT

2 LTP2LC2xk−xT
k P1xk−eT

k P2ek

=ηT
k Ληk (24)

where

Λ := AT
1 P1A1 +AT

2 P2A2 +
[
B2K B2K
LC2 0

]T

×
[
β2

1P1 0
0 α2

1P2

] [
B2K B2K
LC2 0

]
−

[
P1 0
0 P2

]
(25)

and

A1 := [A+∆A− β̄B2K β̄B2K] (26)

A2 := [∆A A− ᾱLC2]. (27)

It follows from (21) that Λ < 0, and hence

E{Vk+1|xk, . . . , x0, ek, . . . , e0} − Vk

= ηT
k Ληk ≤ −λmin(−Λ)ηT

k ηk < −αηT
k ηk (28)

where

0 < α < min {λmin(−Λ), σ}
σ := max {λmax(P1), λmax(P2)} . (29)

From (28), we have

E{Vk+1|xk, . . . , x0, ek, . . . , e0}
− Vk < −αηT

k ηk < −α

σ
Vk := −ψVk. (30)

Therefore, by Definition 1, it can be verified from Lemma 3
that the closed-loop system (11) is exponentially mean-square
stable. This completes the proof. �

Next, we will continue to explore the sufficient conditions for
achieving the robust H∞ performance constraints. Note that, in
the stochastic setting, we use the expression (13) to quantify the
H∞ performances where the expectation operator is utilized on
both the controlled output and the disturbance input (see [2] for
more details).
Theorem 2: Given a scalar γ > 0. The system (11) is ro-

bustly exponentially mean-square stable and the H∞ norm
constraint (13) is achieved for all nonzero wk, if there exist
positive-definite matrices P1 and P2, a positive real scalar
ε > 0, and real matrices K and L satisfying (31), shown at the
bottom of the page.




−P1 ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗
0 −P2 ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗
0 0 −γ2I ∗ ∗ ∗ ∗ ∗ ∗ ∗

P1A− β̄P1B2K β̄P1B2K P1B1 −P1 ∗ ∗ ∗ ∗ ∗ ∗
0 P2A− ᾱP2LC2 P2B1 − P2LD2 0 −P2 ∗ ∗ ∗ ∗ ∗
C1 0 D1 0 0 −I ∗ ∗ ∗ ∗

β1P1B2K β1P1B2K 0 0 0 0 −P1 ∗ ∗ ∗
α1P2LC2 0 0 0 0 0 0 −P2 ∗ ∗

0 0 0 HT
1 P1 HT

1 P2 HT
2 0 0 −εI ∗

εE 0 0 0 0 0 0 0 0 −εI




< 0 (31)
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Proof: We first show that there exists a positive scalar ε >
0, such that (31) holds if and only if the inequality (32) holds,
shown near the bottom of the page.

The condition (32) can be rewritten in the form of (16) as
follows:

M̂ + ĤF Ê + ÊTFTĤT < 0 (33)

where we have the expression shown at the bottom of the page.
Applying Lemma 2 to (33), we know that (32) holds if

and only if there exists a positive scalar parameter ε, such
that LMI (34) holds, shown at the bottom of the page. Using
Schur complement, we can easily see that (34) implies (31).
Therefore, from the condition of this theorem, we can conclude
that (32) is true.

Now, it is clear from Theorem 1 that the system (11) is
exponentially mean-square stable since (32) results in (21).

Now, for any nonzero wk, it follows from (10) and (24) that

E{Vk+1} − E{Vk}+ E{zT
k zk} − γ2

E{wT
k wk}

= E
{[
(A+∆A− β̄B2K)xk + β̄B2Kek

+ (βk − β̄)B2Kxk + (βk − β̄)B2Kek +B1wk

]T
× P1

[(
A+∆A− β̄B2K)xk + β̄B2Kek

+ (βk − β̄)B2Kxk + (βk − β̄)B2Kek +B1wk

]
+ [∆Axk + (A− ᾱLC2)ek

− (αk − ᾱ)LC2xk + (B1 − LD2)wk]
T

× P2 [∆Axk + (A− ᾱLC2)ek − (αk − ᾱ)
× LC2xk + (B1 − LD2)wk]

− xT
k P1xk − eT

k P2ek +
[
(C1 +∆C)xk +D1wk]T

× [(C1 +∆C)xk +D1wk]− γ2wT
k wk

}
= E

{[
ηk

wk

]T [
Λ + Λ1 Λ2

ΛT
2 Λ3

] [
ηk

wk

]}
(35)




−P1 ∗ ∗ ∗ ∗ ∗ ∗ ∗
0 −P2 ∗ ∗ ∗ ∗ ∗ ∗
0 0 −γ2I ∗ ∗ ∗ ∗ ∗

A+∆A− β̄B2K β̄B2K B1 −P−1
1 ∗ ∗ ∗ ∗

∆A A− ᾱLC2 B1 − LD2 0 −P−1
2 ∗ ∗ ∗

C1 +∆C 0 D1 0 0 −I ∗ ∗
β1B2K β1B2K 0 0 0 0 −P−1

1 ∗
α1LC2 0 0 0 0 0 0 −P−1

2




< 0 (32)

M̂ =




−P1 ∗ ∗ ∗ ∗ ∗ ∗ ∗
0 −P2 ∗ ∗ ∗ ∗ ∗ ∗
0 0 −γ2I ∗ ∗ ∗ ∗ ∗

A− β̄B2K β̄B2K B1 −P−1
1 ∗ ∗ ∗ ∗

0 A− ᾱLC2 B1 − LD2 0 −P−1
2 ∗ ∗ ∗

C1 0 D1 0 0 −I ∗ ∗
β1B2K β1B2K 0 0 0 0 −P−1

1 ∗
α1LC2 0 0 0 0 0 0 −P−1

2




Ĥ = [ 0 0 0 HT
1 HT

1 HT
2 0 0 ]T

Ê = [E 0 0 0 0 0 0 0 ]




−P1 ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗
0 −P2 ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗
0 0 −γ2I ∗ ∗ ∗ ∗ ∗ ∗ ∗

A− β̄B2K β̄B2K B1 −P−1
1 ∗ ∗ ∗ ∗ ∗ ∗

0 A− ᾱLC2 B1 − LD2 0 −P−1
2 ∗ ∗ ∗ ∗ ∗

C1 0 D1 0 0 −I ∗ ∗ ∗ ∗
β1B2K β1B2K 0 0 0 0 −P−1

1 ∗ ∗ ∗
α1LC2 0 0 0 0 0 0 −P−1

2 ∗ ∗
0 0 0 HT

1 HT
1 HT

2 0 0 −εI ∗
εE 0 0 0 0 0 0 0 0 −εI




< 0 (34)
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where

Λ1:= [C1+∆C 0 ]T[C1+∆C 0 ] (36)

Λ2:=AT
1 P1B1+AT

2P2(B1−LD2)+AT
3D1 (37)

Λ3:=BT
1 P1B1+(B1−LD2)TP2(B1−LD2)+DT

1 D1−γ2I (38)

and Λ is defined in (25).
By Schur complement, (32) implies that[

Λ + Λ1 Λ2

ΛT
2 Λ3

]
< 0 (39)

and, therefore, we have from (35) that

E{Vk+1} − E{Vk}+ E{zT
k zk} − γ2

E{wT
k wk} < 0. (40)

Summing up (40) from zero to ∞ with respect to k yields

∞∑
k=0

E
{‖zk‖2

}
< γ2

∞∑
k=0

E
{‖wk‖2

}
+ E{V0} − E{V∞}. (41)

Since η0 = 0 and the system (11) is exponentially mean-square
stable, it is easy to conclude that

∞∑
k=0

E
{‖zk‖2

}
< γ2

∞∑
k=0

E
{‖wk‖2

}
(42)

which means the specified H∞ norm constraints is achieved,
and the proof is then complete. �

In Theorem 2, the stability analysis has been conducted
based on the stochastic Lyapunov stability theory and the S
procedure. In the following, we will deal with the controller-
design problem and derive the explicit expression of the con-
troller parameters in terms of LMIs. Therefore, the controller
design can be easily implemented by using the MATLAB LMI
toolbox.
Theorem 3: Given a scalar γ > 0. The system (11) is expo-

nentially mean-square stable, and the H∞ norm constraint (13)
is achieved for all nonzero wk if there exist positive-definite
matrices P11 ∈ R

m×m, P22 ∈ R
(n−m)×(n−m), and P2 ∈ R

n×n,
and real matrices M ∈ R

m×n and N ∈ R
n×p, such that we

have (43), shown at the bottom of the page, where P1 :=
UT

1 P11U1 + UT
2 P22U2, and U1 and U2 come from (14). More-

over, the controller parameters are given by

K = V Σ−1P−1
11 ΣV TM, L = P−1

2 N. (44)

Proof: Since there exist P11 > 0 and P22 > 0, such that
P1 = UT

1 P11U1 + UT
2 P22U2, where U1 and U2 are defined in

(14), it follows from Lemma 1 that there exists a nonsingular
matrix P ∈ R

m×m, such that B2P = P1B2. Now, let us calcu-
late such a matrix P from the relation B2P = P1B2 as follows:

P1U
T

[
Σ
0

]
V T = UT

[
Σ
0

]
V TP (45)

i.e.,

UT

[
P11 0
0 P12

] [
Σ
0

]
V T = UT

[
Σ
0

]
V TP (46)

which implies that

P = (V T)−1Σ−1P11ΣV T. (47)

So far, we can conclude from (44) and (47) that

B2P = P1B2 M = PK N = P2L (48)

and, therefore, it is not difficult to see that (43) is equivalent to
(31). The rest of the proof follows from Theorem 2. �
Remark 4: In Theorem 3, the robust H∞ control problem is

solved for a class of networked systems with random commu-
nication packet losses. In the presence of random packet losses,
an observer-based feedback controller is designed to robustly
exponentially stabilize the networked system in the sense of
mean square and also achieve the prescribed H∞ disturbance-
rejection-attenuation level. It is shown that the controller-design
problem under consideration is solvable if the LMI (43) is
feasible.

As a by-product, we point out that an optimization problem
can be formulated as follows: (O1) The optimal H∞ control
problem:

min
P11>0,P22>0,P2>0,M,N

γ subject to (43). (49)

In the next section, we will illustrate how to solve the
optimization problem addressed above.

IV. SIMULATION EXAMPLE

The main purpose of an uninterruptable power supply (UPS)
is to provide a clean and stable power to a load, regardless
of the power-grid conditions, such as blackouts. UPSs have
been widely used for office equipment, computers, communi-
cation systems, medical/life support, and many other critical




−P1 ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗
0 −P2 ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗
0 0 −γ2I ∗ ∗ ∗ ∗ ∗ ∗ ∗

P1A− β̄B2M β̄B2M P1B1 −P1 ∗ ∗ ∗ ∗ ∗ ∗
0 P2A− ᾱNC2 P2B1 −ND2 0 −P2 ∗ ∗ ∗ ∗ ∗
C1 0 D1 0 0 −I ∗ ∗ ∗ ∗

β1B2M β1B2M 0 0 0 0 −P1 ∗ ∗ ∗
α1NC2 0 0 0 0 0 0 −P2 ∗ ∗

0 0 0 HT
1 P1 HT

1 P2 HT
2 0 0 −εI ∗

εE 0 0 0 0 0 0 0 0 −εI




< 0 (43)
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systems. Recent market requirements include a target expec-
tation for UPS reliability of 99.999% power availability, per-
formance demands of zero switch over time, and complex
network connectivity and control methods, such as simple
network-management protocol. Therefore, the control problem
of network-enabled high-performance UPS has come to play an
important role in today’s networked world.

In this section, we shall study the networked control problem
for the UPS system in order to demonstrate the effectiveness
and applicability of the proposed method. Our objective is to
control the pulsewidth-modulated inverter, such that the output
ac voltage is kept at the desired setting and undistorted, with
strong robustness in the presence of disturbance in load. The
control signal is transmitted through network cables and, due to
the limited bandwidth of the network, the usage of the network
may give rise to probabilistic signal losses (packet dropout),
which would deteriorate the performance of the networked
system. Hence, in the presence of random packet losses, we
aim to design an observer-based feedback controller in order
to robustly exponentially stabilize the networked system in
the sense of mean square and also achieve the prescribed H∞
disturbance-rejection-attenuation level.

In this application, a UPS with 1 kVA is considered that is
described by the discrete-time model matrices with sampling
time of 10 ms at half-load operating point as follows [15]:

A =


 0.9226 −0.6330 0

1.0 0 0
0 1.0 0




B1 =


 0.5

0
0.2


 B2 =


 1
0
0




C1 = [ 0.1 0 0 ] C2 = [ 23.738 20.287 0 ]
D1 =0.1 D2 = 0.2

H1 =


 1
0
1


 H2 = 0.2 E = [ 1 0 0 ] .

First, let us design an H∞ controller (6) with random packet
loss with ᾱ = β̄ = 0.95, such that the H∞ performance index
is minimized. That is, we like to deal with the problem (O1).
Solving the optimization problem (49) by using the LMI Tool-
box, we obtain that γmin = 0.4428 and

K = [ 1.1154 −0.6931 0.0007 ]

L = [ 0.0251 0.0294 0.0145 ]T .

If the initial conditions are set as x0 = [1 0 0]T, x̂0 =
[0 0 0]T, and the disturbance input is assumed to be wk =
1/k2, the simulation result of the state responses are given in
Fig. 1, which has verified that our goal is achieved.

Next, let us consider the case when the packet-loss prob-
ability is relatively higher. Assuming that ᾱ = β̄ = 0.7, we
are again interested in designing an H∞ controller (6) that
minimizes the H∞ performance index γ > 0. Solve the LMI
problem (49) to obtain γmin = 4.9549 and

K = [ 0.7865 −0.7153 0.1651 ]
L = [ 0.0069 0.0205 0.0178 ]T .

Fig. 1. H∞ control with γmin = 0.4428.

Fig. 2. H∞ control with γmin = 4.9549.

Similar to the first case, the simulation result of the state
responses given in Fig. 2 has confirmed that the controlled
system is exponentially stable in the mean square.
Remark 5: We can observe from Figs. 1 and 2 that, when

the packet losses are severer, the dynamical behavior of the
NCS takes longer to converge to zero and, furthermore, the
robustness of the closed-loop system is rather degraded, i.e.,
the minimum value γmin in the second case is much larger than
that in the first case.

V. CONCLUSION

In this paper, a novel robust H∞ control problem has been
considered for a class of networked systems with random
communication packet losses. The random packet losses have
been allowed to occur, simultaneously, in the communication
channels from the sensor to the controller and from the con-
troller to the actuator. In the presence of random packet losses,
an observer-based feedback controller has been designed to
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robustly exponentially stabilize the networked system in the
sense of mean square and also achieve the prescribed H∞
disturbance-rejection-attenuation level. Both the stability-
analysis and controller-synthesis problems have been investi-
gated in detail. It has been shown that the controller-design
problem under consideration is solvable if an LMI is feasible.
Simulation results have demonstrated the feasibility of the
addressed control scheme. One of our future research topics
would be the study of NCSs with simultaneous packet dropout,
network-induced delays, and quantized signal transmissions,
where the latest delay-dependent techniques (e.g., [5] and [6])
can be employed.

REFERENCES

[1] B. Azimi-Sadjadi, “Stability of networked control systems in the pres-
ence of packet losses,” in Proc. Conf. Decision Control, Maui, HI, 2003,
pp. 676–681.

[2] A. E. Bouhtouri, D. Hinrichsen, and A. J. Pritchard, “H∞-type control for
discrete-time stochastic systems,” Int. J. Robust Nonlinear Control, vol. 9,
no. 13, pp. 923–948, 1999.

[3] S. Boyd, L. E. Ghaoui, E. Feron, and V. Balakrishnan, Linear Matrix
Inequalities in System and Control Theory. Philadelphia, PA: SIAM
Stud. Appl. Math., 1994.

[4] M. Y. Chow and Y. Tipsuwan, “Gain scheduling of networked dc motor
controllers based on QoS variations,” IEEE Trans. Ind. Electron., vol. 50,
no. 5, pp. 936–943, Oct. 2003.

[5] H. Gao and T. Chen, “New results on stability of discrete-time systems
with time-varying state delay,” IEEE Trans. Autom. Control, vol. 52, no. 2,
pp. 328–334, Feb. 2007.

[6] H. Gao, J. Lam, and C. Wang, “Robust energy-to-peak filter design
for stochastic time-delay systems,” Syst. Control Lett., vol. 55, no. 2,
pp. 101–111, 2006.

[7] G. C. Goodwin, H. Haimovich, D. E. Quevedo, and J. S. Welsh, “A
moving horizon approach to networked control system design,” IEEE
Trans. Autom. Control, vol. 49, no. 9, pp. 1427–1445, Sep. 2004.

[8] D. W. C. Ho and G. Lu, “Robust stabilization for a class of discrete-time
non-linear systems via output feedback: The unified LMI approach,” Int.
J. Control, vol. 76, no. 2, pp. 105–115, 2003.

[9] S. H. Hong, “Scheduling algorithm of data sampling times in the inte-
grated communication and control systems,” IEEE Trans. Control Syst.
Technol., vol. 3, no. 2, pp. 225–230, Jun. 1995.

[10] S. Hu and Q. Zhu, “Stochastic optimal control and analysis of stability of
networked control systems with long delay,” Automatica, vol. 39, no. 11,
pp. 1877–1884, Nov. 2003.

[11] W. J. Kim, K. Ji, and A. Ambike, “Networked real-time control strategies
dealing with stochastic time delays and packet losses,” in Proc. Amer.
Control Conf., Portland, OR, 2005, pp. 621–626.

[12] Q. Ling and M. D. Lemmon, “Soft real-time scheduling of networked
control systems with dropouts governed by a Markov chain,” in Proc.
Amer. Control Conf., Denver, CO, Jun. 2003, pp. 4845–4850.

[13] N. Nahi, “Optimal recursive estimation with uncertain observation,” IEEE
Trans. Inf. Theory, vol. IT-15, no. 4, pp. 457–462, Jul. 1969.

[14] J. Nilsson, B. Bernhardsson, and B. Wittenmark, “Stochastic analysis
and control of real-time systems with random time delays,” Automatica,
vol. 34, no. 1, pp. 57–64, Jan. 1998.

[15] Y. Rong, “The design of H∞ iterative learning control and its application
to UPS,” M.S. thesis, Fuzhou Univ., Fuzhou, China, 2003.

[16] A. V. Savkin and I. R. Petersen, “Robust filtering with missing data and
a deterministic description of noise and uncertainty,” Int. J. Syst. Sci.,
vol. 28, no. 4, pp. 373–390, 1997.

[17] A. V. Savkin, I. R. Petersen, and S. O. R. Moheimani, “Model
validation and state estimation for uncertain continuous-time systems with
missing discrete-continuous data,” Comput. Electr. Eng., vol. 25, no. 1,
pp. 29–43, 1999.

[18] P. Seiler and R. Sengupta, “An H∞ approach to networked control,” IEEE
Trans. Autom. Control, vol. 50, no. 3, pp. 356–364, Mar. 2005.

[19] B. Sinopoli, L. Schenato, M. Franceschetti, K. Poolla, M. I. Jordan,
and S. S. Sastry, “Kalman filtering with intermittent observations,” IEEE
Trans. Autom. Control, vol. 49, no. 9, pp. 1453–1464, Sep. 2004.

[20] T. J. Tarn and Y. Rasis, “Observers for nonlinear stochastic systems,”
IEEE Trans. Autom. Control, vol. AC-21, no. 4, pp. 441–448, Aug. 1976.

[21] Z. Wang, D. W. C. Ho, and X. Liu, “Variance-constrained filtering for
uncertain stochastic systems with missing measurements,” IEEE Trans.
Autom. Control, vol. 48, no. 7, pp. 1254–1258, Jul. 2003.

[22] Z. Wang, D. W. C. Ho, and X. Liu, “Variance-constrained control for
uncertain stochastic systems with missing measurements,” IEEE Trans.
Syst., Man, Cybern. A, Syst., Humans, vol. 35, no. 5, pp. 746–753,
Sep. 2005.

[23] Z. Wang, F. Yang, D. W. C. Ho, and X. Liu, “Robust finite-horizon filtering
for stochastic systems with missing measurements,” IEEE Signal Process.
Lett., vol. 12, no. 6, pp. 437–440, Jun. 2005.

[24] Z. Wang, F. Yang, D. W. C. Ho, and X. Liu, “Robust H∞ filtering for
stochastic time-delay systems with missing measurements,” IEEE Trans.
Signal Process., vol. 54, no. 7, pp. 2579–2587, Jul. 2006.

[25] F. Yang and Y. S. Hung, “Robust mixed H2/H∞ filtering with re-
gional pole assignment for uncertain discrete-time systems,” IEEE Trans.
Circuits Syst. I, Fundam. Theory Appl., vol. 49, no. 8, pp. 1236–1241,
Aug. 2002.

[26] M. Yu, L. Wang, T. Chu, and F. Hao, “An LMI approach to networked
control systems with data packet dropout and transmission delays,” in
Proc. Conf. Decision Control, Nassau, Bahamas, 2004, pp. 3545–3550.

[27] D. Yue, Q.-L. Han, and C. Peng, “State feedback controller design of
networked control systems,” IEEE Trans. Circuits Syst. II, Exp. Briefs,
vol. 51, no. 11, pp. 640–644, Nov. 2004.

[28] D. Yue, Q. Han, and J. Lam, “Network-based robust H∞ control of
systems with uncertainty,” Automatica, vol. 41, no. 6, pp. 999–1007, 2005.

[29] L. Zhang, Y. Shi, T. Chen, and B. Huang, “A new method for stabilization
of networked control systems with random delays,” IEEE Trans. Autom.
Control, vol. 50, no. 8, pp. 1177–1181, Aug. 2005.

Zidong Wang (SM’03) was born in Jiangsu, China,
in 1966. He received the B.Sc. degree in mathematics
from Suzhou University, Suzhou, China, in 1986 and
the M.Sc. degree in applied mathematics and the
Ph.D. degree in electrical and computer engineering
from Nanjing University of Science and Technology,
Nanjing, China, in 1990 and 1994, respectively.

He was appointed Lecturer in 1990 and Associate
Professor in 1994 at Nanjing University of Science
and Technology. From January 1997 to December
1998, he was an Alexander von Humboldt Research

Fellow in the Control Engineering Laboratory, Ruhr-University, Bochum,
Germany. From January 1999 to February 2001, he was a Lecturer in the
Department of Mathematics, University of Kaiserslautern, Kaiserslautern,
Germany. From March 2001 to July 2002, he was a University Senior Research
Fellow in the School of Mathematical and Information Sciences, Coventry
University, Coventry, U.K. In August 2002, he joined the Department of
Information Systems and Computing, Brunel University, Middlesex, U.K., as
a Lecturer, and was promoted to Reader in September 2003. He is also holding
an Adjunct TePin Professorship at Donghua University, Shanghai, China, a
Visiting Professorship at Fuzhou University, Fuzhou, China, and a Guest
Professorship at Nanjing Normal University, Nanjing. He has published more
than 60 papers in refereed international journals. His research interests include
dynamical systems, signal processing, bioinformatics, and control theory and
applications.

Dr. Wang is currently serving as an Associate Editor for the IEEE
TRANSACTIONS ON SIGNAL PROCESSING, IEEE TRANSACTIONS ON
SYSTEMS, MAN, AND CYBERNETICS—PART C, and IEEE TRANSACTIONS
ON CONTROL SYSTEMS TECHNOLOGY, and Circuits, Systems and Signal
Processing; an Action Editor for Neural Networks; an Editorial Board Member
for the International Journal of Systems Science, Neurocomputing, Interna-
tional Journal of Computer Mathematics, and the International Journal of
General Systems; and an Associate Editor on the Conference Editorial Board
for the IEEE Control Systems Society. He is a Fellow of the Royal Statistical
Society, a member of the program committee for many international confer-
ences, and a very active reviewer for many international journals. He was
nominated Appreciated Reviewer for the IEEE TRANSACTIONS ON SIGNAL
PROCESSING in 2006 and Outstanding Reviewer for the IEEE TRANSACTIONS
ON AUTOMATIC CONTROL in 2004 and for the journal Automatica in 2000.
He received the Standing Membership of the Technical Committee on Control
of the International Association of Science and Technology for Development
in 2000. From 2001 to 2006, he served as a member of technical program
committee for 30 international conferences in the general area of systems theory
and computing. He was a recipient of the Humboldt Research Fellowship in
1996 from Alexander von Humboldt Foundation, the JSPS Research Fellowship
in 1998 from Japan Society for the Promotion of Science, the William Mong
Visiting Research Fellowship in 2002 from the University of Hong Kong, and
the Outstanding Science and Technology Development Awards, once in 2005
and twice in 1997 from the National Education Committee of China, once in
1997 from the Military Industry General Company of China, once in 1997 from
Jiangsu Province Government of China, and once in 1999 from the National
Education Ministry of China.

Authorized licensed use limited to: Brunel University. Downloaded on March 24, 2009 at 06:00 from IEEE Xplore.  Restrictions apply.



924 IEEE TRANSACTIONS ON SYSTEMS, MAN, AND CYBERNETICS—PART B: CYBERNETICS, VOL. 37, NO. 4, AUGUST 2007

Fuwen Yang (SM’04) received the B.Sc. degree
in electrical engineering from Anhui University of
Science and Technology, Huainan, China, in 1983
and the M.Sc. and Ph.D. degrees in control en-
gineering from Huazhong University of Science
and Technology, Wuhan, China, in 1986 and 1990,
respectively.

From 1986 to1987, he was with Fujian Institute
of Electronic Technique as a Research Engineer. In
1990, he joined the Department of Electrical Engi-
neering, Fuzhou University, Fuzhou, China, where

he is currently a Professor of control engineering. He has held visiting positions
at Brunel University, Middlesex, U.K., King’s College London, London, U.K.,
the University of Manchester, Manchester, U.K., and the University of Hong
Kong, Hong Kong. He has published more than 90 journal and conference
papers in the general area of control engineering and signal processing. His
research interests include H-infinity control and filtering, iterative learning
control, non-fragile control, signal processing, industrial real-time control, and
power electronics.

Dr. Yang was a recipient of the Teaching Excellence Award for Young
Teachers in 1995 from Fok Ying Tung Education Foundation, China; three
Science and Technology Development Awards in 1996, 1999, and 2002, from
Fujian Province of China; and two Youth Science and Technology Awards
both in 1998 from Fujian Province of China and from Yun Sheng Foundation.
He was listed in Ten Outstanding Youth from Fujian Province of China
in 1999 and was honored the May 4 Youth Medal from Fujian Province
of China in 2000. Since 2001, he has been acting as a State Consultant
receiving Special Allowance from the State Council of the People’s Republic
of China.

Daniel W. C. Ho (SM’05) received the B.Sc., M.Sc.,
and Ph.D. degrees in mathematics from the Univer-
sity of Salford, Salford, U.K., in 1980, 1982, and
1986, respectively.

From 1985 to 1988, he was a Research Fel-
low in the Industrial Control Unit, University of
Strathclyde, Glasgow, U.K. In 1989, he joined the
Department of Mathematics, City University of
Hong Kong, Kowloon, where he is currently an
Associate Professor. His research interests include
H-infinity control theory, robust pole assignment

problems, adaptive neural wavelet identification, and nonlinear control theory.
Prof. Ho is an Associate Editor of Asian Journal of Control.

Xiaohui Liu received the B.Eng. degree in com-
puting from Hohai University, Nanjing, China, in
1982 and the Ph.D. degree in computer science from
Heriot-Watt University, Edinburgh, U.K., in 1988.

He is currently a Professor of computing in the
Department of Information Systems and Computing,
Brunel University, Middlesex, U.K. He leads the
Intelligent Data Analysis (IDA) Group, performing
interdisciplinary research involving artificial intelli-
gence, dynamic systems, image and signal process-
ing, and statistics, particularly, for applications in

biology, engineering, and medicine.
Prof. Liu serves on the editorial boards of four computing journals, founded

the biennial international conference series on IDA in 1995, and has given nu-
merous invited talks in bioinformatics, data mining, and statistics conferences.

Authorized licensed use limited to: Brunel University. Downloaded on March 24, 2009 at 06:00 from IEEE Xplore.  Restrictions apply.


