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pattern with size n = 8 and format **100...00" has been selected when we implemented the

SCFB mode in digital hardware in Chapter 4.































































































































range from the (B — &) 1 bit of the current cycle, over the n bits, to the A-th bit of the
previous cycle.  the marker appears at the right of the expected position (i.e. part of
marker bits was included in the B bits of previous ciphertext), it will indicate that a slip
occurred in the communication char ¢l. and thus part of the marker was collected as
ciphertext in the previous cycle. Accordingly. the same number of next marker bits has
also been collected as the current ciphertext. Thercfore, when the system starts to collect
the next marker. it will only need to collect the remaining number of marker bits since the
other bits have already been collecte In this way, the following B bits will still be the
actual ciphertext bits. thus regaining the system synchronization. Otherwise, if the marker
is found at the left of the cxpected position (i.e. part of the marker was included in the B
bits of current ciphertext). it means { 1t there were insertions in the communication
channel. Those inserted bits were collected as part of the previous ciphertext. thus the
same number of actual previous ciphertext bits was pushed to the current marker region.
Accordingly, this number of current ¢i  ertext bits was also pushed to the next marker
region. Therefore, in order to collect the actual B bits of ciphertext in the next
synchronization cycle, the system needs to collect not only the n bits of next marker. but
also the extra bits of delayed ciphertext from current cycle. The re-synchronization will
be achieved by this way.

The above two cascs are based on the assumptions that slips do not oceur in the marker
itself, 1d also there is no error occi ing to result in a misinterpreted marker (e.g. the
actual marker is missed due to a bit error and a false marker is identified in an incorrect
position). In order to avoid problems resulting from these scenarios. in the actual

implementation, the marker detector will not make any decision until the marker is
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plaintext at the transmitter was compar  with the decrypted plaintext at the receiver to
test the designed system. The comparison result was used to drive an LED on the board.
In the hardware implemer tion. Modelsim was used to simulate the bchavior of
designed system, and 1SE Webpack was used to synthesize it. The Adept Suite was used
to configure the FPGA board with the generated bit stream 1d transmit the required
initialization vectors to the system. The designed system can run at the speed of 113
Mbps. As well, the simuli on rest s of SRD versus varying COUNT_MAX were
presented. These results explained why COUNT MAX was chosen to be 2, and marker
was chosen to be 10000000 in our implementation. ...c partial simulation results of

RTL ot marker-based stream cipl ¢« 1 be tound in Appendix.
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