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ABSTRACT

The Design, Testing, and Analysis of a Constant Jammer for the Bluetooth Low Energy (BLE)
Wireless Communication Protocol

Aiku Shintani

The decreasing cost of web-enabled smart devices utilizing embedded processors, sensors, and
wireless communication hardware have created an optimal ecosystem for the Internet of Things
(1oT). IEEE802.15.4, IEEE802.11ah, WirelessHART, ZigBee Smart Energy, Bluetooth (BT), and
Bluetooth Low Energy (BLE) are amongst the most commonly used wireless standards for 10T
systems. Each of these standards has tradeoffs concerning power consumption, range of
communication, network formation, security, reliability, and ease of implementation. The most
widely used standards for 10T are Bluetooth, BLE, and Zigbee. This paper discusses the
vulnerabilities in the implementation of the PHY and link layers of BLE. The link layer defines the
scheme for establishing a link between two devices. Scanning devices are able to establish
communication with other devices that are sending advertising packets. These advertising packets
are sent out in a deterministic fashion. The advertising channels for BLE, specified by the PHY
layer, are Channels 37, 38, and 39, at center frequencies 2.402, 2.426, and 2.480 GHz, respectively.
This scheme for establishing a connection seems to introduce an unintentional gap in the security
of the protocol. Creating and transmitting tones with center frequencies corresponding to those of
the advertising channels, a victim BLE device will be unable to establish a connection with another
BLE device. Jamming a mesh network of BLE devices relies on this same concept. The proposed
jamming system is an inexpensive one which utilizes the following hardware. Three individual
synthesizers, a microcontroller (MCU), Wilkinson power combiner, power amplifier, and antenna,
integrated on a single PCB, are used to transmit a 3-tone signal. Due to the unprecedented nature
of the COVID-19 pandemic, necessary adjustments were made to the jammer system design. In the
first modified jamming scheme, a single synthesizer evaluation board, power amplifier, and
antenna, are used to transmit jamming tones in the form of a frequency hop. Limitations of the
frequency hop approach necessitated a second modified scheme. In this second scheme a
synthesizer and two Software Defined Radios (SDR), connected to a personal computer,
continuously generate three individual jamming tones. The proposed jammer and the modified ones
all classify as constant jammers as the transmission of jamming signals is continuous. Both
modified jamming schemes are tested. The results of jamming using the second modified scheme
validate the objective of simultaneous jamming of the advertising channels of BLE devices. The
success of the modified scheme enables the original goal of creating a relatively inexpensive
custom PCB for BLE advertising channel jamming. By exploiting the weakness of the BLE
protocol, the hope is to have the governing body for Bluetooth, Bluetooth Special Interest Group
(SIG), improve security for the future releases of BLE.

Keywords!: Bluetooth Low Energy (BLE), Bluetooth (BT), BT 5.0, BT 5.1, BT 5.2, Jammer, Synthesizer,
Advertising, Software Defined Radio (SDR), Extended Advertising

! Refer to Bluetooth core specification document for “List of Acronyms and Abbreviations” for more [13]
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Chapter 1

INTRODUCTION

This thesis report describes the design, testing, and analysis of a Bluetooth Low Energy (BLE) jamming
device that will jam either a select number or all BLE primary advertising channels. This report discusses the
BLE protocol and its weakness, the general concept for exploiting this weakness, and the final system design.
The paper details the process for creating the jamming device, from initial plan to final construction. The
various challenges encountered throughout the process are described in detail, in addition to their optimal
solutions. The proposed jammer system is an inexpensive PCB equipped with three individual synthesizers
for generation of tones centered at the primary advertising channel frequencies (Ch. 37, 38, & 39). A BLE
mesh network is created to test the effectiveness of the jamming signal(s). Due to COVID-19 related supply
chain issues and lack of laboratory access on campus, the proposed jammer system design was modified. The
first experimental jammer system consists of a single synthesizer for generation of the three tones, in the
form of a frequency hop. The second experimental jammer system consists of a single synthesizer & two
software defined radios (SDR) for continuous generation of tones centered at the primary advertising channel
frequencies. The same BLE mesh network is used to test the effectiveness of the two experimental jammer
systems. The report will go over the design and testing of each subsystem and the outcome of the BLE

jamming attempt(s).

1.1 Statement of Problem

Since the conception of Internet of Things (10T) in the late 20th century, significant advancements have been
made in sensor/actuator technologies, enabling applications such as smart homes, phones, and cars [1]. These
advances include sophisticated power management schemes, improvements to manufacturing processes of
sensors/actuators, and low-power communication capabilities. These sensors/actuators are often referred to
as nodes, of an loT network. These nodes share data as well as computing resources in order to extract
patterns and trends, and ultimately use the acquired information to optimize various aspects of modern society
[2]. An IoT network is essentially a multifaceted, spatially distributed control system which intelligently

implements tasks in an efficient and reliable manner.



When the term loT was first named, most viable electronic systems used wired sensor and communication
nodes. Since the emergence of robust wireless communication standards such as classic Bluetooth (BT) in
1999, IoT networks have deviated away from wired solutions for communication. The sensor nodes in
modern loT networks are often System on Chip (SoC), which integrate inexpensive, low powered miniature
components, radios, and sensors [3]. These SoCs communicate within the 10T network via radio frequency
(RF) wireless signals, which propagate through free space as opposed to a wire. Wireless signals are more
vulnerable to attacks as a malicious user can intercept and/or jam it while it is traveling through a medium;
wireless systems are often optimized to be resilient to non-malicious interference and noise.

Figure 1 below depicts a generic mesh network [4]. Each of the devices in the mesh network are referred to
as nodes. End point nodes are depicted as ‘N’ while relay nodes, which turn a single long hop into two shorter
hops, are depicted as ‘RN’. The data transferred between wireless nodes can vary in its volume, periodicity,
variety, transfer speed, and requirements for processing [5]. The interception and analysis of this data could
be potentially detrimental to an individual/organization if specific activities are monitored and recorded;
information such as whether or not a TV is in use could allow a malicious user to determine if the home is
occupied or not. As another example, a user with ill-intent could take down an entire BLE mesh
network (wearables, equipment, etc..) operating in a hospital setting and endanger the lives of patients. With
this in mind, considerations of security are a high priority when developing wireless communication

standards. Those pertaining to BLE are discussed in a later section.

Node types:
> N: Node
> RN: Relay node

«— ADV Bearer
------ GATT/GAP

Figure 1: Conceptual Depiction of BLE Mesh Network [4]

BLE utilizes the 2.4GHz unlicensed Industrial, Scientific and Medical (ISM) frequency bandwidth and must

minimize interference with other protocols (i.e. Wi-Fi, ZigBee) operating in the same frequency range. This



concept of wireless coexistence is critical when developing and deploying standards such as BLE. To achieve
frequency diversity and minimize interference from other wireless signals, BLE’s protocol stack allocates
three non-equally spaced channels for establishing connections and transferring advertising data [6]. These
three channels, 37, 38, & 39, are referred to as the primary advertising channels with fixed frequencies of
2.402GHz, 2.426GHz, and 2.480GHz, respectively. Advertising packets are sent out in a deterministic
fashion on these primary advertising channels. The protocol’s scheme for establishing connections and
transferring advertising data, using the advertising channels, is believed to be a cause of a significant risk in
the security of the BLE protocol. The goal of this thesis is to exploit the weakness of the BLE protocol with
the hope that the governing body for Bluetooth, Bluetooth Special Interest Group (SIG), improves security

for the future releases of BLE.

1.2 Jamming — Literature Review

Pelechrinis et al defines a jammer as an entity who is purposefully attempting to inhibit wireless
communication by interfering with the physical transmission and reception of signals [7]. Wireless systems
are vulnerable relative to wired systems as several wireless protocols share the medium for communication
and is easily accessible. Pelechrinis et al, researchers who conducted an extensive research survey of wireless
jammers, state: “wireless systems have been designed only to be resilient to non-malicious interference and
noise” [7]. Four criteria are used to characterize the performance/efficiency of jamming: energy efficiency,
probability of detection, level of denial of service (DoS), and strength against PHY layer techniques such as
Frequency-Hopping Spread Spectrum (FHSS) used in Bluetooth Low Energy [7]. The jamming scenario of
interest ultimately dictates the most suitable criteria for use. In most cases, jammers attempt to be effective

in as many of the aforementioned criteria.

Jamming schemes that exploit PHY and MAC layer vulnerabilities are referred to as “brute-force” techniques
[7]. There are four basic models of brute-force jamming: a constant jammer, a deceptive jammer, a random
jammer, and a reactive jammer. A constant jammer continually emits signals on the medium; this jammer
attempts to pose interference on any node’s (device) transceiver in order to corrupt its packets at the receiver
and makes a node’s transceiver sense the channel is busy, preventing it from accessing the channel. A

deceptive jammer also continuously transmits signals but unlike a constant jammer, the transmitted signals



are not random. This type of jammer injects regular packets on the channel, which makes a user of the channel
believe there is legitimate traffic on the channel [7]. Deceptive jamming is harder to detect, relative to
constant jamming, using network monitoring tools since the tools will perceive the channel to have legitimate
traffic. A random jammer is more power efficient than the previous two as jamming is employed as a periodic
cycle of jamming and sleeping. A reactive jammer is the smartest of these four basic models as it constantly

senses the channel and transmits a jamming signal once it senses a packet transmission.

Jamming schemes that exploit vulnerabilities at the higher layers of the network stack are often stealthier,
entailing lower power consumption and lower probability of detection; these jamming schemes are referred
to as intelligent jammers. Intelligent jammers have three goals in mind: maximizing jamming gain, targeted
jamming, and reduced probability of jamming. Assessment of these three goals consists of relative
comparisons to constant jammer techniques. Pelechrinis et al defines jamming gain as the “inverse ratio of
the amount of power used to achieve a desired effect with the jammer under consideration to the amount of
power that is used to achieve the same effect with the constant jammer” [7]. Therefore, a higher jamming
gain is ideal. Targeted jamming entails the jammer pays attention to which nodes of the network are being
jammed. Pelechrinis et al detail how to achieve a reduced probability of detection in the following statement:
“one can force the victim network to believe that the degradation in network performance is due to congestion
or poor link conditions and not due to the presence of a jammer” [7]. Intelligent jammers often spend time

sensing the wireless channel.

The jammer proposed in this paper is a constant one. In the first testing approach, the experimental jammer
system continuously transmits signals, in the form of a frequency hop, on the three primary advertising
channels. In the second approach, the experimental jammer system continuously transmits tones on the three
primary advertising channels via a synthesizer and two SDRs. The signals that are transmitted are not in the
form of a standard BLE packet, which entails the jammer is not a deceptive one. However, depending on the
network monitoring tool used the individual tones received by the victim device may be interpreted as
advertising. Nonetheless, the proposed jammer is a constant one which emits RF signals that do not follow
the rules of the BLE MAC layer protocol. The figure below provides a depiction of a jammer unleashed on

a BLE mesh network, resulting in the loss of communication between the network nodes.



Node types:
\\‘ec—”"’" > N: Node

> RN: Relay node

G \
\ —X—
{x JATATHER «—— ADV Bearer
@ (( )) ----- GATT/GAP
°K\A T “

Figure 2: Conceptual Depiction of Network Jamming (Image Adapted from [4])

1.3 Bluetooth/BLE Background

Bluetooth’s defining organization, Bluetooth Special Interest Group (SIG), formed with five companies in
1998 [8]. The following year Bluetooth SIG formally released the Bluetooth 1.0 standard. The motivation
for creating this standard came from the need to unify elements of the computer and telecommunications
industries, for short range applications. SIG estimates more than 8.2 billion Bluetooth devices in use today
and 92% of consumers globally recognize the brand; these statistics are indicative of Bluetooth technology’s
continuous improvements to functionality and utility since its conception [9]. Today, Bluetooth’s prominence
is evident in multiple consumer markets including audio and entertainment, phones/tablets, PCs, and
automotive. SIG has released multiple notable newer versions of Bluetooth since release of Bluetooth 1.0,
including: BT 1.2, BT 2.0, BT 3.0, BT 4.0, BT 4.2, BT 5.0, and BT 5.1. These versions of Bluetooth have
considerable implications on the security of the protocol and how the emergence of 10T has fostered the
development of the Low Energy standard.

BT 1.2 formally introduced Adaptive Frequency Hopping (AFH), improving the efficiency of signal
transmission by avoiding the use of crowded channels in the hopping sequence [8]. The maximum data
transfer rate and power consumption improved with BT 2.0’s introduction of Enhanced Data Rate (EDR).
The maximum data transfer rate improved significantly, once again, through BT 3.0’s high speed (HS)
channel. The high-speed channel allows the enabling of high data rate traffic on a co-located IEEE802.11
(Wi-Fi link). With this Wi-Fi link connection, Bluetooth devices were now ready for wireless video

streaming, not just audio transfers as in past versions.



SIG adopted BLE in 2010 as part of the BT 4.0 specification. BLE is not backward compatible to previous
versions of classic Bluetooth (BT 1.0, BT 2.0, BT 3.0, etc..). BLE’s PHY and link layer specifications differ
drastically from classic Bluetooth. This new operating mode was designed to offer higher efficiency
connections to wireless devices that do not require a substantial amount of power. BT 4.0 introduced the
beacon, a signal (identifier) sent out by a broadcasting device via a one-way transmitter, for electronic devices
in its proximity to perform user-defined actions; the beacon can be used to track users, potentially against
their will. BT 4.2 added a Low Energy Secure Connection, improving the privacy of all connected devices.
This version also improved upon the vulnerability of BT 4.0 by making devices un-trackable unless the user
grants permission.

The data transfer speeds and communication range for BLE improved in the 2016 with the adoption of the
BT 5.0 specification. BT 5.0 also introduced extended advertising events, which are essentially advertising
events occurring on the BLE data channels. Data channels utilized for extended advertising events are
referred to as secondary advertising channels. Notably, in 2017 SIG added Bluetooth mesh networking
capabilities for the deployment of large-scale device networks, targeting loT applications [8]. In 2019, SIG
adopted the BT 5.1 specification, which integrated a “randomized advertising channel indexing,” enabling
Bluetooth devices to broadcast that they’re available for pairing/connecting. Since the release of BT 1.0, SIG
has significantly improved upon the functionality, usability, and security of the Bluetooth standard. The BT
standards equipped with BLE (versions 4.0 and later) are dominant for 10T low-power applications while
older versions of Bluetooth (i.e. versions 1.0, 2.0, 3.0) still service other applications such as file exchanges,
audio, etc... The improvements made to the security of the protocol are indicative of the continuous
prevalence of threats to Bluetooth networks. Pelechrinis et al describe this ceaseless interaction of adversaries

and network administrators as, “a fascinating arms-race...” [7].

1.4 BLE Protocol Stack

In order to understand how a BLE mesh manages the provisioning of devices into its network, an explanation
of the BLE protocol stack is necessary. Provisioning is the process of adding devices to become nodes of a
mesh network. Provisioning is explained further in the “Establishing the Mesh Network” section of Chapter

4. An understanding of the protocol stack is essential for an effective jamming scheme to be conceived and



implemented. Bluetooth’s protocol stack defines a set of layered programs, with each layer in the stack

communicating with the one above and below it.

The stack, referred to as the SoftDevice, consists of two parts, the Bluetooth host and the Bluetooth controller;
these two are interfaced through the Host Controller Interface (HCI) which are a set of services and events
[10]. Figure 3 below depicts BLE’s protocol stack [11]. The controller consists of the PHY, link, and
intermediate layers. The PHY layer consists of baseband and radio specifications, which defines the
frequency bands, frequency hopping scheme, modulation technique for transmission, power specifications,
packet frame format, timing and power control, and detection of Bluetooth devices. The link layer controller,
which interfaces with the PHY layer, enables the transmission of data bits and the selection of a physical
channel. The link layer directly interfaces to the PHY layer and is responsible for creating/maintaining
connections (advertising, scanning, and initiating). The intermediate layer is essentially a controller that
implements HCI services. The layers above the HCI are considered the upper layers and are usually
implemented in software. The Bluetooth host is generally integrated with the system software or host
operating system. An example of this would be integrating the Bluetooth host with the operating system of a

smartphone, the host device.
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Figure 3: The Bluetooth Low Energy Protocol Stack [11]
Bluetooth Low Energy, a.k.a. Smart Bluetooth, uses a similar protocol stack as classic Bluetooth. Differences
between the protocol stacks begin above the L2CAP layer; BLE reuses the PHY and link layers of classic

Bluetooth [2]. The BLE spectrum, defined by the PHY layer, is split into 40 channels, starting with Channel



0 and ending with Channel 39. The center frequencies of the channels are separated by 2MHz spacings. In
comparison, classic Bluetooth has 39 more usable channels (total of 79 channels), each spaced by 1MHz.
Three of the BLE channels, 37, 38, and 39, are referred to as primary advertising channels that are used for
establishing a connection and transmitting advertising-related data (advertising packets, scanning packets, &
initiating packets) between Bluetooth devices; these channels are not equally spaced in the BLE spectrum as
to achieve frequency diversity and also to minimize interference from other wireless signals such as Wi-Fi,
classic Bluetooth, microwave, etc. The other 37 channels are referred to as data channels and as secondary
advertising channels if used for secondary advertising. BT 5.0 introduced the use of the data channels as

secondary advertising channels. Figure 4 below depicts BLE’s channelization [12].
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Figure 4: BLE Channelization with Data (blue) and Advertising (orange) Channels [12]
The Wi-fi interference in the above figure depict signal strengths for channels 1, 6, and 11, which are the
most popular channels for Wi-fi [12]. The BLE advertising channels are strategically located at frequencies
that don’t overlap with Wi-fi signal interference; if communication on the advertising channels is blocked,
devices in a BLE network cannot communicate with one another. The data channels that do not overlap with
the depicted Wi-fi channels are considered to be the most viable for use as secondary advertising channels.
There are ten data channels (Ch. 8, 9, 10, 21, 22, 23, 33, 34, 35, & 36) that are depicted to have minimal Wi-

fi interference.



1.5 BLE PHY & Link Layer Specifications

The PHY layer defines the physical channels, advertising and data, of the BLE protocol. An understanding
of the PHY layer specifications is essential for jamming the advertising channels of any BLE device.
Specifications for transmitter and receiver power are discussed in this section. Additionally, specifications
for signal to interference (in-band and out-of-band) are discussed as they directly tie into the feasibility of
jamming a BLE device. These specifications are detailed in SIG’s core specification documents, which are
revised and released for each version of Bluetooth.

Bluetooth 5.1 transceivers can support two modulation schemes, 1 megasymbol per second (Msym/s) and 2
Msym/s, with the former as the mandatory and the latter as the optional one [13]. Both modes implement
Gaussian Frequency Shift Keying (GFSK) modulation, referred to as Basic Rate (BR), which SIG describes
as a shaped, binary FM modulation. Bluetooth 5.1 specifies three PHY's; two PHYs, LE 1M and LE Coded
(supported by the 1 Msym/s modulation scheme), and a single PHY, LE 2M (supported by the 2 Msym/s
modulation scheme). When 1 symbol represents 1 bit, the LE 1M PHY is in use. The LE Coded PHY can be
configured in two modes, S = 2 and S = 8. The value assigned to ‘S’ is indicative of how many symbols are
used to represent each bit. With a higher value of °S’, the data rate or the bits/s rate decreases as each bit
consists of more information. The LE coded PHY allows for Forward Error Correction (FEC) while LE 1M
and 2M do not; the latter pair are considered uncoded PHY's. An advantage of the lower data rate and FEC
is the increase in range for communication. The required signal-to-noise ratio (SNR) is less for the longer
range PHY's, meaning the received signal can be lower in magnitude; the receiver sensitivities of the longer
range PHY's are lower. SIG specs the range multipliers as 1, 2, 4, and 0.8, for the LE 1M, LE Coded (S=2),

LE Coded (S=8), and LE 2M PHYs, respectively.

151  Transmitter Characteristics

The requirements for a BLE transmitter are stated in the PHY layer specifications of the SIG core
specification for Bluetooth 5.1. Their document specifies that the output power level of a transmitter must be
within the range of 0.01mW (-20dBm) to 100mW (+20dBm). BLE devices enabled with BT 4.0, BT 4.1, and
BT 4.2, have a maximum output power of 10mW, which is ten times less (in linear units) in magnitude

relative to its successors. Notably, the modulation mode, BR or EDR, may affect the max transmit power



level permitted; there are use cases where a BLE-enabled device communicates with non BLE-enabled
devices operating via EDR, which uses phase shift keying to enable higher data rates. Another consideration
for BLE transmit power level is for use cases where devices are in close proximity to one another and the
receiver becomes saturated and results in link failure. BLE devices can be classified into four power classes
as shown in Table 1 below [13]. This table provides a baseline for the required transmitter power for the BLE
jammer.

Table 1: Power Classes of LE PHY [13]

Power Class Maximum Output Power (P,,,) Minimum Qutput Power’
1 100 mW (+20 dBm) 10 mW (+10 dBm)
15 10 mW (+10 dBm) 0.01 mW (-20 dBm)
2 2.5 mW (+4 dBm) 0.01 mW (-20 dBm)
3 1 mW (0 dBm) 0.01 mW (-20 dBm)

The -20dBm specification is considered the minimum jamming signal power for the proposed jammer
system. The jammer is less detectable if its signal transmission, both in power and data content, mimics that
of the BLE protocol. Brauer et al proposes a BLE jammer with a transmit signal strength of 4dBm in their
paper [14]. Their set up consists of two BLE devices, transmitter and receiver, and the BLE jammer all on a
line elevated 1m from the ground, in an outdoor setting. They record the Advertising Success Rate (ASR)
of their victim BLE devices with a fixed distance, of 3.7m, between the BLE devices. The ASR is a ratio of
the number of received advertising events over the total number of transmitted advertising events. The
distance between the jammer and the BLE receiver is varied from 0.76m to 10m. Their studies found that at
a distance of 76cm, the ASR is zero, meaning the advertising event is interfered with completely due to the
jamming signal(s). Increasing the distance between the receiver and the jammer results in an increase in the
ASR as shown in the figure below [14].

Notably, Brauer et al use a jamming signal strength that is within the LE PHY power class’s upper and
lower bounds described previously. With this signal strength Brauer et al were successful in jamming the
BLE primary advertisement channels. For this reason, a similar BLE transmit signal strength will be
utilized for the proposed BLE jammer, one that is within the bounds of the LE PHY transmitter power
defined by Bluetooth SIG. The proposed BLE jammer will be tested in an indoor environment as opposed

to an outdoor one such as Brauer et al.
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Figure 5: Impact of Distance between Jammer and BLE Receiver [14]

152  Receiver Characteristics

The requirements for a BLE receiver are also stated in the PHY layer specifications of the SIG core
specification for Bluetooth 5.1. The documentation states a reference sensitivity level of -70 dBm for LE
Uncoded PHYs, -75dBm for LE Coded PHY with S=2 coding, and -82dBm for LE Coded PHY with S=8
coding. The receiver sensitivity specs are depicted below in Table 2 [13]. The Bit Error Rate (BER) metric
characterizes performance corresponding to the packet error rate and is a measure of the sensitivity of the
receiver. Bluetooth is a packet-based protocol, where a packet is the data exchanged between devices. In
order for a receiver to ‘pass’ the BLE specifications, it must operate fluidly at the maximum usable input
level of -20 dBm or greater; -20 dBm is the minimum output power allowed for BLE devices of power class
1.5, 2, and 3. In order for a device to be considered SIG certified, the BER must be less than or equal to 0.1%

at this input power level.

Table 2: Receiver Sensitivity for a Given PHY [13]

Sensitivity
PHY (dBm)
LE Uncoded PHY's =-70
LE Coded PHY with S=2 coding =-75
LE Coded PHY with S=8 coding =-82

1.5.3  Signal-to-Interference Ratio
Bluetooth SIG specifies signal-to-interference ratios (in dB) for co-channel, adjacent, image, and adjacent to

in-band image interferences for each of the three PHYSs, to achieve the minimum required BER of 0.1% or
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less [13]. These specifications are important as BLE receivers must be able to decode wireless signals in the
ISM frequency band, which is used by other protocols such as Wi-Fi and ZigBee. Table 3 below summarizes
interference performance for the LE 1M PHY ; the tables for the other LE PHYSs are similar and are included
in the core specification document [13]. As depicted in the table, the signal strength, relative to the
interference, must be greater when the interference’s central frequency is closer to that of the channel. The
jamming signals of the BLE jammer can be classified as co-channel interference since their center frequencies
are identical to that of the advertisement channels of interest. A co-channel interference ratio of 21dB is
equivalent to a desired signal having approximately 126 times the power of the interference.

Table 3: Interference Performance for LE 1M PHY [13]

Frequency of Interference Ratio

Co-Channel interference, Cfl, anne 21 dB
Adjacent (1 MHz) interference’, C/l, ,,,,, 15 dB
Adjacent (2 MHz) interference’, C/l, -17 dB
Adjacent (23 MHz) interference, Cfl.s iz -27 dB
Image frequency interference 23, C/l;,.,.. -9dB

Adjacent (1 MHz) interference to in-band image frequency1, Cllimage1mHz -15dB

In addition, SIG specifies metrics for out-of-band blocking of interference signals outside the Bluetooth band
of 2.4-2.4835GHz. The receiver must be able to suppress out-of-band signals of a specified interfering signal
power level in order to achieve a BER of 0.1% or less. The out-of-band interference signal power must be -
30dBm or less for low frequencies (30MHz — 2GHz) and high frequencies (3000MHz — 12.75GHz). For
frequencies near the Bluetooth band, 2003MHz — 2399MHz & 2484MHz — 2997MHz, the interference signal
power level must be -35dBm or less. The proposed BLE jammer will transmit tones corresponding to the
three primary advertising channels. In practice it is impossible to synthesize a perfect tone; the synthesized
tones will have spectral content classified as out-of-band interference; therefore, these signals will consist of
both out-of-band and co-channel interferences. However, the synthesized jamming signals will have low
enough phase noise so nearly all the transmitted power will hit the targeted channel. In addition, harmonic

content of the synthesized signals will not be radiated by the transmitter antenna of the jammer.
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Chapter 2

BLE ADVERTISING

2.1 Overview

The standby state is the default of the link layer. In this state, the link layer is unable to send or receive
packets. There are four additional link layer states: advertising, scanning, initiator, and connection. The five
BLE states are depicted below in the figure. A BLE device may transition to any of the four other states when
in the standby state. Once a BLE device is in the scanning state it may only transition to the standby state.
When a BLE device is in the initiating and advertising states, the link layer can transition to the standby or
connection states. If the BLE device is an initiator or advertiser and does not establish a connection with
another device its link layer will return to the standby state. In the connected state, a BLE device may

transition back to either the advertising, standby, or initiating state.

Figure 6: BLE Link Layer States

This section of the report will focus on describing the advertising state, where advertising packets, a.k.a.
protocol data units (PDU), are sent in advertising events, periodic advertising events, or both [13]. SIG
defines each advertising event as a composition of one or more advertising PDUs that are sent on the used
primary advertising channel indices. Advertising events may close early after the reception of a connect
indication packet (CONNECT_IND) from an initiator or after the transmission of a scan response
(SCAN_RSP) packet sent by the advertiser. If neither of these packets are received, the advertising event
closes following the transmission of the last advertising packet.

The used primary channel indices are user defined and can consist of any combination in any order of

channels 37, 38, and 39 (i.e. Ch. 37 & Ch.39). Any of the 37 data channels are configurable for advertising
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when specified by the user and are referred to as secondary advertising channels. An advertising event that
utilizes the secondary advertising channels is referred to as an extended advertising event; an extended
advertising event begins at the start of an advertising event and ends following the transmission of the last
PDU in that advertising event plus subordinate sets [13]. SIG developer Jim Katsandres confirms this in a
SIG article where he states: “Whether using legacy advertising PDUs or the new extended advertising PDUSs,
these events begin on the primary channel” [15]. Notably, the use of the data channels as secondary
advertising channels was not introduced until the release of BT 5.0, so BT version 4.2 and earlier devices
will not be able to discover extended advertisements. Typically, a PDU is sent on all the used advertising
indices in each advertising event.

Advertising events, total of seven types, are categorized as being connectable or unconnectable. Connectable
events consist of connectable and scannable undirected, connectable undirected, and connectable directed
events while unconnectable events consist of non-connectable and non-scannable undirected, non-
connectable and non-scannable directed, scannable undirected, and scannable directed. Directed vs.
undirected specifies whether or not an advertising packet is sent to a specific device. For directed
advertisements, the advertising packet contains the scanner or initiator device’s device address in the packet.
Scannable vs. non-scannable specifies whether or not the advertiser itself is able to scan for any requests
from scanners or initiators. The scanner or initiator device responds to the device transmitting scannable
advertisements with either a connect or scan request.

The seven advertising event types are displayed in the table below [13]. The table provides additional
information regarding the specific compliance requirements of BLE devices utilizing the various advertising
event types. The Generic Access Profile (GAP) defines the four specific roles of BLE devices: broadcaster,
observer, peripheral, and central. These roles are discussed in the next section. SIG defines the following
status symbols (‘M’, ‘O’, ‘C’, ‘E’) for understanding the table [13]. ‘M’ stands for mandatory support while
‘O’ stands for optional support. ‘C’ stands for conditional support (used for capabilities in a case where a
certain or other capability is supported) while ‘E’ stands for excluded within the role. These compliance
requirements govern whether or not a device with a defined role (one of the four GAP roles) is able to transmit

a specific type of advertising event.
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Table 4: GAP Compliance Requirements for BLE Device Roles (Adapted from [13])

GAP Roles When Operating Over an
LE Physical Transport
Broadcaster | Observer | Peripheral | Central
Advertising event fypes:
. Con_nec.table and scannable E £ M £
undirected event
» Connectable undirected event E E 8]
» Connectable directed event E E O E
*» Non-connectable and non-scanna- M E O E
ble undirected event
+ Non-connectable and non- O E 9] E
scannable directed event
+ Scannable undirected event o] E 8]
» Scannable directed event O E O E

To clarify on why there is a non-connectable mode, a BLE advertising event does not always require the
establishment of a connection between two devices. There are a wide range of applications that utilize the
non-connectable advertising event. In many use cases of BLE meshes, the content of the advertising packet
contains the entirety of the information the scanner needs. As an example, an indoor positioning system can
utilize three BLE devices that send beacons out to find the accurate position of a device such as a smartphone;
the three BLE devices used for positioning do not have to connect to each other or the smartphone device in
this example. The information contained in the beacon signals themselves are sufficient for completing the

task.

2.2 BLE Device Roles

Now that advertising event types and the BLE link layer states are described, the roles of devices in a BLE
mesh network are explained. When designing with BLE, power consumption must be optimized for better
utilization of battery capacity. The various advertising event types allow network designers to reduce the
peak and average power in IoT applications based on BLE; the advertising event types provide design
flexibility for BLE networks which ultimately results in the end-customers having to replace their batteries
less frequently. SIG defines the following role pairs for BLE devices: advertiser/scanner (initiator) and
broadcaster/observer [13]. This section details both of these role pairs and their utility in the BLE network.
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In general, a BLE node in the peripheral role (typically an advertiser) will advertise and connect to a central
device. The peripheral role is mainly for devices that support a single connection. A BLE node in the central
role (typically a scanner/initiator) will scan for connection requests, sent by the peripheral node, and connect
to the peripheral. The central role supports multiple connections and is the initiator for all connections with
devices in the peripheral role. An example of a peripheral and central device would be a fitness monitor and
smart phone, respectively. In this example the fitness monitor would be advertising a connectable and

scannable undirected event in order to establish a connection with the smart phone.

In addition to peripherals and central devices, BLE mesh networks can also have broadcaster and observer
nodes. In both of these roles, a BLE node cannot establish a connection with other devices. A broadcaster
merely advertises information, making it optimal for transmitter only applications; as an example, a BLE
sensor node may serve the role of a broadcaster. The role of this BLE sensor node is to transmit sensor data
to a specific device (directed) or a device in its vicinity (un-directed) and does not have the ability to establish
a connection. An observer merely listens for broadcasted packets, making it optimal for receiver only
applications. Of the four BLE device types described, the observer is the only one that never enters the

advertising state. The figure below provides a summary of the 4 BLE roles.

Peripheral Central

Advertises its capabilities and establishes connections  Scans for advertising devices and initiates connections

Broadcaster Observer

Advertising

Advertises its capabilities only, does not establish Scans for advertising devices only, does not establish
connections connections

Figure 7: BLE Device State Diagrams per Role
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2.3 Advertising Sets

In order to understand how BLE’s advertising events are implemented, advertising sets are defined. An
advertising set consists of interleaved advertising events. The link layer is capable of supporting multiple
advertising sets; each set can have different advertising parameters including advertising PDU type,
advertising event, and PHY. Figure 8 below depicts an example program flow where multiple advertising
sets are supported by the link layer [13]. Within each advertising set, a user-defined number of advertising

events and/or periodic advertising events may take place.

Advertising Event Advertising Event Advertising Event Advertising Event

Set A SetB SetC SetA
T_advEvent,
Advertising State
Set C started
T_advEvent,
Advertising State
Set B started
T_advEvent, T_advEvent,
Advertising State
Set A started

Figure 8: Multiple Advertising Sets Supported by Link Layer [13]

2.4 Advertising Events

Now that advertising sets are defined, advertising events are explored in depth. BLE was first introduced
with BT version 4.0. At this time, BLE did not yet integrate extended advertising. In order to support the
functionality of extended advertising, SIG introduced new advertising event types. SIG refers to the pre-
extended advertising event types as legacy PDUs while the newly added ones are referred to as extended
advertising PDUs [13]. BLE’s legacy advertising PDUs include advertising indications (ADV_IND), direct

advertising indications (ADV_DIRECT_IND), non-connectable advertising indications
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(ADV_NONCONN_IND), and scannable advertising indications (ADV_SCAN_IND). The definitions for

connectable and scannable mentioned previously clarify the functionality of each of the legacy PDUs.

BLE’s new extended advertising PDUs include extended advertising indications (ADV_EXT _IND),
auxiliary  advertising  indications (AUX_ADV_IND), auxiliary  synchronous indications
(AUX_SYNC _IND), and auxiliary chain indications (AUX_CHAIN_IND). Notably, there are additional
essential legacy and new extended PDUs that are non-advertising ones and are depicted in Table 5 below. In
general, the PDUs already mentioned are the packets used when an advertiser is initiating and executing an
advertising event, prior to receiving a connect or scan request from another node. The additional PDUs shown
in the table are ones that are used further along in the advertising event mainly for when connections are

established, scan requests are transmitted, and scan responses are transmitted.

The new extended PDUs are slightly more complex and are described further. ADV_EXT _IND PDUs are
utilizable in all advertising events except for connectable and scannable undirected and initiates the extended
advertising event. These packets are sent on the primary advertising channel(s) as shown in the table below.
AUX_ADV_IND PDUs are utilizable in all the same advertising events as ADV_EXT_IND. These packets
are the first fragment of advertising data sent on the secondary channels, as indicated by the term “auxiliary.”
AUX_SYNC_IND PDUs are used in periodic advertising, which is defined further in a later section. This
PDU is sent at regular intervals, referred to as periodic advertising intervals, on the secondary channels.
AUX_CHAIN_IND PDUs are used to hold additional advertising data and its superior PDUs are
AUX_ADV_IND, AUX_SYNC_IND, AUX_SCAN_RSP, or another AUX_CHAIN_IND PDU. The table

indicates which channels are used by the AUX_CHAIN_IND PDU.
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Table 5: Physical Channel Usage for Advertising Event Types (Adapted from [13])

Permitted PHYs
LE
PDU Type | pDU Name Physical Channel LE1M | LE2M | Coded
0000b ADV_IND Primary Advertising .
0001b ADV_DIRECT_IND Primary Advertising .
0010b ADV_NONCONN_IND | Primary Advertising .
SCAN_REQ Primary Advertising .
0011b
AUX_SCAN_REQ Secondary Advertising . . .
0100b SCAN_RSP Primary Advertising .
CONNECT_IND Primary Advertising .
0101b
AUX_CONNECT_REQ | Secondary Advertising . . .
0110b ADV_SCAN_IND Primary Advertising .
ADV_EXT_IND Primary Advertising . .
AUX_ADV_IND Secondary Advertising . . .
0111b AUX_SCAN_RSP Secondary Advertising . . .
AUX_SYNC_IND Periodic . . .
AUX_CHAIN_IND Secondary Advertis- . . .
ing and Periodic
1000b AUX_CONNECT_RSP | Secondary Advertising . + .
All other Reserved for future use
values

2.4.1  Advertising Interval

Now that utility of the various advertising PDU types and advertising sets have been discussed, the timing
between advertising events are defined. The timing between advertising events is important as it ties in
directly with jamming; the next section puts the two together. When advertising events are of the undirected
or connectable directed classes and are used in a low duty cycle mode (described later in this section), the
time between the start of two consecutive advertising events (T_advEvent) for the same advertising set is
computed using the following formula [13]:

T_advEvent = advinterval + advDelay (2-1)

In this formula, the advertising interval (advinterval) is an integer multiple of 0.625ms in the range [20ms,
10,485.759375s]. The advDelay parameter is a pseudo-random value, generated by the link layer for each
advertising event, in the range [0, 10ms]. Regarding this pseudo-random value, Silicon Labs states: “This
randomness helps reduce the possibility of collisions between advertisements of different devices” [16].
Figure 9 below illustrates how the advertising events are perturbed in time using the pseudo random delay

parameter.

19



We can define the time between the start of consecutive PDU packets as “t_between,” for comprehensibility.
T_between must be less than or equal to 10ms, as depicted in the figure below, according to SIG’s
specifications. The example advertising event in this figure advertises deterministically on channels 37, 38,
and 39, in that order. The time spent advertising on the individual channels is less than or equal to 10ms; this
time spent is dependent on the amount of data transmitted in that PDU itself. According to SIG’s core
specification document, “the advertising physical channel PDU has a 16-bit header and a variable size
payload” [13]. The payload can be anywhere from 1-255 octets in size. The larger the payload of each

advertising PDU, the time between advertising PDU transmissions decreases.

Advertising Advertising Advertising
Event Event Event
T_advEvent - . T_advEwent
advinterval 1 advinterval o1
/[ A ao‘vﬂméy \\\ advDeFaﬁ'
vertising T
State T
i entered
i
/ o
\
ADV_IND ADV_IND ADV_IND
=10 ms =10 ms
Adv_idx = 37 Adv_idx = 38 Adv_idx = 39
Advertising Advertising
event event
started closed

Figure 9: Advertising Events Pertubed in Time via advDelay (Adapted from [13])

2.4.2  Extended advertising events

SIG defines extended advertising as advertising events that send packets on the secondary advertising
channels. SIG introduced extended advertising with the release of BT 5.0 in December 2016. Extended
advertising events begin at the same time as the advertising event and end with the transmission of the final
packet in that advertising event plus subordinate sets. The PDUs sent on the secondary channels are referred
to as auxiliary packets. Notably, overlapping extended advertising events are implementable through

configuration of the PDU for extended advertising, ADV_EXT_IND.
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2.4.3  Periodic advertising events

SIG defines periodic advertisements as a subset of extended advertisements and are used to broadcast packets
at a set period, between two unconnected devices. The AUX_SYNC_IND PDU is used for synchronous
advertising on the secondary advertising channel that does not expect a response [13]. Regarding the purpose
of periodic advertising, SIG developer Kai Ren states: “...periodic advertising allows the scanner to sync
with the advertiser so the scanner and advertiser wake up at the same time” [17]. SIG defines the interval
period of this type of synchronous advertising scheme as an integer multiple of 1.25ms in the range [7.5ms,
81.91875s]. The interval must remain constant for the entirety of the periodic advertising event. Figure 10

below illustrates how periodic advertising events originate from the same advertising set.

A:!uertlsnng Event rﬂ»emsmg Event
(ADV_EXT_IND PDUS) (ADV_EXT_IND POUs)
o | AUK_ADV o | AUK_ADV
T _nD 71 _inb
o AUMSYNE | o} AL CHAIN AUX_CHAIN o| ALK_SYNC ALX_CHAIN AUX_CHAIN
Tl _mo _IND ™ _IND 7l _inp e _IND _.{ _IND
| Pertodic Advertising Interval __|
I T bl |
Periodic Event Beriodic Event
Start End

Figure 10: Synchronous Advertising Events [13]

2.4.4  Low vs. High Duty Cycle Advertising

In addition to the timing criteria of advertising events defined by equation 2.1, there are other timing
requirements within the advertising events themselves, specifically between each transmitted PDU. For the
connectable directed PDU type, the advertising event is configurable in a low duty cycle or high duty cycle
mode. SIG clarifies the difference between the modes in the following statements: “Low duty cycle
connectable directed advertising is designed for cases where reconnection with a specific device is required,
but time is not of the essence or it is not known if the Central device is in range or not. High duty cycle
connectable directed advertising is designed for cases in which fast Link Layer connection setup is essential
(for example, a reconnection)” [13]. High duty cycle mode should only be utilized when a connection setup

speed is critical as it is power and bandwidth intensive.
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In low duty cycle mode, the time between the start of two consecutive ADV_DIRECT_IND PDUs
transmitted within an advertising event must be less than or equal to 10ms. In high duty cycle mode, the time
between the start of two consecutive direct indication PDUs is less than or equal to 3.75ms; in this mode the

link layer will exit the advertising state no later than 1.28s after the advertising state initializes.

For the connectable directed event type, the t_between of ADV_EXT_IND PDUs is less than or equal to
10ms; this tells us that in extended advertising, the low duty cycle mode’s timing criteria is default. For the
scannable undirected event type, the t between of ADV_SCAN_IND PDUs and scannable undirected
ADV_EXT_IND PDUs is less than or equal to 10ms. Just as in the advertising events described, the
remaining advertising event types all have the same criteria for t_between being less than or equal to 10ms.
These observations are indicative of low duty cycle mode being more commonly implemented; high duty

cycle mode is typically only used in applications where a fast connection setup is optimal.

2.5 Relating Advertising Schemes and Jamming

Jamming a BLE mesh network requires a significant amount of understanding of the advertising state of the
link layer. Now that the various nuances of BLE’s advertising scheme are described in detail, a scheme for
jamming BLE networks is proposed. It is important to note here that the effectiveness of jamming the
advertising channels of BLE devices will be dependent on the BLE version of the victim device. BLE devices
of Bluetooth versions 4.2 and earlier can be jammed relatively easier compared to BLE devices of versions
5.0 and later; the extended advertising option of BT versions 5.0 and later allows a BLE network developer
to make their scheme for advertising more robust to jamming. However, the extended advertising event type

is only an option; BT 5.0 and later devices may not necessarily implement this feature.

2.5.1 Jamming BLE versions 4.2 and earlier

Jamming the advertising channels, resulting in a denial of service (DoS) malfunction, of BLE 4.2 and earlier
devices is relatively straightforward. These BLE devices can only advertise on the primary advertising
channels. If a designer of a jammer system were to design a jammer as a continuous one, all three primary

advertising channels could be continuously jammed. The transmission of three continuous jamming tone
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signals corresponding to the three center frequencies (2.402GHz, 2.426GHz, & 2.480GHz) of the primary
advertising channels could result in devices not being able to connect, not being able to send/receive beacons,
etc. Transmitting three continuous tones requires a transmitter with three output channels or three individual

transmitters.

An RF generator with three output channels is rather expensive for the proposed jammer system. Three
individual transmitters necessitates three individual synthesizers. Three individual synthesizers would be
expensive for an overall system design as well. For these reasons, a frequency hopping approach to jamming
is tested, using a single synthesizer, and discussed in a later section. In order to successfully jam via frequency
hopping, the timing of the frequency hopping will have to correlate to the timing of the advertising PDU
transmissions on the primary advertising channels. Alternatively, the average power of each of the jamming
signals, one-third in magnitude relative to a continuous tone jamming signal, may be sufficient for the
purpose of jamming. Both the continuous jamming approach and frequency hopping approaches are tested

and discussed in a later section.

The figure below depicts an example of a temperature sensor acting as an advertiser and a phone acting as a
scanner. The temperature sensor advertises deterministically on the primary advertising channels. When the
sensor advertises on channel 37, the scanner responds with a scan request which results in a scan response
from the sensor. The advertising packet transmissions on the primary advertising channels are within 10ms
of one another. Jamming of the primary advertising channels may be possible using the continuous jamming

and/or frequency hopping approaches.

Sensor
(advartiser]

€ tion ower ad ng
ADV_IND ADV_IND ADV IND SCAN_REQ SCAN_RSP
T_IFS T_IFS
<10 ms =10 ms A
Adv_idx = 39 Adv_idx = 38 . Adv_idx = 37
Advertising Advertising
event svent
stated START STOP closed

Figure 11: Advertising Event Example (Adapted from [13])
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2.5.2  Jamming BLE versions 5.0 and later

Jamming BLE 5.0 and later devices is rather complicated due to the BLE network developer’s ability to
utilize secondary advertising channels. Notably, it is up to the developer on whether or not to even utilize the
secondary channels in the first place. If the developer chooses not to utilize extended advertising, the

approaches mentioned for jamming BLE versions 4.2 and earlier remain valid.

As mentioned previously, a BLE device that implements extended advertising must initially start by
advertising on the primary advertising channels. There are 37 data channels that are configurable as
secondary advertising channels. The figure below depicts the advertising and data channels co-existing with
Wi-fi channels 1, 6, and 11, which are the most commonly used. When a BLE developer chooses to
implement secondary advertising, they must choose which data channels to utilize. The figure shows minimal
overlap of the popular Wi-fi channels and the following ten data channels: Ch. 8, 9, 10, 21, 22, 23, 33, 34,
35, & 36. These channels have the least amount of electromagnetic interference due to Wi-fi and are the most

likely candidates for secondary advertising.
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Figure 12: BLE Co-existence with Wi-fi [18]

A jamming strategy is explored now that the most viable secondary channels are identified. A transmitter
with 13 output channels (3 primary + 10 secondary) or 13 individual frequency synthesizers are necessary

for creating a continuous jammer for networks utilizing BLE 5.0 or later. Alternatively, jamming is possible
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using less than 13 frequency synthesizers if the synthesizers are able to hop frequencies at a quick enough
rate. In order to ensure one-hundred percent confidence in the jamming scheme, the utilization of a sniffer is
necessary. In other words, there is no guarantee that the developer of the BLE network chooses to utilize the

13 channels and could utilize the secondary channels that are depicted to have Wi-fi interference.
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Chapter 3

DESIGN OVERVIEW

This project has two objectives. The main objective is to create a system that will create three jamming tone
signals to exploit the weakness in Bluetooth Low Energy’s protocol and prevent a mesh network from
establishing node to node communication. This system will produce a tone in each of the three advertising
channels (Ch. 37, 38, 39) in the 2.4GHz ISM band. The secondary objective is to create a mesh network that
will be the victim network of the jammer system. Figure 13 depicts the three jamming tones overlaid on top

of the PHY spectrum of victim device.
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Figure 13: BLE Channelization with Three Jamming Tones Overlaid (adapted from [12])

3.1 Preliminary High-level Overview

This section provides a high-level overview of the preliminary Bluetooth Low Energy jammer system design.
Modifications made to the preliminary system design are discussed in the “Frequency Hopping Jammer
System Overview” and “Constant Jammer System Overview” sections of Chapter 5 and 7, respectively; these
modifications were made due to COVID-19 related supply chain issues, lack of access to laboratory

equipment, and cost of components. Figure 14 below depicts the preliminary high-level block diagram for
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the system which includes: a microcontroller (MCU), three individual synthesizers, a power combining
circuit, a power amplifier (PA), and an antenna?. The MCU will communicate with the individual
synthesizers and configure them to produce signals with center frequencies corresponding to those of the
BLE advertising channels. The synthesized signals are combined into one signal via a Wilkinson power
combiner circuit. The power amplifier will then amplify the power combined signal and an antenna will
transmit the three-tone signal. In the early block diagram, the MCU, three synthesizers, power combiner
circuitry, and a power amplifier are placed on a single PCB. The victim BLE mesh, depicted on the right,

includes three devices: a central one and two peripherals.

ﬁCB Namming signal BLE Mesh
Synth#1 | ‘r,?\‘ <> Adv Bearer

2.402GHz &-> GATT/GAP
- Synth #2 Power Cfmblner Y
2.426GHz " Amolifi [Antenna
»| Power Amplifier Y[ Peripheral Peripheral
#1 #2

Synth#3 | |
\ "] 2.480GH:z /

Figure 14: Preliminary High-level Block Diagram

3.2 Component Selection

The individual components of the jammer system and BLE mesh are researched following the
conceptualization of the initial system design. Instead of looking up all of the components at the same time,
the most critical ones are selected first as to refine the search criteria for the remaining ones. The synthesizer
selection was prioritized as its functionality ultimately determines the necessity of power combining and
amplification. The selection of the synthesizer relied on the following criteria: output frequency range,
frequency resolution, output power, IC packaging, and digital interfacing capabilities. The remaining
components of the system are selected following the selection of the synthesizer. The selection of devices for
the BLE mesh relied on the following criteria: version of BLE, receiver antenna gain, and mesh networking

capabilities.

2 The thesis project has a budget of $200.
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3.2.1  Synthesizer Selection

The search for a viable synthesizer IC was conducted on Digikey. The synthesizer must be able to output
frequencies ranging from 2.4G — 2.4835GHz. The greatest common divisor (GCD) of the frequency
differences between channels 37 & 38 (2426 — 2402 = 24MHz) and between channels 39 & 37 (2480 — 2402
= 78MHz) determines the frequency resolution required; GCD(78M, 24M) = 6MHz. The frequency
resolution of the synthesizer must be at least 6MHz. The output power of the synthesizer must be at least
-20dBm, which is the lower limit of a SIG certified BLE transmitter’s output power. The IC packaging is
critical, as RF synthesizer ICs are expensive, typically ranging from $10-$150, and any mistakes in the bring-
up phase of the PCB could be costly. Additionally, the packaging highly impacts the layout size and layout
complexity of the PCB. When considering the packaging, the availability of ICs with an integrated VCO is

also considered. Lastly, the digital interface of the synthesizer IC is critical as the IC interfaces with an MCU.

Analog Device’s (ADI) HMC1035LP6GE high performance clock generator met the aforementioned criteria
and was determined to be the best choice for the synthesizer. This synthesizer is digitally controlled (SPI),
has an integrated VCO, comes in a 40-VFQFN (Very Flat Quad Flat No-lead) exposed pad package, has two
programmable dividers to achieve the necessary frequency resolution, and satisfies the output power and
frequency requirements [19]. Methods for testing and characterizing the synthesizer are explored. With GHz
RFICs it is often difficult to test and characterize their performance, as they require a PCB that is properly
laid out and fabricated. For the PCB to function optimally, controlled impedance traces, impedance matching,

bypass components, and other critical components would be required.

Evaluation boards are often useful in verifying the capabilities of an IC, such as the selected synthesizer.
Datasheets of ICs often do not include all the data necessary to fully understand the IC’s capabilities. The
ADI EVAL01-HMC1035LP6G evaluation board found online is a feasible solution for quick testing and
characterization of the synthesizer. The evaluation board is very expensive, coming out to more than $700
after taxes. Thanks to a generous donation from Analog Devices, the acquisition of an EVALO1-
HMC1035LP6G evaluation board was possible. Compared to the cost of a single HMC1035LP6GE IC,

approximately $50 after taxes, this evaluation board is costly. The evaluation kit includes an evaluation PCB
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and a USB board which interfaces with a PC. The evaluation board itself has a single SMA connection for
an optional external reference and two additional SMA connections for the differential output of the

synthesizer. The board requires a supply voltage of 5.5V. The figure below displays the evaluation board.

Figure 15: EVALO1-HMC1035LP6GE Evaluation Board [19]

3.2.2  Power Combining Circuitry Selection

The synthesizer evaluation board was selected primarily for preliminary testing and characterization of the
synthesizer IC. The proposed jammer system incorporates three individual synthesizer ICs on a single PCB.
Following the selection of the synthesizer IC, the necessity of power combination circuitry was assessed. The
Wilkinson power combiner is a feasible option for power combining at 2.4GHz. This circuit, invented by an
engineer named Ernest Wilkinson, is generally useful for operating frequencies in the 300M to 300GHz
range. Theory teaches, a lossless 3-port device with power combination and isolation is not possible. By
adding the resistor between the two input ports Wilkinson successfully allowed all three of the ports to be
matched. At the center frequency of the circuit, the two input ports are fully isolated from one another; in
theory the Wilkinson circuit will operate with 100% efficiency but that is not often the case as power

dissipation of the resistor is inevitable.

Z
Input 1
2R % -— A\/4 —i-)_>; Output
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Figure 16: Distributed Implementation of 2-way Wilkinson (Adapted from [20])
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The “Z1” impedances symbolize quarter wave transformers, which are essentially impedance inverters; when
loaded by resistance, R, on one end, the Thevenin resistance of the other end appears as an impedance of
Z:2IR. If the Z; impedance is 50V2Q and the resistance is 50, the Thevenin resistance of the other end
appears as 100Q. To clarify, if the source resistances of inputs 1 and 2 are 50Q, the Thevenin resistance
looking into the circuit from the output will appear as 50Q since their transformed impedances of 100Q are
in parallel. By making the Z; impedance equal to V2 times the characteristic impedance of the system, the

three ports are matched. Figure 17 provides a visualization of this concept.

1000
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Figure 17: Wilkinson Circuit Decomposition

The following concept describes how the two input ports are isolated from one another. Consider a signal
that is input to the input 1 port. Part of the signal goes clockwise through the resistor and part goes clockwise
through the upper quarter wave transformer towards input port 2. The second clockwise signal at input port
2 ends up half in power as half of the power is output to the output port. The first clockwise signal at input
port 2 ends up half in power and equal in amplitude to the second clockwise signal. The first clockwise signal
and second clockwise signal are 180 degrees out of phase due to the half wavelength (quarter wave from
upper + quarter wave from lower) traveled by the second clockwise signal. At input port 2, the two clockwise

signals subtract to zero, under ideal circumstances.

The Wilkinson is advantageous in that the concepts of the distributed implementation are extendable to a
lumped implementation. At 2.4GHz the signal wavelength is approximately 12.5cm (~4.92in). With this

wavelength it is feasible to create either a distributed or lumped version of the Wilkinson power combiner.
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The figure below depicts the lumped implementation of a 2-way Wilkinson [20]. The C, L, C ‘pi’ networks
between the input ports and the output port are analogous to the quarter wave transformers of the distributed

model. The output capacitor is two times C as capacitors add when in parallel.

Input 1

Input 2

Figure 18: Lumped Implementation of 2-way Wilkinson Power Combiner (Adapted from [20])

The Wilkinson power combiner is also advantageous in that it can be generalized to an N-way power
combiner. For the jammer system, three RF signals could theoretically be power combined via a 3-way
Wilkinson. Noreiga and Gonzalez propose a lumped implementation for a 3-way Wilkinson in their paper
[21]. Their topology is based off an empirical tuning approach where they simplified the circuit configuration
by removing “non-critical” elements without noticeably degrading the performance of the circuit. The figure
below depicts this circuit, created in LTSpice. The three voltage sources symbolize the three individual
synthesizers. The “output” of this circuit loads into a 50Q termination, which would be the impedance of the
power amplifier of the preliminary block diagram (Figure 14). The lumped component values are calculated
based off equations shown in Figure 19, where the center frequency (fo) is the mean of the channels 37
(2402MHz) and 39 (2480MHz) and the characteristic impedance (Z, in the equation) of the A/4 transformer
is 502 Q. R5, R6, and R7 are sized to be the characteristic impedance of the circuit. C, is useful for tuning

out resistor and pad parasitics of components; this component can take values between 0.5pF — 2pF.

1
" 2enmefeZ (1)
L =LL .
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Figure 19: LC Component Sizing Equations [21]
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Figure 20: Schematic of Lumped Element 3-way Wilkinson Power Combiner

3.2.3  Power Amplifier and Antenna Selection

Depending on the performance of the proposed PCB jammer system, a power amplifier may or may not be
required. The necessity of a power amplifier can be more accurately assessed following the characterization
of the performance of the synthesizer evaluation board in the “Signal Characterization — Synthesizer” section
of Chapter 5. Assuming the proposed jammer PCB has an SMA output (same as evaluation board) the power
amplifier would also have such connectors. The selection of a power amplifier is discussed in a later section.
SMA connections for the PCB, synthesizer evaluation board, and power amplifier are ideal, as many 2.4GHz
antennas come with SMA connections. Selecting an antenna was relatively simple as there is an abundance
of 2.4GHz applications relating to Wi-Fi, Bluetooth, ZigBee, etc.. A Siretta Ltd. Delta6B 2.4GHz whip tilt
antenna was chosen for the jamming signal transmission. This antenna works in the 2.4 to 2.5GHz range and

has a gain of 5dBi.

3.2.4  Bluetooth Mesh Selection
To prove the concept of Bluetooth Low Energy jamming, a victim BLE mesh must be built. The requirements
for the Bluetooth devices of the mesh are the following: must be Bluetooth version 5.0 or later and must be
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BLE-mesh enabled. Notably, Bluetooth 5.1 and 5.2 versions exist but these versions came out in January
2019 and January 2020, respectively. For this reason, there are not many Bluetooth mesh devices equipped

with these newer technologies.

A search of SIG’s member directory provides significant insight on a company’s investment in Bluetooth
technologies. The search was also useful for identifying the leading companies in the field. The assumption
is that the products of the leading companies represent the current state of art in the field of BLE applications.
SIG has two tiers of membership, adopter and associate. The associate membership requires an annual
membership of $35,000 while the adopter membership is free. Of the associate members, Cypress
Semiconductor is one of the leaders in Bluetooth programmable system-on-chip (PSoC) solutions; in the
past, Cypress executives served as Associate Member Directors, who are selected by the SIG board of

directors.

Cypress’s BLE mesh product catalog includes several options for developing a viable BLE mesh network to
serve as a victim to the proposed jamming. Cypress’s CYBT-213043-MESH EZ-BT module mesh evaluation
kit includes the necessary components to create a viable victim BLE mesh system. The kit is approximately
$125 after taxes. This kit includes four evaluation boards with the following key specifications: Bluetooth
5.0 enabled, mesh compatible, and programmable [22]. The boards are USB-powered (optional coin-cell
battery powering as well) and programmed. These boards are selected for the victim mesh network as
Cypress’s products are assumed to represent the current state of art for BLE devices. Programming of the
board utilizes Cypress’s ModusToolbox IDE. Thanks to a generous sponsorship from Cypress
Semiconductor, the acquisition of a CYBT-2130443-MESH kit was possible. The evaluation boards included

in the kit are displayed in the figure below [22].

Figure 21: CYBT-213043-MESH Kit Contents [22]
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Chapter 4

BLE MESH NETWORK DEVELOPMENT

4.1 Establishing the Mesh Network

In order to test the functionality of the BLE jammer, a victim Bluetooth mesh network is necessary. Cypress’s
CYBT-213043-MESH EZ-BT module mesh evaluation kit was chosen for the development of a BLE mesh
network. The four individual evaluation board devices in the kit are enabled with Bluetooth version 5.0 and
are mesh-compatible. Programming of the boards utilizes Cypress’s ModusToolbox IDE. The figure below

depicts the IDE user interface.
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Figure 22: ModusToolbox IDE

Cypress provides a select amount of start applications for use with their various kits. The CYBT-213043 kit
in particular requires the creation of a starter application called “wiced_btsdk” once per workspace [23]. This

application contains the software development kit (SDK), board support packages (BSP), and libraries that
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are shared by the various Bluetooth applications in a workspace. Following the creation of the “wiced_btsdk”
application, a new application can be created in the same workspace. The starter applications provided by

Cypress contain multiple projects for BLE mesh models.

The “wiced btsdk” application includes many sources files that are critical for the implementation of BLE
mesh applications. The “wiced bt cfg” file is one of the most important as far as defining the scheme for
advertising and all of Cypress’s BLE starter applications utilize it. The figure below is a screenshot of code
from the “wiced bt cfg” file which shows that the BLE advertising scheme for all generic mesh programs
utilize all three of the primary advertising channels and no secondary advertising channels. It is important to
note here that a leading Bluetooth SoC company such as Cypress does not implement secondary advertising
by default to their mesh starter applications. This is concerning as communication of Cypress mesh boards is
corruptible by merely jamming the three primary advertisement channels. SIG’s decision to not have
secondary advertising as a mandatory setting for BLE meshes creates a significant vulnerability in the

security of mesh devices/networks.

/* BLE advertisement settings */
1
.channel map = BTM BLE ADVERT CHNL 37 |
BTM_BLE_ADVERT CHNL 38 |
BTM BLE ADVERT CHNL_39,

Figure 23: BLE Advertising Channels Configured in ‘wiced bt cfg’ File

To create a BLE mesh network, an understanding of the specifications for a BLE mesh is necessary. Bluetooth
SIG software developer, Martin Woolley, states: “A Bluetooth mesh network is like an exclusive club. If
you’re a member of the club, you can enter the club and make use of those facilities and services which your
membership allows. If you’re not, you aren’t allowed through the front door, no matter what you say” [24].
Within a BLE mesh, the specifications of various applications govern the interaction between the devices of
the network. For example, a BLE mesh light switch device can turn a light on/off as it is part of the lighting
application. This light switch device cannot switch on another system, such as an air conditioning system,
because the air conditioning system is not a part of the lighting application. Provisioning is the secure process,
accomplished using an application, for adding devices to a BLE mesh network. Provisioning devices are

typically smartphone or tablet applications.
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The provisioner, not necessarily a BLE mesh device, is responsible for transforming devices into nodes of
the mesh. The provisioning protocol functions over either of the provisioning bearers (PB), PB-Generic
Attribute Profile (PB-GATT) or PB-Advertising (PB-ADV). According to Kai Ren of SIG, “a provisioning
bearer layer enables the transportation of provisioning PDUs between a provisioner and an unprovisioned
device” [25]. When a provisioner does not support PB-ADV it uses PB-GATT; PB-GATT utilizes the proxy
protocol to enable nodes to send and receive provisioning PDUs over a BLE bearer [13]. PB-ADV on the
other hand transmits generic provisioning PDUs; a device that supports PB-ADV passively scans for
incoming generic provisioning PDUs at a duty cycle close to 100% (as to avoid missing a PDU). It is
important to note that the provisioning procedure between two devices is possible even for devices that
utilizes different bearers. For example, an unprovisioned device may be using the PB-ADV bearer and can

be provisioned into a network by a provisioner using the PB-GATT bearer [25].

The flowchart shown in the figure below depicts the process for adding a new device to a mesh network. The
first step involves beaconing, where an unprovisioned device indicates that it is available for provisioning.
At this time, the provisioner must be enabled to receive the advertising packets from the unprovisioned
device. Next, an invitation is sent to the device to-be-provisioned in the form of a provisioning invite PDU.
The beaconing device sends the provisioner a provisioning capabilities PDU which includes information used
in the authentication step. In the next step, the FIPS P-256 Elliptic Curve Algorithm based asymmetric
cryptography creates a secure channel to continue the rest of the provisioning process [25]. Public keys are
exchanged on the secure channel. The provisioner then instructs the beaconing device to output either a single
or multi-digit value, which is entered into the provisioner user interface. A cryptographic hash is then
exchanged between the device and provisioner to complete the authentication process. The two devices derive
a session key from their private keys and their peer public key; the session key secures the rest of the data
distributed through the provisioning process and includes a NetKey and a unique address, allocated by the
provisioner, for the newly authenticated device. Now the new device is officially a node and a member of the

BLE mesh.
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Figure 24: Provisioning Process [24]

4.2 Mesh Network Development

The mesh network discussed in this section is the proposed victim network of jamming. The complexity of
the BLE program is not a critical aspect for proving the concept of BLE jamming. As long as the BLE mesh
is communicating via BLE and not classic Bluetooth, the jammer should be effective. For this reason,
Cypress’s starter applications are used as baseline programs to develop the victim mesh network. It is
important to note here that Cypress has an application called ClientControlMesh (installed with the
ModusToolbox IDE) that assists in the mesh configuration process. Cypress states: “The ClientControlMesh
application uses Bluetooth stack of the Cypress silicon. It can support both GATT Proxy and advertising
channel to provision and control mesh devices” [26]. To clarify, Cypress is noting that a mesh evaluation
board must be connected to the PC for the duration of the mesh configuration process; the ClientControlMesh
application will utilize the connected mesh evaluation board’s Bluetooth stack instead of using the Windows
Bluetooth stack.

The first step to create the mesh network is to program one evaluation board with Cypress’s
“mesh_provision_client” snip application. The COM port utilized by this provisioner evaluation board is

noted. The MeshClientControl application’s configuration for this specific evaluation board requires two
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parameters - a baud rate of “115200” and the COM port for communication. These two fields are necessary
as they are required for communication over the HCI UART [26]. In the next step, a network name is given
for the mesh. The “Create” button of the GUI enables the creation of the mesh network. Network attributes
such as the mesh UUID and network and application keys are created and stored in a JSON file in the
directory where the application resides. An unprovisioned device (device #2) can now join the mesh network.
A starter application, “light dimmable” is loaded onto the unprovisioned device. Another unprovisioned
device (device #3) is also programmed but with a different start application, “dimmer.” Both of these starter
programs are part of the demo applications provided by Cypress.

Once devices #2 and #3 are programmed, they are ready for the provisioning process. Device #1 provisions
Device #2 first. In the ClientControlMesh application user interface, the “Scan Unprovisioned” option is
selected. The “Provision UUID” field gets populated with the UUID of the last discovered device (Device
#2). Device #1 provisions Device #2 by clicking “Stop Scanning” followed by “Provision and configure.”

The figure below depicts the ClientControlMesh interface. Device #3 is provisioned using the same process.
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Figure 25: ClientControlMesh Application User Interface
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The figure below provides a high-level diagram of the proposed victim mesh network. Device #3, the
“dimmer”, has the ability to control an LED of Device #2, the “light dimmable.” The “User” button on the
dimmer board turns the LED on/off. A continuous press (pushed and not released) of the “User” button results
in a change, every 0.5 seconds, in the LED’s intensity level from 0 to 100% or vice versa in 8 steps of 12.5%
increments, based on the previous LED state. Devices #2 and #3 establish connections on the advertising
channels specified in the “wiced bt _cfg” file, Ch.37 38 & 39. Therefore, these nodes are jammable via the

proposed jammer system.

BLE Mesh

&— Adv Bearer

Central (PC) I GATT and/or ADV Bearer

Device #1

Device #2 Device #3

‘ : Cypress, CYBT-213043-MESH eval board

Figure 26: Mesh Network Diagram

The mesh network design is simple but can prove the concept of jamming a victim network. In order to do
S0 a testing scheme must be realized. It is important to note here that these Cypress mesh boards maintain
their exclusive membership to the BLE mesh upon power-cycling; Cypress implemented this feature as a
default knowing that BLE mesh devices are often battery-powered and require power cycling; power cycling
entails disconnecting the power connection (USB), or battery, from the mesh board and connecting it once
again. When these mesh devices are turned on, after being turned off, they will advertise their desire to
establish a connection with one another. To test the effectiveness of the proposed jammer on these mesh
boards, the jammer must be on prior to turning on the mesh devices. If the mesh devices are already turned
on before the jammer is, the devices could have potentially already established their connection and would

be communicating via the data channels and the jamming signals would be ineffective.
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Chapter 5

FREQUENCY HOPPING JAMMER SYSTEM

5.1 Overview

Chapter 3 discussed the initial proposed jammer system. This chapter focuses on the characterization of the
functionality (i.e. output power, frequency hopping, etc..) of the synthesizer evaluation board utilized in the
thesis development. The ADI EVAL01-HMC1035LP6G evaluation board connects to a USB interface board
for utilization of a Hittite Microwave Corporation GUI. The USB interface board connects to the synthesizer
evaluation board via a 12-pin connector. The evaluation board itself requires a 5.5V supply, has a single
SMA connection for an optional 10MHz reference, and two additional SMA connections for the differential
output of the synthesizer. Without an external reference source, the board utilizes a low noise 50MHz voltage-
controlled crystal oscillator (VCXO). The figure below depicts the block diagram for the synthesizer

evaluation board, USB interface board, and the overall set up [27].

RIBBON
CABLE *

sl

USB Interface

' p *
. ( HITTITE PLL & PLL WITH INTEGRATED VCO ! PC DESKTOP OR NOTEBOOK
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Figure 27: Set up for EVAL01-HMC1035LP6G Evaluation Board (Adapted from [27])

The Hittite GUI is displayed in the figure below. The “Load Reg File” option allows the user to select the
configuration file for the synthesizer mode. There are 8 different options which consider the following:
performance priority vs. power priority, fractional vs. integer frequency division, and output waveform type,
low voltage differential signaling (LVDS) vs. low voltage positive emitter coupled logic (LVPECL).
Performance priority entails improved jitter and phase noise performance of the synthesizer; this mode is
optimal for driving the sample clock inputs of ADC/DAC’s and high speed SERDES reference clock inputs
[28]. Power priority entails a reduced consumption of current from 237mA to 173mA according to the

synthesizer datasheet. The N-divider depicted in the synthesizer block diagram of Figure 29 below is 19-bit
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resolution for both integer and fractional division. The R-divider is 14-bit resolution. LVDS and LVPECL

are both differential signal transmission schemes. LVPECL has a larger differential voltage swing and is less

power efficient than LVDS due to its circuit topology [29].
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5.2 Signal Characterization - Synthesizer

The 8 different options for Reg file configuration are tested experimentally as to determine the optimal output
signal for a jammer system. The HMC1035LP6GE synthesizer datasheet provides a graphic for visualizing
the output waveforms of performance priority and power priority in LVDS and LVPECL modes, as shown
below in the figure [28]. As stated previously, the LVPECL output voltage swing is larger in magnitude
relative to LVDS. Additionally, the rising and falling edges of the performance priority waveforms can be
observed to be much sharper than that of the power priority waveforms; the symmetry of the rising and falling
edges is critical for reduction of jitter [29]. The datasheet does not provide any graphs for visualizing the

difference in voltage swing of fractional vs. integer modes.
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Figure 30: Output Waveform, Performance vs. Power Priority for LVPECL/LVDS [28]

The 8 different Reg files are loaded to the synthesizer board to evaluate their output waveforms. For each of
the Reg files loaded, the output frequency configuration of the synthesizer is 2.4GHz in the user interface.
The synthesizer displays “locked” as in Figure 28 when it locks onto the desired frequency. The figure below
depicts the LVDS waveforms as measured by a spectrum analyzer; the spectrum analyzer is set up to have a
span of 1GHz, with the center frequency set to 2.4GHz. A male to male SMA connector connects one of the

differential outputs (N-channel) of the synthesizer to the spectrum analyzer.

The top two screen captures display the output signal for the fractional mode while the bottom two are for

integer mode. The synthesizer configuration for the left two screen captures is the power priority mode while
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the right two are for performance priority. The “Peak Search” function finds the highest peak in the spectrum
displayed by the spectrum analyzer and displays the center frequency and power of the peak, as in each of
the 4 captures. As expected, the performance priority tones are higher in power relative to the power priority
tones. By comparing ‘a) and c¢)’ and ‘b) and d)’, the output power of the fractional and integer modes was
experimentally determined to be similar in magnitude. The peak output power of the 4 screen captures was

found to be -8.611dBm.
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Next, the LVPECL waveforms are characterized, keeping the same configuration for the spectrum analyzer.
The figure below depicts the LVPECL tones; the screen captures are laid out in a similar manner to that of
the previous figure. The “Peak Search” function of the spectrum analyzer was utilized was once again. Just
as in the LVDS waveforms, the performance priority tones are higher in power relative to the power priority
tones. By comparing ‘a) and ¢)’ and ‘b) and d)’, the output power of the fractional and integer modes was
experimentally determined to be similar in magnitude once again. The peak output power of the 4 screen

captures is -3.737dBm.
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Following the characterization of the LVPECL and LVDS waveforms, the optimal Reg file configuration
was determined to be LVPECL, fractional mode + performance priority. The LVPECL signaling scheme is
higher in output power relative to the LVDS scheme. The performance priority mode is more advantageous
for the purpose of jamming for its higher output power relative to the power priority mode; a higher output
power for the synthesizer entails a reduction of the gain requirements for power amplification. The output
power difference between fractional and integer modes is negligible. The functionality of the fractional mode,
where the N divider can be broken down into a fraction M/N, provides better design flexibility relative to the

integer mode.

5.3 Frequency Hopping — Synthesizer

This section details the capability of the synthesizer evaluation board to hop user-defined frequencies, with
custom delays. Utilization of a single synthesizer, hopping the three primary advertising channel frequencies,
allows the circumvention of purchasing and programming three individual synthesizers. Additionally, the
circumvention of a power combining circuit is possible. Several methods for implementing frequency
hopping are tested and are discussed in this section. Frequency hopping and its feasibility are determined
experimentally. In the first approach, the Hittite software’s “Frequency Hop” functionality was tested. In the
second approach, Reg files are configured independently for each of the three advertising channel frequencies
and are concatenated into a single Reg file. A custom Matlab function enables the automation of the process
for adding delays between each frequency step. In the third approach, the Hittite software’s “Scan VCO
Frequency” and “Show R/W Regs History” functionalities are tested to reverse engineer a single Reg file for
frequency hopping. Once again, a custom Matlab function enables the automation of the process for adding

delays to the hop sequence.

5.3.1  Frequency Hopping — Approach #1
In the first approach, the Hittite software’s “Frequency Hop” functionality was tested to determine its
feasibility in hopping the three primary advertising channel frequencies. The figure below displays the

window for configuring the frequency hop. The hopping functionality limits the number of frequencies of
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the hop to two. The dwell time is the time that the synthesized frequency stays locked and is adjustable in

integer increments of 1ms.

Frequency Hop
Frequency #1
2402 MHz

Frequency H2

2426 MHz

Dwell Time

I

ms

Start

Figure 33: Frequency Hop Configuration

The Hittite software does not allow two instances of the Hittite program to be open simultaneously, for a
single USB connection of the synthesizer evaluation board. If two instances of the program could be
controlled simultaneously, there was a possibility the synthesizer could hop the three frequencies. One of the
instances could hop advertising channels 37 and 38 while the second instance could periodically transmit on
channel 39. But since this is not possible, the frequency hop functionality of the program is incapable of

efficiently hopping the three advertising channel frequencies.

5.3.2  Frequency Hopping — Approach #2

In the second approach, Reg files are configured independently for each of the three advertising channel
frequencies. Programming of the evaluation board is accomplished by uploading a Reg file through the GUI.
Utilization of the GUI makes it difficult to get full control of the synthesizer hardware; the Reg file
commands, included in Appendix, are in a “REG # Hex_value” format so there are fundamental limitations
to configuring the synthesizer. The user interface does not allow the user to interpret how the Reg file
commands are compiled and processed by the synthesizer IC; this makes it difficult to understand how the
Reg files are generated in the first place and how to modify them. For this reason, successful programming
of the evaluation board required some “trial and error” analysis. An example of this analysis would be

observing the impact of the programming by monitoring the VCO tune port of the synthesizer IC.
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The raw LVPECL fractional + performance priority Reg file is uploaded to the evaluation board through the
GUI. The synthesizer is configurable to output frequencies corresponding to the frequency of the advertising
channel via the “OUT Freq Desired” field. After doing so, the “Save Reg File” option allows the user to save
the LVPECL fractional + performance priority Reg file with the output frequency configured to that of the
advertising channel. These three steps are labeled on the GUI as shown below in the figure below. A preview
of the saved Reg file displays in the “Register File Display” window on the right side of the GUI. Three Reg
files are created with each configured to output frequencies corresponding to that of the three primary
advertising channels (2.402GHz, 2.426GHz, & 2.480GHz). These Reg files are concatenated to create a
single larger Reg file, to simulate the process of hopping the frequencies. A custom Matlab function enables

the automation of the process for adding delays between each frequency step.
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Figure 34: Annotated Hittite User Interface

As depicted in the figure, the Reg files contain commands for how to configure the various registers of the
synthesizer IC. The values set are in hexadecimal format. In order to insert “delays” into the concatenated
Reg file, the HMC1035 synthesizer datasheet was studied. In each of the three Reg files, the synthesizer sets

the ‘Reg 0Ch Exact Frequency Mode Register’ to a value of 0. Setting this register value to 0, is essentially
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a “do nothing” command. For this reason, setting of this register to a value of 0 is a feasible option for
inserting delays in between the frequency steps.

At this time, the time necessary to execute the “do nothing” command is unknown. Ten lines of the “do
nothing” command were inserted in the concatenated Reg file, between each of the three frequencies to be
hopped. Other than looking at the “Check Lock” section of the Hittite GUI, there is no way of knowing
whether or not the synthesizer locks onto the three frequencies. A workaround for confirming the frequency
hop timing is necessary. The VVCO tuning pin/trace of the evaluation board is a feasible option for visualizing
frequency hopping in the time domain. Pin 23 of the figure below is the “Vtune” pin of the synthesizer IC.
The designers of the board left ‘R30° and ‘A1’ depopulated as to allow the user to easily probe the tuning
pin; a 0ohm resistor soldered on the ‘R30’ pads and a wire soldered to the ‘A1’ pad allows the probing of the
tune pin with an oscilloscope. By monitoring the VCO tuning port via an oscilloscope, frequency hopping
can be verified without using GHz measurement equipment.

A1|:|i | = -

1ar Trace _

DEPOP
VT.'?‘-I;NE - R30 Q000
T = CEN
SESE
gleleisle|e|z|e|as vz
VCC1 ® QugLzzrLeLg
NIC 3 e VRVDD o
21 (] _:.‘DI\-ID:? 10
|—R39 o NC Il—'*“c e
Y O,, , o4 , o2 % VTUNE _‘ ~_ | J_'DMF?ER-_ " ng'[RE;.ELDR NG 2
— 047UF —— 22PF ) NG l T VDDLS -
vee2 b NIC |
I | 25 BMCER | | || MopuLATOR | 6
1 _1 ) NC sl e NC
- — 77 VCC charce — CP ]
551 OUTN —ffer| | M0 | VPPCP -
ar Trace ————poure i N
SEN —— w o o AVDD
0 N % S o S @ f
gHEgg88gg8s |

Figure 35: Eval01-HMC1035PG Board Schematic Snip [30]
The concatenated Reg file, without delays inserted, was loaded to the synthesizer evaluation board. Probing
of the VCO tune pin enabled observation of the frequency hop on the oscilloscope; the voltage values indicate
the different synthesized frequencies. The figure below depicts the VCO tune pin as observed on the

oscilloscope. Frequency hopping via the concatenated Reg file was unsuccessful. The VCO tune pin voltage

48



starts at a DC voltage of approximately 1.7V as the synthesizer is initially configured to output 2.4GHz
(depicted by region 1 in figure). Up to the end of region 3 of the figure, the synthesizer was correctly hopping
from 2.402GHz to 2.426GHz. Region 2 depicts the voltage sustained to output 2.402GHz while region 3
depicts the voltage sustained to output 2.426GHz; the two voltages are slightly different in magnitude. The
transition between regions 2 and 3 depicts the time needed by the synthesizer to lock onto a new frequency.
Region 2.5 spans approximately 80ms. A similar transition is apparent in between regions 3 and 4. If the
frequency step from 2.426GHz to 2.480GHz were to have been successful, the voltage sustained in region 4
would have been lower and closer in magnitude to regions 2 and 3; the tuning voltage for all three frequencies
should be relatively close as these voltages control the VCO. A large difference in tuning voltage would
result in a large difference in the frequencies synthesized.

50K 30128, MYSI510482: Fri Apr 24 17:11:20 2020

500%/ 735.0% 250.02/ Stop ) 2,07V
| e %—@%—HQJ Agilent
2.4GHz 2.426GHz j = Acquisition &
i | Mormal
\} \’\;\ 400kSals
! Co & i Channels i
p 1 I AL —
%# %#ﬂ-& DC 10.0:1

2
A

|| 2.402GHz

Trigger Menu
Trigger Type 4+) Source Slope
Edge £

Figure 36: Oscilloscope Capture of VCO Tune Pin — Approach #2

Although the frequency hopping was unsuccessful, the timing for delay code execution was able to be
determined as the hop from 2.402GHz to 2.426GHz was successful. The concatenated Reg file, with 10 lines
of delays inserted, was loaded to the synthesizer evaluation board. The figure below depicts the VCO tune
pin as observed on the oscilloscope. Region 2.5 spans 80ms and is independent of the delay time. Region D’s

span is the time difference between the cursors, AX = 240ms, minus the time measured for region 2.5; region
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D is calculated to be 160ms (240ms — 80ms = 160ms). The delay between the frequency steps was 10 lines
and took 160ms to execute, leading to the conclusion that each delay line takes approximately 16ms to
execute. Delay code twice in length resulted in the same conclusion for execution time.
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Figure 37: Oscilloscope Capture of VCO Tune Pin to Measure Delay — Approach #2

5.3.3  Frequency Hopping — Approach #3

In the third approach, the Hittite software’s “Scan VCO Frequency” and “Show R/W Regs History”
functionalities are utilized to reverse engineer a single Reg file for frequency hopping. The figure below
displays the window for configuring the VCO frequency scan. The scanning functionality allows the user to
define start frequency, max frequency, and steps from the start frequency to max frequency in increments
defined by the “Coarse Step” field. The start frequency is the lowest of the three primary advertising channels,
2.402GHz. The stop frequency is the highest of the three advertising channels, 2.480GHz. The “Coarse Step”
is 6BMHz, which is the great common divisor (GCD) of the frequency differences between Ch. 37 and 38
(2426 — 2402 = 24MHz) and between Ch. 39 and 37 (2480 — 2402 = 78MHz); GCD(78M, 24M) = 6MHz.

With 6MHz steps, the scan will include 11 unwanted frequencies.
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Figure 38: VCO Frequency Scan Configuration
Once the fields are populated, the scan initiates by pressing “Start Scan” button. In order to create a new Reg
file for frequency hopping, the Reg file configuration for the VCO scan is saved. Utilization of the “Show
R/W Regs History” functionality is necessary for this task. The “Save History in Reg File Format” option
allows the user to save the various commands sent to the synthesizer. By saving the history of the scanning

process, a Reg file for frequency hopping from 2.402GHz to 2.480GHz in 6MHz steps is obtained.
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Figure 39: R/W Regs History Option of Hittite User Interface
Once the Reg file is saved, it is manually modified to contain only the frequencies corresponding to the
advertising channels. This new Reg file is saved and loaded to the evaluation board. The figure below depicts

the oscilloscope capture of the VCO tuning pin as the three frequencies are hopped. By monitoring the VCO
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tuning port via an oscilloscope, frequency hopping can be verified without using GHz measurement
equipment.

The VCO tune pin voltage starts at a DC voltage of approximately 1.7V as the synthesizer is initially
configured to output 2.4GHz (depicted by region 1 in figure). Region 2 depicts the voltage sustained to output
2.402GHz while region 3 depicts the voltage sustained to output 2.426GHz. Notably, the transition between
regions 2 and 3 is not the same as in approach #2, where the VCO tune voltage rose in magnitude momentarily
before dropping to ground. This is due to the difference in the configuration of the hop Reg file. The transition
between regions 2 and 3 spans approximately 10ms. A similar transition can be seen between regions 3 and
4, which is the transition from 2.426GHz to 2.480GHz. The VCO tune pin voltage remains constant for the
duration of region 4, where the synthesizer outputs 2.480GHz. Interestingly, the tune pin voltage transitions
in region 4.5 and returns to a steady state value in region 5. This was not expected since the Reg file was
configured to output 2.480GHz indefinitely once the hop reached that frequency step. Nevertheless, in region
5 the VCO tune pin voltage comes back to a similar magnitude as region 4. The time span from the end point
of region 1 (when the hop starts) to the starting point of region 5 (when the hop ends) is 468ms. Regions 2,

3, and 4 are measured to be 130ms, 122ms, and 106ms, respectively.
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Figure 40: Oscilloscope Capture of VCO Tune Pin — Approach #3
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Following the confirmation of the functionality of the hop Reg file, a custom Matlab function is written, once
again, to automate the process of adding delays to the hop sequence. Additionally, this Matlab function allows

the user to repeat the hop any number of times.

5.4 Frequency Hopping Jammer System Overview

This section provides an overview of the changes made to the initial proposed jammer system due to the
COVID-19 pandemic; as stated previously, modifications were made to the preliminary high-level block
diagram due to lack of access to laboratory equipment and supply chain issues. The figure below depicts the
modified block diagram for the COVID-19 necessitated changes. The selection of a synthesizer evaluation
board, as opposed to using individual synthesizer ICs, modified the system design as the design of a PCB
was less critical to prove the objective of the thesis. The decision to not design a PCB was also a logistical
one as design process for an RF PCB is time-consuming and the on-going COVID-19 pandemic has affected
the accessibility of electronic test equipment and equipment utilized for the bring-up/manufacturing of the
PCB; additionally, the COVID-19 pandemic has adversely affected the turn-around and shipping times of

PCB manufacturing companies.

The modified block diagram of the figure below depicts the synthesizer evaluation board performing a
frequency hop of the three primary advertising channel frequencies (2.402GHz, 2.426GHz, and 2.480GHz).
The power amplifier is left out of the block diagram as its necessity is assessed in a later section. The
frequency hopping approach is a feasible workaround to having three individual synthesizers for the
generation of the three RF frequencies. It is important to note that by performing a frequency hop the average
power of the received jamming signal, at the PHY layer, is one-third in magnitude relative to the proposed
jammer system’s (three individual synthesizers continuously transmitting). The frequency hopping
workaround effectively eliminates the need for a power combining circuit. However, since the output signal
of the synthesizer is differential, a circuit for converting the differential signals to a single ended signal might
be necessary to make use of all RF power available from the synthesizer evaluation board. A balun is a
feasible option for a differential to single ended converter in a 500 environment. Baluns can be advantageous
as they have excellent common-mode characteristics and the two differential ports can be well isolated from

one another.
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Figure 41: Modified Block Diagram — Frequency Hopping BLE Jammer (Part 1)

5.4.1 Balun Selection

A balun has the capability of combining two differential signals into a single-ended signal. An initial web
search for a 3-port balun capable of differential to single-ended conversion, in a 50Q environment, returned
minimal results. However, an advanced search on Digikey returned some promising results. The ADC-WB-
BB board by Texas Instruments (TI) is a feasible option for the desired signal conversion. The evaluation
board uses the TC1-1-13MA+ balun from Mini-Circuits and has an impedance ratio of 1:1 and a frequency
range of 4.5M-3GHz [31]. This board costs approximately $65 after taxes. Due to thesis budget limitations
($200), purchasing this balun board is unfeasible. Additionally, at the time this product was found there were

none available in stock.

Figure 42: ADC-WB-BB Signal Conversion Evaluation Board [31]
Due to the lack of available TI balun boards, a different signal conversion evaluation board is necessary. An

online search found a feasible 10M-3.0GHz balun. This board utilizes the ADF4350 chip by Analog Devices.
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The designer of the board supplied a sample oscilloscope capture of the balun board converting a single-
ended signal into differential signals as pictured in the figure below [32]. The blue waveform is the single-
ended one while the purple and green waveforms represent the differential signals (180° out of phase). This
board was ordered from China at a time when the expected shipping date was reasonable and the testing and
use of this board would be integrable into the thesis report. However, due to the COVID-19 pandemic, the
expected shipping time shifted significantly and the item was not received in time. For this reason, a
modification to the “Modified Block Diagram — Frequency Hopping BLE Jammer (Part 1)” is necessary.

These modifications are reflected in the “Part 1.1” block diagram of Figure 44.

Figure 43: Balun Board Image and Oscilloscope Capture [32]

The figure below depicts the modified high-level block diagram “Part 1.1”. Modifications were made to the
“Part 1” modified block diagram as the balun was not able to be integrated due to COVID-19 related supply
chain issues and cost. The “Part 1.1 system also implements the frequency hopping approach and includes
the following subsystems: a personal computer (PC), a synthesizer evaluation board, and an antenna. The PC

will communicate with the synthesizer evaluation board and configure it to produce signals with center
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frequencies corresponding to those of the BLE primary advertising channels. A single-ended output of the
synthesizer (N-channel only) will be connected directly to the antenna which will then radiate the synthesized
frequencies. The BLE mesh, depicted on the right, remains unchanged from the preliminary block diagram.

This system is tested in the “Testing — Frequency Hopping Jammer” section of Chapter 6.

Jamming signal(s) BLE Mesh
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Figure 44: Modified Block Diagram — Frequency Hopping BLE Jammer (Part 1.1)

5.4.2  Power Amplifier Selection

The synthesizer’s output signal is characterized, by using the synthesizer evaluation board, in the “Signal
Characterization — Synthesizer” section of Chapter 5. The synthesizer’s single-ended output (N-channel only)
signal power is measured as approximately -3.7dBm, which is above the minimum transmitter power for
BLE transmitters of power class 3, 2, and 1.5, but not power class 1. The output signal strength is also below
the maximum output power for each of the four power classes. To clarify, BLE mesh device transmitters, of
all power classes, can transmit signals of greater strength than that of the synthesizer output. For this reason,
a power amplifier is essential for ensuring the effectiveness of the jamming signal; a power amplifier with
gain of 23.7dB (20dBm —(-3.7dBm) = 23.7dB) or greater would be ideal as to ensure the jamming signal
strength is of equal magnitude to the maximum transmitter power of any BLE transmitter. Notably, a BLE
transceiver transmitting at 20dBm is most likely operating in an environment where the receiver node is very
far away. Nordic Semiconductor technical program manager Jon Sponas states BLE devices have a maximum
communication range of 400m [33]. If a power amplifier with gain ~24dB is unobtainable, the distance of
the jammer system relative to the victim device could be minimized while the distance between the BLE
mesh device communicating with the victim device could be held constant; by doing so, a power amplifier

of slightly less gain can be equally feasible in proving the concept of jamming a BLE mesh.
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Selection of a power amplifier relies on the following criteria: cost, SMA connections, frequency range as
2400MHz — 2500MHz, low noise figure, power gain, and DC supply voltage of ~5V (synthesizer evaluation
board and BLE mesh evaluation boards operate on 5.5V and 5V, respectively). Analog Device’s EVAL-
CNO0417-EBZ 2.4GHz power amplifier evaluation board met the aforementioned criteria and has the
following specs: power gain of 21dB, operating frequency of 2.4GHz, USB (5V) powering, noise figure of
<5dB, P1dB of 30.8dBm at 2.140GHz (spec. of the ADL5606 power amplifier IC), cost of $35, and SMA
connections [34]. Figure 45 below depicts the EVAL-CN0417-EBZ PA evaluation board, which integrates
an ADL5606 amplifier and LTMB8045 inverting DC/DC converter [34]. It is important to note here that
additional power gain may be necessary when performing the frequency hopping approach where the average
power of the received jamming signal is a third of what it would have been had a continuous jamming

approach been performed instead.
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Figure 45: EVAL-CN0417-EBZ 2.4GHz Power Amplifier Evaluation Board [34]

5.5 System Requirements

The frequency hopping BLE jammer must produce 3 tones at center frequencies 2.402GHz, 2.426GHz, and
2.480GHz. The BLE network must communicate via the BLE protocol and be mesh compatible. The
jamming signal must be transmitted with enough power for the devices of the mesh network to no longer be
capable of establishing connections with one another. Often times, peripherals in BLE mesh networks
periodically advertise; when these BLE devices are not advertising they are in a sleep mode and must re-

establish their connection with the other devices in its mesh via advertising.

In the BLE protocol the maximum receiver sensitivity for the PHY layer channels is -70dBm [13]. The

receiver sensitivity of the BLE channels are dependent on the particular PHY in use; the PHY's specified for
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longer range communication have lower reference sensitivities. A jammer that is able to jam the maximum
receiver sensitivity PHY will be capable of jamming the lower reference sensitivity PHYs as well. SIG
specifies that a co-channel interference signal strength must be 21dB below that of the BLE channels
communication. This means that if the interference signal strength is -91dBm (-70dBm — 21dB = -91dBm)
or more when the received BLE signal strength is at the lowest detectable level, communication of the BLE
channel can be corrupted. For this project, the jamming system attacks a BLE mesh network within the same
room. Equation 5-1 is Friis power equation and it is suitable for estimating the power budget of a wireless

link.
A
Py = DRXDTX(E)ZPTX (5-1)

Drx and Drx represent the receiver and antenna gains in linear units. Antenna gains are typically in dBi units.
L represents the wavelength, d represents the distance between the receiver and transmitter, and Prx
represents the transmitter power in linear units. The gain of the transmitter antenna selected, Delta6B, is 5dBi
or ~3.162 in linear units while the gain of the receiver, the Cypress mesh board, is -0.5dBi or ~0.891 in linear
units [22]. As mentioned previously, the synthesizer’s single-ended output power is -3.7dBm. With the 21dB
gain PA, the jamming signal is now 17.3dBm (-3.7dBm + 21dB = 17.3dBm) or ~50mW in linear units. The
wavelength of the system is 0.125m (A = ¢/f = 3e8/2.4e¢9 = 0.125m). Friis equation can now be used to solve

for the received power at the device to-be-jammed, as a function of the distance, as shown in equation 5-2.

0.125
4md

2
Prx synri = 0.891 % 3.162 * ( )" 50m = 1.394*10%/d> W (5-2)

Equation 5-2 is plotted to visualize the received power with respect to distance. The minimum interference
signal strength to corrupt BLE communication is -91dBm or ~0.794pW in linear units. Based off Friis
equation it appears as if the jamming signal (interference) is capable of successfully corrupting BLE
transmission of BLE devices >400 meters away for the synthesizer-based jammer; the interference signal

strength never reaches 0.794pW in Figure 46. Notably, the y-axis for Figure 46 scaling is 1x10°°.
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Figure 46: Finding Max Distance of Jamming Signal Reception (Synthesizer + PA + Delta6B)

Friis formula is a theoretical maximum, which assumes perfect link connection. In reality, other factors such
as margin, multipath, fading, atmospheric interference, etc... must be considered. For these reasons, an RF
range calculator by Silicon labs was used to calculate the range of the jamming signal with higher accuracy
[35]. The inputs to the range calculator are the TX output power, TX antenna gain, receiver sensitivity, RX
antenna gain, and operating frequency. These inputs are set in the range calculator, for the synthesizer (w/

PA) jammer, and the results are shown below in Figure 47.

&

Frequency Band [MHz]
2440 w I:l .
— SILICON LABS
TX parameters RX parameters

Enter TX Output Power [dBm)] Enter RX Sensitivity [dBm)]

Enter TX Antenna Gain [dBi] Enter RX Antenna Gain [dBi]
Typical Open Field Outdoor Range [m] 209.6
Typical Indoor, Small Office Range [m] 36

Figure 47: RF Range Calculator by Silicon Labs (Synthesizer + PA + Delta6B)
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The results of the range calculator state that in a typical outdoor setting the synthesizer-based jamming
signal can successfully interfere with BLE communication at a distance of 209.6m. For a typical indoor
setting, the range is computed as 36m. From these range calculator results, it can be concluded that the
jamming signals can successfully jam a BLE receiver in a typical small office environment, which is the

testing environment proposed for this project.
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Chapter 6

SYSTEM TESTING & CHARACTERIZATION — FREQUENCY HOPPING JAMMER

6.1 Overview

A constant jammer, such as the one proposed in this paper, is typically not battery powered due to its
continuous transmission of signal(s). For this reason, the performance/efficiency criteria is not as quantifiable
relative to stealthier jammers. The overall goal of the proposed jammer is to completely disrupt
communications, a.k.a. denial of service, on the advertising channels of BLE. The strength against PHY layer
techniques is the third criteria used for characterization of a jammer. The primary advertising channels of
BLE do not implement any frequency hopping techniques. Jamming a BLE mesh utilizing solely the primary
advertising channels does not require any consideration of the PHY layer techniques for this reason.
However, if a BLE mesh utilizes the secondary advertising channels, the specifications of the jammer become
more complex as the secondary channels implement FHSS. The fourth criteria for characterization is
probability of detection. Low probability of detection is ideal for a jammer of any flavor. The proposed
jammer focuses on the proof of concept of jamming BLE’s primary advertising channels and is not optimized
for low probability of detection. If the jammer’s probability of detection were to be improved upon in the

future, the jammer could adopt techniques that are consistent with MAC layer behaviors [7].

After characterizing each of the components of the jammer, the frequency hopping jammer system was
integrated. Due to the nature of the COVID-19 pandemic, the shipment and reception of the balun signal
conversion PCB was delayed; the testing and integration of the balun PCB was not implemented for this
reason. Since the balun was not able to be integrated into the design the jammer system shifted. The jammer
now consists of a synthesizer evaluation board, power amplifier, and antenna. Without the balun, utilization
of both of the differential outputs of the synthesizer was not possible. The N-channel of the synthesizer’s
differential output was utilized for this reason. The figure below depicts the jammer system. The USB

connection to the synthesizer board goes to the PC for configuration of the signals to synthesize.
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Figure 48: Synthesizer Jammer, Top View (Approach #1)

From this point forward, the “synthesizer jammer” refers to the system consisting of the synthesizer, power
amplifier, and antenna. For the first phase of testing the jammer, the most optimal frequency hopping

approach (#3) will be tested. This phase of testing will be referred to as approach #1 from here on.

6.2 Testing Environment

For testing of the jammer system, an anechoic chamber would be ideal. Due to the COVID-19 pandemic, the
laboratories on campus at Cal Poly are closed to students. For this reason, the construction of an at-home
testing environment is necessary. The figure below depicts the home testing environment. The room is 12x13
feet and a Wi-Fi network exists in the environment. Additionally, the test environment is a room in a student
housing complex so additional Wi-Fi networks exist in its vicinity. The desk in the center top has a power
supply and oscilloscope set up while the desk at the bottom left has a power supply and spectrum analyzer
set up. The 10ft length desk is located strategically in between the two power supplies; the synthesizer
evaluation board requires a 5.5V supply voltage and banana-to-grabber leads cannot traverse 10ft so the

utilization of two power supplies is necessary. The 10ft desk has a 10ft long strip of tape with 0.25m

62



increments of distance marked for testing purposes. A Delta6B antenna connects to the spectrum analyzer

strategically as to line up the location of the antenna and the “Om” mark of the 3m desk.
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Figure 49: Home Testing Environment Set up

6.3 Testing — Frequency Hopping Jammer

The jammer tested in this section is the synthesizer jammer consisting of the synthesizer evaluation board,
power amplifier, and antenna as depicted earlier in Figure 44. The figure does not include a power amplifier;
its necessity assessed in the “Additional Exploration” section of Chapter 7. The jamming technique utilized
for this testing is the frequency hopping discussed in the “Frequency Hopping — Approach #3” section of
Chapter 5. Frequency hopping was implemented by reverse engineering a single Reg file using the Hittite
software’s “Scan VCO Frequency” and “Show R/W Regs History” functionalities. This technique is

customizable by adjusting the contents of the Reg file.

As previously discussed, the frequency hop includes minimal delays between each of the synthesized primary
advertising channel frequencies. The approach results in the following timing: duration of advertising on

Ch.37 (2.402GHz) ~130ms, on Ch.38 (2.426GHz) ~122ms, Ch.39 (2.480GHz) ~106ms, and ~10ms delays
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in between each of the synthesized frequencies. The ~10ms delay is a property of the synthesizer PLL itself

and cannot be changed.

Prior to testing the frequency hopping jamming technique, the synthesizer jammer itself is characterized for
power. For this test, the synthesizer continuously outputs 2.402GHz. The synthesizer jammer’s output signal
power is measured in increments of 0.25m from Om up until 3m. The spectrum analyzer equipped with an
antenna, located at Om, measures the received signal power in units dBm. The figure below includes a plot
of received signal power vs. distance. At a distance of Om, the jamming signal is 8.85dBm. At a distance of
3m the jamming signal is -16.88dBm. For all distances, the jamming signal level, at the receiver, is greater
than the reference sensitivity of the BLE PHY layer. The measurements become more susceptible to
interference as the jammer’s distance from the spectrum analyzer increases, due to the testing environment
limitations described previously. Notably, the data is acquired using a continuous emission of a single
frequency. In the hopping approach, the average power received by the PHY layer advertising channels is

one-third (~4.8dB less) in magnitude.

P (RX in dBm) vs. Distance (cm)

15

10..

Power, dBm (Receiver/SA)
&
o
\0]
o
=
o
o
=
U
o
N
o
o
N
S
o
w
o
o

Distance (cm)

Figure 50: Measured Signal Strength (Synthesizer Jammer) at Receiver/SA vs. Distance
Following the characterization of the jamming signal strength, the frequency hopping jamming technique is
tested. The following constraints are considered when creating a test set-up for the frequency hopping
jamming approach: placement of victim devices, on/off state of jammer, and on/off state of BLE mesh
devices. The figure below compliments the testing process. In this figure, Device #3’s location is at the

second from furthest location tested. The spectrum analyzer’s antenna and Mesh Device #2’s antennas are
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located at the Om mark. By placing Mesh Device #2’s antenna at the Om mark, the jamming signal strength

at the PHY level can be measured by the spectrum analyzer. The testing process goes as follows:

0. Turn off all mesh devices and jammer
1. Turn on jammer
a. Jammer is located at 0.5m mark
b. Jammer is frequency hopping the three primary advertising channels indefinitely
2. Turn on Mesh Device #2 (LED)
a.  Mesh device #2 is placed next to spectrum analyzer’s antenna, at 0m mark, so jamming
signal strength received by this device can be quantified
Place Mesh Device #3 (LED dimmer) at 0.75m mark (for first iteration of step 3 only) and turn on
4. Test functionality of communication between Mesh Devices #2 & #3
a. If the jammer is effective, the connection between the two devices is never established
and the two devices would be incapable of communicating
5. If jamming is not effective =» turn off Mesh Device #3 and move further away, in increments of
0.25m, and repeat steps 3 and 4
a. Repeat until mesh devices are unable to communicate with one another

b. Repeat until 3.0m mark

v Desk
Device #3 |, 75m| Power Supply
+ Oscilloscope
= 2.50m
= 2.25m
== 2.00m
= 1.75m
Desk 1 1 50m
== 1.25m
- 1.00m Frequency Hopping
| (Synthesizer + PA)
,’%\\_- 0.75
Jammer Ylm
| 2.480GHz | | 2.426GHz |
=~ 0.25m
\/4
Y

Spectrum Analyzer +
Power Supply

Figure 51: Test Set up Synthesizer jammer
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The frequency hopping technique turned out to be unsuccessful for the purpose of jamming the two mesh
devices. This is likely due to the fact that the frequency hop of the advertising channels is slower and is
continuously “chasing after” the actual transmission of advertising packets of the BLE device
communication. SIG defines the timing between two consecutive advertising PDUs to be less than or equal
to 10ms. Based off this information an advertising event with three advertising PDUs transmitted on the three
primary advertising channels would take less than or equal to 30ms. The frequency hopping technique is
slower and takes approximately 378ms (130 + 122 + 106 + 10 + 10 = 378ms) to complete one iteration.
Although the frequency hopping method was found to be too slow, it might have been capable of jamming
if sufficient energy was placed at or near the PHY layer of the primary advertisement channels. The reference
sensitivity of the PHY layer is -70dBm at a maximum. With the incorporation of additional power
amplification, the average power of the individual hopping signals could be increased sufficiently as to jam
the advertisement PHY channels. In addition, the frequency hopping method could have been successful in
corrupting BLE communication enough as to increase the BER. BLE devices are certified by SIG if and only
if the BER achieved is 0.1% or less. The frequency hopping method may have been successful in increasing
the BER above the 0.1% threshold but there is no way to confirm this without the utilization of a sniffer. The
initial concept of continuously jamming all three primary advertising channels is explored once again due to

the shortcomings of the frequency hopping approach.
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Chapter 7

SYSTEM TESTING & CHARACTERIZATION — CONSTANT JAMMER

7.1 Constant Jammer System Overview

This section provides the second modified high-level overview of the Bluetooth Low Energy jammer design.
In the “Testing — Frequency Hopping Jammer” section of Chapter 6, the synthesizer’s frequency hopping
timing proved to be ineffective for the task of jamming a victim network. A new scheme for jamming the
BLE mesh is necessary since the frequency hopping approach is ineffective. The shortcoming of the
frequency hopping approach was the timing interval between the individual synthesized frequencies of the
hop. The frequency hop was essentially “chasing after” the advertising packet transmissions between the

mesh devices whose timing intervals are shorter (less than 10ms).

The initial idea of the proposed jammer system, to continuously radiate tones with frequencies corresponding
to the primary advertising channels, is explored once again. Additional devices capable of RF frequency
synthesis are explored. The availability of low-cost frequency synthesizers with the desired output power
specs to effectively jam a BLE network is rather scarce. Software defined radios (SDR) are determined to be
a feasible option for RF frequency synthesis and transmission. Two SDRs are necessary for jamming three
individual PHY channels (Ch. 37, 38, & 39) as the synthesizer evaluation board is only capable of

continuously transmitting a single tone.

7.1.1  SDR Selection

Software defined radios are communication systems that are highly integrated and can come as a receiver-
only device or a transceiver. SDRs are configurable - some of which are able to receive and transmit a wide
variety of wireless protocols such as BLE and Wi-Fi. SDRs capable of communicating via BLE are ideal as
they are ensured to transmit signals at a sufficient power for jamming purposes. A search for SDRs capable

of synthesizing ISM band frequencies and having a reasonable TX output power is necessary.

Analog Device’s ADALM-Pluto SDR was determined to be a suitable device for frequency synthesis; this

SDR costs approximately $150 after taxes. Thanks to a generous loan from a couple of peers, the acquisition
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of two ADALM-Pluto SDRs was possible. This SDR has the following specs: RF coverage from 325MHz
to 3.8GHz, Matlab support, output power of 7dBm, and is USB powered [36]. The output power is greater
than the minimum transmitter power required by a BLE transmitter. For the new approach, these SDRs are
determined to be capable of continuously transmitting RF frequencies to supplement the synthesizer jammer

in jamming the mesh network. The figure below depicts the ADALM-Pluto SDR.

Figure 52: ADALM-Pluto SDR [36]

The SDRs rely on the Analog Devices ADALM-Pluto Radio support package from Matlab’s Communication
Toolbox. The USB connection from the SDR to a PC enables the simulation and development of various
SDR applications. The figure below depicts the block diagram for the SDR system [37]. It is important to
note that configuration and programming of the SDRs is possible through Matlab’s Simulink design

environment. Further details on the programming process for the Pluto SDR are described in the next section.

Flashing LED == LED1

Ready indicator LED = Ready Tx €—— Transmit antenna port
N .
USB communication connector = = Bx Receive antenna port

USB power connector (optional) =

Figure 53: ADALM-Pluto SDR 1/O [37]
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The revised modified high-level diagram of the figure below depicts the new approach utilizing the SDRs.
In this approach, two SDRs continuously transmit tones corresponding to two of the primary advertising
channel frequencies, 2.426GHz (Ch. 38) and 2.480GHz (Ch. 39). The ‘N’ differential output of the
synthesizer is used once again and connected directly to the power amplifier; the synthesizer-based jammer
will now only output a single frequency corresponding to primary advertising channel 37 (2.402GHz). This

system is tested in the “Testing — Constant Jammer” section of this chapter.

Jamming signals

ADALM-Pluto SDR 37
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ADALM-Pluto SDR T ‘: Cypress, CYBT-213043-MESH eval board
> JCGA01
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Figure 54: Modified Block Diagram — Synthesizer and Two SDRs

7.2 Signal Characterization — SDR

The ADALM-Pluto SDR can be utilized in the Matlab environment by installing the Analog Devices
ADALM-Pluto Radio support package from the Communications Toolbox. Notably, there is a Matlab
command configurePlutoRadio(‘AD9364°) which allows for use of the AD9364 firmware as opposed to the
default AD9363 RF transceiver chip [36]. This Matlab command enables the Pluto radio to adjust its RF

output range to 70MHz to 6.0GHz from the original 325MHz to 3.8GHz range.

A Matlab function sdrtx(DeviceName, Name, Value) creates a transmitter system object for the ADLAM-
Pluto radio hardware [38]. The system object has the following properties: DeviceName, RadiolD,
CenterFrequency, Gain, ChannelMapping, and BasebandSampleRate. The DeviceName is ‘Pluto’, the

RadiolD is a device-independent index starting from 0 with the prefix ‘usb:’, and the CenterFrequency is RF
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output frequency of the transceiver chip. The Gain parameter specifies the transmitter gain in dB units and is
a scalar from -89.75 to 0dB with a resolution of 0.25dB. ChannelMapping is a read-only parameter and

BasebandSampleRate is a parameter specified in samples per second ranging from 65.105k to 61.44M.

The “Repeated Waveform Transmitter” Matlab function enables the continuous transmission of RF signals
using this SDR. The transmitRepeat(tx, data) enables the downloading of a waveform (data) to the radio (tx)
and repeatedly transmits it over the air [39]. The waveform transmission is continuous, without gaps, until
the release(tx) function releases the radio transmission. A sinusoidal waveform was created for the waveform
(data), with the following specifications: amplitude of 3 (unitless), frequency of 100kHz, complex, sampling
rate of 1GHz, and 5000 samples per frame. The amplitude of the 3 is experimentally determined as the
optimal value by measuring the transmit power via an SMA cable to the spectrum analyzer. The sampling

rate is noticeably high as to improve the resolution and signal to noise ratio of the transmitted waveform.

The ADALM SDR was tested to synthesize signals corresponding to the three primary advertising channels.
The CenterFrequency parameters are set to the three primary channel frequencies. The figure below depicts
the SDR output (2.426GHz) as measured by a spectrum analyzer. A male to male SMA connector connects

the TX port of the SDR to the spectrum analyzer. The peak strength of the synthesized signal is -1.364dBm.

This peak signal strength is above the minimum required BLE transmitter power by approximately 19dB.
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Figure 55: Spectrum Analyzer Measuring 2.426GHz Signal Output of ADALM SDR
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7.3 System Requirements

The constant BLE jammer must continuously produce 3 tones at center frequencies 2.402GHz, 2.426GHz,
and 2.480GHz. The BLE network must communicate via the BLE protocol and be mesh-compatible. The
jamming signal must be transmitted with enough power for the devices of the mesh network to no longer be
capable of establishing connections with one another. As stated previously, the maximum receiver sensitivity
for the PHY layer channels is -70dBm and a co-channel interference signal strength must be 21dB below the
sensitivity specification. A jamming signal strength of -91dBm or ~0.794pW in linear units is the minimum

interference signal strength to corrupt BLE communication at the PHY layer.

For this project, the jamming system attacks a BLE mesh network within the same room. Friis’s power
equation (5-1) is used once again to estimate the power budget of a wireless link. The gain of the SDR
antenna, JCG401, is 2dBi or ~1.585 in linear units while the gain of the receiver, the Cypress mesh board, is
-0.5dBi or ~0.891 in linear units. The SDR’s output signal was measured to be -1.364dBm or ~0.731mW in
linear units. The SDR outputs do not have power amplifiers as their integration into the proposed system was
during the final phase of testing. The wavelength of the system is 0.125m (A = ¢/f = 3e8/2.4e9 = 0.125m).
Friis equation can now be used to solve for the received power at the device to-be-jammed, as a function of

the distance, as shown in equation 7-1.

0.125
4md

2
Prx spr = 0.891 * 1.585 (=) + 0.731m = 1.021*107/d> W (7-1)

Equation 7-1 is plotted to visualize the received power with respect to distance. The SDR-based jammer
reaches the 0.794pW threshold; therefore, this jammer has a theoretical maximum jamming distance of

approximately 358.52m. Notably, the y-axis scaling for Figure 56 is 1x10-1%,

71



«101" Interference Signal at RX (W) vs. distance (m)

-

<
©

o
o

0.7

0.6

0.5

0.4

0.3

Interference Signal at RX (W)

0.2

0.1

'I:hreshold_

0 L 1 1 Il 1
100 150 200 250 300 350 400

distance (m)

Figure 56: Finding Max Distance of Jamming Signal Reception (SDR + JCG401)
The same range calculator by Silicon Labs is used once again to calculate the range of the SDR-based
jamming signal with higher accuracy than Friis’s equation. The inputs to the range calculator are the TX
output power, TX antenna gain, receiver sensitivity, RX antenna gain, and operating frequency. These inputs

are set in the range calculator, for the SDR(s), and the results are shown below in Figure 57.

&
Frequency Band [MHz]
2440 v l:l
SILICON LABS
TX parameters RX parameters
Enter TX Output Power [dBm] Enter RX Sensitivity [dBm]
Enter TX Antenna Gain [dBi] Enter RX Antenna Gain [dBi]
Typical Open Field Outdoor Range [m] 61.1
Typical Indoor, Small Office Range [m] 9

Figure 57: RF Range Calculator by Silicon Labs (SDR + JCG401)

The results of the range calculator state that in a typical outdoor setting the SDR-based jamming signal can
successfully interfere with BLE communication at a distance of 61.1m. For a typical indoor setting, the range

is computed as 9m. From these range calculator results, it can be concluded that the jamming signals can
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successfully jam a BLE receiver in a typical small office environment, which is the testing environment

proposed for this project.

7.4 Testing — Constant Jammer

In this approach, the individual ADALM SDRs will synthesize frequencies corresponding to two of the
primary advertising channels, Ch. 38 and Ch. 39. The synthesizer will be configured to synthesize the third
primary advertising channel frequency, Ch. 37. The figure below depicts the constant jammer utilizing the

ADALM SDRs + synthesizer jammer, referred to as approach #2 from here on.

Figure 58: Constant Jammer, Side View (Approach #2)

Figure 60 below also depicts the constant jammer set up. The two SDRs transmit continuously at 2.426GHz
and 2.480GHz, corresponding to advertising channels 38 and 39. The synthesizer jammer, utilizing the
HMC1035LP6GE IC, continuously transmits a single frequency of 2.402GHz, corresponding to channel 37.
By utilizing a 3-tone continuous RF transmission, the hope is to block the advertising data on the primary
advertising channels. All signal transmission on the channels used for advertising, even in the case of

extended and periodic advertising, starts on the primary channels.
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The constant jammer uses the same test set up as the frequency hopping one; the SDR’s wireless transmission
is characterized. The synthesizer-based jammer’s wireless transmission was already characterized in the
“Testing — Frequency Hopping Jammer” section of Chapter 6. The SDR’s output signal power is measured
at increments of 0.25m from Om up until 3m. The center frequency of the SDR transmission is 2.426GHz.
The antenna of the SDR (JCG401), included with the ADALM-Pluto SDR starter Kit, has a gain of 2dBi. The
spectrum analyzer equipped with an antenna, the Delta6B, measures the received signal power in units dBm.
The figure below displays the plot of received signal power vs. distance. At a distance of Om, the jamming
signal is -16.65dBm. At a distance of 3m the jamming signal is -42.32dBm. For all distances, the jamming
signal level, at the receiver, is greater than the reference sensitivity of the BLE PHY layer. The measurements
become more susceptible to interference as the SDR’s distance from the spectrum analyzer increases, due to

the testing environment limitations described previously.

P (RX in dBm) vs. Distance (cm)

5 0 50 100 150 200 250 300

Power, dBm (Receiver/SA)

Distance (cm)

Figure 59: Measured Signal Strength (SDR) at Receiver/SA vs. Distance

Following the characterization of the SDR jamming signal strength, the continuous jamming scheme is
implemented. The following constraints were considered: placement of victim devices, on/off state of
synthesizer jammer and SDRs, and on/off state of BLE mesh devices. The figure below depicts the set-up of
the synthesizer jammer and two SDRs. Here, the synthesizer jammer and two SDRs are placed at the 0.5m
mark, adjacent to one another. The spectrum analyzer’s antenna and Mesh Device #2’s antennas are located

at the Om mark.
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Figure 60: Constant Jammer Located at 0.5m Mark

The figure below depicts the synthesizer jammer output (2.402GHz) as the leftmost peak and the SDR outputs
(2.426GHz and 2.480GHz) as the middle and rightmost peaks. The three peaks, from left to right, are
measured to be -5.007dBm, -29.39dBm, and -26.84dBm. The figure is of a photo taken at an angle due to the
presence of the spectrum analyzer antenna; the spectrum analyzer allows export of data via a floppy disk, but

a floppy disk was not readily available at the time of testing.

Agilent ~
Peak Search
Mkrl 2.40150 GHz,
Atten 10 dB -5.007 dBm

(g USRS T 7
BT MMMM Next Poak

Figure 61: Strength of Signal Generated by Constant Jammer at Distance of 0.5m

The figure below compliments the testing process. The testing process is similar to that of the frequency

hopping jammer and goes as follows:

0. Turn off all mesh devices, synthesizer jammer, and SDRs
1. Turn on jammer and two ADALM-Pluto SDRs

a. Synthesizer jammer & 2 SDRs are located at 0.5m mark, adjacent to one another
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b. Synthesizer jammer & 2 SDRs continuously transmit on the primary advertising channels
2. Turn on Mesh Device #2 (LED)
a.  Mesh device #2 is placed next to spectrum analyzer’s antenna, at Om mark, so jamming
signal strength received by this device can be quantified
Place Mesh Device #3 (LED dimmer) at 0.75m (for first iteration of step 3 only) mark and turn on
4. Test functionality of communication between Mesh Devices #2 & #3 by pressing the ‘User’
button of the dimmer 10 times and record how many result in toggling of device #2’s LED
a. If the jammer is effective, the communication between the two devices is interfered with
and the two devices would be incapable of communicating
5. Turn off Mesh Device #3, move it 0.25m further along desk set up, and repeat steps 3 & 4
a. Repeat until 3.0m mark

Desk
Desk
= 2.75m Power Supply
+ Oscilloscope
m—— 2.50m
m—— 2.25m
= 2.00m
e 1.75m
m—— 1.50m
== 1.25m
== 1.00m
Device #3 0.75m
_ —= h SDR #2
‘ . 2.480GHz
SDR#1 | Synthesizer F SDR#2 r/
<«——  Synthesizer + PA
_m 2.402GHz
T SDR#1
2.426GHz

Y‘ﬂ Device #2 |

Spectrum Analyzer + Power
Supply

Figure 62: Test Set up Constant Jammer (Iteration #1)
The continuous transmission scheme proved to be successful for the purpose of jamming the mesh network

for Mesh Device #3 locations 1.25m up to 3m. To clarify, when device #3 is 1.25m or further away from
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device #2, the jamming signals are effective in disrupting the communication between the two devices. The
data acquired from the test is compiled in Table 6. The “# of Success” row represents the total number of
times, out of 10, the jamming of the communication was successful. A score of 8 indicates 8 button presses
out of 10 of the dimmer board (device #3) were not received by the dimmable light (device #2). The three
jamming signal levels in the table caption are the ones measured at the antenna, prior to wireless transmission;

these levels are 17.26dBm (synthesizer output + 21dB PA) and -1.36dBm (SDRs).

Table 6: Constant Jammer Success (Signal at Antenna (dBm): 17.26, -1.36, -1.36)

dist (cm 75 100 125 150 175 200 225 250 275 300
# Success 8 10 10 10 10 10 10 10 10

7.5 Additional Exploration

After successful testing of the continuous emission scheme for jamming, the power transmitted by the
synthesizer jammer was reduced. The test described for the constant jammer is performed once again without
the power amplifier. The SDR output signals received at the spectrum analyzer had sufficient strength (~ -30
dBm) for jamming two of the primary advertising channels. This observation motivated the test described in
this section. The figure below depicts the synthesizer jammer output (2.402GHz), without power
amplification, as the leftmost peak and the SDR outputs (2.426GHz and 2.480GHz) as the middle and
rightmost peaks. The three peaks, from left to right, are measured to be -27.77 dBm, -33.45dBm, and -

32.14dBm. The figure is of a photo taken at an angle due to the presence of the spectrum analyzer antenna.
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Figure 63: Strength of Signal Generated by Constant Jammer (w/o the PA) at Distance of 0.5m
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The continuous transmission scheme successfully jammed the mesh network once again, even without power
amplification, for Mesh Device #3 locations 1m up to 3m. Table 7 compiles the test data. Interestingly, this
approach, which does not utilize power amplification, has slightly better performance results. This may be
due to human error in the testing process. The time of day at which the testing is performed affects the results.
The Wi-Fi networks that exist in the vicinity of the home testing environment fluctuate in their network
activity depending on the time of day. The test discussed in this section was performed at 8AM in the
morning. The test that includes the power amplifier was performed at a later time, 8PM, when network
activity is heavier. Regardless, the conclusion is the same. The continuous transmission of interference on
the primary advertising channels (Ch. 37, 38, & 39) can effectively jam the transmission of advertising
packets. The three jamming signal levels in the table caption are the ones measured at the antenna, prior to

wireless transmission; these levels are -3.74dBm (synthesizer output without PA) and -1.36dBm (SDRs).

Table 7: Constant Jammer (w/o PA) Success (Signal at Antenna (dBm): -3.74, -1.36, -1.36)

dist (cm) 75 100 125 150 175 200 225 250 275 300
# Success 0 10 10 10 10 10 10 10 10 10
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Chapter 8

CONCLUSION

8.1 Reflection

The goal of this thesis project was to design, build, and test a constant jammer for attacking the Bluetooth
Low Energy standard. By understanding the protocol’s scheme for advertising-related data transmission and
reception, it was believed that a PHY layer attack would prevent BLE mesh devices from establishing
connections and transferring advertising data. The BLE jammer was initially proposed as a PCB, capable of
synthesizing, power-combing, power-amplifying, and transmitting a 3-tone jamming signal. The 3-tone
jamming signal would be transmitted continuously and interfere with BLE communication of the primary
advertising channels (Ch. 37, 38, & 39). An MCU would control the three individual synthesizers, the three
synthesized signals would be power combined via a Wilkinson power combiner, the 3-tone signal would then
be amplified via a power amplifier, and an antenna would radiate the 3-tone jamming signal. COVID-19
supply chain related issues, component cost®, and lack of accessible laboratory equipment resulted in two
modifications to the initial proposed jammer PCB.

The first modified system includes a PC connected to a single synthesizer configured to frequency hop, a
balun for signal conversion from differential to single-ended, and an antenna to radiate the individual
jamming signals. A balun was not integrable into the system design due to COVID-19 supply chain issues
and component cost/availability. The second modified system includes a PC connected to a single synthesizer
& 2 software defined radios and three individual antennas to radiate the three tones with center frequencies
of 2.402GHz, 2.426GHz, and 2.480GHz. The two modified systems are tested on a victim BLE mesh of
Cypress mesh evaluation boards equipped with Bluetooth 5.0. The Cypress mesh boards utilize the primary
advertising channels for transmission of advertising-related data and do not implement extended advertising
events (introduced with BT version 5.0) by default. As a leader in Bluetooth PSoC development, Cypress’s
products are assumed to represent the current state of art in the field of BLE applications.

The first modified system was unsuccessful in jamming due to the timing for the execution of frequency

hopping via a single synthesizer. The time between advertising packet transmissions on the primary

% The thesis project has a budget of $200.
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advertising channels is defined by SIG to be less than or equal to 10ms. The frequency hopping timing could
not achieve this time resolution, making the jamming attempt ineffective. The constant jammer was
successful in jamming the primary advertising channels and preventing BLE devices from establishing a
connection and transferring advertising data. The continuous transmission of tones with center frequencies
corresponding the primary advertising channel frequencies successfully interfered with BLE communication.
By proving the concept of jamming, the feasibility of building the relatively low-cost proposed PCB jammer
system is validated.

8.2 Future Works

If time permitted, further effort would continue for the following: creating the initially proposed jammer
system PCB, additional exploration into BLE mesh network jamming, and improving the stealth of the
jammer. Much of the jammer system PCB hardware selection, including the synthesizer IC
(HMC1035PG6E), lumped implementation of a 3-way Wilkinson power combiner, power amplifier IC
(ADL5606), and antenna (Delta6B), has been completed. The cost of manufacturing this PCB would be
within the thesis budget of $200. For the PCB to function optimally, controlled impedance traces, impedance

matching, bypass components, and other critical components would be required.

Further exploration into BLE mesh network jamming would emphasize the acquisition of reliable and
consistent data. The data presented in the testing section of this thesis is not as accurate as it would be had
the testing been performed in an anechoic chamber. The acquisition of data in an anechoic chamber
environment would be ideal as the testing results would be more repeatable relative to the results obtained in
the home test environment presented in this paper. Additionally, the BLE mesh network jamming scheme
could be improved by building a frequency hopping jammer capable of transmitting jamming tones
corresponding to secondary advertising channel frequencies. Testing of this new jamming scheme would
most likely benefit from creating a BLE mesh network implementing extended advertising events; by creating

this mesh network, the jammer’s effectiveness can be confirmed.

The BLE mesh network jamming can also be improved in its characterization of performance. The jamming
signals utilized in this thesis are at a set level. The LVPECL performance priority output is not adjustable in
its magnitude due to the limitations of the synthesizer evaluation board. The SDR output was also set at a

constant level throughout the tests. In the future it would be useful to test the effectiveness of jamming at
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different transmitter power levels. Additionally, different physical arrangements of the jammer relative to the

mesh devices could also be explored.

Lastly, the stealth of the jammer would be improved. The jammer discussed in this paper is a constant one.
Of the four brute-force jamming techniques, the constant one is the least efficient as jamming signal
transmission is continuous. Continuous jammers are easier to detect relative to others as the transmission of
electromagnetic energy is detectable (i.e. via a sniffer) for the duration of the constant transmission. The
stealth of the jammer system, often assessed by the probability of detection, could be improved by adopting
MAC layer behaviors. This would make the jammer a deceptive one instead of a constant one. Deceptive

jamming is more difficult to detect as network monitoring tools sense legitimate traffic on the channels.
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APPENDICES

A: Frequency Hopping (Approach #3) Reg File — One Iteration:

REVISION 1.0.2.0
REG 5 90 // REGSET_87797 set_vco_to_out_divider

REG 9 50ED5A

REG C ©

REG 6 200B4A // setbit Write

REG 6 200B4A // setbit Write

REG 2 1 // setlng Write

REG 3 30 // REGSET_87797 set_intg register

REG 5 © // REGSET_87797 vco_setcap

REG 4 A3D71 // REGSET_87797 set_frac_register
REG 5 90 // REGSET_87797 set_vco_to_out_divider
REG 9 50ED5A

REG C ©

REG 6 200B4A // setbit Write

REG 6 200B4A // setbit Write

REG 2 1 // setlng Write

REG 3 30 // REGSET_87797 set_intg register

REG 5 © // REGSET_87797 vco_setcap

REG 4 A3D71 // REGSET_87797 set_frac_register
REG 5 90 // REGSET_87797 set_vco_to_out_divider
REG 9 50ED5A

REG C ©

REG 6 200B4A // setbit Write

REG 6 200B4A // setbit Write

REG 2 1 // setlng Write

REG 3 30 // REGSET_87797 set_intg register

REG 5 © // REGSET_87797 vco_setcap

REG 4 851EB8 // REGSET_87797 set_frac_register
REG 5 90 // REGSET_87797 set_vco_to _out_divider
REG 9 50ED5SA

REG C ©

REG 6 200B4A // setbit Write

REG 6 200B4A // setbit Write

REG 2 1 // setlng Write

REG 3 31 // REGSET_87797 set_intg register

REG 5 © // REGSET_87797 vco_setcap

REG 4 99999A // REGSET_87797 set_frac_register

B: SDR Transmit — 2.480GHz

% create complex sine wave

fs = 1e9; % 1 GHz sampling frequency

sw = dsp.SinelWave; % Create sine wave using dsp class
sw.Amplitude = 3; % set amplitude to 3

sw.Frequency = 100e3; % frequency set to 100kHz
sw.ComplexOutput = true;

sw.SampleRate = fs;

sw.SamplesPerFrame = 20000;

txWaveform = sw();

%configure settings for Pluto SDR output
tx2 = sdrtx('Pluto', 'RadioID', 'usb:0");
tx2.CenterFrequency = 2480e6;
tx2.BasebandSampleRate = 520.841e3;
tx2.Gain = @; %units dB
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% continuously transmit txWaveform centered at 2.426GHz
transmitRepeat (tx2, txWaveform);

runtime = tic;
while toc(runtime) < 100
end

release(tx);

88



	LIST OF TABLES
	LIST OF FIGURES
	INTRODUCTION
	1.1 Statement of Problem
	1.2 Jamming – Literature Review
	1.3 Bluetooth/BLE Background
	1.4 BLE Protocol Stack
	1.5 BLE PHY & Link Layer Specifications
	1.5.1 Transmitter Characteristics
	1.5.2 Receiver Characteristics
	1.5.3 Signal-to-Interference Ratio


	BLE ADVERTISING
	2
	2.1 Overview
	2.2 BLE Device Roles
	2.3 Advertising Sets
	2.4 Advertising Events
	2.4.1 Advertising Interval
	2.4.2 Extended advertising events
	2.4.3 Periodic advertising events
	2.4.4 Low vs. High Duty Cycle Advertising

	2.5 Relating Advertising Schemes and Jamming
	2.5.1 Jamming BLE versions 4.2 and earlier
	2.5.2 Jamming BLE versions 5.0 and later


	DESIGN OVERVIEW
	1.
	2.
	3.
	3.1 Preliminary High-level Overview
	3.2 Component Selection
	3
	3.1
	3.2
	3.2.1 Synthesizer Selection
	3.2.2 Power Combining Circuitry Selection
	3.2.3 Power Amplifier and Antenna Selection
	3.2.4 Bluetooth Mesh Selection
	3.3


	BLE MESH NETWORK DEVELOPMENT
	1.
	2.
	3.
	4.
	4.1 Establishing the Mesh Network
	4.2 Mesh Network Development

	FREQUENCY HOPPING JAMMER SYSTEM
	5.
	5.1 Overview
	5.2 Signal Characterization - Synthesizer
	5.3 Frequency Hopping – Synthesizer
	5.3.1 Frequency Hopping – Approach #1
	5.3.2 Frequency Hopping – Approach #2
	5.3.3 Frequency Hopping – Approach #3

	5.4 Frequency Hopping Jammer System Overview
	4
	5
	5.1
	5.2
	5.3
	5.4
	5.4.1 Balun Selection
	5.4.2 Power Amplifier Selection

	5.5 System Requirements

	SYSTEM TESTING & CHARACTERIZATION – FREQUENCY HOPPING JAMMER
	6.
	6.1 Overview
	6.2 Testing Environment
	6.3 Testing – Frequency Hopping Jammer

	SYSTEM TESTING & CHARACTERIZATION – CONSTANT JAMMER
	7.
	7.1 Constant Jammer System Overview
	6
	7
	7.1
	7.1.1 SDR Selection

	7.2 Signal Characterization – SDR
	7.3 System Requirements
	7.4 Testing – Constant Jammer
	7.5 Additional Exploration

	CONCLUSION
	8.
	8.1 Reflection
	8.2 Future Works

	REFERENCES
	APPENDICES

