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Abstract

While the current progress in quantum computing opens new opportunities in a wide range of
scientific fields, it poses a serious threat to today’s asymmetric cryptography. New quantum
resistant primitives are already available but under active investigation. To avoid the risk of
deploying immature schemes we combine them with well-established classical primitives to
hybrid schemes, thus hedging our bets. Because quantum resistant primitives have higher
resource requirements, the transition to them will affect resource constrained IoT devices in
particular. We propose two modifications for the authenticated key establishment process
of the industrial machine-to-machine communication protocol OPC UA to make it quantum
resistant. Our first variant is based on Kyber for the establishment of shared secrets and uses
either Falcon or Dilithium for digital signatures in combination with classical RSA. The second
variant is solely based on Kyber in combination with classical RSA. We modify existing open-
source software (open62541, mbedTLS) to integrate our two proposed variants and perform

various performance measurements.



Acknowledgements
I would like to thank my supervisor at the Universitat Politecnica de Catalunya, Professor
Jorge L. Villar, who provided excellent guidance during my work on this thesis.

I would like to express my gratitude to the Robert Bosch GmbH, which supported my thesis
and [ want to especially thank Sebastian Paul, who supervised my work, gave exceptional

input and helped me to solve many many problems during the journey.

Finally I would like to thank my parents for their constant support throughout my studies.



Revision History and Approval
05.03.2020 First Draft
23.03.2020 Included Implementation of "Variant Two’. Improved Charts.

17.04.2020 Corrected typos; Mentioned that Kyber is used as KEM in experiments. Im-

proved bar charts in the results section.



Contents

Abstract

Acknowledgements

Revision History and Approval

List of Figures

List of Tables

1 Introduction

1.1
1.2
1.3
1.4
1.5

Industrial Internet of Things . . . . . . . . . . .. ... .. ... ... ...
OPC Unified Automation . . . . . . . ... ... ... ... ... ...
Post Quantum Cryptography . . . . . . . . . .. .. .. L
Hybrid Cryptography . . . . . . . . . . ..
Scope and Goals . . . . . ...

2 State of the Art

2.1

2.2
2.3

24

2.5

2.6

2.7

OPC UA . . e
2.1.1  Security of OPC UA . . . . . . . . . .
2.1.2  Protocol Overview . . . . . . . . . . .. .. ...
2.1.3  Secure Channel in OPC UA . . . . . .. ... .. ... ... ......
X.509 Certificate Format . . . . . . . .. .. ... ... ... .. ... ...,
Public Key Infrastructures for IloT . . . . . . . . ... ... .. ... .....
2.3.1 Differences between Classical and Industrial public key infrastructures

(PKIS) . . o
2.3.2 Exemplary PKI . . . . .. ...
Security Levels . . . . . . ...
Post Quantum Cryptography . . . . . . . . . .. ... ... .. ... ...,
2.5.1 NIST Post-Quantum Cryptography Project . . . . . .. .. ... ...
2.5.2 Code Based Methods . . . . ... .. ... ... ... ... .......
2.5.3 Hash Based Methods . . . . . . .. .. .. ... ... ... .......
2.5.4 Multivariate Polynomial Based Methods . . . . . . . ... .. ... ..
2.5.5 Lattice Based Methods . . . . . . . . .. ... ... ..
2.5.6  Available Open Software Libraries . . . . ... ... ... ... ....
Hybrid Key Exchange Mechanisms . . . . . . .. ... ... ... .......
2.6.1 Security Notions . . . . . . . . . . . .. ...
2.6.2 Combiners. . . . . . . ...
Certificates and Signatures . . . . . . . . . ... Lo
2.7.1 Security Notions . . . . . . . . . . ..
2.7.2 Combiners. . . . . . . . ..

10
10
11
12
14
14



2.8 Authenticated Key Exchange . . . . .. ... ... ... ... ... .. ...

2.8.1
2.8.2
2.8.3

Bellare-Rogaway Model . . . . . . . ... ... ... ... ... ...
BR-~Match security experiment . . . . . ... ... ... ... ... ..

BR-key-secrecy experiment . . . . . ... .. ... L.

3 Methodology

3.1 PKI . .
3.1.1 Hybrid X.509 Certificates . . . . . . . .. .. ... ..
3.1.2 Implementation . . . . . . . ... ...

3.2 Key Exchange Mechanism in OPC UA . . . . .. ... ... ... ... ....
3.2.1 Variant One . . . . . . . . . ..
3.22 Variant Two . . . . . . . . ..

3.3 Selection of Cryptographic Primitives . . . . . . . . .. ... ... ... ....

3.4 Prototype Implementation . . . . . . . . ... o oL
3.4.1 Variant One . . . . . . . . . .
3.4.2 Variant Two . . . . . . . . ..

3.5 Measurement Setup . . . . . . . . ...
3.5.1 The Test System . . . . . . . . . . ...
3.5.2  Software Under Evaluation . . . .. ... ... ... .. ........
3.5.3 CPU Cycle Counter . . . .. ... .. .. .. ... .....
3.5.4 Measurement Points . . . . ... ... L
3.5.5 Software Configuration . . . . . . . . . ... ... ... ..

4 Results

4.1 CPU Cycles . . . . . . o
4.1.1 Verification of Certificates . . . . . . . . .. .. ... .. ... ... ..
4.1.2 Creation of Messages . . . . . . . . . . . .
4.1.3 Signing of Messages . . . . . . . ..
4.1.4 Transmission Times . . . . . . . . . . . ...
4.1.5 Verification of Messages . . . . . . . . . . . ... ...
4.1.6  Derive the Shared Secret Key at Client . . . . . . .. ... ... ....

4.2 SIZEeS . . .. e e
4.2.1 Certificate Sizes . . . . . . . ..
4.2.2 Message SIZES . . . . . .o

5 Budget

6 Environment Impact

7 Conclusion and Outlook

Bibliography

46
46
47
50
53
55
o7
99
60
60
64
67
67
67
68
69
69

72
72
73
74
75
76
76
7
78
78
78

81

81

82

83



Abbreviations

APPENDICES

A

Compilation of open62541
Measurement Script

Measurement Result Data
Measurement Charts
Implementation Details Variant One

Implementation Details Variant Two

89

91

91

92

94

95

99

141



List of Figures

1

© 00 N O Ot = W N

e gt
w NN = O

14
15
16
17
18
19
20
21
22
23
24
25
26

27

28

29

30
31
32

Automation pyramid showing at which logical level the functions are located
in an industrial network. . . . . . . ...
OPC UA communication layers [11,p. 211] . . . . ... ... ... ... ...
Detailed view of the exchanged messages in order to connect to a server. . . .
Key exchange in OPC UA . . . . . . ... ... ... ... .. ... ......
Structure of an X.509 certificate. . . . . . . . .. .. ... L.
Exemplary industrial PKI for a company with multiple factory plants.
Example of a 3 dimensional vector space over a binary finite field . . . . . . .
Generator matrix. . . . . . ..o Lo
Generation of private and public key for a hash based signature system.

A Merkle tree of public keys. . . . . . .. ... Lo
Graphical representation of the trapdoor. . . . . . . . .. ... ... ... ..
Straight forward approach to hybrid certificates . . . . . . .. ... ... ...
Two methods of using extension fields to created X.509 compatible hybrid cer-
tificates. . . . . L.
Architecture of the hybrid certificate creation program . . . .. ... ... ..
Simplified class diagram of the DER classes . . . . . . .. .. ... ... ...
Extension object that resides inside the tbsCertificate object. . . . . . . . ..
Secure Channel as a two step process. . . . . . . . . . .. ... ... .....
Variant ’One’ . . . . . . . . e
Additional steps in variant two of the key exchange protocol. . . . .. .. ..
Additional data needed per PQ signature scheme and security level. . . . . . .
Modular structure of open62541. . . . . . . ..o
Process of verification of a certificate chain. . . . . . . .. ... ... ... ..
Hybrid signature verification funciton . . . . . . . . . . ... .. ... ... ..
Certificate chains with mixed public keys. . . . . . ... ... ... ... ...
Modified asymmetric security header. . . . . . . . .. ...
The steps of secure channel establishment. The runtime will be measured at
the numbered points. . . . . . . . . . ...
The total time consumed for the key establishment. Only a single certificate
directly signed by the CA and no chains were used (chain length 1). . . . . .
Proportion of the single steps in the key establishment for 5 exemplary setups.
Sending of messages takes up such a small percentage that it is not shown in
this chart. . . . . . . . . ..
Verification of the server certificate at the client (measurement point @) Av-
erage over 100 measurements. . . . . . . .. ..o
Measurement point @ ...............................
Measurement point @ ...............................
Runtime of the signing of a OSCRq. . . . . . . . ... ... ... .. .....

11
17
18
19
20
23
27
27
30
31
33
47

49
50
o1
52
53
o7
o8
60
62
64
65
65
66

70

72

73

73



33
34
35
36
37
38
39

40

41

42

43

44

45

46

47

Measurement point @ ............................... 76

Measurement point @ .............................. 77
Measurement point @ .............................. 77
Sizes of hybrid certificates. . . . . . . . . . . ... ... 78
Get endpoints response message sizes . . . . . . ... ... 79
Size of the OSCRq sent by the client with a certificate chain length of 1. . . . 80
Size of the OSCRq sent by the client with an intermediate certificate included

(chain length 2). . . . . . ... 80
Proportion of steps during a key establishment process for all setups with a

certificate chain length of 1. . . . . . . . . .. .. ... 0L 95
Verification of the client certificate at the server (measurement point (5)) .. 96
Signing of the OSCRp by the server (measurement point ) .......... 96
Transmission time of the OSCRp from server to client (measurement point @) 96
Verification of the OSCRp at the client (measurement point @0). . . . . . . . 97
Get endpoints response, measured with Wireshark with a chain of two certifi-

cates (device and CA certificate). . . . . . . ... ... .. L. 97
Data that are transmitted during the transmission of a OSCRp with a single

certificate in the chain. . . . . . . . . ... oo oo 97
Size of a OSCRp message for different setups with one intermediate certificate
inthe chain. . . . . . . . ... 98



List of Tables

© 00 N O Ot = W N

o S S Y
=~ W N =k O

15
16

Effects of Grover’s and Shor’s algorithm on commonly used cryptographic prim-
itives [37]. . . . . .
Encryption schemes of round 2 of the NIST’s PQ crypto project. . . . .. ..
Key and signature sizes of SPHINCS+ in bytes. . . . . . . ... .. ... ...
Key and signature sizes of GeMSSin bytes. . . . . . ... ... ... ...
Key and signature sizes of LUOV in bytes. . . . . . . ... ... ... .....
Key and signature sizes of MQDSS in bytes. . . . . . . . ... ... ... ...
Key and signature sizes of Rainbow in bytes. . . . . .. ... ... .. ....
Key and signature sizes of qTESLA in bytes. . . . .. ... ... ... ....
Key and signature sizes of Dilithium in bytes. . . . . . . . ... .. ... ...
Key and signature sizes of FALCON in bytes. . . . . . . ... ... ... ...
Comparison of hybrid X.509 certificate schemes. . . . . . . .. ... ... ...
Additional OIDs used in this thesis. . . . . . . .. ... ... ... ... ...,
Additional data required per signature scheme. Size in bytes. . . . .. .. ..
Functions in open62541 that need access to private or public keys of the PQ
KEM. . . e
Versions of the built executables. . . . . . .. .. ... ... . ..
Measured data with one certificate (no chain). Average over 100 measurements.

All values are in milliseconds. . . . . . . . . . . . ...

25
26
31
33
34
34
34
36
37
37
49
92
60



1 Introduction

Today’s industrial control systems (ICSs) often comprise a network of different components
such as sensors and actuators, programmable logic controllers (PLCs), supervisory control and
data acquisition (SCADA) systems as well as human machine interfaces (HMIs). Furthermore,
manufacturing execution systems (MESs) and enterprise resource planning systems (ERPs)
on higher levels enable production control and scheduling from a business perspective. New
applications like data mining and machine learning allow to improve the production process
but require to interconnect these systems on all levels, thus forming a cyber physical system
(CPS). The industry is slowly becoming aware of the fact that ICSs suffer from the same
security threats as classical computer networks and are starting to deploy security measures.
An example is the vendor independent machine to machine (M2M) communication protocol
OPC Unified Automation (OPC UA). It was designed from the ground up with security in
mind and uses strong cryptography.

But recent advances in quantum computing start to threaten the security measures. Most
of the currently used asymmetric cryptography schemes rely on the hardness of integer factor-
ization and the discrete logarithm of large numbers. An algorithm, for quantum computers,
to efficiently solve the two aforementioned problems, i.e. in polynomial time, already exists
today [1]. The only missing part to render most current asymmetric crypto systems useless
is a large scale quantum computer. However, it seems quite possible that such a large scale
quantum computer will become reality within the next few decades. This threat has lead to
active research in the field of quantum resistant crypto algorithms and their incorporation
into protocols. But the effort focuses mainly on standard IT and doesn’t consider the ICS

devices’ peculiarities such as small memory and reduced computing resources.

The following sections of this introduction will explain the development of industrial au-
tomation systems towards the Industrial Internet of Things (IIoT) with a special focus on
security measures in place. Then, a quick overview of the OPC UA protocol and introduction

to the threat of quantum computers on its security will be given.

1.1 Industrial Internet of Things

An ICS can be separated into the Field-, Direct Control-, Supervisory Control-, Production
Control- and Production Scheduling levels as depicted in Figure 1. The information-flow
between the levels used to be as follows: The field-, direct- and supervisory control level used
to communicate via proprietary field bus protocols. The higher levels with the MESs and
ERPs are located in the office IT network of the company. Data was transmitted manually
from the supervisory control level to the higher layers, which could have been as simple as
a worker reading gauge values and noting them down on a report sheet. Typical IT security
threats, such as worms, viruses and trojans, did not apply to these systems.

However, with cheap sensor and network technology becoming more widely available, a
tendency to deploy standard components and technology in ICSs emerged. Field bus protocols

were replaced with Ethernet-like standards such as ProfiNet for PLC communication and
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Production Scheduling
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sensors/actuators (I/0)

Figure 1: Automation pyramid showing at which logical level the functions are located in an
industrial network.

standard Windows PCs are used to run SCADA software. In this thesis these networks
will be referenced as industrial control system, industrial network or automation network
synonymously. The rest of a company’s network with typical services such as e-mail, web
servers and access to the internet will be called office network, corporate network or business
network.

Even though it was always considered a security risk to connect the automation to the cor-
porate network, it is, in fact, done in practice [2|, which is not surprising since in combination
with big data analytics it will increase efficiency significantly [3, p.4].

The term Industrial Internet of Things will be used for industrial networks that are con-

nected to the office network.

Apart from the enormous advantages, connectivity undermines the traditional main secu-
rity feature of these networks: Strict separation from the office IT and the internet 2], [4]. A
growing number of incidents have shown that new strategies for industrial network security
are needed. The incidents range from a worm intended for office networks but also making
its way into the industrial network of a nuclear power plant [5] over malware gathering infor-
mation specifically from ICSs [6] to the infamous Stuxnet sabotage attack [7]. A new concept
coming up in the industry is "defense in depth" [4], [8]-[10], which uses not only perimeter
security (i.e. strict separation of networks) but follows the strategy of "Prevent" — "Detect" —
"Response", where the focus of this thesis on encryption and authentication falls in the first
category "Prevent". An example of such an in-depth security building block is the use of the
OPC UA protocol, which is designed for the communication between industrial devices and

offers a range of security features.

1.2 OPC Unified Automation

OPC UA was first published in 2006 by the OPC Foundation, a consortium of the automation

industry. It is a set of standards that define a data model for industrial communication that
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helps to increase vendor independent interoperability throughout all levels of the automation
pyramid. Additionally, OPC UA describes different encodings for the data models as well
as network protocols. Exemplary data which is exchanged using OPC UA are sensor values
and set point values. For instance, think of an OPC UA enabled air conditioner system, that
accepts temperature as a writeable value. It also senses the humidity, which it exposes for
other devices as a readable value. A PC could connect to the air conditioner, display the
humidity and let the user set the temperature via a graphical user interface (GUI) [11, p. 85].
Of course this is only a minimal example, in practice automation systems are usually more

complex.

Currently OPC UA supports the data encodings UA Binary, XML /text and JSON. Each
encoding uses different network transport layers, i.e. XML /text uses HT'TP and JSON uses
WebSockets, both on top of transport layer security (TLS). They are intended for the use in
higher layer systems that typically use desktop PC hardware and can deal with high protocol
overhead. For UA Binary, OPC UA defines its own transport layer OPC UA TCP and a
service called secure channel to provide confidentiality and integrity [11, p. 198,211]. The
secure channel design is loosely based on TLS. Due to its very small resources footprint,
compared to XML /text and JSON, UA Binary is used in the lower levels of the ICS.

From the early design phases on, OPC UA seriously considered IT security [12, p.9].
Network traffic can be encrypted to provide confidentiality and all messages can be signed to
provide integrity. The use of PKIs allows the devices to authenticate each other, which makes
it much harder for an attacker to insert malicious devices into the network or for corrupted
devices to impersonate others. Security evaluations regarding the protocol itself as well as its

popular implementations have been carried out and couldn’t find any serious flaws [13], [14].

The OPC UA protocol stack is currently available for Python, C#.Net, C and Java.
Prototypical implementations in the scope of this thesis will make use of the open source
library open62541 which is implemented in C and published under the Mozilla Public License
v2.0! [15]. Since there is already research work carried out for quantum resistant versions of
TLS [16], [17] this thesis will focus on the security of the binary version of OPC UA only.

1.3 Post Quantum Cryptography

The asymmetric crypto algorithm used in OPC UA depends on the security profile selected,
but the recommendation is RSA with a key size of 2048 bits. In this thesis, when RSA is
mentioned without a key size, by default 2048 bits is assumed. The security of RSA can be
reduced to the problem of factorizing large integers, which is believed to be hard because
it can only be solved in subexponential time on a classical computer. However Peter Shor
developed an algorithm that makes use of superposition in a potential quantum computer,
thus solving the factorization problem in polynomial time in O(logN), where log(N) is the
number of digits of N [1]. Running Shor’s algorithm requires a quantum computer with at
least 2 + 3log(N) fault tolerant qubits [18]. For RSA 2048 (log(N) = log(22°%%) = 2048)

! Available from https://open62541.org/ and https://github.com/open62541/open62541
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this would be 3074. However, physical qubits are not fault tolerant and many of them are
needed in order to emulate one logical (fault tolerant) qubit. Thus running Shor’s algorithm
for large numbers requires several millions [19] if not hundreds of millions of qubits [20]. In
contrast, the latest breakthrough in quantum computing, as of 2019, is a 53 qubit quantum
computer [21|. Even though today’s quantum computers are far from being powerful enough,
from here on the term quantum computer will be used for a possible future large scale version

that is powerful enough to break RSA.

The possibility of such a quantum computer has sparked interest in a field of research
called quantum resistant or post quantum (PQ) cryptography. There are some algorithms
available that are based on problems for which no efficient conventional nor quantum solution
is found yet. These algorithms and the underlying mathematical problems are under active
investigation and it is quite possible that cryptanalysis uncovers new weaknesses or bad pa-
rameter choices. However as research progresses, confidence into these new algorithms will
grow and they will be ready to be used as a replacement of RSA.

The remaining question is: When should we start the transition to quantum resistant

algorithms? To answer that question we have to consider the following [22]:

e The time we want the data to remain secret denoted as x. It is possible that an attacker
records encrypted data today and decrypts it in the future when he becomes able to
do so. We have to ensure that encryption happens only after time x, when the data
has become irrelevant. Note that for authentication x = 0 since it can not be broken

afterwards.

e The time y that we need for the transition to new cryptographic systems for all our
devices. This value depends on the measures that we have to take. If our current
hardware is capable of executing new algorithms, software updates might be sufficient.
However, if new hardware is required this can be a more complex task. Especially in the
automation industry, devices often are used for >15 years in order to get a reasonable

return of investment.

If we say z is the time we have left until a quantum computer is available, then we have
to ensure that  +y < z. x is a question of policy and to estimate y we have to investigate
how complex the migration time is. But z is hard to predict. Michele Mosca, a renowned
researcher in the field of quantum algorithms, estimates a 1/7 chance to break RSA 2048 by
2026 and a 1/2 chance to break it by 2031 [22].

This estimation shows that it is important to start investigating quantum resistant schemes
and to analyse the effort that has to be taken to implement those in a large scale. For the
automation industry it will be very beneficial to have prototypes of quantum resistant com-
munication devices available as soon as possible in order to properly estimate the migration

time y.

In this thesis, the terms quantum resistant or post quantum cryptography describe all

schemes that are hard to break, even for an attacker with access to a quantum computer,
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opposed to conventional or classical cryptography, that is only hard to break on a conventional

computer.

1.4 Hybrid Cryptography

As explained before, most quantum resistant crypto primitives are rather new and have not
withstood many years of cryptanalysis yet. This leaves us in the situation that on one hand,
we have the threat that in the not so distant future conventional crypto might be broken,
on the other hand, there is a risk that quantum resistant schemes may suffer from teething
problems.

A good compromise is a hybrid approach, i.e. to combine conventional and quantum
resistant schemes in such a way that an attacker has to break both in order to break the
system. For instance, this concept is very useful in key exchange protocols, where a key can
be derived from multiple partial keys such that knowledge of less than all partial keys is
completely useless for an attacker. We exchange each partial key using a different scheme.
Also for signature schemes it is very easily applicable, by signing the message twice, each
with a different scheme. Only when both signatures can be verified we consider the message

authentic.

Note that the term hybrid is ambiguous in the context of cryptography. Typically it
describes a system that combines symmetric with asymmetric schemes. However in the context
of PQ crypto, as well as in this thesis, hybrid cryptography refers to the principle described

above.

1.5 Scope and Goals

The primary aim of this work is to present a novel method for an authenticated quantum
resistant hybrid key exchange in OPC UA. In order to reach this goal we will outline an
exemplary PKI suitable for the industrial environment. Then we will evaluate different ways
of using X.509 compliant quantum resistant hybrid certificates. Finally we will put these
parts together to an authenticated key exchange method based on existing work about unau-
thenticated but quantum resistant hybrid key exchange for OPC UA. We will focus on the
client /server communication model and not consider the publisher/subscriber model which
has just very recently been introduced into OPC UA and has not been properly adopted by

the protocol stack implementations yet.
Thus, the main research question is:

How can we design an authenticated hybrid key exchange that combines conventional and
quantum-resistant cryptographic primitives for an OPC UA based industrial network, using
hybrid X.509 compliant certificates?

In particular following questions shall be answered:

14



How can we incorporate additional quantum resistant public keys into X.509 certificates

while maintaining backwards compatibility, in the setup of an OPC UA secure session?

How can we digitally sign certificates, used in the OPC UA secure channel setup,
within a quantum-resistant PKI that utilizes conventional and post-quantum signature

schemes.
How can we use these certificates to authenticate a key exchange in OPC UA.

What are the performance impacts of our proposed solution on currently used micro

controller hardware?

15



2 State of the Art

This section shall give an overview over all the "building blocks" that are used to arrive at the
goal of this work. We first have to take a detailed look at the conventional security features
of OPC UA, in particular on how to setup secure channels. While OPC UA is intended
for the use with PKIs, the standard leaves the actual design of said PKI open [11, p.212].
Therefore we will point out the peculiarities of industrial PKIs in contrast to normal PKIs
and survey different concepts in literature. Furthermore we will introduce relevant quantum
resistant cryptographic primitives. Finally, different hybrid schemes will be explained, setting

the stage for authenticated key exchange methods.

2.1 OPC UA

As explained in Section 1.2, OPC UA is not only a network protocol, but defines an informa-
tion model for industrial process data and different ways of how to encode this data. It also
describes ways of transmitting the encoded data through the network, which can be seen as
the protocol part. For higher level systems, the data is transported using the standard proto-
cols HTTP and WebSockets, both relying on TLS for security. For them, it seems appropriate
to wait for quantum resistant versions of TLS to be used in the web and then adopt them
into OPC UA.

However in order to avoid as much protocol overhead as possible, OPC UA defines its
own transport layer based on TCP/IP and names it OPC' UA TCP and basing security on
its own secure channel layer. The data is encoded using the UA Binary encoding, defined in
part 6 of the OPC UA standard [23]. For this protocol it is necessary to investigate a post
quantum secure version on its own. Thus, this work will solely focus on OPC UA TCP with

UA Binary encoding and will refer to it simply as OPC UA protocol.

2.1.1 Security of OPC UA

Part 2 of the OPC UA specification [10] gives an overview over the security goals that the
standard considers and describes a threat model.

Then it defines the term security profile |10, p. 16| as a set which enumerates the security
functionalities that a certain OPC UA product offers. A security profile can contain several
security policies. A policy defines the concrete algorithms and cryptographic primitives that
have to be used for signing, encryption and key derivation. For instance, "Basic2565ha256"
stands for a cipher suite with RSA 2048, Sha256 and AES-CBC 256. Usually the adminis-
trator of an application decides which security policies he wants to enable. Additionally, each
connection has one of the three security modes: "None", "Sign" and "SignAndEncrypt". Ac-
cording to the OPC UA specification, the security policy "None" is intended only for testing
and the security mode "None" can only be used with this policy. When the security mode
"Sign" is used, the session key exchange happens encrypted and all other communication

is secured by a message authentication code (MAC) but not encrypted. This makes sense
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since in the industrial environment the goal integrity is usually much higher prioritised than
confidentiality [24, p. 279|.

2.1.2 Protocol Overview

Client — Server connections in OPC UA are organised in logical layers. In the highest layer
there is a session between client and server. Users are authenticated and authorized per
session. The session data is transmitted inside a secure channel. Besides integrity and con-
fidentiality, the secure channel layer also provides authentication between the applications
by the means of certificates. On the lowest level, the transport layer is responsible for the

delivery of messages and functions such as data fragmentation. Figure 2 shows the layers.

Application Layer Application Layer

User Authentication | [Product Authentication
& Authorization & Authorization

User Authentication | [Product Authentication
& Authorization & Authorization

Communication Layer Communication Layer

Application
Authentication || Confidentiality Integrity
& Authorization

Application
Authentication ||Confidentiality Integrity
& Authorization

Transport Layer Transport Layer

Socket Connection

1 T4

Availability Availability

Figure 2: OPC UA communication layers |[11, p. 211]

An OPC UA server offers different endpoints. They could provide different functionalities,
or the same functionality with a different combination of security policies and security modes.
For simplicity herein we will focus on very simple servers that just offer a single functionality
and the endpoints only differ in their security configuration. For example, a server could offer
two endpoints with the security policy "Basic256Sha256" and the security mode "Sign" for
the first endpoint and with the same policy, but with the security mode "SignAndEncrypt" for
the second endpoint. Both endpoints expose a single read only variable as their functionality.
The server provides a certificate for each endpoint, even when each endpoint uses the same
one. The client can then decide which endpoint he wants to connect to.

A client either knows available endpoints in advance or he queries them by sending an
unencrypted getEndpointsRequest to the server. The server answers with a getEndpointsRe-
sponse, which contains all available endpoints as well as the server’s certificate with his public

key.
In detail, first the OPC' UA TCP transport layer has to be established. Therefore, the two

parties negotiate the maximum message length, called chunk size, by sending a HEL message

from the client and replying with an ACK message from the server. This serves the purpose to
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initialize appropriately sized message buffers on each side and also determines the maximum
chunk size. Before the getEndpoint request and response can be transmitted it is required to
establish a secure channel first, however, it uses the security policy "None" which means no
encryption and integrity checks are performed. Finally the connection is terminated again.
The upper part of Figure 3 shows this in detail.

Subsequently, a new connection is established with a secure channel that uses a security
policy different from "None", picked by the client from the available policies on that server.

Client Server

HEL

A

N

- ACK

open secure channel request

- - Secure . . .
security policy: None Retrieve information
Channel

open secure che >l response B s
cn secure channel response Layer > about available endpoints.

Secure
Channel
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A secure channel always

has to be established, in
getEndpoints request

Session. » Session. this case use policy None
Layer ¢ getEndpoints response Layer
Secure Secure
Channel close secure channel request > Channel
Layer Layer /
HEL
ACK

open secure channel request
security policy: Basic256Sha256
open secure channel response

Secure
Channel
Layer

Secure
Channel
Layer

Session data Session

Layer Layer

A
Y

Figure 3: Detailed view of the exchanged messages in order to connect to a server.

On top of the secure channel, a session is established. The session is independent from
the secure channel, which means that the secure channel can be closed and reopened without

terminating the session.

2.1.3 Secure Channel in OPC UA

We will take a closer look at the secure channel: During the establishment of the channel,
asymmetric cryptography is used to authenticate the applications and to derive a shared
session key. Afterwards symmetric cryptography is used to encrypt and provide message

authentication.

After the connection is established on the transport layer, we need to open a secure channel
as shown in Figure 4. Thus, the client sends an openSecureChannel request to the server.
This request contains the client’s certificate, the security policy he wants to use (not shown
in the figure), a random number called noncejent, a thumbprint of the server’s certificate

thserver and a signature s; over the whole message. noncegen: and the signature s; are
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encrypted using the server’s public key. The server receives that message and verifies the
client’s certificate and the thumbprint. Then, he uses his own private key to decrypt the

message and verifies the signature using the client’s public key from the certificate.

Client Server

. cert, endpoints
verify(cert, ) |4 server? NP
- server
et Endpoint Response
nonce,, = random() | ¢ ” ”
client
th = H(cert_ )
server — T\ bgerver
5= Slg.~k7t'lu'm(Cert(livm ‘ th ‘ noncerlwm)
(”17E1)1<J¢-;\A-;(noncezhum ‘ 51) Cert e s € _ verify(cert,,)
openSecureChannel Request (HOHCP, ‘ s ) -D. ((‘, )
client | 1 sk_server\ "1
nonce_ = random()
\\\\\\\\\
D = H(Cert«upm)
8, = SI8y e OOy | g, | mODCE, )
cert, th . . c, G = E, <limn(nonc“< ---------- ['s,)
-« M lerver client? 2 P
(nonce ! ‘ S‘,) -D. ((,) openSecureChannel Response
server | V2 sk_client \ 2
k = KDF(nonce  , nonce_ ) k = KDF(nonce,, , nonce__ )

Figure 4: Key exchange in OPC UA. H() is a cryptographic hash function, E,;() is an
encryption function using the public key pk, sigsr is a signature function using the private
key sk, Dgi() is a decryption function using the private key sk and K DF() is a key derivation
function.

Next, the server will generate his own random number noncege e and encapsulate it into
a message, the same way as the client did, adding a signature and encrypting the packet
using the client’s public key and sends it to the client. Now both sides know nonce yen: and
NONCEgerper and use them as input to a key derivation function to generate the symmetric

session key k.

2.2 X.509 Certificate Format

X.509 certificates have the purpose of binding an identity to a public key. This is done by
writing the name and public key together into a file, then computing a hash over this file and
attaching a signature of the hash at the end of the file. To verify a certificate, the verifier
needs to know the public key of the signer of the certificate, also called issuer, which he could
as well obtain via a certificate. This way, a chain of certificates can be constructed, however
the last public key in the chain has to be trusted, thus it is called the trust anchor. The
system of certificate chains forms a part of a PKI which is further described in Section 2.3.
This section explains the structure and file format used for X.509 certificates as specified
by RFC 5280 [25]. In particular we refer to version 3 called X.509v3. For clearer notation
we only refer to X.509 and mean X.509v3 implicitly. The format is described in Abstract
Syntax Notation One (ASN.1) [26], which is comparable to a struct in the C programming
language but more generic and independent from actual programming languages. Figure 5

gives a graphical representation of the important parts of the X.509 data structure: The cer-
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tificate consists of three data fields: While signatureAlgorithm specifies which algorithm was
used, signatureValue contains the actual signature over the binary representation of tbsCer-
tificate. tbsCertificate itself is constructed from more data types and contains organizational
information, the subject, i.e. the identity that is bound to a public key, the issuer, the public
key of the subject and a field with extensions. The extension field consists of a sequence of
extension objects, each having an ID, an attribute that defines if it is critical and the binary
extension data. When a software parses the certificate it will check the ID of the extension
and then decide how to interpret the binary extension value. If the extension ID is unknown
and critical equals false, the extension is simply ignored but for unknown critical extensions
the verification will fail. RFC5280 defines 15 standard extensions that are known by common

software, however, it is possible to define custom extensions to be used with specialized tools.

AlgorithmId
| algorithm (OID) |
| parameters (ANY) |
tbsCertificate
| version (int) | Name
| serialNumber (int) | | type (OID) |
Certificate | | value (ANY) |
| signature [
tbsCertificate i | o0 0
| 1ssuer | Validity
H signatureAlgorithm | validity I | not before |
R ] not after
signatureValue | subject [ | |
(B ) | subjectPublicKeyInfo I
Name
| IssuerUniquelD |——— | type (OID) |
| subjectUniquelD |—j_ | value (ANY) |
oo o
subjectUniquelD
| |_—|_ L Keylnfo
| extension I % algorithm I
subjectPublicKey
Bit Strin,
Extension ( g)
® ® ® sequence | ExtensionID |
primitive [ critical (BOOL) |
I:l constructed [Extension Value (Bytes)|
L)

Figure 5: Structure of an X.509 certificate. The three dots mean that this type is repeated in
a sequence 0 — n times. Primitive data types can be encoded directly and constructed data
types consist of a set of primitive types.

Each data type can be encoded into a binary representation as defined by the Distinguished
Encoding Rules (DER) |27]. Every container in Figure 5 is represented as a sequence of data.
For example, the container Certificate is a sequence of the three objects inside, represented
by their respective binary data. The binary representation of a certificate therefore is one
byte that identifies a sequence followed by several bytes defining the length of the sequence.
After that, the binary data of tbsCertificate follows. The end of thsCertificate and the start

of signatureAlgorithm can be determined by examining the first few bytes of tbsCertificate,
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which contain the length of this sequence.

To sign a certificate we must follow these steps:

1. setting the proper data in tbsCertificate (subject, signer, public key, etc.)

2. set the proper algorithm identifiers

3. encode thsCertificate into its binary representation

4. calculate the signature form this binary data and write it to signature Value

Later sections discuss the use of the Ezxtension field to adopt this format for the use in

hybrid public key schemes.

2.3 Public Key Infrastructures for IToT

As mentioned before, parts of the OPC UA security depend on certificates. However the
standard does not specify how certificates are signed [11, p.212| and in general does not
define the structure of a PKI. Of course the first idea would be to use the same PKIs that
are already in use for the web. But it turns out that the requirements for industrial networks
are different. For example, in the web, typically only the server is authenticated, whereas in

an industrial network usually mutual authentication is desired [28].

Since awareness for IT security in industrial networks started to rise only in the past
few years, there exist no well established best practices for industrial PKIs yet. The NIST’s
"Guide to Industrial Control Systems (ICS) Security" from 2011 [4] discusses mainly firewall
configurations, i.e. network separation, as a means of technical security measures and does not
consider PKIs as part of a cyber security strategy for industrial networks. On the contrary,
more recent studies [9, p. 13] do start to demand PKIs for mutual authentication between

devices, also as a result of the increasing demand for cloud services.

2.3.1 Differences between Classical and Industrial PKIs

Because PKIs have been well studied for classical IT environments, it is interesting to point

out some differences of their industrial counter parts.

e In an industrial PKI, a certificate identifies a device, whereas a certificate classically

identifies a person or organisation.

e The administrative overhead that is acceptable to sign a certificate is much lower. While
it is feasible to check an ID card before signing a certificate, this approach would not
scale very well if for every device that has to be replaced in a factory plant we would
have to manually sign its certificate. In fact, in classical PKIs you can observe that only
servers are equipped with certificates since it is considered too costly and intricate for

every single user |29, p. 1§]
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This leads to problems mainly in provisioning of new devices in the factory plant. A pos-
sible solution is to consider two separate PKls: The operator and the manufacturer PKI [28].
The manufacturer of the devices equips all his produced devices with a manufacturer certifi-
cate that contains data such as a public key, serial ID etc. and is signed by the manufacturer
certificate authority (CA). During provisioning the new device can setup a secure connection
with the operator PKI's registration authority (RA). The operator RA can verify the data
of the new device using the manufacturer CA’s public key and decides if the device can be
trusted?. Now the new device has to generate a new key pair and send a certificate signing
request to the RA. Once this certificate is signed, all other devices in the ICS will trust this

device as well.

Independently from available solutions we can formulate following special requirements
for an industrial PKI:

e Run in an isolated network, possibly without internet connection.
e Every end device needs a certificate (not only servers).
e Very little to no human interaction when provisioning certificates to new devices.
e Signature verification must be possible on resource constraint devices (regarding memory
and CPU power).
2.3.2 Exemplary PKI

For the purpose of this thesis, we find ourselves in the situation that on one hand, there are
no well established industrial PKI solutions yet, on the other hand, that a quantum resistant
authentication scheme depends on such an infrastructure. Thus we will rely on evaluations
done in research literature in order to sketch out a PKI scheme that can be used for evaluation
in conjunction with quantum resistant hybrid certificates. In [30] the following three trust

models are shown:

o A Web of Trust as it is used in pretty good privacy (PGP).
e The Direct Trust Model where all certificates are installed manually in a trust list.

o A hierarchical PKI where certificates are signed by a root CA and intermediate CAs.

And they come to the conclusion that the Web of Trust and the Direct Trust Model do not
scale sufficiently [30]. Thus we will consider a typical hierarchical PKI with one root CA at the
corporate level and intermediate CAs for each factory plant and assume that the additional
requirements from 2.3.1 can be fulfilled by introducing concepts like the manufacturer and

operator PKI.

2For instance the RA could have rules like "always trust model z from vendor y", it could know the
serial numbers of all purchased devices or there could be a message that a human supervisor has to confirm.
Additionally a log entry can be made to provide an audit trail.
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Figure 6: Exemplary industrial PKI for a company with multiple factory plants.

Figure 6 shows the exemplary industrial PKI that we consider for this thesis. The company
operates one root CA. Every factory plant runs an intermediate CA that is signed by the root
CA. All devices in the factory plant have certificates that are signed by the corresponding
intermediate CA and need to have the root certificate installed. By caching their intermediate
CA'’s certificate, the devices inside the factory plant, between which we expect the majority of
communication, do not need to exchange long certificate chains. Only when devices between
factory plant A and B need to communicate, they have to include their intermediate certificate

into the chain.

2.4 Security Levels

When cryptographic primitive shall be compared or when primitives have to be parametrized
to have an equivalent security, the need to quantize the security of algorithms arises. For
example, when two or more primitives are combined in a hybrid scheme it is desired to have
the same level of security for each algorithm.

This security level is commonly expressed in bits, meaning that an attacker has to perform
at least 2" computational steps in order to break a n-bit secure cipher or hash function with n
bits of output. Symmetric ciphers for which the best known attack is a brute force search over
the whole key space have a security level corresponding to the key length. For hash functions
with n-bit output the preimage resistance security level is also n-bit, because on average we
have to perform 2" calculations, but the collision resistance is usually much lower due to the
birthday paradox.

For asymmetric primitives there are more efficient attacks available than brute force
searches. Therefore we have to relate the security level to the computational steps performed
by these attacks. For example, to achieve roughly 128-bit security for RSA, a key length of
3072 bits is required [31, p.63]. Actually breaking RSA, i.e. solving the RSA problem, is
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not harder than factoring the modulo N = p - ¢ of the public key [32, p.1065|. Similar, the
Diffie-Hellmann (DH) key exchange primitive can be broken by solving the discrete logarithm
problem [33].

The NIST has defined five security levels used in their PQ) cryptography project (see Sec-
tion 2.5.1). Level L1, L3 and L5 correspond to 128-bit, 192-bit and 256-bit security respec-
tively. L2 and L4 are defined as algorithms that can be broken with the same computational
resources as required to find a collision in SHA-256 and SHA-384 [34, p. 16]. These levels will
be used throughout the thesis to compare cryptographic primitives.

Bruce Schneier recommends 128 bit security for the most valuable secrets [35] so at least

for sensor data etc. this security level should be sufficient.

2.5 Post Quantum Cryptography

Today, there exist no algorithms that can solve integer factorization or the discrete logarithm
problem in polynomial time on a classical computer. Nor is there a method to reduce the
number of steps in a brute force search on the keyspace of, for instance Advanced Encryption
Standard (AES) or hash functions.

However two algorithms, designed for quantum computers, tackle these problems, thus
rendering crypto systems based on the above described problems insecure. The first one,
Grover’s search algorithm [36], allows to perform a brute force search with a square root
speed up. This means that the complexity is reduced from O(n) to O(y/n) and the bit level
security of symmetric crypto primitives such as AES or Secure Hash Algorithm (SHA) is
halved. If we want to achieve an equivalent bit level security in a post quantum scenario we
have to double the key sizes. This change in security parameters is feasible and therefore we
can conclude that quantum computers with Grover’s algorithm do not pose a serious threat
to symmetric ciphers and cryptographic hash functions.

On the contrary, Shor’s algorithm is capable of factorizing large prime numbers and solving
the discrete logarithm problem in polynomial time on a quantum computer [1|. Unlike the
solution for symmetric primitives, increasing the key size is a practically ineffective counter
measure. Thus, we have to consider all commonly used asymmetric cryptographic primitives
as broken in a PQ scenario. Table 1 lists the most common algorithms and the effect of
quantum computers on them. The only strategy left is to switch to new algorithms that do

not depend on the difficulty of integer factorization and the discrete logarithm.

The most promising quantum resistant cryptography systems can be divided into four

categories [37] that are explained in more detail in the following subsections:
e Code based
e Hash based
e Multivariate Polynomial based

e Lattice based
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Table 1: Effects of Grover’s and Shor’s algorithm on commonly used cryptographic primi-
tives [37].

Type Scheme Post-quantum
security level

Public key encryption RSA Broken

ECC Broken
Signatures RSA Broken

DSA Broken

ECDSA Broken
Key exchange DH Broken

ECDH Broken

Symmetric key encryption AES-128 64 bit
AES-256 128 bit

Hash functions SHA-256 128 bit
SHA-3-256 128 bit

A fifth category, isogeny based, is also emerging, however is not considered in this thesis

as it is still a very new field.

2.5.1 NIST Post-Quantum Cryptography Project

Different standardization organisations have started to address quantum secure cryptography.
The ETSI’s Quantum Safe Working Group [38] has published several studies on post quantum
scenarios and on quantum safe algorithms, the IETF has looked into some proposals for the
integration of quantum safe algorithms in protocols such as TLS and X.509 certificates [25],
[39], [40] and the US NIST is running their Post-Quantum Cryptography standardization
project [41].

The NIST PQ project’s goal is to specify one or more publicly disclosed digital signature,
public-key encryption and key-establishment algorithms that are secure even in the presence
of a quantum computer by 2024. Therefore, they have asked the public for proposals for
quantum secure key encapsulation methods (KEMs) and signature schemes. The proposals
have undergone vivid discussions among the community of cryptography experts and the
algorithms left in round 2, which is the current status of the project as of writing this thesis,
are promising candidates for future standardized post quantum schemes. Table 2 shows the
17 KEMs and 9 signature schemes in round 2. Due to the progress of the NIST’s project and
the vast public attention it receives, this thesis focuses on the algorithms of round 2 of this

project. Note that NIST did not consider stateful signature schemes.

The following sections will first give some basic insight into the mathematical foundations

of simple examples of each family and will then discuss the specific properties of the NIST
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Table 2: Encryption schemes of round 2 of the NIST’s PQ crypto project.

Type Name Family

Public key encryption BIKE Code

and key exchange Classic McEliece Code
CRYSTALS-KYBER Lattice
FrodoKEM Lattice
HQC Code
LAC Lattice
LEDAcrypt Code
NewHope Lattice
NTRU Lattice
NTRU Prime Lattice
NTS-KEM Code
ROLLO Code
Roundb5 Lattice
RQC Code
SABER Lattice
SIKE Isogeny
Three Bears Lattice

Signatures CRYSTALS-DILITHIUM  Lattice
FALCON Lattice
GeMSS Multivariate
LUOV Multivariate
MQDSS Multivariate
Picnic -
qTESLA Lattice
Rainbow Multivariate
SPHINCS+ Stateless hash

signature algorithms. The KEMs have already been evaluated for the use in OPC UA in a
project [42] preceding this thesis and these results will be used. Therefore only the digital
signature schemes of the NIST PQ project will be reviewed.

2.5.2 Code Based Methods

McEliece suggested the first public key crypto system based on coding theory [43]. The main
idea is to have a general linear code as the public key. Random errors are added to the message
and to recover it we need to decode. In general, decoding is believed to be not possible in
polynomial time [44], however for special codes it is easy. Therefore, the private key contains
information on how to easily decode. Following we give a quick summary how linear codes
work [45, p. 159] and then explain how they can be used for cryptography.

Consider a vector space C' of the dimension k over a binary finite field. This means that
each vector has k entries (k dimensions) and each entry can have either the value 0 or 1 where

1+ 1 =0 (binary finite field). We can encode any binary message of length k as a vector in
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Figure 7: Example of a 3 dimensional vector space over a binary finite field. On each axis we
can only be at either position 0 or 1. The stars mark all possible vectors in this space. Each
star corresponds to a 3-bit message.

C and every vector in C represents a message. Figure 7 illustrates this.

k

0110 - 1) (1)

In order to obtain redundancy, the messages are encoded into vectors of length n with
n > k. Thus the, codewords are vectors in an n dimensional space V. The number of all
vectors in V' is bigger than the number of vectors in C. Hence not all vectors in V' are mapped
to a message.

To easily convert between messages and their corresponding encoded vectors, the message
can be seen as the coefficients of a basis in V. Let’s say b:, s b_;; are k linear independent

vectors in V. Then we find the vector ¢ that represents the message m by

&=miby + ... + myby, (2)

where m represents the first bit of the message etc. Mathematically C' is a subspace of
V with the basis b;...by. An easy notation for (2) is to write the k basis vectors as rows in a

matrix G, called generator matrix, as shown in Figure 8.

n

f_%

0110...1 b,
G-k

1011...0 b,

Figure 8: Generator matrix.

To retrieve the codeword from a message, the message has to be written as a row vector

and be multiplied by the generator matrix:

MG = & (3)

During transmission, an error vector is added to the codeword (¢ = ¢+ €). This means
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that the received vector is not inside the subspace C. To decode we assume that the weight?
of the error vector, i.e. the number of "1’ bits in the vector, is small because it is more likely
that only a few errors have occurred. The goal is to find an error vector with a small weight
that takes us back to a valid codeword.

It is possible to transform G into a (n — k) x n matrix H that can be used to check if a
received encoded message is a vector in the code’s subspace, i.e. if an error has occurred [45,
p. 166]. Therefore the received message is written as a column vector and multiplied by H.

The result of this operation is called syndrom.

He=0 (4)

For valid codewords, i.e. if the error vector has a weight of 0, the syndrom is 0. Otherwise,
the syndrom only depends on the error vector and not on the message. Thus, if we want
to correct errors with a weight < ¢ we can create a table with all error vectors and their
corresponding syndroms. Assuming that the mapping between error vectors and syndroms
is distinct, the procedure to correct errors is to calculate the syndrom of a received encoded
message, matching the syndrom in the table, correct the error in the received encoded message
and then decode. While this is a computationally complex task and might not be possible for
an arbitrary code, there is a way of constructing codes that allow to correct up to t errors,
called Goppa Codes [46]|. It has been proven that efficient decoding algorithms for Goppa

Codes exist.

In order to utilize linear coding for cryptography, the McEliece crypto system firstly creates
a Goppa Code with a k xn generator matrix G that can correct up to t errors. Then a random
invertible k x k matrix S and a random n xXn permutation matrix P are created. The properties
of a permutation matrix are that each row and column contains only a single 1’ entry, the
rest is '0’. When multiplied by a vector, the elements in the vector are permuted but not
changed. Especially important is that a permutation does not change the weight of a vector.

The public key is a generator matrix that is calculated as the product of the three matrices:

G =SGP (5)

To encrypt a message, it has to be multiplied by G and an error vector e with weight ¢
has to be added.

c=mG+e (6)

Because G, in contrast to G, is not a Goppa Code, it is computationally hard to decode
¢. On the other hand with the knowledge of S, G and P it is easy to decode as will be shown

in the following, and therefore these three matrices constitute the private key. To decrypt,

3 For example, the weight of the vector (000101) = 2 because two bits are set. We simply count the number
of ones in a vector.
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the ciphertext is first multiplied by the inverse of P.

=Pt =(mG +e)P 1 =mSG +eP! (7)

Since P! is a permutation matrix it will simply change the position of the "1’ bits in the

error vector, the weight remains the same. Thus we can rewrite (7) as:

d = (mS)G +¢ (8)

and using the Goppa Code G the error €’ can be corrected and (mS) can be decoded.
Finally we multiply by the inverse of S to obtain m.

m=cS ! =mss! (9)

A problem of code based crypto systems is the large size of public keys. While variants of
McEliece, such as the Niederreiter crypto system, can reduce the public key size, it still lies in
the range of 100 kilobytes to several megabytes [37, p. 95]. On the other hand, encryption and
decryption can be performed very fast, since matrix multiplications have a low computational

complexity.

2.5.3 Hash Based Methods

Cryptographic hash functions have the advantage that they are not vulnerable to Shor’s
algorithm since they are not based on factorization or the discrete logarithm problem. The
output size of the hash functions have to be selected large enough to withstand a brute force
search with quadratic speed up due to Grover’s algorithm. While there are no hash based
public key encryption schemes available, it is possible to sign messages using a private key
and verify the signatures with a public key entirely based on a generic hash function. As an

example, the fundamentals of Lamport’s signature system [47] are explained.

First we consider a system that can only sign a 1-bit message. This means the message is
either 1 or 0. The secret key will consist of two random numbers sg and s;. The public key

comprises the hash values of these two random numbers, pg = H(so) and p1 = H(s1).

sk = {so,s1}
pk = {po=H(s0), p1=H(s1)}

If the message '0’ shall be signed, we reveal the secret key sy as the signature and if '1’

(10)

shall be signed we reveal s;. When we want to verify the signature we just have to hash the
signature and compare it to pg for a ’0’ message or p; for a 1’ message.

To sign messages of arbitrary length, we compute a hash over the message and sign the
hash h that produces an output of b bits. h; refers to the ith bit of the hash. To sign the
hash we have to expand the 1-bit system described above to a b-bit system. Therefore, the
private key s is computed as b pairs of random numbers i.e. two random numbers for each

bit of h and 2b random numbers in total. s; refers to the ith pair of random numbers.

29



Message

b-1

by Ih‘*’lh

S S
>

0L 103 | [ €01, 5,11} s 0], 5,011}

public key ... o eoeeeeenemeseasesesessememeseeseemeessessessesemeseeseeseeseeseeseeseeseeseesees

Figure 9: Generation of private and public key for a hash based signature system.

Then for the public key we take each random number of the private key and compute
the hash of each. Analogous to the private key, the public key consists of b pairs of hashes,
each associated with a bit of h. If we assume that always the same hash function is used, the
public key consists of 2b hashes of length b-bit and therefore of 2b? bits. See Figure 9 for a
graphical representation.

Furthermore, to sign a hash h, we look at every single bit h; and use the ith pair of random
numbers of the secret key s; as the signature. When h; = 0 then sig; is set to s;[0] and if
h; = 1 then sig; is set to s;[1]. Hence the signature consists of b secret numbers.

When a signature shall be verified, we take the ith number from the signature, look at h;
and pick p;[0] or p;[1] depending on h;. If H(sig;) = p;[h;] then the verification was correct.
Additionally it has to be ensured that the has h matches the hash of the message.

A major disadvantage of this signature scheme is that part of the private key is revealed
with each signature. Therefore it is only secure when a key pair is used only for one signature.
A solution to the problem is to generate enough key pairs, depending on how many messages
we expect to sign in a certain amount of time. For example at a certificate authority we know
the valid time of a root certificate and we can estimate how many certificates we expect to
sign in this period.

When this scheme is combined with a Merkle hash tree [48, p. 227], it is possible to have
only one public key for all the key pairs that were created. In Figure 10 we have created 8
key pairs and a hash tree for the public keys. The only key we have to distribute is pi5. In
order to verify s; the signer of the message has to show the recipient p1, po, p1g and p14. If
this works out until p;5, the verifier can trust the signature. After signing a message with s;
we can never use it again and have to use s for the next message, thus making the system
stateful.
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Figure 10: A Merkle tree of public keys.
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The effort of maintaining a stateful system might be feasible in some scenarios, however it
seems very impractical to be used to sign messages that are exchanged in IIoT applications.
Goldreich [49] suggested a stateless hash based crypto system which uses huge signature
chains that can be created "on the fly". When a message is signed, a random chain can be
selected and therefore the number of chains just has to be large enough to make it unlikely

to use the same key pair twice.

SPHINCS+ SPHINCS+ [50] is the only stateless hash based signature scheme left in round
two of the NIST PQ project. It improves the ideas introduced above and achieves small private
and public keys, however generates rather large signatures. It can be used with different hash
functions and the authors describe 36 different parameter sets, Table 3 summarizes key and

signatures sizes for security levels L1, L3 and L5.

Table 3: Key and signature sizes of SPHINCS+ in bytes.

Security Level Public-key Private-key Signature
L1 (128 bit) 32 64 8080 — 16976
L3 (192 bit) 48 96 17064 — 36664
L5 (256 bit) 64 128 29792 — 49261

2.5.4 Multivariate Polynomial Based Methods

Solving a set of multivariate quadratic polynomial equations over a finite field in general
is NP-hard. This problem is called M(Q problem or Multivariate Quadratics problem. But
we can find instances of this problem that are easier to solve, thus creating trap doors and

making them useful for public key cryptography [37, p. 193|. Following the wonderful expla-
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nations of [51, p. 162| this section gives a brief overview over the underlying problem and the

construction of multivariate schemes.

Firstly, we define a multivariate quadratic polynomial over a finite field F, as: A polyno-

mial function of multiple variables of the form:

n

p(T1, .y Ty) = Z Vi kT Tk + Z Bjrj + (11)
1<j<k<n i=1

where v; 1, B, a € Fy.

For example a multivariate quadratic of two variables (n = 2) would look like this:

p(x1,®2) = y1,120121 + V1,2 + Y2,2%2%2 + P11 + Poa + (12)
= 71127 + 712 + V2273 + i1 + Bowa +

Basically the v terms are every possible combination of variables where x1x9 = z2x1 and
is combined to one term which is expressed by the constraint 7 < k in the summation.

We can define a system of m multivariate quadratic polynomials of n variables

n
1T,y ey Tp) = Z V1,5,k%; Tk + Z B1,jxj + o
1<j<k<n Jj=1

n
P (T1, 0y ) = E Vm,jkTiTh + E BmjTj + m
1<j<k<n i=1

The set of polynomials is denoted as P = (p1, ..., pm). For encryption we represent the
message as a vector ¥ = (z1,...,2,) € Fy and use P as the public key with m = n, i.e. the
same number of polynomials as we have variables. We evaluate each polynomial of P with
Z as input. This yields n results, one for each polynomial, which we collect in the vector .
Thus we simply write ¥ = P(Z), which is the one way function. It is NP-hard to find 7 if only
the ciphertext ¢ and the polynomials are known.

However, now we must construct a trap door, i.e. a way to reverse that calculation with a
private key. Therefore, we have to find a set of polynomials P’ that are actually easy to invert
and then transform them to a general instance of the problem. The method of constructing P’
differs in the variants of multivariate public key crypto systems, however the transformation
to P is done in the same way. We need to find the invertible affine transformations S and T
The tuple (S,P’,T) compose the private key. The public key P is obtained by applying the

affine transformations to P’. Figure 11 illustrates the trap door.

For decryption we take the ciphertext i/ and apply the inverse affine transform Y = T1(%)
to it. Then we have to find X such that P’(X) =Y. How this is done depends on the concrete

scheme. Finally we do the inverse of the affine transform # = S~1(X) to obtain the plain
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input x

z = (x1, ) T,)
private: S
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‘ ) public:
private: P P = (pl7 ey p,,,)
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private: T
Y

Figure 11: Graphical representation of the trapdoor. The left path via S, P’ and T can be
gone backwards, the path via P not [51, p. 163].

text.
P’'(X) =Y is not always bijective, that means that for a given Y we can find multiple X.
Therefore we have to find all possible X and decrypt to multiple £. Via a checksum we have

to ensure to select the correct Z.

An advantage of multivariate schemes, especially when used for digital signatures are the
very small signature sizes. However, the public keys are very large. So these schemes are
ideal for applications where public keys are rarely distributed, but many messages have to be

signed.

GeMSS GeMSS [52] stands for A Great Multivariate Short Signature’ and is among the
candidates in round two of the National Institute of Standards and Technology (NIST) PQ
project. It is based on the Hidden Field Equations (HFE) cryptosystem and offers very small
signature sizes, however has very large public keys, as can be seen in Table 4. The author’s

claim that verification can be implemented rather fast.

Table 4: Key and signature sizes of GeMSS in bytes. Signature values are rounded to full
bytes.

Security Level Public-key Private-key Signature

L1 (128 bit) 352188 13438 33
L3 (192 bit) 1237964 34070 52
L5 (256 bit) 3040700 75893 72

LUOV LUOV [53] is the abbreviation for Lifted Unbalanced Oil and Vinegar. Compared
to GeMSS it has much smaller public key sizes (see Table 5) but they are still large compared
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to, for instance, lattice based schemes. It is based on the UOV (Unbalanced Oil and Vine-
gar) crypto scheme that was proposed in 1997 but greatly reduces the public key size. The
techniques that are used to reduce the key size are rather new and in 2019 some new attacks
on LUOV were presented [54].

Table 5: Key and signature sizes of LUOV in bytes.

Security Level Public-key Private-key Signature

L1 (128 bit) 11500 32 239
L3 (192 bit) 35400 32 337
L5 (256 bit) 82000 32 440

MQDSS The MQDSS specification [55] does not explain the meaning of the scheme’s name
but one could guess it means Multivariate Quadratic Digital Signature Scheme. Two parame-
ter sets are recommended: MQDSS-31-48 offering L1-L2 security and MQDSS-31-64 offering
L3-L4 security. In contrast to other schemes the public key is very small, however the sig-
natures tend to be large, see Table 6. This is achieved by using pseudo random functions to
generate the keys, so they actually only require a seed for these functions.

In 2019 an attack on MQDSS was suggested [56] that also has been confirmed by the
MQ@DSS team but requires further investigation.

Table 6: Key and signature sizes of MQDSS in bytes.

Security Level Public-key Private-key Signature
L1-L2 (min. 128 bit) 46 16 20854
L3-L4 (min. 192 bit) 64 24 43728

Rainbow The Rainbow signature scheme [57] comes with three parameter sets: Ia, Illc, Vc

and has versions that compress the keys. Table 7 considers the compressed versions.

Table 7: Key and signature sizes of Rainbow in bytes.

Security Level Public-key Private-key Signature
L1 (128 bit) 68100 93000 64
L3-L4 (min. 192 bit) 206700 511400 156
L5 (256 bit) 491900 1227100 204
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2.5.5 Lattice Based Methods

NTRU is one of the widely known public key crypto systems that is based on lattice problems.

As an example, this section gives a high level overview of the system.

All mathematical operations in NTRU are based on the truncated polynomial ring
R =2Z[X]/(x" —1) (14)

Thus, all the coefficients are integers and the highest possible degree is N — 1. Multi-
plication in the ring with symbol * is defined as a cyclic convolution with f and g being
polynomials, f; and g; being the coefficients of these polynomials and % being the coefficient’s

index of the result.

i
fxg= > fi-g; mod ¢ (15)

i+j=k mod N
All operations on the coeflicients are performed modulo ¢, meaning the coefficients are

fr < q for all f.

The parameters for the crypto systems are N,q,p for which ¢ > p and ged(p,q) = 1,
implying that ¢ and p are coprime. In order to create a key pair, the parameters IV, ¢, p has to
be selected and a polynomial f with coefficients {—1,0, 1} have to be chosen at random, such

that the inverse of f modulo p, called f,, and the inverse modulo g, called f; exist. Hence

f*fg=1 mod g¢q (16)

f*fp=1 mod p (17)

The Euclidean algorithm can be used to calculate the inverses. Subsequently, another
random polynomial g with coefficients {—1,0,1} has to be chosen. The private key is f, the
public key h is computed as

h=pfsxg mod ¢ (18)

To encrypt a message it has to be converted to a polynomial m. Since the possible
coefficients are {—1,0,1}, some kind of ternary encoding of the message comes to mind.
Then a random polynomial r with coefficients {—1,0,1} has to be chosen and the encrypted

message is calculated as

e=r+xh+m mod gq (19)
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In order to decrypt the message, it is multiplied by the private key f.

a=f=xe mod ¢
a=fx(rxh+m) mod ¢
a=fx(rxpfy*xg+m) modg (20)

a=fxpfgxr+xg+ f+m modg
a=p-rxg+ fxm mod ¢

where fx* f, cancels out. Because the coefficients of the polynomials except f;, were selected

to be small, mod ¢ has no effect on them. Next a is written mod p instead of mod gq.

b=a mod p
b=p-r*xg+ f*xm modp (21)
b= fx*m mod p

Note that p - r * ¢ = 0 mod p because any multiple of p mod p is 0. From here on, only a

multiplication by f, is needed to recover the message.

c=fp*b mod p
c=fp* f*m modp (22)
c=m mod p

Note that the coefficients of m are in the range [0,p) but they were originally selected
from {—1,0,1}. Thus it is necessary to represent the coefficients in the range [—p/2,p/2) to

obtain the correct message.

qTESLA One lattice based signature scheme among the NIST submissions is qTESLA [58|.
It is based on the Ring Learning With Errors (R-LWE) problem and offers a tight security
reduction which means that it is provably secure. However the two available parameter sets

impose large public keys as can be seen in Table 8.

Table 8: Key and signature sizes of qTESLA in bytes.

Security Level Public-key Private-key Signature
L1 (128 bit) 14880 5184 2592
L3 (192 bit) 38432 12352 5664

Dilithium Dilithium [59] is a signature scheme based on the hardness of the module learning
with errors problem. Table 9 shows key and signature sizes. Note that the bit security is lower
than specified by the NIST for each level [60]. But the authors claim that their calculation

of the bit levels follows a very conservative approach and therefore categorize their algorithm
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in the security categories as shown in the table. However this is still an ongoing discussion in
the PQ project.

Table 9: Key and signature sizes of Dilithium in bytes.

Security Level Public-key Private-key Signature

L1 (100 bit) 1184 2800 2044
L2 (141 bit) 1472 3504 2701
L3 (174 bit) 1760 3856 3366

FALCON The third lattice based signature scheme among the NIST round two candidates
is FALCON. It is a derivate of NTRUsign and focuses on a small public key and signature
size. It achieves this by using NTRU lattices; lattices of a certain structure that allow to
be described with very little data. The key and signature sizes, shown in Table 10, are the

smallest compared to other submissions in the NIST PQ project remaining in round two.

Table 10: Key and signature sizes of FALCON in bytes.

Security Level Public-key Private-key Signature
L1 (114 bit) 897 1281 690
L5 (263 bit) 1793 2305 1330

2.5.6 Available Open Software Libraries

This section discusses the available implementations of the schemes that are currently in round
2 of the NIST’s PQ challenge.

Reference Implementations Every algorithm that is submitted to the NIST P(Q project
must include a platform independent ANSI C reference implementation. The purpose of
these implementations is to have a ’fair’ performance comparison. A common interface for all
algorithms is defined in form of a api.h file. All the reference implementations are available
on the NIST’s website, however most of them do not mention any kind of licensing. Some

reference implementations, such as Falcon, are published under the MIT license.

These implementations are mainly for the purpose of demonstrating the algorithms and

are not meant for productive usage.
Open Quantum Safe The Open Quantum Safe project [61] is an open source software

library, available on Github, that implements selected algorithms mainly from the NIST PQ

project. Currently 9 out of the 17 remaining KEMs and 7 out of 9 signature schemes of round
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two are implemented. Even though it is a C library, wrappers for C#, Go, C++ and Python
are available. The project is published under the MIT license.

The OQS library was also included in an openSSL fork that allows to generate certificates

using some of OQS’ algorithms.

PQClean PQClean [62] is an open source project, also available on Github, that takes
the reference implementations from the NIST project and provides clean implementations of
them. They all have a consistent interface. All the algorithms are organized in folders and do
not require any dependencies. When using PQClean, it is possible to only select the required
algorithms and copy their folders and a common folder directly into a C project. Thus it is
not meant to be build into a library binary but is meant to be used directly as the C source
files.

Each algorithm is individually licensed, where most of them are public domain or under
a MIT license.

PQM4 The PQM4 project 63| uses the implementations from PQClean and additionally
provides optimized versions for the instruction set of the ARM Cortex-M4 CPU family. They
also provide cross-platform optimized versions of some algorithms. Each algorithm included

has the same license as in the PQClean project (either public domain or MIT).

2.6 Hybrid Key Exchange Mechanisms

In this section we define a KEM formally and explain the relevant security notions. A KEM

is defined as a set of three algorithms

1. Key Generation
(pk, sk) < KeyGen()

2. Encapsulation
(¢, k) < Encaps(pk)

3. Decapsulation
k < Decaps(sk, ¢)

The key generation algorithm returns a key pair consisting of a public key pk and a secret
key sk and has no input. The input to the encapsulation function is a public key pk and
it returns a ciphertext ¢ and a shared secret key k. The decapsulation function receives
a secret key sk and a ciphertext ¢ as inputs and returns the shared secret key k or failed
decapsulation. A client would call the KeyGen function and then send the public key pk to
the server. Subsequently the server calls the Encaps function with the public key it received
from the client, stores the shared secret key k for later symmetric encryption and sends the
ciphertext ¢ to the client. The client uses his private key sk and the received ¢ as input to

the Decaps function to obtain the shared secret key k that it now shares with the server.
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2.6.1 Security Notions

The most common security notion for KEMs is indistinguishability under a certain attacker
model, where indistinguishability is defined as an experiment or game that is played between

a challenger and an attacker:

1. The challenger generates a key pair using (pk, sk) < KeyGen()
2. The system calls (¢, ko) < Encaps(pk)

3. The challenger samples ki uniformly random from the key space.
4. The attacker receives ¢ and either ki or kg selected at random.

5. The goal for the attacker is now to be able to tell if he received the correct kg which
corresponds to ¢ or if he received ki1 which was selected at random. The attacker wins

as soon as his probability of being correct is higher than simple guessing ( %)

The attacker models define the abilities an attacker has during the above game. The
most important models are the chosen-plaintext-attack (CPA) and the chosen-ciphertext-
attack (CCA).

CPA The experiment is performed as above and the attacker has no additional information.
He can see the secret key kg1 provided by the challenger and has to decide if it was the correct
one, i.e. the one that was used to encrypt c. He is also able to call the Encaps function by

himself using the public key pk generated by the system.

CCA In the CCA case the attacker has the additional ability to query an oracle to decrypt
any ciphertext except for ¢ (in this case winning would be trivial). For example the attacker

could flip one bit in ¢ — ¢’ and the oracle would return him Decaps(sk, ¢).

Since there are no powerful quantum computers available today it is useful to specifically
model the additional abilities of a quantum attacker. There is a classical attacker, that is
implicitly implied in the current models. Then there is an attacker that stores data today and
uses a quantum computer in the future. And there is a scenario where a quantum computer
is available and the attacker uses it during the whole attack. And in the far future there is the
possibility that end users also use quantum computers and therefore the attacker can query
the decapsulation oracle in superposition [64].

Bindel et. al. [65] introduced a new notation for the different kinds of attackers: X¥Z with
X,Z € {C,Q} and y € {c,q} where C stands for classical and @ for quantum. X describes
the ability of an adversary during the interaction with the oracle, y specifies if the adversary
can interact with the oracle in superposition and Z indicates if the attacker has quantum
capabilities after interaction with the oracle. Note that this fine distinction is only useful in
the CCA case, for the CPA case it is sufficient to specify if the attacker can use a quantum

computer or not. The practical attacker models are |66]:
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C°C The attacker is purely classical, this is the traditional scenario.

C°Q The attacker is classical but will gain access to a quantum computer in the future, after

he finished interacting with the decapsulation oracle.

Q°Q The attacker has a quantum computer available, but can only interact classically with
the decapsulation oracle. This scenario is applicable when only the attacker is quantum
and the other parties use classical computers and is commonly referred to as the post-
quantum setting [67, p. 365] [66].

Q9@ This is a full quantum attacker that can also query the decapsulation oracle in super-

position.

This thesis will focus on the first three models, leaving the full quantum attacker for future
investigation. This is reasonable since we do not have any quantum computer in our system

that an attacker could possibly query in superposition.

2.6.2 Combiners

Section 1.4 of the introduction motivated the use of hybrid crypto schemes: Hedge the bets
when transitioning to new cryptographic primitives. The remaining question is how algorithms

can be combined such that the overall security is not reduced.

To obtain a hybrid KEM, two normal KEMs shall be combined. The new hybrid KEM
consists of the three algorithms GenKeyy, (), Encapsy (pkp,) and Decapsy (skp, cp). Each of the
hybrid algorithms will make use of the two inner KEM’s functions KeyGeng(), KeyGen;(),
Encapsy(pko), Encaps; (pk1), Decapso(sko, co) and Decaps; (ski, c1).

Following we introduce two different methods of combining KEMs, typically called "com-
biner". The security of each of the methods has been proven in [66]. All combiners guarantee
the same security promises as the strongest of the two used KEMs. For example using a C°C-
IND-CCA secure and a Q°Q-IND-CCA secure scheme will guarantee Q°Q-IND-CCA security
for the hybrid KEM. If, after further cryptanalysis, it turns out that the second KEM is not
secure at all, the hybrid KEM still guarantees C°C-IND-CCA security.

XORthenMAC The XOR then MAC combiner is an enhancement of the simple XOR, com-
biner, which generates two ciphertexts cg, ¢; using the two KEMs and combines them as
a tuple to the hybrid ciphertext ¢* = (cg, c¢1). The decapsulation will return two shared
secrets k* = (ko, k1) which will be combined by XORing them. However, even if both
KEMs are IND-CCA secure, the resulting hybrid KEM is only IND-CPA secure [68,
p. 198]. In the IND-CCA case the adversary has access to a decapsulation oracle that
will decapsulate any ciphertext but ¢*. The attacker simply can call the oracle with
(co,cy) # ¢* and (¢}, c1) # ¢* and receives ko ® k and k| @ k1. He can select ¢} and ¢}

such that he knows the corresponding key and then reconstruct ky,.

The XOR then MAC combiner prevents this kind of attack by attaching a MAC to the
ciphertext. Algorithm 1 shows the procedure: In line 2, the public key is split up into
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two individual public keys for the inner KEMs. Each KEM’s encapsulation function
is called separately (line 3 and 4). Both secret keys are split up into a secret key and
a MAC key (line 5, 6). This is done by simply splitting at a certain byte position,
e.g. 16 bytes for k;qc and 16 bytes for k; secretr in case kg was 32 bytes long. The
two MAC keys are then concatenated in line 7 and the secret keys are combined using
XOR. Finally a MAC is calculated over the two ciphertexts (line 10). Thus the returned
hybrid ciphertext is ¢, = (¢*,7) = ((co, 1), 7).

Algorithm 1 XORthenMAC combiner

1:
2
3
4
5:
6
7
8
9

10:
11:

procedure ENCAPSy(pkp,)

(pko, pk1)  pkn

(co, ko) < ENCAPS((pko)
(c1, k1) < ENCAPS; (pk1)
(k(),ma(:a kO,secret) — kO
(kl,maca kl,secret) — kl
kmac = kO,mac‘ |k1,mac
ksecret = kO,secret S kl,secret
c* + (co, 1)

7 MAC(c", kpmac)
return ((¢*,7), ksecret)

12: end procedure

The hybrid decapsulation function then uses the two ciphertexts ¢y and ¢; which it
can obtain from ¢, decapsulates each using Decapsp(co,sko) and Decaps;(c1,sk1) and
verifies the MAC using the decapsulated secret keys. Only if the MAC is correct, the
secret kp, is returned. If at least one of the inner KEMs is IND-CCA secure, the attacker
can not obtain k... This is because for the decapsulation oracle to work, the attacker
has to pass ((¢, ¢1), 7) while it is not feasible to compute the correct 7 without knowledge

of kpmae, assuming an ideal MAC function.

dualPRF A dual PRF (dPRF) is a Pseudo Random Function (PRF) if at least one of its two

inputs are random, i.e. dPRF(k, -) and dPRF(-, z) are PRFs if k¥ and z are random.
The hybrid shared secret can be calculated from the k;, = dPRF(ko,k1). Thus even
if the attacker knows kg he cannot reconstruct ki from kj. Attacks equivalent to the
attack on the plain XOR combiner are not possible and therefore no MAC is required

here.

However in the hybrid scenario we made the assumption that one of the two inner KEMs
might be completely broken. Lets say KEM; is completely broken in such a way that
the attacker is able to retrieve k; from c¢p = (cp,c1). Now it is conceivable that the
attacker is able to find a ¢} # c; that decapsulates to the same k;. Querying the oracle

with (¢, ¢}) is allowed and will return the correct kj,.

In order to mitigate this attack surface, the final shared secret is calculated as kp =
PRF(dPRF(ko, k1), (co,c1)). This has been suggested and proven to be secure by [66,
p. 15].
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2.7 Certificates and Signatures

In this section, the security notions for signatures are discussed. Since the security of certifi-
cates, as described in Section 2.2, solely relies on signature algorithms, the same notions can

be applied to certificates as well.

A signature scheme consists of three functions [65]:

o (sk,vk) < KeyGen(): Returns a secret signing key sk and a public verification key vk.

e o < Sign(sk, m): Takes a message m and the signing key sk as input and returns a

signature o.

e {0,1} « Verify(vk, m, o): Takes the verification key vk, the message m and the
signature o as input and returns 1 (true) or 0 (false) depending if the signature can be

verified or not.

2.7.1 Security Notions

Existential Unforgeability under Chosen Message Attack (EUF-CMA) This no-
tion of security is defined as an experiment in which the challenger generates a public/private
key pair. The attacker gets access to the public key and then is allowed to query an oracle that
will sign any message of the attackers choosing under the generated private key. At one point
the attacker has to generate a signature for a new message that he didn’t query previously
from the oracle. If the signature can be verified under the previously generated public key
the attacker wins the experiment. EUF-CMA security requires that no attacker exists that
can win this experiment within a reasonable time.

Analogous to Section 2.6 the quantum capabilities can be modelled for the attacker, de-
pending at which stage of the experiment he has access to a quantum computer and if the
oracle can be queried in superposition. Using the X¥Z notation, X € {C, Q} determines if the
attacker has access to a quantum computer when he can query the signing oracle, y € {c, ¢}
describes whether the attacker can query the oracle in superposition and Z € {C, @} indicates
if the attacker can access a quantum computer after losing access to the oracle.

In order to query a signing oracle in superposition it is necessary that the oracle is im-
plemented on a quantum computer. This thesis assumes that none of the components of a
system is implemented on a quantum computer, therefore quantum access to the oracle is not

considered.

Non-Separability When two signature schemes are combined to a hybrid scheme the new
security notion of non-separability can be defined [65]. It describes if it is possible for an
attacker to use a hybrid signature to produce a valid signature for one of the schemes the
hybrid scheme was constructed of. For example let Y’ be a hybrid signature scheme composed
of the two schemes Y1 and Y. If a verifier accepts messages that are signed with ¥/ or X1 but

acts differently, depending on what signature scheme has been used, an attacker could try to
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transform a message that was signed using ¥’ into a message that was signed by ;. If the
attacker is not able to do that, ¥’ is said to be 1-nonsep, and 2-nonsep if the same applies for
Y9. More formally this can be defined in an experiment for 7-non-separability: The challenger
generates a hybrid key pair and the attacker gets access to the public hybrid verification key
vkp. Then the attacker can query hybrid signatures for messages of his choosing from an

oracle. Finally the attacker has to output a message m and a signature o such that

1. The inner verify function Verify,() of scheme X, returns 1 (i.e. verification passed).

2. The hybrid verify function cannot distinguish the signature from a signature that was

created using 3, i.e. can be tricked into believing it deals with a legacy signature.

This property is especially important to avoid downgrade attacks.

2.7.2 Combiners

All methods of combining signature schemes that are described below use the same key gen-
eration method; The keys are concatenated: skj < (sko,sk1) and vkp < (vkg,vk;). The
EUF-CMA security of each scheme has been proven under the condition that at least one of
the underlying schemes is EUF-CMA secure [65].

Concatenation The most trivial way of combining signatures is to compute signatures for
the message using the two underlying schemes and concatenate them: og < Signo(sko, m),
o1 « Signi(ski,m), op + (00, 01).

This method does not provide any non-separability. An attacker can use o or o7 as valid
signatures of m for each underlying scheme, without the possibility for a verifier to notice
that the signature was extracted from a hybrid scheme and not generated by an underlying

scheme.

Nesting In this combiner scheme, the message m is first signed by the first inner sign
function: o¢ < Signo(skg, m). The second inner sign function takes the message plus the first
signature as input: o1 < Sign(ski, (m,00)). The hybrid signature again is the combination of
both inner signatures o, < (09, 01). This scheme is 1-non-separable but not 0-non-separable

because o7 is not a valid signature for the message directly (without og).

2.8 Authenticated Key Exchange
2.8.1 Bellare-Rogaway Model

Most pure KEMs are only designed to be secure against a passive attacker, who is only able
to eavesdrop on communication but cannot interfere in message transmission. This attacker
model is not realistic in most cases. In the internet for example, data packets are routed
through many different networks, operated by untrusted third parties.

Bellare and Rogaway introduced a detailed model for key exchange protocols including

an active attacker [69]. The model first defines a set of participants U, and each participant
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U € U has a key pair (pky, sky) assigned. The model assumes that every participant knows
the public key of all other participants. When a participant wants to exchange a key he runs
a session of the protocol denoted as H{]’V. This represents the jth run of a session for user
U and intended communication partner V. Every participant can run multiple sessions in

parallel. Each session has six associated variables:
1. role € {initiator, responder}
2. status € {running, accepted, rejected}
3. sid can be a number or undefined
4. key status € {fresh, revealed}
5. K is the stablished session key or undefined
6. tested € {true, false}

When a key is to be established between two participants, both run a session of the
protocol. Let the two sessions be H%,T for participant S and H]U,V for participant U. Then
S =V, T = U and the sid of both session matches. After running the protocol the session

key K of both sessions also match.

The adversary has full control over the network and has additional influence on the sessions

of all honest parties. He specifically can use the following functions:

NewSession(U, V, role) Create a new session running in U with intended partner V' with

U in the specified role (initiator or responder).

Send(ngv, m) Sends a message to the session. The session will react as if it had received
the message from V. If the session’s status changes to "accepted" and partner V'’s key

has been revealed, this session is also marked as "revealed".

Reveal(H{] v) If the session has the status "accepted", the session key K is returned and the

session is marked as "revealed". If the status is not "accepted", "undefined" is returned.

Corrupt(U) Returns the long term secret key of U, sky. Also sets all sessions where U is

involved to "revealed".

Test(H{,V) This function returns either the session key K of the session or a key randomly
sampled from the key space. It is used at the end of an experiment when the attacker
has to distinguish the session key from a random key. Therefore it may only be called

once.

Based on this model two security experiments can be defined (66|, [70], |[71]:
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2.8.2 BR-Match security experiment

First the long term key pairs for each participant U is generated. Then the adversary receives
all the public keys and has access to the five functions defined above. Subsequently the
attacker looses access to the functions NewSession, Send, Test and only can use Reveal and

Corrupt. At some point the adversary stops. He wins if any of the following is true:

e He was able to trick the participants in such a way that there are two paired sessions(Il.sid =
IT'.sid) that both are not in status "rejected" but that have derived different session keys
(IL.LK # 1II'.K)

e There exist two paired sessions with different intended partners, i.e. H@V and H}'], v
that both have the same sid, one has the role "initiator" and the other has the role
"responder" but U # V' or V £ U’.

e More than two sessions share the same sid.

2.8.3 BR-key-secrecy experiment

As in the previous experiment, key pairs for all the participants are generated and the ad-
versary gets access to all the public keys. Then it is decided randomly if the test function
shall return a random key or the correct key of the session when queried. The attacker does
not know what was decided for obvious reasons. Then the adversary is granted access to
the functions NewSession, Send, Reveal, Corrupt, Test. After a while, the attacker enters
a second stage of the experiment and loses access to the functions NewSession, Send and
Test. The adversary now has to say if the key that would be returned by the test function
is correct or if it was a random key. The attacker is not allowed to test the key of a session
that was revealed or that he will reveal later, i.e. if there is a session that has tested=true

and key status=revealed the adversary looses the experiment.

In summary, both experiments are divided into two stages: In the first stage the attacker
can use all the oracle functions, in the second stage he can only use corrupt and reveal. This
allows to define attackers that have access to quantum computers only in the second stage
of the experiment. They correspond to real active attackers that do not have access to a
quantum computer yet, but might have in the future. The two stages allow to model two
stage attackers (C°C', C°Q, Q°Q) that have different quantum capabilities in each stage.
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3 Methodology

The methodology section explains how hybrid quantum resistant certificates are designed
and how a Python software, that can create these certificates, was implemented. Then, two
modified versions of the OPC UA key exchange protocol, named "Variant One’ and ’Variant
Two’, are shown and we argue why these changes are necessary to make them secure against a
Q°Q attacker while maintaining at least the security of the already used classical key exchange
method. We describe the implementation of both methods and explain how the performance

of the schemes was measured.

3.1 PKI

All hybrid schemes proposed in the following rely on the exchange of multiple public keys per
entity by the means of certificates, where entity refers to the server’s or the client’s identity.

In particular following issues have to be addressed:

1. Two instead of one public key has to be bound to each entity.
2. The certificate has to be signed by a CA using a hybrid signature scheme.

3. Since the certificates are going to be used in the transition phase from conventional to
PQ cryptography it is desired that the conventional signature is non-separable in order

to mitigate the risk of downgrade attacks.

4. Certificates should be backwards compatible such that a legacy software can still make

use of the conventional public key and verify the conventional signature.

The straight forward solution is to define a new certificate format that includes the entity’s
data, the conventional public key, the PQ public key and is signed with a PQ signature scheme.
Over all these data fields including the PQ signature, the conventional signature is computed
and added as shown in Figure 12. Both signatures are generated using the CA’s hybrid private

key, which consists of a quantum resistant and a classical private key.

The PQ signature is directly a valid signature for the data that is signed. However, the
conventional signature is only valid for the data and the PQ signature and thus cannot be
used for just the data, i.e. when an attacker removes the P(Q signature, the conventional
signature becomes invalid. Hence, we say the conventional signature is non-separable. This

hybrid signature scheme corresponds to the nested combiner introduced in Section 2.7.2.

In a typical legacy scenario we can assume two types of systems:

1. Updated systems that are aware of hybrid signatures. They will expect either the
combination of two signatures (hybrid) or a signature using only a classical scheme

coming from legacy systems. They are equipped with hybrid certificates.

2. Legacy systems that are not aware of the hybrid scheme and that use conventional

certificates.

46



entity data

conventional public key

PQ public key

PQ signature

conventional signature

Figure 12: Straight forward approach to hybrid certificates

If an attacker removes the conventional signature and presents this forged certificate to
system 1, it will detect that only the PQ part of the hybrid signature is present and will reject
the certificate, since there are no systems that use PQ only signatures. System 2 will reject
the certificate because it cannot make sense of the PQ signature. Hence we conclude that
non-separability of the PQ signature is not important in our transition scenario.

On the contrary, if it was possible to separate the conventional signature, i.e. to remove
the PQ signature, system 1 could be tricked into believing that it was presented with a legacy
certificate and thus would accept it. This opens the possibility of downgrade attacks and

justifies the need for non-separability of the conventional signature.

3.1.1 Hybrid X.509 Certificates

The certificate format described above is not compatible with the X.509 certificate format [25]
as described in Section 2.2; X.509 was designed to strictly bind one public key to the subject
and to be signed with exactly one signature scheme by the CA. Only the extension field within
the tbsCertificate data allows to add custom data. Following we introduce and compare four
possible designs for hybrid certificates that maintain compatibility with the X.509 certificate

format.

Dual Certificates The most basic method is to issue two certificates, one using a conven-
tional and the other using a quantum resistant public key [65]. Each of them is signed
by the same CA but using a different signature scheme (conventional and PQ respec-
tively). This method has the disadvantage that the two certificates can have different
validity dates as well as that they have to be handled individually. All systems need
to maintain both certificate versions and have to know when to use only a conventional
certificate for legacy systems and when they have to use both. Also the file size of

both certificates combined is larger than necessary because all the subject and issuer
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information is duplicated. It does not provide any non-separability.

One advantage is that after a transition to PQ-only cryptography, it is very easy to

discard the conventional certificates.

Concatenation The Open Quantum Safe project concatenates keys and signatures [17].
Therefore a new hybrid algorithm is defined with a new Object Identifier (OID), for
example the combination of RSA and Dilithium would get its own OID assigned. Then
the two public keys are byte wise concatenated and now represent a "single" key of the
new scheme and therefore can be added to a X.509 certificate. Software that processes
these certificates must be aware of the new OID and would then know the signatures and
public key lengths. With this information they could retrieve each individual key /signa-
ture. This approach does not offer any non-separability in a strict sense, both signatures
are valid for the tbsCertificate data. However, the data contains two public keys which
could be used to detect a missing signature. While this approach is compatible with
X.509, it is not backwards compatible since legacy systems can not recognize the new
OID.

Nested Certificates A derivate of the dual certificates is to embed one certificate into an-
other certificate as a custom extension [65]. First, a certificate with a PQ public key
and a PQ signature is generated, which we consider the inner certificate. Then a second
certificate with a conventional public key is created, called the outer certificate. The
byte representation of the inner certificate is stored in a custom extension of the outer

certificate. Figure 13a illustrates the resulting hybrid certificate.

In this approach the, subject data is still duplicated. However the whole certificate is
backwards compatible if the extension is flagged non-critical. A legacy software would
ignore the custom extension with the inner PQ certificate and verify the outer conven-
tional certificate. The inner certificate can be separated and used by itself, however the

outer certificate is non-separable because the inner certificate is part of the signed data.

Custom Extension To avoid the overhead of the duplicated subject fields, it has been pro-
posed to only store the additional public key and the additional signature in two custom
extensions [72] as can be seen in Figure 13b. This leads to the problem that the addi-
tional signature must be computed over tbsCertificate but is part of the tbsCertificate
data block itself. We consider finding such a signature impractical®. An experimental
openSSL fork for hybrid certificates [73] solves this issue by filling the inner signature
with zeros first. Then the inner signature is computed and replaces the zeros before the
whole certificate is signed in the conventional way. When the inner PQ signature shall

be verified, first the inner signature data is copied into a temporary buffer and then the

4 This reduces to an interesting problem: Find a bit string « such that
sign(datal|z) = x.

It is not clear if such an = exists how it can be found. For this thesis we prefer to go the ’engineer’ way as
proposed in this section.
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(a) Nested Hybrid Certificate (b) Hybrid Certificate with extension fields

Figure 13: Two methods of using extension fields to created X.509 compatible hybrid certifi-
cates.

data in the certificate is replaced with zeros. Now the tbsCertificate data looks the same
as when the signature was calculated. By flagging the extensions non-critical, a legacy
system can verify the certificate as a conventional certificate. The inner signature can

not be removed and therefore the conventional outer signature is non-separable.

Table 11 compares the four schemes. PKI Management describes the expected overhead
due to having duplicated subject, issuer and validity information. The last proposed method
of embedding the second public key and signature into a custom extension comes very close
to the ideal hybrid certificate described in the introduction to this section and therefore was

selected to be used in experiments in the scope of this thesis.

Table 11: Comparison of hybrid X.509 certificate schemes. @= good; O= bad; ©= acceptable.

Backwards  Size Non-Separability PKI

Compatibility Management
Dual Cert. © @) O O
Concat. O [ [ D) L
Nested [ ) O  J ©
Custom Ext. ] © [ ] L d
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3.1.2 Implementation

Within the scope of this thesis, two available open source hybrid certificate software packages
were investigated. However, as the following shows none of them are flexible enough to be
used in this project.

The open quantum safe (OQS) project [17] offers an integration into openSSL. It can also
create hybrid certificates, but it uses the ’Concatenation’ method only. A fork of the OQS
openSSL project 73] uses the preferred ’Custom Extension’ method but is limited to the
Picnic and qTesla signature algorithms that produce very large key and signature sizes (see
Figure 20). Both projects are implemented in C and the last one also has a version in Java
using the Bouncy Castle crypto library.

Due to these limitations we decided to create a new software package that can create hybrid
certificates as needed for the thesis’ experiments. For rapid implementation, the software is
written mostly in Python 3.6. Figure 14 shows the components of the program that we named
ccreator. A library that contains all the needed PQ cryptography functions was written in C
by including the sources of the PQClean project. These C-files were compiled and linked into
a shared object binary called libhybrid_ crypto.so. To use it in Python, a ctypes wrapper was
created that exposes a class for each of the algorithms Dilithium2, Dilithium3, Dilithium4,
Falcon512 and Falcon1024 (see Section 3.3 for the selection of cryptographic primitives). Each
class provides three methods to generate key pairs, to generate a signature and to verify a

signature.

PQClean

hybrid _crypto.py ¢ source files

(ctypes wrapper) . header files
inchide

libhybrid _crypto.so LA

(written in C) additional DERObjects.py

import

pyCryptodome ccreator.py

Figure 14: Architecture of the hybrid certificate creation program

The software must be able to create the X.509 certificate structure (as shown in Figure 5)
from scratch and freely manipulate all the fields. For example, we want to be able to set

the subject and issuer field. It is also required to represent a certificate as well as each field
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in its binary form according to DER. All reviewed cryptography libraries that are able to
create X.509 certificates do not offer this flexibility®. Therefore classes for each constructed
field were created. For instance a certificate is represented by the class DerCertificate and has
the attributes tbsCertificate, signatureAlgorithm and signature Value which in turn are also
represented by their corresponding class. All the classes are inherited from the virtual class
DerObject. Figure 15 shows a detail of the class diagram.

The base class DerObject has the virtual method Encode() that returns a byte-string
representing the object. In the case of the DerCertificate, the Encode() method calls the
implementation of the Encode() method of all of its attributes and concatenates them to a

DER sequence®.

DerObject DerTbsCert

+Encode(): byteString -serialnumber: DerInteger

 Decode(byteString): void \A -version: DerInteger

X] -publicKey: DerPublicKey

-extensions: DerExtensions

DerCertificate

-tbsCertificate: DerThsCert «*
-signatureAlgorithm: DerSigAlgo

-signatureValue: DerBitString

Figure 15: Simplified class diagram of the DER classes

For example, to compute the signature of a certificate, we could call the Encode() method
of the tbsCertificate to retrieve the binary data that we want to sign, then pass this to the
signature algorithm and write the result to the value attribute of the certificates signature Value
attribute as sketched out in Algorithm 2. Some of the more basic DER objects could be
used from the publicly available pyCryptodome library and the additional DER objects were
implemented in the file additional DERObjects.py.

Algorithm 2 Signing a certificate object

1. binaryMessage = certificate.tbsCertificate.Encode()

2: signAlgo = Dilithium2()

3: signature = signAlgo.sign(binaryMessage, secret key)
4: certificate.signatureValue.value = signature

Each algorithm is identified in X.509 by its unique OID. The OID is a hierarchical naming
scheme managed by the International Telecommunications Union (ITU) and the International
Organization for Standardization (ISO) [74]. Since no OIDs are specified yet for the algorithms
in the NIST PQ project, we use arbitrary values for experiments within this thesis. They have

’N.B.: The Java library Bouncy Castle was found to offer the best functionality when dealing with low
level certificate manipulation. However due to a lack of Java coding practice we decided against using this
library.

5A DER sequence consists of a header byte that identifies it as a sequence, plus a few bytes indicating the
length then followed by the binary representation of the objects in the sequence
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to be replaced as soon as they are officially specified.

When the extension fields of an X.509 certificate are parsed, the extension is also identified
by their OID. If a system does not recognize the OID of an extension, it will check another
field that specifies if the extension is critical. If this is false, i.e. the extension is non-critical
the system will ignore the extension. This will happen for example if a legacy system tries to
parse any of the new extension OIDs of Table 12. Figure 16 illustrates where the extension
OID and the algorithm OID is used.

Table 12: Additional OIDs used in this thesis.

OID Object
Extension Identifier 1.2.3.413 Hybrid Public Key Info
1.2.3.412 Hybrid Signature
Algorithm Identifier 1.3.6.1.4.300.1 Dummy

1.3.6.1.4.100.2 Dilithium 2
1.3.6.1.4.100.3 Dilithium 3
1.3.6.1.4.100.4 Dilithium 4
1.3.6.1.4.200.1024 Falcon 1024
1.3.6.1.4.200.512  Falcon 512

1.3.6.1.4.300.1 Kyber 512
1.3.6.4.300.3 Kyber 768
1.3.6.4.300.5 Kyber 1024
Extensions currentExt = getNextExtension() ;
Extension 1 *
I isCritical: Boolean | knownOID (currentExt.identifier)
| identifier: OID | hybrid public key
algorithmlId: OID
o 3 _,/
value: byteString publicKeyValue: byteString true process(currentExt.value)
false
Extension 2 v
I isCritical: Boolean | currentExt.isCritical

| identifier: OID | hybrid signature
algorithmId: OID
false
value: byteString | -
signatureValue: byteString

true

reject certificate

Figure 16: Shows the extension object that resides inside the tbsCertificate object. The value
of an extension is just binary data. However with the knowledge of the extension identifier
we know how to decode that data.

The following set of 7 certificates has been created for each signature algorithm that was
tested.

e A self signed certificate for the root CA called root
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e Two application certificates that are signed by root and are called root signed 1 and

root_ signed_ 2.

e Two intermediate CA certificates, called intermediate 1 and intermediate 2 each of

them signed by root.

e Two application certificates signed by intermediate 1 and intermediate 2 called inter-

mediate signed_ 1 and intermediate signed 2.

3.2 Key Exchange Mechanism in OPC UA

In order to simplify the security analysis of the secure channel, we divided it into the key
establishment phase and the data transmission phase. The goal of the first step, the key
establishment, is to derive a secret key, shared by both parties while providing BR-Match and
BR-Key-Secrecy security. In the second step this shared secret is used to provide authenticity
and confidentiality to the data transmission. Figure 17 illustrates the two phases. Both steps
are assumed to be secure against conventional attackers (C°C') which was the initial design
goal of OPC UA and which has been shown by several studies [13], [14], [75].

Another simplification is the assumption that as soon as an adversary becomes quantum,
he has access to RSA private keys. This is reasonable since via factorization using Shor’s

algorithm the attacker calculates the private key from the public key.

N
open securc. channel make this

(key establishment) quantum resistant

shared secret 7

N

data transmission already

using AES and HMAC s quantum resistant

J

Figure 17: The secure channel can be seen as a two step process: First a shared secret key is
established and then it is used in the secure channel.

First we analyse the second step, the data transmission through an established secure
channel. ’Established’ means that both parties already share the same secret key. When
using the security policy Basic2565ha256, the following symmetric cipher suite is used:

e AES with 256 bit key length to encrypt and sign messages.

e Sha256 for hashes and as basis for Keyed Hash Message Authentication Code (HMAC).

Shor’s algorithm is not applicable to symmetric schemes and Grover’s algorithm is only
able to half the bit level security. Therefore, the above primitives still provide 128 bit of

security against a Q@) quantum attacker, which we consider sufficient. Hence, we can use the
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data transmission part of the secure channel as provided by OPC UA in a PQ scenario, given
we select the proper protocol parameters. Hence, from here on we will focus the analysis on

the key establishment process only.

The key establishment as described in Section 2.1.3 is based on the security of RSA. C°Q-
BR-Key-Secrecy is completely broken as following shows. In the experiment we have two
parties that participate in the protocol: The client denoted as C' and the server denoted as S.
During setup of the experiment, public and private keys are generated for both parties. The
server’s key pair is denoted as (pkg, skg) the client’s key pair as (pkc, skc).

The attacker will call NewSession(C, S, "initiator") which will cause C' to generate
a random value called Noncec, encrypt it using pkg, sign it using skc and send it to S.
The adversary stores the encrypted message for later. Upon reception the server will start
its own session of the protocol, paired with C’s session. He will generate a random number
Nonceg, encrypt it using pkc, sign it using skg and send it to the client. Again the adversary
intercepts and stores the message for later use. At this point the attacker is not quantum
yet, therefore cannot decrypt the messages. The two sessions of the server and the client
have become paired sessions. They both are using the same session identifier sid and have
derived the same key K. The attacker finally calls TEST() on any of the two sessions and
stores the resulting key. Now we enter the second stage of the experiment, where the attacker
gains access to a quantum computer and therefore gains knowledge of skg and skco. He then
proceeds to decrypt the two previously stored messages and uses Noncec and Nonceg to
derive the key. The attacker easily wins the experiment by comparing the derived key with

the stored result from the test function.

C°Q-BR-Match security is still given. The access to a quantum computer in the second
stage does not give any advantage to the attacker since he is not allowed to interfere with
the protocol any more because this would require access to the functions NewSesssion()
and Send(). This insight becomes trivial considering that authentication cannot be broken
retroactively.

A Q°Q attacker however can also break BR-Match security. With knowledge of the private
keys in the first stage of the experiment, he can decrypt, alter, re-encrypt and sign any message
he wants. Thus he could for instance answer to all messages of a client pretending to be the
server. Finally the client would have a session de g while there is no corresponding session

in the server, but the attacker would have a paired session 1T’ -

Next, we propose two different additions and changes to the original OPC UA secure
channel establishment mechanism in order to gain resistance to quantum attackers. The first
version is very close to the original OPC UA approach and achieves BR-Key-Secrecy and BR-
Match security. The second variant uses a generic authenticated key exchange method and
achieves BR-Key-Secrecy, however BR-Match security can only be guaranteed under certain
conditions. Both methods rely on a Q°Q-IND-CPA KEM. The evaluation and selection of
such a KEM was done in previous work and both variants are based on the results of this
work [42].
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Before the schemes are explained we introduce the notation used:

certg Describes a certificate where V € {H, @, C} specifies if it is a classical certificate (C),
a PQ certificate (Q) or if it is a hybrid certificate (H). U states the subject of the

certificate, usually S for server or C for client, but is not limited to those.

(pk;, ski;) Public/private key pair, where V € {@, C} indicates if the key is used in a con-
ventional or in a PQ scheme and U € {S,C, E} describes if the key is associated with
the server (5), the client (C) or if it is an ephemeral key (E) that was just generated

for a single connection.

CZ Cipher text that is generated by a KEM, where V' € {Q,C} indicates if it is a classical
or PQ scheme and U indicates who’s private key was used to generated the ciphertext

(client C or server S), i.e. who the intended recipient of the ciphertext is.

H(-) Cryptographic hash function.

ag(-) Signing function. V' € {Q, C} determines if it is a conventional or a quantum resistant

signing function and U specifies who's private key was used, i.e. who signed the message.

3.2.1 Variant One

In the previous work, it was proposed to add a quantum resistant KEM. Therefore, following

steps are added to the original key establishment process.

e The client C generates a quantum resistant ephemeral key pair (ka, sk:g)

e ( creates the openSecureChannelRequest message and includes pkg. The public key is

also signed with the conventional signature scheme, because it is inside the message.
e The server S receives the openSecureChannelRequest and extracts pkg.

e S calls the Encaps(pk:g) function of the KEM which will return a ciphertext cg and a
secret value s. s serves the same purpose as the OPC UA nonces as they will be used

to derive the shared key later on.

e S calculates a MAC in order to implement the XORthenMAC hybrid scheme and adds
cg and the MAC to the openSecureChannelResponse. Both are included in the data

that is signed using the classical scheme.

e ( decapsulates cg and retrieves s, verifies the MAC and now knows the additional input

for symmetric key derivation.

This scheme protects against a C°Q attacker: In the first stage where the attacker is
allowed to interact with the participants and their messages, the attacker has no access to a
quantum computer and therefore conventional primitives are considered secure. In the second

stage the attacker cannot interact with the messages any more and must rely on data collected
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in the first stage, however he has access to a quantum computer and can break conventional
primitives which can be simplified as giving the attacker access to the conventional private
keys. Since the Open Secure Channel Request (OSCRq) and the Open Secure Channel Re-
sponse (OSCRp) are both secured with conventional signatures, the attacker can not alter or
spoof messages in the first stage. But he can store all the messages that are exchanged and
pass it to the second stage of the experiment. In the second stage the attacker can decrypt
the server and client nonce but cannot decipher c%. Therefore, he is missing one input for
the Key Derivation Function (KDF) and cannot obtain the shared secret and therefore C°Q-
BR-Key-Secrecy is provided. Since BR-Match security can only be broken in the first stage,
the C°Q has no advantage over a conventional C°C' attacker for whom the secure channel key

establishment was designed and which is already assumed to be secure.

Next, we show that this scheme does not provide any BR-Match or BR-Key-Secrecy
security against a Q@) attacker: Here the attacker has knowledge of the conventional private
keys even in the first stage of the experiment using his quantum computer. This means that
he can alter any message and recompute a valid signature. In the first stage, the attacker
intercepts the OSCRq message. He then replaces pkﬁj2 with ka, a new public key that the
attacker has generated himself and thus knows the corresponding private key. The server

then continues to create a secret s and a ciphertext C% using pkzg. The attacker intercepts the

OSCRp and is able to decrypt cg and thus can compute the same session key K as the server.
Then he uses the original public key pk% to encapsulate a new secret s in the ciphertext c%
and sends this ciphertext within the OSCRp back to the client. The client will use s to derive
a secret K that the attacker also can compute because he knows all the inputs to the KDF.
Both sessions in the client and server will reach the status 'accepted’ but the session keys are
different, i.e. K # K. Therefore the attacker has broken BR-Match security. The attacker
passes K and K to the second stage of the experiment and calls the test() function. He can
now compare the returned key to K or K depending on which session he called the test()

function and can always win the experiment. Thus BR-Key-Secrecy is also broken.

Following we propose a modification of the above protocol in order to achieve BR-Match
and BR-Key-Secrecy security against a Q°@) adversary. Therefore we analyse how the possi-
bilities for an attacker change when we switch from C¢Q to Q°Q. The important difference
is that the C°Q attacker cannot act actively because he is not able to break the conventional
signature scheme. Thus if we replace this signature scheme with a Q¢Q-EUF-CMA secure
scheme, the Q¢ would find himself in the same situation during the first stage of the ex-
periment as the C°Q) attacker in the unmodified protocol. To achieve that we propose to
use a hybrid signature scheme to sign the OSCRq and the OSCRp utilizing a concatenation
combiner. This combiner does not provide non-separability, however this security feature does
not bring any advantage here. The additional quantum resistant signature is calculated over
the original message and is then appended after the conventional signature. The additionally
required public key for the quantum resistant signature scheme is transported by the means of

a hybrid certificate as detailed in Secction 3.1. Figure 18 shows this approach schematically.

56



Client Server

H
certy

getEndpointsRequest
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Figure 18: Keeping the addition of a hybrid KEM and adding quantum resistant hybrid
signatures to the messages. The conventional certificates are replaced by quantum resistant
certificates.

Summarizing the rational behind the protocol modification: On an abstract level we keep
the protocol how it is, but replace the conventional primitives with hybrid primitives and
therefore gain confidence that the protocol is still secure.

As Figure 18 also shows, each message contains a hash over the receiver’s certificate, in
OPC UA terminology called a thumbprint. This measure thwarts a specific identity mismatch
attack [76]: Consider a client C, a legitimate server called S and a malicious server called
M. M can use his identity and S’ public key to obtain a certificate from a RA. This would
work if we assume that the RA does not request a proof of possession of the corresponding
private key. The attacker could now trick the client into connecting to him and present him
his certificate with S’ public key. C' would think he is talking to M. M however can forward
all traffic to S. Eventually C' and S would agree on a shared secret, however C' would think
that he speaks to M7. However if the server S compares the thumbprint to his own certificate

he would notice the attack and would reject the connection.

3.2.2 Variant Two

An alternative way of creating a hybrid authenticated key exchange protocol that only relies
on a KEM [77] and does not require hybrid signatures is depicted in Figure 19. This is a
generic key exchange protocol, where the hybrid certificate’s PQ public key is actually the

public key for the KEM and not a signature scheme key, as in the previous protocol. Once

7 In the context of OPC UA this poses a real life risk: Imagine two companies A and B that run industrial
systems and are competitors. Both companies are customers of a third company C' which offers remote support
services. A and B grant access for C to all their systems because they trust C. Now A calls C' and asks them
to remotely log into his system and issue a shutdown command. However, A forwards all commands to the
system of company B. In summary, A has successfully tricked C to shutting down B’s system.
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the client has received and verified the server’s certificate, he uses the server’s public key to
encapsulate the secret value s¢ into the ciphertext cg. The server does the same with the
client’s public key pkzg which he retrieves from the client certificate certg . Additionally, as
in the previous protocol, an ephemeral secret is exchanged and the steps of the conventional
OPC UA protocol, such as client nonce and server nonce creation and encapsulation into cg

and c{, are performed (not shown in Figure 19).

Client Server

cert!

-t

getEndpointsResponse

c¢,sc=Encap®(pk3) | my=[cert! ,H (cert!),cS,c2, pk?,MAC], o< (m,)

openSecureChannelRequest
- Q Q Q
sc=Decap®(sk2,c})

Q — Q Q
m,=[cert, H(cert),cS,c2,¢2, MAC], 0% (m, )| €¢»Ss=Encap®(pk¢)

openSecureChannelResponse

s¢=Decap®(skZ,c2)

Figure 19: Additional steps in variant two of the key exchange protocol.

The combination of conventional and quantum resistant keys is done by utilizing the XOR
then MAC technique. Therefore a MAC over the ciphertexts is computed. For the OSCRq,
this is MAC(cgﬂcg,kzmac,C) and for the OSCRp it is MAC’(chchcg,kmaqg), where ||
denotes byte wise concatenation. The symmetric MAC keys Kyqc,c and kpqe,s are derived

from the symmetric keys that are encapsulated. They are combined using XOR.

The main changes in this variant of the key establishment are:

e The size of hybrid certificates changes: Instead of the public key of a quantum resistant

signature scheme it now contains the public key of a quantum resistant KEM.

e The messages that are exchanged between client and server do not have to be signed by
a hybrid scheme. Thus we do save the bytes that were used for the quantum resistant

signature part and save the computing time for hybrid signature generation.
e But we add an additional ciphertext from the KEM in each message.

e And we have to perform an extra encapsulation and decapsulation operation on server

and client each.

As the results section will show this can lead to a gain in performance depending on the

actually used schemes.

While the security of this key exchange is guaranteed in the Canetti-Krawczyk model [77]
it is easy to see that it cannot hold BR-Match security against an Q€@ attacker. Let’s assume

that in the first stage of the experiment, the adversary alters the ephemeral public key pk%2

to pkg in the OSCRq. In the OSCRp the adversary replaces c% with cg = Encaps(pkg).
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This would lead to server and client deriving different shared secret keys H}J, g-K # H}S‘,C'K
without them noticing, subsequently changing their status to ’accepted’ and thus breaking
BR-Match security. Note that this does not break BR-Key-Secrecy, because the attacker is
still missing the secret values that were generated using client and server’s long term public

keys pkg and pk‘g.

3.3 Selection of Cryptographic Primitives

The described protocols rely on the following generic quantum resistant primitives:

o A KEM

e A signature scheme

In order to implement prototypes and to conduct experiments it is necessary to select
concrete primitives. As mentioned in Section 2, the algorithms proposed in the NIST PQ
project round 2 were considered.

For the KEM we did not do a separate evaluation and relied on the results of the pre-
decessor project [42]| that implemented and evaluated an unauthenticated key exchange in
OPC UA. The Kyber KEM [77] with the parameter sets Kyber-512, Kyber-768 and Kyber-
1024 were used. Each parameter set was selected to match with the security level of the used
signature scheme.

As a primary selection criterion for the signature scheme we used the public key size
and signature size of the scheme. This decision is based on a peculiarity of the OPC UA
protocol that requires the messages in the openSecureChannel key establishment process to
be transmitted in one message chunk [23, p. 48|. This means that no fragmentation in the
OPC UA TCP transport layer can occur. Note that this effect is limited to the transport layer
that is defined by OPC UA and thus fragmentation on any lower layer (such as the TCP or
Ethernet layer) is allowed. However the standard does not specify the maximum size of such
a chunk, it only requires the implementations to provide a chunk size of at least 8192 bytes
but it could be more depending on the lower networking layers used. For the measurements
we relaxed this hard criterion and assumed a chunk size of at least 16 kiB. However this 16 kiB
also accounts for the payload data, the conventional signature data as well as the public key
and ciphertext of the Kyber KEM. This allows a future work to also see which cryptographic
schemes are only slightly above the maximum size and might be useful in combination with
other protocol changes.

In proposed "Variant One’, adding a quantum resistant signature scheme requires an addi-
tional signature in each exchanged message and an additional signature as well as an additional

public key in the certificate. Hence for the size comparison following metric was used:

publicKeySize + 2 - signatureSize (23)

Figure 20 clearly shows that Dilithium and Falcon are best suited considering their pub-

lic key and signature size. Additionally a performance investigation study for authenticated
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PQ handshakes in TLS comes to the same conclusion [78]. The L1 variants of MQDSS and
SPHINCS+ have sizes that would fall within the 16 kiB limit, however, it was decided to
exclude them from the experiments because they don’t allow a margin for additional data
and conventional signatures and public keys which also have to be included in the openSe-

cureChannel messages. Table 13 shows the corresponding sizes in bytes.

Additional Data for PQ Schemes
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Figure 20: Additional data needed per PQ signature scheme and security level. Note that for
each scheme only parameters for certain security levels are available.

Table 13: Additional data required per signature scheme. Size in bytes. Note that not all
schemes offer parameters for all security levels.

Dil. Falcon GeMMS LUOV MQDSS Picnic qTESLA Rainbow SPHI.

L1 5272 2112 352446 23239 13004 27636 20064 58272 16192
L2 6874 - - 71137 - - - - -
L3 8492 - 1238786 164440 23 892 59 548 49760 207056 34176
L5 - 4453 6081835 - - 109528 - 492 344 59 648

Our conclusion is to use Dilithium and Falcon with all their available parameter sets to
build prototypes for the above presented key exchange protocols and conduct the performance
evaluation based on them. The parameter sets that provide higher security levels than needed
(>128 bit) are investigated because the NIST P(Q project is still ongoing and it can be possible
that the security levels might change in the future.

3.4 Prototype Implementation

3.4.1 Variant One

The authenticated hybrid key establishment scheme was implemented into the open source
OPC UA library open62541, which is available on Github. The source code contains an
example folder which in turn contains an encrypted server and client. The client establishes a

secure channel with the server, opens a new session and retrieves the current time and date.
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Then the client closes the secure channel and terminates. This setup was used for all the

conducted experiments.

The unauthenticated quantum resistant key exchange was already implemented and only
had to be merged into the most current version of open62541. Modifications that were imple-

mented within the scope of this thesis are:

e Handling of hybrid certificates. For this we can take advantage of the modular structure
of open62541. Internally, a function pointer references a single method that verifies
certificates. The function itself resides in a plugin, which is realised in an external c-file.
A new function to verify hybrid certificates was created and the function pointer was

adjusted accordingly.

e All secure channel related functions are organized in a security policy. Therefore, a
security policy data structure object acts as an interface providing function pointers to
signing, verify, encryption, etc. functions and additionally stores context data such as
private and public keys. In the concrete implementation this is a C-struct with function
pointers and context data variables. The server can support multiple security policies.
The OSCR(q sent by the client contains a field that specifies the security policy the client
wants to use and the server selects the matching security policy and from there always
uses the callback functions associated with the policy when cryptographic functions are
needed. We copied the existing security policy Basic2565ha256, renamed it to Hybrid
and modified some of the function pointers to point to new functions that are described

in the following.

e Open62541 makes use of a data structure that represents a channel. A pointer to this
data structure is passed as a parameter to all relevant functions. The channel stores all
context data of a channel such as the exchanged certificates, derived symmetric keys, a

pointer to the used security policy, etc.

e A function that signs messages. The original asymmetric function was copied and
modified in such a way that it adds another quantum resistant signature at the end of
the message buffer. The size of the message buffer, located in the security policy was

adjusted accordingly.

e Analogue to the signing function, a verification function that recognizes hybrid signa-
tures and verifies them had to be implemented and referenced in the Hybrid security

policy.

e Minor changes in the core source code due to changed interfaces, for example to support

two private and public keys.

e All cryptographic functions were implemented in a separate library file, that was also

used by the certificate creation Python program (see Section 3.1.2).
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Figure 21 shows an overview of the modular design. The library libhybrid crypto.a is the
same as the one used for the certificate creator Python software but it is statically linked into
the OPC UA server and client. The plugins have access to certain secure channel context
objects that contain data such as the root certificates and the private keys that are needed,

however, this is not shown in Figure 21.

Plugins
Hybrid
| verify _hybrid(char* data) =<
| sign__hybrid(char* data) =< Core open62541 code
Security Policy

A

verify*()

sign*()

PKI —l verify _certificate™() |
|

verify _cert_hybrid(char* cert) [

channel

securityPolicy™

include

libhybrid _crypto.a

Figure 21: Modular structure of open62541.

libhybrid crypto.a This library is mainly an interface wrapper around the signing func-
tions from the PQClean library. The relevant source code of PQClean was directly copied
into the libhybrid crypto project folder.

The listing shows the interface of the library, exposing a keypair generation, a verify and

a sign function for each signature scheme in each parameter set.

int dilithium2_keypair(uint8_t *pk, uint8_t *sk);

int dilithium2_sign(uint8_t *sig, size_t *siglen, const uint8_t *m, size_t
< mlen, const uint8_t *sk);

int dilithium2_verify(const uint8_t *sig, size_t siglen, const uint8_t *m,

— size_t mlen, const uint8_t *pk);

int dilithium3_keypair(uint8_t *pk, uint8_t *sk);

int dilithium3_sign(uint8_t *sig, size_t *siglen, const uint8_t *m, size_t
< mlen, const uint8_t *sk);

int dilithium3_verify(const uint8_t *sig, size_t siglen, const uint8_t *m,

<> size_t mlen, const uint8_t *pk);
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int dilithium4_keypair (uint8_t *pk, uint8_t *sk);

int dilithium4_sign(uint8_t *sig, size_t *siglen, const uint8_t *m, size_t
< mlen, const uint8_t #*sk);

int dilithium4_verify(const uint8_t *sig, size_t siglen, const uint8_t *m,

<> size_t mlen, const uint8_t *pk);

int falconl1024_keypair(uint8_t *pk, uint8_t *sk);

int falcon1024_sign(uint8_t *sig, size_t *siglen, const uint8_t *m, size_t
< mlen, const uint8_t *sk);

int falcon1024_verify(const uint8_t *sig, size_t siglen, const uint8_t *m,

— size_t mlen, const uint8_t *pk);

int falconb512_keypair(uint8_t *pk, uint8_t *sk);

int falconb12_sign(uint8_t *sig, size_t *siglen, const uint8_t *m, size_t
< mlen, const uint8_t *sk);

int falconb512_verify(const uint8_t #*sig, size_t siglen, const uint8_t *m,

— size_t mlen, const uint8_t *pk);

Open62541 uses the cryptographic library mbedtls [79] for all security relevant operations
including the conventional verification of certificate chains. Therefore, the certificate chain
and the trusted root certificates are passed to a verification function provided by mbedtls.
The verification function of mbedtls allows to provide a callback function as a parameter
that will be called after each certificate in the chain was verified. We use this mechanism
to implement the hybrid signature verification functionality. Inside the callback function we
have access to the current and the previous certificate in the chain. To verify a certificate we
have to retrieve the public key from the previous certificate and verify the PQ signature in the
current certificate. Note that we do not need to check if issuer and subject match since these
kind of checks were already performed by mbedtls when the callback function is called. When
there is no previous certificate we arrived at the end of the chain and have to decide whether
we are dealing with a trusted root certificate. This is also done by mbedtls. The flowchart in

Figure 22 shows the chain verification process.

Hybrid Signature Verification Whenever open625/1 receives a message on the network
socket that was signed using an asymmetric method (i.e. during secure channel establishment),
the signature size is retrieved from the security policy object and the message is divided into
message part and signature part on byte string level. Then those two byte strings are passed
as parameters to the asymmetric verification function of the current security policy. In this
function, we separate the concatenated signature into the conventional and PQ signature
based on fixed offsets and call the corresponding verification function for each signature on

the message. Only if both verification functions return true, the hybrid verification function
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Figure 22: Process of verification of a certificate chain. Note that comparing issuer of the
current certificate matches the subject of the previous certificate is performed by mbedtls
automatically.

returns true. Figure 23 illustrates the process, which relates to the concatenation combiner
explained in Section 2.7.2.

Appendix E shows the implementation in detail.

3.4.2 Variant Two

The basis for the implementation of our ’Variant Two’ of the key establishment is the open62541
code with the modifications for an unauthenticated quantum resistant key exchange from the
predecessor project [42] which uses Kyber |77]. The code modifications can be divided into

following parts:

Modified Certificates While in RSA the same public key can be used for signatures and
the key exchange, this is in general not possible for the used PQ schemes. A key pair is
specifically dedicated for a signature scheme or a KEM. Thus, the quantum resistant part of
the hybrid device certificate must contain a KEM public key. However the CA certificates, that
sign the device certificate, must contain a PQ public key for a signature scheme. Figure 24
illustrates this. These new device certificates are created using the ccreator Python tool
described in Section 3.1.2.

Access to Key Pairs The functions in open62541 that create and process the OSCRq
and the OSCRp need access to the new quantum resistant key pairs. In particular, the

functions that create the OSCRq and OSCRp have to access the long term private key and
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Figure 23: The hybrid signature verification function receives the message and the signature as
parameters. The signature is then separated into the conventional and the quantum resistant
part. Each signature is passed to their corresponding verifier function together with the
message. Both have to return true.
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Interm. CA Certificate
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Figure 24: The PQ part of the device certificate contains a KEM public key. The issuer
certificates that signs the public key use public keys of a signature scheme.

the functions that process the received messages need access to the long term public key
of their communication partner. The function names and where they are located in the
open62541 source code are listed in Table 14.

All of these functions have access to the remote certificate® via the channel data structure:
channel->remoteCertificate. The public key for encapsulation can be extracted from this
certificate.

To access the private key, a new variable in the security policy data structure was intro-
duced. Then, the local private key for the KEMs is passed to the program as a command line
argument and assigned to the variable in the security policy. All of the functions in Table 14
have access to the current security policy and thus to the private key via the channel data

structure: channel->securityPolicy->postQuantumModule->privateKey.

8For the client, the server certificate is considered the remote certificate. Analogous, for the server, the
client certificate is considered the remote certificate.
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Table 14: Functions in open62541 that need access to private or public keys of the PQ KEM.

File Function Side Purpose
ua_client connect.c openSecureChannel(...) Client  Create OSCRq
ua_securechannel manager.c UA_SecureChannelManager open(...) Server Process OSCRq
au_securechannel manager.c UA_SecureChannelManager open(...) Server Create OSCRp
ua_client_connect.c processDecodedOPNResponse(...) Client  Process OSCRp

Additional Channel Properties The channel data structure requires additional proper-
ties. These are the additional long term shared secrets that are set after decapsulation in the
functions that process the OSCRq and OSCRp. Also the new data fields in the OSCRq and
OSCRp messages are represented by variables in the channel data structure. The functions
in Table 14 do not create the messages directly but just compute the value for the additional
fields, store them in the channel data structure and before transmission, the data is copied

from the channel data structure.

Asymmetric Security Header Before transmission of the OSCRq and the OSCRp, the
asymmetric security header is added to the message [23|. In our implementation we decided
to store additional data that is required for the quantum resistant key exchange in this header

since it requires less changes in the open62541 source code. Figure 25 shows the additional
fields.

SecurityPolicy UriLength

SecurityPolicyUri

SenderCertificateLength

SenderCertificate

ReceiverCertificateThumbprintLength

ReceiverCertificate Thumbprint

clientPublicKey

iphertext
e additional header fields

authenticity MAC

ciphertext2

Figure 25: Modified asymmetric security header.

The asymmetric security header of theOSCRq contains the ephemeral public key and the
ciphertext that was created using the encapsulation function with the server’s public key.
AuthenticityMAC is a MAC over the ciphertext and the conventional client nonce, using
the XOR of the client nonce and the shared secret as the key as described in Section 3.2.2.

Ciphertext2 remains empty.

The OSCRp’s asymmetric security header contains a ciphertext that was created using
the clients public key and a second ciphertext based on the ephemeral public key. The
authenticityMAC is computed over the concatenation of both ciphertexts and the server

nonce. The MAC key is the XOR of the local and remote symmetric signing key. These keys
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are derived from classical client and server nonce, the ephemeral shared secret and both long
term secrets.

Appendix F shows the implementation in detail.

3.5 Measurement Setup

One part of this thesis’ result is to show the feasibility of hybrid quantum resistant cryptog-
raphy within the OPC UA protocol. While it is easy to theorize about packet sizes and CPU
cycles it is still reassuring to build a running system, proofing that no pitfalls in the protocol

or in the used implementation were overlooked.

In addition to that, we want to perform measurements that allow a closer look at our
system, especially to see where it differs in resource requirements from the current implemen-
tation without any quantum resistant algorithms in place. This will help future implementers
to identify weak points that can potentially cause problems when ported to other platforms.

Especially two criteria are evaluated: Sizes of certificates/sizes of network packets and the

CPU requirements to execute signing and verification.

3.5.1 The Test System

The performance measurements are conducted using two Raspberry Pi 3 Model B that are
connected via a 100 Mbps Ethernet connection and are utilizing an ARM Cortex-A53 micro-
processor with 1.2 GHz. Both systems run the Raspbian Buster Linux distribution with kernel
version 4.19. The operating system is expected to have a slight effect on the measurements,
however this reflects a real world scenario that we can also expect when using an OPC UA

server in practice since embedded systems on PLCs often also run Linux.

3.5.2 Software Under Evaluation

The implementation of the hybrid quantum resistant version of open62541, described in Sec-
tion 3.4, produces two binary files when compiled: The server and the client executables. Via
compiler flags, different versions of each, the server and client, can be compiled. For the test

following versions were created:

1. Original, unmodified implementation to achieve some baseline measurements for later

comparison.

2. Only the unauthenticated quantum resistant KEM is in place. No hybrid signatures are
used. This is the variant that is only secure against passive C°Q) attacker and was used

in the predecessor project [42].

3. A version for each signature scheme and *Variant One’ of the modified key establishment

protocol:

(a) Dilithium 2
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Table 15: Versions of the built executables.

Label PQ KEM Hybrid Sign Scheme Certificate
EXE 01 - RSA RSA

'Variant One’ EXE_02 Kyber 512
EXE 03 Kyber 512
EXE 04 Kyber 512
EXE 05 Kyber 512

unauth.) RSA RSA

unauth.) RSA+Dilithium 2 RSA+Dilithium?2
unauth.) RSA+Dilithium 3 RSA+Dilithium3
unauth.) RSA+Dilithium 4 RSA+Dilithiumé4

.~ N A~~~ A~

EXE 06 Kyber 512 (unauth.) RSA+Falcon 512 RSA+Falcon512
EXE 07 Kyber 512 (unauth.) RSA-+Falcon 1024 RSA-+Falcon1024
'Variant Two' EXE 08 Kyber 512 RSA RSA+Dilithium2
EXE 09 Kyber 768 RSA RSA+Dilithium3
EXE 10 Kyber 1024 RSA RSA+Dilithium4
EXE 11 Kyber 512 RSA RSA-+Falcon512
EXE 12 Kyber 1024 RSA RSA+Falcon1024

(b) Dilithium 3
(c¢) Dilithium 4
(d) Falcon 512

(e) Falcon 1024

4. A version for each signature scheme and ’Variant Two’ of the key establishment.

Table 15 assigns a label to each executable for later reference in test cases.

All binaries were build directly on the Raspberry Pi systems using the gcc compiler and
cmake. Following optimization flags have been applied:

-03 -mcpu=cortex-ab3 -mfpu=neon-fp-armv8 -mfloat-abi=hard
-funsafe-math-optimizations

A detailed description of the compilation process is given in Appendix A.

3.5.3 CPU Cycle Counter

The runtime of certain parts of a program can be evaluated by reading the Cycle Counter
Register of the CPU [80]. The register is automatically incremented with each clock cycle.
Thus before we run a function (or part of a function) that we want to measure, we read this
register and store the value in memory. After the measurement, subtracting the current value
of the register from the stored value yields the passed clock cycles, which we can print out on
the terminal for later evaluation. Since we know the clock speed of the CPU (1.2 GHz), we

can calculate the run time in seconds as

_n
- fe

where n is the cycle count and fo being the clock frequency in GHz. To keep the interfer-

t (24)

ence from the operating system as low as possible, the processes of the server and client are
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given the highest possible priority (-20) using the nice command.

Additionally to avoid effects of multiple CPU cores the taskset command was utilized to

ensure that the whole process always runs on a single CPU core.

3.5

.4 Measurement Points

Figure 26 shows at which steps in the secure channel establishment timing measurements were

taken according to the methodology explained in Section 3.5.3. Following the measurements

are

@©

©)

® 006 6

©

®

@

see

3.5

further detailed.

At first, the client verifies the server certificate, which is either pre-installed or was

obtained in the previous getEndpoints step.

Then the OSCRq is created. This includes ephemeral key pair generation for the PQ
KEM.

Then the OSCRq is signed.

The transmission time of the OSCRq is expected to increase due to the larger included

client certificate as well as the longer PQ signature.
The server first verifies the client’s certificate.
Then the retrieved public key is used to verify the OSCRq’s signature.

The server then creates the OSCRp, which includes the encapsulation process of a shared

secret.

Before transmission the message is signed (either hybrid or conventional, depending on

the test setup).

The OSCRp is transmitted with a higher packet size as in the conventional case due to

the additional signature and the encapsulated shared secret.
The received message signature is verified.

To eventually open the secure channel, the shared secret has to be extracted by the KEM.

All the measurements were averaged over 100 runs. Therefore a test script was deployed,

Appendix B for further details.

.5 Software Configuration

The set of measurement points described above was measured for 17 combinations of different

versions of the executable and different certificates.

1. The "Baseline" setup uses the unmodified version of open62541 (EXE_01) with con-

ventional RSA certificates.
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Figure 26: The steps of secure channel establishment. The runtime will be measured at the
numbered points.

2. The "Only KEM" setup uses executable EXE 02 with the hybrid KEM in place but

without any hybrid certificates or signatures.

3. Then five setups follow, where the unmodified open62541 (EXE 01) was used, but
all the different versions of hybrid certificates were provided. This resembles a test to
see if the hybrid certificates are actually backwards compatible and if they cause any

unexpected effects on legacy systems. These setups are called

e Compatibility Dilithium 2
Compatibility Dilithium 3

Compatibility Dilithium 4

Compatibility Falcon 512
e Compatibility Falcon 1024

4. The next five setups use the hybrid certificates and *Variant One’ of the quantum resis-
tant authenticated key establishment and their corresponding executables (EXE 03 -
EXE_07). They are named:

e Dilithium 2 — Var 1
Dilithium 3 — Var 1
Dilithium 4 — Var 1
Falcon 512 — Var 1

Falcon 1024 — Var 1
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5. The last five setups use the "Variant Two’ key establishment also in combination with
the five different hybrid certificates:

e Dilithium 2 — Var 2
e Dilithium 3 — Var 2
e Dilithium 4 — Var 2
Falcon 512 — Var 2

Falcon 1024 — Var 2

In summary we have 17 different test setups and measure 11 measurement points in each

setup. Fach test result is the average over 100 runs of the test.

71



4 Results

This sections shows the test results. While one goal of the work was to provide an actual
prototypical implementation of hybrid quantum resistant cryptographic schemes in OPC UA,
the other part was to show the performance impacts. Therefore the runtime of different
elements of the protocol stack is reviewed in detail. Additionally, sizes of certificates and

messages are compared.

4.1 CPU Cycles

Firstly it is interesting to compare the total runtime of the key establishment process of
the secure channel. The chart in Figure 27 shows the overall runtime for each setup in
milliseconds. The first thing to notice is that the ’Only KEM’ setup takes just 6.9 % longer
than the 'Baseline’ setup.

All the 'Compatibility’ setups differ less than 0.5 % from the 'Baseline’ setup. This proves
that, considering CPU cycle time, the hybrid certificates can be used for legacy systems

without noticeable negative effects”.

Total Runtime

350

300 [J Baseline
M Compatibility
250 + B Variant One

200 - Variant Two

150 A

millisecond

Figure 27: The total time consumed for the key establishment. Only a single certificate
directly signed by the CA and no chains were used (chain length 1).

Figure 28 shows the proportion of each measurement point with respect to the total run-
time. In the 'Baseline’ setup, the majority of the time is consumed for signature generation.
"Variant One’ (Dilithium 4 and Falcon 1024 are shown in the chart) shows the same charac-
teristic: The most time is consumed during signature generation. For "Variant Two’, creation
of the OSCRq and OSCRp as well as 'Open Secure Channel, Client’ steps take up a larger
portion of the time. In those steps, the KEM key generation, encapsulation and decapsulation
happens. The transmission times of the network packets take up such a small portion of the
time (0.028 % in the 'Baseline’ setup and 0.046 % in the "Falcon 1024 - Var 1’ setup) that they
cannot be shown in the chart.

The full data that was measured can be found in Table 16 in Appendix C and the pro-

portions of all setups are shown in Figure 40 in Appendix D.

9This is only true regarding the CPU requirements. The size limits for the larger certificates have to be
evaluated separately
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Figure 28: Proportion of the single steps in the key establishment for 5 exemplary setups.
Sending of messages takes up such a small percentage that it is not shown in this chart.

4.1.1 Verification of Certificates

Verify Server Certificate

Baseline Compatibility Variant One Variant Two
12.54{ [ Chain Length 1
I Chain Length 2
~10.0 1
-
=
g 7.5
2
2 50
2.5 1 I I
0.0 ﬂ,-l-l],-l-l]l-l]l I I
L \S Vv > > Q3 N Y % N 9 N ™ o N % N
§ D N o N B 9 @
S & © &Y SPSY SO S S S0 S o S
TN S Q‘D\@ ) S x\*@o“g ~$“vv@§ <% & O S S¢ s> Qm}“?o%‘ s>
> L > > > ( S N4 N
& Y v & OF IE I S ST O @y

Figure 29: Verification of the server certificate at the client (measurement point @) Average
over 100 measurements.

Figure 29 shows the time that a client needs to verify the server certificate. This corre-
sponds to measurement point @ The results show the sets of measurements for a certificate
that is directly signed by a root CA (Chain length: 1) and with an intermediate CA (chain
length: 2), where two certificates were transmitted and verified. As expected, verifying a
chain with two certificates takes about twice as long as verifying a chain with only a single
certificate. We can observe that Falcon performs here better than Dilithium, i.e. is faster at
signature verification, but we also have to consider that the impact of the verification process
on the overall time for a key exchange is rather small (3.8 % in case of Dilithium 4 and "Variant
One’).

We also observe that the "compatibility" setups have no more than 2.2 % difference from
the "Baseline" setup. The only additional computational work in the "compatibility" mode is

that the conventional signature signs the inner quantum resistant signature as well, therefore
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longer certificates have to be verified. For the legacy verifier, the message that has to be
verified simply contains more generic data.

The only difference between ’Variant One’ and ’Variant Two’ regarding this measurement
is that the certificates contain different public keys, but are signed with the same hybrid
methods. Thus we cannot see any difference in Figure 29 between the variants when the same
hybrid signature scheme was used.

At measurement point @ the client certificate is verified by the server. There is no
difference in the way the certificate is verified, thus the diagrams look almost the same. It

can be seen in Figure 41 in Appendix D.

4.1.2 Creation of Messages

Figure 30 shows the time that the client needs to create a OSCRq, without computing the
signature, which corresponds to measurement point @ At the ’Baseline’ and the ’Compati-

bility” measurements this is done in about 0.05 ms since here only the client nonce has to be

generated.
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Figure 30: Measurement point (2)

In the ’Only KEM’ and all of the *Variant One’ setups the ephemeral key pair of Kyber-
512 is generated, which increases the runtime to almost 3ms. In the ’Variant Two’ setups,
additional to the ephemeral key pair generation, a shared secret is encapsulated. And different
parameters for Kyber are used according to Table 15, which increases the runtime as well.

Figure 31 shows the equivalent measurement point at the server, where the OSCRp mes-
sage is created, also without the signature. All the runtimes are higher than on the client. In
"Variant One’ the server has to encapsulate a shared secret instead of creating a key pair. In

"Variant Two’ the server has to perform two encapsulations and has to create a MAC.
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Figure 31: Measurement point @

4.1.3 Signing of Messages

The signing of the OSCRq @ and of the OSCRp is already very CPU intensive when
classical RSA is used. The overhead that is introduced by Dilithium is 19.5 % compared to
the "Baseline" measurement. Falcon 1024 introduces a significant overhead of 140 % more
runtime. Figure 32 shows a chart of the results. As expected, there are only small differences
regarding the chain length of the certificates. The only effect of the chain length is that more
data has to be signed.
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Figure 32: Runtime of the signing of a OSCRq.

Signing with the Dilithium variants has a high standard deviation due to the non deter-
ministic algorithm. This has to be taken into account when it shall be applied for real time

applications.

The "Variant Two’ measurements only use the same RSA signatures as the baseline mea-
surement and therefore we don’t see any difference.
On the server side at measurement point 8 there are no differences as can be seen in

Figure 42 in Appendix D.
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4.1.4 Transmission Times

Send OSCRq
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Figure 33: Measurement point @

The chart in Figure 33 shows the transmission times of the OSCRq for all the setups
and chain lengths at measurement point @ We can see that the ’Compatibility’ setups are
affected due to the larger certificates that are included in the OSCRq. "Variant Two’ performs
slightly better than ’Variant One’ because the encapsulated KEM secrets are smaller than the
additional quantum resistant signatures of ’Variant One’. In general, the transmission time
rises depending on the signature size of the used P(Q scheme.

However as it was shown in Figure 27, the overall effect on the key exchange process is
small: Between 0.2% and 0.01 % depending on the used signature scheme. This is still an
interesting result if you consider that there might be other systems that have more limited
data rates, such as long distance radio links.

The transmission of the OSCRp from the server to the client at measurement point @
(Figure 43 in Appendix D) shows the same characteristics as Figure 33, considering the

standard deviation illustrated by the error bars.

4.1.5 Verification of Messages

The verification time for an OSCRq as seen in Figure 34 is only indirectly dependent on the
chain length. In either case only one signature (hybrid in the case of "Variant One’) has to
be verified, but in case of chain length 2, there is more data in each message to be verified.
The verification time for the Dilithium 4 parameter set in ’Variant One’ is 301 % longer than
for the baseline measurement. In contrast to signature generation, the effect on the overall
process is small (83ms for signing a message compared to 6.8 ms for verification in case of
Dilithium 4 and 'Variant One’).

"Variant Two’ does not use hybrid signatures but still keeps the conventional RSA sig-
natures. Thus the verification times only differ slightly from the 'Baseline’ setup. Small
variation come from the changed sized of the messages that are signed.

The verification time for the OSCR(q is equivalent to the OSCRp, plotted in Figure 44 in
Appendix D, since both messages have roughly the same byte size.
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Verify OSCRq
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Figure 34: Measurement point @

4.1.6 Derive the Shared Secret Key at Client

In Figure 35 we see the time it takes for the client to derive the shared secret after the OSCRp
arrived (measurement point @) In the 'Baseline’ and ’Compatibility’ setups this process

only involves key derivation using server and client nonce.
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Figure 35: Measurement point @

In "Variant One’ and the 'Only KEM’ setup, Kyber-512 is used and a shared secret has to
be decapsulated. Signatures are not verified here and therefore no correlation with the used
PQ signature scheme shows.

"Variant Two’ involves two decapsulation processes: Decapsulation of the ephemeral shared
secret and decapsulation of the long term server shared secret. The ’Dilithium — Var 2’ and
"Falcon — Var 2’ use Kyber-512 and therefore take about twice the time of ’Variant One’. The
other signature schemes in "Variant Two’ are combined with other parameter sets of Kyber,

thus the decapsulation process is longer.
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4.2 Sizes
4.2.1 Certificate Sizes

Firstly we compare the sizes of hybrid certificates in Figure 36. For comparison, it contains
a conventional RSA certificate with 906 bytes. The actual sizes of certificates can vary in
practice, depending on the length of the subject and issuer data. However we assume this
effect to be in the range of £100 bytes. For the chart, every certificate has exactly the same

issuer and subject information.
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Figure 36: Sizes of hybrid certificates. RSA is a conventional RSA with 2048 bit key, non
hybrid, certificate for comparison. The others are the quantum resistant schemes combined
with RSA 2048.

The certificates marked with KEM contain a quantum resistant KEM public key instead
of the public key of a quantum resistant signature scheme and are used in 'Variant Two’.
Because the public keys of Kyber are slightly smaller than the public keys of the used signature

schemes, these certificates are a little bit smaller than their counterparts.

Considering that a message chunk in OPC UA allows at least 8kiB, it seems feasible to
include all of the tested certificates. However this is only the size of the certificates itself, the
messages will also include protocol overhead and payload data. Reasonable certificate chains
can only be realised with Falcon 512. Note that the limit of 8 kiB for a message chunk is not
a hard limit, but depends on the lower transport and networking layers used. Thus, in the
experiment, we can exceed this limit because we control the implementation that was used.

But we have to expect incompatibilities in practice.

4.2.2 Message Sizes

The sizes of exchanged messages in the key establishment are measured with Wireshark.
Therefore only the messages GetEndpointResponse, OSCRq and OSCRp, as explained in
Section 2.1.2 are considered. The GetEndpointsRequest does not change with the chang-
ing cipher suites and thus is not part of the results. As for the runtime measurements in

Section 4.1, certificate chains of length 1 and length 2 are measured.

GetEndpointResponse Figure 37 shows the message lengths of the GetEndpointsRe-
sponse for a chain length of 1, meaning no intermediate CA was used. The chart compares
the sizes between ’Variant One’ and 'Variant Two’ of the hybrid key exchange. For com-

parison, classical RSA, as used in the original OPC UA implementation, is shown as well.
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Figure 37: Get endpoints response message sizes. RSA is the standard implementation of
OPC UA, all others are hybrid versions in ’Variant One’ and *Variant Two’.

The chart shows very large packet sizes compared to the certificate sizes. In OPC UA every
endpoint uses its own certificate. This means that even if every endpoint uses actually the
same certificate, a copy is individually included in every endpoint description. The standard
configuration of open62541 creates 7 endpoints, and we add two endpoints for the hybrid
security policy, resulting in 9 endpoints. Therefore we expect the message size to have 9 times
the certificate size plus some overhead for additional information about the endpoints, which
the chart confirms.

Since the certificates of "Variant Two’ are smaller, also the messages become smaller. The
biggest difference can be observed for hybrid certificates using Dilithium 3, where the message
for "Variant Two’ is 5.4 % smaller compared to 'Variant One’. When two certificates are used
in a chain (chain length 2), the message’s sizes roughly double, as can be seen in Figure 45 in
Appendix D.

These message sizes exceed the chunk size of 8 kiB by far. However, only the OSCRq and
OSCRp are limited to one chunk, for the GetEndpointsResponse fragmentation is allowed.

OSCRq and OSCRp The sizes of OSCRq messages, that are sent from client to server, for
a chain length of 1 are shown in Figure 38 and for a chain length of 2 are shown in Figure 39.
Both charts compare the message sizes of "Variant One’ and ’Variant Two’ and include the
message size of classical RSA used in standard OPC UA for reference.

Both charts show that when Dilithium was used for the quantum resistant signature
scheme, "Variant Two’ results in a smaller message sizes, but when Falcon is used, 'Variant
One’ produces smaller message sizes. This is due to Falcon’s public keys being smaller than
the Kyber KEM public keys, while the Dilithium public keys are larger. The horizontal lines
in the charts show the 8kiB chunk size limit. With a chain length of 1, as illustrated in
Figure 38, the limit is exceed by Dilithium 4 and also by Dilithium 3 when used in ’Variant
One’.
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Figure 38: Size of the OSCRq sent by the client with a certificate chain length of 1. The line
shows the 8 kiB chunk size limit.
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Figure 39: Size of the OSCRq sent by the client with an intermediate certificate included
(chain length 2). The line shows the 8 kB chunk size limit.

When using a chain length of 2, i.e. when an intermediate CA certificate is included in
the chain, only Falcon 512 can guarantee that the message will fit into one message chunk.
To deploy any other scheme or parameter set one either has to find another way to transmit
intermediate certificates or might adjust the chunk size limit of OPC UA accordingly.

The OSCRp which is shown in Figure 46 and Figure 47 in Appendix D exhibits the same

characteristics as the OSCRq.
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5 DBudget

The main outcome of the thesis are several software artefacts that are only based on open
source project that can be used free of charge. For the measurements that where conducted,

two Raspberry Pi 3 micro computers were used.

Costs:
Item Quantity Cost
Raspberry Pi 3 2 50 EUR
Power Supply 2 10EUR
Catbe Cable 2m 2 7TEUR
Total 134 EUR

6 Environment Impact

The cryptographic schemes that were shown affect the computation time of the involved
microprocessors. This means that their power consumption will most likely increase when we
transition to hybrid quantum resistant schemes is made. To give a reasonable estimate on the
effect of different cryptographic schemes on the power consumption, one needs a dedicated
study that surveys the overall number of deployed cryptographic devices in the field and

from there could try to estimate the increased power consumption due to quantum resistant

cryptography.
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7 Conclusion and Outlook

All 9 quantum resistant signature schemes that are remaining in round two of the NIST
PQ project were evaluated regarding their suitability for OPC UA. Falcon and Dilithium
are found to be the most suitable candidates due to their small public key and signature
sizes. Here it turns out that transmission time of large data packets is, at least in the case
of Ethernet, no issue, however limitations of message sizes in the protocols are the most
restricting factor. This is also a hint for future protocol standardizers that it might be worth
to allow more overhead data in order to be more flexible in the choice of quantum resistant
cryptographic algorithms.

Furthermore this thesis shows how backwards compatible hybrid quantum resistant X.509
certificates can be created and a prototype in Python was implemented that actually proofs
their feasibility. While this is indispensable for the transition phase towards quantum resistant
cryptography it seems appropriate to design a new version of X.509 that actually allows easy
use of multiple public keys and signatures and renounce backwards compatibility.

Based on these certificates, two methods for a hybrid quantum resistant and authenticated
key exchange that withstand a Q°Q) attacker are proposed. While the Variant Two’ promises
minor performance improvements over ’Variant One’, the "Variant One’ has stronger security
arguments and is closer oriented on the existing key establishment method of OPC UA. Both
variants are integrated into the open source OPC UA protocol stack open62541 and proof
practical feasibility and allow to estimate performance impacts beyond theoretical calcula-
tions.

Regarding size constraints, we demonstrate that Falcon is the most suitable signature
scheme to be deployed in OPC UA due to its small signature and public key size, whereas
Dilithium still has acceptable public key and signature sizes and performs better in terms of
CPU usage, which becomes more important on resource constrained processors. However, one
has to consider that in the future the computational cost of both schemes could decrease due
to optimization in the implementations as well as due to specialized cryptographic hardware.
But the sizes of signatures and public keys can be expected to be fixed at least when a scheme
becomes standardized. For a future work it would be interesting to investigate the same issue
from a viewpoint where all size constraints a dropped and only the computing performance
is considered.

Finally, with the performance measurements we are able to provide insights to vendors of
IoT and embedded systems to estimate if their systems are capable of running hybrid quantum

resistant schemes and if not what changes are required.

It is worth noting that all the considered signature schemes are still under evaluation by
the NIST and it remains to be seen which ones will become actual standards. This thesis
suggest that in case neither Falcon nor Dilithium become part of the standard, some major

changes to the OPC UA protocol become necessary to remain secure in a post quantum world.
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ETSI

EUF-CMA

GUI

HFE
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PRF
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A Compilation of open62541

Open62541 comes with a cmake file that builds the OPC UA stack as a static library. Two
new software projects (server, client) were created for this thesis that also use cmake and
include the open62541 cmake project. This means when the server or client is build, the
open62541 library is automatically build as well and all the binaries are links.

The listing shows the CMakeLists.txt (cmake configuration file) that was used for the

client, the server uses an identical file just with a different project name.

cmake_minimum_required (VERSION 2.8)

set (CMAKE_CXX_FLAGS_RELEASE "-03 -mcpu=cortex-ab3 -mfpu=neon-fp-armv8 -mfloat

— -abi=hard -funsafe-math-optimizations")

add_subdirectory("../hybrid_crypto_test/hybrid_lib/" "build_hybrid_1lib/")
add_subdirectory("../open62541" "build_open62541/")

project(opc_ua_client)
add_executable (${PROJECT_NAME} "main.c" "common.h")

INCLUDE_DIRECTORIES("../open62541/include/" "../open62541/deps" "../
< hybrid_crypto_test/hybrid_1ib/")

link_directories( "build_open62541/bin/" "build_hybrid_lib/")
target_link_libraries(${PROJECT_NAME} mbedcrypto mbedtls mbedx509 open62541

— hybrid_crypto)

set_property (TARGET ${PROJECT_NAME} PROPERTY C_STANDARD 99)

Following CMake flags were added to the open62541 CMakeLists.txt in order to be able

to build different versions without changing the source code:
e HYBRID_CERTIFICATE_VERIFICATION (ON/OFF)
e HYBRID_KEXV1_DILITHIUM_2 (ON/OFF)
e HYBRID_KEXV1_DILITHIUM_3 (ON/OFF)
e HYBRID_KEXV1_DILITHIUM_4 (ON/OFF)
e HYBRID_KEXV1_FALCON_512 (ON/OFF)
e HYBRID_KEXV1_FALCON_1024 (ON/OFF)

e HYBRID_KEM_OPEN (ON/OFF)
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B Measurement Script

To automate the test runs where a server is started and a client connects, two bash scripts
were used.

For a test, the proper server executable has to be run on the server Raspberry Pi and the
proper certificate files have to be copied to the server folder. Then on the client Raspberry Pi,
the proper client executable has to be launched. It will connect to the server, output relevant
measurement data and terminate. The server also outputs measurement data, but will not
automatically terminate but will wait for a new connection. However for the next test case
probably a different server executable is required and therefore the server has to be stopped

and a new server has to be launch.

To automate this process, server and client each have a bash script. The server’s script
launches the server in the background and pipes the output data into a file for later evaluation.
Then a netcat server is started that pauses the script until a connection to the netcat server
is established and again terminated. The script then proceeds to terminate the server via the
kill command and launch the next server.

The client script launches the client and redirects the output to a file as well. Once the
client process terminates, a netcat command is sent to the server script. Then the client script
waits a second to give the server enough time to kill and start the new server process and the
proceeds to connect with the next client executable.

Part of the server measurement script

# ——— TEST CASE - - oo oo oo oo

test_case_num=001

# Copy the proper certificates to the binary folder

sh /home/pi/code/certificates/classical/install_certs.sh root_signed
# Run the server, the script sets the parameters

sh run_server.sh 1 > $test_results/test_case_$test_case_num.txt &

echo test case $test_case_num started...
nc -1 -p 4444

kill -9 $(pgrep opc_ua_server)

Part of the client measurement script

# ——— TEST CASE = - - mmm o mmommmommommeo

test_case_num=001

# Copy the proper certificates to the binary folder
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sh /home/pi/code/certificates/classical/install_certs.sh root_signed

# Run the server, the script sets the parameters
sh run_client.sh 1 Basic256Sha256 > $test_results/

— test_case_$test_case_num .txt

echo

echo --- test $test_case_num done -----———————————-
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¥6

Measurement Result Data

Table 16: Measured data with one certificate (no chain). Average over 100 measurements. All values are in milliseconds.

Verify

Verify

Open secure

Server Create Sign Send Client Verify Create Sign send Verify channel,

Certificate OSCRq OSCRgq OSCRgq Certificate OSCRq OSCRp OSCRp OSCRp OSCRp client
Baseline Measurement 2,034 0,051 72,201 0,038 1,948 1,710 0,189 54,716 0,070 1,300 0,104
Only KEM 2,034 2,938 71,867 0,056 1,950 1,736 3,566 54,764 0,067 1,328 3,364
Compatiblility Dilitihium 2 2,088 0,052 72,078 0,066 1,985 1,812 0,197 54,645 0,136 1,374 0,119
Compatiblility Dilitihium 3 2,025 0,055 72,313 0,067 1,910 1,867 0,197 54,980 0,139 1,394 0,107
Compatibility Dilithium 4 2,080 0,053 72,414 0,095 1,969 1,945 0,208 54,426 0,137 1,416 0,113
Compeatibility Falcon 512 1,996 0,054 72,544 0,051 1,900 1,830 0,198 54,552 0,099 1,338 0,119
Compatibility Falcon 1024 2,109 0,054 71,915 0,063 1,992 1,773 0,198 54,617 0,136 1,371 0,109
Dilithium 2 - Var 1 4,631 2,856 79,089 0,137 4,483 4,468 3,547 62,784 0,147 4,046 3,635
Dilithium 3 - Var 1 5,640 2,856 84,438 0,172 5,479 5,569 3,621 64,881 0,230 5,100 3,355
Dilithium 4 - Var 1 6,981 2,852 83,037 0,191 6,791 6,863 3,650 65,084 0,249 6,350 3,379
Falcon 512 - Var 1 3,015 2,920 108,165 0,088 2,938 3,043 3,548 90,548 0,097 2,553 3,355
Falcon 1024 - Var 1 3,975 2,899 150,088 0,142 3,864 3,809 3,649 132,716 0,149 3,423 3,508
Dilithium?2 - Var 2 4,664 5,712 72,146 0,113 4,507 1,801 9,425 54,468 0,118 1,410 6,328
Dilithium3 - Var 2 5,597 11,657 72,284 0,132 5,481 1,958 18,280 54,666 0,150 1,441 12,335
Dilithium4 - Var 2 6,953 19,786 72,144 0,146 6,803 1,925 30,592 54,395 0,165 1,486 20,539
Falcon512 - Var 2 3,027 5,766 72,120 0,084 2,928 1,825 9,435 54,621 0,095 1,373 6,300
Falcon1024 - Var 2 3,928 19,868 72,163 0,133 3,819 1,944 30,614 54,302 0,148 1,442 20,607




D Measurement Charts
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Figure 40: Proportion of steps during a key establishment process for all setups with a cer-

tificate chain length of 1.
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Verify Client Certificate
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Figure 41: Verification of the client certificate at the server (measurement point (5))
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Figure 42: Signing of the OSCRp by the server (measurement point )
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Figure 43: Transmission time of the OSCRp from server to client (measurement point @)
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Baseline Compatibility
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Figure 44: Verification of the OSCRp at the client (measurement point )

GetEndpointsRequest (Chain length 2)

§ = [ Variant 1
. 0
120 ] = I Variant 2
— =
s 3
100 A 2 N
o) — D
= %} N
S S N
_ g g s 3
g 80 = Z
>
m 0
[\
= 601 2 2
% ~
i <t
40 A
™
I~
o
=
20 1 ’—‘
0 T T T T T T
RSA Dilithium 2 Dilithium 3 Dilithium 4 Falcon 512 Falcon 1024

Figure 45: Get endpoints response, measured with Wireshark with a chain of two certificates
(device and CA certificate).
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Figure 46: Data that are transmitted during the transmission of a OSCRp with a single
certificate in the chain.
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OSCRp (Chain length 2)
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Figure 47: Size of a OSCRp message for different setups with one intermediate certificate in

the chain.
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Setting up the Project

Freitag, 24. Januar 2020 15:01

The goal of this documentation is to show the process of changing open62541 to support PQ X.509
compatible certificates and sign asymmetrically encrypted messages using the keys in these certificates.

We need:
e The hybrid certificate files. How to generate them is explained in a different document
The hybrid_lib project files. They are explained in a different documentation
A copy of open62541 from the github repository
QtCreator
All steps are explained on a Linux machine

1. Creating the Project folders

You have to copy both, the open62541 project folder and the hybrid_crypto_test folder into the same

directory.
[Name v‘ Size Type Date Modified
(i hybrid_crypto_test 4,1 kB folder Today
% [ opc_ua_client 4,1 kB folder Today
B opc_ua_server 4,1 kB folder Today
& open62541 4,1 kB folder Today

Then you have to start QtCreator and create two new projects as in the following screenshots:

Choose a template: All Templates -
Projects h o .
- PN Plain C Application Creates a simple C application with no
Application dependencies.
Library H d Platf Deskt
i icati upported Platforms: Deskto
Other Project Plain C++ Application PP P

Non-Qt Project

Import Project
Files and Classes
C++

Madeling

Qt

GLsL

General

Java

Python

Nim

% Cancel ||« Choose...

Name one project "opc_ua_server" and the other "opc_ua_client". Place both in the same folder as you
copied the previous projects

open62541 Page 1



Plain C Application +

Project Location

=& Location
Creates a simple C application with no dependencies.
Name: lopl:_ua_senreﬂ ]
Create in: |fhomer‘pabfqt _projects | | Browse... |
Use as default project location
Mext = l | Cancel
Plain C Application
- Define Build System
Location

= Build System Build system: |CMake - I

Plain C Application + X
) Kit Selection
Location
Build System The following kits can be used for project opc_ua_server:
P Kits v Select all kits
v & Desktop Details ¥
< Back Next > Cancel

open62541 Page 2




> Plain C Application + X

Project Management

Location
Build System Add as a subproject to project:
Kits
Add to version control: <None> ~ | | Configure...
= Summary

Files to be added in
/home/pat/qt_projects/opc_ua server:

(MakeLists.txt
main.c

< Back " 75',"}5,*‘ Cancel

-
File Edit Build Debug Analyze Tools Window Help

Projects + T =5 £

~ A opc_ua_client 1 i

A CMakeLists.txt
Welcome ~ / opc_ua_client * in
c| main.c * {

~ ff opc_ua_server
A CMakeLists.txt
- /* opc_ua_server

c| main.c

e
[
Debug

).f

Projects

&

2. Change the CMake files so that you have access to all the sub projects

Add the subdirectories that also contain CMake projects. The second folder specifies the build folders.
Also the link and include directories are defined here. Note that mbedtls is already installed on the
system as a static library --> The lib and include files are in a standard directory.

Projects . & B opc_ua_server/CMakeLists.txt* +
v (¥ opc_ua_client cmake jmum_required (VERSION 2.8)
A CMakelists.txt
v /* opc_ua_client project(opc_ua_server)
c| main.c
v @ opc_ua_server dd_subdirectory("../open625 .Jo 62541 l\l'l]_ ") . ) 2
dd_subdirectory("../hybrid_crypto_test/hybrid_lib/" "../build-hybrid_crypto_test-Desktop-Default/hybrid_1ib/")

v /* opc_ua_server

dd_executable (${PROJECT_NAME} "main.c" “common.h")
g INCLUDE_DIRECTORIES("../open62541/include/" "../open62541/deps" "../hybrid_crypto_test/hybrid_lib/")
Link_ ect es("../build-opc_ua_server-Desktop-Default/bin/" "../build-hybrid_crypto_test-Desktop-Default/hybrid_1lib/")
12 target_link_libraries(${PROJECT_NAME} mbedcrypto mbedtls mbedx509 open62541 hybrid_crypto)
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Projects A0 Aol = U o B opc_ua_client/CMakeLists.txt*

v opc_ua_client

P CMakeLists.txt

cmake_minimum_required (VERSION 2.8)

v /* opc_ua_client add_subdirectory("../open62541" "../open62541/build/")
e/ main.c ! add_subdirectory("../hybrid_crypto_test/hybrid_1ib/" "../build-hybrid_crypto_test-Desktop-Default/hybrid_1ib/")
v opc_ua_server
@ opc_ua project(opc_ua_client)

A CMakelists.txt
v /* opc_ua_server
c| main.c

add_executable(${PROJECT_NAME} "main.c" “common.h")

INCLUDE_DIRECTORIES("../open62541/include/" "../open62541/deps" "../hybrid_crypto_test/hybrid_lib/")

link_directorie

target_link_lit

../build-opc_ua_client-Desktop-Default/bin/" "../build-hybrid_crypto_test-Desktop-Default/hybrid_lib/")
ies(${PROJECT_NAME} mbedcrypto mbedtls mbedx509 open62541 hybrid_crypto)
i3

Notice that in the "add_subdirectory" command, the build folder has to be specified. If it doesn't exist
yet, create it, or try if it will be automatically created when running CMake.

Then copy a file called "common.h" from the open62541 examples code into each of the two created
project folders using a file manager

v examples - File Manager — Lo
File Edit View Go Help
€« 4+ 4 [Ei /home/pat/qt_projects/open62541/examples/ (A |
DEVICES Name v Size Type Date Modified
B Fias ] access_control 4,1 kB folder Today
L1 File System
VEc GRS IEDA0 = {i access_control_encrypt 4,1 k8 folder Today
ox_GAs_6.0. 3
] custom_datatype 4,1 k8 folder Today
PLACES
{ia discovery 4,1 k8 folder Today
£ pat
s ] encryption 4,1 k8 folder Today
B Desktol
] # ) nodeset 4,1 k8 folder Today
kG Trash
> i pubsub 4,1 kB folder Today
ocuments
n L] pubsub_realtime 4,1 kB folder Today
Music
ar client.c ¥ source code 1.
| 12,7kB C od 28.11.2019
ictures
B vi -, | client_async.c 7,8 kB C source code 28.11.2019
ideos .
6 Dhioads =| client_connectc 45 kB C source code 28.11.2019
| client_connectivitycheck_loop.c 2,0 kB C source code 28.11.2019
NETWORK .
=:| client_connect_loop.c 3,5 kB C source code 28.11.2019
% Browse Network —
= | client_historical.c 6,4 kB C source code 28.11.2019
¥ /0n192.16837.206 A —
1| client_method_async.c 11,0 kB C source code 28.11.2019
= | client_subscription_loop.c 6,3 kB C source code 28.11.2019
2 CMakelLists txt 7,0 kB CMake source code  28.11.2019
! common.h 1,2kB C header 28.11.2019
server.cpp 1,9 kB C++ source code 28.11.2019
== | server_ctt.c 52,2 kB C source code 28.11.2019

..... — R

r A |ﬁ)’home!patfqtprojectsfopc_ua_clientf

Name v Size Type
2 CMakeLists.tbxt 596 bytes CMake st
tem o
CMakeLists.txt.user 26,6 kB XML doct
As_6.0.10 =

1,2 kB C header

79 bytes C source

When the CMake files are saved, QtCreator is loading after that you can see the two other projects in
the file tree.
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Projects
@8 opc_ua_client

A CMakeLists.txt

7 opc_ua_client

h| common.h

c| main.c
- [ /home/pat/gt_projects
3 open62541
b [ hybrid_crypto_test
b &9 CMake Modules
~ {# opc_ua_server
A CMakeLists.txt
* J* opc_ua_server
h| common.h
c| main.c
¥ [ fhomefpat/gt_projects
b g CMake Modules

3. Add the sample code for server and client

Go the the examples folder of open62541 and look for server_encryption.c and client_encryption.c.
Open each file with a text editor and copy the code to the main function of each project (server to
server, client to client). Replace everything in the original main.c file.

ew Go Help

v | it |||:] /home/pat/qt_projects/open62541/examples/encryption/

Name

E client_encryption.c
i

server_encryption.c

5 6.0.10 A e

4. Configure the Builds

On the left, click Projects, select active project (first server later client) and set the tick at
UA_ENABLE_ENCRYPTION and click "Apply Configuration Changes". Do the same for the client.
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file Edit Build Debug Analyze Tools Window Help

Qt Creator

Manage Kits... }v Build Settings
I 4 - =
E Import Existing Buld... Edit build configuration: | Default Add Remove Rename.
Edit CMake
Active Project
opc_ua_server o Build directory: |‘home/pat/qt_proje 1-of erver-Desktop-Defa Browse...
Build & Run F
> @ Desktop Key - Value Add -
P UA_BUILD_EXAMPLES OFF Edit
(7] P Run UA_BUILD_TOOLS OFF -
Unset
Help UA_BUILD_UNIT_TESTS OFF o
Project Settings R
UA_ENABLE_AMALGAMATION OFF Reset
Editor UA_ENABLE_DA v/ ON
" Advanced
Code Style UA_ENABLE_DISCOVERY ¥/ ON
Dependencies
) UA_ENABLE_DISCOVERY_MULTICAST OFF
Clang Static Analyzer
UA_ENABLE_ENCRYPTION v/ ON
UA_ENABLE_HISTORIZING OFF
UA_ENABLE_METHODCALLS v ON
UA_ENABLE_MICRO_EMB_DEV PROFILE OFF
Apply Configuration Changes
Build Steps
Build: cmake —build . ~target all Details =

5. Build

Set the active project to server and click the "Run" button (green triangle). This will build and run the

server.

Kit Desktop

Deploy: Deploy locally
Run: opc_ua_server

Project
opc_ua_client

OpC_ua_server

a3
e
el

]
e
el
|

=)
|

i

b

i

o

i
it

st
e
i
fe
e
Fe
e
Fes
et
fe
e
Fe
e
Fes
cel
fe
it
i

£
£

|
B
:
B
:
B
|
:

Minimum Size Release

Relea

£ Type to locate (Ctri+K)

Open the compile window to see the progress. The building and linking steps will take a few seconds
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Py e tu g
T6%] Building
T6%] Building
T7%] Building
T7%] Building
79%] Building
79%] Building

MFLE P L I L R et L3 L B T M 1 LA R 8 L

chject /home/pat/qt_projects/opent254]/build/CMakeFil
chject /home/pat/qt_projects/opent254]/build/CMakeFil
chject /home/pat/qt_projects/opent254]/build/CMakeFil
chject /home/pat/qt_projects/opent254]/build/CMakeFil
chject /home/pat/qt_projects/opent254]/build/CMakeFil
chject /home/pat/qt_projects/opent254]/build/CMakeFil

80%] Building
82%] Building
82%] Building
83%] Building
83%] Building
85%] Building

chject /home/pat/qt_projects/opent254]/build/CMakeFil
chject /home/pat/qt_projects/opent254]/build/CMakeFil
chject /home/pat/qt_projects/opent254]/build/CMakeFil
chject /home/pat/qt_projects/opent254]/build/CMakeFil
chject /home/pat/qt_projects/opent254]/build/CMakeFil
chject /home/pat/qt_projects/opent254]/build/CMakeFil

C
C
C
C
C
C
80%] Building C object /home/pat/qt_projects/open&2541/build/CMakeFil
C
C
C
C
C
C

[ R B e B W W W W W W B

2 Search Results 3 Application Qutput ¢ i put 5 DebuggerConsole & Ge

When the compilation step is done, the "Application Output" view will open automatically and show the
programs output. Currently this is just an error message because we didn't supply the correct
parameters. The important point is to notice that the program compiles and runs.

‘ ope_ua_server X

Starting /home/pat/qt_projects/build-opc_ua_server-Desktop-Default/opc_ua_server...
| [2026-81-26 21:28:00.560 (UTC+8188)] fatal/userland Mizsing arguments. Arguments are ¢server-certificate.der> ¢private-key.ders [<trustlistl.erls, ...]
fheme /pat/at_prejects/build-opc_ua_server-Desktop-Default/ope_ua_server exited with code 1
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Adding Hybrid Private Key as Parameter

Sonntag, 26. Januar 2020 21:23

The first step in order to change open62541 to work with hybrid certificates is to supply the hybrid
private key as an parameter. The parameter will be a file name that contains the binary private key
(depending on the scheme used later). For now we only care about passing another binary file.

1. Server
In the server project, open the main.c file.
* [ /home/pat/gt_projects
b DAl openb2541
b [ hybrid_crypto_test
b &) CMake Modules
* ) opc_ua_server
A CMakeLists.txt
* J* opc_ua_server

|h, common.h

* || /home/pat/gt_projects
P DAl open62541
b [ hybrid_crypto_test
» & CMake Modules

Change the number of parameters (3 in the original) to 4 since we will add an additional parameter.

Original
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New:

¥ int main(int argec, char* argv[]) {

signal (SIGINT, stopHandler);
signal(SIGTERM, stopHandler);

if(arge < 3) {

UA_LOG_FATAL(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Missing arguments. Arguments are "
"<server-certificate.der> <private-key.der> "
neteustlistl.crly,. .«1")3

return EXIT_FAILURE;

}

/* Load certificate and private key */
UA_ByteString certificate = loadFile(argv(l]);
UA_ByteString privateKey = loadFile(argv[2]);

/* Load the trustlist x/
size_t trustListSize = 0;
if(arge > 3)
trustListSize = (size_t)argc-3;
UA_STACKARRAY (UA_ByteString, trustList, trustListSize);
for(size_t 1 = ©; 1 < trustListSize; i++)
trustList[i] = loadFile(argv[i+3]1);

/* Loading of a issuer list, not used in this application */
size_t issuerListSize = 0;
UA_ByteString #issuerList = NULL;

/* Loading of a revocation list currently unsupported */
UA_ByteString *revocationList = NULL;
size_t revocationListSize = 0;

UA_Server xserver = UA_Server_new();
UA_ServerConfig *config = UA_Server_getConfig(server);

UA_StatusCode retval =
UA_ServerConfig_setDefaultWithSecurityPolicies(config, 4840,

&certificate, &privatekKey,
trustList, trustListSize,
jssuerList, issuerListSize,
revocationList, revocationListSize);

UA_ByteString_clear (&certificate);

UA_ByteString_clear (&privateKey);

for(size_t i = @; 1 < trustListSize; i++)
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5 w int main(int argc, char* argv[]) {
y signal(SIGINT, stopHandler);
2 signal(SIGTERM, stopHandler);

Iv if(arge < 4) {
UA_LOG_FATAL(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
1 "Missing arguments. Arguments are "
_| "<server-certificate.der> <private-key.der> <hybrid-private-key.bin> "
"[<trustlistl.crl>, ...]");
return EXIT_FAILURE;
}

/* Load certificate and private key */
UA_ByteString certificate = loadFile(argv[1]);
UA_ByteString privateKey = loadFile(argv[2]};

I UA_ByteString hybridPrivatekey = loadFile(argv[3]);

/* Load the trustlist =/
size_t trustListSize = 0;
if(argc > 4)
trustListSize = (size_t)argc-4;
UA_STACKARRAY (UA_ByteString, trustlList, trustListSize);
for(size_t i = @; i < trustListSize; i++)
| trustlist[i] = loadFile(argv[i+4]);

/* Loading of a issuer list, not used in this application =/
size_t dssuerListSize = @;
UA_ByteString *issuerList = NULL;

/* Loading of a revocation list currently unsupported */
UA_ByteString *revocationList = NULL;
size_t revocationListSize = 0;

UA_Server *server = UA_Server_new();
UA_ServerConfig *config = UA_Server_getConfig(server);

UA_StatusCode retval =
UA_ServerConfig_setDefaultWithSecurityPolicies(config, 4848,

63 &certificate, &pr'ivateKe:,rL
trustList, trustListSize,
issuerList, issuerListSize,
revocationList, revocationListSize);

UA_ByteString_clear(&certificate);

UA_ByteString_clear (&privateKey);

Additions:
¢ change the error message, that is displayed when too few arguments are passed.
e Add a UA_ByteString for the hybrid private key.
¢ Add the hybrid private key as a pointer to the parameters of the function

2. Client
Open the main.c file in the client project

~ ) opc_ua_client
A CMakeLists.txt
¥ /* opc_ua_client
|h| common.h
B mainc
* [ /home/pat/gt_projects
b Al opené254
b | hybrid_crypto_test
b &) CMake Modules

v # opc_ua_server
& Fhlalral icro vt

We also have to change the number of arguments
Original
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13 #include "common.h"

14

ih #define MIN_ARGS 4

16

17 * int main(int argc, char* argv[]) {

18 = if(argc < MIN_ARGS) {

19 UA_LOG_FATAL(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,

208 "Arguments are missing. The regquired arguments are "
21 "<opc.tep://hostiport> "

27 "<client-certificate.der> <client-private-key.der> "
23 "[etrustlistl.erl>, ...1");

24 return EXIT_FAILURE;

25 }

26

27 const char *endpointUrl = argv[1];

£0

i

/* Load certificate and private key */

2

38 UA_ByteString certificate = loadFile(argv[2]);

31 UA_ByteString privatekKey = loadFile(argv[3]);

33 /* Load the trustList. Load revecatienlList is not supported now =/
34 size_t trustListSize = @;

35 if{argc > MIN_ARGS)

36 trustlistSize = (size_t)argc-MIN_ARGS;

UA_STACKARRAY (UA_ByteString, trustlList, trustListSize);
for{size_t trustListCount = @; trustListCount < trustListSize; trustListCount++)
trustlist[trustlistCount] = loadFile(argv[trustListCount+4]);

UA_ByteString *revecationList = NULL;
size_t revocationListSize = 0;
UA_Client #client = UA_Client_new();

5 UA_ClientConfig *cc = UA_Client_getConfig(client);

46 cc->securityMode = UA_MESSAGESECURITYMODE_SIGHNANDENCRYPT;
T4 UA_ClientConfig_setDefaultEncryption(cc, certificate, privatekey,
48 trustlist, trustlListSize,
439 revocationList, revecationListSize);
50
51 UA_ByteString_clear(&certificate);
52 UA_ByteString_clear (&privateKey);
53 = for{size_t deleteCount = 8; deleteCount < trustlListSize; deleteCount++) {
54 UA_ByteString_clear (&trustlist[deleteCount]);
55 }
With changes
11 #include <stdlib.h>
12
13 #include "common.h"
14
15] rdefine MIN_ARGS 5
1
17 * int main(int arge, char* argv[]) {
18 = if(argc < MIN_ARGS) {
18 UA_LOG_FATAL (UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,

26 "Arguments are missing. The required arguments are "

"<opc.tcp:/fhost:port> "
..I "e¢elient-certificate.der> <client-private-key.der> <hybrid-private-key.bin> "
23 "[<trustlistl.crl>, ...1");
24 return EXIT_FAILURE;
: }

const char #endpeintUrl = argv[1];

[/* Load certificate and private key */
UA_ByteString certificate = loadfFile(argv[2]);

31 UA_ByteString privatekey = loadFile(argv[2]);

32 UA_ByteString hybridPrivateKey = loadFile(argv[3]);

34 /* Load the trustList. Load revocationList is not supported now =/
35 size_t trustlListSize = @;
if(argc > MIN_ARGS)
trustListSize = (size_t)argc-MIN_ARGS;
UA_STACKARRAY (UA_ByteString, trustList, trustlListSize);
35 for{size_t trustListCount = 8; trustlistCount < trustlListSize; trustlListCount++)
4 I trustlist[trustlistCount] = loadFile(argv[trustListCount+MIN_ARGS]);

42 UA_ByteString *revocationList = NULL
3 size_t revocationListSize = @;

4
1
15 UA_Client #client = UA_Client_new(});

46 UA_ClientConfig *cc = UA_Client_getConfig(client);
AT ce->securityMode = UA_MESSAGESECURITYMODE_SIGMANDEMCRYPT;

4 UA_ClientConfig_setDefaultEncryption{cc, certificate, privatekey,

| trustList, trustListSize,

5 revecationList, revocationListSize);

UA_ByteString_clear (&certificate);

(the screenshot above has an error. The index in line 32 must be 4 and not 3!!)
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3. Adding the Arguments when Running the Project
When building the projects in a previous step, the build folders were created

Mame v

[ build-hybrid_crypto_test-Desktop-Default

|| build-opc_ua_client-Desktop-Default

build-opc_ua_server-Desktop-Default

———

""" | hybrid_crypto_test

ey

opc_ua_client
L.}

Copy all the certificates and private keys to each, the server and client build folder. Decide which
certificates you want to use (for example hybrid RSA/Dilithium3 certificates). Then copy following files to
Server build folder:
¢ Root_signed_1.crt.der
Certificate for the server that was signed by the root certificates
e Rsa_private_key.der
The RSA private key for the public key in root_signed_1.crt.der
e Hybrid_private_key.bin
the dilithium3 private key for the public key in root_signed_1.crt.der
e Root.crt.der
Certificate with the public key to verify root_signed_1.crt.der
Client build folder:
e Root_signed_2.crt.der
e Rsa_private_key.der
¢ Hybrid_private_key.bin
e Root.crt.der

Note that root.crt.der is the same file for both folders. The private keys have the same files names
however contain different private keys (corresponding to the certificate each).

In QtCreator go to the projects settings and set the command line arguments

Mathod Deploylocally = || asd < Aanane.
Active Project
o Depioy Staps
apc_ua_server Add Deploy Step ©
Build & Run

D Deskiop
7 Build

Project settings Excuitable omedpat

Ihisld-apc_uia_server-Deskiop-Delauliopt_ss_server

r3a_private_keyder hybrid_private_key bin oot der

Editar

apc_ua_server-Deskiop-Default Browse...

Debugger Settings
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Import Existing Build

Deployment
Methad: Depioy localy *|| mgd - Rename_
Active Project
Mo Doploy Steps
‘ape_ua_chent - ‘a Deploy Stzp -
Build & Run
Run
W Daskiop Run configuration: | opc_uia client v|[ ad - Rename_
2 Build
Project Settings Executable: Momeinatigl prajectsiisld-ope_us_client-Desitop-Delsultiope_ua_chent
Editor Cammand ire arguments: |ope.tep:/1 7.0.0.1:4880 roat_signed_2 crt.der rsa_private_key.der ybrid_private_keybin roct.crt.der| |
Cade Style Wawrking directory: ot -_ta_client-Di Dataul Browss.
Dependencies
Clang Static Analyzer Fun i sermnal
Debugger Settings
¥ Enable Cre
Enable QML What are the prerequisites?
Valgrind Settings

To test run first the server and then the client and see if they connect. Notice that even though hybrid

certificates are used, so far open62541 is just ignoring the hybrid part and uses them as standard x.509
certificates.

UA_Client *client = UA_Client_new();

opc_ua_server X

Starting /home/pat/qt_projects/build-opc_

server-Desktop-Default/opc_ua_server...

fhome /pat/qt_projects

server-Desktop-Default/opc_ua_server exited with code 1

Starting /home/pat/qt_projects/build-opc_ua_server-Desktop-Default/opc_ua_server...
[2020-01-26 21:47:14.689 (UTC+0100)] inf TCP network layer listening on opc.tcp://pat-VirtualBox:4840/

When the client connects you should see following output with an error:
oscatvoosps b5 o p iy |

| opc uaserver ¥ ope_ua_dlient X
start
[2626-81-28 @31
[2826-81-28 &9

enote certificate will be accepted.
a40

fault iNane

¥ policy Wane is used to create Securechannel. Accepting all certificates

ction established

Opened SecureChannel with SecurityPolicy bt pe

Endpaint and UserTokenPolicy unconfigured, perform Ge
wl T erelpod

dat ion.or g/UA/SecurityPolicyshone
ndpoints

Endperint 1

Selected Endpoint oo ftyMode SignAndEncrypt and SecurityPolicy ht

< Foundat ian, org/UA

Selected UserTekenPolicy openiSdl-anonymous-palicy with UserTakenType Anonymous and SecurityPolicy htta://

to switch to a different Securi
& to endpoint epc. top://127.8.
Could nat verify the rescte certificate
+B108)] errorfc Failed to set the security policy

+8109) | erroriclient Couldn't connect the client to a TCP secure channel
_praj 1d-ope_ua_cld _ua_client sxited with code 1

Folicy
340

This happens because the signature size is too big.
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Fixing to Make it Work with Hybrid Certificates

Dienstag, 28. Januar 2020 09:12

In either the server or the client project go to the file ua_client_connect.c

~ | opc_ua_client
A CMakeLists.txt
b 7 opc_ua_client
* [| /home/pat/qt_projects
* Al openg2541
A CMakeLists.txt
* J* open62541-object
w [ | <0Other Locations>
* [ /home/pat/gt_projects/opens2541
¥ [ arch/posix
b [ build/src_generated/openb2541
¥ [ deps
b [ include/open62541
w [ src
w [ client
¢ ua_client.c
ua_client_connect.c
ua_client_connect_async.c
ua_client_discovery.c
ua_client_highlevel.c

GRIGEIGE 3

Change the define for MAX_DATA_SIZE to 8192 (or larger). This is the size against which the certificate is

checked when a session is activated and that causes an error with large signatures.
) e o e =i PGSR AP et it i -S| i i RS =i i
» /+ This Source Code Form is subject to the terms of the Mozilla Public (. ..*/ )

#include <open62541/transport_generated.h>

#include <open62541/transport_generated_encoding_binary.h>
#include <open62541/transport_generated_handling.h>
#include <open62541/types_generated_encoding_binary.h>

#include "ua_client_internal.h"

/* Size are refered in bytes */

#define UA_MINMESSAGESIZE 8192
#define UA_SESSION_LOCALNONCELENGTH 32
| #define MAX_DATA_SIZE 8192

[t ok kdhk ko [
[+ Set client state #/
e e
¥ setClientState(UA_Client *client, UA_ClientState state)
- if(client->state != state) {
client-»state = state;
31 'f(clientf)cnnfig.state(allback”
client->config.stateCallback(client, client->state);

-

-'.*v,-pq-..A---p)-n\-ilin\;
/* Open the Connection =/

JERRE AR RREERKETRRRES |

#define UA_BITMASK_MESSAGETYPE @xeeffffffu
#define UA_BITMASK_CHUNKTYPE oxffoeeeoou

static UA_StatusCode
¥ processACKResponse(void #application, UA_Connection #connection, UA_ByteString #*chunk) {
UA_Client #client = (UA_Client#)application;

Save and rebuild both projects. (Note: | had some problems when rebuilding that the file was not
actually rebuild. So make sure with the debugger that MAX_DATA_SIZE has actually the value you want
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it to bell)

When testing if the changes worked there is another issue with the root certificate. Checking will fail
because there is no revocation list. So to check if this change worked you have to remove the
root.crt.der from the command line arguments for server and client.

Remove the revocation List Check
Look for the file ua_pki_default.c in the plugins folder.
Projects il 2 B
~ [ opc_ua_client
A CMakeLists.txt
b/ opc_ua_client
= [] /home/pat/qt_projects
* Al openg2541
A CMakeLists.txt
¥/ open62541-object
* /7 open62541-plugins
w [ <Other Locations>
* [] /home/pat/qt_projects/open62541
b [ arch
b [ build/src_generated/open62541
b [ deps
b ] include/open62541
* [ plugins
b [ securityPolicies
c | ua_accesscontrol_default.c

¢ | ua_config_default.c
c| ua_log_stdout.c
¢ | ua_nodestore_hashmap.c
|c| ua_nodestore_ziptree.c
B ua_pki_default.c

» Al arch

» E&l doc

Find the function certificateVerification_verify() and comment out the following:

v /= If the parent certificate is found traverse the revocatio and ident
» if there is any CRL file that corresponds to the par e »
if(parentFound == PARENTFOUND &&
v memcmp (remoteCertificate.issuer_raw.p, remoteCertificate.subject_raw.p, remoteCertificate.subject_r
tempCrl = &ci->certificateRevocationList;
v while(tempCrl != NULL) {
i f(tempCrl->version != B &&
tempCrl->issuer_raw.len == parentCert->subject_raw.len &&
memcmp (tempCrl->issuer_raw.p,
parentCert->subject_raw.p,
v tempCrl->issuer_raw.len) == @) {
issuerknown = ISSUERKNOWN;
L ;
}
tempCrl = tempCrl->next;
1
- /+ Tf the CR le correspondi e parent certificate is not present

// TODO: Extend verification

After compiling you should be able to run server and client successfully.
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opC_ua senver X opc_ua_dient %

Starting /home/pat/qt_prejects /build-ope_us_client-Desktop-Default /ope_ua_client...
[2828-81-28 B9 5.5 T

94 (UTCHB1B6)] warn,/Lser La Acceptall Certificate Werification. Any remote certificate will be accepted.
(utcea188)] info/client Connecting to endpoint opc.tep://127.6.8.1:4848
(UTC+B188)] info/client SecurityPalicy not specified -» use default aNone
(UTC+8100)] warn)/ze t iy Security palicy Wone is used to create SecureChannel, fccepting all certificates
{UTE-2100)]
(uTcsa188)])
{uTCe8188) ]
{uTceg18e)]
{utc-e18e)]
{utces1ee)]
[2020-01-28 09:32:55.603 {UTC-B180)]
[2020-01-28 69:32:55.603 (UTC-8100)]
SecurityPolicysBasiclzshsals
[2828-81-26 B9:32:55.683 (UTC+B188)]
ion.or,
[2828-01-28 89:3;
[2828-01-28 8913,
[2020-01-28 09
[2020-01-28 89
[2028-01-26 89

TeP connection established

Opered SecureChannel with SecurityPolicy http:/fopcfoundation.org/UA/SecurityPolicyaNone

Endpaint and UserTakenPolicy uncanfigured, perforn CotEndpoints

Fourd 7 endpoints

Rejecting endpoint B: security mode doesn't match

Rejecting endpoint 1 security mode doesn't match

Endpoint £ has 2 user token policies

Selected Endpoint opc.tep://127.0.8,1:4840 with SecurityMode SignAndEncrypt and SecurityPolicy http://opcfoundat:

selected UserTokenPolicy apens2sal-anorymous-policy with UserTokenType Anomymous and SecurityPolicy http://

{urc+a188)] info/client Disconnect to switch to a different SecurityPalicy

{uTC-8188)] Connecting o endpoint opc.tcpi//127.0.8.114848

{uUTC-100)] TCP comnection established

(uTc-a100)] Opened SecureChannel with SecurityPolicy http:// fon.org/UA/Secur ityPoli ic128Rsal5
(uTcsa188)]) date §s: 26-1-2028 §:32:55.640

ua, _ua_elient ewited with code &
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Add Hybrid Certificate Verification

Dienstag, 28. Januar 2020 09:34

File: ua_pki_default.c

» clearVerifyAllowAll(UA_Certi
P void UA_CertificateVerification_AcceptAll(UA_CertificateVerification +ev) { [...1 )
#ifdef UA_ENABLE_ENCRYPTION

}'Eert:[-lfo;
#ifdef __Linux__ /+» Linux only so far =/

#include <dirent.h>
#include <limits.h>

static UA_StatusCode
fileNamesFromFolder (const UA_String »folder, size_t spathssize, UA_String wepaths) { [ ..1 )

tat UA_StatusCode
reloadCertificates(CertInfo »ci) { (...}

#endif

static UA_StatusCode

[ certificateverification_verify(void sverificationContext,
198 b const UA_Bytestring *certificate) { (... )
b /+ Find binary substring. Taken and adjusted from (...+/ )
STatic const unsigned char #
P bstrchr(const unsigned char #s, const unsigned char ch, size_t 1) { [(...1
static const unsiened char #
b bstrstr(const unsigned char »sl, size_t 11, const unsigned char =s2, size_t 12) { ("1 )

tatic UA_StatusCode

This is the original verification function. Add another function:

gins20 s certificateVerification_hybi

gendif
tat UA_StatusCode certificateVerification_verify(void =verificationContext, UA_ByteString xcertificate);

UA_StatusCode
certificateVerification_hybrid(

erificationContext,

- eString *certificate) {
eturn certificateVerificati y(verificationContext, certificate);
202 3
tat UA_StatusCode
certificateverification_verify( d *verificationContext,
» 15T UA_ByteString *certificate) { (...1 )

b /* Find bipary substring. Taken and adjusted from saaf )

tat nst *

[N Se— AN T

This function so far just“calls the originz;l function. Note that the function prototype for the original
function was added above.

Go to the function UA_CertificateVerificationTrustList() and change the callback for the verifyCertificate
function to the hybrid version
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Verification_Trustlist{UA_Certifi

UA_StatusCode
UA_CertificateVerification_Trustlist(UA_CertificateVerification *cv,
t UA_ByteString »certificateTrustList,
size_t certificateTrustListSize,
t UA_ByteString #certificateIssuerList,
size_t certificateIssuerListSize,
st UA_ByteString =certificateRevocationList,
- size_t certificateRevocationListSize) {
CertInfo *ci = (CertInfox)UA_malloc(sizeof(CertInfo));
if(lci)
eturn UA_STATUSCODE_BADOUTOFMEMORY;
memset(ci, 0O, zeof(CertInfo));
mbedtls_x509_crt_init(&ci->certificateTrustList);
mbedtls_x509_crl_init(&ci->certificateRevocationList);
mbedtls_x509_crt_init(&ci->certificatelssuerList);

cv->context = ( i*x)ci;
if(certificateTrustListSize > 0)
cv->verifyCertificate = certificateVerification_hybrid;

534 >verifyCertificate = certificateVerification_verify;
cv->verifyCertificate = verifyCertificateAllowAll;

cv->clear = certificateverification_clear;
cv->verifyApplicationURI = certificateVerification_verifyApplicationURI;
int err = 03

» fe ize_t i = 0; i < certificateTrustListSize; i++) { osa

» for(size_t i = 0; i < certificatelssuerListSize; i++) { S |

» for(size_t i = @; 1 < certificateRevocationListSize; i++) { (...} )

return UA_STATUSCODE_GOOD;

At this point you should be able to compile and run server and client successfully. You also can check
with a debugger that actually the hybrid certificate verification function is called.

Adding the Hybrid Verification Logic
Edit the CMake file of the open62541 project
File Edit Build Debug Analyze Tools BUGGENE Help

Projects

~ @ opc_ua_client
A CMakelLists.txt
Welcome b 7 opc_ua_client
E * ] /home/pat/qt_projects
¥ LAl openg2541
P, CMakeLists.txt
b/ open62541-obhject
¥ 7 open62541-plugins
w [ <Other Locations>
« | /home/pat/gt_projects/open62541
» [ arch
b [ build/src_generated/open62541
b [ deps
Projects b [ include/open62541
* [ plugins

[ carwituPnliciac

Add the line to include the hybrid crypto library into open62541
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clu

ories(open62541 PUBLIC $<BUILD_INTE E:${_include_dir

1895 # Public includes
include_directories_public(${ua_architecture_directories_to_include}
"${PROJECT_SOURCE_DIR}/include"
"${PROJECT_SOURCE_DIR}/plugins/include"
"${PROJECT_SOURCE_DIR}/deps"
"${PROJECT_SOURCE_DIR}/src/pubsub"
"${PROJECT_BINARY_DIR}/src_generated")

# Private includes
include_directories_private("${PROJECT_BINARY_DIR}")

1f(UA_ENABLE_ENCRYPTION)
1107 include_directories_private(${MBEDTLS_INCLUDE_DIRS})
1168 include_directories_private("../hybrid_crypto_test/hybrid_1ib}l)
Y
1705 endif()

# Option-specific includes

i T (UA_ENABLE_DISCOVERY)
include_directories_private("${PROJECT_SOURCE_DIR}/src/client")

endif()

endif()

Then add the hybrid_crypto.h file to ua_pki_default.c. Make sure that the file is recognized by the IDE,
otherwise something with the include path is wrong.

P /* This work is licensed under a Creative Commons CCZero 1.0 Universal License. s

#include <open62541/server_config.h>
#include <open62541/plugin/pki_default.h>
#include <open62541/plugin/log_stdout.h>

13| #include <hybrid_crypto.hs|

#ifdef UA_ENABLE_ENCRYPTION
#include <mbedtls/x509.h>
#include <mbedtls/x509_crt.h>
#include <mbedtls/error.h>
#endif

#define REMOTECERTIFICATETRUSTED 1
#define ISSUERKNOWN F
#define DUALPARENT 3
#define PARENTFOUND 4

[rrExx xR TAAK [

Then add the code for the hybrid certificate verification

#endif
tatic UA_StatusCode certificateVerification_verify(void *verificationContext, const UA_ByteString *certificate);

static UA_StatusCode
certificateVerification_hybrid(v sverificationContext,
- nst UA_ByteString scertificate) {
//Verify certificate in the conventional way
UA_StatusCode retval = certificateVerification_verify(verificationContext, certificate);
if (retval != UA_STATUSCODE_GOOD)
t retval;

//Verify hybrid signatures
CertInfo *ci = (CertInfor)verificationContext;
if(lci)
etl UA_STATUSCODE_BADINTERNALERROR;
mbedtls_x509_crt remoteCertificate;
mbedtls_x509_crt_init(&remoteCertificate);
int mbedErr = mbedtls_x509_crt_parse(&remoteCertificate, certificate->data,

certificate->length);

1f(mbedErr)
return UA_STATUSCODE_BADSECURITYCHECKSFAILED;

int result = verify_hybrid_certificate(&remoteCertificate, &ci->certificateTrustList);

if (result 1= )
UA_STATUSCODE_BADSECURITYCHECKSFAILED;

irn UA_STATUSCODE_GOOD;
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Compile and make sure everything runs fine.
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Adding a New Security Policy

Dienstag, 28. Januar 2020 09:52

@ FEdit Build Debug Analyze Tools Window Help
Projects |l T e (e =
» f# opc_ua_client
~ @ opc_ua_server
A CMakeLists.txt
bt opc_ua_server
* [ /home/pat/gt_projects
~ (Al open62541
A CMakeLists.txt
b 7 open62541-object
* /7 open62541-plugins
¥ L <Other Locations> Target type: OBJECT_LIBRA
« [ /home/pat/gt_projects/opens2541 Mo build artifacts
» [ arch
b [ buildfsrc_generated/open62541
b [ deps
4
-

] include/open62541

[ plugins

* [ securityPolicies

¢ securitypolicy_mbedtls_common.c
c| ua_securitypolicy_basic128rsals.c
e ua_securitypolicy_basic256.c

c| ua_securitypolicy basic256sha256.c
c| ua_securitypolicy_none.c
ua_accesscontrol_default.c
ua_config_default.c

ua_log_stdout.c
ua_nodestore_hashmap.c
ua_nodestore_ziptree.c
ua_pki_default.c

R R

b (&l arch
¢ Al doc

Copy the data structure BAsic256Sha256_PolicyContext and rename it to Hybrid_PolicyContext. Add the
localHybridPrivateKey field.

open62541 Page 21



-

B ua_securitypolicy_basic256s... # open62541-plugins19 B localCertThumbprint: UA_Bytes
3 #define UA_SHAL1_LENGTH 20
35 #define UA_SHAZ56_LENGTH 32
#define UA_BASIC2565HA256_SYM_SIGNING_KEY_LENGTH 32
37 #define UA_SECURITYPOLICY_BASIC256SHA256_SYM_KEY_LENGTH 32
#define UA_SECURITYPOLICY BASIC2565SHA256_SYM_ENCRYPTION_BLOCK_SIZE 16
38 #define UA_SECURITYPOLICY _BASICZ56SHAZ56_SYM_PLAIN_TEXT_BLOCK_SIZE 16
#define UA_SECURITYPOLICY_BASIC256SHA256_MIMNASYMKEYLENGTH 256
#define UA_SECURITYPOLICY_BASIC256SHA256_MAXASYMKEYLENGTH 512

13 typedef struct {
44 const UA_SecurityPolicy *securityPolicy;
45 UA_ByteString localCertThumbprint;

mbedtls_ctr_drbg_context drbgContext;

4 mbedtls_entropy_context entropyContext;
mbedtls_md_context_t sha256MdContext;
mbedtls_pk_context localPrivateKey;

51 } Basic2565ha256_FolicyContext;

¥ typedef struct {
4 const UA_SecurityPolicy #securityPolicy;
55 UA_ByteString localCertThumbprint;

mbedtls_ctr_drbg_context drbgContext;

mbedtls_entropy_context entropyContext;

59 mbedtls_md_ceontext_t sha256MdContext;
mbedtls_pk_context localPrivateKey;
UA_ByteString localHybridPrivateKey;

} Hybrid_PolicyContext;

¥ typedef struct {
Basic2565ha256_PolicyContext *policyContext;

o R ©

57 UA_ByteString localSymSigningKey;
; UA_ByteString localSymEncryptingKey;
UA_ByteString localSymIv;

71 UA_ByteString remoteSymSigningKey;
72 UA_ByteString remoteSymEncryptingKey;
73 UA_ByteString remoteSymIv;

75 mbedtls_x589_crt remoteCertificate;

Copy the function UA_SecurityPolicy_Basic2565ha256 and rename it to UA_SecurityPolicy_Hybrid. Add a
parameter for the hybrid private key.

tyPolicy_Hybrid(UA_

error;
etu UA_STATUSCODE_GOOD ;

error:

UA_LOG_ERROR (securityPolicy->logger, UA_LOGCATEGORY_SECURITYPOLICY,
"Could not create securityContext: %s", UA_StatusCode_name(retval));
(securityPolicy->policyContext != NULL)
clear_sp_basic256sha256(securityPolicy);

sty retval;

}

UA_StatusCode
UA_SecurityPolicy_Basic2565ha256(UA_SecurityPolicy spolicy,
UA_CertificateVerification scertificateverification,
t UA_ByteString localCertificate,
» nst UA_ByteString localPrivateKey, 15t UA_Logger =logger) {

UA_StatusCode
UA_SecurityPolicy Hybrid(UA_SecurityPolicy *policy,
UA_CertificateVerification scertificateVerification,
t UA_ByteString localCertificate,
- v t UA_ByteString localPrivateKey, const UA_ByteString localHybridPrivateKey, t UA_Logger =logger) {
memset(policy, 0, eof (UA_SecurityPolicy));
policy->logger = logger;

policy->policyUri = UA_STRING("http://opcfoundation.org/UA/SecurityPolicy#8 56

sha2s6");

UA_Security
UA_SecurityPol

symmetricModule *c t asymmetricModule = &policy->asymmetricModule;
ySymmetricModule =const symmetricModule = &policy->symmetricModule;

UA_SecurityPolicyChannelModule *const channelModule = &policy->channelModule;
/* Copy the certificate and add a NULL to the end »
UA_StatusCode retval =
898 UA ing_allocBuffer (&policy->localCertificate, localCertificate.length + 1);
f(retval != UA_STATUSCODE_GOOD)
retval;

Copy the function policyContext_newContext_sp_basic256sha256 and rename it to
policyContext_newContext_sp_Hybrid(). Change the context datatype in the function. Add a parameter
for the hybrid private key and assign the key to the data object.
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» clear_sp_basic256sha256(UA_SecurityPolicy ssecurityPolicy) { (..1 )

tatic UA_StatusCode
updateCertificateAndPrivateKey_sp_basic256sha256 (UA_SecurityPolicy #securityPolicy,
nst UA_| eString newCertificate,

» nst UA_ByteString newPrivatekey) { (.1 )

S © UA_StatusCode
policyContext_newContext_sp_basic256sha256 (UA_SecurityPolicy ssecurityPolicy,
» onst UA_Bytestring localPrivateKey) { (...} )

totic UA_StatusCode
policyContext_newContext_sp_HWybrid(UA_SecurityPolicy ssecurityPolicy,
V. const UA_ByteString localPrivateKey,
UA_StatusCode retval = UA_STATUSCODE_GOOD;
f{securityPolicy == NULL)
eturn UA_STATUSCODE _BADINTERNALERROR;

- f (localPrivateKey.length == @) {
UA_LOG_ERROR(securityPolicy~->logger, UA_LOGCATEGORY_SECURITYPOLICY,
I "Can not initialize security policy. Private key is empty.");

eturn UA_STATUSCODE_BADINVALIDARGUMENT;
)

Hybrid_PolicyContext spc = (Hybrid_PolicyContext )
UA_malloc(sizeof (Hybrid_PolicyContext));
securityPolicy->policyContext = (void #*)pc;
N if(tpe) {
etval = UA_STATUSCODE_BADOUTOFMENORY;
goto error;

/+ Initialize the PolicyContext #+/
memset(pc, &, =i f(Hybrid_PolicyContext));
mbedtls_ctr_drbg_init{&pc->drbglontext);
mbedtls_entropy_init(&pc->entropyContext);
mbedtls_pk_init(&pc->localPrivateKey);
mbedtls_md_init(&pc->sha256MdContext);
pc->securityPolicy = securityPolicy;

769 pc->locallybridPrivatekey = locallybridprivatekey;
/* Inttialized the message digest «/
st mbedtls_md_info_t #co ndInfo = mbedtis_md_info_from_type(MBEDTLS_MD_SHA256);
mbedErr = mbedtls_md_setup(&pc->sha256MdContext, mdInfo, MBEDTLS_MD_SHA256);
48 f (mbederr) (

retval = UA_STATUSCODE_BADOUTOFMEMORY;

const UA_ByteString localHybridPrivateKey) {

At the end of the function UA_SecurityPolicy_Hybrid, change the function call to call the hybrid policy

context. Also pass the h_yblrid private Igex.

163 policy->updateCertificateAndPrivatekey =
B9 policy->clear = clear_sp_basic256sha256;

1181
if(res I= UA_STATUSCODE_GOOD)
clear_sp_basic256sha256(policy);

return res;

Finally change the URI of the new security policy

updateCertificateAndPrivateKey_sp_basic256sha256;

UA_StatusCode res = policyContext_newContext_sp_Hybrid(pelicy, localPrivateKey, lucalHyhrﬁdPrivateKeyb;

UA_SecurityPolicy_Basic2565ha256 (UA_Secur
UA_CertificateVerification *certificateVerification,

yPolicy *policy,

onst UA_ByteString localCertificate,

const UA_ByteString localPrivateKey, ¢
sizeof (UA_SecurityPolicy));
logger;

memset(policy, 0,
policy->logger =

policy->policylri = UAisrRING(”htrp:J.opcfnunaarwon4nr;¢UA559cur1:yralicynkybridr);

UA_SecurityPolicyAsymmetricModule *const asymmetricModule = &policy->asymmetricModule;
UA_SecurityPolicySymmetricModule sconst symmetricModule = &policy->symmetricModule;
UA_SecurityPolicyChannelModule *const channelModule = &policy->channelModule;

/* Copy the certificate and add a NULL to the end +/
UA_StatusCode retval =

UA_ByteString_allocBuffer (&policy->localCertificate, localCertificate.length + 1);
. 1 if(retval I= UA_STATUSCODE_GOOD)

return retval;

memcpy (policy->localCertificate.data, localCertificate.data, localCertificate.length);
policy->localCertificate.data[localCertificate.length] =
policy->localCertificate.length
policy->certificateverification =

certificateverification;

Go to the header file securitypolicy_default.h and add the function
policy
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» st UA_ByteString localPrivateKey, const UA_Logger +logger) { (...} )
UA_StatusCode
UA_SecurityPolicy_Mybrid(UA_SecurityPolicy spolicy,
UA_Certificateverification scertificateverification,
c t UA_ByteString localCertificate,
-

st UA_ByteString localHybridPrivateKey, const

prototype for the hybrid security



P /* This work is licensed under a Creative Commons CCZero 1.0 Universal License. C::::z:j

#ifndef UA_SECURITYPOLICIES_H_
#define UA_SECURITYPOLICIES_H_

#include <open62541/plugin/securitypolicy.h>
_UA_BEGIN_DECLS

UA_EXPORT UA_StatusCode
UA_SecurityPolicy_None(UA_SecurityPolicy *policy,
UA_Certificateverification *certificateverification,
const UA_ByteString localCertificate, const UA_Logger +*logger);

#ifdef UA_ENABLE_ENCRYPTION

UA_EXPORT UA_StatusCode

UA_SecurityPolicy_Basicl28Rsal5(UA_SecurityPolicy *policy,
UA_Certificateverification =certificateverification,
¢ t UA_ByteString localCertificate,

© UA_ByteString localPrivatekKey,

© UA_Logger +logger);

UA_EXPORT UA_StatusCode
UA_SecurityPolicy_Basic256 (UA_SecurityPolicy *policy,
UA_Certificateverification xcertificateverification,
t UA_ByteString localCertificate,
t UA_ByteString localPrivateKey, const UA_Logger *logger);

UA_EXPORT UA_StatusCode

UA_SecurityPolicy_Basic256Sha256 (UA_SecurityPolicy #*policy,
UA_Certificateverification *certificateverification,

onst UA_ByteString localCertificate,

UA_ByteString localPrivatekKey,

t UA_Logger *logger);

UA_EXPORT UA_StatusCode
UA_SecurityPolicy_Hybrid(UA_SecurityPolicy #policy,
UA_Certificateverification *certificateverification,
t UA_ByteString localCertificate,
t UA_ByteString localPrivateKey,
t UA_ByteString localHybridPrivateKey,
st UA_Logger *logger); ¥

48 CC

con

#endif

_UA_END_DECLS

So far we have created a new security policy that is a copy of basic256sha256, but has the name Hybrid
and accepts an additional hybrid private key as a parameter.

Adding the security Policy to Server and Client Config
Go to the file ua_config_default.c
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File Edit Build EWGE Analyze Tools Window Help

Projects x <
» () opc_ua_client .
~ [ opc_ua_server -
Welcome A CMakeLists.txt -
E b /7 opc_ua_server .
¥ [ /home/pat/gt_projects L—
¥ Al open62541 i
A CMakeLists.txt LL

b /7 openb62541-object
v /* open62541-plugins
w [ <0Other Locations>
« [ /home/pat/qt_projectsiopen62541
» [ arch
» [ build/src_generated/open62541 =
» [ deps o
b [ include/opent2541
w [ plugins
» [ securityPolicies a6
| Ua_accesscontrol_default.c
default.c 32

ua_config_

¢ ua_log_stdout.c

¢ ua_nodestore_hashmap.c

¢ ua_nodestore_ziptree.c 3

c| ua_pki_default.c B
» [A arch S
» Al doc

[

Look for the function UA_ServerConfig_addSecurityPolicyBasic256Sha256, copy it and rename it to
UA_ServerConfig_addSecurityPolicyHybrid(). Add a parameter for the hybrid private key. Add a variable
for the hybrid private key. Assign it to the variable. Change the function call to a Hybrid policy and add
the new parameter to the function call.

UA_EXPORT UA_StatusCode
UA_ServerConfig_addSecurityPolicyBasic256 (UA_ServerConfig *config,
const UA_ByteString #certificate,
» const UA_ByteString #privatekey) { (..t )

UA_EXPORT UA_StatusCode
UA_ServerConfig_addSecurityPolicyBasic2565ha256(UA_ServerConfig =config,
const UA_ByteString =certificate,

UA_ByteString sprivatekey) { (...} )

UA_EXPORT UA_StatusCode
UA_ServerConfig_addSecurityPolicyHybrid (UA_ServerConfig *config,
st UA_ByteString *certificate,
t UA_ByteString *privateKey,
x const UA_ByteString *hybridPrivateKey) {

/* Allocate the SecurityPolicies */

UA_SecurityPolicy #tmp = (UA_SecurityPolicy x)

UA_realloc{config->securityPolicies,
izeof(UA_SecurityPolicy) + (1 + config->securityPoliciesSize));

if(ltmp)
eturn UA_STATUSCODE_BADOUTOFMEMORY;
config-»>securityPolicies = tmp;

/* Populate the SecurityPolicies =/
UA_ByteString lecalCertificate = UA_BYTESTRING_NULL;

UA_ByteString localPrivateKey = UA_BYTESTRING_NULL
UA_ByteString localHybridPrivateKey = UA_BYTESTRING_NULL;
if(certificate)

localCertificate = *certificate;
if(privateKey)
localPrivateKey = *privateKey;
if(hybridPrivateKey)
localHybridPrivateKey = thybridPrivateKey;
UA_StatusCode retval =
UA_SecurityPolicy_Hybrid(&config->securityPolicies[config-»securityPoliciesSize],
&config->certificateverification,
localCertificate, localPrivateKey, localHybridPrivateKey, &config->logger);
if(retval |= UA_STATUSCODE_GOOD)

return retval;
586 cnnf'ig—>secur1't',fP01'i(‘iE'SS'iZGH;|
return UA_STATUSCODE_GOOD;
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Add the new function to the header file server_config_default.h

Warning: This file is outside the project directory.

¥ /* Adds the security policy SecurityPolicy#Basic2565ha256 to the server. A
+ server certificate may be supplied but is optional.
.
* Certificate verification should be configured before calling this
+ function. See PKI plugin.
N
* @param config The configuration to manipulate
* @param certificate The server certificate.
+ @param privateKey The private key that corresponds to the certificate.
A}v'
UA_EXPORT UA_StatusCode
UA_ServerConfig_addSecurityPolicyBasic2565ha256 (UA_ServerConfig =config,
t UA_ByteString #certificate,
st UA_ByteString =privateKey);

UA_EXPORT UA_StatusCode
UA_ServerConfig_addSecurityPolicyHybrid(UA_ServerConfig *config,
st UA_ByteString =certificate,
189 const UA_ByteString xprivateKey,
] const UA_ByteString shybridPrivateKey);

v [+ Adds all supported security policies and sets up certificate
) * validation procedures.
.
* Certificate verification should be configured before calling this
* function. See PKI plugin.

.

Then edit the function UA_ServerConfig_setDefaultWithSecurityPolicies().
Add a parameter for the hybrid private key.
After the call to UA_serverConfig_addAllSecurityPolicies() call the newly created function

_config_default.c* # per 41-plugins19 UA_ServerConfi efaultWithSecurityPoli

t UA_ByteString #*privateKey,
» const UA_ByteString *hybridPrivateKey) { (...} )

UA_EXPORT UA_StatusCode
UA_serverConfig_addAllSecurityPolicies(UA_ServerConfig *config,
onst UA_ByteString scertificate,

10 onst UA_ByteString sprivatekey) { (...1 )

UA_EXPORT UA_StatusCode
UA_ServercConfig_setDefaultWithSecurityPolicies(UA_ServerConfig »conf,

UA_UInt1l6 portNumber,

onst UA_ByteString *certificate,
t UA_ByteString *privateKey,
t UA_ByteString xhybridPrivateKey,
- t UA_ByteString *trustlList,
size_t trustListSize,
const UA_ByteString *issuerList,
size_t issuerListSize,
const UA_ByteString *revocationList,
> 2 size_t revocationListSize) {

UA_StatusCode retval = setDefaultConfig(conf);
4 if(retval != UA_STATUSCODE_GOOD) {
660 retval = UA_CertificateVerification_Trustlist(&conf->certificateverification,|

trustlist, trustListSize,
issuerList, issuerListSize,
revocationList, revocationListSize);
f (retval 1= UA_STATUSCODE_GOOD)
return retval;

retval = addDefaultNetworkLayers(conf, portNumber, 0, 0);
» if(retval != UA_STATUSCODE_GOOD) {

retval = UA_ServerConfig_addAllSecurityPolicies(conf, certificate, privateKey);

v if(retval = UA_STATUSCODE_GOOD) {
UA_ServerConfig_clean(conf);
r rn retval;
)

retval = UA_ServerConfig_addSecurityPolicyHybrid(conf, certificate, privateKey, hybridPrivateKey);
v if(retval != UA_STATUSCODE_GOOD) {
UA_ServerConfig_clean(conf);
return retval;

Add the additional parameter to the header file server_config_default.h
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ver_config_def

Warning: This file is outside the project directory.

‘home/pat/qt_projects/opc_ua_client ! .
72 * @param sendBufferSize The size in bytes for the network send buffer
* @param recvBufferSize The size in bytes for the network receive buffer

4 «f
4 UA_EXPORT UA_StatusCode
| UA_ServerConfig_setMinimalCustomBuffer (UA_ServerConfig =config,
UA_UIntl6 portNumber,
st UA_ByteString =certificate,
UA_UInt32 sendBufferSize,
UA_UInt32 recvBufferSize);

/* Creates a new server config with one endpoint.

The config will set the tcp network layer to the given port and adds a single
endpoint with the security policy SecurityPolicy#None to the server. A
server certificate may be supplied but is optional. =/

ic UA_INLINE UA_StatusCode

.

>

u

_ServerConfig_setMinimal(UA_ServerConfig *config, UA_UIntl6é portNumber,
v const UA_ByteString *certificate) {
return UA_ServerConfig_setMinimalCustomBuffer(config, portNumber,
certificate, 0, 0);
}

#ifdef UA_ENABLE_ENCRYPTION

UA_EXPORT UA_StatusCode
UA_ServerConfig_setDefaultWithSecurityPolicies(UA_ServerConfig *conf,
UA_UIntlé portNumber,
const UA_ByteString *certificate,
( UA_ByteString *privateKey,
nst UA_ByteString rhybridPrivateKey,
const UA_ByteString #trustlist,
size_t trustListSize,

nst UA_ByteString *issuerList,
size_t issuerListSize,

st UA_ByteString =revocationList,
size_t revocationListSize)ﬂ

78
fendif

¥ [+ Creates a server config on the default port 4840 with no server
+ certificate. »/

Finally go to the server main.c file and add the new parameter to the function call

Buld_Debug Analyze Tools Window kel

» /1) opcua client
~ B opc_ua_server
A CMaketistsxt
v 7 opcua_server
n commonh

s1gnal(SIGINT, stopHandler);
s1gnal(SIGTERM, stopHandler);

- i (arge < 4) {
ATEGORY_USERLAND,

rivate-ke
v il Mome/pauglprojects

~ Wl opens2541
A CMakeListata }
» 7 opent2541.object
v 2 open625dt-pligns
~ @l <Other Locations>
v [l Momelpatiqr projects/open62sa!

certificat
privatexey = 1

UA_Bytestring

> M arch UA_ByteString hybridPrivatekey * lo
[
¥ [ buldrsrc_generated/opent2sd) + Load the tr
* s deps
»  ndude/open62541
v | plugins trustlistsize = tyarge-4;
» il securityPohcies UA_STACKARRAY (UA_Byt g, trustList, trustlistSize);
. ua_accesscontrol_defaultc for(size_t { = 05 1 < trustlistSize; i+
& ua_config_defaultc List[i] = loadFile(argv[i+4]);
o ua_log stdoutc S = A P
& ua_nodestors_hashmap.c 4
© ua_nodestore zplreec UA
& ua_phi defaultc
» W arch . L of a revocation 14st currently unsupported »
» Jal doc UA_ByteString srevocationiist = NULL;
» &l tools size_t revocationlistSize = @;
w Wl hybrid_crypto test g
v i hybriclib UA_Server sserver = UA_Server_new();

2 Clabeiiercon UA_ServerConfig sconfig * UA_Server_getConfig(server);
v 2 hybeid_oypto
v Il <Other Locations>
~ [l Momelpatiqt_projectshybrid_crypeo_testhybrid lib
» i common
» W crypto_kemviyber512-90s/clean
» i crypto_sign
& hybrid_crypto.c
W hybrid_crypto.h

e retval =

onfig_setDefaultwi thSecurityPol

e

clear (kcertificate);
A_ByteStr ear (sprivateey);
(size_t 1 = 8; 1 < trustlistSize; i)

es(config, 4846
Lcertificat

erList, 1ssue
cationList, revocationListSize);

Now you can compile and run server and client. Note that the new security policy so far is only configure
at the server and not at the client. The client will use another default security policy to connect.
However when you check with wireshark you can see that the server offers the new hybrid policy.
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2115 -1 1 TCP 66 45610 - 4840 [ACK] Seq=57 Ack=29 Win=65536 Len=0 TSval=943447432 TSecr=043447432

22 15 T 1 Opcla 198 message:

23 15, -1 1 Opcua 201 H

24 15 1 1 Opcua 159 UA Secure Conversation Message: GetEndpointsRequest
1 32834 4840 ~ 45610 [ACK) Ack=282 Win=65536 Len=32768 TSvals043447432 TSecr=943447432 [TCP segment of a reassembled
1 ]

» Transmission Control Protocol, Src Port: 4840, Dst Port: 45610, Seq: 32032, Ack: 282, Len: 17027
» [2 Reassenbled TCP Segments (49795 bytes): #25(32768), #26(17627)]
w OpcUa Binary Protocol

Message Type: MSG

Chunk Type: F

Message Size: 49795

SecureChannelld: 1
Security Token Id: 1
Security Sequence Number: 2
Security Requestld: 2
OpcUa Service : Encodeable Object
» Typeld : ExpandeoNodeld
w GetEndpointsResponse
» ResponseHeader: ResponseHeader
~ Endpoints: Array of EndpointDescription
ArraySize: 9
0]: EndpointDescription
EndpointDescription
EndpointDescription
EndpointDescription
EndpointDescription
EndpointDescription
EndpointDescription
EndpointDescription
]: EndpointDescription
EndpointUrl: opc.tcp://127.0.6.1:4840
» Server: ApplicationDescription
ServerCertificate: 308213e7308212cf
MessageSecur it S: t (0x60000063

(vvwwwwww

jen’ oken: ray ol rTokent
http://opcfoundat 1 rofile/Transport/uatcp-uasc-uabinary

3 85 6 “ope no
f 75 73 2d nonymous -policy:
T ff ff ff £ fi

Adding the Policy to the Client
In the file ua_config_default.c go to the function UA_ClientConfig_setDefaultEncryption(). Add the
hybrid private key as a parameter. Change the number of allocated security policies from 4 to 5.

78¢ #ifdef UA_ENABLE_ENCRYPTION
787 UA_StatusCode
7 UA_ClientConfig_setDefaultEncryption(UA_ClientConfig xconfig,
UA_ByteString localCertificate, UA_ByteString privateKey, UA_Bytestring hybridPrivateKey,
( const UA_ByteString *trustlList, size_t trustListSize,
191 ¥ const UA_ByteString *revocationList, size_t revocationListSize) {
792 UA_StatusCode retval = UA_ClientConfig_setDefault(config);
if(retval != UA_STATUSCODE_GOOD)
return retval;

retval = UA_CertificateVerification_Trustlist(&config->certificateVerification,
trustlist, trustlListSize,
NULL, ©,
revocationList, revocationListSize);
) if(retval != UA_STATUSCODE_GOOD)
801 return retval;

/+ Populate SecurityPolicies #/
864 UA_SecurityPolicy #sp = (UA_SecurityPolicy#)
aes] UA_realloc(config->securityPolicies, sizeof(UA_SecurityPolicy) = 5’;
806 if(1sp)
807 return UA_STATUSCODE_BADOUTOFMEMORY ;
: config->securityPolicies = sp;

16 retval = UA_SecurityPolicy_Basicl28Rsal5(&config->securityPolicies[1],

11 &config->certificateverification,

312 localcCertificate, privateKey, &config->logger);
813 {f(retval != UA_STATUSCODE_GOOD)

14 return retval;

In the same function, add the new security policy at the end
325 &config->certificateverification,
localCertificate, privateKey, &config->logger);

827 if(retval != UA_STATUSCODE_GOOD)
828 return retval;
3 ++config->securityPoliciesSize;

831 retval = UA_SecurityPolicy Hybrid(&config->securityPolicies[4],
332 &config->certificateVerification, _
localCertificate, privateKey, hybridPrivateKey, &config->logger);

834 if(retval != UA_STATUSCODE_GOOD)
return retval;
++config->securityPoliciesSize;

338 return UA_STATUSCODE_GOOD;
)
839 }

840 #endif

Adopt the header file and add the new parameter
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client_contig defaulth [master] - Qt Creator

Warning: This file is outside the project directory. Do Mot 5k

P /% This work is licensed under a Creative Commons CCZero 1.8 Unmiversal License. [EJ

#ifndef UA_CLIENT _CONFIG_DEFAULT_H_
#define UA_CLIENT_CONFIG_DEFAULT_H_

#include <open62541/client_config.h>
#include <open62541/client.h>

_UA_BEGIN_DECLS
Ua_Client UA_EXPORT * UA_Client_new(void);

UA_StatusCode UA_EXPORT
UA_ClientConfig_setDefault(UA_ClientConfig *config);

gifdef UA_ENABLE_ENCRYPTION
UA_StatusCode UA_EXPORT
| uA_ClientConfig_setDefaultEncryption(UA_ClientConfig *config,
25| UA_ByteString localCertificate, UA_ByteString privateKey, UA_ByteString hybridPrﬁvateKeyJ
const UA_ByteString *trustList, size_t trustListSize,
onst UA_ByteString *revecatienList, size_t revocationListSize);
gendif

_UA_END_DECLS

fendif [+ UA_CLIENT_CONFIG_DEFAULT_H_ */

In the clients main function add the new parameter to the function call

const char xendpeintUrl = argv[1];

/* Load certificate and private key */
UA_ByteString certificate = loadFile(argv[2]);
UA_ByteString privateKey = loadFile(argv[3]);
UA_ByteString hybridPrivateKey = loadFile(argv[3]);

J* Load the trustList. Load revocationList is not supported now */

size_t trustListSize = @;

if(argc > MIN_ARGS)
trustListSize = (size_t)argc-MIN_ARGS;

UA_STACKARRAY(UA_ByteString, trustlList, trustlListSize);

for(size_t trustListCount = @; trustListCount < trustlListSize; trustlListCount++)
trustList[trustListCount] = loadFile(argv[trustListCount+MIN_ARGS]);

UA_ByteString *revocationlist = MULL;
size_t revocationListSize = @;

UA_Client #client = UA_Client_new()
UA_ClientConfig *cc = UA_Client_getConfig(client);
cc-»securityMode = UA_MESSAGESECURITYMODE_SIGNAMDENCRYFT;
UA_ClientConfig_setDefaultEncryption{cc, certificate, privateKey, hybridPrivateKey,
trustlist, trustlListSize,
revocationList, revocationListSize);

UA_ByteString_clear (&certificate);

UA_ByteString_clear (&privateKey);

for(size_t deleteCount = 0; deleteCount < trustListSize; deleteCount++) {
UA_ByteString_clear(&trustList[deleteCount]);

Then add the following two lines to configure the client to select the new security policy
trustListitrustListCount] = Lloadkile(argv[trustListCount+MIN_ARGS]) ;

UA_ByteString #*revocationList = NULL;
size_t revocationListSize = 0;

UA_Client *client = UA_Client_new();

UA_ClientConfig *cc = UA_Client_getConfig(client);

cc->securityMode = UA_MESSAGESECURITYMODE_SIGNANDENCRYPT;

48 UA_String uri = UA_STRING_ALLOC("http://opcfoundation.org/UA/SecurityPolicy#Hybrid");

cc->securityPolicyUri = uri;

UA_ClientConfig_setDefaultEncryption(cc, certificate, privateKey, hybridPrivateKey,
trustList, trustListSize,
revocationList, revocationListSize);

UA_ByteString_clear (&certificate);
UA_ByteString_clear (&privateKey);
S for(size_t deleteCount = 0; deleteCount < trustListSize; deleteCount++) {
UA_ByteString_clear (&trustList[deleteCount]);
}

/* Secure client connect */
cc->securityMode = UA_MESSAGESECURITYMODE_SIGNANDENCRYPT; /* require encryption */
2 UA_StatusCode retval = UA_Client_connect(client, endpointUrl);
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Manage Kies.. )- Build Settings
Import Bxsting Buik.. Edit build configuration: | Dafault - Add ] Ramov REnaim...
=]
= CHake
Active Project
ope s chent . i dvscrary: | memaspatiqs peojoasibuldspe,ua,_clan Deckiap Datault Browea.
i
Build & Run
) Deskiop oy = Walue o -
UA_ENABLE ENCRYPTION o ON ™
y b Run LWA_ENAELE_HISTORIZING OFF
(' Lt
. U ENABLE METHODCALLS von u
Project Settings st
LA ENABLE WRCRD_EMB_DEV_ PROFILE OFF Bt
i LA ERABLE NOOTMANAGEMENT ¥ oN achvanced
a
Code Style LA EMABLE SUBSCRIFTIONS o ON
Capandencies. - -
Clang SEatic Al LA EMABLE SUBSCRIFTIONS EVENTS OFF
L_ENABLE WEBSOURET SERVER OFF
wisaee [ F—
UA_MULTITHREADING o
UA_NAMESPACE_TERD REDUCED =
Ay Corfiguiaticn Changss
Bulld Steps
[ — it =

In the clients output we see that the correct security policy is uesed.

[2820-01-28 10:44:46.858 (UTC+0186)] info/client Rejecting endpoint 3: security mode doesn't match

[28208-81-28 18:44:46.858 (UTC+01@0)] info/client Rejecting endpoint 4: security policy doesn't match

[2828-81-28 18:44:46.858 (UTC+@108)] info/client Rejecting endpoint security mode doesn't match

[2020-01-28 10:44:46.858 (UTC+0180)] inf t Rejecting endpoint security policy doesn't match

[2020-91-28 10:44:46.858 (UTC+0188)] info t Rejecting endpoint 7: security mode doesn't match

[2828-81-28 18:44:46.858 (UTC+0188)] info/client Endpeint B has 2 user token policies

[2820-01-28 10:44:46,858 (UTC+0180)] info/client Selected Endpoint opc.tep://127.0.8.1:4840 with SecurityMode SignAndEncrypt and SecurityPolicy http://opcfoundation.org/Ua/
SecurityPolicy#Hybrid

[2828-81-28 18:44:46.858 (UTC+0188)] info/client Selected UserTokenPolicy openg2Sd4l-anonymous-policy with UserTokenType Amonymous and SecurityPolicy http://
opc faundation. org/UA/SecurityPolicy#Hybrid

[2820-01-28 18:44:46.858 (UTC+01068)] info t Disconnect to switch te a different SecurityPolicy

[2828-01-28 18:44:46.859 (UTC+8188)] info/client Connecting to endpoint opc.tcp://127.9.8.1:4848

[2820-01-28 10:44:46.859 (UTC+0180)] debug/client Initialize the SecurityPolicy context

FIA2A-A1-28 1A:44:4R_RRY (UTC+ATARY] infn/client TCP ronnectinn estahlished
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Add a Hybrid Signature to Asymmetric Encrypted
Messages

Dienstag, 28. Januar 2020 10:46

In order to sigh messages with an additional hybrid signature, we need to edit the newly created

security policy.

First define some that we are going to need later in ua_seucritypolicy_basic256sha256.c

-

B ua securitypolicy basic256s..* # open62341-plugins8 + | <Select Symbol>

#endif

#endif

#endif

#define
#endif

#define
#endif
58 #endif

#define HYBRID_KEXV1_ON

#ifdef HYBRID_KEXV1_ON

//#define HYBRID_KEXV1_DILITHIUM_2
//#define HYBRID_KEXV1_DILITHIUM_3
//#define HYBRID_KEXV1_DILITHIUM_4
//#define HYBRID_KEXV1_FALCOM_512
#define HYBRID_KEXV1_FALCON_1824
#ifdef HYBRID_KEXV1_DILITHIUM_2
#define HYBRID_KEXV1_SIG_SIZE 2044

#ifdef HYBRID_KEXV1_DILITHIUM_3
#define HYBRID_KEXV1_SIG_SIZE 2781

#ifdef HYBRID_KEXV1_DILITHIUM_4
#define HYBRID_KEXV1_SIG_SIZE 3366

#ifdef HYBRID_KEXV1_FALCON_512

HYBRID_KEXV1_SIG_SIZE 690

#ifdef HYBRID_KEXV1_FALCON_1024

HYBRID_KEXV1_SIG_SIZE 1330

b /* Notes:

Then include the hybrid crypto functions

#include
#include

15] = #include

#include

#include

ginclude <

541/plugin/securitypolicy_mbedtls_common.h>

<open62541/util.h>

#ifdef UA_ENABLE_ENCRYPTION

<hybrid_crypto.h>

#include <mbedt
#ginclude <mbed
#include <

<mbedtls/error.h>

We need to add functions for signature verification (of messages, not certificates) and signature
generation. Then we will use this functions in the security policy callback functions. All the functions are
based on the basic256sha256 functions, so it is a good idea to copy and rename these function and then

modify them.

Add the function asym_verify_sp_hybrid() (copy from asym_verify_sp_basic256sha256()). The signature
now will be larger because in fact it contains two signatures. The first 256 bytes are the RSA sig. So do
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not pass the full signature length, but only the first 256 bytes to the mbedtls verify function

const UA_ByteString *signature) { es}

144 static UA_StatusCode
! asym_verify_sp_hybrid(const UA_SecurityPolicy *securityPolicy,
Basic2565ha256_ChannelContext *cc,
t UA_ByteString *message,
t UA_ByteString »signature) {
if(securityPolicy == NULL || message == NULL || signature == NULL || cc == NULL)
return UA_STATUSCODE_BADINTERNALERROR;

char hash[UA_SHA256_LENGTH] ;
#if "BEDTLS VERSION_NUMBER >= 0x02070808
J// TODO check return status
mbedtls_sha256_ret(message->data, message->length, hash, 8);
15 #else
mbedtls_sha2s56(message->data, message->length, hash, 8);
5 #endif

/% Set the RSA settings =/
] mbedtls_rsa_context #rsaContext = mbedtls_pk_rsa{cc->remoteCertificate.pk);
162 mbedtls_rsa_set_padding(rsaContext, MBEDTLS_RSA_PKCS_V15, MBEDTLS_MD_SHA256);

/* For RSA keys, the default padding type is PHCS#1 w1.5 in mbedtls_pk_verify() */

/* Alternatively, use more specific function mbedtls_rsa_rsassa_pkesl_vl5_verify(), i.e. =/

o A f* int mbedErr = mbedtls_rsa_rsassa_pkcsl_v15_verify(rsaContext, NULL, NULL,
MBEDTLS_RSA_PUBLIC, MBEDTLS_MD_SHA256,
UA_SHA256_LENGTH, hash,
signature->data); +/

1 't mbedErr = mbedtls_pk_verify(&cc->remoteCertificate.pk,

71 MBEDTLS_MD_SHA256, hash, UA_SHAZ56_LENGTH,

signature->data, 256);

174 if(mbedErr)
return UA_STATUSCODE_BADSECURITYCHECKSFAILED;

/{ get the public key
178 wint8_t *dummy;

Then add the code for the PQ signature verification afterwards

/I get the public key

uintd_t sdummy;

uint8_t *hybridPublicKey;

char dummy_buf[1688];

get_signature_and_pk(&cc->remoteCertificate, &dummy, EhybridPublicKey, dummy_buf, dummy_buf);

4 int verification_result = -1;

18¢ #ifdef HYBRID_KEXV1_DILITHIUM_Z
187 verification_result = dilithium2_verify(signature->data+256, HYBRID_KEXV1 SIG_SIZE, message->data, message->length, hybridPublicKey);
rendi f
#ifdef HYBRID_KEXV1_DILITHIUM_3

verification_result = dilithium3_verify(signature->data+256, HYBRID_KEXV1_SIG_SIZE, message->data, message->length, hybridPublicKey);
gendif
#ifdef HYBRID_KEXV1_DILITHIUM_4

verification_result = dilithiumd_verify(signature->data+256, HYBRID_KEXV1_SIG_SIZE, message->data, message->length, hybridPublicKey);
rendif
#1fdef HYBRID_KEXV1_FALCON_512

verification_result = falcon512_verify(signature->data+256, WYBRID_KEXV1_SIG_SIZE, message->data, message->length, hybridPublickey);
Fendif
#ifdef HYBRID_KEXV1_FALCON_1824

verification_result = falconl®24_verify(signature->data+256, HYBRID_KEXV1_SIG_SIZE, message->data, message->length, hybridrublickey);
gendif

if (verification_result != @)
eturn UA_STATUSCODE_BADSECURITYCHECKSFAILED;

n WA_STATUSCODE_GOOD;

Next add the hybrid signing function. No changes are required here
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44 static UA_StatusCode

1 asym_sign_sp_hybrid(const UA_SecurityPolicy *securityPolicy,
24 Basic2565ha256_ChannelContext *cc,
247 const UA_ByteString *message,

18| UA_ByteString =signature) {

4 if{securityPolicy == NULL || message == NULL || signature == NULL || cc == NULL)

return UA_STATUSCODE_BADINTERNALERROR;

unsigned char hash[UA_SHA256_LENGTH];
#if MBEDTLS_VERSION_NUMBER >= @x082870000
254 f/ TODO check return status
5 mbedtls_sha256_ret(message->data, message->length, hash, 8);
2 telse

mbedtls_sha256(message->data, message->length, hash, @);
gendif

Hybrid_PolicyContext #pc = (Hybrid_PolicyContext #)cc->policyContext;
261 mbedtls_rsa_context *rsaContext = mbedtls_pk_rsa(pc->localPrivatekey);
mbedtls_rsa_set_padding{rsaContext, MBEDTLS_RSA_PKCS_V15, MBEDTLS_MD_SHA256);

o size_t siglen = 0;

2 /* For RSA keys, the default padding type is PKCS#1 v1.5 in mbedtls_pk_sign */
267 /* Alternatively use more specific function mbedtls_rsa_rsassa_pkcsl_v15_sign() */
int mbedErr = mbedtls_pk_sign(&pc->localPrivateKey,
2 MBEDTLS_MD_SHA256, hash,
i UA_SHA256_LENGTH, signature->data,
271 &siglen, mbedtls_ctr_drbg_random,
272 &pc->drbgContext);
3 if{mbedErr)
r ' UA_STATUSCODE_BADINTERNALERROR;

2 /f sign with hybrid method

LymuesEr
return UA_STATUSCODE_BADINTERNALERROR;

Then add the code for the PQ signature

/f sign with hybrid method

int error = -1;
#ifdef HYBRID_KEXV1_DILITHIUM_2

error = dilithium2_sign(signature->data+256, &siglen, message->data, message->length, pc->localHybridPrivateKey.data);
fendif
#ifdef HYBRID_KEXVI1_DILITHIUM_3

error = dilithium3_sign(signature->data+256, &sigLen, message->data, message->length, pc->localHybridPrivatekey.data);
#endif
4| #ifdef HYBRID_KEXV1_DILITHIUM_ 4
5 error = dilithiumd_sign(signature->data+256, &siglen, message->data, message->length, pc->localHybridPrivateKey.data);
fendif
#ifdef HYBRID_KEXVI_FALCON_512

error = falcon512_sign(signature->data+256, &siglLen, message->data, message->length, pc->localHybridPrivateKey.data);
#rendif
#ifdef HYBRID_KEXV1_FALCON_1824

error = falconl@24_sign(signature->data+256, &siglLen, message->data, message->length, pc->localHybridPrivatekey.data);
rendif

294 if {error != @)
295 return UA_STATUSCODE_BADINTERNALERROR;
29¢ return UA_STATUSCODE_GOOD;

Open62541 gets the size of the signatures (that now has changes) also from the security policy. So we
have to modify the functions for that as well:

r 1 UA_STATUSCODE_BADINTERNALERROR;
'n UA_STATUSCODE_GOOD;

static size_t
asym_getlocalSignatureSize_sp_basic256sha256(

nst UA_SecurityPolicy *securityPolicy,
st Basic2565ha256_ChannelContext *cc) { (...} )

static size_t
309 asym_getLocalSignatureSize_sp_hybrid(const UA_SecurityPolicy *securityPolicy,
(6] R const Basic256Sha256_ChannelContext *cc) {
if(securityPolicy == NULL || cc == NULL)
12 return 0;
return HYBRID_KEXV1_SIG_SIZE + mbedtls_pk_rsa(cc->policyContext->localPrivateKey)->1len;
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c2565ha256_ChannelContext

static size_t
asym_getLocalSignatureSize_sp_hybrid(const UA_SecurityPolicy *securityPolicy,
A const Basic2565ha256_channelContext #cc) {
if(securityPolicy == NULL || €c == NULL)
return @3

return HYBRID_KEXV1_SIG_SIZE + mbedtls_pk_rsalcc-»policyContext->localPrivatekey)->len;
static size_t

asym_getRemoteSignatureSize_sp_basic256sha256(const UA_SecurityPolicy *securityPelicy,
» const Basic2565ha256_ChannelContext #cc) { (..l )

tie size_t
asym_getRemoteSignatureSize_sp_hybrid(const UA_SecurityPolicy *securityPolicy,
- const Basic2565hal56_ChannelCentext »cc) {
if(securityPolicy == NULL || cc == NULL)
return Bj
return HYBRID_KEXV1_SIG_SIZE + mbedtls_pk_rsa(cc-»remoteCertificate.pk)->len;

3] 9

f* AsymmetricEncryptionAlgorithm_RSA-OAEP-SHAL =/

Finally you need to assign these functions to the hybrid security policy object. Therefore go to the
function UA_SecurityPolicy_Hybrid()

- UA_StatusCode
UA_securityPolicy_Hybrid(ua_securityPolicy *pelicy,
UA_CertificateVerification rcertificateverification,

anst UA_ByteString localCertificate,

5 - const UA_ByteString localPrivateKey, const UA_ByteString localHybridPrivatekey,
memset(policy, B, sizeof(UA_SecurityPolicy));
policy->logger = logger;

policy->policyUri = UA_STRING("http://opcfoundation.org/Ua/securityPolicyaHybrid”);
UA_SecurityPolicyAsymmetricModule =

UA_SecurityPolicySymmetricModule #
UA_SecurityPolicyChannelModule *cons

st asymmetricModule = Apolicy-rasymmetricModule;
15t symmetricModule = &policy->symmetricModule;
channelModule = &policy->channelModule;

{* Copy the certificate and add a WULL te the end =/
UA_StatusCode retval =

Ua_ByteString_allocBuffer (Epoliey->localcCertificate, localCertificate.length + 1);
if(retval 1= UA_STATUSCODE_GOOD)

return retval;
memcpy (policy-*localCertificate.data, localCertificate.data, localCertificate.length);
policy->localCertificate.data[localCertificate.length] = "\8';
policy->localCertificate.length--;
policy->certificateverification = certificateverification;

/* AsymmetricModule */
UA_SecurityPolicySignatureAlgorithm *asym_signatureAlgorithm =
LasymmetricModule->cryptoModule. signatureAlgorithm;
asym_signatureAlgerithm->uri =
UA_STRING("http://www.w3.org/2001/04/xmldsig-norefrsa-sha256',8");
asym_signatureAlgorithm—sverify =
1 (UA_StatusCode (w){const UA_SecurityPolicy id =,
| const UA_ByteString #, const UA_ByteString +))asym_verify_sp_hybrid;
asym_signatureAlgorithm=->sign =
1164 (Ua_statusCode (*)( T UA_SecurityPolicy *, void *,
UsA_ByteString *, UA_ByteString =))asym_sign_sp_hybrid;
asym_signatureAlgorithm->getLocalSignatureSize =
| (size_t (*)(const UA_SecurityPolicy =, const
asym_signatureAlgorithm->getRemotesSignaturesize
| (size_t (*){const UA_SecurityPolicy *, const void #))asym_getRemoteSignatureSize_sp_hybrid;
asym_signatureAlgorithm->getlocalkeyLength = NULL; // TODO: wWrite function

asym_signatureAlgorithm->getRemoteKeyLength = NULL; // TODO: Write function

void #))asym_getLocalSignatureSize_sp_hybrid;

UA SecuritvPolicvEncrvotionAleorithm raswm encrvotionAleorithm =

Compile and run server and client.
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Summary Modified Files

Dienstag, 28. Januar 2020 12:24

opc_ua_client/main.c

opc_ua_server/main.c

open62541/ua_client_connect.c
MAX_DATA_SIZE

open62541/ua_pki_default.c
certificateVerification_verify() (modified)
certificateVerification_hybrid() (added)
UA_CertificateVerification_Trustlist() (modified)

Open62541/ua_securitypolicy_basic256sha256.c
Include added
#defines
Hybrid_PolicyContext Struct (added)
Asym_verify_sp_hybrid() (added)
Asym_sign_sp_hybrid() (added)
Asym_getlLocalSignatureSize_sp_hybrid() (added)
Asym_getRemoteSignatureSize_sp_hybrid() (added)
policyContext_NewContext_sp_hybrid() (added)
UA_SecurityPolicy_Hybrid() (added)

Open62541/ua_config_default.c
UA_ServerConfig_addSecurityPolicyHybrid() (added)
UA_ServerConfig_setDefaultWithSecurityPolicies() (modified)
UA_ClientConfig_setDefaultEncryption() (modified)
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Adding Certificate Chains

Dienstag, 11. Februar 2020 10:05

Scenario: A client uses a certificate that was signed by an intermediate CA. The intermediate CA was
signed by the root CA. The server only trusts the root CA.

Therefore the client has to send both, his certificate and the intermediate CA's certificate. The server
then has to verify the chain which ends at root CA, which is trusted by the server.

Problem 1: How to add the additional certificate of the intermediate CA to the client's request?

In main() a file with the clients certificate is passed and read binary. We will include two certificates into
this file (simple concatenation). Thus we end up with a binary string that includes two certificates.

B opc_ua_client/main.c
- for(size_t trustListCount = @; tr
trustList[trustListCount] = loa le(argv[trustL

ount < trustListSize; trustListCount++)
tCount+MIN_ARGS]) ;

UA_ByteString #*revocationList = NULL;
size_t revocationListSize = 0;

I UA_String uri;
v f (strcmp(securityPolicyuri, "B
uri = UA_STRING_ALLOC("http: J t # 2 256")
}
v else if (stremp(securityPolicyUri, "Hybrid") == 0) {
uri = UA_STRING_ALLOC("http://opcfoundation.org/UA/SecurityPolicysHybrid");
~ } s
UA_LOG_FATAL(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Unknown security policy");

| EXIT_FAILURE;
}
cc->securityPolicyUri = uri;
66 A ientConfig _setDefaultEnc I‘[" n{cc, certificate, privateKey, hybridPrivateKey,
trustlist, trustlListSize,
revocationList, revocationListSize);

vateKe
0; deleteCount < trustlListSize; deleteCount++) {

-
g_clear (&trustList[deleteCount]);
}
/* Secure client connect */
cc->securityMode = UA_MESSAGESECURITYMODE_SIGNANDENCRYPT; /* require encryption «
IMER -------
tart_timer(13);
UA_StatusCode retval = UA_Client_connect(client, endpointurl);
v f(retval 1= UA_STATUSCODE_GOOD) {

UA Client deletelclient):

From the main() function, UA_ClientConfig_setDefaultEncryption() is called with the certificate byte
string.
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a UA_StatusCode
UA_clientConfig_setDefaultEncryption(UA_ClientConfig =config,
UA_ByteString localCertificate, UA_ByteString privateley, UA_ByteString hybridPrivateK
st UA_ByteString #trustlList, size_t trustListSize,
- const UA_ByteString *revocationlist, size_t revocationListSize) {
Uk_StatusCode retval = UA_Clientlonfig_setDefault(config);
if(retval I= UA_STATUSCODE_GOOD)
return retval;
retval = UA_CertificateVerification_Trustlist(&config->certificateverification,
trustlist, trustlistSize,
NULL, ®,
revocationList, revocationListsize);
‘fr etval = UA_STATUSCODE_GOOD)
retval;
/+ Populate SecurityPolicies =/
UA_SecurityPolicy =sp = (UA_SecurityPolicys)
ua_realloc({config-»securityPolicies, sizeof(UA_SecurityPolicy) * 5);
if(isp)
return UA_STATUSCODE_EADOUTOFMEMORY
config-2securityPolicies = sp;
retval = UA_SecurityPolicy_Basicl28Rsals(&config-»securityPolicies[1],
&config->certificateverification,
localCertificate, privateKey, &config->logger);
"fret\ral I= UA_STATUSCODE_GOOD)
retval
rv(onflg—>se<ur1tyP011c|esswze;
retval = UA_SecurityPolicy_Basic256 (kconfig->securityPolicies[2],
&config->certificateverification,
localCertificate, privateKey, kconfig->logger);
if(retval I= UA_STATUSCODE_GOOD)
return retval;
++config-»securityPoliciessize;
retval = UA_SecurityPolicy_Basic2565ha256{&config-»securityPolicies[3],
&config->certificateVerification,
localcertificate, privatekey, &config->logger);
‘(retval 1= UA_STATUSCODE_GOOD)
retval;
'tconflg->secur1tyFol1c1esS1ze;

831 retval = UA_SecurityPolicy Hybrid{&config->securityPolicies[4],
&config->certificateVerification,
localcertificate, privatekey, hybridPrivatekey, &config->logger);

'(rttv-ﬂ. I= UA_STATUSCODE_GOOD)
retval;
++config-»securitvPoliciesSize:

In this function, the byte string is directly passed to the function that creates the security policy object.

B ua_securitypolicy_basic256sk d 2541-plugins10 UA_SecurityPolicy_Hybrid(UA_SecurityPolicy *, UA_CertificateVerificati
- 1 UA_LOG. INFO(lnger, UA_LOGCATEGORY SECURITVPOLICY,
- id _zacurity policy uses Dilithium 2 PQ signing algorithm");
prog g/1loT_PQ_AKE/Code/op ’S4|/ar‘<h/poslx| ”

1018 #ifdef HYBRID_KEXV1_DILITHIUM_3
UA_LOG_INFO(logger, UA_LOGCATEGORY_SECURITYPOLICY,
"Hybrid security policy uses Dilithium 3 PQ signing algorithm");
#endif
#ifdef HYBRID_KEXV1_DILITHIUM_4
UA_LOG_INFO(logger, UA_LOGCATEGORY_SECURITYPOLICY,
"Hybrid security policy uses Dilithium 4 PQ signing algoritha");
gendif
#ifdef HYBRID_KEXV1_FALCON_512
UA_LOG_INFO(logger, UA_LOGCATEGORY_SECURITYPOLICY,
"Hybrid security policy uses Falcon 512 PQ signing algorithm");
#endif
#1fdef HYBRID_KEXV1_FALCON_1024
UA_LOG_INFO(logger, UA_LOGCATEGORY_SECURITYPOLICY,
"Hybrid security policy uses Falcon

4 PQ signing algorithm");
vendif

memset(policy, 8, sizeof(UA_SecurityPolicy));
policy->logger = logger;

policy->policyUri = UA_STRING("http

opcfoundation.org/UA/SecurityPolicy#Hybrid");

UA_SecurityPolicyAsymmetricModule sconst asymmetricModule = &policy->asymmetricModule;
UA_SecurityPolicySymmetricModule #const symmetricModule = &policy->symmetricModule;
UA_SecurityPolicyChannelModule + channelModule = &policy->channelModule;

! /* Copy the certificate and add a NULL to the end =/

UA_StatusCode retval =

UA_ByteString_allocBuffer (&policy->localCertificate, localCertificate.length + 1);
f(retval != UA_STATUSCODE_GOOD)

return retval;
memcpy (policy->localCertificate.data, localCertificate.data, localCertificate.length);
policy->localCertificate.data[localCertificate.length] = '\0';
policy->localCertificate.length--;
policy->certificateVerification = certificateVerification;

/* AsymmetricModu x
UA, Secur1!5Policy51gnalureA1Lor1thm *asym_signatureAlgorithm =
LasymmetricModule->cryptoModule.signatureAlgorithm;
asym_signatureAlgorithm->uri =
UA_STRING("http://www.w3.0rg/2601/84/xmldsig-more#rsa-sha256\0");
asym_signatureAlgorithm->verify =
(UA_StatusCode (x)(co UA_SecurityPolicy #
UA_ByteString #, con

acum cimnaturatlanrithmodcion =

Inside, memory is allocated and the byte string is copied to that memory.

id =,

t UA_ByteString ~))asym_verify_sp_hybrid;

Conclusion: The security policy contains a byte string with two certificates included.
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Next we have to look at the function that creates the openSecureChannelRequest. In particular at the
function that prepends the asymmetric security header. There the certificate is directly copied to the
header, and therefore is sent to the server. Next we have to ensure that the server uses this information

properly.
Problem 2: Make the server evaluate certificate chains
First a quick test: Client uses a certificate chain as described above.

The hybrid certificate verification is off. This ensures that we are using the original function to verify
certificates

Build directory: /home/pat/programming/IloT_PQ_AKE/Code/build-opc_ua_server-Desktop-Default Browse...
Key > Value = Add -
CMAKE_PREFIX_PATH W{QUQT_INSTALL_PREFIX} i
~ HYBRID -
Unset
HYBRID_CERTIFICATE_VERIFICATION OFF
HYBRID_KEM OFF
HYBRID_KEM_OPEN OFF
Advanced
HYBRID_KEXV1_DILITHIUM_2 OFF
HYBRID_KEXV1_DILITHIUM_3 OFF
HYBRID_KEXV1_DILITHIUM_4 OFF
HYBRID_KEXV1_FALCON_1024 V| ON
HYBRID_KEXV1_FALCON_512 OFF
PI_MEASUREMENT OFF

Apply Configuration Changes

Build Steps

K. parentCert_2

opcuaserver X opc_ua client %

Starting /home/pat/programning/IToT_PQ_ li(E)Lm.‘suﬂd ope_ua_server-Desktop-| Bcr.ull.n’opc us_server.

[2020-82-11 18:28:25.063 (UTC+8188)] info, Hybrid sec» ty policy uses FJILo 1824 PQ signing algorithm
[ 9:20:25.068 (UTC+818)] i t TCP network layer Listening on ope.tep://pat-virtualBox: 4848/
#:21:54.031 (UTC+8188)]1 info. Connection 5 | Mew connectien over TCP from 127.8.0.1

#:21:54.032 (UTC+8188)] info/c el Creating & new SecureChannel

:21:54.032 (UTC+8180)] Security policy Mone is used to create SecureChannel. Accepting all certificates
- Process open secure channel request
#:21:54.032 (UTC+8188)] info/ch el Connection 5 | SecureChannel 1 | Opened SecureChannel
- Sending an asym packet OPN
- sending Ll\g n secure chan »11 respanse
$:21:54.033 (UTC+8180)] info/c el connection 5 | Securechannel L | CloseSecureChannel
#:21:54.033 (UTC+8180)] r connection 5 | Closed
#:21:54.033 (UTC+81808)] info/network Connection 5 | Mew connection over TCP from 137.8.0.1
8:21:54.091 (UTC+8180)] info/c 1 Creating a mew SecureChannel
- conventional certificate checking in orignal functien
8:21:54.891 (UTC+8180)] Could not verify the remote certificate|
8:21:54.001 (UTC+8188)] info/network Connection 5 | Processing the message failed with error BadCertificateUntrusted
L #:21:54.091 (UTC+8188)] info/network Connection 5 | Closed
[2020-82-11 10:22:82.316 (UTC+8180)] info/userland received ctrl-
[2020-62-11 18:22:02.316 (UTC+8188)] info/ne K shutting down the TCP network Layer

fhomepat/programing/ITeT_PQ_ ME;l:udefbul\d—oss ua_server-| Dnhtw—khu“fup: ua_server exited with code o

As expected, certificate verification fails.

With a debugger, we check the certificateVerification_verify() function for the server.
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- walue
parantCert [

. Te 1 eet t 2 the pareniCert 2 ot
mhedtls_x509_crl vtempCrl = MULL; parantFound o
- remoteCenificale

AEiTy the parent €4 when there is resdiste CA + cajmerie
_crt sparentCert = MULL; b gt ke usage

exl_types 2084

rt sparentCert_2 = WULL}

issuerknown = 8;

sbodtl _crt_init{LremotoCertificate);
mbedire = mbedtls_x5868_cri_parse(kremateCertificate, certificate->data,
certificate-slength);
284w f{mbederr) |

El
b “intarmediats_signed_I0001 TAr 008 §H4 $1r00T\001001
g 12
wint32_t flags b subject_alt_names
sbedErr = mbedtls_xS69_cre_verify_with_profile(srematecertificate, b subect i
Lei-sertificataTrustlist b subject_raw
het-reertificateRen nList,
&crtProfile, NULL, &Flags, MULL, NULL); 5| ¥ v

tput | d- » ¥ -

The remote certificate is parsed, it is the end certificated (named intermediate_signed_2), has no next
value (therefore this is not a chain) and has a total length of 4060 bytes.

However the certificate received via the network has 8034 bytes. That is 8034 - 4060 = 3974 bytes that
have been ignored. That is the exact byte size of the intermediate CA certificate. We can conclude that
we have the intermediate CA certificate available but it is ignored by open62541.

Modifying the hybrid certificate verification function in order to allow certificate chain verification
Enable the hybrid certificate verification again

Manage Kas. )r Build Settings
Woport Bisting Bukd Edit build configuration: | Debug »| Add =/ | Remove | Rename.
CMake
Active Project
ope.ua_server ” Build directory ipat/prog Q/TI0T_PQ_AKE/Coderbuld-opc_ua_server-Desktop-Default Browse
Build & Run
S Desktop Ad -
MR ST PR
P Run
v oN Ynse
Project Settings
oFF
Editor ! per
Code Style s Advarced
Dependencies \
oFF
Clang Static Analyzer
oFF
v on
oFF
oFf
Build Steps

Then we can change the hybrid certificate verification function to actually parse out all the certificates
that are contained in the request.
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Activate session might fail now because the MAX_DATA_SIZE can be exceeded by the chain
is to extent the max size. Here we just double it by adding *2.

#ifdef HYBRID_CHECK_CERTIFICATE =
tatic
* certificateVerification_hybrid{void #verificationfontext,

#endif //HYBRID_CHECK_CERTIFICATE =

t
UA_StatusCode
st UA_Bytestring =certificate)

/f The original certificate verification function is not called, because the hybrid
J function also checks for RSA signatures using mbedtls.

J --- TIMER -------

start_timer{8);

u
for)verificationContext;

UA_STATUSCODE_BADINTERNALERROR;

mhedtls_x589_crt remoteCertificate;
mbedtls_x569_crt_init(&remoteCertificate);

mbedtls_x589_crt =lastCertInChain = &remoteCertificate;
size_t len = certificate->length;
wint8_t +buf = certificate->data;

int mbedErr = 8;
while (len > 8} {
mbedErr |= mbec

1s_x589_cri_parse(kremoteCertificate, buf,
len)

e (lastCertInChain->next 1= 8) {
lastCertInChain = lastCertInChain=»next;

}

1len = len - lastCertInChain-»raw.len;
buf = buf + lastCertInChain->raw.len;

if(mbedErr)
3411 UA_STATUSCODE_BADSECURITYCHECKSFAILED;

int result = verify_hybrid_certificate(&remoteCertificate, &ci-r»certificateTrustlist);
T (result != @)

UA_STATUSCODE_BADSECURITYCHECKSFAILED;

ficate checking");

return UA_STATUSCODE_GOOD;

#include <open62541/transport_generated.h>

#include <cpen62541/transport_generated_encoding_binary.h>
#include <open62541/transport_generated_handling.h>
#include <open62541/types_generated_encoding_binary.h>

#include "ua_client_internal.h"
/home/pat/programming/IloT_PQ_AKE/Code/open&2541/srcfclient/ua_client_im

#include <hybrid_crypto.h>

/* Size are refered in bytes =/

#define UA_MINMESSAGESIZE 8192
#define UA_SESSION_LOCALNONCELENGTH 32
#define MAX_DATA_SIZE 8192+2

[ ek ek sk ke ok o o e ko sk ek f

/* Set client state */

JrEEkkkr ke kk ok kkhrkhk [
void

* setClientState(UA_Client *client, UA_ClientState state) {
v if{client->state != state) {

client->state = state;
if(client->config.stateCallback)
client->config.stateCallback(client, client->state);

Now the same fixes are introduced into the original certificate verification function
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j* Temporary Object to identify the parent CA when there iz intermediate CA «/
mbedtls_x589_crt *parentCert_2 = NULL;

{* Flag value to identify 1f the issuer certificate is found »/
int issuerknown = 8;

/+* Flag value to identify if the parent certificate found =/
nt parentfound = 8;

/I --- Added this code to allow certificate chains when no hybrid solution is used ----------—---

mbedtls_x589_crt slastCertInChain = &remoteCertificate;
size_t len = certificate->length; Jfcertificate is just a byte string that contains all the certificates in the chai
winté_t *huf = certificate->data;

int mbedErr = @;
e (len > 8) {
mbedErr |= mbedtls_x589_crt_parse(AremoteCertificate, buf, //this will parse the first certificate in the chain
len);

find the last certificate in the chain
this is the one we just added

while (lastCertInChain-snext 1= 8) {
lastCertInChain = lastCertInChain-»next;

}

len = len - lastCertInChain->raw.len;
buf = buf + lastCertInChain-»raw.len;

mbedtls_x509_crt_init(&remoteCertificate);
int mbedErr = mbedtls_x509_crt_parse(&remoteCertificate, certificate->data,
certificate->length);
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Variant Two

Mittwoch, 18. Marz 2020 10:59

New Certificates

Variant Two needs new certificates that contain public keys for the KEMs that are used. These are:
Kyber 512 + Dilithium2 / Falcon512

Kyber 768 + Dilithium3

Kyber 1024 + Dilithium4 / Falcon1024

1. Make Private Keys Available

The private keys for the PQ KEMs are passed as a command line argument and then are stored in the
security policy object. We just use the Basic256Sha security policies in the tests so the key is added here.
For the unauthenticated quantum resistant key exchange, there was already a Post Quantum module
added to this security policy. We add the kem_longterm_secret_key to this data structure.

8 securitypolicy.h $iX open62541-ob $ Anonymous:624

#ifdef PQ_KEM_AUTH
UA Byrpsrrmg kem_longterm_secrect_key;
gendif PQ_KEM_AUTH

icy +securityPolicy,
UA_ByteString *pgKey,

UA_FUNC_ATTR_ vl»\th UNUSED RESULT

»_t (*getAuthenticityMACSize)( UA_SecurityPolicy =securityPolicy,
t schannelContext);

nticityMAC) (c UA_Security
# channelContext,

_StatusCode (*create

*securityPolicy,
String stoSign,

UA_ByteString *signature)
UA FUNC_ATTR_WARN_UNUSED_ R‘SULT
} UA_SecurityPolicyPostquantuaModule
=end~.f PQ_KEM

Passing the secret key to the security policy:
Server:

A new parameter is added to the function UA_ServerConfig_setDefaultWithSecurityPolicy().

main(int, char *[1): int

o L 1 EXIT_FAILURE;

{argv[1] ),
argv[2])
dFi aiwrg»[B]J,

UA E.r string hybridPr natl_k;,' =

* Load the trustlist =/
trustListSize = 8;

stSize = (size_t)argc-4;
UA s‘n\CKMRath _ByteString, trustlList, trustlistSize);
ri{size_t i = @; 1 < trustListSize; 1rr)
truscL\st[w] = loadFile(argv[i+4]};

* Loading of a issuer list, not used in this application »/
size_t issuerlistSize = 8;
UA_ByteString =issuerList = NULL;

* Loading of a revecation list
UA_ByteString #=revocationList
size_t revecationListSize = 8

t currently unsupported =/
= NULL;

UA_Server #server = UA
UA_ServerConfig +config

getConfig(server);

sCode retval =
rconfig _setDefaultwithSecurityPolicies/(config, 4840,
keertificate, &privateKey, EhybridPrivateKey,
trustList, trustlistSize,
issuerList, issuerListSize,
revocationlist, revocationListSize);

UA_ST

Inside this function we copy the private key into this field after creating the security policies
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— UA_ServerConfig_clean(conf);
return retval;
}

retval = UA_ServerConfig_addAllSecurityPolicies(conf, certificate, privateKey);
v f(retval != UA_STATUSCODE_GOOD)
UA_ServerConfig_clean(conf);

return retval;

/] === PQ_KEM_AUTH --------
// add the long term private key to the security policy
#ifdef PQ_KEM_AUTH
UA_ByteString_copy (hybridPrivateKey, &conf->securityPolicies[3].postquantumModule.kem_longterm_secrect_key);
#endif //PQ_KEM_AUTH

retval = UA_ServerConfig_addSecurityPolicyHybrid(conf, certificate, privateKey, hybridPrivateKey);

Client:
As for the server, we pass the KEM key to the config creation function

- 2 const

+securityPolicyUri

argv[2];

/* Load certificate and private key =/
UA_ByteString certificate = loadFile(argv[3])
UA_ByteString privateKey = loadFile(argv[4]);
UA_ByteString hybridPrivateKey = loadFile(argv[5]);

/* Load the trustList. Load revocationList is not supported now =/
size_t trustListSize = 8;
11 if(arge > MIN_ARGS)
12 trustListSize = (size_t)argc-MIN_ARGS;
1 UA_STACKARRAY (UA_ByteString, trustlist, trustListSize);
! for{size_t trustlistCount = 8; trustlistCount < trustlistSize; trustListCount++)
trustlist[trustlistCount] = loadFile(argv[trustListCount+MIN_ARGS]);

UA_ByteString *revocationList = NULL;
size_t revocationListSize = 0;

3 UA_Client *client = UA_Client_new();
51 UA_ClientConfig #cc = UA_Client_getConfig(client);
5 ce->securityMode = UA_MESSAGESECURITYMODE_SIGNANDENCRYPT;

UA_String uri;
5.2 if (strcmp(securityPolicyUri, "Basic2565ha256") == @) {
uri = UA_STRING_ALLOC("http://opcfoundation.org/UA/SecurityPolicy#Basic2565ha256");

- else if (stremp(securityPolicyUri, "Hybrid") == 8) {
uri = UA_STRING_ALLOC("http://opcfoundation.org/UA/SecurityPolicy#Hybrid");

1 UA_LOG_FATAL (UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Unknown security policy");
return EXIT_FAILURE;

}

cc-»securityPolicyUri = uri;

UA_ClientConfig_setDefaultEncryption(cc, certificate, privatekey, hybridPrivateKey,
trustlist, trustListSize,
revocationList, revocationListSize);

= T UA BvteStrine clear(&certificate):

And add the private key to the security policy
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r

UA_STATUSCODE _BADOUTOFMEMORY ;
config=»securityPolicies = sp;

retval = UA_SecurityPelicy_Basicl28Rsal5(&config-»securityPolic
ig-rcertifi ion,
» &config->logge

(retva

++config

retval = UA_SecurityPelicy_Basic256

wal 1= UA_STATUSCODE_GOOD)
retval;
-rsecurityPoliciesSize;

(retval i= UA_STATUSCODE_GOOD
ret
++config->secu

PoliciesSize;

py(&hybridPrivatekey, &config->securityPolicies[3].postquantumModule.kem_longterm_secrect_key);

s hybridPrivatekey, &config->logger);

wal I= UA_STATUSCODE_GOOD)
ret
++config-»securityPoliciesSize;

2. Additional Fields in the openSecureChannel Request/Response
Change the tools/schema/custom.Opc.Ua.Transport.bsd so the open channel request/response (both
because it is defined in the header) will have the additional field

VTSI Y ARV )T NIV A MR VA 17 |

File Edit Selection Find View Goto Tools Project Preferences Help

<opc sion" TypeName="opc:UInt32"

<0pc 'ReceiveBufferSize" TypeName="opc:UInt32" />

<opc ndBufferSize" TypeName="opc:UInt32" />

<opcC: faxMessageSize" Ty ‘opc:UInt32" />

pc:F d ChunkCount e ‘opc:UInt32" />
</opc:StructuredType

<opc:StructuredType Name="TcpErrorMessage”>
<opc:Documentation>Error Message</opc:Documentation>
<opc:Field Name="Error" TypeNam opc:UInt32" />
<opc:Field Name="Reason" TypeName="opc:String" />
</opc:StructuredType>

<opc:StructuredType Name:
ion>Secure
ssageHeader” TypeName:
ireChannelld® TypeNam opc:UInt32* />

</opc:StructuredType>

<opc:StructuredType Name="AsymmetricAlgorithmSecurityHeader">
<opc:Documentation>Security Header</opc:Documentation>
<opc:Field Name="SecurityPolicyUri" TypeName="opc:ByteString" />
<opc:Field X rCertificate” TypeName="opc
<opc:Fiel me="ReceiverCertificateThumbprint® TypeName="opc:ByteString" />
<opc:Field e="ClientPublicKe opc;ByteString
<opc:Field "Ciphertex estring" />
<opc:Field

</opc:StructuredType>

<opc:StructuredType Name="SymmetricAlgorithmSecurityHeader">
<opc:Documentatior cure Layer Symmetric Algorithm Header</opc:Documentation>
<opc:Field Name="TokenId" TypeName="opc:UInt32" />

</opc:StructuredType>

Build.
Check the file transport_generated.h if the structure is changed

The struggles of adding the KEM Page 3



¥ typedef enum {
UA_MESSAGETYPE_ACK =
UA_MESSAGETYPE_HEL = 0x4C4548,

0x4B4341,

1 UA_MESSAGETYPE_MSG = 0x47534D,
2 UA_MESSAGETYPE_OPN = @x4E504F,
UA_MESSAGETYPE_CLO = @x4F4C43,
UA_MESSAGETYPE_ERR = 0x525245,
__UA_MESSAGETYPE_FORCE32BIT = OxTfffffff
} UA_MessageType;
UA_STATIC_ASSERT(sizeof(UA_MessageType) == sizeof(UA_Int32), enum_must_be_32bit);

#define UA_TRANSPORT_MESSAGETYPE 4

[k
* AsymmetricAlgorithmSecurityHeader
* AAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAA
* Security Header =/

¥ typedef struct {

UA_ByteString securityPolicyUri;
UA_ByteString senderCertificate;
UA_ByteString receiverCertificateThumbprint;
UA_ByteString clientPublicKey;

166 UA_ByteString ciphertext;
UA_ByteString authenticityMAC;
UA_ByteString ciphertext2;

} UA_AsymmetricAlgorithmSecurityHeader;

#define UA_TRANSPORT_ASYMMETRICALGORITHMSECURITYHEADER S

v [kx

* TecpAcknowledgeMessage

* AAAAAAAMAAAAAMAAAMAAAAA

* Acknowledge Message */
1 * typedef struct {
UA_UInt32 protocolVersion;
UA_UInt32 receiveBufferSize;
UA_UInt32 sendBufferSize;
UA_UInt32 maxMessageSize;

Internal "open62541": transport_generated | Search Again

» /home/pat/programming/IloT_PQ_AKE/Code/open62541/build/src_generated/open62541/transport_generated.c (1)
* /home/pat/programming/1loT_PQ_AKE/Code/open62541/build/src_generated/open62541/transport_generated.h (3)
SPORT_GENERATED|
5 ¢define TRANSPORT_GENERATED _H_
181 gendif /+ TRANSPORT_GENERATED_H_ */
b /home/pat/programming/IloT_PQ_AKE/Code/open62541/build/src_generated/open62541/transport_generated_encoding_binary.h (

Change the function that returns the length of an asymmetric encrypted message. For the empty field
we add 4 bytes and then we add another ciphertext length if there is data in the channel object.

Channel->ciphertext2.data has to be created in the next step.
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atic ze_t

* calculateAsymAlgSecurityHeaderLength{const UA_SecureChannel *channel) {
size_t asymHeaderLength = UA_ASYMMETRIC_ALG_SECURITY_HEADER_FIXED_LENGTH +

channel-*securityPolicy->policylri.length;

PO_KEM
/* Post- quantum securit
Note that even an empty
asymHeaderLength += 12;

here are 3 byteString which require each 4 extra bytes for the
bytestring needs 4 bytes (to say it is an empty bytestring fi

Jf --- PQ_AUTH_KEM
/[ For the autheticated we have another additional byteString
asymHeaderLength += 4;

"

T

if(channel->securityMode != UA_MESSAGESECURITYMODE _SIGN &&
channel->securityMode != UA_MESSAGESECURITYMODE _SIGNANDENCRYPT)
return asymHeaderLength;

f/* OPN is always encrypted even if the mode is sign only +/
asymHeaderLength += 28; /+ Thumbprints are always 28 byte long #=/
asymHeaderLength += channel-»securityPolicy->localCertificate.length;

/) —-- PQ_KEM - - -—
#ifdef PQ_KEM
if (channel->ciphertext.data && channel->authenticityMAC.data){
asymHeaderLength += CT_SIZE; // Ciphertext
asymHeaderLength += 32; /! Authenticity MAC
}
else if (channel->clientPublicKey.data){
asymHeaderLength += PK_SIZE;

}
#endif

Jf —=- PQ_AUTH_KEM ———
f We have another ciphertext in the packet, therefore
add the length of the additional ciphertext|
- if (channel->ciphertext2.data) {

asymHeaderLength += CT_SIZE;

L }
|

return asymHeaderLength;

tatic UA_StatusCode

opc_ua_server X | opcuachent X

Adding the ciphertext2 to the channel data structure. Also add variables for the secrets that will be
encapsulated and encapsulated from the cipher texts. The local long term shared secret is the one that
is return when encapsulation is called and remote long term shared secret is the one that is retrieved
from the decapsulation function.

echannelh - -
UA_SECURECHANNELSTATE_CLOSED
} UA_SecureChannelState;

typedef TAILQ_HEAD(UA_MessageQueue, UA_Message) UA_MessageQueue;

* struct UA_SecureChannel {

UA_SecureChannelState state;

UA_MessageSecurityMode securityMode;
- /* We use three tokens because when switching tokens the client is allowed to accept
messages with the old token for up to 25% of the lifetime after the token would have ti
For messages that are sent, the new token is already used, which is contained in the se
variable, The nextSecurityToken variable holds a newly issued token, that will be autom
revolved into the securityToken variable. This could be done with two variables, but wo
greater changes to the current code. This could be done in the future after the client
structure has been reworked, which would make this easier to implement. */
UA_ChannelSecurityToken securityToken; /* the channelld is contained in the securityToken
UA_ChannelSecurityToken nextSecurityToken;
UA_ChannelSecurityToken previousSecurityToken;

*

*

/* The endpoint and context of the channel %/

const UA_SecurityPolicy *securityPolicy;

void *channelContext; /* For dinteraction with the security policy =/
UA_Connection *connection;

/* Asymmetric encryption info #/
UA_ByteString remoteCertificate;
UA_Byte remoteCertificateThumbprint[28]; /* The thumbprint of the remote certificate

/#* Symmetric encryption info #/
1 UA_ByteString remoteNonce;
1e1 UA_ByteString localNonceﬂ

1] === PQ_KEM == m e e e e

/* Symmetric encryption info «/
UA_ByteString remoteNonce;
101 UA_ByteString localNonce;|

/1 PQ_KEM
#ifdef PQ_KEM

The struggles of adding the KEM Page 5



/* Symmetric encryption info «/
UA_ByteString remoteNonce;
101 UA_ByteString localNonce;)

/] PQ_KEM

#ifdef PQ_KEM
UA_ByteString remoteSharedSecret; /+ Post quantum security /
UA_ByteString localSharedSecret; /+ Post-quantum security =/

/* Post-quantum authentication with MAC «/
UA_ByteString toAuthenticate; /+ Po
UA_ByteString authenticityMAC;
UA_ByteString clientPublicKey;
UA_ByteString ciphertext;

fendif //PQ_KEM

!/ PQ_KEM_AUTH
#ifdef PQ_KEM_AUTH
UA_ByteString ciphertext2;
UA_ByteString remotelLongtermSharedSecret;
UA_ByteString locallongtermSharedSecret;

UA_UInt32 receiveSequenceNumber;
UA_UInt32 sendSequenceNumber;

LIST_HEAD(, UA_SessionHeader) sessions;
UA_MessageQueue messages;

1A Cnciern Flhnnnal Inds A Carira Fhnnnal sakannalle

When the client wants to open a new secure channel, we retrieve the public key from the remote
(server) certificate and use the encapsulation function retrieve a new shared secret and a ciphertext. So
far we are just transmitting the ciphertext to the server (the actual key generation comes later then we
also use shared secret somewhere).

Store the ciphertext into the channel object. When the openSecureChannelRequest-asymmetric security
header is created it will look into the channel object and add it.

= UA_Bytestring_copy (bclient->publickey, &client->channel.clientPublickey)

OR (kclient->config. logger, UA_LOGCATEGORY SECURECHANNEL,
ot copy into client's public key");

t rdumay;
_t wremotedemPublickey;
dummy_buf[180] ;

rt remoteCertificate;
init(LremoteCertificate);
rae(BremoteCertificate, elient->channel.remoteCertificate.data, client->channel.remoteCertificate. length);

sre_and_pk(&remoteCertificate, &dummy, &remoteKenPublickey, dummy_buf, dummy_buf);

UA_ByteString ctj
UA_Bytestring ssj

1locBuffer{&ct, C(T_SIZE = wof (UA_Byte));
ocBuffer{lss, §5_SIZE # sizeof(UA_Byte));

rethem = cry _encict,data, ss.data, remoteKemPublicKey);
vA_Bytestring_copy(fct, &client->channel.ciphertext2);

senerating KEM keypair, client");

Aelse
UA_LOG_WARNING (&client->config. logger, UA_LOGCATEGORY SECURECHANNEL,
"No Post Quantum key encapsulation mechanism is used");
gendif [/ PQ_KEM

Add the ciphertext2 from the channel object to the asymmetric security header
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- chi . ]
a channel->securityPalicy Cortificate;
a Thumbprint. length = 20;
as Thumbprint .data = channel->ren reificateThunbprint;
}
PQ_KEM
#ifdef PQ_KEM
- f(channel->securityMode UA_MES: CURITYMODE_SIGN &&
channel-»securityMode A_MESSAGESECURITYMODE_SIGNANDENCRYPT){
asymHeader .clientPublic = UA_BYTESTRING_NULL;
asymHeader .ciphertext = UA_BYTESTRING_MULL;
asymHeader .authenticityMAC = UA_BYTESTRING_NULL;
| asymHeader .ciphertext? = UA_BYTESTRING_NULL}
1
v else {
555 PQ_KEM.
= f (channel h == CT_SIZE) {
UA_Bytestri el->ciphertext2, GLasymHeader.ciphertext2);
1
- CT_SIZE 8& channel-*authenticityMac,length == 32){
hertext, LasymHeader.ciphertext
henticityMAC, basymHeader.authe
A_BYTESTRING_NULL;
o= }
ciph | |
r.authenticityMAC = UA_BYTESTRING_NULL;
- }
U, urityPolicy->logger, UA_LOGCATEGORY_SECURECHAMNEL ,
}
}
felae

And when the asymmetric security header is evaluated, retrieve the sent data and store it into the
channel object. This way the server will have access to the ciphertext.

- compareCertificateThumbprint{securityPolicy,
LasymHeader-»receiverCertificateThumbprint);
it firetval A_STATUSCODE_GOOD) {
433
1
PQ_KEM
#ifdef PQ_KEM
" t
- T ill ¢
-selientPublicKey,data) {
u g_copy (dasymHeader->clientPublickey, &channel->clientPublickey);
f (asynHeader-»ciphertext.data){
y (&asymHeader->ciphertext, &channel->ciphertext);
f (asynHeader-*authenticityMAC.data){
Uk_BytesStrin (BasysHeader—>authenticityMAC, &channel->authenticityMac);
fendif
1491  /f --- PO_KEM_AUTH S
- if (asymHeader
UA_Bytest er->ciphertext?, &channel->ciphertext2);
G e ——
ret UA_STATUSCODE_GOOD;
}
3 UA_StatusCode
¥ checkPreviousToken(UA_SecureChannel + t channel, const UA_UInt32 tokenId) {
if{tokenld = channel-»previousSecurityToken.tokenId)
et UA_STATUSCODE _BADSECURECHANNEL TOKENUNKNOWN ;

3. Adapt Functions related to Parsing the openSecureChannel Request/Response

Before a message is sent, the asymmetric security header is added. In this function we need to copy the

ciphertext etc. data from the channel data structure into the buffer that is actually handed down to the
network layer.

Therefore function prependHeaderAsym has to be changed:
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- channel->securityMode != UA_MESSAGESECURITYMODE_SIGNANDENCRYPT){
asymHeader.clientPublicKey = UA_BYTESTRING_NULL;
asymHeader.ciphertext = UA_BYTESTRING_NULL;

asymHeader .authenticityMAC = UA_BYTESTRING_NULL;
asymHeader .ciphertext2 = UA_BYTESTRING_NULL;

UA St

/ PQ_KEM_AUTH —=-===-==-—mmmev
v if (channel->ciphertext2.length == CT_SIZE) {
UA_ByteString_copy(&channel->ciphertext2, &asymHeader.ciphertext2);

}
v if (channel->ciphertext.length == 0 && channel->authenticityMAC.length == 32) {
UA_ByteString_copy(&channel->authenticityMAC, &asymHeader.authenticityMAC);
}
- if (channel->ciphertext.length == CT_SIZE && channel->authenticityMAC.length == 32){

ring_copy (&channel->ciphertext, &asymHeader.ciphertext);
L opy (&channel->authenticityMAC, &asymHeader.authenticityMAC);
asymHeader.clientPublicKey = UA_BYTESTRING_NULL;
}
v else 1f (channel->clientPublicKey.length == PK_SIZE){
UA_ByteString_copy (&channel->clientPublicKey, &asymHeader.clientPublicKey);
asymHeader .ciphertext = UA_BYTESTRING_NULL;

ring

/ /asymHeader .authenticityMAC = UA_BYTESTRING_NULL;
}
X else {
UA_LOG_ERROR (channel->securityPolicy->logger, UA_LOGCATEGORY_SECURECHANNEL,
"Internal ecror.");
}
}
felse
I asymHeader.clientPublicKey = UA_BYTESTRING_NULL;

asymHeader.ciphertext = UA_BYTESTRING_NULL;

And when a message is received, when the asymmetric security header is checked, the relevant data has
to be copied into the channel data structure so that it is available in the later processing functions.
This is done in the function checkAsymHeader().

Y cy->policyuri,
- Lasynte curitypolicyuri)) {
UA_STATUSCODE _BADSECURITYPOLICYREJECTED;

UA_StatusCode retval = =

compareCertificateTt
ificateThumbprint);

Key.data){
py (8asynHeader->clientPublickey, &channel->clientPublickey);

-
A rtext)
}
. sthenticityMAC.data) {
A py (&asymHeader->authenticityMAC, &channel->authenticityMAC);
}
sendif
Q_KEM_AUTH
v (asynHeader->ciphertext2.dats) {
UA_ByteString_copy (4asymiesder->ciphertext2, &channel->ciphertext2);
}
1564 |
I t UA_STATUSCODE_GOOD;

When the local signing keys are generated from the long term shared secrets (which are
extracted/created in the next sections) we have to XOR them in. The generateKey() function from the
security policy takes the shared secret as inputs and generates a pseudorandom sequence into buffer3
of the required length. Then buffer3 is split up and its parts (IV, localSigningKey, localEncryptionKey) and
is XOR with the already existing keys, in order to make it hybrid.
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UA_ByteString_copy(&classiclocalSigningkey, &localsigningkey
UA_ByteString_copy(&kclassiclocalEncryptingkey, &localEncryptinghey);
UA_ByteString_copy(kclassiclocallv, &locallv);
sendif // PO_KEM
i PO_KEM_AUTH
#ifdef PQ_KEM_AUTH
UA_STACKARRAY (UA_Byte, bufBytes3, bufsize);
UA_ByteString er3d = {bufsize, bufBytes3};
retval = symmetricModule->generatekey( Policy,
Echannel->remoteLo edsecret,
schannel->localLongrermsharedsecret,
Bbufferd);
- = UA_STATUSCODE_GOOD) {
LOGCATEGORY_SECURECHANNEL ,
vA_ tring pa_lt_Localsigningkey = {
- a_
- t UA_Bytestring pa_l
bufferd.data « 5
- ingKeyLength ; is+){
localsigningkey.data[i] » t_Localsigningkey.data[il;
- f | int i=8 ; i<encryptionKeyLength ; is+){
localEncryptingkey.datali] = localEncryptingkey.data[i] » pa_lt_LocalEncryptingkey.datali];
- for { 1 int =6 j icencryptionBlockSize
locallv.datali] = lecalIv.datal[i] * pa_lt_Loca
sendif | /PQ_KEN_AUTH
I retval = channelModule->setlocalsynsigningkey (channel->channelContext, Blocalsigningkey);
E flretval 1= UA_STATUSCODE_GOOD)

}

telse // No post-qusntum KEM —> the keys are just the classical one
UA_ByteString_copy (&classicRemoteSigningkey, &remoteSigningKey);
UA_ByteString_copy (kclassicRemoteEncryptingKey, &remoteEncryptingKey);
UA_ByteString_copy(&classicRenotelv, &remotelv);

PQ_KEM

sendif

a1s PQ_KEM_AUTH
#ifdef PQ_KEM_AUTH

UA_STACKARRAY(UA Byte,

UA_By

retval;
}
UA_By
- UA_By
- UA_Bytestri
ptionKeyLength) ;
- [ ® geyLength § i+4){
remoteSigningkey eSigningKey.data[i] 4 pq_lt_RemoteSigningKey.data[i];
}
- for (L 120 ; i<encryp
teEncryptingKey .datafi] = r * pa_lt_RemoteEncryptingKey.datal1];
}
- for ¢ i=0 ;
renotelv.datali] = remote
}
sendif KEM_A

= channelModule->setRemoteSymSigningKey (channel->channelContext, &remot
1 != UA_STATUSCODE_GOOD)

I retval;

4. Request Creation on Client Side

The remote KEM public key is retrieved from the remote certificate. Then the encapsulation function of
the KEM is used (crypto_kem_enc() ) and cipher text and shared secret are stored in the channel data
structure. Later when the message is sent, that information is automatically embedded into the
message. After that a MAC is calculated. The MAC key is the XOR of the local nonce (standard OPC UA)
and the local shared secret (from the KEM).
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[ gendif

€ one to the se
PK_SIZE + eof (UA_Byte)) ;
» SK_SIZE + eof(UA_Byte));

air(client->publickey.data, client-rprivateey.data);

, Uh_LOGCATEGORY_SECURECHANNEL,

g.copy{&client->publickey, &client->channel.clientPublickey);

LOGCATEGORY _SECURECHANNEL ,

cate;
ertificate);
certificate, client->channel.remoteCertificate.data, client->chan

emoteCertificate. length);

CT_SIZE & sizeaf(UA_Byte));
S§5_SIZE & sizeof(UA_Byte));

clet.daka, ss.data, remotelemPublickey);
+ Bclient->channel. ciphertext2);
. Bclient->channel, locallongternSharedSecret);

lecalionce. Length;

selse
UA_LOG_WARNING (e 1 fent->confi K. Logger, UA_LOGEATEGORY_SECURECKANWEL ,
Mo Post Quantum key encapsulation sechanism 13 used®);
sendif xEw
)

5. Request Parsing on Server Side

The shared secret is extracted from the received ciphertext. The ciphertext is already available in the
channel struct. The extracted secret is also stored as the remote long term shared secret in the channel
struct. Then also the MAC is verified.

»policyri, SUA_SECURITY_POLICY_MONE_URI)){

channel cogtern_secrect_key.datal;
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6. Response Creation on Server Side

Then the server also encapsulates two secrets: The long term secret and the ephemeral secret

selse
U_LOS_WARNING (k- urwir -3c. v, UA_LOGEATEGORY_SERVER,
“Wo Post Guantun key encapsulation mechanisa is used"};
sendif [/ PO_KEM
1
3 ¥

3_KEW_ATH

When the MAC is calculated (which was already done with the unauthenticated PQ KEM), we need to
include the new ciphertext2 into the data that is signed. The new long term shared secret is already part
of the derived local keys, which are used as the key for the MAC.

ager.c L 3 qer

(CT_SIZE+channel->remotehonte. Length) ) §
{ET_SIZEschannel->localbonce. Leneth)): () sdded For

f/ changed for PQ_KEM_AUTH

. gthizizeaf(ua_Bree);
" wcatenate dchan lacaltonce, &tmp);
A, catenate(tch emoteMonce, &tmpz}; (f added for PQ_KEM_AUTH

e, Atodut

in atenate (htnp :Fenc e atel;
concatenate(Atep, LEmpl, LToAuthenticate); od far PQ_KEM_AUTH

ers {Atohuthent
bers {bmac)

7. Response Parsing at Client Side

Finally the client needs to extract the long term shared secret that the server sent.

sL{belient->channel . securdtyPolicy->polfcyUrt, SUA_SECURTTY_POLICY_MONE_URT)){

#ifdef FQKEN
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The verification of the MAC has to be adjusted, because the ciphertext2 has become part of the
message that was signed.

- TATUSCOD!

m jent-sconfig. loppe ATEGORY_SECUI

tSharedsecret, kelie

SharedSecr
&

sded for PO_KEM_ALTH
e btmp, CT_SIZEvclient->chann
UA_ByteString_alloch (btmp2, CF_SIZE+cli h
UA_Bytestring tosig
/fsize_t toSignLe
.t tastgnLength =
1

-localWance. length]
1. length); // sdded for PO_KEM_WTH

1.remateNonce, length + CT_SIZE;
FemoteNonce. Length s CT_SIZE + CT_SEZE; // changed far PO_KEM_AUTH

- €. length + client->ch;
€L LengEh 4 elient->chan
ffer(itoSign, tosigniength « sirecf(UM_Byte]);
steibelient-»channel. cipher text, belient->chancel. remstetance, ki) ;
->channel . localNonce, Btep2); /f added for PQ_KEM_AUTH

UA_ByteString
UA_Bytestring_ concatenats(hclient->channel. ciphertext2, clien
FIUR_Bytett nt->ch

far PO_KEM_AUTH

nate(btmp, Stmo2, btoSign; change:
053gn, &client->chanrel, toAuthenticate);

flclient->channel . state == UA_SECURECHANMELSTATE_OPEN)
UA_LDG_T lient-»config, logger, Uh_LOGCATEGORY_CLIENT,
€ o
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