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Abstract

The need for sharing health data among multiple parties has become evident in several applica-
tions. Research on large health data sets provide major opportunities for improving health systems
and individual care. Traceability of the data transformations is required to guarantee the integrity
of health information. Without traceability, patients and health companies cannot be confident
enough to share health data, holding back disease treatment research projects. Furthermore, the
competition between research entities, drives them to hold their data and procedures as secret to
avoid loosing credit for it.

In this sense, this work aims to support health data sharing between research entities, pro-
viding awareness over what happens to health research data. Moreover, the decentralized storage
of the traceability data, by leveraging the properties of blockchain, avoids the need of trust in
a single entity, providing confidence over the immutability of the data in an environment where
multiple entities with competitive interests are involved. We also provide a traceability data au-
diting system, powered by an incentive system, that encourages group auditing, further increasing
cooperation in the ecosystem.

To achieve that, a study of the state of the art on data traceability was conducted in order to
find the current most suitable solutions to the problems of the current system. A comparative
analysis was performed, establishing the best trade-off between the mechanisms reviewed. This
best trade-off, in order to achieve the best of both worlds to our context is the basis for architecting
our approach to solve some of the problems in the current system of health research data. Also, we
review the blockchain frameworks available, in order to select the one that most suits our goals.

In order to evaluate the feasibility and the benefits of this approach, we conducted live inter-
views with experts in the fields of blockchain and health research data sharing. The majority of the
experts are members of a research project that requires data sharing between multiple entities with
traceability. While the opinions of the experts support the feasibility of the approach, they also
provide constructive criticism, with suggestions on how it could be further improved. The sug-
gestion, by the experts, of features already possible to obtain by the user, through customization,
support our success in providing a solution that adapts to multiple scenarios.

We consider that this dissertation has explored the concepts regarding health research data,
leveraging the properties of blockchain to improve the process of sharing health research data. We
have architected an approach that provides decentralized data traceability and a rewards system
that incentivizes entities to audit each other’s data, reducing the impacts of competition and fur-
ther increasing cooperation. The approach was implemented in a prototype, providing a proof of
concept of its feasibility.

Keywords: Blockchain, Data Traceability, Data Provenance, Data Lineage, Health Data Sharing,
Health Research
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Resumo

A necessidade de partilhar dados de saúde, tornou-se evidente em várias aplicações. A inves-
tigação que recorre a conjuntos destes dados, oferece grandes oportunidades para melhorar os
sistemas de saúde e o atendimento individual. A rastreabilidade das transformações de dados é
necessária, para garantir a integridade das informações. Sem rastreabilidade, utentes e entidades
de saúde não podem ter confiança suficiente para partilhar os dados, atrasando o progresso de
projetos de investigação. Além disso, a competitividade entre as entidades de pesquisa, leva-as a
manter dados e procedimentos em segredo, para evitar perder o reconhecimento pelos mesmos.

Nesse sentido, este trabalho tem como objetivo apoiar a partilha de dados de saúde entre
entidades de investigação, consciencializando-as sobre o que acontece com esses dados. Além
disso, o armazenamento descentralizado dos dados de rastreabilidade, ao enaltecer as propriedades
do blockchain, evita a necessidade de confiar numa única entidade, fornecendo confiança sobre a
imutabilidade dos dados, num ambiente em que existem entidades com interesses competitivos.
Também fornecemos um sistema de auditoria de dados de rastreabilidade, alimentado por um
sistema de incentivo, que encoraja a auditoria de grupo, aumentando ainda mais a cooperação.

Para tal, foi realizado um estudo do estado da arte sobre rastreabilidade de dados, a fim de
encontrar as soluções mais adequadas para os problemas do sistema atual de saúde. Uma análise
comparativa foi realizada, estabelecendo o melhor dos dois mundos entre os mecanismos estu-
dados, o que constituiu a base para arquitetar a nossa abordagem, com vista a resolver alguns
dos problemas no vigente sistema de dados em saúde. Além disso, estudamos as estruturas de
blockchain disponíveis, a fim de selecionar a que melhor se adequa aos nossos objetivos.

Para avaliar a viabilidade e os benefícios dessa abordagem, realizamos entrevistas com es-
pecialistas nas áreas de blockchain e investigação com dados de saúde. São, na sua maioria,
membros de um projeto de investigação, que requer partilha de dados entre as várias entidades
com rastreabilidade. As suas opiniões apoiam a viabilidade da abordagem, embora também con-
stituam críticas construtivas, com sugestões sobre como a mesma pode ser melhorada. Sugeriram
ainda, funcionalidades já possíveis de serem obtidas pelo utilizador, através da personalização, e
que apoiam o nosso sucesso em fornecer uma solução que se adapta a vários cenários.

Consideramos que esta dissertação explorou os conceitos sobre dados de investigação na área
da saúde, aproveitando as propriedades do blockchain, para melhorar o processo de partilha dos
dados resultantes da investigação. Arquitetamos uma abordagem que fornece rastreabilidade de-
scentralizada de dados e um sistema de recompensas, que incentiva as entidades a auditarem os
dados umas das outras, reduzindo os impactos da concorrência e aumentando a cooperação, fator
que poderá minimizar os custos e o tempo das pesquisas. A abordagem foi implementada num
protótipo, fornecendo uma prova do conceito da sua viabilidade.

Palavras-chave: Blockchain, Rastreabilidade de Dados, Proveniência de Dados, Linhagem de
Dados, Partilha de Dados de Saúde, Investigação de Saúde
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Chapter 1

Introduction

This document is part of the development of a Master’s thesis in Informatics and Computing

Engineering at Faculty of Engineering of University of Porto (FEUP), done in partnership with

the Institute for Systems and Computer Engineering, Technology and Science (INESC TEC).

This dissertation is part of a research project, the iReceptorPlus, which objective is to support

the process of sharing health research data. Our contribution is focused on providing traceability

of the health research data transformations.

1.1 Context

Nowadays, patients’ health data is, like many other assets, stored and processed digitally, enabling

the data to be accessed remotely by professionals very fast [97]. This allows for very important

improvements in the health care industry as well as disease treatment research since health data

may contain the keys to important breakthroughs [108]. However, if not handled correctly and

with the right mechanisms and tools, we may not be able to achieve the full potential of this

valuable digital asset. The health records are generated by Health Companies in the process of

treating patients which makes them the owners of that data [112].

In the last few years, data regulations have become increasingly severe in protecting people’s

personal data [103]. This together with the appearance of solutions to provide decentralized data

sharing without the need of trust in a central authority [73], is raising awareness of subjects to the

importance and value of their personal data [90, 114].

In this sense, this work aims to support health data sharing between research entities, providing

awareness over what happens to research data in an environment where multiple entities with

different and competitive interests are involved. Traceability of health research data should help

overcome these problems and increase cooperation in the system. Ultimately, this is expected

to contribute positively to all the entities involved, leading to more progress in disease treatment

research.

1



2 Introduction

1.2 Motivation

Patients’ health data is currently spread over multiple repositories, making the process of using

it more difficult [2]. With this lack of organization, health professionals find it difficult to access

patients’ health data to provide them health care as well as for research projects to use it for disease

treatment research [10].

In many cases, health companies are producing some of the most significant data, but they

cannot make it available to other entities unless they can ensure its security and licensing. The

competition between research entities, drives them to hold their data and procedures as secret to

avoid loosing credit for it. This together with the increasing awareness of people to the value of

their data raises the importance of providing a system to aid the sharing of health information

while maintaining the its integrity and privacy when it is exchanged between different actors.

To fully enable the sharing of data it is often necessary to use a multilayer data security system,

providing multiple levels of authentication, authorization, and auditing. Traceability and detection

of any manipulation that may happen is required to guarantee the integrity of health information.

Awareness of the processing procedures is also necessary in order to increase cooperation be-

tween the research entities but this awareness requires cooperation which requires trust. Without

decentralized traceability and an incentive system, health companies cannot be confident enough

to share health data, holding back disease treatment research projects.

1.3 Problem

This dissertation seeks to evaluate if providing a system with traceability of the data transforma-

tions resulting from the processing for scientific research for disease treatment will enhance the

cooperation and, therefore, the progress of the ecosystem. The targeted ecosystem involves the

entities that perform research on health data. The developed solution is expected to help the mul-

tiple entities of the system have awareness of the processing steps of each other. This awareness

is provided by a decentralized system since there are multiple entities with different interests in-

volved and it is necessary to avoid the need of trust. Ultimately, this is expected to further increase

cooperation in the system, creating a virtuous cycle that improves the health of the ecosystem.

Thus, we have researched different solutions within the scientific community that tackle or

explore the traceability problem such as platforms and projects. The large applicability of the

context due to the magnitude of the medical ecosystem, together with lack of solutions related

with health data sharing with support for traceability of the data transformations, demonstrates the

innovative aspect of our approach.

Chapter 4 (p. 61) explores in detail the problem statement. Firstly, we go through the main

issues of the current solutions for our problem. Then we identify the main hypothesis of this

dissertation as well as the respective research questions. Lastly, we propose a solution to solve the

problems and describe the respective validation methodology.
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1.4 Objectives

The first objective of this dissertation is to explore the fields of blockchain and health data, in

attempt to leverage the properties of blockchain in order to support the process of sharing personal

health data. Our main focus is on understanding the interests of the research entities in order to

support them and incentivize cooperation.

The second objective of this dissertation is to develop an approach that balances the interests

of the different entities involved and increases cooperation between them, so that entities will have

confidence over the data processing procedures of each others. We aim to incentivize cooperation

and keep entities more involved in the process through an incentive system that should act as a

feedback loop of cooperation increasing.

Thus, the main research questions seek to explore the possibility of improving the health data

sharing process’ quality by providing a system with traceability of data transformations.

Thereby, the main objectives of this dissertation are:

• Providing the ability to trace data transformations and to determine the data provenance
without a central authority.

• Increase awareness of the processing procedures between the entities.

• Increase cooperation between the entities of the system.

We expect that the solution developed as well as its implementation description leads to break-

throughs in the processes of sharing health data.

Finally, we hope that this dissertation helps improving the process of sharing health research

data, by leading to the discovery of important keys that could be in any person’s health records,

and lead to important breakthroughs in disease treatment in the future.

1.5 Contributions

Our first contribution will be an analysis of the current most suitable solutions to our problem in

order to understand the advantages and disadvantages of each. Based on this analysis, we will

establish the best trade-off between the key aspects of the state of the art as well as point out

the problems with some of those aspects alone. Then, we will analyse the current frameworks

available to develop blockchain applications, in order to select the one that suits best the objective

we want to achieve.

As a result of the state of the art analysis, we present an approach that leverages the best

trade-off between the current solutions to solve our problems. Then, we implement the approach
in a prototype, using the framework that best suits our needs, in order to achieve the ultimate goal

of improving the process of health research data sharing. Lastly, we provide an evaluation of

the feasibility and benefits of the solution based on experts’ opinions that provide constructive

feedback about the approach and its respective implementation, showing how it could be further

improved.
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1.6 Document Structure

This chapter contains an introduction to the dissertation, describing its context, motivation, prob-

lem as well as its main objectives.

Chapter 2 (p. 5) (Background) describes the context where this dissertation is applicable,

addressing the concepts that support this dissertation, namely the topics of Networks, Software

Security, Blockchain, Health Data Sharing and Data Traceability as well the sub-topics inherent

to them.

Chapter 3 (p. 23) (State of the Art) presents a literature review on multiple subjects related

with the work that will be developed. Firstly, it describes the current solutions for solving prob-

lems related to data traceability, including solutions that target medical data sharing. Each solution

description is preceded by an introduction, briefly explaining the context of the solution, its main

objectives and problems targeted. After the description of the solution there is a summary, review-

ing the solution, presenting its main advantages and disadvantages as well as a brief analysis of

how much it fits our problem statement. At the end, this chapter establishes a comparison between

the most important solutions (the ones closer to solving our problem), describing their advantages

and disadvantages and the trade-offs between each of the solutions.

Chapter 4 (p. 61) (Problem statement) presents the issues with the current solutions described

throughout Chapter 3 (p. 23), describes a solution proposal to solve them and to achieve the main

objectives of this dissertation, under the assumptions which make the solution valid and relevant

to the context where it fits. It also presents the hypothesis and research questions that support this

dissertation.



Chapter 2

Background

This chapter contextualizes the most relevant aspects of the topic approached in this dissertation.

We start by briefly explaining the wide topics like the architecture of the Internet (Section 2.1, p.

5) and Software Security and Privacy (Section 2.2, p. 6). Then we go into more specific topics

including Blockchain (Section 2.3, p. 11) and BigData (Section 2.4, p. 17) and finally we delve

into the topic of Health Data (Section 2.5, p. 18) that is the scope of this dissertation as well as the

project on which this dissertation fits: iReceptorPlus (Section 2.6, p. 19).

2.1 The Internet

This section will briefly explain the evolution of the internet’s architecture, describing concepts as

Client-Server and Peer-to-Peer (P2P). This will contextualize the wide scope of this dissertation

to help later introducing the appearance of Blockchain, in Section 2.3.

2.1.1 Client-Server

After its birth, the internet has quickly evolved towards a client-server architecture [9, 7]. This

architecture is based on the initiative of clients to open a connection to the server which should

be always online and listening for requests [94]. The server satisfies the requests of all clients and

manages all the security and business logic. The architecture has broadly spread due to being the

easier and most intuitive way of building distributed systems [92]. Although easy to implement

and use by the average customer (due to the topology of the internet), this architecture has the

drawback of centralizing the power of decision and the business logic implementation on the entity

that owns the server [93] in the sense that all clients must trust the server. This puts users’ security

and privacy at risk [51] since there is no cryptographic protection against malicious modifications

of the data stored in the server, allowing who is in control of the server, or an attacker that has

managed to crack the server, to modify the data at will [23].

Figure 2.1 illustrates the Client-Server network architecture.

5
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Figure 2.1: Client-Server network architecture

2.1.2 Peer-to-Peer (P2P)

These problems with the client-server architecture have driven subjects to seek for other alterna-

tives such as Peer-to-Peer (P2P) [81]. In the beginning, this architecture has caught the terrible

reputation of only being useful for piracy and other illegal actions due to its inherent decentral-

ization [88]. However, that reputation was slowly lifted and P2P has quickly gained adoption in

many legal applications such as multiplayer games [18] and content distribution networks [81].

The problem with P2P networks was need of trusting unknown peers. Trusting a server is not

the best, since the entity operating it may manipulate data and business logic to its favor, but it is

normally safer than trusting an entire network of people that we don’t know. Normally, entities

operating servers have a lot of incentives to be honest, so Client-Server architecture has prevailed

for years without major incidents. In order to implement a P2P network, we need a way of being

able to verify instead of trusting. That is the basic idea behind blockchain.

Figure 2.2 illustrates the P2P network architecture.

2.2 Software Security and Privacy

The security of a software requires attention to two major dimensions:

• Cryptography and information security

• Computer network and system security

The first one respects to the security of the information that doesn’t necessarily need to be

travelling across a network, whereas the second one can be seen as a composite of the first in the

sense that it requires cryptography in order to be implemented and is more driven to network-

ing [91]. Since this dissertation involves blockchain, which uses cryptography in order to provide
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Figure 2.2: P2P network architecture

security and immutability of the transactions, we are going to briefly describe each so that we can

understand the context behind the technology, in Sections 2.2.1 and 2.2.2.

Then, in Section 2.2.3, we will delve into the concept of Hashing, which is an important

process for ensuring the integrity which is a crucial aspect of security. Finally, in Sections 2.2.4

and 2.2.5 we will present the two main types of cryptography, Symmetric and Asymmetric, which

represent important processes to guarantee the confidentiality and integrity of information.

2.2.1 Information Security

Information security uses cryptography to guarantee the three most important aspects of security:

• Confidentiality ensures the non-disclosure of secret information so that only authorized

entities can read it.

• Integrity ensures that the information has not been modified.

• Authenticity ensures the identity of an entity in some action taken by it. In our context, it

allows to provide trust over who registered the information.

2.2.2 Computer Network and System Security

Computer network security uses cryptography and the specific business logic of the context to

guarantee:

• Authorization which ensures that only who has permission over certain information can

access it.
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Figure 2.3: Cryptographic hash functions

• Availability which ensures that the services are available and operating normally to the

users that have properly authenticated and are authorized access to that resource.

2.2.3 Hashing

Cryptographic hash functions are one-way functions that allow to create a value, called hash,

which is a representation of some information [91]. The information (input to the function) can

have any size and the hash (output of the function) will always have the same size.

The fact that they are one-way functions, allows to create an irreversible representation of the

data which can be used to verify its integrity because it is computationally infeasible to change the

message and produce the same hash: if we have confidence over the hash’s integrity, then we can

have confidence over the information’s integrity [29].

Slightly changing the information, causes its hash value to change completely, making it im-

possible to be predicted and, therefore, manipulated, providing trust over the integrity of the infor-

mation in the sense that it is computationally infeasible to find the original information that results

in a specific hash value.

Figure 2.3 illustrates the operation principles of cryptographic hash functions.

2.2.4 Symmetric Cryptography

Symmetric Cryptography is a two-way function that, given a key, allows to transform some in-

formation (input to the function, also called plaintext) into another of the same length that is

completely different (output of the function, also called ciphertext) and cannot be correlated with

the initial plaintext. The effect of the function can be undone, allowing to get back to the plaintext
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Figure 2.4: Symmetric cryptography

by supplying the same key and the ciphertext. It is called symmetric because the key is the same in

both directions of the transformation [91].

The most used algorithm for symmetric cryptography is AES (Advanced Encryption Stan-

dard [28].

Figure 2.4 illustrates the principles explained above about symmetric cryptography.

This type of cryptography is most used for confidentiality, in which context it is called en-

cryption. It allows two entities to communicate with confidence that anyone viewing the encrypted

messages (ciphertext) will never be able to disclose the information as long as both have a shared

secret that no one else has, called the key. Since the key needs to be shared prior to the secure

communication, it is also called shared key. And because it needs to be kept secret in order to

guarantee confidentiality. it is also called secret key. This type of cryptography can also be used

to ensure Integrity of the information.

2.2.5 Asymmetric Cryptography

Asymmetric Cryptography is also a two-way function that allows to transform plaintext into ci-

phertext and vice-versa. The difference between symmetric and asymmetric cryptography is the

fact that the key used to transform plaintext into ciphertext is different from the one used to trans-

form ciphertext into plaintext. One key applies the inverse transformation of the other. (Applying

the function to the ciphertext with the key used to generate that same ciphertext will result in a

different ciphertext.) One of the keys is called the public key and the other is called the private key

[91].

Figure 2.5 illustrates the principles explained above about asymmetric cryptography.

This type of cryptography is most used for both confidentiality and integrity.
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Figure 2.5: Asymmetric cryptography

Confidentiality When used for Confidentiality it is called encryption and, unlike symmetric

encryption it not only allows two entities to communicate secrets but also that everyone commu-

nicates secrets with one entity, using the same key, the public key, to encrypt the data but only the

entity is able to decrypt since it requires the private key.

Integrity When used for Authenticity it is called digital signature. It allows an entity to use its

private key to digitally sign some information, allowing other entities to verify that signature with

the public key. Everyone can verify the signature but only the entity who has the private key can

generate it. Typically a hash (explained in Section 2.2.3, p. 8) of the information that we want to

sign is generated and that same hash is signed, due to the computational effort necessary to cipher

large amounts of data using asymmetric cryptography.

Some algorithms used for asymmetric cryptography are RSA [82], Elgamal [33] and ECC (El-

liptic Curve Cryptography) [70, 56, 35].

2.2.6 Symmetric vs Asymmetric Cryptography

Symmetric cryptography is older and is typically preferable whenever possible mostly due to the

fact that it is computationally easier to perform. Furthermore, microprocessor manufacturers are

currently incorporating hardware acceleration mechanisms to symmetric encryption, which make

it even faster to run on almost any device [104]. However, this type of encryption is rather limited

since it requires that both entities share a secret prior to the communication, which, in most cases,

is not possible. This type of encryption is also used for individual data confidentiality such as

entire device encryption, since the owner creates the secret, no one else needs to know that secret

and it is necessary to encrypt large chunks of data.
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Asymmetric cryptography, on the other hand, is computationally heavier and is to be avoided

when encrypting large chunks of data since it can make the process really slow. This type of

encryption is used when entities need to have a common public secret, the public key and don’t

want to exchange secrets with each entity they want to be able to verify the digital signatures of.

2.3 Blockchain

Blockchain was born as a technology to support P2P electronic cash [42]. Firstly, we describe

the concept and provide some background history about it, in Section 2.3.1. Then, we explain

how blockchain was introduced, in Section 2.3.2 (p. 12). Furthermore, we present more details

about the important aspects of the blockchain concept, in Sections 2.3.3 (p. 13) and 2.3.4 (p. 15).

Finally, we summarize the aspects described about blockchain, in Section 2.3.5 (p. 17).

2.3.1 P2P Electronic cash

With the digitalization of the information came the digitalization of money. Following the current

most widely used network topology of the internet, described in Section 2.1 (p. 5), it came in a

client-server architecture. Solutions that provide direct money transactions between users (Con-

sumer to Consumer - C2C) like Paypal [41] were born. The way they work is rather simple: the

server decides who owns how much and dictates the approval of each transaction. All users of

Paypal need to trust the server to have confidence that the number that it sends as "total balance"

will be available for them to spend anytime. Companies using services like this need to trust the

server when it says that a customer has enough money to pay. Although this normally works be-

cause the entities running the server have incentives to show honesty, it is not cryptographically

supported and the systems are not fully transparent, which may lead entities to dishonest activity

behind the scenes. Therefore, there was constant seek for better solutions.

The idea of a system where users didn’t need to trust a server to know how much they own and

verify if someone has enough money to pay existed since well before blockchain was introduced.

This is known as P2P electronic cash. The problem is that if we can’t trust a server that has a

lot of incentives to be honest, we can’t trust an entire network formed by users we don’t even

know. These systems require full byzantine fault tolerance [31], thus avoiding the need of trust, in

order to work properly. Many solutions for electronic cash have been proposed even before 2000

[77, 20, 76]. The idea of cash in these systems is a constantly growing ledger with transactions.

The whole history of transactions since the very beginning is the currency itself. These solutions

use asymmetric cryptography to provide authenticity of the transactions, where users sign the

outgoing transactions with their private key and the rest of the network can verify them with

their public key. This solves the problem of broadcasting fraudulent transactions to the network,

avoiding money stealing between users. The problem with this resides at precisely the opposite:

What if the user does not broadcast the outgoing transactions to the network? This leads us to the

double spending problem.
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Double spending problem The double spending problem is the possibility of a user to delib-

erately not broadcast outgoing transactions to the network so that it doesn’t know he spent that

money, enabling him to spend it again or even multiple times.

There was no proper solution to this problem until 2008 when someone, or a group of people,

under the name of Satoshi Nakamoto, released a white paper, proposing a P2P electronic cash

system with name of Bitcoin [73].

2.3.2 Bitcoin

Bitcoin was the first digital currency to provide a proper solution to the double spending problem.

The system can provide byzantine fault tolerance [31] as long as more than 50% of the resource

used for consensus of the system is the hands of honest users. In order to provide this byzantine

fault tolerance, Nakamoto has proposed an algorithm for the network to achieve consensus over

which ledger is the legitimate one and which changes to accept. If the entire network can agree in

which ledger to trust, there will be no double spending problem since honest users all agree in the

same balance for every user in the network. The algorithm is called Proof of work. The ledger

is called blockchain which a constantly growing list of blocks, which contain the transactions

and are linked through Proof of work. The decision for the legitimate chain is according to the

longest chain rule.

Proof of work The algorithm for achieving consensus is based on computational power. In order

to create a new block in the chain, the users need to use computational power in order complete a

cryptographic challenge. To incentivize users to participate in this validation mechanism, a reward

is given to the user who completes the cryptographic challenge. This is also how new money enters

the network.

Blockchain The blockchain is a constantly growing chain of blocks that are linked to each other

cryptographically through proof of work. There is a cryptographic proof linking each block to

the previous one, thus providing trust over the immutability of the ledger in the sense that if an

attacker wanted to change a block (to maliciously corrupt the data), they would have to re-compute

the proof of work of the whole chain.

Longest chain rule The concepts explained until now still don’t mitigate the attack of altering

the contents of the chain. The attacker could re-compute some of the chain and broadcast it to

the network as the valid chain. The algorithm that allows honest users to achieve consensus over

which chain to trust is the longest chain rule. The rule says that the chain to trust is always the

longest, which is the one that has the highest proof of work on it. This way, if an attacker wanted

to cheat the consensus mechanism he would have to control more than 50% of the network’s

computational power in order to be able to produce blocks faster than the rest of the network. This

makes the system byzantine fault tolerant as long as more than 50% of the computational power

is in the hands of honest users.
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Because the cryptographic challenge (proof of work) is hard to solve and it grants a reward, the

process of solving it, and therefore the process of creating new blocks, is called mining.

2.3.3 Consensus Algorithms

After bitcoin, many other digital currencies, also called cryptocurrencies, have appeared [16, 84,

11]. The other solutions have brought new consensus algorithm for validating the blocks.

A blockchain consensus algorithm is the basis for the security of the blockchain, supporting

the immutability and tamper resistance of the system. The algorithm must consist of a challenge

that is hard to solve but easy to verify if the solution is correct. This makes creating new blocks

very difficult because the challenge needs to be solved and since the blocks are linked to each

other cryptographically, if someone wanted to change a block, they would have to re-do the proof

of the entire chain that comes after it.

The blockchain consensus algorithms always require some resource to be used for the proof

mechanism. This resource works as a proof that the majority of people is using the resource for

a certain chain and, therefore, we should be able to assume that the majority of the network is

looking at that specific chain as being the valid one. In that sense, we have consensus. In the case

of Bitcoin 2.3.2 it is computational power.

Now we will explain briefly some of the most used blockchain consensus mechanisms.

Proof of work Proof of work is a consensus algorithm introduced by Nakamoto that uses com-

putational power as the resource to provide immutability and tamper resistance to the blockchain

[73]. This mechanism uses cryptographic hash functions, described in 2.2.3 to create a unique

representation of each block, the hash. Every block is linked to the previous one through a cryp-

tographic challenge that involves the use of the hash of the previous block. This way, the cryp-

tographic challenge to solve always depends of the previous block and the content of that block

are the transactions, which are created by the network. Therefore, the possibility of using pre-

computed (already solved) cryptographic challenges doesn’t work because the network chooses

which the cryptographic challenge will be the next one, naturally by submitting transactions.

Proof of stake Proof of stake is a consensus algorithm introduced by King and Nadal that uses

the resource exchanged in the blockchain transactions to provide a proof of majority of the network

[95]. In case the blockchain is being used for money, the resource is the currency. The consensus

algorithm was introduced in 2011 as an alternative to proof of work, introduced by Nakamoto in

2008 [73, 86]. In this type of validation system, the blocks are linked through a hashing process

that is done over a limited search space instead of an unlimited search space like in proof of work

[95]. This enables the algorithm to be more energy efficient than proof of work. The users working

for the consensus of the network are often called validators. The validators place some value at

stake that can be lost in case they are caught voting for a block that is not valid.

In Figure 2.6 we can have an overview of the current blockchain consensus algorithms.
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Figure 2.6: Blockchain consensus algorithms as presented by Anwar et al. [6]
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2.3.4 The Security of Blockchain

Since blockchain is a P2P network, there are network layer possible attacks [46]. However, these

are possible in every network and there is not much to do against them and they normally can

cause only a Denial of Service (DoS) . Therefore, we will keep these out of our scope and focus

on the security of the consensus algorithm instead.

The security of the blockchain is fully dependent on the consensus algorithm. It is based on the

algorithm that the network agrees in who owns what and, therefore, validates if the transactions

are valid. That is done without trusting a single central entity, thus providing decentralization. If

the consensus algorithm is broken, it is impossible to be confident of the validity of transactions,

therefore making the entire information on the blockchain not trustable [13].

Since there is no need of trust in a single authority, every user in the network deserves the

same trust. This avoids centralization, but this confidence can quickly be vanished if an entity is

able to cheat the system. The consensus algorithms provide byzantine fault tolerance [31] as long

as more than 50% of the resource used for consensus is in the hands of honest nodes. The possible

attack is very straightforward: an entity is able to control more than 50% percent of the consensus

resource. The means and hardness to reproduce such an attack very depending on the consensus

resource being used. The following paragraphs will explain the possible attacks to each of the

major blockchain consensus algorithms as well what makes them secure against those attacks.

2.3.4.1 Proof of work

This mechanism uses computational power as the consensus resource to secure the network. The

computational power is demonstrated through a process called mining which basically consists of

running a hash algorithm (explained in Section 2.2.3, p. 8) many times. The nodes that are mining

are often called miners. Since the miners are essentially performing hashing, the total computa-

tional power that is being used to secure the network is commonly called network hashrate. The

difficulty of the challenge to solve changes based on the network hashrate through a process called

difficulty adjustment, to ensure that the reward created remains the same regardless of the network

hashrate [5]. A possible attack requires the attacker to have more than 50% of the computational

power and, therefore, is commonly called a 51% attack [63].

These attacks may have different intentions. There are possible DoS to the network using the

consensus algorithm [26] but we will not go into much details about these. Instead, we will focus

more on the attacks that can deceive the network, causing it to trust false information.

The first type of attack is to change the contents of the blockchain and re-compute the cryp-

tographic challenges that link the blocks together in order to convince the network that the new

content is the correct one. This type of attack is hard to reproduce since re-computing the crypto-

graphic challenges from the block that the attacker intends to change be difficult.

Normally, the attacker concentrates its computational power starting from the point of the last

block, creating a hard fork chain that is a chain that grows parallel to the one being secured by

honest miners [83]. The steps to reproduce the attack normally involve:



16 Background

Block
#50

Block
#51

Block
#52

Block
#50

Block
#51

Block
#52

malicious fork
(attackers start

mining on a
parallel chain)

Block
#49

Block
#53 the malicious

chain is
broadcasted

to the network

Block
#54

Malicious chain grows faster
than the legitimate chain

malicious chain overrides
legitimate chain

because it is longer

Block
#55

Figure 2.7: Blockchain 51% attack

1. The attacker starts mining on a parallel (malicious) chain without broadcasting the blocks

to the network.

2. Eventually, the malicious chain will grow bigger than the legitimate chain because it the

attacker has more than 50% of the hashrate.

3. The attacker then broadcasts the malicious chain to the network.

4. The network follows the longest chain rule and, therefore, trusts the malicious chain.

5. The malicious chain overrides the legitimate chain which is thrown away.

6. The malicious chain is now the main chain.

The Figure 2.7 illustrates how this chain is formed. This type of attack is commonly attempted

in cryptocurrency blockchain projects with the intention perform double spending of money [53].

Therefore, what makes the networks secure is having the majority of the available computa-

tional power allocated to secure the network. It is a common mistake to relate this to the network

hashrate [113]. This measure tends to increase with time due to the evolution of computer hard-

ware, although the security of the network remains the same. Therefore, it is preferable to measure

the security of the network as the electricity being used for the mining process [107]. This is de-

pendent on the profitability of the mining process which is dependent on the value that the reward

has. The value of the reward is dependent on the adoption of the blockchain network and value

that people give to it. In the case of cryptocurrencies, this can be measured using the market

capitalization of the currency [49].

2.3.4.2 Proof of stake

The proof of stake mechanism uses the resource exchanged in the transactions to secure the

blockchain. Therefore, the attack also requires that the attacker gathers more than 50% of the

resource. This is supposed to be more difficult to achieve than with the proof of work system due

to the fact that the attacker would need to buy a huge amount of the resource that is exchanged in

the transactions. This would make its value increase and make it even more difficult to buy such a



2.4 BigData 17

huge amount due to the supply and demand rule [32]. However, attacks are still possible on proof

of stake consensus algorithms [36].

Following the same logic as proof of work, the networks are more secure as the amount of

stake of validators increases. This comes from the incentive which comes from the value of the

asset.

2.3.4.3 Summary

In conclusion, what makes a blockchain network secure is the value it has for people, regardless of

the consensus algorithm. That value, increases the value of the validation process reward, therefore

attracting more consensus resource to be used to secure the network.

2.3.5 Summary

Blockchain can be seen as a distributed and decentralized database that is immutable and tamper

resistant. The technology works using a P2P network architecture, which does not depend on a

central server, thus providing high service availability. Blockchain allows the network to reach dis-

tributed consensus, even between distrustful entities, and create an unique source of truth without

depending on a single authority.

The blockchain is implemented as a list of blocks that are linked together through a crypto-

graphic challenge mechanism that requires effort to be completed. Each block is made of transac-

tions. The transactions represent transfer of ownership of assets between entities that are registered

on the blockchain. These transactions are the content of the blocks and are chosen by the network.

The cryptographic challenge that links the blocks together securely is given based on the contents

of the blocks, which means that the attacker has no control over it, preventing replay attacks. The

system can provide confidence over the data that is stored by putting the same trust on every node

of the network.

The cryptographic challenge depends on the consensus algorithm that is used to secure the

network. Many consensus algorithms have been proposed after the first proof of work algorithm

introduced by Satoshi Nakamoto in 2008. The security of the blockchain is fully dependent on

the consensus algorithm but, regardless of the algorithm, it always increases with the adoption of

the asset that the network aims to support. This adoption requires trust in the blockchain security

which only comes from adoption itself [50]. This, together with the need of computer knowledge

to understand the system is holding back the blockchain adoption, causing a dead lock situation

where people are waiting for trust that requires them to come.

2.4 BigData

The concept of Big Data is broadly spreading across every information system. It refers to large

subjects’ data sets with a complex structure which are challenging to store and analyze with the

objective of finding secret patterns and correlations [87]. Companies are exploring how they can



18 Background

take advantages of the discovery of these secret patterns to create and capture value for individuals,

businesses, communities and governments [66].

Subject’s data is becoming more and more valuable due to the advantages that can be taken

from its analysis [74]. Regardless of the type being either emails, videos, online transactions,

search strings, social networking, scientific data, mobile phone sensor data or health records, there

is always an advantage to be taken from the analysis of it [21, 111]. The process of discovering

interesting and valuable structures in large data sets is called data mining [44]. It is through

this process and all its sub-processes that companies can take advantage over the competition by

knowing and predicting in advance.

This attention from major companies has also drawn the attention of regulators into the field [30,

60]. In the last few years, data regulations have become increasingly severe in protecting people’s

personal data [57, 103]. This has raised awareness of subjects to the importance and value of their

personal data, encouraging them to protect their data and take advantage of its value [90].

This together with the appearance of solutions to provide decentralized data sharing without

the need of trust in a central authority [73], is raising awareness of subjects to the importance and

value of their personal data [90, 114].

2.5 Health Data

The concept of Health Data, as a subset of BigData (described in Section 2.4, p. 17), is increasing

in popularity. The need for sharing health data among multiple parties has become evident in

several applications [78]. The use of subjects’ data to make important decisions and improve

people’s lives is growing interest in the community [71, 110]. Research on large health data sets

provide major opportunities for improving health systems and individual care [59].

The widespread adoption of research using electronic health records (EHRs) is pushing the

collection of sensitive clinical data. The evolution of technologies like the Internet makes remote

access to the data an almost instant process. In order to take full advantage of the value resident

in the subjects’ medical data, there is constant need for the right mechanisms and technologies

for ensuring the availability of this data. Currently, medical records are spread over multiple

repositories, making the access to this data very challenging, compromising the individual health

care as well as health research [2].

This sharing process, although essential for public health, patient care and clinical research,

is raising privacy concerns due to the fact that health data is highly sensitive from the social

and economic points of view [37]. These concerns are raising attention from the regulators of

the health field [89]. The attention from research projects and regulators has raised subjects’

awareness to the value of their health data and the importance in protecting it more than with any

kind of personal data [78, 90].

This tightening in regulation together with the awareness of subjects to protect their health

data, has lead to an increased demand for mechanisms to grant subjects’ privacy when sharing

health data [71, 52]. Similarly to BigData, blockchain is being an increasingly explored possibility
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for supporting the sharing of health data [64]. Due to the high sensitivity of the information and

the conflicting interests of the entities involved, a technology that provides decentralized trust over

the integrity and veracity of information, while maintaining its privacy, is necessary. This leads to

the exploration of blockchain as a mean to support health data sharing platforms [68].

2.6 The iReceptorPlus project

The iReceptorPlus is a research project that aims to support health data sharing by providing access

control and traceability to the process of sharing health data 1. The project is a Canadian and

European partnership in which the Institute for Systems and Computer Engineering, Technology

and Science (INESC TEC) is part of.

The project aims to promote human immunological data storage, integration and controlled

sharing for a wide range of clinical and scientific purposes by developing a platform to integrate

distributed repositories [25]. It leverages the Adaptive Immune Receptor Repertoire sequencing

(AIRR-seq) standard [105] to improve medicine and immunotherapy in cancer, inflammatory and

autoimmune diseases, allergies and infectious diseases. The standard has become critical to several

disease treatment research applications, as it supports the ability to replicate procedures by stan-

dardizing the representation of data, enabling cooperation between multiple research projects [24].

In the context of the project, three entities are considered:

• Patients

• Health Companies

• Research Projects

Each of these entities has different interests, which sometimes can be conflicting. Some of the

interests of each entity are described below:

Patients want to

• Be provided individual health care by Health Companies.

• Have their health data as secure and private as possible.

• Have total awareness over what happens to their data.

Health Companies want to

• Provide individual health care to Patients.

• Be compliant to the data protection regulations.
1More information about iReceptorPlus can be found in the official website https://www.ireceptor-plus.

com/about-us/overview/

https://www.ireceptor-plus.com/about-us/overview/
https://www.ireceptor-plus.com/about-us/overview/
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Health CompaniesPatients

Research Projects

Figure 2.8: iReceptorPlus entities involved

Research Projects want to

• Have access to a lot of patients’ health data (the more the better) so as to achieve more

breakthroughs in disease treatment research.

• Get Patients more confident to provide them access to highest possible amount of data.

Figure 2.8 provides an overview of the entities considered in context of the project.

Some of the interests are conflicting. For instance, patients want to have their data as private as

possible, while research projects want to have access to as much patients’ data as possible, having

no interest in protecting patients’ data. They intend to achieve as many progress as possible,

regardless of the impact in the patients’ security and privacy. There are some data protection

regulations [103] that the platforms need to be complainant with in order to ensure their operation.

The project aims to give patients the ability to have full traceability of what happens to their

health data from the moment it is registered on the system as well as a mechanism to verify the

validity of that traceability information. Traceabilty provides the ability to perform data lineage,

tracing all the transformations that ocurr to the data as well as determining the provenance of the

data, when it was first registered on the blockchain. The system should be able to provide trust

over the provenance of the data, providing the ability to identify from which patient is the data that

helped a certain research project, thus allowing the patients to be rewarded for their contributions.

The use of blockchain to provide this confidence with as least trust and as most decentralization

as possible. These two aspects are key for the competitive context, that demands a decentralized

database like blockchain which eliminates the need of trust in a central authority which could have

interest in tampering the data. Lastly, we think that the solution also makes patients more confident

to provide research projects with their health data, thus allowing them to make more progress.
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2.7 Summary

In this chapter, we explained how the architecture of the internet started as client-server and why

the alternative P2P was left behind in the beginning (Section 2.1, p. 5). We also covered the basic

concepts behind the Software Security and Privacy (Section 2.2, p. 6).

We explained the trust problems with P2P networks and how client-server architectures proved

to be the best solution in the lack of mechanisms for providing confidence in the security of P2P

networks. With the appearance of technologies like Blockchain (explained in Section 2.3, p. 11)

that take advantage of cryptography to provide confidence over the information in a P2P network

without the need of trust, the P2P architecture has been conquering more adoption.

We described the concept of Big Data (Section 2.4, p. 17), covering the advantages of analyz-

ing subjects’ data in order to capture value for individuals and businesses. Then, we delved into

the concept of Health Data (Section 2.5, p. 18), as a subset of Big Data that consists of exploring

the DNA secrets of subjects in order to make important breakthroughs in disease treatment.

Finally, we closed out describing the more specific context where this dissertation fits: The

iReceptorPlus project (Section 2.6, p. 19). This projects aims to support health data sharing by

providing access control and traceability to the process. We explained the problems of having

multiple entities with different interests involved and how it may lead to data manipulation, com-

promising subjects’ security and privacy.

Taking advantage of the Blockchain technology that is able to provide confidence in a P2P

network, we can avoid trusting a single entity to provide confidence over the integrity and veracity

of the data. In the field of Big Data, data manipulation is very likely to occur, as entities have their

own objectives. Furthermore, in a project that deals with Health data, with multiple entities with

different interests involved and with patients’ security and privacy at stake, it is crucial to avoid

the need of trust in a single authority to provide confidence over the integrity of the information.
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Chapter 3

State of the Art

Numerous research works are being conducted around blockchain-related topics [98]. This work

addresses traceability in the process of sharing personal health data in particular. A research on

the state of the art for the context of our problem was performed. The research was limited to

blockchain solutions only, since other solutions use a centralized database, which is controlled by

a single entity. This type of storage is not suitable for our context (described in Chapter 2, p. 5)

due to the fact that there are multiple entities with different interests involved and, therefore, there

is the need to avoid trusting a single entity.

In Sections 3.1 (p. 23), 3.2 (p. 29), 3.3 (p. 41) and 3.4 (p. 46), the current solutions for data

traceability are described in detail.

Then, in Section 3.5 (p. 48), we present a comparison between these solutions, pointing out the

key advantages and disadvantages of their mechanisms, establishing the best trade-off between

them. We also point out the key problems with each of the mechanisms alone.

Finally, in Section 3.6 (p. 54), we analyse the current frameworks available to develop blockchain

applications, in order to select which one suits more the objective we want to achieve.

3.1 MedicalChain Solution

MedicalChain is a cryptocurrency project that uses blockchain technology to create a platform to

support secure electronic health record (EHR) sharing. It aims to support patients in the process

of giving health care professionals access to their health data [2].

The platform provides patients some awareness over the interactions made with their health

data and control over which health care professionals have access to it. The interactions with the

data are recorded in an auditable, transparent and secure way on the MedicalChain’s distributed

ledger.

3.1.1 Blockchain

MedicalChain is built using a dual blockchain structure. The first implements access control to the

electronic health records and is built using the Hyperledger Fabric [4]. The second is powered by

23
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an ERC20 token and backs the applications and services of the platform.

Hyperledger fabric is a framework for developing blockchain projects and allows permission-

based access to resources using its access control languages. It is meant to have a modular ar-

chitecture, thus providing flexibility and scalability [19]. Hyperledger Fabric allows the owner

of a data set to control which parts of the data is accessed, making very suitable for managing

access to electronic health records since it provides awareness to the patients, thus increasing their

confidence in providing health care professionals access to their personal health data [2, 4].

Ethereum is a global, open-source platform for developing decentralized applications [17].

While also being a cryptocurrency, Ethereum was the first to introduce the ability of users to write

smart contracts [16]. Smart contracts are code that is executed on the Ethereum blockchain, they

can been seen as a more flexible, more generic version of transactions [16, 58]. This allows to

program generic contracts between parties and generic asset types on the blockchain, rather than

only allowing money transferring.

3.1.2 User types

MedicalChain defines user types (actors) that are allowed different actions based on their role.

Each user is associated with an asymmetric key cryptography pair (private + public key) (described

in Section 2.2.5, p. 9) as well as with its type. This allows to determine the actions that each user

is allowed to perform and, therefore, validate if it is permitted.

The actions allowed for each actor are shown below.

Patient

• Read their EHR

• Grant a Practitioner/Institution to Read/Write their entire EHR or a portion of it

• Revoke a Practitioner/Institution’s Read/Write access to their EHR

• Permission next kin/emergency contact to ro Read/Grant permission

• Write high-level health attributes to EHR, such as: Amount of tobacco consumed daily,

alcohol consumed daily, weekly exercise.

Practitioner

• Read/Write EHRs he has permission over

• Request EHR Read/Write access permission for other Practitioner/Institution

Research Institution

• Read EHRs it has access to.
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3.1.3 Encryption Mechanism

Electronic health records are encrypted using symmetric key cryptography (described in Section

2.2.4, p. 8) (for example, AES [28]). The record is stored (encrypted) in a repository, under the

conditions of the appropriate regulation. It is not specified who generates the key and encrypts

the record. To ensure maximum privacy, it should a device trusted by the patient. If the key used

on the symmetric encryption process is known, it is trivial to decrypt the record, allowing anyone

storing it (encrypted) to disclose all of its contents. Because of this, the key used in this symmetric

key cryptography is not stored in the blockchain in plain-text, but instead it is stored encrypted.

The next paragraphs explain how this encryption mechanism takes place.

The key used in the symmetric encryption of the health record is stored (encrypted) in the

blockchain each time an entity is given permission to access a health record. The original medical

chain white paper states that the first step of this process is to decrypt the record with the owner’s

private key. However, in order to use a private key, asymmetric encryption must be used. Since it is

stated that the record is encrypted using symmetric encryption and never asymmetric encryption,

we suppose that the author meant that the symmetric encryption key is decrypted with the owner’s

private key. The following paragraphs explain how this process takes place, although it is not

strictly specified as such in the Medical Chain white paper. We take into consideration the state of

the art of encryption in general (described in Section 2.2, p. 6) as well as the information on the

paper.

Asymmetric encryption has two keys: public and private. Each one of the keys undoes the

effect of the other: what is encrypted with the private key can only be decrypted with the public

key and what is encrypted with the public key can only be decrypted with the private key.

The information regarding access authorization (to the health records) is stored on the blockchain.

This information consists of the key used to encrypt the records (using symmetric encryption), en-

crypted with the public key of the entity that has access to that same health record. Only who has

the private key (the entity which was given access to the record) corresponding to that public key

can decrypt that information. This is how medical chain allows entities to access health records but

at the same time ensures that, although everyone can view that information (the ledger is public),

only the entity with access permission can decrypt and use it to access the record.

Although it is not specified in the medical chain white paper, in order to allow the storage of

the symmetric key used for the encryption of the health record (ensuring the key and, therefore the

access to the record, is not lost), the first access authorization being registered on the blockchain

should be for the Patient. The symmetric encryption key should be stored on the blockchain,

encrypted with the record owner’s public key, ensuring only the record owner can access the key

and, therefore, the record information. This also ensures that the key is not lost, although no one

other than the owner is given access to the data because it is registered on the blockchain.
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3.1.4 Encryption Mechanism Analysis

This mechanism has the security advantage that it does not require trust in the repositories that

store the data, because they store it encrypted and they don’t need to know the symmetric key to

decrypt the data they are storing. However, the author does not strictly state who has access to the

key neither that the repositories don’t have access to it.

3.1.5 Record Access Process

Another advantage is that the procedures necessary to access and to grant access to a health record

are very simple and easy to compute. The procedure of accessing a health record involves:

1. The information that represents the symmetric key encrypted and corresponds to the entity

that is accessing the record is retrieved from the blockchain.

2. The private key of the entity that has access to the record is used to decrypt the symmetric

key stored on the blockchain.

3. The symmetric key is used to decrypt the health record.

The procedure of granting access to a health record involves:

1. The symmetric key (the one that was used to encrypt the record using symmetric encryption)

is decrypted with the owner’s private key (asymmetric encryption).

2. The symmetric key is encrypted with the public key of the entity that is being given access

to the record.

3. The result is stored on the blockchain.

However, the mechanism also has its disadvantage which is demonstrated in the process of

revoking an entity’s access authorization to a health record. Since all users that have access to a

record know the symmetric key used to encrypt it, they can all decrypt it. Thus, the only secure

way of revoking access is to re-encrypt the whole health record with another key which is com-

putationally demanding. Thereby, the process of revoking access authorization to a health record

involves:

1. The (first registered) information that represents the symmetric key encrypted is retrieved

from the blockchain.

2. The private key of the owner is used to decrypt the symmetric key.

3. The record is decrypted using the symmetric key.

4. A new symmetric key is generated and the record is encrypted with that key.

5. The public key of the owner is used to encrypt the symmetric key and the result is stored on

the blockchain.
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6. In order to ensure that all the entities that are supposed to keep having access to the record,

remain with that same access, the symmetric key must be encrypted with each and every

single one of the entities public keys and the result stored on the blockchain. This step does

not require the presence of any of the entities that have access because their private keys are

not necessary in the process.

3.1.6 Record Access Process Analysis

Besides the drawbacks in the complexity of revoking access to a record, there is also no reference

to how it preserves the integrity of information, ensuring that only the Patient can grant and revoke

access to a record. Since all the users that have access to the record can retrieve it and decrypt it,

they could also encrypt it with a new key and attempt to revoke access to all entities including the

Patient. A modification to the consensus protocol would be necessary in order to guarantee that

nodes would only accept access authorization granting or revoking transactions that are signed

with the private key of the owner of the data. This would increase the complexity of the block

validation, requiring all full nodes to check the first transaction (when the data is first registered

on the blockchain) in order to get the private key corresponding to the owner of the data.

3.1.7 Blockchain Transactions

All interactions with the health records are supposed to be stored in the blockchain in the form of

transactions. However, in some cases, it is not specified how this is guaranteed and that interactions

with records never end up happening off the chain with no trace of it on the blockchain as we

explain in the transaction examples below.

The transactions are private, meaning that only the entities associated with the transactions can

view them. This is implemented using the features provided by the Hyperledger Fabric framework

[19].

The medical chain white paper lists three transactions:

• Granting Access Authorization

• Revoking Access Authorization

• Practitioner referring patient

3.1.8 Blockchain Transactions Analysis

The first two are self explanatory and they trigger the processes already described in the Encryption

Properties section, retrieving and registering the required information from and to the blockchain.

The last one takes place when a practitioner grants another practitioner access authorization to a

patient’s health record.

There are some missing details regarding these transactions. The following paragraphs explain

them in detail.
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Missing record access transaction As mentioned above, it is specified that all interactions with

health records are stored on the blockchain. However, there is no specification of the transaction

associated with an access to a health record. This is clearly not as trivial as it might seem since

there must be mechanism to guarantee that an access does not take place without being registered

on the blockchain.

The proof that a user has access to a resource resides in the blockchain transaction that contains

the symmetric key of the health record encrypted with the user’s public key. The mechanism of

retrieving this information from the blockchain, decrypting it with the correspondent private key,

requesting the record from the repository and decrypting it with the symmetric key does not require

any registration of any transaction. For a transaction to be registered upon a record access, it is

necessary that the user accessing the record deliberately registers that same access. The user may

not want to register this access and we shouldn’t need to trust on good will.

A possible approach is to take advantage of the fact that the user accessing the record is not the

only party involved in the process. The process requires the repository, that needs to give the user

the data that represents the record (encrypted). However, there is no way of completely solving the

problem. Requiring both parties to sign the transaction doesn’t work since the user could refuse

to sign it and without he’s signature, the transaction would be invalid. Trusting only on the user

is not an option, for the reasons already mentioned above. Trusting only the repository is also

not an option since the repositories could be registering access transactions from arbitrary users to

arbitrary resources. Trusting either one of the parties is the best approach we can see, however it

could still cause conflicting information on the blockchain. Using a transaction that should be sign

by both but could be registered on the blockchain signed by only either would cause problems in

the case that it is not signed by both. It would be necessary to adapt the consensus protocol in order

to deal with these kind of situations and decide what the full nodes should do when validating the

blockchain when there are such inconsistencies.

Missing security guarantee on 3.1.7 transaction On the 3.1.7 transaction it is possible for a

practitioner to give another practitioner access to a health record. This without any further security

information (which is not mentioned on the white paper) clearly has its security problems since

it suggests that any practitioner with access authorization to a health record can give permission

to another practitioner to access the same health record without any consent from the patient that

owns that data. In order to solve this, a system where the access permission is distinguished

from the access giving permission would be necessary. There no such definition of the difference

between these two types of permission on the white paper neither a solution to the problem.

3.1.9 Summary

MedicalChain is a platform more optimized to serve the patients and attempt to provide them with

a solution to securely store their health. The solution should provide them control over who can

access that same data and traceability over what happens to it.
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Using a symmetric followed by asymmetric encryption mechanism for the health records and

the access control based on the Hyper Ledger Fabric, the project aims to ensure that the health

records cannot be accessed without the patient’s permission. The intent to store every interaction

with the health records on the blockchain provides traceability but it also has its limitations since

it is not clear how some interactions are ensured to be stored on the blockchain in the form of

transactions, compromising the traceability that the platform aims to provide and, therefore, the

trust that the patients have on it.

The platform also aims to help health research projects, providing support for research insti-

tutions to be registered on the platform and be provided access permission to the health records

by the patients. However, the support is limited to that and offers no further traceability over what

the research projects do with that same data, how it gets processed and what contributions has it

helped make to cure a certain type of disease.

3.2 DataProv Solution

DataProv uses blockchain to create a platform for facilitating the collection of data provenance

information and also its verification and management in a distributed and decentralized way. The

system uses smart contracts in order to enforce data integrity constraints.

The platform supports the manual introduction of provenance data through a user interface.

The veracity of the provenance information is validated by the users, through a voting system.

Ramachandran and Kantarcioglu provide some illustrative examples of how the system can be

used to validate the provenance data and how integrity is encouraged through a system that guar-

antees to be effective as long as more than 50% of the of the participants are honest. The validity

of the information is determined by the various nodes of the network that want to participate on it

and not by a central authority [80].

3.2.1 Background

The solution targets the context of scientific research which is very close to the context of the

iReceptorPlus project. They reference the factors of ensuring the quality of the information as

well as preventing data manipulation as very important to provide trust over research results and

highlight the importance of provenance data in scientific research [47]. To support the statements,

the author mentions an example of an audit conducted by the Cancer and Leukemia Grouahere

0.25 of the trials conducted were fraudulent. [39]

It is stated that the data provenance should be defined as meta-data that describes where the

raw data originated, who owns it and what were the transformations done to the data.

This provenance data is expected to support the objectives of the scientific research and provide

transparency over the procedures of the research so that people who were not involved in it don’t

need to trust on the information provided by the researchers, but can verify it instead.
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It is highlighted that the integrity of the provenance data is a very important concern. The

provenance data should be verifiable without the need of trust on a central authority. This re-

quirement is filled by the Blockchain technology since it is an inherent characteristic of it. The

technology also provides fault tolerance and high availability of the information since it is stored

by all the full nodes of the network.

There is a reference to the specific type of data that we are exploring: medical records. Since

this this type of data is highly sensitive, they state that they aim to provide access control to

ensure no unauthorized access occurs. The solution also aims to be able to provide provenance

information without compromising the privacy of the data in order to be suitable for contexts like

ours where private data sharing mechanisms are required. In order to achieve this, asymmetric

encryption is used together with access control policies, implemented using smart contracts.

3.2.1.1 Provenance Data Model Definition

The platform defines the provenance data model using the Open Provenance Model (OPM). Each

entry of provenance data is called an action. Each action has three parameters:

• Artifact: the data of which to save the provenance record. This parameter involves the

artifact before and after the change.

• Agent: the initiator which is the user who is inserting the provenance data entry.

• Process: the transformation made to the artifact which caused it to go from the previous

state to the new state.

3.2.1.2 Threat Model

This section birefly explains the possible attempts to attack the system.

The object of attack is an artifact since neither the agent nor the process can be attacked. The

DataProv paper defines two types of attackers: internal and external. These two types are defined

according to the relation between the attacker and the specific artifact under attack.

An external attacker only has access to the blockchain and is part of the users that don’t have

access to the artifact under attack (he are external to the artifact). Not having access to an artifact

means not having the key to decrypt it neither the location where the it is stored. The fact that the

attacker does not have the key should make it cryptographically impossible for the attacker to read

or change the artifact.

An internal attacker is part of the users that have access to the artifact under attack (he is

internal to the artifact). Since the attacker has access granted by the owner of the artifact, he can

submit provenance data regarding that same artifact. Since only the owner of an artifact can grant

access permission to other users and as long as the owner of an artifact never wants to attack it, we

can assume that an attacker can never grant access permission to an artifact to other users. This

means that the attacker cannot forge users (controlled by himself) with permission to vote for an

artifact with the intent to cheat the voting system to his favor. Therefore, and as long as more than
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half of the users that were granted permission to access a document are honest, the provenance

information that has been already approved should be able to be considered truthful.

3.2.2 System Overview

In the following sections, we delve into some of the most important components, providing an

overview of the DataProv system.

3.2.2.1 Blockchain

DataProv is built on top of the Ethereum blockchain [16] and uses smart contracts [58] to imple-

ment the business logic in a distributed and decentralized way since these contracts are code run

by all nodes of the Ethereum network.

3.2.2.2 Artifact Storage

The authors assume a scenario where the artifacts are stored in the cloud encrypted by their owner.

It is not specified which type of encryption is used on this procedure (symmetric or asymmetric)

(explained in Section 2.2, 6). It stated that access to the document is controlled using public

key encryption. Taking into account the current state of the art of encryption where symmetric

encryption (for example AES [28]) is used to encrypt large files (as explained in Section 2.2, p. 6),

we assume that the mechanism is similar to the one in the MedicalChain platform [2] where the

records where encrypted using symmetric encryption and the key was encrypted using asymmetric

encryption. Similarly, we assume that DataProv uses symmetric encryption to encrypt the artifact

(since it can be a large file) and then the key is encrypted using asymmetric encryption.

3.2.2.3 Provenance Data Consensus

The system uses the versioning approach for editing the artifacts. Each modification made to the

artifact is stored as a version. The modifications are always made relative to the latest version of

the artifact. The system discards changes that are not linked to a previous version (except for the

creation of the file), always ensuring traceability is maintained.

When a user makes a change to a file, a new voting round is initiated. The voting round aims

to provide trust over the integrity of the provenance information, hopefully causing wrong prove-

nance data to be rejected. The system also attempts to prevent spamming of wrong provenance

data (causing a lot of pending vote rounds and possibly overloading the system) by penalizing

users whose provenance details get rejected and rewarding the voters who find wrong provenance

details.

3.2.2.4 Provenance Data Input Flow

The flow of introduction of provenance data is executed whenever a user changes an artifact and

registers the modifications in the system. It involves the following steps:
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1. A user that wants to introduce provenance data in the system modifies the file and uploads

the new version to the cloud server. (The old version is kept in the cloud since a rollback

may be necessary.)

2. The user opens a voting round for the provenance data to be validated. That is done by

submitting a request to Vote Contract through the user interface. This consists of a hash of

the following:

• Id of the artifact

• Hash of the previous version of the artifact (encrypted)

• Hash of the new version of the artifact (encrypted)

• Pointer to the location of the artifact in the cloud storage

• Timestamp of the change made to the artifact

3. The users with permission to access the artifact vote for the validity. In order to check the

validity they use a script residing in cloud storage.

4. At the end of the vote round, the system decides if the change is truthful or not. This decision

is based on whether the majority of users voted for or against the change, respectively. If the

change is rejected, this causes the initiator to be monetarily penalized, loosing the amount he

placed as deposit for the round. This amount is distributed among the voters, as a reward for

denouncing fake modifications, incentivizing voters denounce such malicious introductions

of fake provenance data.

5. If the vote round is approved, the change is recorded in the artifact tracker contract. The

content of each change registered consists of the following:

• The user responsible for the change

• The hash of the new version of the artifact

• OPM representation of the new change of the artifact

• The digital signature for this information

The flow of input of provenance data is shown in Figure 3.1.

3.2.3 Implementation Details

The DataProv paper describes the architecture of the platform as having two high-level modules:

on-chain and off-chain. The on-chain module runs on the Ethereum blockchain and mainly con-

sists of smart contracts to implement the business logic: access control, storage of provenance data

and orchestration of the voting process.
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Figure 3.1: DataProv provenance data input flow as presented by Ramachandran et al. [80]

3.2.3.1 On-chain module

This module implements all the necessary security and privacy constraints. Since, the security of

the system depends on this module, we analyze it in more detail. It is implemented using smart

contracts which are code on the Ethereum blockchain that is run by all the nodes in the network,

decentralizing the responsibility of the security of the system among the nodes of the Ethereum

network. The code has the necessary instructions to implement the business logic. The module

consists of two smart contracts as described in the following sections.

Document Tracker Contract

This contract implements the logic necessary to interact with the artifacts. This involves

the access control policies and user access information. The contract also stores the provenance

data in the form of events which content is signed by the user who created it, using asymmetric

encryption. The access control management actions implemented by this contract are:

• Create an artifact

• Manage (grant or revoke) users rights to add provenance data to an artifact

• Generating and adding provenance data to an artifact
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It is stated that this contract does not store any sensitive information in plain text (unen-

crypted) on the blockchain (which is publicly viewable).

Provenance data lifecycle The provenance data lifecycle implemented by this contract starts

when a user creates an artifact and adds it to the system, becoming its owner. The contract enforces

the constraint that only the owner can change the access rights to the artifact. This contract sup-

ports has methods that allow to view the user access permissions to an artifact as well as changing

the owner of an artifact. The process of submitting provenance data to an artifact is implemented

by the ChangeDocument method of this contract. As already mentioned, the provenance data

has to be validated through a voting round. This validation is implemented by the Vote Contract.

Therefore, the ChangeDocument method of the Document Tracker Contract can only be called by

the Vote Contract. The method assumes that is only called after the Vote Contract has determined

that the provenance data is valid, which means that that there is no trust boundary between these

two components, given that the Document Tracker Contract trusts the Vote Contract.

Vote Contract This contract implements the logic for the voting rounds. There are two types of

rounds: simple majority voting and threshold voting. The voting process consists of the following

steps:

• The user that changed the file submits the provenance data (encrypted) as well as the signa-

ture for that provenance data (generated with his private key).

• The Vote Contract is called and verifies the change.

• After verifying the change’s validity, the contract initiates the voting round by generating

a log event. The voting round will be open for a certain amount of time during which the

participants can vote for the validity of the change.

• For each vote submission, the contract verifies its validity (user access permissions to the

artifact and vote round).

• When the time for the voting round ends, the Vote Contract checks if the number of votes

have reached the minimum threshold of required votes. If not, the contract does the neces-

sary procedures to restart the voting procedure and then restarts it, going back to step 1. If

yes, the contract checks if the majority has approved or rejected the change. If the majority

voted no, the change is discarded. If the majority voted yes, the change if submitted by call-

ing the ChangeDocument method of the Document Tracker Contract, as already mentioned

above.

This contract enforces the constraint that only one voting round can be active at the same time for

the same artifact, ensuring that all provenance data submissions are ACID compliant.

The execution flow for voting rounds is shown in Figure 3.2.
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Figure 3.2: DataProv voting round flow as presented by Ramachandran et al. [80]

3.2.4 Off-chain module

The off-chain module does implement the security of the system as it is just a client application,

running independently in every user of the system and which actions cannot affect other users as

long as the security constraints are well enforced in a decentralized way by the smart contracts

running on the Ethereum network. Any malicious modification on this application should not be

able to affect the security of other users of the system. Therefore, we don’t describe this module in

detail as we are only interested in understanding how the system enforces the security constraints.

The module is implemented using JavaScript and runs on the browser of each user. It works

as a client-side application that interfaces with the back-end implemented as Ethereum smart con-

tracts. In addition, this module is also composed by a script residing not in the client-side appli-

cation but in the cloud storage location where the artifact is stored. This script allows to check

the validity of the each provenance data submission of a particular artifact. This module can be

divided into submodules, as described below.

3.2.4.1 Client Interface Module

This module acts as an interface between the user and the smart contracts. It has support for the

user to perform the following actions:

• Create new artifact
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• View history of artifact changes

This module also generates the digital signatures for the users’s operations, using the private key.

3.2.4.2 Event Watcher Module

This module watches the Vote contract. It is notified whenever a new voting round starts and

checks if the user that is using the interface is one of the voters. If yes, the module decrypts the

information, verifies if it is valid (by checking the signature) and calls the verifier script. If the

script returns that the change is valid, this module votes yes for the user. The process is automated

because the script should have the necessary instructions to verify if the provenance data is valid

or not.

3.2.4.3 Timer module

This module implements the timer for the voting rounds. It is set when the round begins and

generates an event when the round ends.

3.2.4.4 Verification Script

This module is not part of the JavaScript client-side web interface but resides in the cloud storage

instead. This script is responsible for verifying the changes made to an artifact. This verification

script implements the validation of the hash submitted as being the hash of the new version of the

artifact (checks if they match). However, the script should also implement other verifications that

are not possible to generalize and should be implemented according to the needs of each research

scenario. This automatic verification of changes may not be trivial to implement and sometimes,

especially in the context mentioned by the author, need the intervention of a human in order to be

possible to perform.

3.2.5 System Analysis

This is the most important section. In this section we analyze the security and privacy of the

system. Some of the aspects are already mentioned in the DataProv paper but there are other

considerations missing that are worth to be pointed out.

The author organizes the section in types of attacks. The terminology used to describe the type

of attackers is similar to the one described already in the Threat Model section 3.2.1.2: external

and internal attacker.

3.2.5.1 Security Analysis

Security consists of protecting the system against a potential attack. In this section we provide a

more detailed analysis of the possible attacks to the system and how the system should react to

such threads. Firstly, we analyse the possible attacks by an External attacker. Then, we analyse

the possible attacks by an Internal attacker.
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External attacker The author analyses the effect of an attack by an external attacker, covering

two scenarios:

Unauthorized modification attempt Firstly, the author describes the attack where an ex-

ternal attacker attempts to modify a document that he doesn’t have permission to. As already

mentioned above, this attack is very easy to mitigate since the user does not have access permis-

sion to the artifact. This constraint is enforced by the Document Tracker contract which would

immediately reject any change requests from users that don’t have access permission to the docu-

ment attempting to attack. This contract only accepts change requests from users who have been

granted permission to modify the document. The contract also penalizes the users attempting to

attack the artifacts since to open up a change request a deposit amount is required. It is part of the

contract that whenever a user signs a modification request to an artifact, the deposit amount is at

stake and will be lost if he attempts an attack. The consensus protocol will make sure to remove

that amount from the user’s account. In this case, it is not mentioned where that money goes. A

possibility would be to go to the owner of the document. This penalty system helps preventing

denial of service attacks by flooding the network with fake artifact change requests, mobilizing

a lot of computing power for nothing. With this penalty system, flooding the network has a cost

and the attacker would eventually run out of money before overloading the network. A temporary

overload could be possible but that would only reward the honest users and remove money from

the attacker’s account.

Replay attack This type of attack is also described by the author and consists of replicat-

ing a legitimate modification of a document by an honest user that has access permission to that

document, by submitting earlier versions of the artifact, causing it to be changed possibly mul-

tiple times. This is type of attack is mitigated by the Document Tracker contract which logs the

timestamp of the latest change to the document and immediately rejects any change which has a

timestamp which respects to an instant that is prior to the one of the latest change. (Re-submitting

the latest change is also a possibility, although not mentioned in the DataProv paper, but that is

also easy to check by changing the rejection constraint to less than or equal to instead of only less

than. Another possibility would be to check if the document is equal to the latest, which should

already be a constraint for reasons other than this specific type of attack. However, the first ap-

proach is preferable to mitigate this attack since it is computationally easier to perform, just as

security checks should be in order to prevent the attack from being transformed in a Denial of

Service attack, using a lot of computational power of the network.)

Internal attacker The author also analyses the effect of an attack by an internal attacker. An

internal attacker has been granted access permission by the owner of the document. Furthermore,

it is stated that the owner of a document could be an attacker, but we don’t consider that because it

not only doesn’t make sense but also there are no defense mechanisms against this particular case.

We will now describe the possible scenarios of attack by an internal attacker:
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Fake changes to a document This type of attack consists of the attempt of a user that has

access permission to an artifact to submit fake changes to an artifact, possibly corrupting the

provenance data. This type of attack is mitigated by the voting system which mitigates this attack

as long as more than 50% are honest. The author has a proposed voting approach, as mentioned

in Section 3.2.3.1, called threshold voting. This voting system randomizes the voters for the

round, so that the user that changes the artifact does not know who will be the voters prior to the

round. This helps reducing the probability of corruption through which the attacker would attempt

to control the voters so they would vote for the change and eventually make it get accepted by

system, corrupting the provenance data since the change was malicious.

Is is important to note that the attack, although similar to a 50% attack on any blockchain

consensus protocol, is not nearly as hard to perform as such. A 50% attack on a blockchain

requires that the attacker(s) can gather more than 50% of the resource used for consensus of the

entire blockchain. The bigger the network, the more attackers will be interested in attacking it,

but also the more secure against 50% attacks it will be. Small blockchain projects tend to be very

vulnerable to 50% attacks, because there is low amount of the consensus resource securing the

network. This is described in more detail in Section 2.3.4. Here, the scenario is different: the

security of the provenance data validation does not scale with the size of the network, only with

the size of the community of the specific artifact that is the target. The community of an artifact

will never be as big as an entire network, causing it to be more vulnerable than typical blockchain

consensus protocols to 50% attacks, making the problem similar to the one with small blockchain

projects.

Voting no for profit There is another type that we find possible to this system that is not

mentioned in the DataProv paper. The security implemented on the smart contracts attempt to

prevent spamming the platform with fake changes to a document (even though assuming they

would be accepted by the voting system, it could still cause harm to the system: a denial of service

attack because it would spam it with fake data). This is implemented using monetary penalties for

the users who submit such fake data. The user looses the amount if the change request does not get

pass the initial validity verification or if it gets rejected in the voting process. If the second case

occurs, the voters (which helped spot the malicious change) are rewarded in order to incentivize

denouncing of such attacks. This has its advantages in fighting denial of service attacks based on

submitting fake changes to documents, however it opens the doors for another type of attack.

The attack consists of always voting no for every change request, in order to attempt to get

profit from it. The steps of the voting process are described here 3.2.4.2. These steps take place

in the JavaScript web client. It would be very easy to change the JavaScript code (or even develop

one from scratch) to interface with the smart contracts in order to perform this attack. Since the

JavaScript client downloads the newest version of the artifact, runs the script on it and submits the

vote according to the result, it would only be necessary to change all of these steps to one single

step: vote no.
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The back-end logic that implements the security using the Ethereum smart contracts would

not be able to determine if the vote is truthful or not because they don’t run the script on the

artifact. They can’t even determine if the script was even run, since it all takes place in client-side

(JavaScript web application).

There is no penalty for the users who vote no or at least the DataProv paper does not mention

any. This makes the attack very aptable since the user does not loose anything in voting no. If the

user is never penalized for voting no and he can even be rewarded, there would be an incentive

to make the application always vote no. This incentive could quickly spread over the community

of the artifact, causing all of them to change the application and eventually when more than 50%

had, they would be making profit out of it, corrupting the provenance data of the system and even

leaving the all initiators of changes (honest users) loose all the deposit amounts for each voting

round.

A possible approach to mitigate this attack would be to penalize the users who vote no when

the majority decides yes. However, this is not easy to achieve since there is not the requirement

of a deposit in order for a user to vote for an artifact change. The penalty for the initiator of a

change works very well because they need to place a deposit amount in order to open the change

request and the consensus protocol causes the amount to be transferred to the voters in case they

loose the round. However, for voting there is no deposit amount required, there is nothing at stake

that can be lost so it would not be possible for the network to agree which amount to remove from

the attacker’s account nor who it should it be transferred to. In order to be able to penalize the

attackers, a deposit amount would need to be required for the users to vote for the validity of a

change.

Another possible approach to mitigate the attack would be the smart contracts validating the

change using the script. This would be possible since the voting process is automated. However,

this would not only defeat the purpose of the whole system because the innovative aspect of the

system is a decentralized network of users that run scripts because they have interest on it and

smart contracts are used in order to implement some security to the system, but it would also be

a heavy computation for the Ethereum nodes to run, probably making the system not profitable

(which should have been the incentive to develop DataProv in the first place).

The first approach seems to be the best, however it may have other consequences on the system

that we are not able to determine.

3.2.5.2 Privacy Analysis

The author also analyzes the privacy of the system. Following the same terminology, the author

uses the internal and external to describe the users potentially compromising the privacy of the

system. Here we will not use the term "attacker" because there is not deliberate action taken

against the system, just the ability to see information that could not be supposed to be seen.

External user The external user is not part of the users who have access permission to the

artifact. Therefore, he will be cryptographically unable to view the contents of the changes. It is
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stated on the DataProv paper that the only unencrypted information stored in the event logs is the

document id (because it is needed for the users to know if the document belongs to them, for the

voting purposes). All the other information that contains the change is registered encrypted, so

he cannot see the actual changes neither the content of the document. The other information that

is part of the change log entries is the digital signature of the change requester, but that contains

no information, it is simply an encryption of the hash of the contents (irreversible twice). The

information that an external user can infer is the users that are associated with a document id by

observing the iterations of the voting contract.

Internal user The internal user is part of the users who have access permission to the artifact.

Therefore, he will be cryptographically able to view the contents of the changes. There is no

support for privacy between users that have access to a document. Every user in the group of users

that have access to an artifact can view all the modifications that all the others members of the

artifact. There is a need of trust in terms of privacy between the users that have access to the same

artifact. This is not necessarily a problem since the trust is not transitive to other artifacts and we

can assume that a user does not mind that other users see the changes made to other artifacts.

Zero knowledge proofs It is stated that the provenance data should be defined as meta-data that

describes where the raw data originated, who owns it and what were the transformations done to

the data. This provenance data is expected to support the objectives of the scientific research and

provide transparency over the procedures of the research so that people who were not involved in

it don’t need to trust on the information provided by the researches but can verify it instead. In

order to achieve this, the author mentions the possibility of using zero knowledge proofs to provide

verifiability of the provenance data without the need of having access to it, referencing this paper

of a system that tries to combine smart contracts with zero knowledge proofs [58]. However, it

is stated that the existing efficient zero knowledge proofs mechanisms are not general enough in

order to be applicable to their system. This should be due to the fact that there is the possibility

of customizing the verification scripts and the zero knowledge proof mechanism would need to be

capable of proving the customizable conditions of those scripts which are very general. On the

other hand, they state that generalizing zero knowledge proofs in order to be compatible with their

system could make them computationally heavy to run (zero knowledge proofs typically require

a lot of iterations in order to achieve a high probability of validity, thus making them heavy to

compute [40]).

3.2.5.3 Concurrency

Concurrency problems could be considered on modifications to the artifacts in the event that two

voting rounds were to occur at the same time for the same artifact. The DataProv system solves

this problem by ensuring mutual exclusion between rounds for the same artifact, enforcing the

constraint that only one round can be active at a time for the same artifact. This is the easiest

but most effective solution for the problem, however it may have its impact in usability in the
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sense that users could have the need to make concurrent changes to the same artifact. The author

mentions that the system could be further improved in order to accept this feature using a diff

analyzer for the artifacts and as long as the diff returned no conflicts, the voting rounds could take

place concurrently.

3.2.6 Summary

DataProv is a platform more optimized for research and directed to data traceability. The system

provides the user with a solution for manually introducing provenance data and for the network

to achieve decentralized consensus over the validity of that same data through the execution of

automated validation scripts.

The innovative aspect of the system consists of using Ethereum smart contract for enforcing

the important security constraints in a decentralized way and using the consensus of the entire

Ethereum network while keeping the heavy computation (verification of the integrity of the prove-

nance data) only in charge of the nodes that are interested in that specific type of data. The security

is not as good as if all nodes made the computation, but the system tries to keep a balance between

the costs and security because making nodes of the Ethereum network run the heavy validation

scripts would not be maintainable in terms of costs. The system also has a small security problem

as pointed out in this section 3.2.5.1 but which we believe could be fixed.

This system is directed to our objective of providing data traceability for research. However,

the context is somewhat different in the sense that we want the registration of the traceability infor-

mation to be done seamlessly upon some processing of data instead of manually being introduced

by a human. We also have privacy concerns that, although considered by the author, they are not

explored enough to the point of providing solutions to our problems. The system also lacks some

support for the usability by medical patients which is necessary in out context.

3.3 Approach by Moeniralam

This solution is aims to provide trust over the lineage and provenance of satellite data. Satellite

data is continuously transformed in order to be usable in research, just like medical data. The

system aims to provide traceability over data sets that are processed as well as a mechanism of

verifying those modifications [69].

The solution uses blockchain to provide this trust in a decentralized and trustless way. The

solution is intended to be transparent in the sense that all the users should be able to see the data,

its provenance trails as well as verifying those. There is no mention to privacy in the system as the

author intends to make transparency mandatory.
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3.3.1 Background

The author states that in scientific research it is crucial to be able to trace back all modifications

made to the data and verify their validity. This is a very wide scope since different scientific re-

search fields require different solutions in order to adapt to their specific data structure. However,

the objective of this solution is the closest to our topic: providing traceability when the data under-

goes transformations. The project aims to provide data traceability to the Sentinel-2 Copernicus

satellite of the Copernicus project. The raw satellite data is processed in order to be studied and

useful in scientific research.

3.3.2 System Requirements

The author defines two key requirements for storing the satellite data:

• The data stored is immutable after its registration.

• The production environment and the production process have to be recorded in order to

allow for later reproducibility of the steps, allowing confirmation of that data.

There is a distinction made clear between methods reproducibility, results reproducibility and

inferential reproducibility. Methods reproducibility is defined as "the ability to repeat as precisely

as possible all the processing steps done, with the same data and tools to arrive at the same results".

Results reproducibility is defined as "arriving at the same results from the same data, using a

different method". Inferential reproducibility is defined as"drawing the same conclusions, based

on the same results of a similar study".

The author states that their focus is on "methods reproducibility in an autonomous manner".

This is exactly our focus with this dissertation. The DataProv solution 3.2 lacks this "autonomous

manner" part.

The author states that they want to achieve traceability which is composed by data lineage and

data provenance.

There is a distinction made between workflow lineage and dataflow lineage. "Workflow lin-

eage describes how derived data has been calculated from the original dataset, while dataflow

lineage describes how data has moved through the processing chain". They aim to incorporate

both in order to achieve complete data traceability [85].

3.3.3 Solutions considered

The author mentions two existing solutions as the most promising for storing and tracing digital

assets: BigChainDB [12] and Ethereum [16]. BigChainDB stores the data sets on the blockchain,

removing the need of trusting in a third party for storing the data and making the data storage as

decentralized as the traceability data storage, but this obviously has drawbacks for high volumes of

data, requiring all of the full nodes to allocate size for all the data of the system (because they need

to have the entire blockchain stored) [67]. Ethereum does not store the data sets on the blockchain
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and requires that a third party registers the data just like in normal database in a centralized fashion

[16]. One option to achieve this could be cloud storage just like in the DataProv system 3.2. Hash

representation of the data would be stored in the blockchain along with pointers to the cloud

storage location so that the users, after downloading it from cloud storage, would compute the

hash and compare it with the one in the blockchain, so they could verify the integrity of what is

stored in the cloud storage against the hash that is on the blockchain (and over which we can have

decentralized trust).

Another solution considered by the author is a project called Quality Assurance for Essen-

tial Climate Variables (QA4ECV) [72]. This solution provides support for tracking data, storing

entries that compose the traceability chain. The entries contain the following content:

• Input Data

• Processing Step

• Output Data

Optionally, there may be additional meta data stored, in order to provide better knowledge of the

transformation process applied to the data:

• Processing Step Details

– Purpose of applying the step.

– Principles of underpinning step.

– Assumptions, simplifications and approximations.

• Principles underpinning the step

– Dataset name and version number.

– Justification for use.

– Variables used.

– Gaps, trends, discontinuities data which impact the product.

However, the author states that the system lacks the ability to verify the integrity of the data as

well as data provenance. To our understanding the system consists of loose data tracking entries

in the sense that the outputs are not connected to inputs of any entry. The only way of providing

this full data lineage (that consists of being able to determine the data provenance) is by placing

useful information in the additional meta data stored associated with each tracking entry. But that

does not only lacks an automated mechanism of programmatically determining data provenance

but also requires trust in who wrote that information in order to validate it.
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3.3.4 Data type and structure

The system is supposed to provide traceability for the satellite data and it will be tested using the

Sentinel-2 Copernicus satellite of the Copernicus project.

The types of data that need to be stored in order to achieve full reproducibility and traceability

of the satellite data are:

• Datasets that are recovered

• Production environment which can include the OS where it was run

• Production process which is a list of the processing steps with human readable comments

explaining why each step was made

The structure of the data processing flow for which they aim to provide traceability by 5 levels:

ranging from 0 to 4. The level 0 consists of raw satellite data, without any processing made to it.

The following levels represent data that was processed and that originated from the raw data of

level 0. Each level transition represents processing made to the data in a pipe line fashion: level

0 data gets processed and originates level 1 data which gets processed and originates level 2 data

and so on.

The data of which the project aims to provide lineage over is stored in the Google cloud

service. The blockchain would store pointers to the location of each data set in the Google cloud

storage location.

3.3.5 Proposed Design

The system aims to not follow the BigChainDB approach where the data sets are stored on the

blockchain [12]. Instead, the proposed design consists of maintaining the data stored in the cloud

(just as it currently is for their specific case of the Sentinel-2 satellite). The blockchain will contain

pointers to that data as well as hashes of the data in order to achieve decentralized trust over the

integrity of the data.

Proof of Stake The consensus mechanism that the system aims to implement is proof-of-stake,

already explained in the Background chapter of this document 2.3.3.

The author states that each block should consist of:

• Dataset

– Pointer to dataset (allows to retrieve the dataset from the cloud storage location).

– Hash of the dataset (allows to check the integrity of the dataset after being download

from the cloud storage location).

• Production environment
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– Pointer to the data that represents the production environment (allows to replicate the

environment where the data was processed in order to validate the integrity of the

lineage data).

– Hash of the data that represents the production environment (allows to check the in-

tegrity of the production environment data after being download from the cloud storage

location)

• Production process

– Pointer to the data that represents the production process (allows to replicate the trans-

formations that were done to the data in order to validate the integrity of the lineage

data).

– Hash of the data that represents the production process (allows to check the integrity

of the production process data after being download from the cloud storage location)

The author states that he aims to implement the solution using Ethereum, in order to provide

better decentralization, as a bigger network secures the blockchain, making it more immutable as

explained in Section 2.3.4, p. 15.

3.3.6 Proposed Design Analysis

Firstly, this design seems to limit the traceability to one dataset per block. However, we believe

the author means that each block should consist of entries having the strucutre explained above,

therefore providing support for multiple entries per block.

This design makes the block validation algorithm computationally heavy since, in order to

achieve as most confidence over the data stored as possible, every full node running the blockchain

would need to apply the processing steps for each entry and verify if the input data of the following

entries correspond to the output data of an entry before it. This could be done by having a map that

associates the hash of the output (result) data to the hash the input data of all entries. Therefore,

validating the blockchain would involve the following steps, for each data entry:

1. If the input data to the entry corresponds to level 0 (raw) data, skip this step. If not, verify if

the input data has a corresponding entry in the map, associating it to an output of a previous

entry.

2. Retrieve the dataset, the production environment and the production process from the cloud

storage location.

3. Apply the transformation to the dataset, using the production environment and the produc-

tion process.

4. Compute the hash of the result data.

5. Store this value in a map that associates the hash of the input data to the hash the output

(result) data.
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Although stated by the author that the system aims to facilitate the process of finding the

provenance of the data, to our understanding the design could make it computationally demanding

to find that information since the entries do not have a pointer to the entry which produced their

input data. This can still be programmatically checked by searching for the hash of the input

dataset and find the entry that has that same hash for the output data. This is not computationally

easy since, with the proposed design, it would involve going through all entries of the blocks prior

to the one we are trying to find the provenance of and applying steps similar to the ones described

above. If the block validation algorithm has been already run and the map used for that same

validation contained pointers to the location of the entry (block number and transaction number),

it could make the process easier, but it would still require that pre-computation.

The solution to this problem is not trivial since including a hash of the output data would

not provide as much confidence over the provenance data since in order to avoid trust as most as

possible we would still need to apply the transformations to check if the hash is valid. A voting

system for the hash of this output data could provide a computationally easier way of checking the

provenance of the data just like the one proposed on the DataProv solution, explained in Section

3.2, p. 29. However, this would not be able to provide as much decentralized trust as applying the

transformations and checking their validity.

3.3.7 Summary

The solution proposed by Moeniralam uses blockchain to create a system that aims to provide full

traceability of each data transformation, resulting from processing of that same data as he believes

that it is crucial for ensuring trust over scientific research. The solution is to be implemented using

Ethereum, in order to provide better decentralization.

This solution is tight to the inherent and most important characteristic of blockchain: full

decentralization. There are no workarounds provided to ease the process of the verification of the

lineage data that could compromise the decentralized trust over that data. Every entry should be

checked with as least trust as possible. However, this approach also has its disadvantage of being

computationally heavy to verify the provenance data information.

The platform assumes that every user that is in the network has permission to view the satellite

data, since there are no references to access control and private data sharing mechanisms. This is

where the solution does not adapt to our context, since medical data is highly sensitive and support

for private data sharing is a must have.

It is important to note that this solution has not yet been implemented and the document con-

sists of a solution proposal. Some of the disadvantages of the design could come to attention and

solutions to them be provided.

3.4 Supply Chain Solutions

This section explores some solutions for supply chain traceability.
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3.4.1 Introduction

The quality of food has always been a concern of humanity. In recent years, with increasing

incidence of food-related health diseases, consumers have been demanding for more awareness

over the traceability of the supply chain [79]. This solutions tend to target the problem of proving

that what is registered on the blockchain is indeed what happens in the real world [75].

Full awareness of the traceability of food is better obtained using a decentralized database

like blockchain [73]. Since the same problem of having multiple parties with different interests

involved (as the medical research sector has) there is the need of using a decentralized technology

in order to avoid manipulation and corruption of data. The applications of the blockchain in supply

chain are wide as they make the process more transparent [14].

3.4.2 Solutions

The author Feng Tian has proposed a solution in his paper that consists of combining the blockchain

with RFID (Radio-Frequency IDentification) in an attempt to give more credibility over what is

registered on the blockchain [102].

There is also an application of an ontology driven design to the design of blockchain by Henry

m. Kim and Marek Laskowski [54] They store the characteristics of the products on the blockchain

such as:

• time when produced

• location where produced

• environment where produced

• description

The ownership of the products used is stored in the form of linked lists that contain the successive

owners of them, following the time order. Therefore, the element that appears last corresponds to

the current registered owner. The timestamps of the entries are used to control user rights.

Birgit Clark and Ruth Burstall have applied the traceability to the pharmaceutics industry [22].

They explore methods for anti-counterfeiting of drugs and enforcement of authentic products.

3.4.3 Summary

Supply chain management traceability solutions aim to provide full transparency over the supply

chain data and the validation that they aim to perform is not regarding operations with data already

stored on the blockchain. Instead, they want to store on the blockchain what happens on the real

world. We do not intend to solve this problem, as already stated before, aiming only to provide

trust over data lineage to the point where it was first registered on the blockchain. All other oper-

ations should be validated by applying processing to the data, without the need of mechanisms to

validate that what happens in the real world. Therefore, we don’t explore the mechanisms provided
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to solve this in detail, as we focus more on the validation of data that is already in the blockchain.

The traceability provided by these solutions is the one inherent to blockchain in the sense that

every transaction’s inputs must come from a previous transaction’s outputs. Therefore, the supply

chain solutions provide no traceability of data transformations, making them not suitable for our

case.

On the other hand, supply chain management solutions aim to provide full transparency of the

information stored in the blockchain, lacking support for private data sharing, which is essential

for our medical context.

3.5 Data Traceability Platforms Analysis

The state of the art research performed consists of 12 solutions in total. Firstly, in Section 3.5.1 (p.

48) we provide an overview of the 12 solutions studied in detail. We did not dive into the details of

every solution, only into the most significant, the ones that are closer to solving the current issues

identified. Then, in Section 3.5.2 (p. 52,) we compare the 3 most significant solutions, analysing

the advantages and disadvantages of each as well as the trade-offs between them.

3.5.1 All solutions comparison

The state of the art research performed consists of 12 solutions in total. We did not dive into the

details of every solution. Table 3.1 provides an overview of the solutions investigated, comparing

them according to some criteria. Each one of the criteria is explained below:

Trace transformations This criterion evaluates whether the solution has support for tracing data

transformations. This includes being able to verify the veracity of the traceability information.

Private data sharing This criterion evaluates whether the solution has support for controlling

which users can access the data. On the first blockchain implementation of Bitcoin (as described

in Section 2.3.2, p. 12) all the data on the blockchain was public. However, more implementations

have been developed which allow for controlling access permission. These implementations have

support for private transactions, described in the respective criterion.

Structured information This criterion evaluates the type of information for which it is provided

traceability for. It specifies whether the information is free (raw and uninterpreted data) or follows

some predefined structure. The type of structure influences the algorithm to validate the integrity

of the data. Free data requires additional customization for the integrity verification algorithm,

which can make the appliance of mechanisms like zero-knowledge proofs [40] more difficult.

Private transactions This criterion evaluates whether the solution has support for private trans-

actions. Blockchain is a ledger that must be synchronized between all nodes of the network. The
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first blockchain implementations required the transactions to be visible by everyone in the net-

work in order to be verified. Private transactions are transactions that are only visible to certain

entities, although they can be validated by everyone on the network. This is implemented using

zero-knowledge proofs which allow nodes to validate information without having access to it [40].

Sharing One to One This criterion evaluates whether the solution has support for sharing data

between two users only, meaning that only those users can see the data although it is registered (di-

rectly or indirectly in the form of a pointer to the storage) on the blockchain that the entire network

can access. Therefore, this criterion necessarily implies having support for private transactions.

Sharing Many to many This criterion evaluates whether the solution has support for sharing

data between two groups of users, meaning that only those users can see the data although it is

registered (directly or indirectly in the form of a pointer to the storage) on the blockchain that the

entire network can access. Therefore, this criterion necessarily implies having support for private

transactions.

Anonymous transactions This criterion evaluates whether the solution has support for anony-

mous transactions. Anonymous transactions are similar to private transactions. While private

transactions respect to the content of the transaction only being visible to the certain users, anony-

mous transactions respect to the source and destination entities of the transaction only being visible

to certain users. Furthermore, the entire blockchain network still needs to be able to validate those

transactions, although they cannot see the intervenients, which makes this mechanism also require

the use of zero-knowledge proofs [40].

Group signature This criterion evaluates whether the solution has support for group signatures.

Group signatures allow to create groups of users that can represent each other in the process of

signing the transactions in the blockchain. The group signatures are valid without the signature

of every group member. The number of members that are required to sign, in order to consider a

transaction valid, is customizable.

Data repository server This criterion evaluates how the solution stores the shared data. The

two alternatives considered are storing the actual data sets on a data repository server or storing

them on the blockchain. The first alternative requires a pointer to the repository to be stored on the

blockchain along with a hash representation of the data, in order to be able to validate the integrity

of the data, without trusting on the third party that controls the repository server and relying only

on the blockchain. The second alternative leads to more availability and decentralization since it

doesn’t rely on any third party server and all the information is stored in the blockchain, but it

requires all the full nodes of the network to store all the data, thus compromising scalability. Since

our problem requires storing large data sets of health data (several GB), we prefer to store the data
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1 - Albeyatti (MedicalChain) [2] 7 3 7 3 3 3 3 7 3

2 - Moeniralam [69] 3 7 3 7 7 7 3 7 3

3 - Ramachandran, et al. (DataProv) [80] 3 7 3 7 7 7 3 7 3

4 - Xia, et al. (MedShare) [112] 7 3 7 3 3 3 3 7 3

5 - Azaria, et al. (MedRec) [10] 7 3 7 3 3 3 3 7 3

6 - Huang, et al. [48] 7 3 7 3 3 3 3 3 3

7 - Creydt, et al. [27] 7 7 3 7 7 7 7 7 7

8 - Vinay, et al. [106] 7 7 3 7 7 7 7 7 7

9 - George, et al. [38] 7 7 3 7 7 7 7 7 7

10 - Liao, et al. [62] 7 7 3 7 7 7 7 7 3

11 - Tian [102] 7 7 3 7 7 7 7 7 3

12 - Clark, et al. [22] 7 7 3 7 7 7 7 7 7

Table 3.1: State of the Art solutions comparison

in a repository server, otherwise the size of the blockchain would be impractical to store by every

full node of the network.

The solutions that are more suitable to our general context of sharing personal health data (de-

scribed in Section 2.5, p. 18) are (1 - MedicalChain), (4 - MedShare) and (5 - MedRec). Thereby,

the solutions are similar in the sense that they aim to serve patients, providing them the ability

to control who can access the data, focusing the access control problem. Thus, both solutions

are strong in fulfilling our second requirement of Private data sharing, by providing Private
Transactions and Anonymous transactions. They provide the feature to control the sharing

mechanism, allowing to share the data to single or multiple entities, which is useful to our context

since we may want multiple parties to be able to access the data or just one. However, these solu-

tions lack support for scientific research in the sense that they don’t provide data traceability when

the data undergoes transformations (that are necessary for the research process). This support is

required since there is the need to avoid trust in our more specific context where there are multi-

ple entities with different interests involved (as explained in Section 2.6, p. 19). Therefore, both

solutions fail at Trace transformations criteria, which is the most important for our problem.

The solutions that are more suitable to our specific goal of data traceability are the solution

proposal by Moeniralam (number 2) and DataProv (number 3). However, these solutions don’t

target our specific context of health data (described in Section 2.5, p. 18) and, therefore, they

allow access to the data by the entire network. This leads to the lack of privacy of the data which

is to be traced. In the case of the solution proposal by Moeniralam, verification of the provenance
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Figure 3.3: State of the Art solutions comparison chart

data also leads to lack of privacy of the data itself, due to the fact that it requires access to the

data in order to perform the verification. The trade-offs between the two solutions resides in the

amount of decentralization and ease possible in the verification process (as explained in Section

3.5.2, p. 52).

The solution number 6, by Huang, Chen and Wang (Blockchain-based multiple groups data

sharing with anonymity and traceability), aims to support the process of sharing data for general

purposes. The solution is strong at customizing access permissions, allowing for the user to cus-

tomize who can access the data. The solution allows to share the data to single or multiple entities,

which is useful to our context since we may want multiple parties to be able to access the data or

just one. Since the solution does not target the context of Health Data (described in Section 2.5, p.

18), it has the same problems as the solution proposal by Moeniralam (number 2) and DataProv

(number 3): lack of privacy of the traceability information and, in order to allow verifying it, lack

of privacy of the data itself, which makes it not suitable for the health data sharing context. This

solution was the only one to be able to provide the Group signature feature.

The remaining solutions aim to provide traceability to the supply chain context. Although

providing traceability, these solutions target the problem of verifying that what is registered on the

blockchain is actually what happens on the real world, which is a problem that we are not trying

to solve. The problem that we are trying to solve is supporting data traceability and providing

verifiability of that information, knowing the transformations that were done to the data.

The Figure 3.3 provides an overview of the trends between the solutions analysed, using the

same criteria as the table. The sample is the same as the table: 12 solutions in total.

As can be seen on the chart, only 2 (16%) of the solutions can support traceability of data trans-

formations, which is one of the most important requirements for our specific context where there

are multiple entities with different interests involved (described in Section 2.6, p. 19). Another
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important trend is that only 4 (33%) of the solutions support Private data sharing mechanisms.

There is no solutions that can combine both of these criteria, which are the most important for our

context. Approximately half (58%) of the solutions impose rules regarding the structuring of the

information. There are 6 (50%) of the solutions supporting Anonymous transactions but only

33% of the solutions support Private transactions. Less than half (33%) of the solutions allow

to customize the sharing of data to just a single or multiple entities. There is only one solution

implementing the Group signature feature. And the most filled criterion is the use of a Data
repository server to store the data, with 66% of the solutions using a data repository server. Note

that there are solutions that don’t mention how they store the traceability information which means

that the other 33% may not necessarily store all the information on the blockchain.

3.5.2 Top 3 solutions analysis

The 3 solutions explained in detail are the ones that most adapt to our context and requirements.

The multiple supply chain solutions provide traceability but target the problem of enforcing the

consistency with the real world, instead of being able to cryptographically provide trust over data

lineage and data provenance.

The solution that is closer to our context of Health data sharing is MedicalChain [2]. It provides

the patients with control and awareness over what happens to their data.

However, it lacks our most important requirement: support for research projects. This support

requires data traceability in order to be able to provide data lineage and trust over data provenance.

This is where the solution proposal by Moeniralam [69] shows its strength, aiming to provide data

traceability for data transformations.

Another important solution that aims to provide traceability is the DataProv platform [80].

However, this solution is based on the manual user input of traceability information which is not

suitable to our context.

The Moeniralam solution proposal [69] and the DataProv platform [80] are the ones more

driven to data traceability for scientific research. Their main difference is in the trade-off between

decentralization and ease of verification. The Moeniralam solution proposal aims to provide full

decentralization, not storing any information to help the verification of the integrity of the data

that could possibly not be truthful. The verification of the data integrity in this solution is done by

applying all the necessary computations, therefore avoiding the need of trust as most as possible,

taking full advantage of the most important characteristic of blockchain: decentralization [73].

This has the drawback of making the verification process computationally heavy. On the other

hand, the DataProv platform implements a voting system where the users interested in a certain

type of research data vote for the validity of the traceability information. The voting group is very

small when compared to the size of the entire blockchain network. This is important to consider

since in decentralized systems that are secure if more than 50% of the users are honest, the bigger

the network, the more difficult it is to gather more than 50% of the consensus resource, making

it more difficult to cheat the system, as explained in Section 2.3.4 (p. 15). Since the Moeniralam

solution proposal takes advantage of the entire Ethereum network to secure the information, we
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Private data sharing Traceability of data transformations
MedicalChain (2017) 3 7

DataProv (2017) 7 3

Moeniralam (2018) 7 3

Table 3.2: Top 3 solutions comparison

can clearly put more trust into its validity than in the small group of voters that approved the

traceability information in the DataProv platform. However, in order to verify the information in

the Moeniralam solution proposal, we would need to go through a lot more computation than if

we were using the DataProv platform.

The DataProv platform [80] also provides some privacy, over the data but not as much as

MedicalChain [2], that is highly focused on privacy through access control. On the other hand, the

Moeniralam solution proposal [69] assumes that every user with access to the blockchain can see

the data and its traceability information, providing no support for private data sharing.

MedicalChain [2] is the solution closer to our requirements in terms of data privacy due to

the context being the same but it is also the one farther from our data traceability requirement for

scientific research. The Moeniralam solution proposal [69] is the solution closer to our require-

ments in terms of data traceability for scientific research but it is also the one farther from our

data traceability for scientific research requirement. The DataProv platform [80] is the one in the

middle providing better data traceability but worse privacy than MedicalChain and better privacy

but worse data traceability than the Moeniralam solution proposal.

Table 3.2 provides an overview of the differences between the MedicalChain, DataProv and

the solution proposal by Moeniralam.

Table 3.3 provides an overview of the main differences between DataProv and the solution

proposal by Moeniralam, showing that they are complementary solutions. We want to levarage

the strong points of each to create a solution that most adptable several use cases as well as further

adapts to our context of health research data sharing.

Neither of the solutions encompass the desired goal: support for private data sharing and trace-

ability of data transformations. We also aim to provide the best trade-off between decentralization

and ease of verification, providing both mechanisms, giving users the ability to choose between

the two.

Quick and
Less Decentralized

Validation Mechanism

Slow and
Fully Decentralized

Validation Mechanism
DataProv (2017) 3 7

Moeniralam (2018) 7 3

Table 3.3: Data transformations traceability solutions comparison
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3.6 Frameworks Analysis

Blockchain is a recent technology with growing interest and research around it, mostly due to its

immutable and decentralized capabilities [98]. Although in an early stage, there are frameworks

available to develop blockchain applications [100].

This section presents technologies for developing the prototype and the rationale used to pick

the most suitable ones. The prototype implements the approach to solve the problems explained

in Chapter 4 (p. 61). Since the approach uses blockchain, described in Section 2.3 (p. 11),

frameworks to develop blockchain applications were investigated and experimented to see which

one was more suitable to implement the approach. The two main technologies investigated are

Hyperledger Fabric [4, 19, 1] and Parity Substrate1.

3.6.1 Parity Substrate

Parity Substrate was investigated and tested first. The development language supported is Go

programming language [109] and was first released in May, 2018. The following paragraphs

explain the most important aspects about Parity Substrate for our decision.

3.6.1.1 Architecture

Parity Substrate aims to follow a modular architecture, with its components organized in pellets.

Every component of the system should be implemented in a new pellet. A pellet is just a pluggable

piece of code that implements a certain module or component of the system. This is expected to

provide a modular and extensible architecture [96] with responsibilities of a certain module well

isolated from the other modules. The database is implemented as a key-value storage [96] and on

top of it a modified Patricia Merkle tree is implemented [55] in order to provide quick existence

check of a certain item. The network layer is implemented using libp2p [61], a modular P2P

network protocol (described in Section 2.2 (p. 7)). The available consensus engines are Proof of

Work (described in Section 2.3.3 (p. 13)), Aura (Authority Round) [8] and Polkadot consensus

[101].

3.6.1.2 Usage

According to the documentation 2, substrate is supposed to be used in one of three ways:

Substrate Node is useful when the least amount of customization is necessary and only allows to

change the genesis parameters of the included runtime modules (balances, staking, block-period,

fees, governance, etc). It provides the user with the most ease of development at the cost of loosing

customization.

1More information about substrate can be found in the official website https://www.parity.io/substrate/
2Substrate’s documentation can be consulted at http://https://substrate.dev/docs/en/

https://www.parity.io/substrate/
http://https://substrate.dev/docs/en/
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Figure 3.4: Parity Substrate Usage Trade-offs as presented in the official substrate documentation

Substrate FRAME is useful when the moderate amount of customization is necessary and pro-

vides the user with a large amount of freedom over the blockchain’s logic, allowing to customize

the datatypes, add modules from the predefined library and add custom modules. It provides the

user with some customization at the cost of loosing development ease.

Substrate Core ignores the entire FRAME and all the runtime logic should be designed and

implemented by the developer. It is necessary when a high amount of customization is required

and is the most difficult to develop.

The tradeoffs between technical freedom and development ease can be easily seen on Figure

3.4.

3.6.1.3 Testing

A test network setup was used to test the technology by following the 5 setup tutorials3. The

setup allowed us to perceive the development and code style of the framework by analyzing the

examples as well as practice by attempting to introduce minor changes. Our impression was that

substrate code style, combined with steep learning curve of the Go programming language, would

require a significant amount of time to learn.

In order to implement the voting rounds, through which the network would be able to validate

the traceability data without a lot of computational work, a relatively complex logic involving

state changes would need to be programmed. We quickly realized that, in order to implement

our approach (that requires customizing the blockchain and consensus logic), we would need to

program (at least) at FRAME (intermediate) level, in order to customize the blockchain logic. This

3More information about Fabric can be found in the official documentation https://substrate.dev/en/
tutorials

https://substrate.dev/en/tutorials
https://substrate.dev/en/tutorials
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would require us to write a solution that is strong in logic with a coding style and language that

already seemed challenging. This immediately turned into a drawback of this framework.

3.6.2 Hyperledger Fabric

Hyperledger Fabric was investigated and tested after. The development languages supported are

Java, JavaScript and Go programming language and was first released in September, 2016. The

following paragraphs explain the most important aspects about Hyperledger Fabric considered for

our decision.

3.6.2.1 Architecture

Hyperledger Fabric aims to provide pluggable consensus, allowing applications to be more cus-

tomizable so that it’s more adaptable to particular use cases and trust models [1]. This framework

was also architected with modularity in mind, providing pluggable consensus, allowing applica-

tions to be more customizable so that it’s more adaptable to particular use cases and trust models as

well as identity management protocols such as LDAP or OpenID Connect [65, 34]. The developer

should implement the business logic using smart contracts. Fabric is composed by the following

modular components:

• Pluggable ordering service that establishes network consensus on the order of transactions,

bundles them into blocks and broadcast them to peers.

• Pluggable membership service provider that provides identity management by associating

entities of the network with cryptographic certificates [15].

• Optional peer-to-peer gossip service that disseminates the blocks (output by the ordering

service) to other peers.

• Smart contracts (also called Chaincode) that run within a container environment (e.g. Docker).

These smart contracts can be written in any of the general purpose programming languages

like Java, JavaScript and Go.

• Database Management system that stores the information that the blockchain network has

saves and can be accessed by the smart contracts.

• A pluggable endorsement and validation policy enforcement that can be independently con-

figured per application and defines how strong is the validation process of the results of the

smart contracts.

3.6.2.2 Usage

According to the documentation 4, in order to develop using Hyperledger Frabric, some of the

most important design features that were built into Hyperledger Fabric Model are:
4Fabric’s documentation can be consulted at https://hyperledger-fabric.readthedocs.io/en/

release-2.0/whatis.html#hyperledger-fabric

https://hyperledger-fabric.readthedocs.io/en/release-2.0/whatis.html##hyperledger-fabric
https://hyperledger-fabric.readthedocs.io/en/release-2.0/whatis.html##hyperledger-fabric
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• Assets

• Chaincode

• Privacy

• Security Membership Services

• Consensus

Assets are anything with value in the real world ranging from the tangible (real estate and hard-

ware) to the intangible (contracts and intellectual property). They can be seen as classes in Object

Oriented Programming Languages like Java and have multiple properties just like attributes of

classes.

These assets can be stored and then accessed and modified by the smart contracts, through

chaincode transactions. Every modification to an asset represents a state change to that same

asset. The ledger stores information of assets’ last states as well as all its state changes.

Chaincode is general purpose programming language code that runs on the blockchain (on peers

that belong to that blockchain). This code has access to the assets stored on the blockchain as well

as all its history of state changes. The smart contracts can also modify those assets, through

transactions. The amount of nodes that needs to run a certain smart contract in order for its result

to be accepted is customizable through the Security Membership Services.

State transitions of assets are a result of chaincode invocations by external applications. These

chaincode invocations are called transactions and the code that is run upon invocation is defined

in a function, similarly to endpoints in a REST API. Each transaction results in a set of asset

key-value pairs that are committed to the ledger as creates, updates, or deletes.

Privacy Channels and private data collections enable private and confidential multi-lateral trans-

actions.

Security Membership Services Hyperledger Fabric uses a permissioned membership approach

that provides a trusted blockchain network, where participants know that all transactions can be

detected and traced by authorized regulators and auditors. All participants must be authenticated

through the identity providing process and should have a digital certificate [15] through which all

their actions are authenticated through signing and can be verified by other nodes of the network.

For more information on how this process occurs, please read Section 2.2.5 (p. 9).

Consensus is achieved ultimately when the order and results of a block’s transactions have met

the explicit policy criteria checks.
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Parity Substrate Hyperledger Fabric
Language Go Java, JavaScript, Go
First Release Date May, 2018 September, 2016
Community Small Large
Coding style Learning Curve Steep Light
Language Learning Curve Steep Light
Pluggable Consensus Yes No
Identity Management Limited Wide

Table 3.4: Framework solutions comparison table

3.6.2.3 Testing

A test network setup was used to test the technology by following the tutorials in the documen-

tation. The setup allowed us to perceive the development and code style of the framework by

analyzing the examples as well as practice by attempting to introduce minor changes. We imme-

diately noticed the familiar fabric coding style, combined with the possibility of using the Java

programming language that beyond already being familiar, is a well structured language, given its

strong typing quality gave a strong advantage to Hyperledger Fabric. The wide language support

was an inevitable strong point in favor of fabric, especially given the strong logical nature of the

code needed to develop that can be more effectively implemented in strong typed languages.

3.6.3 Comparison

The Table 3.4 provides a comparison between Hyperledger Fabric and Parity Substrate according

to some criteria.

Hyperledger Fabric offers a wider variety of languages supported for writing smart contracts

and also proves to be more mature with a bigger community than substrate that was released almost

two years after. At the moment of choosing (March, 2020) the Hyperledger Fabric framework was

3 years and 9 months old whereas Parity Substrate was only 1 year and 10 months old. The learning

curve of the programming language as well as the coding style are much more steep in the Parity

Substrate framework, requiring investing time on it that could be used to improve the solution.

Hyperledger Fabric supports Pluggable consensus that can be important to develop the incentive

system we aim to implement. The identity management system is very limited on Parity Substrate

whereas on Hyperledger Fabric it supports OpenID Connect and LDAP which are important in

order to well identify the entities of the ecosystem as well as to adapt to the current authentication

system so it can later be in1tegrated in the context of health data research. These aspects have put

Hyperledger Fabric well ahead Parity Subtrate, causing it to be picked to implement the solution.

3.6.4 Language Choice

After picking Hyperledger Fabric over Parity Substrate it was time to decide in which general

purpose programming language would the chaincode be written, since it supports as much as 3
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Language Learning Curve Typing Concurrent
Go Steep Strong Yes
JavaScript Very Light Weak Yes
Java Very Light Strong No

Table 3.5: Hyperledger fabric languages comparison table

programming languages: Go, Java and JavaScript. As already state before, Go quickly falls out

of choice due to its steep learning curve (which has also played a role in picking Fabric over Sub-

strate), but lets keep it in the list of compared languages so we can provide the widest comparison

possible.

Table 3.5 provides a comparison of the three languages supported by Fabric to write the chain-

code, which implements the blockchain logic. The learning curve of Go is the steepest, whereas

Java and JavaScript both have a light learning curve, allowing us to invest more time in architecting

and implementing the incentive system, which is an important component and requires a complex

architecture, being the most time demanding component of the system. The incentive system we

aim to develop also has an architecture that is complex in logic, involving state changes, appro-

priate actions based on the state as well as byzantine fault tolerance [31]. The logic complexity of

the system makes it more bug prone. The use of a strongly typed programming language spares

a lot of development time, since the programmer would not loose track of the object types and

the compiler would impede some of these bugs at compile time, rather leaving the programmer

write almost anything and mask the bugs, making them only detectable at runtime and, therefore,

more difficult to spot. This clearly puts Go and Java languages ahead of JavaScript since the first

two are strongly typed and the last one is weakly typed. The concurrency in languages, when not

needed, can be a drawback especially for code that has a complex logic architecture [3] since the

programmer can easily loose track of the asynchronous execution flow while being focused at the

business logic. The use of a synchronous language can provide confidence that the code will be

executed exactly in the order it is written, leaving the programmer concentrate fully on the logic.

This becomes even more important in implementations that have a complex logic architecture, like

our case. Since Go and JavaScript both are concurrent and Java is synchronous, this places Java at

the top of list, as long as this criterion is concerned. After considering all the criteria, Java is the

only familiar language with strong typing and no concurrency, causing it to be the first pick as the

language for writing the chaincode in Hyperledger Fabric.

This ends the process of choosing the framework and programming language for developing

the prototype, being Hyperledger Fabric and Java the chosen ones.
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Chapter 4

Problem Statement

This work aims to support health data sharing by supporting traceability of the data transforma-

tions and provide the ability to determine the provenance of the data. Electronic health records

are highly sensitive data as described in the Background (Chapter 2). The current solutions de-

scribed throughout the state of the art analysis (Chapter 3) are not complete enough to support the

traceability of important data. In Section 4.1 (p. 61), we identify the limitations of the solutions

presented and state the assumptions made for the problem that we are trying to solve, in Section

4.2 (p. 62). Then, we establish the hypothesis, in Section 4.3 (p. 63) and research questions,

in Section 4.4 (p. 64). In addition, we will also make a proposal and establish the respective

validation methodology.

4.1 Current Issues

In the state of the art research (Chapter 3), some solutions analysed that are intended to provide

privacy and traceability to support sharing of important data. However, none of these solutions

encompasses fully the desired goals. The main issues with these solutions are:

Lack of support for private data sharing Most of the solutions analyzed were not able to suit

the needs of the health data sharing context since the data is highly sensitive from the social and

the economic point of view and therefore requires a private data sharing mechanism. All of the

solutions except MedicalChain [2] and the solution proposed by Huang, Chen and Wang [48] have

no support for advanced private data sharing mechanisms. The requirements demand different

levels of privacy and the ability to control which users are allowed to see which data since patients

want to keep their data as private as possible. The solution by Huang, Chen and Wang [48] is the

one less suitable because the only requirement it fulfills is the private data sharing, but lacks all

the others. MedicalChain [2] does fit other privacy requirements but lacks support for tracing data

transformations which is essential to our scientific research context.
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Lack of support for tracing data transformations None of the solutions analyzed are able to

suit our context of health data research in the sense that they lack features to support scientific

research. One of the requirements is being able to support tracing data transformations and being

able to provide trust over data provenance. This requires a mechanism to verify the veracity of the

traceability information.

The solutions closer to solving these problems are the solution proposed by Moeniralam [69]

and DataProv [80]. Yet, they still fail at fully encompassing the desired objectives. The following

subparagraphs explain the problems found with these solutions.

Lack of a computationally easy mechanism to verify the traceability data Moeniralam

[69] targets more the traceability of the data transformations problem. However, this solution

assumes that everyone can see the data as well as the traceability information of it, making it

not suitable for our context for the reasons already described above. This solution is strong in

decentralization but it also lacks a computationally easy process of verifying the traceability infor-

mation’s veracity, as explained in detail on the state of the art, Section 3.3.6 (p. 45).

Manual traceability data introduction DataProv [80] also targets the data traceability for

scientific research problem. However, this solution is based on manual user input of the traceability

information through a user interface and our project requires this process to be more automated.

Lack of fully decentralized mechanism to verify the traceability data The solution al-

lows for validating the traceability information with low computational effort but it also sacrifices

decentralization in order to achieve this, providing no choice for the user to decide the trade-off

between decentralization and ease of verification. Furthermore, this solution does not provide dif-

ferent levels of privacy for the users to choose when they share data, making it not suitable for

sharing health data.

4.2 Assumptions

To solve the problems listed above, we take into account some assumptions of the health data shar-

ing context as well as the iReceptorPlus project that support the validity of the proposed solution

and make it relevant for the context.

Research projects want to have access to as much data as possible We assume that the disease

treatment research projects want to have access to as much data as possible in order to make more

progress in scientific research.
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Research projects are competitors of each other We assume that the research projects are

competitors of each other in the sense that they want to achieve as many progress as possible and

faster than other entities so that they can get recognition of their work.

Research projects don’t trust each other As a result of being competitors, research projects

don’t trust each other with information they haven’t yet used to achieve credit (for example,

through publications). This disincentivizes cooperation in the system, holding back progress for

these research projects.

Research projects are not sure of which are the processing procedures of each other Par-

tially due to the lack of trust and consequent secrecy of procedures and partially due to a lack of

a feasible way of sharing processing procedures, research projects are currently not sure of which

are the processing procedures of each other. This hold back cooperation and, therefore, progress

in the sense that it makes them unable to reproduce the processing procedures of each other.

The traceability information respects to what is registered on the blockchain We do not

intend to provide traceability of everything that happens in the real world which is the main focus

of the Supply Chain traceability solutions discussed in Section 3.4, page 46. We will provide

traceability of the data transformations that are registered in the blockchain as well as a mechanism

to verify that traceability information with as least trust as possible. The traceability provided starts

at the moment the health data is registered in the blockchain.

The patients could be rewarded by the research projects Traceability of the health data pro-

vides patients trust over what is done with their data. This helps making them more confident that

research projects will not do anything that endangers their privacy. However, providing trust over

the fact that nothing bad will happen may not be enough to convince people to supply their health

data if they don’t have any advantage over it. This advantage could come from a reward in the

event that their health data contains important information to make progress in disease treatment

research. We assume that this reward does not come from the blockchain and that patients will not

be block validators, but instead it would come from the research projects, since they would profit

with that patient’s data.

4.3 Hypothesis

The problem can be defined as a high-level hypothesis that serves as a basis for this research:

“Providing the ability to trace data transformations without the need of trust in a central au-

thority, can support the interests of the different parties involved and increase cooperation, so that

entities will have confidence over the data processing procedures of each other.”



64 Problem Statement

This work aims to provide traceability over the health research data transformations from the

moment it is registered on the system as well as a mechanism to verify the veracity of that traceabil-

ity information. This traceability data balances the interests of the different entities involved and

increases cooperation between them, so that entities will have confidence over the data processing

procedures of each other. We aim to incentivize cooperation and keep entities more involved in the

process through an incentive system that should act as a feedback loop of cooperation increasing.

The system also provides the ability to trace the data transformations until the origin of the

data, providing data provenance regardless of how many transformations occurred to that data.

This provides the ability to identify from which source is the data that helped a certain research

project, thus allowing the patients to be rewarded for their contributions. The possibility of tracing

until the patient that provided the data, depends on the extension of the information registered by

the entities on the blockchain.

The solution will use blockchain in order to be able to provide this confidence with as least

trust and as most decentralization as possible. These two aspects are key for the context since we

have multiple entities with different interests involved and research projects are not trustable, thus

making it very important to use a decentralized database like blockchain which eliminates the need

of trust in a central authority which could have interest in tampering the data. Lastly, we think that

the solution will make patients more confident to provide research projects with their health data,

thus allowing them to make more progress.

4.4 Research Questions

Taking into account the statement made before, we now decompose the hypothesis presented, into

several research questions:

RQ1 “Does providing a decentralized registry where entities can register traceability infor-

mation for public data sets provide a feasible way of evaluating an entities processing proce-

dures?” This question aims to verify if providing a service that consists of a decentralized registry

(blockchain) where entities can register the processing steps and the output for public datasets

which other entities can view provides a feasible way of evaluating an entity’s processing proce-

dures, in order to build trust on that entity given the transparency provided.

RQ2 “Does providing a mechanism to quickly agree on the validity of the entries of that registry

(with less decentralization, through the voting rounds) further improve solving the problem?” This

question aims to verify if providing a mechanism to quickly validate the entries of that registry

(with less decentralization than the one with data storage, but still decentralized, through the voting

rounds) further improve solving the problem (without nodes having to run the transformations

themselves, which is computationally expensive).
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RQ3 “Does providing full validation and voting rounds make the system more suitable for all

use cases?” This question aims to verify if providing both validation mechanisms (trusting the

entire network and only the data that is stored and running the processing steps, increasing de-

centralization but increasing computational effort used) and (trusting the validators of the voting

round which will always be less the all the nodes running the network) makes the system more

suitable for all use cases in the sense that different scenarios require different levels of trust.

RQ4 “Is reputation a good incentive resource to improve cooperation on the system?” We aim

to analyze if using reputation as an incentive resource that is rewarded upon honest behavior and

removed upon dishonest behavior is a good incentive for entities to be honest and to keep everyone

engaged in the process of validating the blockchain.

4.5 Methodology

Firstly, we explore the fields of blockchain and health data, in order to support the process of

sharing personal health data using blockchain. Our main focus is on understanding the interests of

the research entities in order to support them and incentivize cooperation. Then, we architect an
approach that balances the interests of the different entities involved and increases cooperation

between them, so that entities will have confidence over the data processing procedures of each

others.

In order to fulfill these objectives, we produce our first contribution which is an analysis of
the current most suitable solutions to our problem in order to balance the trade-off between the

existing alternative approaches as well as point out the problems with some of those aspects alone.

Then, we analyse the current frameworks available to develop blockchain applications, in order

to determine which one suits more the objective we want to achieve. As a result of the state of

the art analysis, we architect an approach that leverages the best trade-off between the current

solutions to solve our problems, which is explained in more detail, in Section 4.5.1 (p. 65). Then,

we implement the approach in a prototype using the framework that most suits our needs, in

order to achieve the desired objectives. The methodology for the prototype is explained in more

detail in Section 4.5.2 (p. 66).

Lastly, we provide an evaluation of the feasibility and benefits of the solution that should

provide constructive feedback about the approach and its respective implementation, showing how

it could be further improved.

4.5.1 Approach

The goal of this dissertation is to propose a new approach that supports the traceability of health

data throughout the transformations applied to it by the processing made by disease treatment

research projects.

The approach to solve the problem is in-line with previous work and uses blockchain tech-

nology [99]. This will allow decentralized trust over the information stored on it as well as
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immutability and tamper resistance. The solution should provide traceability of the data trans-

formations. The verification of that traceability information should find the sweet spot between

decentralization and computational effort. In order to achieve such sweet spot, we will provide

a solution that has a combination of two of the best mechanisms reviewed in Chapter 3 (p. 23)

while also having some improvements to each of those mechanisms alone so it further adapts to

our problem. One of the mechanisms will be as decentralized and with the least need of trust as

possible whereas the other will provide a computationally faster way of verifying the information

with loss of decentralization.

The consensus algorithm will be a modified version of Proof of Stake, explained in Section

2.3.3 (p. 13) which will use reputation as a consensus resource, as it is an important asset for the

entities of the system. For more information about consensus algorithms and resources, please see

Section 2.3 (p. 11).

For more detailed information about the approach, please see Section 5.3 (p. 68).

4.5.2 Prototype

The approach will be implemented as a prototype, providing a proof of concept of its feasibility.

This dissertation is part of a research project, the iReceptorPlus, explained in Section 2.6 (p. 19),

which objective is to support the process of sharing health research data and our contribution

is focused on providing traceability of the health research data transformations. Thereby, the

prototype should be as interoperable as possible in order to be integrated in the future.

4.5.3 Interviews with Experts

In order to validate the approach, we conduct live interviews with experts in the fields of blockchain

and health research data sharing, with the majority of them being members of the iReceptorPlus.

Their answers will help evaluate the benefits and the feasibility of the approach as well as

the respective prototype. They should also provide constructive feedback that allows to further

improve both the approach and respective prototype developed.
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Solution

This chapter describes the proposed solution that aims to solve the problems explained in Chapter

4 (p. 61). The solution is composed by the approach and its implementation in a prototype.

We start by explaining the context where this solution fits, in Section 5.1 (p. 67), followed by

the objectives of the solution, in Section 5.2 (p. 67). Then, we explain the approach architected to

solve the problems, in Section 5.3 (p. 68). Furthermore, and as a proof of concept, supporting the

feasibility of the approach, we proceeded to the implementation of it, using Hyperledger Fabric,

as described in Section 5.4 (p. 76).

5.1 Contextualization

This dissertation is part of a research project, the iReceptorPlus, in the context of the process of

sharing personal health data, carried out by the Institute for Systems and Computer Engineering,

Technology and Science (INESC TEC), as explained in Chapter 2, Section 2.6 (p. 19).

While the research project addresses many aspects regarding the health data sharing process,

this dissertation is focused in providing traceability of the data transformations that occur in the

process of sharing health data, being independent from other research projects and dissertations

related to the context. Furthermore, the traceability provides awareness of the data transformations

that occur as a result of the research process. As an extra, we implement a rewards system to

encourage other entities to audit the traceability data of an entity, through voting rounds, in order

to facilitate the process of verifying the information that is stored on the blockchain.

Since the solution leverages the properties of blockchain to provide data traceability and is

integrated in the iReceptorPlus research project, the solution is called iReceptorChain.

5.2 Objectives

The main objetive of this dissertation is to improve the process of sharing personal health data for

scientific research by providing traceability of the data transformations as well as the ability to

determine data provenance. This traceability is expected to help overcome the problems resulting
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from having multiple entities with different and competitive interests involved, as explained in

Chapter 4 (p. 61) and help building trust in the ecosystem, ultimately leading to more cooperation

and, therefore, progress.

Therefore, we aim to implement our approach in a prototype that is able to provide a decentral-

ized registry of traceability data, enabling entities to determine health data provenance and trace

the data transformations resulting from scientific research. We also aim to evaluate the feasibility

and the benefits of the approach to the context through interviews with health data sharing and

blockchain specialists which will be presented the features provided by the prototype.

These objectives where obtained through an analysis of the advantages and disadvantages of

the each of solutions investigated in the State of the Art (Chapter 3, p. 23) as well as the current

problems in the context, having defined a set of research questions, in Section 4.4 (p. 64).

Thus, by the end of this dissertation, the prototype developed should provide support for reg-

istering traceability of the data transformations and have its feasibility and benefits evaluated

through interviews with specialists in the fields of sharing health data and blockchain. Achiev-

ing the objectives explained, we should be able to respond positively to each research questions

presented in Section 4.4 (p. 64), proving the justifying that bases this dissertation.

5.3 High Level Approach

In order to fulfil the objectives explained above, we architect a decentralized registry (the blockchain)

that provides the ability for entities to create traceability data entries which can be accessed by

other entities. The proposal of this first component is explained below, in Section 5.3.1 (p. 68).

Also, and as an extra, we also architect a rewards system to encourage other entities to audit

the traceability data entries of an entity in an attempt to further improve the system by making it

easier to validate the information registered on the blockchain. The description of the architecture

of this second component is explained below, in Section 5.3.2 (p. 70).

5.3.1 Traceability Data Registry

Starting by explaining the proposal for the decentralized registry of traceability data.

The data stored should be the same for every node in the network through consensus that

should be achieved automatically by the entire network.

In order to simplify the process, the traceability data is represented in the form of entries, the

unit of traceability data. Data lineage can be achieved by linking different entries. Each entry of

traceability data consists of the following:

• Input dataset *

• Output dataset *

• Processing steps details

– Executable program used *
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– Version of the program

– Configuration parameters

In order to represent the datasets we considered two options: storing the entire datasets on the

blockchain, in an approach similar to BigChainDB [12, 67], or store a unique representation of

them along with a pointer to the repository where they are stored so they can later be retrieved.

Since Electronic Health Records are large files (raw sequences of data can be as big as 4GB), we

immediately ruled out the first possibility, otherwise all the full nodes of the entire network would

have to store all datasets, even the ones they are not interested in, making it unpractical to run a full

node. We followed the same approach for the executable program that processes the files, since

although the files are not nearly as large, they would be repeated many times on the blockchain

since the same program could be used to process the health data. Thus, the components marked

with a * are represented by a hash value (cf. Section 2.2.3, p. 8) and pointer to repository where

they are stored.

Input dataset consists of a representation of the EHR that was processed, meaning the one that

was given as input to the processing software.

Output dataset consists of a representation of the resulting EHR, meaning the one that was

returned as an output by the processing software.

Processing steps details consist of a representation of the software that was used to make the

processing, having multiple components:

Executable program used consists of a representation of the binary executable of the soft-

ware that was executed. This is useful in order to have confidence (upon checking the veracity of

the registered traceability data) that the executable is the same as the claimed to be used when the

traceability data entry was registered. By keeping a unique representation of it on the blockchain,

the verifier can be certain that he is using the correct executable as well as verify the integrity of

the executable downloaded from the repository.

Version of the program consists of the version of the program. This is useful because, due

to updates, there may be differences to the outputs of previously existing algorithm to the same

input dataset.

Configuration parameters consists of the configuration parameters (arguments) given to

the processing software. Since different configuration parameters can produce a different output

for the same input dataset, they are required in order to verify the information traceability data

entry.

By associating the Input dataset to another entry’s Output dataset, we are able to trace the

data transformations to the previous level of processing. By recursively repeating the process, we
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are able to provide data lineage and determine the provenance of the data when we reach level

0 data (raw sequence data). Upon reaching the level 0 data, the Input dataset is not linked to

another Output dataset.
Similarly, by associating the Output dataset to another entry’s Input dataset, we are able to

trace the data transformations to the next level of processing, if exists. By recursively repeating

the process, we are able to further trace front the data transformations.

This traceability data decentralized registry already provides a solution to some of the prob-

lems by enabling entities to register and view other entities’ traceability data aiming to support the

process of building trust and encourage cooperation.

5.3.2 Traceability Data Auditing and Incentive System

Finally, and as an extra, we aim to provide a way for entities to be able to audit the traceability data

(say whether it’s valid or not) in order to further support the process of building trust by keeping all

entities engaged on it in a cooperative way while also providing a computationally easier method

to verify the information stored on the blockchain.

Since health data transformations are computationally expensive tasks, support for auditing

others’ traceability data without an incentive for it, wouldn’t be enough to achieve the desired

goal. Therefore, an incentive system is required to reward other entities that audit an entity’s

traceability data, so they are encouraged to perform such computationally expensive tasks.

In Section 5.3.2.1 (p. 70) we present a description of the structure of the Incentive System

used to encourage entities to audit each other’s traceability data. Then, in Section 5.3.2.2 (p. 71),

we provide a description of the possible actions for entities that are part of the traceability data

auditing system.

5.3.2.1 Incentive System

All blockchain incentive mechanisms require some resource that is rewarded upon correct behav-

ior, as explained in Section 2.3.3 (p. 13). In some mechanisms, it might be necessary to remove

that same resource in case of incorrect behavior and stake it when performing some tasks that

involve waiting for the consensus decision in order to grant byzantine fault tolerance [31]. An

example of a mechanism that requires rewards, penalties and stakes is proof of stake, explained in

Section 2.3.3 (p. 13), in which our incentive system is inspired. In the case of cryptocurrencies like

Bitcoin, explained in Section 2.3.2 (p. 12), the rewards are always in money, since the blockchain

manages the circulation of a currency. In our case, and since there is no currency involved, money

isn’t available as an incentive resource that can be represented and managed by the blockchain

network.

Therefore, there was the need of finding another incentive resource. We started by looking

into what was important for the entities of the ecosystem of health data that was also representable

and manageable by the blockchain. According to these desiderata, we considered using reputation

as an incentive resource. Reputation is important for the entities in the given context since they
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Action Fee Stake Reward Penalty
Create traceability data entry Yes Yes No Yes
Up vote traceability data entry No Yes Yes Yes
Down vote traceability data entry No Yes Yes Yes

Table 5.1: Appliance of incentive system’s concepts to the possible actions of the auditing system

are well identified and cannot generate new identities on demand. The reputation idea also fits our

approach of building trust since the more reputation an entity has on the system, the more other

entities are willing to trust it. Therefore, there is an inherent incentive for entities to accumulate

as much reputation as possible. Being a resource that is important for entities to keep and gain as

much as possible, we are confident that it works well as an incentive resource.

In order to ensure the health of the ecosystem and incentivize correct behavior, there are four

main key concepts of the incentive system:

• Fee is required when an entity is requesting working from the network.

• Stake is required while final decision (on whether the behavior was correct or not) has not

yet been made, avoiding accumulation of incorrect behavior.

• Reward is performed upon correct behavior.

• Penalty is issued upon incorrect behavior.

The process of charging a fee involves removing the amount of the fee from the reputation of

the entity.

The process of staking involves moving some of the reputation of the entity to a different

counter, the staked reputation, to ensure that the entity cannot use that reputation to perform any

more tasks while the network has not decided yet if the behavior was correct or not. This avoids

the entity to compromise the entire system by introducing noise with incorrect behavior, being

only able to compromise some part of the system - until all its reputation is at stake.

The process of rewarding is rather simple: add reputation to an entity. The process of penaliz-

ing is also simple: subtract reputation from an entity.

5.3.2.2 Traceability Data Auditing System

Table 5.1 provides an overview of the appliance of the key concepts of the incentive system,

described above, in Section 5.3.2.1 (p. 70), to the actions that entities can perform on the iRecep-

torChain system.

The meaning of each column is as follows:

• Fee tells whether the entity is required to pay a fee in order to perform the action.

• Stake tells whether the entity is required to place a stake in order to perform the action. This

is used for potentially dangerous actions, in which the entity claims something that could be

wrong (either intentionally or unintentionally).
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Action Approved Rejected
Create traceability data entry Receives Stake Looses Stake
Up vote traceability data entry Receives Stake + Reward Looses Stake
Down vote traceability data entry Receives Stake + Reward Looses Stake

Table 5.2: Possible outcomes for each action of the auditing system

• Reward tells whether the action can generate a reward for the entity that performs it.

• Penalty tells whether the action can issue a penalty for the entity that performs it.

Table 5.2 provides an overview of the possible outcomes for each action, in order to incentivize

correct behavior.

The meaning of each column is as follows:

• Approved specifies the action(s) taken by the system in case the action of the entity is

approved by network consensus.

• Rejected specifies the action(s) taken by the system in case the action of the entity is rejected

by network consensus.

Now, we describe the rationale used to architect the concepts described above.

Create traceability data entry Firstly, we have the creation of a traceability data entry that

comes already from the basic part of our system, the traceability data decentralized registry, ex-

plained in Section 5.3.1 (p. 68). We have further modified the actions taken by the system upon

this action to add support for the incentive system. At the moment of creation of an traceability

data entry, the requirements are the following:

• Fee We decided that this action should require its author paying a fee, since he is requesting

the network to audit the traceability data.

• Stake We have also made required to place a stake upon creating a traceability, because it

is considered a potentially dangerous action, since the entity could be introducing incorrect

information on the network.

When the final network consensus decision has been made on whether to approve or reject the

traceability data, the outcomes are the following:

In case the traceability data was approved:

• UnStake The creator receives back the stake he has placed to create the traceability data

entry.
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In case the traceability data was rejected:

• Penalty The creator receives a penalty which can be higher or equal to the amount he placed

as stake in the beginning. In case the amount is equal, the appliance of the penalty can be

seen as not receiving back the stake. If the penalty is higher than the amount he placed as

stake in the beginning, the appliance of the penalty can be seen as not receiving back the

stake and getting its reputation substracted the difference between the penalty and the stake.

Up vote or down vote traceability data entry The requirements and possible outcomes for up

or down voting a traceability data entry are very similar, so we describe them together.

A correct vote can be either approving traceability data that is decided by network consensus

to be correct or rejecting traceability data that is decided by network consensus to be incorrect. An

incorrect vote can be either approving traceability data that is decided by network consensus to be

incorrect or rejecting traceability data that is decided by network consensus to be correct.

At the moment of voting for a traceability data entry, the requirements are the following:

• Stake A Stake is required upon voting for a traceability data entry, because it is considered

a potentially dangerous action, since the entity could be placing a wrong vote (either in-

tentionally or unintentionally). Voting round means up voting something incorrect or down

voting something correct.

When the final network consensus decision has been made on whether to approve of reject the

vote, the outcomes are the following:

In case the vote is decided to be correct:

• UnStake The voter receives back the stake he has placed to create the traceability data entry.

• Reward The voter receives a reward since his vote is considered correct by network con-

sensus.

In case the vote is decided to be incorrect:

• Penalty The voter receives a penalty which can be higher or equal to the amount he placed

as stake in the beginning. In case the amount is equal, the appliance of the penalty can be

seen as not receiving back the stake. If the penalty is higher than the amount he placed as

stake in the beginning, the appliance of the penalty can be seen as not receiving back the

stake and getting its reputation substracted the difference between the penalty and the stake.

The process of auditing the traceability data is based on voting rounds, in an approach similar

to the DataProv system, explained in Section 3.2 (p. 29) but with further adaptions and improve-

ments to solve our specific problem. There are two important possible user actions on the system:

creating a traceability data entry and voting (either up or down) for a traceability data entry.
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Figure 5.1: Traceability data life cycle

The life cycle of the traceability data can be seen on Figure 5.1. When it is created, it goes to

the "Awaiting Validation" state and the voting round begins. At the end of the voting round, if it

is considered valid, it is registered as valid. In case it is considered invalid, it is discarded, which

means it is made less accessible but still can be seen on the log of transactions of the blockchain,

since nothing is really discarded on the blockchain. Therefore, the traceability data possible states

are the following:

• Awaiting Validation

• Validated

• Discarded

The Figure 5.2 represents an iteration of the voting round. First, a Voter submits a vote to the

java Vote Contract (running on the blockchain). The contract verifies if the round has finished,

meaning if there is a considerable ratio between up and down votes and the minimum threshold

of votes has been met. For example, if the ratio is 100% but there is only one vote, the round

shouldn’t be terminated yet since the number of votes is not enough to ensure network consensus.

The values of the necessary ratio and the minimum threshold of votes are customizable, in order

to better adapt to the size and nature of the network. In case the conditions to terminate the round

have been met, the contract checks if the traceability data should be accepted or rejected with each

decision involving different outcomes for the entities that have participated on the voting round.

In case the traceability data is accepted, the contract takes the following actions:

Reward Approvers Since it was decided by network consensus that they were telling the

truth.
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Figure 5.2: Voting round activity diagram

Penalize Rejecters Since it was decided by network consensus that they were not telling the

truth (either intentionally or unintentionally).

In case the traceability data is rejected, the contract takes the following actions:

Penalize Creator Since it was decided by network consensus that they were not telling the

truth by introducing traceability data that is considered to be incorrect (either intentionally or

unintentionally).

Penalize Approvers Since it was decided by network consensus that they were not telling

the truth (either intentionally or unintentionally).

Reward Rejecters Since it was decided by network consensus that they were not telling the

truth.

It is important to note that the approach is highly customizable to the nature of the network and

context of the problem with the values of rewards, stakes and penalties being easily set by the

user. There is even support for penalties being different (higher or less) than the stake amount,

unlike most proof of stake systems. We assumed that the process of creating the traceability data

shouldn’t receive a reward but instead pay a fee since it is requesting work from the network to

validate it. It also works as a way of spending reputation, ensuring there is a use for it inside the

system. However, this can easily be transformed into a reward (and no fee) by the user, if that suits

more the context (entities are already incentivized enough to perform validations).
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5.4 Implementation

In order to implement the approach described in Section 5.3 (p. 68), we first conducted the frame-

works analysis, presented in Section 3.6 (p. 54). In this sense, we have determined that Hy-

perledger Fabric, reviewed in Section 3.6.2 (p. 56), is the best choice to be used a blockchain

framework for creating applications. Furthermore, we have also established that Java should be

the language of choice to implement the smart contracts that run in the nodes of the blockchain,

under the consensus of the network, as explained in Section 3.6.4 (p. 58).

5.4.1 Workarounds to Fabric’s Limitations

The support for smart contracts written general purpose programming languages like Java, is very

convenient to the programmer in the sense that it abstracts the P2P network logic as well as some

of the blockchain logic. This abstraction allows the programmer to concentrate more on the busi-

ness logic of the specific domain of the application, enabling us to architect the implementation

almost like any other Java application. Yet, there are important limitations to this, enforcing the

consideration of the aspects below:

Mandatory use of fully deterministic code Due to the fact that the code will be run on multiple

nodes of the network (to ensure decentralization), it is crucial that the whole computation process

is deterministic. This is an important restriction, since it denies the use of randomly generated

values. It is important to note that experiencies based on pseudo random values can still be run, as

long as all the nodes feed the PRNG with the same seed, causing it to generate the same random

sequence of numbers. Pseudo random values generated based on time are to be avoided, since

different nodes may and most likely will run the computation at different times.

Feature-limited database Like many other applications, blockchain applications also need to

store information. In this sense, the Hyperledger Fabric framework provides a database for that

same purpose. Since, the application code will not only run on a single machine (as with the

Client-Server Architecture, explained in Section 2.1.1 (p. 5)), but instead must be compatible

with all the nodes of the network, so needs to be the database. Moreover, and inherently to the

definition of network consensus, it is also necessary that all nodes store the same information in

their databases, in order to ensure consistency of data upon querying and determinism on running

the smart contract code, since the databases provide inputs to the computation.

In this sense, the database offered by the framework is rather limited, providing only storage of

strings, organized as key-value pairs. Therefore, it is very useful to use JSON encoding for storing

the information in the database, since it allows to convert any object, with a set of properties, and

even nested objects to a string. The result of the JSON encoding would be stored as value and

a smaller representative of the object would be used as a key, as recommended by the examples
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of the Hyperledger Fabric documentation 1. The objects stored in the database (the value of the

key-value pair) are called assets, as explained in detail in Section 3.6.2 (p. 56).

Taking into account the second aspect, feature-limited database, we have started by develop-

ing some work arounds to enable the abstraction of the database logic from our code. With our

abstraction, we made CRUD operations easier to perform. Since the database offered by Hyper-

ledger Fabric lacks the concept of tables, that all database systems encompass, we have created an

abstraction that allows our code to be written as if there were database tables. Another difference

to common database systems is the need of creating a key for each element stored. We have archi-

tected an approach that solves both problems at the same time, by making the desired table name

a part of the asset’s key. Since one table can contain multiple entries, we have also included in the

key an unique identifier for the asset.

In this sense, if, for example, we wanted to store Car1 and Car2 in table Car and Alice and

Bob in table Person, and we have defined the ids c1, c2, p1 and p2, the corresponding Hyperledger

Fabric key-value pair database structure would be:

• "Car-c1" -> Car1

• "Car-c2" -> Car2

• "Person-p1" -> Alice

• "Person-p2" -> Bob

In order to implement this approach, we have created a Java class, called HyperledgerFab-

ricBlockhainRepositoryAPI, that implements this logic. It’s constructor receives the name of the

table that is intended to be abstracted and implements methods for all CRUD operations. It was

possible to create an instance of this class wherever desired, but we decided to create derived

classes, one for each table that is intended to be abstracted. The derived classes call the construc-

tor of the main class with the appropriate table name and also implement the CRUD methods since

they are inherited (without overriding them). The super class, as well as the derived classes that

implement specific table abstractions are bundled into a package called FabricBlockchainReposi-

toryAPIs.

Taking into account the first aspect, mandatory use of fully deterministic code, these unique ids

need to be generated by the application that calls the smart contracts, since if they were generated

randomly, as UUID’s, the network would never reach consensus because all the nodes would, with

almost 100% probability, generate different UUID’s.

5.4.2 Data Classes

After architecting workarounds for Hyperledger Fabric’s main limitations, we started defining the

classes that represent the assets that we want to store on the blockchain. These classes will be
1Fabric’s documentation can be consulted at https://hyperledger-fabric.readthedocs.io/en/

release-2.0/whatis.html

https://hyperledger-fabric.readthedocs.io/en/release-2.0/whatis.html
https://hyperledger-fabric.readthedocs.io/en/release-2.0/whatis.html
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serialized to a string, using JSON encoding by the repository API classes, described above. The

CRUD methods of these classes receive instances of the objects described in this section, serialize

them to strings and then store them in the database. The paragraphs below describe each of the

main classes used to define the properties of assets stored on the blockchain.

Entity This class represents an entity and is needed to store information about the entity on the

blockchain such as its reputation. The properties of the class are:

id A String, representing an unique identifier of the entity.

reputation A Long, representing the currently available reputation of the entity.

reputationAtStake A Long, he reputation of the entity that is current at stake, due to having

performed potentially dangerous actions.

TraceabilityData This class represents an entry of traceability data and contains the necessary

information to describe a processing step. The properties of the class are:

inputDatasetHashValue A string, representing the hash value of the input data set, the one

that was given to the processing algorithm.

outputDatasetHashValue A string, representing the hash value of the output data set, the

result of the processing step.

processingDetails An instance of class ProcessingDetails, representing the steps taken to

process the input dataset and produce the output dataset as result. The properties of this class are

described below.

creatorID A string, representing the ID of the entity that created that requested the creation

of the traceability data entry.

approvers An ArrayList, containing the IDs of the entities that have approved the traceabil-

ity data entry when it was awaiting validation, in a voting round.

rejecters An ArrayList, containing the IDs of the entities that have rejected the traceability

data entry when it was awaiting validation, in a voting round.

ProcessingDetails This class represents the steps taken to make the data transformation. This

class contains the necessary information to reproduce the data transformation, allowing anyone

with the input dataset to produce the output dataset. The properties of the class are:
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softwareId A string, representing an unique ID of the software used to perform the data

transformation.

softwareVersion A string, representing the version of the software used to perform the data

transformation.

softwareBinaryExecutableHashValue A string, representing the hash value of the exe-

cutable program used to perform the data transformation. This is used for integrity verification, as

described in Section 5.3.1 (p. 68).

softwareConfigParams A string, representing the configuration parameters of the software

used to perform the data transformation. This should be the necessary command line arguments,

that need to be passed to the executable binary file, in order to replicate the data transformation.

5.4.3 Voting Rounds

In order to implement the business logic that manages the voting rounds, we decided to design

the solution as a state machine, using the State design pattern. We have bundled the classes to

implement the voting rounds in the package VotingRoundStateMachine.

Firstly, we created the class TraceabilityDataStateMachine that has two methods, one to reg-

ister an approval (up vote) and the other a rejection (down vote) to a given traceability data entry.

This class implements the logic for creating a traceability data entry, checking if the creator has

enough reputation and staking the creator’s reputation.

Then, we created the abstract class State that is called by this class and should be instantiated

as one of the derived classes to implement specific behavior for each of the states of traceability

data. The derived classes are AwaitingValidation and Validated which implement the logic for

traceability data that is awaiting validation and validated, respectively. The class AwaitingValida-

tion implements the more complicated logic in which we now delve.

Both methods of the methods that register a vote, approval and rejection, check if the voter has

enough reputation to place the vote, stake his reputation and use the logic implemented in Hyper-

ledgerFabricBlockhainRepositoryAPI to access the database and register the vote in it. Then, they

check if the condition for terminating the voting rounds has been met, which is a combination of

enough vote ratio and enough number of votes, as explained in Section 5.3.2 (p. 70). In case the

condition to finish the round has been met, the methods delegate the round finishing logic in class

RoundFinisher.

In this sense, this class has two methods: one to invalidate and the other to validate the trace-

ability data. Both methods start by unstaking the creator’s and the voter’s reputation, using the

following method:
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1 private void unStakeCreatorAndVotersReputation(TraceabilityData

traceabilityData, EntityReputationManager manager)

2 {

3 Long unStakeForCreator = ChaincodeConfigs.stakeForCreatingEntry.get();

4 Long unStakeForApprovers = ChaincodeConfigs.stakeForUpVotingEntry.get();

5 Long unStakeForRejecters = ChaincodeConfigs.stakeForDownVotingEntry.get();

6

7 manager.unstakeReputation(traceabilityData.getCreatorID(),

unStakeForCreator);

8 manager.unstakeReputation(traceabilityData.getApprovers(),

unStakeForApprovers);

9 manager.unstakeReputation(traceabilityData.getRejecters(),

unStakeForRejecters);

10 }

Listing 5.1: Method to unstake the creator’s and the voter’s reputation upon voting round

termination.

Then, the methods take different actions. If the traceability data is considered correct by network

consensus, the method rewards the approvers and penalizes the rejecters, using the following code:

1 Long rewardForApprovers = ChaincodeConfigs.rewardForUpVotingCorrectEntry.get();

2 Long penaltyForRejecters =

ChaincodeConfigs.penaltyForDownVotingCorrectEntry.get();

3

4 manager.rewardEntities(traceabilityData.getApprovers(), rewardForApprovers);

5 manager.penalizeEntities(traceabilityData.getRejecters(), penaltyForRejecters);

Listing 5.2: Method to reward approvers and penalize rejecters when traceability data is considered

correct.

If the traceability data is considered incorrect by network consensus, the method penalizes the

creator as well as the approvers, and rewards the rejecters, using the following code:

1 Long penaltyForCreator =

ChaincodeConfigs.penaltyForCreatingIncorrectEntry.get();

2 Long penaltyForApprovers =

ChaincodeConfigs.penaltyForUpVotingIncorrectEntry.get();

3 Long rewardForRejecters =

ChaincodeConfigs.rewardForDownVotingIncorrectEntry.get();

4

5 manager.penalizeEntity(traceabilityData.getCreatorID(), penaltyForCreator);
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6 manager.penalizeEntities(traceabilityData.getApprovers(), penaltyForApprovers);

7 manager.rewardEntities(traceabilityData.getRejecters(), rewardForRejecters);

Listing 5.3: Method to penalize creator and approvers, and reward rejecters when traceability data

is considered incorrect.

These are the most important details regarding the implementation of the voting rounds.

5.4.4 Transactions

As explained in Section 3.6.2 (p. 56), a transaction is defined as a method that contains the code

that runs on the nodes of the blockchain upon invocation by external applications, similarly to the

endpoints of a REST API. These transactions are the entry points for triggering the execution of

chaincode in the blockchain, thus being the highest code level which then calls the code defined in

other logic packages, described above. We now present some of the most important transactions,

defined on the main class: iReceptorChain.

Create traceability data entry This transactions allows the creation of a traceability data entry.

The method receives all the information of the traceability data entry to create as parameters. It

uses the class TraceabilityDataAwaitingValidationRepositoryAPI, a subclass of HyperledgerFab-

ricBlockhainRepositoryAPI, in order to perform the CRUD database operations necessary for the

process. The code of the transaction is the following:

1 @Transaction()

2 public TraceabilityDataAwaitingValidationReturnType

createTraceabilityDataEntry(final Context ctx, final String newUUID, final

String inputDatasetHashValue final String outputDatasetHashValue, final

String softwareId, final String softwareVersion, final String

softwareBinaryExecutableHashValue, final String softwareConfigParams)

3 {

4 ChaincodeStub stub = ctx.getStub();

5

6 TraceabilityDataAwaitingValidation traceabilityData = new

TraceabilityDataAwaitingValidation(inputDatasetHashValue,

outputDatasetHashValue,

7 new ProcessingDetails(softwareId, softwareVersion,

softwareBinaryExecutableHashValue, softwareConfigParams), new

EntityID(ctx.getClientIdentity().getId()));

8

9 TraceabilityDataInfo dataInfo = new TraceabilityDataInfo(newUUID,

traceabilityData);

10 HyperledgerFabricBlockhainRepositoryAPI api = new

TraceabilityDataAwaitingValidationRepositoryAPI(ctx);

11
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12 TraceabilityDataStateMachine stateMachine = new

TraceabilityDataStateMachine(dataInfo, api);

13 stateMachine.initVotingRound(new

EntityID(ctx.getClientIdentity().getId()));

14

15 TraceabilityDataAwaitingValidationReturnType traceabilityDataInfo = new

TraceabilityDataAwaitingValidationReturnType(newUUID,

traceabilityData);

16 return traceabilityDataInfo;

17 }

Listing 5.4: Chaincode transaction to create traceability data entry.

Up vote traceability data entry This transactions allows an entity to register an up vote for a

traceability data entry. The method receives the information of the traceability data entry to be

up-voted, as parameters.

Since the first necessary actions are similar to the ones of the process of down voting, both

transactions use method getTraceabilityDataFromDBAndBuildVotingStateMachine to perform the

actions that are identical. The code of this method is be presented below, after the explanation of

the transaction for down voting.

The actions necessary after the common part are rather simple, involving only calling method

upVote of class TraceabilityDataStateMachine. This method performs the appropriate actions,

depending on the state of the traceability data, as explained above, in Section 5.4.3 (p. 79).

The code of the transaction is the following:

1 @Transaction()

2 public String registerUpVoteForTraceabilityEntryInVotingRound(final Context

ctx, final String uuid)

3 {

4 TraceabilityDataStateMachine stateMachine =

getTraceabilityDataFromDBAndBuildVotingStateMachine(ctx, uuid);

5 VotingStateMachineReturn stateMachineReturn =

stateMachine.upVote(getEntityIdFromContext(ctx));

6

7 return stateMachineReturn.getMessage();

8 }

Listing 5.5: Chaincode transaction to register up vote for traceability data

Down vote traceability data entry This transactions allows an entity to register a down vote

for a traceability data entry. The method receives the information of the traceability data entry to

be down-voted, as parameters.
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This transaction also uses method getTraceabilityDataFromDBAndBuildVotingStateMachine,

since the first necessary actions are similar to the ones of the process of up voting to perform the

actions that are identical.

The actions necessary after the common part are rather simple, involving only calling method

downVote of class TraceabilityDataStateMachine. This method performs the appropriate actions,

depending on the state of the traceability data, as explained above, in Section 5.4.3 (p. 79).

The code of the transaction is the following:

1 @Transaction()

2 public String registerDownVoteForTraceabilityEntryInVotingRound(final Context

ctx, final String uuid)

3 {

4 TraceabilityDataStateMachine stateMachine =

getTraceabilityDataFromDBAndBuildVotingStateMachine(ctx, uuid);

5 VotingStateMachineReturn stateMachineReturn =

stateMachine.downVote(getEntityIdFromContext(ctx));

6

7 return stateMachineReturn.getMessage();

8 }

Listing 5.6: Chaincode transaction to register down vote for traceability data

Start of voting transactions Both up and down voting transactions call method getTraceabil-

ityDataFromDBAndBuildVotingStateMachine since the first actions for both are identical. This

method uses class TraceabilityDataAwaitingValidationRepositoryAPI, a subclass of Hyperledger-

FabricBlockhainRepositoryAPI, in order to perform the CRUD database operations necessary for

the process. After performing some business logic verifications, it builds an instance of class

TraceabilityDataStateMachine and returns it so that the transactions for up and down voting can

then use it to call the appropriate method. The code for the method is the following:

1 private TraceabilityDataStateMachine

getTraceabilityDataFromDBAndBuildVotingStateMachine(Context ctx, String

uuid)

2 {

3 ChaincodeStub stub = ctx.getStub();

4

5 TraceabilityDataAwaitingValidationRepositoryAPI api = new

TraceabilityDataAwaitingValidationRepositoryAPI(ctx);

6 TraceabilityData traceabilityData = (TraceabilityData) api.read(uuid);

7

8 String voterID = ctx.getClientIdentity().getId();
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9 String creatorID = traceabilityData.getCreatorID().getId();

10 if (voterID.equals(creatorID))

11 throw new ChaincodeException("Creator of traceability data cannot vote

for it.");

12

13 TraceabilityDataInfo traceabilityDataInfo = new TraceabilityDataInfo(uuid,

traceabilityData);

14 TraceabilityDataStateMachine traceabilityDataStateMachine = new

TraceabilityDataStateMachine(traceabilityDataInfo, api);

15

16 return traceabilityDataStateMachine;

17 }

Listing 5.7: Method to perform initial actions for registering a vote.

5.4.5 Testing

In order to assure code correctness, we have developed unit tests to all the features implemented.

Since the transactions’ code uses the database as input for processing, mocking the database be-

came necessary to perform entire feature testing. Hyperledger Fabric provides mechanisms that

allow us to perform mocking of data, providing database inputs to our code. This requires to setup

a testing environment, using the mock classes provided by Hyperledger Fabric, as well as some

common methods to initialize the database contents appropriately for the testing methods. We

provide coverage statistics for several components below.

Global The global coverage statistics are:

• 86% Class coverage (37/43)

• 87% Method coverage (139/154)

• 89% Line coverage (521/581)

iReceptorChain, main class The coverage statistics for the main class, iReceptorChain, which

contains the declarations of transactions, are the following:

• 100% Method coverage (11/11)

• 91% Line coverage (108/118)

Data classes The coverage statistics for the package of the data classes, described in Section

5.4.2 (p. 77), are the following:

• 100% Class coverage (6/6)

• 100% Method coverage (34/34)
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Figure 5.3: Coverage for data classes package

• 100% Line coverage (92/92)

The detailed statistics for the coverage of this package, including coverage for every class, can

be seen on Figure 5.3.

Voting Rounds The coverage statistics for the package that implements the logic for the voting

rounds, described in Section 5.4.3 (p. 79), are the following:

• 66% Class coverage (12/18)

• 79% Method coverage (38/48)

• 79% Line coverage (170/213)

The lack of class coverage is due to the existence of exception classes, which represent errors

that are not reproducible by invoking code at the transaction level. The exceptions are thrown by

verifications on the lower level classes, that are there to ensure that the application does not crash

but instead communicates the problem to the upper level code. The upper level code then parses

the errors, and converts them into other exceptions that are seen by the transaction level. These

verifications would only be triggered in case of cascading errors, causing the information on the

database to be corrupted, which we don’t simulate in our testing environments.

The detailed statistics for the coverage of this package, including coverage for every class, can

be seen on Figure 5.4.

Figure 5.4: Coverage for voting rounds package
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Chapter 6

Expert Opinion

This chapter provides an evaluation of the feasibility and the benefits of our analysis of the fields

as well as the approach and respective implementation, presented in Chapter 5 (p. 67). The

evaluation is based on the opinion of experts in the fields of blockchain and health data research.

The sections below explain the process of validating our main contributions. Firstly, in Sec-

tion 6.1 (p. 87) we explain the objectives of these interviews and the contributions being evaluated

with them. Then, on Section 6.2 (p. 88), we explain how we have prepared these interviews in

order to achieve the desired objectives explained in the previous section. We cover aspects such as

the elaboration of questions, the choice of the type of interview and we present the questions that

were asked to the experts. Finally, in Section 6.3 (p. 93), we provide an analysis of the results,

based on statistics of the answers as well as some important detailed answers that help evaluating

the contributions developed. We also present some improvement suggestions made by the experts

that could help further making the solution more suitable to our context.

6.1 Objectives

This section describes the objectives of the interviews with experts. The objectives with the inter-

views are to evaluate our main contributions.

The first objective of this dissertation is to explore the current practices when managing health

research data in order to assess the existing issues in the system so that we we can propose new

solutions to address them. As a result of this, we produced our first contribution which is an

analysis of these issues. The first set of questions, explained below, in Section 6.2.2 (p. 88), aims

to evaluate our first our understanding the current issues with the current system of health research

data.

Furthermore, it is also our objective to evaluate the current solutions for solving the problems

that we have identified and explain the advantages and disadvantages of each, described in Chapter

3 (p. 23). At the end of the analysis of the state of the art, we compare the solutions and establish

the best trade-off between the mechanisms of each, in Section 3.5.1 (p. 48). Providing this best

trade-off becomes one of our objectives while implementing the solution, described in Chapter 5

87
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(p. 67). Since the contribution produced by the analysis of the state of the art is solution objective,

it is assessed together with the evaluation of the feasibility and the benefits of the solution.

Moreover, the next objective of this dissertation is to leverage the properties of blockchain to

create a solution to the problems with the current system of health research data that combines the

best of the solutions reviewed in the state of the art analysis. This objective produces our second

most important contribution which is a high level approach and respective implementation in a

prototype, that aims to achieve the desired goal. The interviews with the experts aim to evaluate

the success of this contribution in achieving the desired goal. This leads us to last set of questions,

where we evaluate the feasibility and the benefits of the approach, as well as the combination of

the best between the multiple solutions of the state of the art (which is the idea of the approach

that is implemented in the prototype). The questions are described below, in Section 6.2.2 (p. 88).

Lastly, it is also our objective with the interviews to produce our last contribution which is

an evaluation of the feasibility and benefits of the solution based on experts’ opinions that should

provide constructive feedback about the approach and its respective implementation, showing how

it could be further improved.

6.2 Preparation

This section describes the preparation of the interviews with the experts. The first step of the

preparation phase was picking the experts to be interviewed and is described in Section 6.2.1 (p.

88). The second step of the preparation phase was planning on how and which questions would

be asked to the expert, described in Section 6.2.2 (p. 88).

6.2.1 Expert Selection

The experts were selected based on their experience in the fields of health data and blockchain.

The expertise of each is listed below:

• Lecturer and researcher on the fields of health data, software engineering and blockchain.

• Technical Manager of iReceptorPlus and researcher on fields of health data.

• Member of the iReceptorPlus, computational biologist at a medical centre and researcher

on the field of health data.

• Member of the iReceptorPlus and researcher on the field of health data.

6.2.2 Interview Questions

Since one of our objectives was to explore the fields of health data research in order to understand

the current problems in the ecosystem, we prepared an initial set of questions that evaluate our

understanding of the current issues. This first set of questions has two subsets that are explained

in detail below, each aiming to evaluate different aspects.
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• Conflicting Interests and Competition (CI) This subset aims to evaluate if there are con-

flicting interests and competition between the entities in the ecosystem and what are the

consequences of it.

• Process of Building Trust (BT) This subset aims to evaluate the lack of knowledge about

the processing procedures between the entities of the ecosystem. We also evaluate the im-

pact of each of these sets of problems (competition and lack of knowledge of the processing

procedures) in cooperation between the entities. And also how the impact in cooperation

impacts the progress they make in scientific research. We aim to solve this problems by

providing a mechanism where the entities would build trust towards each other.

It was also our objective to investigate the current solutions to solve these problems and iden-

tify the advantages and disadvantages of each, establishing the best trade-off between them. Sim-

ilarly, we have taken that into account in the process of elaborating the interview questions, so

that the answers could also provide an evaluation of our state of the art analysis. The questions

to evaluate our analysis of the current solutions are bundled together with the set of questions that

evaluate the feasibility and the benefits of the approach.

These first considerations on elaborating the questions provide an evaluation for our first con-

tribution which consists of exploring the fields of health data, establishing the best trade-off be-

tween the state of the art solutions as well as point out some problems with these solutions, as

explained in Section 4.5 (p. 65).

Furthermore, it was also our objective to evaluate the feasibility and the benefits of the solution

developed, explained in Chapter 5 (p. 67), so we have prepared a second set of questions in order

to provide an evaluation, based on expert opinion. This second set of questions has three subsets

that are explained in detail below, each aiming to evaluate different aspects.

• Feasibility and Benefits of the Approach (FB) This subset aims to evaluate the feasi-

bility and the benefits of the features provided by the solution. Firstly, it evaluates if the

blockchain could provide a feasible mechanism of building trust. Secondly, if the mecha-

nism of the voting rounds further improves solving the problems. And finally, if we were

able to establish the best trade-off between the solutions investigated in the state of the art,

explained in Section 3.5.1 (p. 48), and develop a solution that joins the best of both worlds in

terms of mechanisms while also fixing some problems with each of the mechanisms alone.

• Benefits of the Solution for Patients (PT) This subset aims to evaluate the benefits of the

solution in patients. Although the solution does not provide them with any feature, they also

play a role in the ecosystem since all health data must come from patients. Therefore, they

can be indirectly impacted by the changes to the process of research, driven by the features

provided by the solution to the research projects.

• Rewards system (RS) This subset evaluates the feasibility of the rewarding system. Blockchain

requires a consensus algorithm so that the network can reach consensus without the need

of trust in a single authority, as explained in Section 2.3 (p. 11). The consensus algorithm
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requires a rewards system so that entities are encouraged to perform the validation. The

system should also provide penalties for dishonest validators so that entities are discour-

aged from being dishonest in the sense that they would loose more by being dishonest than

if they didn’t do anything. The rewarding system should also make sure that the entities

prefer to perform the validation then not do anything. This requires establishing a balance

that naturally incentivize entities, that are selfish by nature, to perform honest behavior [45].

This subset evaluates our success on establishing this natural balance in order to incentivize

honest and dishonest behavior.

Taking into account these considerations, we have elaborated the multiple sets of questions to

which the possible answers are:

• Yes

• Most likely Yes

• Maybe

• Most likely No

• No

These questions are presented below. There are additional questions that are open-ended questions

which are not featured in the list below. The answers to those questions won’t be analyzed statisti-

cally but provide the conclusions based on their answers, in Section 6.3 (p. 93), after the statistical

analysis of the questions listed below. The entire list of questions, including also the ones that are

open-answered, are listed in Appendix A (p. 121).

Each question belongs to a group that is identified using two characters, as can be seen in the

paragraphs and subparagraphs below.

Conflicting Interests and Competition (CI)

CI1 Are there conflicting interests of the entities (data processors and data repositories) in

the current system?

CI2 Are the entities in the system competitors of each other?

CI3 Do you think that this competition leads to secrecy of internal procedures?

CI4 Can it incentivise entities to use other entities’ data without giving them credit?

CI5 Would entities be more willing to provide data to other entities if they could trust others

wouldn’t use their data without giving them credit?
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CI6 Would entities be more willing to provide data to other entities if they could trust others

wouldn’t use their data without giving them credit?

CI7 Could they make more progress if they provide the data to other entities and, therefore,

are provided data by other entities?

CI8 Would entities provide their data to other entities if they were also provided data by

them?

CI9 Would entities provide their data to data processors if they can use their computational

resources?

Process of Building Trust (BT)

BT1 Are data processor entities currently unsure about what processing procedures (algo-

rithms, configuration parameters and implementation) other processor entities take?

BT2 Would knowing the processing steps of an entity build trust towards the datasets it

produces?

BT3 Does that trust make other entities willing to collaborate with that entity (the one that

has built trust)?

BT4 Is sharing processing steps details for public datasets and its output a feasible way of

evaluating an entity’s processing procedures (in order to build trust on that entity)?

BT5 Are entities interested in sharing processing steps details for public datasets so that

other entities are more willing to collaborate with them?

BT6 Would the entities involved be interested in licensing the data?

Feasibility and Benefits of the Approach (FB)

FB1 Does a decentralized database (blockchain, where all nodes agree on the data) that

allows entities to register the processing results for public datasets provide a feasible way of eval-

uating an entity’s processing procedures (in order to build trust on that entity)?

FB2 Are entities interested in sharing these results and respective processing steps on the

decentralized registry so that other entities are more willing to collaborate with them?
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FB3 Does providing a way to quickly validate the entries of that registry (with less decen-

tralization than data storage, but still decentralized, through the voting rounds) further improve

solving the problem (without nodes having to run the transformations themselves, which is com-

putationally expensive)?

FB4 Does providing a way to verify the information without trusting validators give more

confidence over it (even though it takes a lot of computational effort, but it could also be done only

in certain cases)?

FB5 Does providing both worlds (by voting rounds and full validation) make the system

more suitable for all use cases?

Benefits of the Solution for Patients (PT)

PT1 Can the traceability of the transformations of health data give patients more confidence

over the data sharing system?

PT2 Can the traceability of the transformations help rewarding patients that have contributed

to help reach important breakthroughs in disease treatment so that they are more willing to provide

their health data?

Feasibility of the Rewards System (RS)

RS1 Is reputation a good incentive for entities to be honest in the process of voting for

traceability data?

RS2 Does the loss of reputation provide a disincentive for being dishonest, by thinking that,

if the majority is honest, their reputation will be lost?

RS3 Is gaining reputation a good incentive for verifying other’s transformations data, given

that it is a computationally expensive process?

RS4 Is fear of losing reputation enough to discourage entities from submitting unvalidated

votes (without going through the processing)?

Due to specificity of the questions about the feasibility and the benefits of the solution, we

anticipated that they would require an explanation of the approach. Therefore, we have decided

that those questions should be preceded by an explanation of the solution developed. Since the

approach is intended to solve the issues we found on exploring the field of health research data,

we decided to place the questions about the context before the questions about the feasibility and
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the benefits of the approach. As a result of establishing this flow of questions and explanations

as an important aspect of the interview, we decided that a live interview would be the best choice

since we could guide the expert through the thought process and even further adapt the questions

to their understandings in the field.

6.3 Interview Results Analysis

In this Section, we provide an analysis of the results of the interviews, based on statistics of

the answers as well as some important detailed answers that help evaluating the contributions

developed. They provide an evaluation of our main contributions based on the opinions of the

experts, through statistical analysis of their answers. Furthermore, the evaluation also represents a

contribution,

This section is divided into multiple sections, each corresponding to a group of questions. For

each group of questions, we first provide a statistical overview of the answers that can be repre-

sented into one of the five standard answers, listed above, in Section 6.2.2 (p. 90). We also present

some important conclusions resulting from the statistical analysis. Then, we provide the answers

to the open-ended questions as well as some important answers to the standard questions that are

not representable in one of the five standard answers. This is important since it provides important

additional feedback and support to our main contributions as well as constructive criticism to it,

with suggestions of improvement.

The Figures 6.1, 6.2, 6.3, 6.4 and 6.5 provide an statistical overview of the answers of the

experts. Each figure respects to a group of questions that is analyzed separately.

6.3.1 Conflicting Interests and Competition (CI)

The chart on Figure 6.1 provides an overview of experts’ answers to the questions about the con-

flicting interests and the competition in the system. As can be seen on the graph, almost all answers

are "Yes", with the second most common answers being "Most likely Yes". This supports our un-

derstanding the current issues in the fields of health research data, presented in Section 4.1 (p. 61),

allowing us to reach the following important conclusions:

• All experts confirm that there are conflicting interests between the entities in the system and

that these entities are competitors of each other.

• All experts confirm that this competition leads to secrecy of internal procedures and that

there is currently an incentive for entities to use other entities’ ideas and data without giving

them credit.

• All experts think that entities would be more willing to provide data to other entities if they

could trust they wouldn’t use their data without giving them credit.

• Some of the experts think the entities that this providence of data between entities could

lead to more progress, whereas one expert says maybe.
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Figure 6.1: Answers to the questions in the Conflicting Interests and Competition (CI) group

• Three experts think that entities would provide data to others if they were also provided data

by them and one thinks it would happen most likely. This leads us to the conclusion that

cooperation leads to cooperation and that the feedback loop of incentive for cooperation

could be created if the problems are fixed.

Now we delve into a more detailed analysis of the answers to the open-ended questions about

the Conflicting Interests and Competition (CI). The paragraphs below provide the most interesting

and constructive feedback from the experts for each of the questions.

Which conflicting interests do entities have? One of the experts points out competition as the

main conflicting interest between research entities. Another expert provides us with a list of the

interests of the entities:

• Patients want to have as much privacy as possible.

• Research entities have conflicting interests due to business issues, since they are competi-

tors.

As well as with a list of current issues:

• Big research entities have advantages over the small ones, leading to a feedback loop of

growing inequality in the system.

• Patients should be aware of how the system works and what happens to their data.
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What do they want to achieve first? This questions aim to gather experts’ opinion about what

do the entities want to achieve first (what drives competition in the system). We were able to gather

some significant feedback as answers to this question from the multiple experts interviewed, which

is listed below.

• The entities want to be the first with publications, preferably in good journals, leading to

better grants and funding.

• Different entities are interested in selling different services. The data processors try to derive

value from the processing steps they make and bring together as much data as possible,

whereas data repositories need to make sure they follow the rules of contracts they make

and take responsibility of what happens to the data they are storing.

• The entities want to be the first with recognition in order to guarantee their sustainability in

the ecosystem.

These points support the existence of competition and consequent secrecy of procedures, in an

attempt to protect intellectual property from being used by other without receiving credit, holding

back cooperation in the system.

Could they make more progress if they provide the data to other entities and, therefore, are
provided data by other entities? Although this is a question supposed to be answered with

on of the 5 possible answers, we did get open feedback from one of the experts that we would

like to list. The expert’s feedback supports our incentive for collaboration through sharing of

the data transformations in the traceability data registry, pointing out that a researcher would be

incentivized to share because they would get credit for providing that data as the entities that use

it get credit where it is due (in their own research) which could generate recognition for the entity

that has shared the data. The interviewee also points out that the entity could get collaborations

through that sharing by the others who were provided data, as a reward. This supports that there

are currently incentives for cooperation in the system, which can be explored.

Would entities provide their data to data processors if they can use their computational
resources? With regards to this questions, we would like to point out that one of the "Most

likely yes" answers is justified by the expert under the condition of need of those computational

resources. The expert thinks that the entities would provide data in the exchange for computa-

tional resource if they need them, meaning, if they don’t have them, which happens in case of a

very heavy processing procedure or a high amount of data. This supports that there are currently

incentives for cooperation in the system, which can be explored.

6.3.2 Process of Building Trust (BT)

The graph on Figure 6.2 provides an overview of experts’ answers to the questions about the

uncertainty on the processing procedures of each other, how it can impact cooperation and how
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Figure 6.2: Answers to the questions in the Process of Building Trust (BT) group

could this be overcome by a process of building trust. The answers for this group of questions

provide an even higher support for our understanding of the current system then the ones of the

last group, with more than 95% of the answers for all evaluation questions being "Yes". This

further supports our first our understanding the current issues in the fields of health research data,

presented in Section 4.1 (p. 61). It also supports the importance of a mechanism of building trust

in the ecosystem, as well as the feasibility of our proposed mechanism, which is implemented in

the solution, described in Chapter 5 (p. 67). There are some important conclusions to point out,

understandable from the statistical analysis that help support our contributions:

• Three experts confirm that there is currently uncertainty in the system about the processing

procedures between the entities and one says "Maybe".

• All experts confirm that having confidence over the processing steps of an entity builds trust

towards it and that this trust makes other entities more willing to collaborate with the entity.

This supports the importance of providing a feasible mechanism for entities to be aware of

an entity’s processing procedures and how it could incentivize cooperation in the system.

• All experts think that sharing the processing steps and the output for public datasets is

a feasible mechanism of evaluating an entity’s processing procedures. This supports the

feasibility of our proposed mechanism, part of our approach, which was then implemented

in the prototype.
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• Half of the experts think that entities would be interested in using this mechanism of sharing

the processing steps details, and the other half of them think that they most likely would.

This supports the mechanism, by providing trust over its adoption by the entities of the

system.

Now we delve into a more detailed analysis of the answers to the open-ended questions about

the Process of Building Trust (BT). The paragraphs below provide the most interesting and con-

structive feedback from the experts for each of the questions.

What are the consequences of the uncertainty about the processing procedures between data
procedure entities? Two of the experts point out the fact of difficulty or even impossibility of

replicating the results, making it impossible to compare them and, therefore, to cooperate. One of

the experts also points out the impossibility of further research on top of a certain research, due

to the impossibility of running the same processing procedure. This supports our review of the

current issues as well as the need for creating a solution for this problem.

What current methods are there in the current system that entities can use to know each
others’ processing steps? Two of the experts believe there is currently no feasible method. One

of the experts mentions the existence of a "Method" section upon publishing but explains that

this is an informal and non-standard method. Another expert says there is currently a mechanism

of chain of trust where entities review the processing procedures in a chain of reviews, allowing

entities to have confidence about the entire chain, if they have confidence about one of the pro-

cessing procedure of one entity of the chain. None of the methods use a decentralized storage

of information, capable of providing confidence over the immutability of the data neither a fully

decentralized mechanism of voting for and validating that data.

Is sharing processing steps details for public datasets a feasible way of evaluating an entity’s
processing procedures (in order to build trust on that entity)? All the experts consider that

sharing the processing steps taken for a dataset that both parties have access to and the output of

the processing is a feasible way of evaluating an entity’s processing procedures. Though, three of

the experts consider that public datasets are a feasible material to perform this, one of the experts

thinks that it would greatly add value to the process if that data was private and shared between

the entities that want to collaborate. This does not go against the principles of our approach

and support of the respective implementation in its prototype as it can still be done without loss of

privacy, as explained in Chapter 5 (p. 67). However, it provides constructive criticism to our initial

prediction on how the system could be used, while also supporting its adaptability to multiple use

cases.

6.3.3 Feasibility and Benefits of the Approach (FB)

The graph on Figure 6.2 provides an overview of experts’ answers to the questions about the

feasibility and the benefits of the approach and respective prototype, presented in Chapter 5 (p.
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Figure 6.3: Answers to the questions in the Feasibility and Benefits of the Approach (FB) group

67) and how it could achieve the desired goal of improving the process of sharing health research

data. The answers for this group of questions provide support for our second contribution which is

the solution developed. It also supports the analysis of the current solutions to solve the problem

and the establishment of the best of both worlds between these solutions, explained in Section

3.5.2 (p. 52). There some important conclusions to point out, understandable from the statistical

analysis that help supporting the feasibility and the benefits of the solution:

• All experts agree that a decentralized registry of traceability data where entities could reg-

ister the processing steps and output for public datasets provides a feasible mechanism of

evaluating and entity’s processing procedures. Although this question is similar to the one

asked in the last group, here we evaluate if the specific case of blockchain is a good choice

for implementing such mechanism since it is decentralized and all entities agree on what is

registered there, preventing tampering of information.

• Three of the experts think that entities would most likely be interested in sharing this infor-

mation on the blockchain so that other entities could be more certain about their processing

procedures.

• Three of the experts think that the quick mechanism for validating the blockchain (by trust-

ing the validators of the voting system) further improves solving the current issues, whereas

one is not so sure about it.
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• Three of the experts think that still providing the possibility of validating the information

without trusting the validators (although it is a computationally heavy procedure) would

still be useful so that entities could have more trust (since they are trusting more entities

rather than just the validators, increasing decentralization). Although three experts approve

the feature as important, one of them thinks that it would not provide more trust over the

information. This point of view, although unexpected, also proves to be interesting and

constructive, as we’ll see below, when we delve deeper into the wider opinions for this

group of questions.

Now we delve into a more detailed analysis of the answers to the open-ended questions about

the Feasibility and Benefits of the Approach (FB). The paragraphs below provide the most inter-

esting and constructive feedback from the experts for each of the questions.

Does a decentralized database (blockchain, where all nodes agree on the data) that allows
entities to register the processing results for public datasets provide a feasible way of eval-
uating an entity’s processing procedures (in order to build trust on that entity)? Although

all experts think that the answer is "Yes", we would like to present the important feedback of one

expert to the question. One of the experts has made clear that the fact that the traceability data

is stored in a decentralized registry provides confidence that the record is identical for all nodes

of the network in the sense that they reach consensus over it, is important to further increase the

confidence over the processing procedure of an entity. This supports the use of blockchain in our

solution since its properties are valuable for the context, as well as the success of applying it to the

solution.

Are entities interested in sharing these results and respective processing steps on the de-
centralized registry so that other entities are more willing to collaborate with them? This

questions aims to evaluate the possible adoption of the mechanism of the solution by the research

entities. Although almost all the experts believe the entities would most likely be interested in

sharing the processing steps, one of the expert believes that the action of creating a traceability

data entry may not work well in some cases with a fee. He thinks that there could be entities that

would be interested in just creating the traceability data and others in validating the data.

Although we aimed to provide a usability to the reputation within our system by placing a fee

in the creation action, we have anticipated that there could be the need for customization. Due to

this, we implemented the prototype as customizable as possible and, therefore, there is support to

turn off this fee and even turn it into a reward, as explained in Chapter 5 (p. 67). This explanation

provides constructive criticism to our initial prediction on how the system could be used, while

also further supporting its adaptability to multiple use cases.

Does providing a way to quickly validate the entries of that registry (with less decentraliza-
tion than data storage, but still decentralized, through the voting rounds) further improve
solving the problem (without nodes having to run the transformations themselves, which
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Figure 6.4: Answers to the questions in the Patients (PT) group

is computationally expensive)? Although the majority of the opinions are concentrated in the

positive side, we would like to point out the importance given by one of the experts to the fact that

the threshold of votes necessary must be reasonable, taking into account the size of the network.

This supports the adaptability of our implementation, since the value is easily customizable by

the user. It also provides constructive criticism to our implementation in the sense that, since it

is an important feature, it could be even more customizable, allowing the system to find the cor-

rect value, as the network size increases or even allowing the creator to customize the value, are

immediate understandable suggestions of improvement.

6.3.4 Benefits of the Solution for Patients (PT)

The graph on Figure 6.2 provides an overview of experts’ answers to the questions about the

benefits of the approach for patients. Although they are not the main focus of our approach, since

it does not aim to serve them directly, patients are important actors in the ecosystem because they

are who supply the health data to research entities in the first place. We did not expect the answers

to be as positive as for the other groups of questions, since patients were not the main focus of our

contributions. Yet, we still wanted to assess how could the solution benefit the users that provide

data to the system. The conclusions understandable from the statistical analysis are the following:

• With regards to the traceability data giving patients more trust over the system, the experts’

opinions diverge significantly. We got an answer for each of the options "Yes", "Most likely
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Yes", "Maybe", "Most likely No". There are not much conclusions to take from this ques-

tion, due to the divergence of opinions of the experts.

• With regards to being able to reward patients due to the possibility of determining the prove-

nance of the data (if it was registered on the blockchain to that point), the opinions of the

experts are more concentrated on the positive side than the previous question, but they still

diverge.

Now we delve into a more detailed analysis of the answers to the open-ended questions about

the Benefits of the Solution for Patients (PT). The paragraphs below provide the most interesting

and constructive feedback from the experts for each of the questions.

Can the traceability of the transformations of health data give patients more confidence
over the data sharing system? Although the opinions of the experts diverge significantly with

regards to this question, there is an important open answer from one of the experts. One of the

experts thinks that this transparency to the first provider of information to the system is very impor-

tant. Although not being our main focus, we believe the solution can provide useful information to

patients, in the sense that they can be aware of what happens to their data and how it is processed.

Can the traceability of the transformations help rewarding patients that have contributed
to help reach important breakthroughs in disease treatment so that they are more willing
to provide their health data? Similarly to the previous question, the opinions of the experts

are very divergent. The same expert that has provided us with important feedback for the last

question has also explained that rewarding patients that contribute to a certain research should be

rewarded and has classified it as a very important feature. However, the expert also explained that

this would need to be done outside of the system, depending on external adoption of procedures

which are not provided by our solution. This supports the feature of being able to determine the

provenance of the data, based on the traceability data stored as an important feature, to facilitate

the process of rewarding patients. It also points out the limitations of the solution in being able to

reach patients, as it was not our main focus (which was more driven to research entities), working

as an immediate suggestion of further improvement.

6.3.5 Feasibility of the Rewards System (RS)

The graph on Figure 6.2 provides an overview of experts’ answers to the questions about the

feasibility of the rewards system, presented in Section 5.3.2 (p. 70) and how it could achieve the

desired goal of improving the process of sharing health research data. The answers for this group

of questions provide further support for our second contribution which is the solution developed,

specifically focusing on the rewards system. Blockchain requires a consensus algorithm so that

the network can reach consensus without the need of trust in a single authority, as explained

in Section 2.3 (p. 11). The consensus algorithm requires a rewards system so that entities are

encouraged to perform the honest behavior and discouraged to perform dishonest behavior. This
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Figure 6.5: Answers to the questions in the Feasibility of the Rewards System (RS) group

requires establishing a balance that naturally incentivize entities, that are selfish by nature, to

perform honest behavior. The answers of the experts evaluate our success on establishing this

natural balance in order to incentivize honest and dishonest behavior. Given that more than 87%

of the answers are positive, we can conclude that, overall, the rewards system was successful to

establish this natural balance and incentive for honest behavior. There some important conclusions

to point out, understandable from the statistical analysis that help supporting the feasibility of the

rewards system:

• Three experts think that reputation is a most likely a good rewards resource (something they

would want to have as much as possible) to incentivize entities to be honest in the process

of voting for the traceability data. One of the experts thinks that it is a good rewards re-

source. This supports the use of reputation as an incentive resource, which was an exclusive

contribution of this dissertation, not being present in any of the state of the art solutions.

• Half of the experts think that the loss of reputation is a good disincentive for being dishonest

and the other half think that it most likely is, but are not so sure.

• Three experts think that gaining reputation is a good incentive for verifying other’s trace-

ability data (given that it is a computationally expensive procedure) and one thinks that it

most likely is. This supports the feasibility of increasing cooperation in the system through

the benefits of solution developed.
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• With regards to discouraging entities from submitting unvalidated votes (without going

through the computationally heavy process of verifying it), possibly causing anarchy in the

voting system, the experts’ opinions diverge. One thinks that system discourages entities to

do it, one thinks it most likely does and the remaining two think that it maybe does. Due to

the divergence of the opinions, we can’t be so sure of our conclusions, but it is still positive

feedback that supports our rewards system, with regards to avoiding anarchy in the system.

Now we delve into a more detailed analysis of the answers to the open-ended questions about

the Feasibility of the Rewards System (RS). On the specific case of this group of questions, we

will not analyze each question alone, since the answers of the experts to all the questions depend

on the importance of the consensus resource for the entities.

All experts agree that being rewarded with the consensus resource is a good incentive for being

honest and to perform computationally expensive tasks. They also agree that being penalized is

a good disincentive for being dishonest. However, the most important aspect for the experts is

the choice of the consensus resource on which all the answers depend, in the sense that if it is

something they value a lot, they will definitely incentivized to behave honestly and disincentivized

to behave dishonestly.

With regards to the importance of reputation to the entities: in general, the experts believe it

is an important asset to the entities of the system. One of the experts explains he believes it is an

important asset for both the academic community and the commercial entities.

With regards to avoiding anarchy in the system, avoiding unvalidated votes by the entities:

almost all experts agree that loosing reputation in case the vote is decided to be wrong by the

network is enough disincentive for the entities to perform such behavior. One of the experts

mentions the importance of the impossibility of playing a Martingale game [43] as one of the key

considerations in developing and evaluating the feasibility of the rewards system.

Half of the experts recognize the possibility of customizing the amounts of penalties as well

as the possibility of having a penalty higher than the stake amount.

One of the experts suggests an improvement that consists of support for exponential penalties

in the sense that as entities make successive mistakes they get increasing penalties. The expert

believes it could further help avoiding dishonest behavior and anarchy in the system because there

would be a higher penalty for cumulative dishonest behavior.

6.4 Conclusions

In this Chapter, we have performed an evaluation of the feasibility and the benefits of our analysis

of the fields as well as the approach and respective implementation, presented in Chapter 5 (p. 67).

The evaluation was made based on the opinion of experts in the fields of blockchain and health

data research and collected through live interviews with these experts, due to the reasons explained

in Section 6.2 (p. 88).

Taking into account the results analysis, in Section 6.3 (p. 93) both statistically and by provid-

ing open answers of experts to all questions, we were able to support our first main contribution of
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analyzing the fields of health research, pointing out the current issues and taking some assumptions

that make the solution both relevant and valid, described in Chapter 4 (p. 61).

We were also able to support the feasibility and benefits of the solution developed, explained

in Chapter 5 (p. 67). The expert’ opinions support its success in solving the issues identified

(and validated in the group of questions before). They also show our limitations on anticipating

all the possible use cases of the system and our success on overcoming the consequences of it,

by implementing a solution that is highly customizable and, therefore, adaptable to all use cases,

highlighting the importance of this important design principle.

Finally, the open answers of the experts also provide important constructive feedback, showing

how the solution could be further improved with some of the suggestions listed above, in the

Results Analysis, Section 6.3 (p. 93). It is important to note that different experts have provided

contrary improvements suggestions, showing the importance of implementing them in a highly

customizable approach, showing the importance of a highly customizable solution, that adapts to

the multiple scenarios of health research data.



Chapter 7

Conclusions and Future Work

This chapter provides a reflection of all the work developed throughout this dissertation. Firstly,

in Section 7.1 (p. 105), we provide a summary of the conclusions and lessons learned on the

process of developing our contributions. Then, in Section 7.2 (p. 108), we provide a list of our

most important contributions. In Section 7.3 (p. 109), we provide a list of the main challenges

encountered throughout the development of this dissertation, as well as the methodology used to

overcome them. At the end of the chapter, in Section 7.4 (p. 110), we provide a description of

possible future work that can be done to improve the scientific analysis and the solution developed,

further supporting the process of sharing health research data.

7.1 Summary

The main objectives of this dissertation are to explore the fields of health research data and leverage

the properties of blockchain in order to architect an approach to support the process of sharing and

tracing health research data. We wanted to implement the approach in a prototype that should be

as customizable as possible in order to adapt to as much use cases as possible.

Therefore, to achieve the desired objectives, we first reviewed the fields of health research data

so as to identify the current issues, presented in Chapter 1 (p. 1).

After identifying the issues, we have conducted a state of the art review, in Chapter 3 (p. 23), in

order to identify the solutions closer to solving the issues identified in the current system of sharing

health research data. At the end of Chapter 3, in Section 3.5 (p. 48), we present an analysis of

the main advantages and disadvantages of these solutions, establishing the best trade-off between

their mechanisms.

The resulting analysis of both the current issues with the system and with the state of the art

is our first main contribution which we evaluate through interviews with experts in the fields, in

Section 6, (p. 87).

Taking into account the current issues of the process of sharing health research data and the

aspects that the solutions of the state of the art do not encompass, we formulated the following

hypothesis, in Section 4.3 (p. 63):

105
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“Providing the ability to trace data transformations without the need of trust in a central au-

thority, can support the interests of the different parties involved and increase cooperation, so that

entities will have confidence over the data processing procedures of each other.”

Through this statement, we were able to formulate several research questions, in Section 4.4 (p.

64), which support the proposed solution, our second main contribution.

The solution, described in Chapter 5 (p. 67), inserted in the context of a research project,

described in Section 5.1 (p. 67), has its own objectives, described in detail in Section 5.2 (p. 67).

Its main objective is to leverage the main conclusions of the analysis presented as our first main

contribution and use blockchain to architect an approach that encompasses all the desired aspects

for solving the issues presented. The approach is described in detail in Section 5.3 (p. 68), aims to

establish the best of both worlds between the current solutions. The approach was implemented in

a prototype, with the objectives to be as customizable as possible so it adapts to multiple use cases

and open for expansion as possible, allowing further research and improvements to be developed.

Lastly, we provide an evaluation of all the work developed throughout this dissertation, through

interviews with experts in the fields of health research and blockchain, as described in Chapter 6

(p. 87). Through the evaluation, we were able to respond to each of the research questions:

RQ1 “Does providing a decentralized registry where entities can register traceability informa-

tion for public data sets provide a feasible way of evaluating an entities processing procedures?”

The analysis of the experts’ opinion suggests a positive answer to this research question, since

all the experts have answered positively to the respective interview question. This supports the

feasibility and the benefits of one of the main features of the solution, while also supporting our

analysis of the issues of the current system of health research data as it was the basis for establish-

ing this as an important feature of the solution. This feature is described in detail in Section 5.3.1

(p. 68).

RQ2 “Does providing a mechanism to quickly agree on the validity of the entries of that registry

(with less decentralization, through the voting rounds) further improve solving the problem?”

Through the analysis of the experts’ opinion, we were able to partially support a positive answer

to this research question, since 3 experts have answered positively to the respective interview

question and 1 is unsure but believes that it may be the case. This supports the feasibility and the

benefits of the extra feature of the solution, the Traceability Data Auditing System, described in

Section 5.3.2.2 (p. 71), while also supporting our analysis of the advantages and disadvantages of

the current solutions of the state of the art which was the basis for establishing this objective for

the solution. This feature is described in detail in Section 5.3.2.2 (p. 71).

RQ3 “Does providing full validation and voting rounds make the system more suitable for all

use cases?” The analysis of the experts’ opinion suggests a positive answer to this research ques-

tion, since all the experts have answered positively to the respective interview question. This
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supports the feasibility and the benefits of the extra feature of the solution, while also supporting

our analysis of the current solutions and establishment of the best trade-off between them which

our solution was intended to implement. This feature is described in detail in Section 5.3.2.2 (p.

71). The analysis of the current solutions and establishment of the best trade-off are described in

detail in Section 3.5.2 (p. 52).

RQ4 “Is reputation a good incentive resource to improve cooperation on the system?” The

analysis of the experts’ opinion suggests a positive answer to this research question, since all the

experts provided positive answers to it. The experts approved the mechanisms used to incentivize

honest behavior, supporting the structure of the incentive system, explained in Section 5.3.2.1 (p.

70). However, due to the nature of blockchain rewarding systems, as explained in Section 2.3 (p.

11), they did not provide us with any guarantees of success since it could only be fully approved if

tested in the context. The doubts reside in determining whether reputation is a feasible consensus

resource to support the approved incentive mechanism since trust over an incentive system can

only be achieved if the resource supporting the structure has important value for the entities. Yet,

three of the experts believe that reputation is very important to these entities, whereas one says it

may be important, but is not so sure. This supports the feasibility and the benefits of the incentive

system as well as the incentive resource, an important component of the extra improvement to

this process that aims to incentivize entities to audit each other’s traceability data. This incentive

system is described in detail in Section 5.3.2.2 (p. 71).

Based on the information collected from the expert opinion, we supported that providing a

decentralized registry of data transformations resulting from research improves the process of

sharing health research data, incentivizing cooperation in the ecosystem. In this sense, entities can

be more confident of the processing procedures of each other, without the need of trust in a central

authority. This supports the interests of the different entities, in a system where there are multiple

entities with competitive interests involved.

Furthermore, we also supported that providing a mechanism that allows entities to audit each

other’s data, further improves solving the current issues in the system, by further incentivizing

cooperation. Moreover, the incentive system supporting the traceability data auditing system,

also manages to support the interests of the multiple entities, naturally incentiving cooperation by

issuing rewards upon correct behavior.

This way, through the analysis of the interview results described above, we were able to val-

idate all the research questions, allowing us to validate also the hypothesis of this dissertation,

presented in Section 4.3 (p. 63). Thus, the contribution of our research corresponds to the objec-

tives established.



108 Conclusions and Future Work

7.2 Contributions

In Section 4.1 (p. 61), we listed the current issues with the process of sharing health research

data as well as some problems with the current platforms which our solution aimed to solve. In

order to solve these problems, we have architected an approach which was then implemented in a

prototype that works as a proof of concept, supporting the feasibility of the approach. Therefore,

the contributions of this dissertation are:

Review on the process of sharing health research data At the beginning of this dissertation,

we started reviewing and exploring the current aspects of the health research system in order to

identify the main issues with it. It was through this review, presented in Chapter 1 (p. 1), that we

could identify the main issues with the system, presented in Section 4.1 (p. 61), supporting the

process of formulating the hypothesis, in Section 4.3 (p. 63) and, therefore, the research questions,

in Section 4.4 (p. 64), which are the base for this dissertation.

Literature Review on Health Research Data Taking into account the needs of the current sys-

tem, resulting from the issues identified, we then started performing a literature review on the state

of the art of data traceability. Resulting from this review, we obtained our second contribution,

presented in Chapter 3 (p. 23). This allowed us to further formulate issues, also presented in

Section 4.1 (p. 61), that consist of the problems with these solutions. At the end of the state of the

art chapter, in Section 3.5.2 (p. 52), we provide an important part of this contribution, consisting

of a comparison of the solutions closer to solving these problems. The comparison presents the

main advantages and disadvantages with each of the mechanisms of the different solutions and es-

tablishes the best trade-off between them. Establishing this best trade-off, allowed us to formulate

one of our main objectives for the approach, presented in Section 5.3 (p. 68).

iReceptorChain Solution Taking into account all the current issues with the health data research

system and the problems with the solutions reviewed in the state of the art analysis, presented in

Section 4.1 (p. 61), and consequently, through the formulation of a solution hypothesis, in Section

4.3 (p. 63), we developed a solution, described in Chapter 5 (p. 67). The solution encompasses

several aspects, concepts and features:

Traceability data decentralized registry This is the first feature being implemented in the

solution. It leverages the decentralized properties of blockchain to create a decentralized registry

of traceability data, providing trust over the immutability of the data in a system where there are

multiple entities that are competitors of each other. The approach for designing this component is

explained in Section 5.3.1 (p. 68) and its implementation is described in Section 5.4 (p. 76).

Traceability data auditing system This is the extra feature implemented in the solution to

further improve the feasibility and benefits of it. It aims to provide a way for entities to be able

to audit the traceability data (say whether it’s valid or not) in order to further support the process
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of building trust by keeping all entities engaged on it in a cooperative way while also providing a

computationally easier method to verify the information stored on the blockchain. The approach

for designing this component is explained in Section 5.3.2.2 (p. 71) and its implementation is

described in Section 5.4 (p. 76).

Incentive system This is not a feature, but instead a necessary architectural component for

the Traceability data auditing system. It is important since the process of verifying the traceabil-

ity data is computationally hard, requiring a high incentive to be performed. Therefore, there was

the need to architect a rewarding system to incentivize entities to verify each other’s traceability

data and to be honest in the process. In order to achieve honest behavior, rewards and penalties

are issued to the entities, in an approach similar to Proof of stake. The approach for designing this

component is explained in Section 5.3.2.1 (p. 70) and its implementation is described in Section

5.4 (p. 76).

7.3 Challenges

Throughout the development of this dissertation, we had several challenges to overcome related

to understanding the aspects and concepts of the field of health research data, that was described

in Sections 2.5 (p. 18) and 2.6 (p. 19). It was also a challenge to find feasible current solutions,

through the literature review, described in Chapter 3 (p. 23). Finally, architecting the incentive

system for the solution, described in Section 5.3.2.1 (p. 70), was also a challenge. This details

regarding each of the challenges are the following:

Understanding the health research data system Understanding the system of sharing health

research data was the first challenge on the process of developing this dissertation, as didn’t have

experience on the field. In order to overcome this challenge, we’ve had several meetups in the

context of the iReceptorPlus project, described in Section 2.6 (p. 19), with the intent to learn more

about the context with more experienced members.

Literature Review on Health Research Data Finding current solutions for data traceability

using blockchain was also a challenge, due to the lack of literature regarding the concept. In order

to overcome this challenge, we have increased the extension of our search and also considered

solutions that target a different context, in an attempt to extract the valuable mechanisms and

techniques from them and adapt them to our context. It was through the comparison of these

solutions, described in Section 3.5.2 (p. 52) that we have established the best trade-off between

the solutions that most suit our context.

Incentive System Creating an incentive system for blockchain applications requires balancing

several aspects and concepts to establish a natural incentive for honest behavior, without the need

of policing, as described in Section 2.3 (p. 11). In order to overcome this challenge, we have
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invested a several amount of effort in putting together the concepts and aspects learned about the

current system of health research data, explained in Sections 2.5 (p. 18) and 2.6 (p. 19), and

the current blockchain consensus algorithms, explained in Section 2.3.3 (p. 14) in an attempt to

analyze which ones would provide more advantages and further modify them to understand which

one would best suit the context. In order to make the consensus algorithm suitable to our context,

the most important aspect was to choose the consensus resource that would be rewarded upon

honest behavior and removed upon dishonest behavior. Through the analysis of the context, we

have established that reputation is an important asset for the entities of the system and, therefore,

it would be a feasible consensus resource. After establishing this key aspect of the blockchain

consensus algorithm, we have architected a slightly modified proof of stake algorithm, as described

in Section 5.3.2.1 (p. 70), and then implemented it, as explained in Section 5.4 (p. 76).

7.4 Future Work

Similarly to most research projects, there are improvements that can be made as future work to

this dissertation.

During the live interviews, the experts have provided constructive criticism to our approach,

with suggestions of improvement that could be implemented in the future. Some of the improve-

ments that could be made to the solution are:

• Support for exponentially growing penalties for the entities that perform cumulative incor-

rect behavior. In this sense, entities are incentivized to learn from their mistakes, so that

they don’t compromise the correction of the consensus of the system. It is important to note

that another expert has pointed out his uncertainty about the effects of penalties, in the sense

that it could be unfair in a context where it is assumed that entities do not have an incen-

tive to perform dishonest behavior and they would learn from their mistakes even without

a penalty. The contrary expert opinions highlight the importance of implementing this fu-

ture improvement in a customizable way, allowing to be turned off, to make the solution as

adaptible as possible.

• Support for a minimum vote threshsold1 that automatically adapts to the size of the network

in the sense that smaller networks require less number of votes to finish the voting round

than larger networks.

• Possibility for the creator of a traceability data entry to increase the reward that voters get

for verifying his traceability data entry, in order to incentivize higher rewards for entries that

are harder to verify.

Another important improvement that could be made is the validation methodology used to

support the feasibility and the benefits of the approach. In the future, we would like to test the
1The minimum voting threshold is the minimum number of votes necessary that together with the minimum ratio be-

tween approvals and rejections, form the condition necessary to terminate the voting round, as explained in Section 5.3
(p. 68).
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prototype, in which the approach was implemented, in a real consortium of research entities and

evaluate its performance through a case study. We believe that this would further help improving

the approach.
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Appendix A

Interview Questions

This appendix contains the questions for the interviews with experts to evaluate the feasibility

and the benefits of the contributions developed. For more information about the validation and

interviews, please refer to Chapter 6 (p. 87).

Since one of our objectives was to explore the field of health data research in order to under-

stand the current problems in the ecosystem, we prepared an initial set of questions that evaluate

our understanding of the current issues. Furthermore, we also evaluate the feasibility and the ben-

efits of the solution developed, explained in Chapter 5 (p. 67), so we have prepared a second set

of questions in order to provide an evaluation, based on expert opinion.

Below, there are five sections, each one with a different set of questions. The two first sections

(A.1 and A.2) present the two first sets of questions, that aim to evaluate our understanding of the

current issues. The three last sections (A.3, A.4 and A.5) present the three last sets of questions,

to evaluate the feasibility and the benefits of the solution developed.

A.1 Conflicting Interests and Competition (CI)

• Are there conflicting interests of the entities (data processors and data repositories) in the

current system?

– Which conflicting interests do entities have?

• Are the entities in the system competitors of each other?

– What do they want to achieve first?

• Do you think that this competition leads to secrecy of internal procedures? Could it also

lead to dishonesty?

– Can it incentivise entities to use other entities’ data without giving them credit? And

without properly licensing it?

• Do you think that this competition leads to secrecy of the produced data?
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– May this happen for fear of not being given credit?

– Is that a problem? Are entities frustrated with it in the sense that they know it holds

back their progress?

• Would entities be more willing to provide data to other entities if they could trust others

wouldn’t use their data without giving them credit?

– Could they make more progress if they provide the data to other entities and, therefore,

are provided data by other entities?

– Would entities provide data to other entities if they were also provided data by them?

– Would entities provide their data to data processors if they can use their computational

resources?

A.2 Process of Building Trust (BT)

• Are data processor entities currently unsure about what processing procedures (algorithms,

configuration parameters and implementation) other processor entities take?

– What are the consequences of it?

• Would knowing the processing steps of an entity build trust towards the datasets it produces?

– How is this trust currently built?

– Does that trust make other entities willing to collaborate with that entity (the one that

has built trust)?

• Is sharing processing steps details for public datasets a feasible mechanism of evaluating an

entity’s processing procedures (in order to build trust on that entity)?

– Are entities interested in sharing processing steps details for public datasets so that

other entities are more willing to collaborate with them?

• Which other mechanisms of building trust could be used?

• Would the entities involved be interested in licensing the data?

– Would data owners be interested in licensing the data (e.g., to pharma industries)?

– Would pharma industries be interested in licensing data from data processor entities?

A.3 Feasibility and the benefits of the approach (FB)

• Does a decentralized database (blockchain, where all nodes agree on the data) that allows

entities to register the processing results for public datasets provide a feasible mechanism

of evaluating an entity’s processing procedures (in order to build trust on that entity)?
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– Are entities interested in sharing these results and respective processing steps on the

decentralized registry so that other entities are more willing to collaborate with them?

• Does providing a mechanism to quickly validate the entries of that registry (with less de-

centralization than data storage, but still decentralized, through the voting rounds) further

improve solving the problem (without nodes having to run the transformations themselves,

which is computationally expensive)?

• Does providing a mechanism to verify the information without trusting validators give more

confidence over it (even though it takes a lot of computational effort, but it could also be

done only in certain cases)?

• Does providing both worlds (by voting rounds and full validation) make the system more

suitable for all use cases?

A.4 Benefits of the Solution for Patients (PT)

• Can the traceability of the transformations of health data give patients more confidence over

the data sharing system?

• Can the traceability of the transformations help rewarding patients that have contributed to

help reach important breakthroughs in disease treatment so that they are more willing to

provide their health data?

A.5 Feasibility of the Rewards System (RS)

• Is reputation a good incentive for entities to be honest in the process of voting for health

data?

• Does the loss of reputation provide a disincentive for being dishonest, by thinking that, if

the majority is honest, their reputation will be lost?

• Is gaining reputation a good incentive for verifying other’s transformations data, given that

it is a computationally expensive process?

• Is fear of losing reputation enough to discourage entities from submitting unvalidated votes

(without going through the processing)?

• Is losing reputation enough to discourage entities from submitting unvalidated votes (with-

out going through the processing)?
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