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Abstract

In public—key cryptography each entity generates a public and secret key. The public key
is published alongside the user’s identity, whereas the secret key is kept private. Signature
schemes allow a signer with their secret key to “sign” a message producing a digital
signature. This signature can be publicly verified and ensures that the message originated
from the signer associated with the public key. Group signatures allow users to sign on
behalf of a group of users. Essentially, this ensures that the message originates from any
member of the group. However their identity within this group is not revealed, except
to a trusted opener who holds the opening secret key. In this thesis we introduce several
variants of group signature schemes for two applications.

The first application is reputation systems, which assign a user or item a reputation
value that can be used to evaluate trustworthiness. Examples of this include Amazon,
which rates sellers out of 5, and AirBnb which rates properties and users out of 5. In
a reputation system a user often has multiple items associated with them; for example,
on Amazon a user may sell several products. We introduce a new cryptographic model,
whereby reputation values are given to users, as opposed to existing cryptographic models
where reputation values are given to items. To allow for user privacy, a user’s items cannot
be linked. We prove this model can be achieved using two variations of a group signatures
scheme, with low additional efficiency cost given the extra functionality.

The collection of user data, such as health care records or other personal data, for pro-
cessing is our second application. Group signatures allow user data to be collected while
preserving the user’s privacy but still ensuring it originates from a group member. How-
ever, the correlation of data by user is useful for processing data. Therefore, the linkability,
i.e. whether signatures can be linked by user, must balance utility and privacy. We intro-
duce a new variant of group signature scheme that provides a more flexible and privacy-
friendly form of linkability. When created, all signatures are fully unlinkable, but can be
made linkable via a centrally trusted entity known as the converter. We formally define
the requirements for this new type of group signature scheme and provide an efficient
instantiation that provably satisfies these requirements.

The previous model captures a setting where the entity collecting and processing data is
the same. Therefore the data collector can be assumed to only submit honest input to the
converter. The outputs of the converter do not provide any assurance that data originated
from a group member. We extend the previous model to remove this assumption and allow
authentication to be preserved after data is converted. In order to provide a provably
secure construction we introduce: commuting group signatures. These signatures lift the
idea from the existing work of commuting signatures to the setting of group signatures.
We formally introduce these signatures and show how they can be realised.
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Chapter 1

Introduction

Contents
1.1 Motivation . . . .. ... i i e e e e e 14
1.2 Chapter Overviews . . . . . . .. .ttt i ittt 17
1.3 Publications . . . . . . . . . .. e 18

This chapter provides the motivation for the work in this thesis and an overview of the

structure.

1.1 Motivation

Group signature schemes [49] allow group members to sign on behalf of a group, without
revealing their identity within this group. A group signature ensures that a message
originates from a member of the group. To ensure accountability, a trusted opener has
the power to de-anonymise signatures with the opening secret key. In this thesis we will

introduce variants of group signature schemes for two different applications.

Our first application is centralised reputation systems [7, 18, 58, 70, 106, 112, 128], where
a user or item is allocated a reputation value representing trustworthiness or merit. Cen-
tralised schemes are managed by a trusted entity who forms reputation values. However
forming reputation values is often at odds with privacy. If reputation values are formed
from feedback given by other users, then the privacy of this feedback should be ensured,
whilst also ensuring that feedback is not given in an unfair way. For example a user

could unfairly influence another’s reputation by giving a large amount of positive or neg-
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1.1 Motivation

ative feedback on the same subject. Also to form a reputation value on a user’s entire
behaviour, their activities must be linked together. This linkability could potentially be

used to de-anonymise users.

In order to address this, cryptographic models have been proposed to capture the key
security and privacy properties that a reputation system should satisfy [7, 18, 58]. Differ-
ent cryptographic techniques have been used to provide instantiations that achieve these
models. Group signature schemes have been used to allow feedback to be provided while
avoiding multiple feedback on the same item [18, 58]. They have also been used to enable

the formation of reputation values whilst ensuring the privacy of users’ behaviour [70, 106].

Contribution. In this thesis we establish a cryptographic model for a centralised rep-
utation system in a setting where user behaviour is unlinkable and reputation is given
to users instead of items. This ensures that users are accountable for all their behaviour
within the system. For example, in the context of a car pooling app, we ensure that a
user’s journeys (or items) cannot be linked together. However, we still allow for a user’s
reputation to be based on all of their activities on the app, so that it accurately reflects
their overall behaviour. We show that this model can be achieved by using two variants
of group signature schemes. The first variant allows reputation to be bound to group
signatures, so that reputation can be proved alongside group membership. The second

variant is based on an existing primitive, direct anonymous attestation [29].

Our second application is the collection and processing of data for privacy enhancing ap-
plications. Group signatures enable data to be stored authenticated, whilst also preserving
a user’s privacy. However there should be a balance between privacy and utility: the cor-
relation of data by user is often necessary for data processing. For example, several high
value measurements of blood pressure over many users may have very different implica-
tions than if they were all associated with a single user. Often the exact reason for data
processing is not clear when data is collected. Data collectors gather large amounts of data
but will only use small subsets when necessary for particular applications. For example,
public Wi-Fi data was accidentally captured by Google Street View cars but later used to

improve Google’s location services.

The opener, a trusted entity with the opening secret key, could de-anonymise signatures to

15



1.1 Motivation

allow for processing. However, this is potentially privacy intrusive, as the opener has the
power to de-anonymise all signatures. Alternative variants of group signatures have been
proposed which, instead of the opening functionality, allow signatures to be linked. This
means that signatures do not have to be fully de-anonymised, yet the correlation of data
by user can still be determined. Controlled linkability [79, 80, 120] allows for the linking
of signatures by a trusted entity with a linking secret key. However, this is still privacy
invasive since the linking entity can obtain information about the linking of signatures.
Also it does not scale well, as each pair of signatures must be linked. This means linking
a set of n signatures would require (g) operations. User controlled linkability [29] allows a
user to choose a basename, as well as a message to sign. Signatures on the same basename
can be publicly linked. However the linking can be determined by all, not just a trusted
entity. Also the signatures that need to be linked must be determined at the point of data
collection, which is not flexible enough. This is because, the purpose of the data may not

be known until later.

Contribution. In this thesis we firstly introduce a new variant of group signatures:
group signatures with selective linkability. Data is stored authenticated and unlinkable
by the data collector. We refer to the part of a signature that provides linkability as
a pseudonym. When a subset of pseudonyms, are processed, they can be linked in a
controlled way by a trusted central entity known as the converter. Specifically, this linking
should be performed blindly, so that the messages/ pseudonyms that are being linked, and
their linkage is not revealed to the converter. This linking is non-transitive, meaning
pseudonyms can only be linked within the same query to the converter. This ensures that
a list of linked pseudonyms cannot be gradually built up by the data collector. We assume
both the data collector, and converter are honest-but—curious, i.e. we assume they follow
the protocol honestly, but will attempt to learn all possible information. Therefore, only

correctly formed messages and pseudonyms are input to the converter.

Secondly, we introduce an extended model, for a setting where the data collector is split
into a data lake and data processor. A data lake is an entity that has collected a large
amount of user data, which they could then sell or pass on to data processors if a use for
this data is found. For example, groups of hospitals could collect anonymised healthcare
records of patients stored in a data lake. Researchers could then request relevant data

for analysis. The data processor can no longer trust that correctly formed pseudonyms
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1.2 Chapter Overviews

were input to the converter. Therefore signatures as well as pseudonyms must be input
to the converter. To ensure that authentication is preserved, the converter must also
output signatures. Finally, in order to achieve this model, we introduce commuting group
signatures as a building block. These allow both messages and signatures to be blinded,
whilst still allowing for public verifiability, similarly to commuting signatures [66]. Blinded
signatures can still be opened to reveal a blinded identity. Therefore, blinded group

signatures can now be input to the converter who can verify and blindly open them.

1.2 Chapter Overviews

Chapter 2 presents preliminaries used throughout this thesis. This includes an introduction

to the notation used and core definitions.

In Chapter 3 we focus on the first application of reputation systems. We provide a cryp-
tographic security model for a centralised reputation system where reputation values are
given to users instead of items. We then present two building blocks and show how they
can be used to build a construction for such a reputation system. These are a direct
anonymous attestation scheme [29], and a modification to an existing group signature
scheme that allows reputation to be proved alongside group membership. We then prove
the security of this construction in our model, and evaluate how susceptible it is to conven-
tional attacks against reputation systems outside the scope of our cryptographic model.
We provide a concrete instantiation of our construction and analyse the efficiency of this

in comparison to other relevant reputation systems.

In Chapter 4 we consider our second application of data collection/ processing. We provide
a security model for our group signatures with selective linkability, defining the security
and privacy properties required. We then present a construction and prove the security
of this in the model. This construction makes use of ElGamal encryption [59], BBS+
signatures [9] and signature proofs of knowledge [46]. We then provide a concrete instan-
tiation for these building blocks and evaluate the efficiency of this in terms of the sizes of

pseudonyms/ signatures, and the number of operations required.

In Chapter 5 we introduce commuting group signatures, which will be used as a building

block to achieve the extended model for group signatures with selective linkability defined
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in Chapter 6. We first present a formal security model for this new primitive, including
syntax and the necessary security and privacy properties. The standard security require-
ments for group signatures should apply, but now must hold for both standard and blinded
signatures. We also must ensure the security of the blinding of messages and signatures.
We then provide a construction, making use of malleable proof systems [45], automorphic
signatures [65], and ElGamal encryption. We prove our construction is secure, and then
provide a concrete instantiation of these building blocks. We compute the sizes of these

signatures in terms of the number of group elements.

In Chapter 6 we provide an extended security model for group signatures with selective
linkability, which takes into account the split data lake/ data processor. We provide
updated syntax to take into account that signatures are now input to the blind and
convert algorithms. We extend our security requirements to so that we no longer assume
that all inputs to convert from the data lake are correctly formed. We also ensure that the
unforgeability properties now hold for blinded and converted signatures. We then present
a construction making use of a commuting group signature scheme, as given in Chapter 5,
as a building block. The construction also makes use of a signature proof of knowledge and
a standard signature scheme. We then prove this construction secure under the extended
security model. We show that the concrete instantiation of commuting group signatures
given in Chapter 5 is compatible with our construction, and also provide an instantiation
of the other building blocks used. We analyse the efficiency of this in comparison to the

instantiation given in Chapter 4.

1.3 Publications

Chapter 3 is based on the paper “A New Approach to Modelling Centralised Reputa-
tion Systems”, which was joint work with Elizabeth A. Quaglia. This was presented at
AFRICACRYPT 2019 [71]. Preliminary work on this topic was included in the paper
“Reputation Schemes for Pervasive Social Networks with Anonymity”, which was joint

work with Keith Martin and Siaw—Lynn Ng. This was presented at PST 2017 [70].

Chapter 4 is based on the paper “Group Signatures with Selective Linkability”, which was
joint work with Anja Lehmann. This was presented at PKC 2019 [69].
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Chapters 5 and 6 are based on the paper “Convertible Group Signatures — Stronger Se-
curity and Preserved Verifiability”, which was joint work with Anja Lehmann. This is

currently under submission.
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This chapter introduces the standard notation, key building blocks, and definitions that
will be used throughout this thesis. For a comprehensive background on these notions,

see [82].

2.1 Notation

We first provide some basic notation and group theory that will be used throughout the

thesis.

We denote the set of integers as Z, the set of natural number as N and the set of real

numbers as R. A positive integer is a prime if it only has two divisors: 1 and itself. Let Z;
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2.2 Provable Security of Cryptography

denote the set {1,..,p—1}. We denote the set of consecutive integers {4, ..., j} for integers

i <7, as [i,j], and [n] denotes the set {1,...,n} for n > 1. We denote the empty set as ().

A function, f: N — R, is negligible on its input, if for every positive polynomial p, there
exists an N such that for all integers n > N, f(n) < ﬁ. Throughout this thesis, we

shall denote an arbitrary negligible function by negl().

We denote assigning the value x to the variable y as y < z, and y <—s.S denotes choosing
an element from a finite set S uniformly at random and assigning it to the variable y. If
A is a deterministic function, y < A(xy,...x,) denotes assigning the result of running A
on the inputs z1 to x, to an output y. If A is instead a probabilistic algorithm, y <s A()
denotes assigning the output of A to the variable y. We let L denote a failure symbol,

and PPT denote probabilistic polynomial-time.

2.2 Provable Security of Cryptography

In cryptography it is vital to precisely define security for cryptographic primitives, because

otherwise it is not possible to precisely evaluate the security of the construction.

One way of defining security is using security games, which will be the method we use
throughout this thesis. The games are designed to model real life security, incorporating
the threat model by the input given to the adversary, and the security goals by the
conditions the adversary must satisfy to win. In a security game a challenger interacts
with a probabilistic polynomial-time adversary A. The challenger provides the adversaries
inputs and receives outputs in return. In some cases the adversary may keep track of a
state throughout, so can “remember” past inputs and computations. At the end of the
game the challenger decides if the adversary has won or lost based on what they have
output. We say that if any adversary can only “win” with negligible probability then the
cryptographic primitive is secure. The adversaries are often given access to oracles for
particular functions. These allow the adversary to submit queries to the challenger who
performs some function on this input, alongside some other private input, and returns the

output of this function to the adversary.

Security can also be defined using simulation based security definitions. In this case, an
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ideal functionality is given for the cryptographic primitive and we say a construction is

secure if it is indistinguishable to an adversary from the ideal functionality.

In order to ensure that a construction satisfies the security requirements for a crypto-
graphic primitive, proofs of security must be provided that this is the case given a set of
assumptions. These proofs of security often take the form of reductions from the security

of the scheme to a cryptographic hardness assumption.

2.3 The Discrete Logarithm problem

We let G denote a group generation algorithm that on input a security parameter 17
outputs a description of a cyclic group along with its prime order p and a generator g € G.
The size of the group output will depend on the security parameter 7 input. We require
that the group operation can be computed efficiently. For each h € G there is a unique x
in Zj, such that h = g*. We call this « the discrete logarithm of h with respect to g. The
discrete logarithm problem in a cyclic group G is, for a uniformally chosen A, to compute
the discrete logarithm of h with respect to g. We say the discrete logarithm problem is
hard with respect to G, if for all PPT algorithms A, the probability that they solve the
discrete logarithm problem for the group output by G with input 17, is negligible in 7.
The discrete logarithm assumption is the assumption that there exists G for which the

discrete logarithm problem is hard.

2.3.1 The Diffie-Hellman problems

The Computational Diffie-Hellman assumption, which we will refer to as the CDH as-
sumption, and the Decisional Diffie-Hellman assumption, which we will refer to as the
DDH assumption, are two assumptions that are related (but not equivalent) to the Discrete

Logarithm assumption.

The Computational Diffie-Hellman problem is given a prime p order group G, a generator
g and uniformally chosen group elements hi, ho € G, compute g*'*2 where x1, xo are the

discrete logarithms of hi, hy with respect to g .
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2.3 The Discrete Logarithm problem

The Decisional Diffie—Hellman problem is given a prime p order group G, a generator g
and uniformally chosen group elements h1, ho € G, to distinguish between g*1*2 where 1,

2o are the discrete logarithms of hi, he with respect to g and a uniform group element.

The random self-reduction for DDH [105, 122] randomises a DDH problem instance so
that if the input is a random DDH 3—tuple then the output is a random DDH 3—tuple,
and otherwise the output is a random 3—tuple. In [127] an exzpanded self-reduction is given
that will be used in this thesis. If the input is a random DDH 3—tuple (z,y, z) then the
output is two random DDH 3-tuples (2/,¢/, 2’) and (2”,%/,2") with ¢ in common, and
otherwise (2/, 2”1/, 2', 2") is a random 5-tuple. This can be generalised so that the output

is either k¥ random DDH tuples with %’ in common, or a random 2k + 1-tuple.

2.3.2 Bilinear Maps

Let G1, Go, Gy be cyclic groups of prime order p. A bilinear map e : Gy X Gg — G must
satisfy the following conditions: bilinearity, i.e., e(g7,95) = e(g1,92)*Y; non-degeneracy,
i.e., for all generators g1 € G and gs € Go, e(g1, g2) generates Gr; and efficiency, i.e., there
exists an efficient algorithm G(17) that outputs a bilinear group (p, Gy, G2, Gr, e, g1, 92),
and an efficient algorithm to compute e(a,b) for all a € G1, b € Go. Bilinear maps are

also referred to as pairings.

In [67] pairings are classified into three different types. For type—1 pairings, G; = Go.
For type—2 pairings, G; # Go, but there is an efficiently computable homomorphism
Y : Gy — Gy. For type-8 pairings, G; # Go and there is no efficiently computable

homomorphisms between G1 and Gs.

We use type—3 pairings [67] in this work; i.e., we do not assume G = Gy, or the existence of
an homomorphism between both groups in our scheme and security proofs. The advantage
of type-3 pairings is that they enjoy the most efficient curves, when balancing the cost of
pairings and group operations, the size of the representation of an element of Go and the

flexibility of parameter choice [47, 67].
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2.3.3 ¢-Strong Diffie-Hellman Assumption

The ¢-Strong Diffie-Hellman assumption which we will refer to as the ¢-SDH assumption

is another hardness assumption related to the discrete logarithm assumption.

There are two versions of the g-Strong Diffie-Hellman assumption. The first version, given
by Boneh and Boyen in [19], is defined in a type—1 or type—2 pairing setting. We will refer

to this version as the Eurocrypt version. It is stated as follows:

Definition 2.1 (¢-SDH assumption (Eurocrypt Version)). In (G, G2), with an homomor-

phism © : Gy — Gq: given (Sy, Sa, S, 8997, ..., 809%) such that S; € Gy, S € Ga, Sy =
1

(S2), output (S}, z) € Gy x Z,\{—x}-

We use the second version of that definition that supports type—3 pairings and was stated
in the journal version of their paper [20]. We will refer to this version as the JoC version.

It is stated as follows:

" : : : : x o (x)? (x)? X
Definition 2.2 (¢-SDH assumption (JoC version)). Given (g1, 97, 97" s, 97" +92,93)

1

such that g1 € Gy, g2 € Ga, output (¢, , ) € Gy x Z,\{—x}.

2.3.4 LRSW Assumption

Another hardness assumption related to the discrete logarithm problem we will use in this

thesis is the LRSW assumption [97].

Definition 2.3 (LRSW assumption). Let an adversary be given (G1, Gz), with generators
G1, G of Gy, G respectively, X = G5, Y = Gg for some x,y € Z;‘, and access to an oracle
that when f is input, outputs (A, A®, A*A/°) where A = G for uniform r € Ly 1t is
hard for the adversary to output (f, A, B,C) such that A € G, B = A%,C = A*AfB,

and f has not been queried to the oracle.

2.4 Random Oracle Model

In this thesis we will make use of the random oracle model [13] as an assumption. The

random oracle model is a powerful tool that allows many practical schemes to be proven
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secure.

The random oracle model firstly assumes that a hash function can be modelled in security
proofs by a black box that on receiving an input  outputs y. If x has been input previously,
then the same y should be output. If z has not been input previously, then y should
be chosen uniformally at random, and (z,y) should be stored for future queries. If an
adversary queries z to H then the reduction in the proof of security can see the query
and learn x, which is referred to as extractability. The reduction can also set the value of
H(z) to a value of its choice, provided it is correctly distributed, which is referred to as

programmability.

The value of proofs based on the random oracle model is still under debate within the
cryptographic community. Examples of cryptographic schemes that can be proved secure
under the random oracle, but where any practical instantiation can be shown to be insecure
were found in [42]. However these schemes were contrived, and so far there have been no
successful “real world” attacks on schemes proved secure under the random oracle model.
When instantiated properly with a suitable hash function, proofs under the random oracle
are still seen as strong evidence that a cryptographic construction will resist attacks in

practise [31].

2.5 Basic Cryptographic Primitives

2.5.1 Encryption Schemes

A public-key encryption scheme consists of the following probabilistic polynomial-time

algorithms:

e EncKGen(17): takes as input the security parameter 1™ and outputs the public key

pk and secret key sk.

e Enc(pk,m): takes as input the public key pk and a message m from the message

space, and outputs a ciphertert c.

e Dec(sk,c): takes as input the secret key sk and a ciphertext ¢, and outputs a message
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m or a decryption failure 1.

Correctness. We say the encryption scheme is correct if for all messages m in the
message space, the probability that Dec(sk, Enc(pk,m)) # m is negligible in 7. We say
an encryption scheme is perfectly correct if, for all messages m in the message space, the

probability that Dec(sk, Enc(pk,m)) # m is 0.

2.5.1.1 Security Against Chosen—Plaintext Attacks

Security against chosen—plaintext attacks captures that an adversary should not be able

to distinguish between encryptions of two messages chosen by the adversary.

We now present the security game corresponding to the indistinguishable encryptions under

a chosen—plaintext attack (ind-cpa) requirement.

Experiment: Expfgcll{cl’ “b(r)

(pk, sk) <—s EncKGen(17), (mg, m1, st) <—s.A(choose, pk)
¢ +s Enc(pk, my), b* s A(st, guess, ¢)

return b*

Definition 2.4. A publickey encryption scheme II has indistinguishable encryptions
under a chosen—plaintext attack if, for all probabilistic polynomial-time adversaries A, the

following advantage is negligible in 7: \Pr[EpoL’UIl{Cpa*O(T) = 1]—Pr[Expr%ﬁCpa71(7') =1]|.

2.5.1.2 Security Against Chosen—Ciphertext Attacks

Security against chosen—ciphertext attacks captures that an adversary should not be able
to distinguish between encryptions of two messages, even when the adversary is able to
obtain decryptions of arbitrary ciphertexts. This ensures that the encryption scheme is
non-malleable [11]. This means that, given an encryption ¢ of a message m, an adversary
cannot transform this into a new ciphertext, which is an encryption of a known function

of the original message.
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We now present the security game corresponding to the indistinguishable encryptions under

a chosen—ciphertext attack requirement.

DEC(c)

if ¢ =c¢ return 1 else return m’ < Dec(sk,c)

ind—cca2—b

Experiment: Exp’y (1)

(pk, sk) <—s EncKGen(17), (mg, m1, st) s APEC(choose, pk)
¢ s Enc(pk,mp), b* s APEC(st, guess, c)

return b*

Definition 2.5. A public—key encryption scheme II has indistinguishable encryptions un-
der a chosen—ciphertext attack if, for all probabilistic polynomial-time adversaries A, the
ind—cca2—0 ind—cca2—1

following advantage is negligible in 7: | Pr[Exp’jT; (1) = 1] — Pr[Exp'y'|; (1) =
1]].

2.5.2 ElGamal Encryption

We will use the ElGamal encryption scheme [59] in this thesis. This encryption scheme

has public parameters (G, g, p). We now present algorithms ElgGen, ElgEnc, ElgDec.

ElgGen(17) ElgEnc(pk, m) ElgDec(sk, (c1,c2))

sk s Z,, pk < g*F r<sZy return c< (g, pk"m) return m <« cchSk

return (pk, sk)

Assuming the DDH assumption holds in G, ElGamal encryption is chosen—plaintext se-

cure [59].

Later in this thesis, we will use the homomorphic property of ElGamal; i.e., if C; €

ElgEnc(pk, m1) and Cy € ElgEnc(pk, ms), then C; ® Cy € ElgEnc(pk, my - ma).

We further use that ElGamal ciphertexts ¢ = ElgEnc(pk, m) are publicly re-randomisable;

i.e., the re-randomised version ¢’ of ¢ looks indistinguishable from a fresh encryption of
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the underlying plaintext m. The following procedure clearly satisfies this:

Re-randomisation: On input (pk, (c1,c2)), 7' <=sZ; and output (clg’”/, czpk"/).

2.5.3 Signature Schemes

A signature scheme consists of the following probabilistic polynomial-time algorithms.

e SigKGen(17): takes as input the security parameter 1™ and outputs the public veri-

fication key vk and secret signing key sk.

e Sign(sk,m): takes as input the signing key sk and a message m, and outputs a

signature o.

o Verify(vk, m,o): takes as input the verification key vk, a message m, and signature

o, and outputs 1 if ¢ is valid with respect to vk, m, and 0 otherwise.

Correctness. We say a signature scheme is correct if for all messages m in the message
space, the probability that Verify(vk, m,Sign(sk,m)) # 1 is negligible in 7. We say a
signature scheme is perfectly correct if for all messages m in the message space, the

probability that Verify(vk, m,Sign(sk,m)) # 1 is 0.

2.5.3.1 Defining the Security of Signature Schemes

The security requirements capture that an adversary cannot produce a signature on a
message of their choice without knowledge of the secret key, even when it can see signatures

of other messages.

We now present the security game corresponding to the existential unforgeability under
an adaptive chosen—message attack (EUF-cma) requirement. The adversary is given the
verification key vk and a signing oracle for secret key sk. The signing oracle is input a
message m’, and keeps track of inputs in the list M. The adversary must output a valid

signature for a message m not stored in M.
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SIGN(m/)

M+ MU{m'} return o «sSign(sk,m’)

Experiment: Exp’%; forge (r)

(vk, sk) < SigKGen(17), M <+ 0, (m, o) s ASN(vk)
if m € M or Verify(vk,m,0) #1 return 0 else return 1

Definition 2.6. A signature scheme II is existentially unforgeable under an adaptive
chosen—message attack if, for all probabilistic polynomial-time adversaries A, there is a

negligible function negl such that Pr[Exp‘j?ﬁforge(r) = 1] < negl(7).

There is also a strengthened version of this security notion: strong existential unforgeability
under an adaptive chosen—message attack. We now present the security game for this

requirement.

SIGN(m)

o +sSign(sk,m'),M <~ M U{m/,c} return o

EXperiment; Expjggstrongforge (7_)

(vk, sk) < SigKGen(17), M « 0, (m, o) s A>N(vk)
if (m,o0) € M or Verify(vk,m,0) #1 return 0 else return 1

Definition 2.7. A signature scheme II is strongly existentially unforgeable under an
adaptive chosen—message attack if, for all probabilistic polynomial-time adversaries A,

there is a negligible function negl such that Pr[Expfjgl-IStmngforge(T) =1] < negl(7).

2.5.4 Structure Preserving Signatures Schemes

A structure preserving signature scheme [5] over a bilinear group (p, G1, Ga, Gr, e, g1, g2)
is an EUF-cma secure signature scheme such that the verification keys, messages and
signatures are elements of G; and Go, and the verification predicate is a conjunction of

pairing-product equations over the verification key, the message and the signature.
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2.5.5 Camenisch-Lysyanskaya Signatures

We will use the Camenisch—Lysyanskaya (CL) signature scheme [39] in Chapter 3. The
public parameters of the signature scheme are the bilinear group: param¢; = (p, G1, G, Gp,

e, g1, 92). We now present the algorithms CLKGen, CLSign, CLVerify.

CLKGen(paramc,)

x s Ly, y s Ly, sk < (x,y), X < G3,Y < G§,vk < (X,Y) return (vk,sk)

CLSign((z,y), m)

A<+sGy, return o« (A, AY ATA™Y)

CLVerify((X,Y),m, (A, B,())
if e(A,Y) =e(B,Gs2) and e(AB™, X) = e(C,G2) return1l else return 0

The CL signature scheme is existentially unforgeable under a chosen—message attack under

the LRSW assumption [39].

2.5.6 BBS+ Signatures

We will use the BBS+ signature scheme in Chapter 4. This signature scheme was given
by Au et al. [9], and inspired by the BBS group signature scheme introduced in [21]. The
public parameters of the signature scheme are the bilinear group: (p, G1, Go, Gp, e, G1, G2).

We now present the algorithms BBSGen+, BBSSign+, BBSVerify+.

BBSGen—+(17)

hi <Gy, hy <Gy, 2 s Zy, w < G5, sk < x,pk < (w, h1, he) return (pk, sk)

BBSSign+(z, m)

1
81482y, S2 <82y, A < (G1h]?hy")*17® return (A, sq, s2)

BBSVerify+((w, h1, ha), m, (A, s1,52))

if A€ Gy and e(A, wG5') = e(G1h12hS',G2) return 1 else return 0

Originally, Au et al. [9] proved the BBS+ signature scheme existentially unforgeable under
chosen—message attacks under the Eurocrypt version of the ¢-SDH assumption, making

use of the homomorphism between the groups in the security proof. However, in our
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security proofs, we will make use of techniques from [32] which prove the unforgeability of

BBS+ signatures in the type—3 setting.

2.6 Zero—Knowledge Proofs of Knowledge

Intuitively, zero—knowledge proofs allow a prover to interact with a verifier demonstrating
that a proposition holds, without revealing any extra information. In fact, if the proposi-
tion is true, the verifier might as well have simulated the interaction on their own. A proof
of knowledge proves not only that a proposition holds but also that the prover knows a

valid witness of this.

We define a zero—knowledge proof of knowledge (ZKPoK) for a language L, which consists
of a set of instances for which there exist a valid witness, defined by the relation R. More

formally L = {z : 3w s.t (z,w) € R}.

Definition 2.8 (Zero—Knowledge Proof of Knowledge). An interactive zero—knowledge
proof of knowledge for a language L defined by relation R consists of two interactive PPT

algorithms P and V such that the following conditions hold:

1. Completeness For all (z,w) € R, Pr[(P(z,w),V(z)) =1] = 1.

2. Soundness For all = ¢ L, for all adversaries A, the probability Pr[(A(x), V(z)) = 1]

is negligible. Perfect soundness is achieved if this probability is 0.

3. Zero—Knowledge For all PPT adversaries A, there exists a probabilistic PPT
algorithm S such that for all (x,w) € R, then the distributions of (P(z,w), A(z))
and S(x) are computationally indistinguishable. Perfect zero—knowledge is satisfied

if the two distributions are identically distributed.

4. Knowledge Soundness with error s There exists a PPT E such that for every
adversary A that outputs z such that Pr[(A,V(z)) = 1] = €(|z|) > k(|z|), then
EA0(x) outputs w such that (z,w) € R with probability e(|z|) — x(|z]).
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2.6.1 Non—Interactive Zero—Knowledge Proofs

In a non—interactive zero—knowledge proof, the prover does not interact with the verifier.

Instead, all parties have access to a trusted common reference string (CRS).

Definition 2.9 (Non-Interactive Proof Systems). A set of algorithms (CRSSetup, P, V)
constitute a non-interactive (NI) proof system for an efficient relation R with associ-
ated language Lp if completeness and soundness are satisfied. A NI proof system is
extractable if, in addition, the extractability property is satisfied. An NI proof system is
zero—knowledge (NIZK) if the zero—knowledge property is satisfied. A NIZK proof system
that is also extractable constitutes a non-interactive zero—knowledge proof of knowledge
(NIZKPoK). An NI proof system is witness-indistinguishable (NIWI) if the witness—
indistinguishability property is satisfied. A NIWI proof system that is also extractable

constitutes a non-interactive zero—knowledge proof of knowledge (NIWIPoK).

1. Completeness. For all o¢s < CRSSetup(17) and (z,w) € R, V(0s,x,m) = 1 for

all proofs m <—s P (0crs, T, w).

2. Soundness. For all PPT adversaries A, and for o¢s s CRSSetup(17), the proba-
bility that A(o¢s) outputs (z, ) such that x ¢ L but V(ogs,z,7) = 1 is negligible.

Perfect soundness is achieved when this probability is 0.

3. Extractability. There exists polynomial-time extractor algorithms E = (E1, E»),

with F1(17) outputting (oext, 7e), and Fa(Text, Te, , ™) outputting w, such that:

(a) E1(17) outputs oex that is indistinguishable from oc.s output by CRSSetup(17).
(b) for all PPT adversaries A, the probability that A(cext, Te) (Where (Text, Te) <
Eq(17)) outputs (z,m) such that V(oes, z,m) = 1 and (z, E2(Oext, Te, &, T) € R,

is negligible.

Perfect extractability is achieved if this probability is 0, and ey is distributed iden-

tically to ocys.

4. Zero—Knowledge. There exists a polynomial-time simulator algorithm S = (51, S2),
with S7(17) outputting (osim, 7s), and S2(0sim, Ts, ) outputting 74, such that for all
(x,w) € R and PPT adversaries A, the following two interactions are indistinguish-

able:
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e We give the adversary A the CRS o¢s s CRSSetup(17) and oracle access to
P(0crs, *,+) (where P will output L on input (z,w) such that (z,w) ¢ R).

e We compute (0sim, 7s) <5.51(17) and give the adversary A the simulated CRS
osim and oracle access to S2(0sim,7s, ), where, on input (z,w), S outputs

S2(0sim, Ts, x) if (z,w) € R and L otherwise.

Perfect zero—knowledge is achieved if for all (z,w) € R, these interactions are dis-

tributed identically.

5. Witness—Indistinguishability. For all (z,w;,ws) such that (z,w1), (z,w2) € R,
the tuple (o¢s, 1) is indistinguishable from (o¢s, m2) where o¢rs <—s CRSSetup(17),
and for i € {1,2}, m; <—sP(0cs, T, w;). Perfect witness indistinguishability is achieved

when these two distributions are identical.

Simulation Sound Extractability The simulation soundness requirement [52, 116] en-
sures that soundness holds, even when the adversary is able to see simulated proofs as in
the zero—knowledge property. This was strengthened in [75] to ensure that extractability
holds, even when the adversary is able to see simulated proofs. All proofs that were not

simulated should be extractable.

Definition 2.10 (Simulation Sound Extractability). Let (CRSSetup, P, V) be a NIZKPoK
system for an efficient relation R, with a simulator (S7,52) and an extractor (Ep, Ez).
Let SE; be an algorithm that, on input 17, outputs (Gext,7s,7e) such that (Oext,Ts) is

distributed identically to the output of S;. Consider the following game with the adversary
A:

L (Ucrsa Ts, Te) s SEl(lT)
o (z,7) s A% ™) (gog T

o w < Ey(0crs, Te, x, ).

The proof system satisfies simulation-sound extractability if for all PPT algorithms A
there exists a negligible function negl such that the probability that V(os,z,7) = 1 and
(x,m) ¢ Q (where Q is the set of queried statements and their responses) but either

(xr,w) ¢ R or w =1 is at most negl(7).
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2.6 Zero—Knowledge Proofs of Knowledge

2.6.2 Fiat—Shamir Transform

The Fiat-Shamir transform [63] allows for interactive proofs to be transformed into non-

interactive ones in the random oracle model.

The honest—verifier zero—knowledge property is a weakening of standard zero—knowledge
such that the verifier now performs their side of the protocol honestly. An interactive,
constant round, honest—verifier zero—knowledge proof of knowledge Il where the verifier
is public coin, i.e. its messages are fresh, random coins, and can be transformed into a

non-interactive proof Ilgg as follows.

e The verifier chooses a hash function.

e The prover executes the protocol, replacing messages with the verifier by the hash

of the transcript so far.

e The verifier checks that the transcript would have been accepted, and is consistent

with the hash function.

If we model the hash function in the random oracle model, then the security of the inter-
active proof system II implies the security of Ilgs [4, 62, 113]. Proofs can be simulated by
programming the random oracle. Extraction occurs by rewinding and programming the
random oracle model, due to the Forking Lemma [114]. This lemma roughly says that if
an adversary has a non—negligible success probability in proving a statement then, after
rewinding to a crucial random oracle query and changing the response, the adversary will

generate a second successful proof with non-negligible probability.

2.6.3 Proofs of Discrete Logarithms

We follow the notation defined in [35] when referring to zero—knowledge proofs of knowl-
edge of discrete logarithms. For example PK{(a,b,c) : y = ¢g°h® A j = §°h¢} denotes a
zero—knowledge proof of knowledge of integers a, b and ¢ such that y = ¢*h? and § = §*h¢
hold. Given a protocol in this notation, it is straightforward to derive an actual protocol
implementing the proof [35]. Indeed, the computational complexities of the proof protocol

can be easily derived from this notation: for each term y = ¢®h®, the prover and the
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verifier have to perform an equivalent computation, and to transmit one group element

and one response value for each exponent.

An SPK denotes a signature proof of knowledge [41, 46] which attests that the signer
of a message had knowledge of a witness to a particular relation. A formal definition
of signature proofs of knowledge is given in [46]. This can be seen as a non-interactive
transformation of a proof PK with respect to a message, e.g., using the Fiat—Shamir
transform [63] in the random oracle model. Using the Fiat—-Shamir transform, the witness
can be extracted from these proofs by rewinding the prover and programming the random

oracle. We require the proof system to be simulation-sound and zero—knowledge.

Alternatively, these proofs can be extended to be online-extractable [64, 110]. This ensures
that the witness can be extracted without rewinding, to avoid potential exponential time
blow ups in security reductions. This is achievable by verifiably encrypting the witness
to a public key defined in the common reference string. Clearly this requires a trusted
common reference string. A practical instantiation is given by Camenisch and Shoup [40]
using Paillier encryption, secure under the DCR assumption [109]. We underline the

values that we need to be online-extractable in all proofs throughout this thesis.

2.7 Group Signature Schemes

Group signature schemes allow users to sign messages on behalf of the group in an anony-
mous way. That is, a verifier of a group signature is assured that it was signed by a valid
member of the group, but does not learn anything about the identity of the signer, or even

whether two signatures stem from the same user.

Group signature schemes were first introduced by Chaum and van Heyst [49]. A formal
security model was given for the static setting, when all users join the scheme at the
beginning, in [12]. A security model was given for the dynamic setting, where users can
join the group at any time, in [14]. We will use this dynamic setting predominately in this
thesis, and so we follow this model in this chapter. The dynamic model has three main
differences to the static model. Firstly, there is an interactive join protocol, which ensures
that users can join at any time and the group manager does not discover the user’s secret

key. Secondly, the group manager is split into two entities: a group manager who can join
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users, and an opener who can de-anonymise signatures. Finally, in the dynamic model the
opener produces a proof that it has correctly traced a signature, which can be publicly

verified.

Weakened models for group signature schemes have also been proposed to allow for more
efficient schemes. In [21], CPA anonymity was defined for group signatures. Analogously
to CPA security for encryption schemes, in the CPA anonymity security game there is no
opening oracle. Also, in [23], selfless anonymity was introduced where signatures can be
de-anonymised if the signer’s secret key is leaked. This can be seen as a group signature

scheme without forward anonymity.

In [118], an additional security requirement opening soundness was introduced, which
ensures that corrupted users cannot claim that the signature of an honest user traces back
to them. In [108], randomness exposure resilience of group signatures was defined. It was
shown that it is impossible to achieve full anonymity, whilst also achieving randomness
exposure resilience. However, randomness exposure resilience can be achieved for schemes
with selfless anonymity. In [55, 56|, the property of leak-freeness was introduced, which
ensures that a signer is not able to convince others that they were responsible for a
signature. A security model was also given in [24] for the fully dynamic setting, where

users are able to join and leave the group at any time, allowing for revocation.

Group signature schemes that are secure without assuming the random oracle model were
proposed in [8, 12, 25, 76]. Some group signature schemes have been designed to prioritise
very short signatures [17, 21]. Post-quantum secure group signature schemes [87, 88, 89,
92, 93] have also been proposed, with the first scheme from lattice assumptions introduced

in [74].

2.7.1 Security Model for Dynamic Group Signature Schemes

We first introduce the syntax of dynamic group signature schemes and then present the

desirable security and privacy properties for such schemes.

The following entities are involved: an issuer Z, a set of users U = {wid;}, and an opener

0. The issuer 7 is the central entity that allows users to join the group. Once joined, a
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user can then sign on behalf of the group in a pseudonymous way. That is the validity of a
signature with respect to the group’s public key can be publicly verified without revealing
any information about the particular user that created the signature. An opener O can

de-anonymise all signatures, outputting an identifier and a proof of this claim.

A group signature scheme in the dynamic setting consists of the following algorithms:

e GSetup(17): takes as input the security parameter, and outputs the public parame-

ters paramgs.

e GKG(paramgg): takes as input the public parameters paramgg, and outputs the group

public key gpk, the issuing secret key isk, and the opening secret key osk.

e GUKG(17): ran by the user with identifier uid on input the security parameter, and

outputs the user’s public key upk|uid] and private key usk[uid).

o (GJoin(gpk, uskuid], upk|uid]), Glssue(isk, gpk, uid, upk[uid])): a user uid joins the
group by engaging in an interactive protocol with the Issuer Z. The user uid and
Issuer Z perform GJoin and Glssue respectively. These are input a state and an in-
coming message, and output an updated state, an outgoing message, and a decision,
either cont, accept, or reject. The initial input to GJoin is the group public key gpk,
and the user wid’s public and private key, whereas the initial input to Glssue is the
issuer secret key isk, and the user uid’s public key. If the issuer accepts, GJoin has

a private output of gsk|uid|, and Glssue has output regluid).

e GSign(m, gsk[uid], gpk): performed by the user with identifier uid, takes as input a
message m, the user’s secret key gsk|uid|, and the group public key gpk, and outputs

a signature €.

e GVerify(m, 2, gpk): outputs 1 if Q is a valid signature on m under the group public
key gpk, and 0 otherwise.

e GOpen(m, Q,reg,osk, gpk): takes as input a message m, a signature €2, the regis-
tration table reg, the opening secret key osk, and a group public key gpk. Outputs
(uid, A) where if uid #1 then wid is the author of signature Q and A is a proof of

this claim, and otherwise no group member has been found to author 2.

e GJudge(uid, upk|uid],m,Q, A, gpk): takes as input a user identifier uid, the public

key upk[uid] of the user uid, a message m, a valid signature Q of m, a proof-string
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A and the group public key gpk. It checks that A is a valid proof that user wid
produced 2, and if so outputs 1 but otherwise outputs 0.

In Figure 2.1, we provide the oracles used in the security requirements. We now provide
a high—level description. The joining of users is modelled with the ADDU, SNDU and
SNDI oracles, depending on the corruption setting. When the issuer is corrupted, the
adversary can already create corrupted users, and can create honest users with the SNDU
oracle which runs the join protocol on behalf of this honest user. When the issuer is
honest, the adversary can create honest users with the ADDU oracle which runs both
the user’s and issuer’s sides of the protocol, and corrupted users with the SNDI oracle,
which runs the issue protocol on behalf of the honest issuer. As the issuer outputs the
user’s registration after a successfully completed join protocol, after the SNDI and ADDU
oracles this registration is stored in reg. The oracle WREG allows the adversary to control
reg if the issuer is corrupted, and the RREG oracle allows the adversary to read reg if
the adversary is not corrupted. The USK oracle can be used to reveal the secret key of
an honest user. The join protocol is modelled as follows: CLS.Join and CLS.Issue both

uid

uid
Join OT StI

take as input the state st .

which includes initial inputs and values stored
from the previous stage of the protocol, and an incoming message. They output a new
state, an outgoing message, and dec®® which is set to accept, reject or cont and indicates
respectively that the protocol has completed successfully, the protocol has completed in

failure, or the protocol has not yet completed.

ADDU (join of honest user and honest issuer) Creates a new honest user for wid
and internally runs a join protocol between the honest user and honest issuer. At
the end, the honest user’s secret key gsk|uid] is generated and from then on signing

queries for uid will be allowed.

SNDU (join of honest user and corrupt issuer) Creates a new honest user for wid
and runs the join protocol on behalf of wid with the corrupt issuer. If the join

session completes, the oracle will store the user’s secret key gsk[uid].

SNDI (join of corrupt user and honest issuer) Runs the join protocol on behalf of
the honest issuer with corrupt users. For joins of honest users, the ADDU oracle

must be used.
USK Allows an adversary to obtain the secret key of an honest user.
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RREG When the issuer is honest, allows an adversary to read reg.
WREG When the issuer is corrupt, allows an adversary to write to reg.

SIGN Returns signatures for honest users that have successfully joined (via ADDU or

SNDU, depending on the corruption setting).

OPEN Allows an adversary to open signatures with GOpen.

All oracles have access to the following records maintained as global state:

HUL List of uids of honest users, initially set to (). New honest users can be added by
queries to the ADDU oracle (when the issuer is honest) or SNDU oracle (when the

issuer is corrupt).

CUL List of corrupt users that have requested to join the group. Initially set to (), new
corrupt users can be added through the SNDI oracle if the issuer is honest. If the

issuer is corrupt, we do not keep track of corrupt users.

The security requirements for group signature schemes in the dynamic setting are correct-

ness, anonymity, traceability and non—frameability.

Correctness. The correctness requirement is given by the game in Figure 2.2. Given
a user is honestly registered to the scheme, and GSign is performed honestly, then the
signature output should verify correctly, and correctly open to reveal the correct author

of the signature, along with a valid proof of this.

A group signature scheme II satisfies correctness if for all adversaries A, Pr[ExprH(T) =

1] = 0.

Anonymity. The anonymity requirement is given by the game in Figure 2.2, and ensures
that a user’s signature cannot be de-anonymised or linked by user. In the security game
the adversary has corrupted the issuer but not the opener, as otherwise they could trivially
open signatures. They choose two honest users and a message, and in response are given
a signature authored by one of these authors and must guess which. They can create
honest users using the SNDU oracle and corrupt all honest users, including the two users

challenged by the adversary, with the USK oracle. As they are assumed to have corrupted
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ADDU (uid):
if uid e HULUCUL return L SNDI(uid, Min, upk):
HUL + HUL U {uid}, gsk|uid] <L if uwid € HUL return L
dec" « cont, (upk|uid], usk[uid]) +s GUKG(17)  if uwid ¢ CUL
st < (gpk, usk[uid], upk[uid]) CUL <« CUL U {uid}
st (isk, gpk, uid, upk|uid]) dec"' « cont, upk(uid] « upk
(st¥d | Migsue, dec™™®) «s GJoin(stid | 1) if dec"? # cont return L
while dec* = cont if undefined stid. < (isk, gpk, uid, upk[uid))
(St M gin, dec®®) < Glssue(stll Mige)  (Stisie, Mout, dec™) <—s Glssue(stisic,, M, dec™™?)
(st¥d  Migsue, dec™™®) «s Gloin (st M) if dec" = accept regluid] + sti%

if dec®? = accept return (Mo, dec*’?)

regluid] < st{“d  gskluid] < st¥d
return upk|uid] USK (uid):

return (gsk[uid], usk[uid)])

SNDU (uid, Mi,):
if uid € CUL return L RREG(uid):
if wid ¢ HUL return regluid)

HUL < HUL U {uid}

(upk[uid], usk[uid]) +s GUKIG(lT) WREG(uid, reg):

gsk[uid] <L, Mi, <1, dec* « cont
if dec"™ + cont return L regluid] + reg
if st%d undefined ]

st < (gpk, usk[uid], upk[uid]) SIGN(m, uid):
(st Moy, dec™™) «—s GJoin(stiid, Mi,) if wid ¢ HUL or gsk[uid) =1L return L
if dec'® = accept gsk[uid] « st}id return GSign(m, gsk[uid], gpk)
return (Mo, dec“id)

OPEN(m, Q):

if (m,Q) = (m*,Q*) return L
return GOpen(m, ), reg, osk, gpk)

Figure 2.1: Oracles used in the dynamic group signature security model

the issuer, they have access to WREG. They have access to the OPEN oracle, however

they cannot query the challenge signature, to avoid trivial wins.

Definition 2.11 (Anonymity). A group signature scheme II satisfies anonymity if for all
anon—0 anon—1

polynomial-time adversaries A, the advantage | Pr[Exp'r/" " (7) = 1] =Pr[Exp’/'" (1) =

1]| is negligible in 7.

Traceability. The traceability requirement is given by the game in Figure 2.2. This
requirement ensures that all valid signatures open to reveal a valid user, along with a
valid proof under GJudge, when the issuer is honest. In the security game the adversary
has corrupted the opener but not the issuer, as otherwise they could simply create users

without updating reg and so produce valid signatures that would not open correctly. They
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are given the SNDI and ADDU oracles to create honest and corrupt users respectively, and
the RREG oracle to read reg. The USK oracle allows them to reveal the private keys of
honest users. The adversary must output a valid signature that does not open to reveal a
user along with a valid proof.

Definition 2.12 (Traceability). A group signature scheme II satisfies traceability if for

all polynomial-time adversaries A, the advantage Pr[Epo?ﬁe(T) = 1] is negligible in 7.

Non—frameability. The non—frameability requirement is given by the game in Figure 2.2.
This requirement ensures an adversary cannot impersonate an honest user, by forging a
signature that opens to their user identifier. In the security game the adversary has
corrupted the opener and the issuer, but not all users. They have access to the SNDU
oracle, which allows them to create honest users, and the USK oracle, which allows them
to obtain these users’ private keys. As they have corrupted the issuer they have access to
the WREG oracle which allows them to control reg. They can obtain signatures of honest
users with the SIGN oracle. Without using the signing oracle, the adversary must output
a valid signature, the identifier of an honest user that has not been revealed with USK,
and a proof that is valid under GJudge with respect to this signature and user identifier.
Definition 2.13 (Non—frameability). A group signature scheme II satisfies non—frameability
if for all polynomial-time adversaries A, the advantage Pr[Epoﬁﬁ_f "ame(r) = 1] is negli-

gible in 7.

2.7.2 XS Group Signatures

We now present the XS group signature scheme which will be used in Chapter 3. The XS
scheme [53] satisfies the security requirements for dynamic group signatures [14], under the

q-SDH [19] assumption, the XDH assumption [10, 21], and in the random oracle model [13].

As the XS scheme is given in the type-2 setting, it relies on the XDH assumption.

Definition 2.14 (XDH Assumption). The DDH assumption holds in G; even when there

exists a homomorphism 9 : Go — Gj.

We provide the XS scheme in Figures 2.3 and 2.4. The public parameters of the XS scheme
are the type—2 bilinear group: (p,G1,Go, Gr,e,G1, G2, V).
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corr

Experiment: EXPA,H (1)

paramcg <s GSetup(17), (gpk, isk, osk) <—s GKG(paramgg), CUL, HUL « 0
(uid, m) +—s ANPPURREG (01

if wid ¢ HUL or gsk[uid] =1 return 0

2 <—s GSign(m, gsk[uid], gpk), if GVerify(m,Q, gpk) =0 return 1
(uid’, \) < GOpen(m, Q, reg, osk, gpk), if uid # wid’ return 1

if GJudge(uid, upk[uid],m,Q, A, gpk) =0 return 1 else return 0

anon—b

Experiment: Exp%'r" " (7)

paramgg <—s GSetup(17), (gpk, isk, osk) <—s GKG(paramgg), CUL, HUL « 0

(st, uidp, uidy, m") s AOPENSNDUWREG,USK (choose, gpk, isk)

if widy, uid; ¢ HUL or gsk[uidy], gsk[uid] =L  return 0

AOPENtsNDU,WREG,USK(

Q" < GSign(m™, gsk(uidp], gpk), b* s guess, st, Q")

return b*

trace

Experiment: Exp’j7°(7)

paramgg <—s GSetup(17), (gpk, isk, osk) <—s GKG(paramgg), CUL, HUL « 0
(m, Q) +s ASNDIADDURREGUSK (01 1)
if GVerify(m,Q, gpk) =0 return 0

(uid, \) <—s GOpen(m, Q, reg, osk, gpk)

if uid =1 or Gludge(uid, upk[uid],m,Q, A\, gpk) =0 return 1 else return 0

non— frame

Experiment: Exp',’; (1)

paramgg <—s GSetup(17), (gpk, isk, osk) <—s GKG(paramgg), CUL, HUL «+ 0
(m, Q, uid, \) <5 ASNPUWREGSIGN.USK () sk 0sk)
if GVerify(m,Q,gpk) =0 return 0
If the following conditions hold return 1 else return 0
l.uid € HUL and gsk[uid] #L
2.GJudge(uid, upk[uid], m, Q, A, gpk) = 1
3.USK not queried wid and SIGN oracle not queried (m, uid)

Figure 2.2: Experiments capturing the correctness, anonymity, traceability, and non—
frameability security requirements for dynamic group signature schemes

2.7.3 Variants of group signature schemes

Since the introduction of group signatures, several variants have also been proposed for dif-
ferent applications. Many seek to reduce the power of the opener, which can de-anonymise

all signatures and so is potentially a privacy bottleneck. An overview is given in [99].

Ring signatures [115] do not involve openers or issuers. Users generate their own secret and
public keys and can sign on behalf of a ring of users including themselves. The signature

guarantees that the message originates from a member of this ring, without revealing the
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XSKeyGen(param)

€1, 457, K ¢5Gy \ {1g, }, H + K%, G < K%,y <57, W + G}
return gpk = (G1, K, H,G,G2, W), isk = 7,08k = (£1,&2)

XSUKG(17)

return (upk, usk) +s SigKeyGen(17)

XSSign(m, (Z,x,y), gpk)

p1,p2 8Ly, Th <+ K"\ T < ZHP' T3+ K Ty + ZG™, z < xp1 +y
7 sSPK{(x,2,p1,p2) : T1 = K" ATy = K2 NTyTy ' = GP2H P A
e(Ta, W)e(Ta, G2)* = e(G1,Ga)e(H, W) e(H,G2)* }(m)

return Q = (11,15, T3, Ty, )

XSVerify(m, 2, gpk)

return 1 if =« holds for T7,75,7T3,7, else return 0

XSOpen(m, Q, osk, gpk)

if XSVerify(m, 2, gpk) =0 return L

Z « ToTy % if Juid s.t vegluid] = (upk, Z,.,S) and Verify(upk, Z,S) =1  uid* + uid
A= (Z,SPK{¢, : Z =Tyl ANH = K&Y)

return (uid*, \)

XSJudge(uid, upk, m, QA = (Z, mjg), gpk)

If the following hold return 1 else return 0
1.XSVerify(m, Q, gpk) = 1
2.mjg is valid in relation to Z, 2, gpk
3.regluid] = (upk, Z, ., S) and Verify(upk, Z,5) =1

Figure 2.3: The XS group signature scheme

identity of the signer. Linkable ring signatures [94] allow signatures with the same author

to be linked, while signatures still do not reveal the identity of the signer.

Direct anonymous attestation (DAA) schemes [29] also do not have a trusted opener, but
instead have user—controlled linkability. Users now sign basenames as well as messages.
Signatures with the same basename and signer can be publicly linked together, and other-
wise are unlinkable. Therefore, the user re-uses the same basename whenever they wants
to be linkable. In DAA the user is split into two entities: a host, which is assumed to have
greater computational power, and a trusted platform module (TPM). Enhanced privacy

ID (EPID) schemes [28] were introduced to allow for revocation in DAA.
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XSJoin(gpk, upk[uid], usk|[uid)]) = XSlssue(isk, gpk, uid, upk[uid])

y<sZ,, C <« HY,

Tioin <8 SPK{y : C = HY}

C, Tioin
Verifies C' € Gy, checks Tjoin,
x4, Z 4 (G1C)Y lskte),
E + e(G1C,Gq)/e(Z, W),
D+ e(Z,G3)
Tiss <8 SPK{z : D* = E}
Z, Tiss
E + e(G1C,Gy)/e(Z, W)
D + e(Z,G3)
Verifies Z € G, checks iss
S <3 Sign(usk|uid], Z)
S
Checks Verify(upkluid], Z,S) =1
regluid] « (upkluid], Z, z, S)
x

Checks e(Z,Go)%e(Z,W)e(C,Ga) ! =
E(G], GQ)
gskluid] <+ (Z,z,y)

Figure 2.4: The (XSJoin, XSlssue) protocol of the XS group signature scheme

Dynamic group signatures with distributed traceability were formalised in [72]. These
allow a set of managers to open signatures in a distributed way, reducing the power of the

opener.

Forward secure group signatures [121, 104] provide security even after a user’s signing key
is leaked, by updating the users’ secret keys every time interval. This goes further than
the forward anonymity mentioned earlier, which only ensures that anonymity is preserved

after a user’s secret key is leaked.

Group signatures with deniability were introduced in [81]. These allow the opener to prove

that a user was not the signer of a signature, without revealing the actual signer.

In group signatures with controlled linkability [79, 80, 120], signatures are unlinkable except
to a dedicated linking authority with a linking secret key. On input two signatures this

linking authority decides whether they stem from the same user or not.
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Another related concept is traceable group signatures [83] where a dedicated entity can
generate a tracing trapdoor for each user which allows this user’s signatures to be traced.

They also allow group members to prove they authored a signature.

Accountable tracing signatures [84] also reduce the power of the opener, by allowing the
opener to choose which users’ signatures they can open and prove they did not have the

ability to open a particular user’s signatures.

In [85], they avoid the need for an opener all together, by allowing users to prove or
deny authorship of a signature, as well as prove that two signatures authored by them
are linked. The opener can also prove that two signatures originate from the same user

without revealing user identities.

In [117], the power of the opener is reduced by introducing another entity, the admitter.
They have the power to specify messages, so that only signatures on those messages should

be able to be opened.

Different approaches have been proposed to allow for revocation in group signatures. One
approach is for users to prove when they sign that they are not included in a revocation
list [26, 34, 38, 57, 90, 91, 103, 107, 124]. Another method is to regularly update the group
public key, and users’ secret keys, so that revoked users are no longer able to sign [21, 121].
In verifier local revocation [23, 27], revocation information is sent to the verifiers who can
then determine whether a revoked user authored a signature. Group signature schemes
with verifier local revocation, such that the revocation is probabilistic have also been
proposed [86]. Another type of group signatures with verifier local revocation is group
signatures with time bound keys [61, 50]. Users’ secret keys are bound to a specific time
interval, and after these keys expire they are immediately revoked. The model for fully
dynamic group signatures given in [24] allows for revocation capturing the first two of

these approaches.

Another variant is group blind signature schemes [96]. Blind signatures [48] allow a mes-
sage to be signed via an interactive protocol between a entity holding the signing secret
key who should not learn the message and an entity holding the message who should not
learn the secret key. Group blind signature schemes similarly allow group signatures to

be signed in this way.
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Democratic group signatures [98] remove the role of the group manager, so that new
members join and leave the group via an interactive protocol with all existing group
members. There is no longer an opener, and instead all group members hold the tracing
trapdoor. Linkable democratic group signatures [100] allow signatures to be linked (but

not traced) by entities outside the group.

Mediated group signature schemes [55, 56] introduce an additional central entity, the
mediator. The signer identifies themself and submits a partial signature to the mediator,
which converts this into a full signature. This means that the mediator can immediately

revoke a group member.

2.8 Direct Anonymous Attestation

Direct anonymous attestation was introduced in [29]. A security model was given in [15]
for pre-DAA, the case where the TPM and host are merged into one entity. Security

requirements for the full DAA model were given in [33].

2.8.1 Pre-DAA Security Model

As in this thesis we always assume the host and TPM are merged, we now present the

pre—DAA security model [15]. A pre-DAA scheme consists of the following algorithms.

e DAASetup(17): takes as input the security parameter 7 and outputs the parameters

for the scheme param.

e DAAKeyGen(param): takes as input the parameters param, and outputs the group

public key gpk, and the issuing secret key isk.

e (DAAJoin(gpk), DAAlssue(isk, gpk)): a user wid joins the group by engaging in an
interactive protocol with the Issuer. The user with identifier uid and Issuer perform
algorithms DAAJoin and DAAlssue respectively. These are input a state and an
incoming message respectively, and output an updated state, an outgoing message,

and a decision, either cont, accept, or reject. The initial input to DAAJoin is the
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group public key, whereas the initial input to DAAlssue is the issuer secret key, isk,
and the group public key. If the issuer accepts, DAAJoin has a private output of
gsk[uid], DAAlssue has a private output of regluid].

e DAASign(bsn, m, gsk[uid], gpk): takes as input a basename bsn, a message m, a user

secret key gsk(uid], and a group public key gpk, and outputs a signature 2.

e DAAVerify(bsn, m, 2, gpk): takes as input a basename bsn, a message m, a signature

), and a group public key gpk, outputs 1 if € is valid, and 0 otherwise.

e DAALink((bsng, mg,Q0), (bsni,m1,),gpk) takes as input two signatures g,
each on a basename and a message, and a group public key gpk. Outputs 1 if

the two signatures are linked and 0 otherwise.

e DAAldentify (T, gsk) outputs 1 if T corresponds to a valid transcript of a
< DAAJoin, DAAIssue > with output gsk, and otherwise 0.

e DAAldentifyg(bsn,m, 2, gsk) outputs 1 if the signature Q originates from the user

secret key gsk, and 0 otherwise.

In Figure 2.5, we provide the oracles used in the pre-DAA security requirements: ADDU,
SNDU, SNDI, USK, and SIGN. These are similar to those for dynamic group signatures.
As there is no longer an opening functionality, there is no need for the WREG and RREG
oracles. The ADDU, SNDU, and SNDI oracles allow for the joining of honest and corrupted
users, depending on the corruption setting of the issuer as in group signature schemes.
The USK again allows the secret keys of honest users to be revealed, and the SIGN oracle
outputs signatures of honest users. There is no need for a linking oracle, because signatures
are publicly linkable. As in group signatures, DAAJoin and DAAlssue both take as input
the state, and an incoming message. They output a new state, an outgoing message, and

dec®™ which again is set to accept, reject or cont.

All oracles have access to the following records maintained as global state:

HUL List of uids of honest users, initially set to (). New honest users can be added by
queries to the ADDU oracle (when the issuer is honest) or SNDU oracle (when the

issuer is corrupt).
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CUL List of corrupt users that have requested to join the group. Initially set to (), new
corrupt users can be added through the SNDI oracle if the issuer is honest. If the

issuer is corrupt, we do not keep track of corrupt users.

BUL List of users that have been corrupted with the USK oracle. Initially set to ), only
honest users that have joined through the SNDU or ADDU oracles can be corrupted

in this way.

SL List of (uid, m,bsn) tuples input to the SIGN oracle.

ADDU (uid):

SNDI(uid, Miy):

if uid e HULUCUL return L
HUL «+ HUL U {uid}, gsk[uid] <L if utd € HUL return L
dec"™ « cont, st{it « (gpk) if wid ¢ CUL

CUL + CUL U {uid}, dec*™ « cont
if dec® £ cont return L

. id
if undefined stji.

stiid < (isk, gpk, wid)

(st Miceue, dec™®) <—s DAAJoin(stlid | 1)
while dec*'? = cont « (isk, gpk, uid)

(st Mgin, dec'®) s DAAIssue(st!“% | Migsye) (stid Moy, dec”™) «—s DAAIssue(std | M)

; ; . ; . id ) wid
(st Migsue, dec™™) «—s DAAJoin(st¥d M) if dec™® = accept regluid] < stji .
uid

if dec® = accept return (Mg, dec™®, regluid)])
regluid] < stid, gskluid] < st else return (Mo, dec*’”)
return regluid)
USK(uid):
SNDU (uid, Min): if wid ¢ HUL return L

BUL + BULU {uid} return gskluid]

if uid € CUL return L
if wid ¢ HUL

HUL < HUL U {uid}

gsk(uid] <L, My, <L, dec™® + cont
if dec"'? # cont return L
if st}’d undefined st} < gpk

(st Moy, dec™™®) <—s DAAJoin(st!iie | M;,)

Join»

SIGN(bsn, m, uid):

if wid ¢ HUL or gskluid] =1L return L
SL < SL U {uid, m,bsn}

return DAASign(bsn, m, gsk[uid], gpk)

if dec"'® = accept gsk|uid] st}

return (Mo, dec“id)

Figure 2.5: Oracles in the pre-DAA security model

The security requirements for pre-DAA schemes are correctness, anonymity, traceability

and non—frameability.

Correctness. In the game given in Figure 2.6 we provide the correctness requirement.
This ensures that, given a user is honestly joined to the scheme and DAASign is performed
correctly, the signature output will verify correctly. It also ensures that signatures gener-

ated honestly using the same user private key and basename will be linked under DAALink,
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corr

Experiment: Exp’{'(7)

param s DAASetup(17), (gpk, isk) <s DAAKeyGen(param), HUL, CUL « 0
(uid, mg, my, bsn) <s AAPPY (gpk), if uid ¢ HUL or gsk[uid] =1 return 0
Vb e {0,1} 4 <—sDAASign(bsn, my, gsk[uid], gpk)

Vb € {0,1} if DAAVerify(bsn, mp, ,gpk) =0 return 1

if bsn #L1  if DAALink((bsn,mq,Qo), (bsn,m1,Q1),gpk) =0 return 1
if DAAldentifyg(bsn, mg, Qo, gsk[uid]) =0 return 1

Let 7 denote the < DAAJoin, DAAlssue > transcript for user uid

if DAAldentify, (T, gsk[uid]) =0 return 1 else return 0

Figure 2.6: Experiment capturing the correctness requirement for pre-DAA schemes

and that DAAldentifyg and DAAldentify; correctly identify signatures to the user private

key and the transcript respectively.
A pre-DAA scheme II satisfies correctness if for all adversaries A: Pr[Exp{7i(7) = 1] = 0.

Anonymity. The anonymity requirement is given by the game in Figure 2.7. This ensures
that a user’s signatures cannot be de-anonymised, and signatures with different basenames
cannot be linked by user. In the security game, the adversary has corrupted the issuer,
and chooses two honest users and a message and basename. They are returned with a
challenge signature and they must guess which of the two users is the author. They can
create honest users using the SNDU oracle and corrupt these with the USK oracle. They
can also obtain signatures from honest users with the SIGN oracle. However, they cannot
corrupt either of the challenged honest users with the USK, or query one of these users,
and the challenge basename to SIGN as otherwise the DAALink algorithm could be used
to trivially win.

Definition 2.15 (Anonymity). A pre-DAA scheme II satisfies anonymity if for all polynomial—
time adversaries A, the advantage ]Pr[Exp%ﬁn_o(T) =1]— Pr[Exp%‘ﬁ”_l(T) = 1]| is neg-
ligible in 7.

Traceability. The traceability requirement is given by the game in Figure 2.7. This
requirement ensures firstly that all signatures identify under DAAldentifyg to a secret key
obtained through a < DAAJoin, DAAlssue > protocol, and secondly that two signatures on
the same basename that identify to the same secret key under DAAldentifyy are always
linked. The Traceability experiment is made up of two games, which each capture a
different property. Both properties must be satisfied to ensure Traceability. The adversary

is separated into A; and A, to emphasize that these are separate games and there is no
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anon—>b

Experiment: Exp%'r"™"(7)

param <s DAASetup(17), (gpk, isk) <s DAAKeyGen(param), HUL, BUL,SL + 0
¢ ASNDU,USKSIGN(

(st, uidg, uidy, bsn, m) choose, gpk, isk)
if widy,uid; ¢ HUL or gsk[uido], gsk[uidi] =L return 0
Q* <5 DAASign(bsn, m, gsk[uidy), gpk)

b* s ASNDUUSKSIGN (51066 ot (%)
if widg, wid; € BUL or (uidp, -, bsn), (uidy, -, bsn) € SL return 0
return b*

trace

Experiment: Exp’j7°(7)

param <s DAASetup(17), (gpk, isk) <—s DAAKeyGen(param), HUL, CUL, BUL < 0
(Q,m, bsn, gsky,- - , gsk;) s ANP (gpk)
Let T denote the set of all transcripts accepted from SNDI queries
If the following conditions hold return 1

1. DAAVerify(bsn,m,Q, gpk) = 1

2. VT €T 3i€ [l] such that DAAldentify, (T, gsk;) =1

3. Vi€ [l] DAAldentifyg(bsn,m,Q, gsk;) =0
(bsn, mg, m1, Qo, 1, gsk) <s Aa(gpk,isk) if bsn =1 return 0
If the following conditions hold return 1 else return 0

1. Vb € {0,1} DAAVerify(bsn, mp, Qp, gpk) = 1

2. Vb€ {0,1} DAAldentifyg(bsn, mp, Qp, gsk) =1

3. DAALink((bsn, mg, ), (bsn,m1,Q4), gpk) =0

Experiment: Expzaﬁ_f"‘ame (7)

param <s DAASetup(17), (gpk, isk) <—s DAAKeyGen(param), HUL, BUL,SL + 0
(bsn, m, uid, ) <s A?NDU’USK’SIGN(gpk, isk)
If the following conditions hold return 1
1. DAAVerify(bsn,m,Q, gpk) =1
2. wid € HUL\BUL and (uid, m,bsn) ¢ SL
3. DAAldentifyg(bsn, m, ), gsk[uid]) = 1.
(bsng, mo, Qo, bsny, my, Q1, gsk) <s Az (gpk, isk)
If one of the following conditions hold return 0
1. 3b € {0,1} such that DAAVerify(bsny, my, Qp, gpk) = 0
2. DAALink((bsng, mo,Qo), (bsni,m1,Q1), gpk) =0
If one of the following conditions hold return 1 else return 0
1. DAAldentify g(bsng, mo, Qo, gsk) = 1 and DAAldentifyg(bsny, my, 1, gsk) =0
2. bsng # bsny or bsng =L or bsny =1

Figure 2.7: Experiments capturing the anonymity, traceability and non—frameability se-

curity requirements for pre-DAA schemes

joint state.

The first game captures that all valid signatures should identify to a secret key of a user

that has successfully joined under DAAldentifyg. The adversary has not corrupted the
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issuer as otherwise they could simply create their own unregistered users. They are given
the SNDI oracle to create corrupt users, and have no need for other oracles as the game
does not distinguish between honest and corrupt users. They then must output a secret
key corresponding to every accepted SNDI query under DAAldentify,, and a valid signature
that does not identify to any of these secret keys under DAAldentifyg.

The second game captures that signatures tracing to the same secret key and with the
same basename should link under DAALink. The adversary has corrupted the issuer, and
has no need for oracles as the game does not distinguish between honest and corrupt
users. They must output a basename, a user secret key, and two valid signatures on this
basename. They win if the two signatures are not linked under DAALink but do identify
to the same secret key.

Definition 2.16 (Traceability). A pre-DAA scheme II satisfies traceability if for all

polynomial-time adversaries A, the advantage Pr[Expr{fll—‘fe(T) = 1] is negligible in 7.

Non—frameability. The non—frameability requirement is given by the game in Figure 2.7.
This requirement ensures that an adversary cannot impersonate an honest user by forg-
ing signatures linking to theirs. This requires firstly that an adversary should not be
able to output a valid signature that identifies to the secret key of an honest user under
DAAldentifyg, and secondly that they should not be able to output two valid linked sig-
natures, that either have different basenames or identify under DAAldentifyg to different
secret keys. The non—frameability experiment is also made up of two games, which each
capture a different property. Both properties must be satisfied to ensure Non—frameability.
The adversary is separated into .4; and Ay to emphasize that these are separate games

and there is no joint state.

The first security game captures that an adversary should not be able to output a signature
that traces to the secret key of an honest user. The adversary has corrupted the issuer.
They are given the SNDU, USK, SIGN oracles to create honest users, reveal their private
keys, and obtain signatures from these honest users. They then must output a valid
signature that identifies under DAAldentifyg to the secret key of an honest user, that was

not revealed under USK, or obtained through the SIGN oracle.

The second game captures that signatures tracing to different secret keys or with different

basenames should not link under DAALink. The adversary has again corrupted the issuer,
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and has no need for oracles as the game does not distinguish between honest and corrupt
users. They must output two valid linked signatures and a user secret key. They win
if either the basenames of the two signatures are different or only one of the signatures

identifies under DAAldentifyg to the secret key.

Definition 2.17 (Non—frameability). A pre-DAA scheme II satisfies non—frameability if
non— frame

for all polynomial-time adversaries A, the advantage Pr[Exp 4 (1) = 1] is negligible

in 7.

2.8.2 CDL Direct Anonymous Attestation Scheme

The CDL scheme [33] was proved secure under the state—of-the—art security requirements
for full DAA [33], assuming the LSRW [97], Discrete Logarithm (DL), and DDH assump-
tions. It consists of the algorithms provided in Figure 2.8, and the protocol provided in
Figure 2.9. We merge the TPM and host here, as this is the setting considered through-
out this thesis. The public parameters of a CDL scheme are the type—3 bilinear group:
(p, G1,Go,Gp,e,G1,G2) and a hash function H.
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CDLKeyGen(param)

@, B sy, X + G2 Y Go?  return gpk = (X,Y),isk = (o, B)

CDLSign(bsn, m, (f, (A, B, C, D), gpk)

a<sZy A< A", B' < B*,C + C*, D' <~ D"

if bsn AL J « H(bsn)!, 7w s SPK{(f) : D' = B A J = H(bsn)? }(bsn, m)
if bsn=1 J 1,7 <sSPK{(f): D' = B’ }(bsn,m)

return Q = (A, B',C", D', J, )

CDLVerify(bsn, m, 2, gpk)

Parse Q= (A, B',C’, D', J, )

Verify 7 with respect to B, D', J, m, bsn

if /A=1lorJ=1 return0

if e(A)Y) #e(B',Gy) or e(A' D', X) #¢e(C',G3) return 0 else return 1

CDLLink((bsng, mo, Q0), (bsni, m1, 1), gpk)

For b € {0,1} parse Q, = (A'y, By, C'y, D'y, Jy, mp)
if bsng # bsny or bsng,bsn; =1 return 0
if 3b € {0, 1} such that CDLVerify(bsny, my, Qp, gpk) =0 return 0

if Jy=J; return 1 else return 0

CDLIdentify,(T, (f, A, B, C, D))

Let T = (n, (F,7s), (cre, Tere)), if F'= GJ and cre = (A,B,C,D) return1 else return 0

CDLlIdentifyg(bsn,m,Q, (f, A, B,C, D))
Let Q = (A, B',C’", D, J, ),if CDLVerify(bsn, m,Q, gpk) =0 return 0

if D' =B/ return1 else return 0

Figure 2.8: The algorithms of CDL

93



2.8 Direct Anonymous Attestation

CDLJoin(gpk)

= CDLlIssue(isk, gpk, uid)

fesZi F+ G,

nr <sSPK{(f) : F =

if A=1 return L
Verify mepe

choose n <—s{0,1}"

- "
Gi}n)
F.rp
Verify g, F € G and F # 1
s<sZ A+ G1°, B« AP
C  AFs28 D  Fs8
cre < (A, B,C, D), Ttere <
SPK{t: B=G!AD = F'}
regluid] < (F,cre)
cre, Tere

if e(A,Y) # e(B,Gs) or

e(AD,X) # e(C, G2)
return _L
gsk[uid] < (f,cre)

Figure 2.9: The < CDLJoin, CDLIssue > Protocol
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3.1 Introduction

This chapter introduces a new model for centralised reputation systems and a construction

satisfying this model using two variants of a group signature scheme as building blocks.
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3.1.1 Motivation

We first focus on an application of group signature schemes to centralised reputation sys-

tems.

Reputation has always played a fundamental role in how we exchange products and ser-
vices. While traditionally we have been used to trusting the reputation of established
brands or companies, we are now facing a new challenge in the online world: determining
the trustworthiness of a wide variety of possible exchanges. Whether we are selecting a
restaurant, buying a product or getting a taxi, we are increasingly relying on scores and
ratings to make our choice. For example, on Amazon, which in 2015 had over 2 million
third party sellers worldwide [1], each seller is given a rating out of 5. Also Uber, with

over 40 million monthly active users [3], allows drivers and passengers to rate each other.

A reputation system formalises this process of rating a user or service by associating them
with a reputation value representing their trustworthiness. A reputation is then built
as the value gets updated over time, as a consequence of user interactions and service

exchanges.

There are several privacy implications of reputation systems. Obviously, to form a rep-
utation value for a specific user or service, their behaviour across interactions needs to
be linked. However, a user could be deanonymised by linking all their interactions to-
gether in a profiling attack. Also the detection of multiple feedback on the same instance
also involves linking users’ feedback. Given this, a cryptographic treatment of reputation
systems has been considered necessary, and several models have been proposed in the

literature so far [7, 18, 58].

Reputation systems can be generally categorised into distributed or centralised systems.
Distributed systems [101] have no central server and use local reputation values, i.e.,
reputation values created by users on other users. For example, a user may generate a
reputation value based on feedback from querying other users, and their own interactions.
This means a user does not have a unique reputation value, but many other users hold
their own reputation value for them. As users must form reputation values on others,
their interactions cannot be anonymous. Examples of distributed reputation systems are

decentralised reputation systems (DRS) [51], based on querying other nodes, and privacy
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preserving DRS [78, 111], designed to maintain anonymity when answering queries from

other nodes using multi-party computation.

Centralised reputation systems, on the other hand, have a central server that manages
the network, performing tasks such as controlling communication between users, receiving
feedback and evaluating reputation values. We will focus on centralised systems since the
reputation systems used by most service providers such as Airbnb, Uber and Amazon are
of this type. A variety of centralised reputation system models have been proposed in
the literature. While their applications and the used techniques vary greatly, all of the
models have in common that reputations are assigned to each item or service, the object
of the reputation, rather than each user, the provider of the service. To understand the
limitations of this, let us consider the case of online shopping: in such a scenario, existing
reputation systems would typically allocate a reputation to each product sold (item), and

not to each seller (user), based on all their sold products.

In this chapter, we advocate the need for a shift in how reputation systems are modelled,
and we propose a model for reputation systems in which a reputation value is given to
each user, based on all their user behaviour or items. This is crucial in ensuring that a
user’s previous behaviour will contribute to their current reputation, instead of having
separate reputations for each service provided. Clearly, if items belonging to a user could
be linked together, the model which has been used so far could be transformed into our
new one, by collating the reviews for each item belonging to a user to form a reputation
value. However, if the user wishes to make their items unlinkable for privacy reasons,
then this becomes more challenging. We note that users can refer to both consumers and
providers of a service. However, as many applications such as Uber and AirBnb allow

both consumers and providers to be rated, we do not distinguish between the two.

A car pooling app is an example of the reputation systems we are modelling. A user may
not want their trips (or items) to be linked together, as their movements could be tracked.
However, a user’s reputation should be based on their previous trips, so others can judge
their reliability. In this context, reputations based on each journey are not useful, as they
cannot be used for future journeys. This is why it is important to assign reputation values

to users instead of items.
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3.1.2 Existing Work

There exist several security models for centralised reputation systems. Reputation sys-
tems using ecash for reputation points were modelled in [7], where a reputation value
corresponds to the number of a user’s reputation points. However, this model is limited

since it only captures reputation systems where reputations are formed in this way.

The model proposed in [18] is inspired by the security model for dynamic group sig-
natures [14], and the authors provide an extra linkability feature to detect users giving
multiple feedback on the same subject. In [58], the security requirements for this model
are improved by giving more power to the adversary, (for example, in the public linkability
security requirement the key issuer is no longer assumed to be honest), and introducing
the requirement that an adversary cannot forge feedback that will link to another user,
invalidating their feedback. In [58] the model is also made fully dynamic [24], i.e. users
can join or leave the scheme at any time, and a lattice-based instantiation satisfying this

model is provided.

Crucially, in both [18] and [58] reputations are assigned to each item, the subject of
feedback, not each user. In contrast, we propose a new model for reputation systems in
which a reputation value is given to each user, based on all their user behaviour or items.
This ensures a user’s reputation reflects their entire past behaviour and so ensures they
are accountable for their previous actions, modelling more accurately how such systems

truly operate.

3.1.3 Our Contribution

Our contribution is to propose a new model for reputation systems so that reputation
values are given to users instead of items, whilst guaranteeing that the user’s behaviour is
unlinkable, and that the central server does not have to be involved during every transac-
tion. This means that users can have multiple unlinkable items, whilst a reputation value
still reflects their entire behaviour. Therefore users can have the benefits of privacy, whilst

still being held accountable.

The first challenge when developing such reputation systems, is to provide a mechanism for
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generating reputation values, whilst ensuring items cannot be linked by user. We model
this with a ReceiveFB algorithm run by the central server (CS), which takes feedback, and
links it to other feedback on items with the same author, updating their reputation. We
define the security requirement, unlinkability of user behaviour, which defines the unlink-
ability of items by the same user achievable while reputations can still be updated using
ReceiveFB. Our approach as described so far gives rise to a possible attack in which a user
produces a valid item which will not contribute to this user’s reputation, or will even un-
fairly affect another user in ReceiveFB. We introduce the traceability security requirement
to mitigate against this attack. These security requirements are reminiscent of those for

group signature schemes in [12].

The second challenge is to determine the reputation of a specific user, whose items are
unlinkable. A naive solution could be for the user to simply attach their reputation to
an item, but the user could lie about their reputation. To avoid this, we introduce the
Postltem algorithm, with which the user posts their item, and proves they were given a
reputation at a particular time, using a token generated by the CS. We further introduce
the security requirement of unforgeability of reputation to ensure the user cannot lie about

their reputation.

Finally, the standard security requirements of a centralised reputation system [18, 58],
namely anonymity of feedback, soundness of reputation and non—frameability, still need to

hold, and we adapt these naturally to our new model.

We then show how such a reputation system satisfying our security requirements is achiev-
able using two variants of group signature schemes: a group signature scheme that has been
bound to reputation for sending items, and a DAA scheme [29] for sending feedback. We
present a concrete construction which ensures the unlinkability of user behaviour, trace-
ability and unforgeability of reputation requirements. Our modification to [53], similarly
to in [106], allows users to prove their reputation at a particular time. Our construction
also makes use of the DAA scheme given in [33], which ensures anonymity of feedback,
whilst multiple feedback on the same item can be detected, ensuring soundness of repu-
tation. This is due to the user controlled linkability property of the DAA scheme, where
only signatures with the same basenames can be linked. We set the basename to be the

item feedback is given on.
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To reduce complexity, our model is in the static setting, however it could simply be
converted to the dynamic case using [14]. Our construction uses building blocks designed

in the dynamic case and so could also be easily converted.

Although our scheme aims to provide reputation values for users, it would be straightfor-
ward to provide reputation values for items as well. The Central Server could simply keep
track of all feedback given on an item and publish the item alongside its reputation based
on just this feedback. In many applications, such as AirBnb, reputations are provided for

both users and items.

3.2 Chapter Preliminaries

3.2.1 Existing Work on Centralised Reputation Systems

We now provide an overview of several centralised reputation systems that have been pro-
posed for different applications that are not proven secure under a particular cryptographic

model for a reputation system.

The reputation system PerChatRep [126] was developed for pervasive social chatting;
users chat with each other and provide feedback on this. This scheme is a hybrid between
a distributed and centralised system. Local reputations are used, as well as a global
reputation calculated by the central server. The scheme manages privacy by changing the
pseudonyms used by nodes, at regular intervals. Therefore it does not achieve unlinkability

of all of a user’s behaviour to other users. This is also true for sending feedback.

AdContRep [125] is a reputation system that works in a similar way to PerChatRep but is
specifically for MANET content services, which help nodes to decide which service provider
to use for different applications. In this scheme reputations for different content as well
as users are tracked. Mobile ad hoc networks (MANETS) are networks of mobile devices
that communicate wirelessly, in a decentralised manner. However, nodes do communicate

with a central server periodically in AdContRep.

The reputation system AnonRep was devised in [128] for use in internet message boards

with anonymity. In order to form reputation values, messages must be opened to reveal
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the author. Anonrep uses multi—party computation to restrict this opening power, so that
reputation values are formed by a group of servers, instead of one trusted party. Users’

messages can only be de-anonymised if all servers collude.

In the context of vehicular ad-hoc networks (VANETS), networks of vehicles that allow
communication, an example is the reputation system in [106], where vehicles communi-
cate directly, and messages and feedback are anonymous and unlinkable. This reputation
system uses a modification of the BBS group signature scheme [21], which we will call
BBS* that allows users to prove their reputation. Finally, [70] fixes a bug in the BBS*
scheme, and uses BBS* and a modified direct anonymous attestation (DAA) scheme to
build a reputation system for pervasive social networks with stronger anonymity for feed-

back than [106].

In [112], a reputation system is proposed that ensures feedback remains anonymous, while
ensuring feedback can only be given after the entity that is being rated confirms a trans-
action happens with the rater. This ensures reliability of reputation values by ensuring

that users cannot collude to repeatedly unfairly rate another user.

In [16], signatures of reputation are proposed, which allow users to sign demonstrating
they have a particular reputation, provided the measure of reputation is monotonic. This
means that extra feedback only increases the reputation score. A cryptographic security

model is given for this primitive, but not the wider reputation system.

3.2.2 Conventional attacks on Reputation Systems

We now detail several attacks on reputation systems outside the scope of a cryptographic
model. These attacks can be mitigated in other ways when a reputation system is imple-
mented by making careful design choices. We will evaluate how susceptible our construc-

tion is to these attacks at the end of this chapter.

e The On—Off attack: In this attack [95] adversaries behave honestly for some time,
building up a good reputation. They can then start behaving dishonestly. Their
high reputation enables them to do this effectively and for a long period of time,

before their reputation drops. This is particularly effective for an adversary with
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one specific target in mind. For example in eBay, a user could build up a good
reputation score for small orders in order to later defraud users during a big order.
This is also referred to as the traitors attack [102]. This attack can be mitigated by
adjusting the weighting of the final reputation formation, so that bad behaviour will
cause the reputation to deteriorate quickly. This ensures that more recent feedback

will have more value.

e Unfair Rating attack: A malicious node repeatedly provides dishonest feedback
(without collaboration) [54]. This unfairly affects the other user’s reputation. This
attack can be partly mitigated by ensuring each user can only provide feedback once

for each instance.

e The Collaborative Unfair Rating attack: This attack, described in [95] as the
collaborative bad mouthing attack, involves many malicious users colluding together
in the unfair rating attack. They all collude to submit dishonest feedback on a user.
This is also referred to as a colluders attack [102]. A form of this attack is the front
peers attack [102], when malicious users collude to increase each other’s reputations.
For example, they might post a public message, and inform all other users to submit
positive feedback on this message. In sybil attacks these colluding users are fake

identities.

This attack can be mitigated by ensuring only one feedback can be given per instance,
and also by making joining the scheme expensive in some way. New users to the
scheme could be verified. Another way is through incentivising honest feedback,

which was shown game theoretically to ensure players rate accurately [123].

e The Whitewashers attack: Whitewashers are malicious users that leave and then
rejoin the reputation scheme in order to lose their bad reputation [102]. After a user
has behaved maliciously they leave the system and then rejoin under a new identity
with a new reputation score. A way to mitigate this attack is to assign new users a
low reputation so that they must prove themselves in the network, as well as making

joining the scheme expensive in some way.

e The Self-Rating attack: Adversaries positively rate a large number of their own
items. This is particularly effective if they can create a large number of fake items
to positively rate. Ideally this attack should be avoided by preventing the user from
self rating. The central server can also punish authors of items that do not represent

a valid transaction.
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3.3 Defining a Reputation System

We first introduce the syntax and generic functionality of a centralised reputation system

RS with unlinkable user behaviour, and a reputation value assigned to users.

We define a reputation system, RS, as consisting of the following probabilistic polynomial—
time algorithms: Setup, AllocateReputation, Postltem, Checkltem, SendFB, VerifyFB, LinkFB,

ReceiveFB. We illustrate our model in Figure 3.1.

CS(gpk,isk,osk,usk,r,F,L,ID)

2. For current time ¢ perform (w,r,ZD) s
AllocateReputation(gpk, isk, uid, usk[uid], t, r[uid], D)
6. (r,L,F) —

ReceiveFB(gpk, osk, ((I,7,t,Q), fb,®),r, L, F,ID)

User wid(gpk, usk[uid]) User uid' (gpk, usk[uid'])

1. Request reputation at 4. Check

current time, with req 3. (I,m,t,9) Checkltem(gpk, I,1,t,Q) =1

3. When posting an | 5. When giving feedback fb

item I perform €2 <s on item I, perform & s
Postltem(gpk, I, usk[uid], r,t,w) SendFB(gpk, usk[uid'], (I,7,t,Q), fb)

Figure 3.1: How entities interact in our model of a centralised reputation system

SendFB, VerifyFB, and LinkFB are equivalent to the Sign, Verify, Link algorithms in [18]

and [58]. The additional algorithms, represent the key features of our new approach.

We will refer to our model for a centralised reputation system as the RS model. The
entities involved are a set of users U = {uid;} and a central server (CS). The CS has two
secret keys, isk and osk. The issuing secret key, isk, is necessary for allowing users to
join the system and allocating them tokens to prove their reputation, whereas the opening
secret key, osk, is necessary for forming reputations from feedback. For simplicity we
provide the CS with both secret keys, but to reduce the power of one entity the role of
the CS could be distributed.
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The CS begins by running Setup. Users post items', which are the subject of feedback,
while proving their reputation at a certain time using Postltem. After a request from a
user, the CS runs AllocateReputation, which outputs tokens to allow a user to prove their
current reputation at a specific time in Postltem. Other users verify that an item is a
valid output of Postltem by running Checkltem. This ensures the item was authored by
an enrolled user, the reputation alongside the item is correct for the given time, and the
CS can use feedback on the item to form reputations. SendFB is run by a user when
giving feedback on an item, and its output is sent to the CS. ReceiveFB is run by the CS
when receiving the output of SendFB from a user. The CS updates their stored feedback
and reputations, based on this. VerifyFB and LinkFB are used by ReceiveFB to check the
feedback is valid and that there is no feedback by the same user on this item, otherwise

ReceiveFB will abort.

We note that in our model, any user can give feedback on an item. This is useful for
applications where items are publicly posted and rated, such as a message boards. How-
ever, for applications where only a user who has consumed a service corresponding to a
particular item should be able to rate this item, care must be taken when sharing items.

Only the users who are allowed to rate an item should be given the item.

In the car pooling example, whenever a driver wishes to update their reputation, they
request the CS run AllocateReputation to obtain a token for their reputation. They are
incentivised to do this by the fact the reputation is displayed alongside the time it was
allocated. When they wish to offer a ride, they use their most recent token to share an
item with these passengers through Postltem, which can be verified by passengers with
Checkltem. The passenger can then pay using some anonymous payment system. After
the ride, their passenger can then provide feedback on this item to the CS using SendFB.
The CS uses ReceiveFB to update their lists of feedback and reputations for each user, if

the feedback is valid.

Before describing in detail our new model, we provide an overview of our notation in

Table 3.1.

We keep R, Aggr, 7 generic to ensure a flexible model that applies to different applications.

We now state some examples.

LA simple example of an item could be a product being sold.
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The set of all possible reputation values.

R
7 The initial reputation of every user at the system’s setup.
U | The set of all users in the scheme.

Aggr | A function that takes as input the new feedback fb, the user whose reputation
is being updated wuid, the list of feedback already received F, and the most
recent reputation r, and outputs the new reputation 7’.

]

For the user wid € U, r[uid] is the user uid’s reputation held by the CS.

L | A list of feedback that will contain entries in the form of a 6-tuple ((I,r,t,€),
fb, ®), where (fb, @) is feedback/ proof pair, given on item I with reputation r
and time ¢, with the proof 2. L is used by the CS to keep track of all feedback
given, so that multiple feedback on the same item can be detected in
ReceiveFB.

F | A list of feedback that will contain entries of the form (uid, fb) where fb is
feedback given to user wid. F is used by the CS to keep track of all feedback
given on user uid to form reputations in ReceiveFB.

ID | A list of identities for all users, this list will allow the CS to store information
on users whilst running AllocateReputation for use in ReceiveFB.

Table 3.1: An overview of the notation used in our RS model

In an application that values anonymity over a fine grained reputation, the set R could
consist of reputation values {0, 1,2,3,4,5}. In an application where fine grained reputation
is valued over large anonymity sets, the set R could consist of reputation values {n/10 :

n € [0,500]}.

The initial reputation 7 could be set to 0 or to an average value. The choice of 0 could
potentially penalise new users, but the choice of an average value could allow users to

increase their reputation by rejoining the scheme.

If feedback is in the same set as R, then an example of Aggr that would fit with the

previous examples is:

Aggr(fb, uid, F,r) = fi)j::r’ such that k = |{(uid, ft') € F})|.

For this example, reputation values are the average of all feedback received. Alternatively,
this average could be weighted so that more recent feedback counts for more than more

distant feedback.
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3.3.1 Syntax of RS

We now present the syntax for our RS model of a centralised reputation system. We note
that VerifyFB and LinkFB are never used explicitly, but only used internally by ReceiveFB.
However, as in existing work [18, 58], we include these algorithms separately to allow for

notational simplicity when defining security.

Definition 3.1 (RS). A centralised reputation system RS consists of the following algo-

rithms:

Setup(7, R, 7,U,Aggr) — (gpk, isk,osk,usk,r, L, F,ID): takes as input security param-
eter 7, a set R of reputation values, 7 € R, the initial reputation, a set of users U,
and the aggregation algorithm Aggr. The CS computes a public key gpk, the issuing
secret key sk, which is used to issue new user secret keys and in AllocateRepu-
tation, and the opening secret key osk, which is used in ReceiveFB to trace the
author of an item to form reputations. The CS computes a secret key for each user,
usk = {usk[uid| : uid € U}, and r, the reputation for all users held by the CS,
where Yuid € U, r[uid] = 7. The CS creates empty lists £, F,ZD.

AllocateReputation(gpk, isk, uid, usk[uid], t, r[uid], ZD) — (w,r[uid],ID): takes as input
the public key gpk, the issuing secret key isk, user uid’s secret key usk|uid], the
current time ¢, the current reputation of user wid held by the CS r[uid], and the list
of identities for users ZD. It updates the list of identities ZD, and generates w which

allows user uid to prove they have reputation ruid].

Postltem(gpk, I, usk|uid],r,t,w) — Q: takes as input the public key gpk, an item I, user
wid’s secret key usk[uid], the last reputation r, time ¢ and token w received from
the CS (r is not necessarily the reputation r[uid] held by the CS). It outputs €,
which proves the author is enrolled and has reputation r at time ¢, and is used in

ReceiveFB to form a reputation for user wid.

Checkltem(gpk, I,r,t,Q) — {0,1}: takes as input the public key gpk, an item I, a rep-
utation r, a time t and €. It outputs 1 if  is a valid output of Postltem, given

(I,7,t), and 0 otherwise.

SendFB(gpk, usk[uid], (I,7,t,Q), fb) — ®: takes as input the public key gpk, user uid’s
secret key usk|uid], the subject of their feedback, (I,r,t,€2), and the feedback fb.
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It outputs ® which is sent to the CS, to prove the author of ® is enrolled, and also

for the detection of multiple feedback.

VerifyFB(gpk, (I,r,t,Q), fb,®) — {0,1}: takes as input the public key gpk, an item (I, r,
t,Q), and feedback/ proof pair on this item (fb,®). It outputs 1 if ® is a valid

output of SendFB, and 0 otherwise.

LinkFB (gpk, (1,71, )., fbo, Do, fbr, ®1) — {0,1}: takes as input the public key gpk, an
item (I,r,t,), and two feedback/ proof pairs on this item, (fbg, ®o), (fb1, P1). It
outputs 1 if &g and ®; were generated by the same user with the same input of

(I,7,t,Q), and 0 otherwise.

ReceiveFB(gpk, osk, ((I,r,t,Q), fb,®),r, L, F,ID) — (r, L, F): takes as input the public
key gpk, the opening secret key osk, a feedback/ proof pair (b, ®) on item (I, r,t,Q),
the current reputations r held by the CS, the lists of feedback so far £ and F, and
the list of user identities ZD. If ® is not valid, or the LinkFB algorithm finds multiple
feedbacks in £ then it outputs L. Otherwise, it uses the aggregation algorithm Aggr,
and the list 7, to update r, £ and F to take into account the new feedback.

3.4 Security Properties

We now present the desirable security and privacy properties for our RS model.

As discussed earlier, we consider reputation systems satisfying the following properties:
correctness, unforgeability of reputation, traceability, unlinkability of user behaviour,

soundness of reputation, anonymity of feedback, and non—frameability.

We introduce unforgeability of reputation, a requirement that ensures a user cannot prove
that they have a reputation for a certain time, which differs from the one they were
allocated by the CS in AllocateReputation. This is necessary because when an item is
unlinkable, the author’s reputation cannot be determined. Therefore the reputation must
be included alongside the item. This property ensures that the sender has not lied about

their reputation.

We also introduce unlinkability of user behaviour, which formalises our definition of unlink-

able user behaviour, given that ReceiveFB can still form reputations, as well as traceability,
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which ensures that all items generated by an adversary can be traced back to them when
computing their reputation. This is necessary because, due to the unlinkability of user
behaviour property, an attacker could attempt to subvert ReceiveFB. These properties
are reminiscent of the full-anonymity and full-traceability properties [12] for static group
signature schemes, and have been adapted for reputation systems. Traceability and Un-
forgeability of Reputation are separate requirements because they seek to ensure different
properties: that user cannot lie about their reputation and that a user cannot avoid their

behaviour being traced back to them in ReceiveFB.

Soundness of reputation ensures an adversary cannot submit multiple feedback on the
same item, undermining the integrity of reputation values. Anonymity of feedback en-
sures that feedback cannot be traced to the user’s identity and is unlinkable. We have

2. Non-frameability ensures

adapted these two properties from [18] to fit our notation
that an adversary cannot produce a feedback that links to another user’s feedback under
LinkFB, and so unfairly stop this feedback being counted. We have adapted this property
from [58]. Non-Frameability and Soundness of Reputation are separate requirements,

because non—frameability captures that feedback should not be unfairly linked together,

whereas Soundness of Reputation captures that feedback should not be unfairly unlinkable.

We highlight that the issuing secret key is used by the CS for joining users to the scheme,
and therefore for the traceability and soundness of reputation property the adversary
cannot corrupt the isk as otherwise they could cheat by creating unregistered users. The
opening secret key is used by the CS to trace items, so that reputations can be updated
with new feedback. Therefore in the unlinkability of user behaviour property the adversary
cannot corrupt the osk as otherwise they could trace signatures. This means the CS could

be split into two separate entities with different secret keys.

We trust that the CS updates users’ reputations correctly with ReceiveFB, meaning the CS
could potentially unfairly tamper with a user’s reputation. This assumption is necessary
because to publicly scrutinise the CS, the de-anonymisation of items input to the CS
would have to be made public. We justify this honest—but—curious trust assumption by
remarking that the manager of a reputation system will have a vested interest in ensuring

the fairness of the system to avoid disgruntled paying customers from moving elsewhere.

2Soundness of reputation is comparable to public linkability and anonymity of feedback is comparable
to anonymity.
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Oracles and State. The security notions that we will formalise use a number of oracles
which keep joint state, e.g., by keeping track of queries and the set of corrupted parties.
We present the detailed description of all oracles in Figure 3.2 and an overview of them

and their maintained records.

USK (corrupts users) Corrupts user uid, and outputs their secret key usk[uid]. Cor-

rupted users are stored in C.
POST (create items) This oracle returns valid items of a user uid.

SENDFB (create feedback) This oracle returns valid feedbacks of a user uid, storing

outputs in the sets G,;q4, for use in the non—frameability property.

RECEIVEFB (perform ReceiveFB) This oracle returns outputs of the ReceiveFB algo-

rithm.

ALLREP (perform AllocateReputation) This oracle returns outputs of the

AllocateReputation algorithm.

USK (uid): POST (I, uid,r, t,w):

C <+ CU {uid};return usk[uid] return Postltem(gpk, I, usk[uid],r,t,w)

SENDFB(uid, fb, (I,r,t,Q)):
® <—s SendFB(gpk, usk[uid], (I,7,t,Q), fb),Guid < Guia U {((I,r,t,Q), fb,®)} return ®

RECEIVEFB((I,r,t,Q), fb,®,ID):
return (r, L, F) < ReceiveFB(gpk, osk, ((I,r,t,Q), fb,®),r, L, F,ID)

ALLREP (uid, t,7):

return AllocateReputation(gpk, isk, uid, usk[uid], t,r,ZD)

Figure 3.2: Oracles in our RS security model

3.4.1 Correctness

The reputation system RS should function correctly. We formulate correctness via five

conditions.

1. Items computed honestly via AllocateReputation and Postltem will verify correctly

under Checkltem.
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2. Feedbacks computed honestly via SendFB will verify correctly under VerifyFB.

3. On input outputs of SendFB on the same item of (I,r,t,(2), using the same user

secret key, the LinkFB algorithm will output 1.

4. If an item and feedback were generated honestly via Postltem and SendFB, then

ReceiveFB updates r, £, F correctly.

5. If ReceiveFB is input feedback that is not valid under VerifyFB, or links to other
feedback in £ under LinkFB, then it will output L.

Definition 3.2 (Correctness). A reputation system RS satisfies correctness if conditions

1-5 are satisfied.

Condition 1 is satisfied if for all 7 € N, all polynomially bounded R, U, 7 € R, all aggrega-
tion algorithms Aggr, (gpk, isk,usk,ZD) <sSetup(r, R, 7, U, Aggr), all uid € U, any time

t €{0,1}*, any r € RYI (w,r, D) «s AllocateReputation(gpk, isk, uid, usk[uid], t, r[uid], TD),
any I € {0,1}*, then

Checkltem(gpk, I, r,t, Postltem(gpk, I, usk[uid],r,t,w)) = 1.

Condition 2 is satisfied if for all 7 € N, all polynomially bounded R,U, all + € R, all
aggregation algorithms Aggr, (gpk,usk) <sSetup(7, R, 7, U, Aggr), all uid € U, all I €
{0,1}*, all 7 € R, all t € {0,1}*, all Q € {0,1}*, all fb € {0,1}*, then

VerifyFB(gpk, (I,7,t,82), fb, SendFB(gpk, usk[uid], (I,r,t,Q), fb)) = 1.

Condition 3 is satisfied if for all 7 € N, all polynomially bounded R,U, all # € R, all
aggregation algorithms Aggr, (gpk,usk) < Setup(7, R, 7, U, Aggr), all uid € U, all I €
(0,1}, all € R, all € {0,1}*, all © € {0,1}*, all by, fb1 € {0,1}*, for b € {0,1},
&y, <—s SendFB(gpk, usk[uid], (I,7,t,Q2), fby), then

LinkFB(gpk, (I, T, t, Q), fb[), @0, fbl, (I)l) =1.
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Condition 4 is satisfied if for all 7 € N, all polynomially bounded R,U, all + € R, all aggre-
gation algorithms Aggr, (gpk,isk,osk,usk,ZD) «<—sSetup(r, R, 7, U, Aggr), all uid, uid €
U,reRU allt e {0,1}*, (w, 7, ZD) <—s AllocateReputation(gpk, isk, uid, usk|uid|, t, r[uid],
ID), all I € {0,1}*, Q <= Postltem(gpk, I, usk[uid],r,t,w), all fb € {0,1}*, & <—sSendFB
(gpk, usk[uid'], (I,r,t,Q), fb), all F, all £ such that:

V((I,rt,Q), fb/,®") € L: LinkFB(gpk, (I,r,t,8), fb, @, ft/,®") =0,
(r*, £*, F*) < ReceiveFB(gpk, osk, ((1,r,t,Q), fb,®),r, L, F,ID), then
(e*, L5 F*) AL, 5= ((I,r,t,Q), fb,®) U L, F* = F U (uid, fb),

r*[uid] = Aggr(fb, uid, F,r[uid)), and Vuid # uid € U, r*[uid] = r[uid).

Condition 5 is satisfied if for all 7 € N, all polynomially bounded R,U, all + € R, all
aggregation algorithms Aggr, (gpk,osk,usk,ZD) s Setup(r, R,#,U,Aggr), all r, all F,
(L, (I,r,t,Q), fb,®) with VerifyFB(gpk, (I,r,t,Q), fb,®) = 0 or 3((L,r,t,Q), fV/,®') € L
such that LinkFB(gpk, (I,7,,Q), fb, ®, i/, ®) = 1 then

1 < ReceiveFB(gpk, osk, ((I,r,t,Q), fb,®),r, L, F,ID).

We now present our new security properties, which are necessary as reputation values are

assigned to users instead of their individual unlinkable items.

3.4.2 Unforgeability of Reputation

A user can only prove that they have reputation r at time ¢, if this was allocated to them
by the CS in AllocateReputation. In the context of car pooling, this security property

ensures a driver cannot lie about their reputation when requesting a passenger.

In our security game in Figure 3.3, the adversary is given the opening secret key osk, the
list of user identities ZD, the USK, POST, ALLREP oracles, but not isk, as they could run
AllocateReputation. The adversary wins if they output a valid item, for reputation r, time

t, tracing to a corrupted user wid in ReceiveFB, without querying (uid, r,t) to the ALLREP
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Experiment: Exp%%‘_“b—b(ﬂ R, 7, U, Aggr)

(gpk, isk,osk,usk,r, L, F,ID) <sSetup(r, R, #,U, Aggr)

(st, uidy, uidy, I,r,t,ID) s ARECEVEFB (choose, gpk, isk, usk, r, £, F,ID)
Vb € {0,1} (wj,ID) <—s AllocateReputation(gpk, isk, uid, usk[uid;],t,r,7D)
Q +s Postltem(gpk, I, usk[uidp], r,t,wp)

b* s ARECEVEFB (51665 st 0, TD)

if ((1,r,t,9Q),-) queried to the RECEIVEFB oracle return 0

return b*

trace

Experiment: Exp’i'gs(7, R, 7,U, Aggr)

(gpk, isk, osk,usk,ID) +sSetup(r, R, 7,U,Aggr); C + 0

(1,71, fb,®,r, L, F) s AUSKPOSTSENDFBALLREP (1 o1 TD)

if Checkltem(gpk, I,r,t,Q2) = 0 or VerifyFB(gpk, (I,r,t,Q2), fb,®) =0 return 0

if 3((1,,,9Q), [/, @) € £ with LinkFB(gpk, (I,,1,9), fb,®, fi/,®') =1 return 0
Vuid € U, ID <+s AllocateReputation(gpk, isk, uid, usk[uid], ¢, 7, D)

if L+ ReceiveFB(gpk,osk,((I,r,t,Q), fb,®),r,L, F,ID) return 1

else (r*, L, F*) « ReceiveFB(gpk, osk, ((I,r,t,Q), fb,®),r, L, F,ID)

if £* £ ((I,rt,Q),fb,®)UL return 1

if 7* = (uid', fb) UF for some uid' € U wid* + uid" else return 1

if v [uid*] # Aggr(fb, uid*, F,r[uid*]), or Juid € U\{uid*} such that r*[uid] # r[uid] return 1
if wid* ¢ C and (I, uid*,r,t,-) was not queried to the POST oracle return 1

else return0

Experiment: Expznégrge_rep(ﬂ R, 7, U, Aggr)

(gpk,isk,osk,usk,r, L, F,ID) <sSetup(r, R, #,U, Aggr)

(I,7,1,9) ¢—s AUSK-POSTALLREP (01 o1 TD)

if Q returned by POST or if Checkltem(gpk,I,r,t,Q2) =0 return 0

wid' «sU, fb < 0, ® <5 SendFB(gpk, usk[uid'], (I,7,t,Q), fb)

(r*, L%, F*) < ReceiveFB(gpk, osk, ((I,r,t,8), fb,®),r, L, F,ID)

if 7*\F = {uid, fb} for some uid € U wid" < uid else return 1

if A queried (uid*,t,r) to ALLREP oracle and wid* € C return 0 else return 1

Figure 3.3: Experiments capturing our unlinkability of user behaviour, traceability and
unforgeability of reputation security properties

oracle, or it does not trace to any user.

Definition 3.3 (Unforgeability of Reputation). A reputation system RS satisfies unforge-
ability of reputation if for all polynomial-time adversaries A, all sets R and U such that
|R| and || are polynomially bounded in 7, all 7 € R, all Aggr functions, the advantage
Pr[Exp%égme—mp(T, R, 7, U, Aggr) = 1] is negligible in 7.
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3.4.3 Traceability of users

This security property ensures that any valid item an adversary produces will contribute
towards their own reputation in ReceiveFB. This also guarantees unforgeability. In the
context of car pooling, this security property means that feedback on a driver’s rides will

always affect their own reputation and not another’s.

In our security game in Figure 3.3, the adversary is given the opening secret key osk,
the list of user identities ZD, the USK oracle to corrupt users, and the POST, SENDFB,
ALLREP oracles for uncorrupted user, but not ¢sk, because they could cheat by generating
the secret key of a new user. They must output a valid item and feedback, and r, L, F,
such that the feedback does not link to any in £. If ReceiveFB fails, does not correctly

update r, £, F, or updates the reputation of an uncorrupted user, then the adversary wins.

Definition 3.4 (Traceability). A reputation system RS satisfies traceability if for all
polynomial-time adversaries A, all sets R and U such that |R| and |U| are polynomially
bounded in 7, all # € R, all Aggr functions, the advantage Pr[ExptArlefg (1, R, 7 U, Aggr) = 1]

is negligible in 7.

3.4.4 Unlinkability of User Behaviour

This property ensures other users cannot link together items by author, while the CS can
still link items to form reputation values based on a user’s entire behaviour. In the context
of car pooling, this security property means that all rides a driver/ user undertakes are

unlinkable, so their movements cannot be tracked.

In our security game in Figure 3.3, the adversary is given all user secret keys, the issuing
secret key isk, r, L, F, and ZD, but not the opening secret key osk, because otherwise
they could run ReceiveFB, and then check which user’s reputation changes. They are given
the RECEIVEFB oracle, but its use is restricted so that the challenge signature cannot be
queried, to avoid this attack. This attack would not be practical in the real world, as
reputations will be updated at intervals so that multiple users’ reputations will change at
once. Future work could consider specific Aggr algorithms that would allow this security
property to be strengthened. In our work, to ensure our model is generic, we define security

for all possible Aggr functions.
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The adversary chooses an item [, a reputation r and a time ¢, an updated list of identities
ID, and two users uidgy, uidy, they then must decide whether an item €2 was authored by

uidg or uids.

Definition 3.5 (Unlinkability of User Behaviour). A reputation system RS satisfies un-
linkability of user behaviour if for all polynomial-time adversaries A, all sets R and U/
such that |R| and |U| are polynomially bounded in 7, all # € R, and all Aggr functions,
the following advantage is negligible in 7 :

Pr[Epol”E’S‘*“b*O(T, R,7,U,Aggr) = 1] — Pr[Expf‘Ll”?{SL*“bfl(T, R, 7 U, Aggr) = 1]|.

sound—rep

Experiment: Exp’)ge (1, R,7,U,Aggr))

(gpk,isk, osk,usk,r, L, F,ID) <sSetup(t, R, 7,U,Aggr); C <+ 0

((Lnt’m’{fbj’q)j}\jcz\#) s AUSK,POST,SENDFB,ALLREP(gpk’Osk)

if 35 € [1,|C| + 1] such that VerifyFB(gpk, (I,7,t,9), fbj,®;) =0 return 0

if 351,72 € [1,|C] + 1] with ji # jo s.t. LinkFB(gpk, (I,7,t,Q), fb;,, ®;,, fbj,, ®;,) =1
return 0

if 35 € [1,|C| + 1] s.t. (uid, fbj, (I,7,t,w)) with uid ¢ C was queried to the SENDFB oracle

and ®; was returned return 0 else return 1

Experiment: Expin;g_fb_b(ﬁ R, 7, U, Aggr)

(gpk,isk,osk,usk,r, L, F,ID) <sSetup(r, R, #,U, Aggr)

(st, uidy, uidy, b, (I,7,t,Q)) «s AYSKPOSTSENDFBALLRER (o6 gpk, isk, osk)
® <5 SendFB(gpk, usk[uidy], (I,7,t,82), fb)

b* s AUSKPOST.SENDFBALLREP (5066 ot )
if widy or uid; queried to the USK oracle return 0

if (uidg, -, (I,7,t,Q)) or (uidy,-, (I,7,t,Q)) queried to the SENDFB oracle return 0

return b*

Experiment: Expzoggf "me(r R, F,U, Aggr))

(gpk,isk,osk,usk,r, L, F,ID) <sSetup(r, R, 7, U, Aggr); C+ 0; VuideU Guig+ 0
((I,7,t,9), fb, ®) s AUSK-POST.SENDFB.ALLREP (0. ok o5k
if VerifyFB(gpk, (I,7,t, ), fb,®) =0 return 0
if Juid € U\C such that the following hold return 1 else return 0
((I,7,t,Q), fb,®) ¢ Guiq and
(I, 7, t,Q), ft/,®") € Guiq with LinkFB(gpk, (I,7,t,9), fb, @, f/,®') =1

Figure 3.4: Experiments capturing our soundness of reputation, anonymity of feedback
and non—frameability security properties

We now provide an overview of the existing security properties.
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3.4.5 Soundness of Reputation Values

Users who are not enrolled should not be able to submit feedback. Reputation values
should be based on only one piece of feedback per item per user. In the context of car
pooling, this security property would mitigate against an attack where a passenger repeat-

edly gives feedback on one ride, unfairly negatively influencing the driver’s reputation.

In the security game, adapted from [18], given in Figure 3.4, the adversary is able to
corrupt users with the USK oracle, and is given the opening secret key osk, but not the
issuing key sk, as they could use this to cheat by generating a secret key for a new
user. They can use the SENDFB, ALLREP and POST oracles for uncorrupted users. The
adversary outputs a list of feedback on the same item. They win if they can output more
valid unlinkable feedback than the number of corrupted users, without using the SENDFB

oracle.

Definition 3.6 (Soundness of Reputation). A reputation system RS satisfies soundness
of reputation if for all polynomial-time adversaries A, all sets R and U such that |R|
and |U| are polynomially bounded in 7, all # € R, all Aggr functions, the advantage
Pr[Expfﬁ%@d_mp(T,R, 7, U, Aggr) = 1] is negligible in 7.

3.4.6 Anonymity of Feedback

Anonymity of feedback captures the anonymity of those providing feedback against the
CS, and up to all but two colluding users. Unfortunately it is not possible for a reputation
system to have anonymity against all colluding users, whilst still satisfying soundness of
reputation. This is because an adversary could discover whether a user uid authored some
feedback ((I,r,t,Q), fb,®) by running &’ < SendFB(gpk, usk[uid|, (I,r,t,Q), fb'), then
running LinkFB(gpk, (I,r, t,Q), fb, ®, fb',®"). If this outputs 1, then ((I,r,t,Q), fb, ®)
must be authored by wid. In the context of car pooling, this security property means that
provided passengers never submit multiple feedback on the same ride, their feedback will

be unlinkable.

In the security game, adapted from [18], and given in Figure 3.4, the adversary is given
isk,osk, and must choose two users uidy and uid;, an item (I,r,t,2), and feedback fb.

They then must decide which of these users authored the ® returned to them. The adver-
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3.4 Security Properties

sary can corrupt users with USK, and use SENDFB, POST and ALLREP for uncorrupted
users. We do not allow the adversary to query widg or wid; to the USK oracle, or to query
SENDFB with either uidy or uid; and (I,r,t,Q), so that they cannot perform the attack
described.

Definition 3.7 (Anonymity of Feedback). A reputation system RS satisfies anonymity of
feedback if for all polynomial-time adversaries A, all sets R and U such that |R| and |U|
are polynomially bounded in 7, and all # € R, all Aggr functions, the following advantage

is negligible in 7 :

Pr[Epo"ﬁg_fb_o(T,R, 7, U, Aggr) = 1] — Pr[Exp%;g_fb_l(T, R,7,U,Aggr) =1]|.

3.4.7 Non—frameability

This property, adapted from [58], ensures that an adversary, who has corrupted the central
server and all users, cannot forge feedback that links to feedback of another user, meaning
ReceiveFB detects multiple feedback by this user, and unfairly outputs L. In the context
of car pooling, this security property means that a passenger cannot feedback on their

own ride, linking to the driver involved, invalidating any feedback they submit.

In the security game, given in Figure 3.4, the adversary is given isk, osk and can corrupt
users using the USK oracle, and use the POST, SENDFB, ALLREP oracles for uncorrupted
users. To win, they must output valid feedback not output by the SENDFB oracle, which
links to feedback output by the SENDFB oracle, authored by an uncorrupted user.

Definition 3.8 (Non—frameability). A reputation system RS satisfies non—frameability
if for all polynomial-time adversaries A, all sets R and U such that |R| and || are
polynomially bounded in 7, all # € R, all Aggr functions, the advantage
Pr[Exp%ggfmme(T, R,7,U,Aggr) = 1] is negligible in 7.
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3.5 A Centralised Reputation System with Unlinkable User Behaviour

3.5 A Centralised Reputation System with Unlinkable User

Behaviour

We now present our construction that securely realises our RS model for reputation sys-
tems. Our construction makes use of two primitives: a modification of the XS group

signature scheme XS*, and the CDL DAA scheme [33].

More specifically, we modify the XS group signature scheme [53], detailed in Section 2.7.2,
similarly to the modification of the BBS group signature scheme [21] in [70, 106]. We use
XS* for posting items in Postltem, Checkltem, and AllocateReputation. The XS scheme
satisfies unlinkability of user behaviour, whilst still allowing reputations to be formed in
ReceiveFB, using the opening key. Furthermore our modification allows a user to prove

they were allocated a reputation at a certain time by AllocateReputation.

We then adopt the CDL [33] DAA scheme, detailed in Section 2.8.2, for the feedback
component of the reputation system in SendFB, VerifyFB, LinkFB. This perfectly fits our
requirements, because of the user controlled linkability of the DA A scheme. Signatures are
signed with respect to a basename, and are linkable only when they have the same author
and basename. Therefore in the context of reputation systems, by setting the basename
to be the subject of the feedback, multiple feedback on the same item can be detected,

whilst still ensuring anonymity of feedback.

3.5.1 Binding Reputation to the XS Group Signature Scheme

As discussed in the preliminaries, security requirements for group signatures were de-
fined for static groups [12], dynamic groups [14], and fully dynamic groups [24]. The
XS scheme [53] satisfies the security requirements for dynamic groups [14], of anonymity,
traceability and non—frameability, under the q-SDH [19] assumption and in the random

oracle model [13].

We present XS*, a modification of the XS scheme [53], to allow users to prove their repu-
tation in Postltem. In this modification, we introduce an additional algorithm XSUpdate*,

used in AllocateReputation, which outputs a token allowing a user to update their secret

77



3.5 A Centralised Reputation System with Unlinkable User Behaviour

XSKeyGen*(gpp1)

€1, 457, K ¢5Gy \ {1g, }, H + K%, G < K%,y <57, W + G}
return gpk, = (G1, K, H,G,Go, W), isk; = 7, 0sk = (&1, &2)

XSJoin*(isky, wid, gpki) XSUpdate*(t, r,isky, (Z,x,y), gpki)
T,y <sly, Z < (GlHy)ﬁ Q + H(rt)

return usk; [uid] = (Z, z,y) return (w Q.7 - w)

XSSign*(I, (Z,x,y), gpk1,7,t)

P1,p2 8Ly, Th < K" T5 ZHP Ty < K2 Ty« ZGP? 2 < xp1 +y
7 sSPK{(x,2,p1,p2) : T1 = K" ATy = K2 ATy Ty ' = GP2H P A
e(To, W)e(Ta, G2)* = e(G1 - H(r,t), Ga)e(H, W) e(H,G2)*}

return Q = (11,15, T3, Ty, )

XSVerify*(I,r,t,Q, gpki)

Parse Q = (Tl,TQ,Tg,T4,7T)7G1 = Gl . H(T, t)
return 1 if 7 holds for Ty, 715, T3, 1y, G, else return 0

XSOpen*(I,r,t,Q, osk, gpk1)

if XSVerify*(I,r,t,Q,g9pk1) =0 return L return Z + T2T1_51

Figure 3.5: The algorithms of XS*, our modification to the XS group signature scheme

key, depending on their reputation r at time ¢t. Postltem uses XSSign* to sign as in the
original group signature scheme, but with this updated secret key as input. Checkltem
uses XSVerify*, which now also takes (r,t) as input, and only outputs 1 if the secret key

used to generate this signature has been updated correctly with (r, ).

We also modify the XS scheme by converting it to the static setting, to fit with our
reputation system model. We also move to the type-3 pairing setting, as defined in
Section 2.3.2, where there is no homomorphism between groups. This means we use the

(JoC) q-SDH assumption defined for the type—3 setting.

The XS* signature scheme consists of the algorithms given in Figure 3.5, and the group
public parameters gpp;: the type—3 bilinear group (p, G1, Ge, Gp, e, Gy, G2) and hash func-
tion H : {0,1}* — G; that we assume is in the random oracle model. A signature proof

of knowledge SPK, as defined in Section 2.6.3, is used as a building block.
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CDLKeyGen(gpp2) CDLJoin(uid, isks, gpks)

a,ﬁe$Z;,X<—G2“,Y<—G25 f<—$Zp;FeG1f,r<—$Zp
return gpky; = (X,Y), isks = (a,8) A<+ Gi", B+ AP;C « (A*F™P), D « (F)"?
cre < (A,B,C,D) return uskq[uid] < (f,cre)

CDLSign(msg, fb, (f, (A, B,C, D)), gpks)

a¢sZy A« A% B' < B%,C' « C% D + D"

J « H(msg)!, 7 +sSPK{(f) : D' = B A J = H(msg)’}(msg, fb)
return ¢ = (A, B, C", D', J, )

CDLVerify(msg, fb, ®, gpks)

Parse ® = (A',B',C', D', J, )

Verify 7 with respect to B, D', J, fb, msg

if A=1orJ=1 return0

if e(A",Y) # e(B',Gs) or e(A'D', X) # e(C’',G2) return 0 else return 1

CDLLink(msg, (fbo, ®o), (fb1, 1), gpka)

For b € {0, 1} parse P, = (A/(,,B/b, Clb, D,(,, Jb,ﬂ'b)
if 3b € {0, 1} such that CDLVerify(msg, fby, Pp, gpk2) =0 return 0

if Jy=J; returnl else return 0

Figure 3.6: The algorithms of CDL in the static setting

3.5.2 Direct Anonymous Attestation

The CDL scheme [33], with a merged TPM and host is given in Section 2.8.2. It was
proved secure in the full DAA setting, assuming the LSRW [97], Discrete Logarithm (DL),
and DDH assumptions, under the state—of-the—art definitions given in [30]. We use the
CDL construction in particular because, as shown in Table 1 of [32], it has the lowest
estimated running time for signing out of the schemes proved secure under the more
recent models. We prioritise efficiency of signing over verification because in reputation

systems verification is performed by a server with more computational power.

We provide the CDL scheme in the form used in our reputation system construction in
Figure 3.6. The main difference from Section 2.8.2 is that it is in the static setting. The
group public parameters gppy are the type—3 bilinear group: (p, G1, G2, Gr,e,G1,G2) and
a hash function H, that we assume is in the random oracle model. Again, a signature

proof of knowledge SPK, as defined in Section 2.6.3, is used as a building block.
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3.5.3 Our RS-GS Construction

In Figure 3.7 we present our RS-GS construction for a reputation system RS, as defined

in Section 3.3, derived from the XS* scheme and the CDL scheme.

3.6 Evaluation of our Construction

We first analyse the security of our construction against the conventional attacks against
reputation systems, discussed in Section 3.2.2, as well as in the RS model. We then

evaluate the efficiency of this construction.

3.6.1 Resilience against Conventional Attacks

The unfair rating attack is mitigated by the soundness of reputation requirement. The on-
off attack and whitewashing attack, and collaborative unfair rating attack can be mitigated
by design choices detailed in Section 3.2.2. Self-rating attacks could be mitigated by
making all users submit the feedback “*” on their own items that could be used to link
to self ratings, or be punished by the CS. The central server can also punish authors of

items that do not represent a valid transaction.

3.6.2 Security of our Construction

We now show that our construction is a secure RS reputation system as defined in Sec-

tions 3.3 and 3.4.

The proofs of traceability and unlinkability of user behaviour are similar to the proofs of
traceability/ non-frameability and anonymity for the XS scheme [53]. We have adapted
these proofs due to the modification in XS*, and as our model is static (users do not join

or leave after the scheme begins).
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Setup(7, R, 7, U, Aggr)

Generate (gpp1, gpp2) as in XS, CDL

(gpk1,isky, osk) <—s XSKeyGen*(gpp1), (gpke, isks) s CDLKeyGen(gpp2)

gpk < (gpki, gpks), isk « (isky,isks)

Vuid € U usky [uid] <—s XSJoin*(isky, uid, gpki ), uska[uid] <—s CDLJoin(uid, isks, gpka)
usk(uid] < (usk; [uid], usks[uid)])

L+ 0, F <« 0,ID + 0,Vuid € U,r[uid] + 7 return (gpk,isk,osk,usk,r, L, F,ID)

AllocateReputation(gpk, isk, uid, usk|uid), t, r[uid], D)

(w, Z) +s XSUpdate*(t, r[uid], usk [uid], isk, , gpk:)
ID + ID U (uid, r[uid],t, Z) return (w,r[uid],ZD)

Postltem(gpk, I, (Z, x,y),r,t,w)

if e(w,WG3) # e(H(r,t),G2) return L
Z «— Z-w,usk < (Z,z,y) return Q <sXSSign*(I,usk, gpky,r,t)

Checkltem(gpk, I,r,t,) SendFB(gpk, usk|uid], (I,r,t,Q), fb)

return XSVerify*(I,r,t,$, gpk1) return ® <sCDLSign((I,r,t,$), fb, usks[uid], gpks)

VerlfyFB(gpk:, (I7 T, Q)v fb7 q))
return CDLVerify((I,r,t,Q), fb, @, gpks)

LInkFB(gpka (Ia r, t? Q)v fb()v q)07 fbla (I)l)
return CDLLink((I,r,t,Q), (fbo, Po), (fb1, P1), gpk=)

ReceiveFB(gpk, osk, ((I,7,t,9), fb,®),r, L, F,ID)

if VerifyFB(gpk, (I,7,t,8), fb,®) =0 return L

if 3(1,7,t,Q), ft/,®") € L s.t. LinkFB(gpk, (I,7,t,9Q), fb,®, ft/,®') =1 return L

Z « XSOpen*(I,r,t,Q, osk, gpk,), Find (uid, r,t, Z) € ID,otherwise return L

r{uid] < Aggr(fb,uid, F,r[uid)), L < ((I,7,t,Q), fb,®) UL, F < (uid, fb) UF return (r,L)

Figure 3.7: Our RS-GS reputation system
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3.6.2.1 Correctness

We show our RS-GS construction satisfies correctness. Condition 1 is satisfied because the
original XS scheme is correct, and the modification simply replaces G with G1H(r,t),
in both XSSign* and XSVerify*. Conditions 2 and 3 are satisfied due to the correctness
of CDL. Condition 4 is satisfied because the XS scheme is correct, and the modification
only replaces Z with Z(H(r,t)"/("+%))  as the output of XSOpen*. This is stored alongside
the user’s identity in ZD. Condition 5 is satisfied, because ReceiveFB outputs L if the
feedback input is not valid, or links to other feedback in L.

3.6.2.2 Unforgeability of Reputation

Lemma 3.1 (Unforgeability of Reputation). Assuming the random oracle model, the
SPK is zero—knowledge and simulation sound extractable, and the g-SDH assumption, our

RS-GS construction satisfies unforgeability of reputation as defined in Section 3.4.

Proof. We show that if an adversary A’ exists, such that Pr[Exp%f”;g s P(r, R, 7, U, Aggr)
= 1] = ¢, for some 7,R,7, U, Aggr with |R| polynomial in 7, n = || polynomial in 7,
there are [ different values of (r,t) queried to the H oracle, or the ALLREP oracle, and
€ is non—negligible in 7, then we can can build an adversary A, that solves the q-SDH
problem, where ¢ = n, in polynomial-time. We describe A in Figures 3.8 and 3.9. We
then describe why the simulation given in Figures 3.8 and 3.9 and the unforgeability of

reputation experiment are indistinguishable to A, and how A’ works.

We first show that all inputs that A provides to A’ are distributed identically to the
unforgeability of reputation experiment. As H is in the random oracle model, we include

a H oracle. We keep track of the inputs and outputs to this oracle in HL

Simulating (gpk,osk,ZD). W = Ty = G3. G; is chosen randomly due to p being
chosen randomly and independently. As v; is chosen randomly and independently, H is

independent of G1. (&1,&2, K, G,ZD) are chosen as in Setup.
We will use the fact that I' = G? and By, = Gi/ (v+2uia) later. This is because G; =
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USK (uid)

if b=1 and wid = wid® A aborts else C <+ CU{uid} return usk[uid]

POST(1,uid,r,t,w)
if b =1 and wid = uid*
if e(w, WG5“1?") # e(H(r,t),G2) return L
p1,p2 Ly, Th <+ K, T5 < ZyjgrwH" T3 = KP? Ty < Zyiq~wG"?
G1 « H(r,t) - Gy, Simulate 7 with Ty, Ty, T3, Ty, G4
return Q < (11,15, T35, Ty, ™)
else return Postltem(gpk, I, usk|[uid],r, t,w)

ALLREP(uid, t, r)

if (uid,t,r,out) € AR return (out,r,ZD)
else out’ < H(r,t), let ((r,t),out’,x,m') € HL
if m’ =m* and b’ = 0 and wid = uid’ A aborts

n' —2
if m' =m* and V' = 0 and wid # wid', out” + H (T YXwid.s
j=0
n—1 .
else out” « H(T;J)Xﬁu,id,j
j=0

AR + ARU (uid, t,r,out”), ID < ITD U (uid, r,t, Zy;q0ut”),
return (out”,r,ZD)

H(in)

if I(in,out,-,-) € HL returnout else m < m+1,x<sZ;,
n'—1 .

if m=m* and b’ = 0,out + H (T )XSs
§=0

else out < H(Tfj)x)‘f
=0
HL «+ (in,out,x,m)U HL

return out

Figure 3.8: Simulated answers to oracle queries in our unforgeability of reputation proof
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AT, T, T) T Ty, 1))

Create Empty List HL, AR, m < 0,m* <s[l], uid’ <sU,b+-s{0,1},b «<s{0,1}
ifb=0 V«Un <n

ifo=1 wid « U\{uid'},V + U\{uid"},n' < n — 1, zyiq4- s L%, Zuig <Gy
Yuid € V\U’id/, Tyids Yuid <3 Z;

n'—1 n'—1 n'—1

M<—$Z;,let f(X): H X+xuzd ZCZX Gl — H T'y e F(— H 1+1) e

FEV\{uid'}
Gy To, W « T3z, v1,v5 s L, H « (TG})"" Gy Y™
G 25 K+ HYS & 75, G + K, 0sk < (&1,&), gpk1 + (G1, K, H,G, G2, W)

n/_2 n/_2 . . n
vuid € V\{uid'} let fuia(X) = [ K+ =ty X9 Bua < [[ @)™
wideV\{uid’ ,uid} J=0 Jj=0

—Lui -1 P wi .
Zuid Buid(Bi(L(ifl Fuia) )/VQGlfl/yz)y“’d7USk1 [wid] <= (Zuids Tuids Yuid)
Yuid: — Vo, Tyiar < Ty Zyiar <+ G4 usky [wid'] < (Zyiar, Tuidr s Yuidr)

Let g(X) = [] (X + 2uia) = ZA ¢
uideU

Vuid € U, set guia(X) = g(X) /(X + zuia) Z Kuid,j X

Finish computing (usks[uid], gpks, D), as in Setup
(I,7,t,Q, fb, @) s A/VSIOPOSTALRERH (1t 05k, TD)
Let Q = (T1,Ts,T5,Ty, )
if fout such that ((r,¢),out,x,m*) € HL return L
Extract x*, p], 2* from 7,y* < 2* —2*p}, Q" + TQTI_El
if 2% = zyq with uid € U
if uwide C if 2" # xy9 or b=1 return L
if y* = yuia,if ¥’ =1 return Lelse return ((Q*Z, L )"/X, x*)
if y* # yyiar,if ¥ =0 return 1 else w <sALLREP(uid',t,r)
return (Q*wilGl_'”y*/”?)ﬁ ,z*)
if uid ¢ C if 2% # wyig- or b=0, or ¥’ =0 return L
w s ALLREP(uid*, ¢, 1), Q* + Q*w ™"

return (Q*G; " ﬂ”)m x*)

— v2
elseif b=1or b =0 return L else return (Q*G;""" /VZG X/”) e U S VDI G T

Figure 3.9: A which solves the q-SDH problem, using A’ which breaks unforgeability of
reputation for the RS-GS construction
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11 i 1 (i+1) MG r_q i
15t (@ s =0 and so T = [T (@) = T (1) e

= G, and By = H?':B2(T17j)unmd,j = Tl"f“id(“’) = Gi/(vﬂﬁm‘i). This is because 7,;q,; for

j €[0,n' — 2] are defined to be the coefficients of f,;4 in Figure 3.9.

Simulating the USK oracle. The USK oracle is distributed identically to the unforge-
ability of reputation experiment because, provided the oracle does not abort, if uid # wid’,

Tid = Buid(B((I—xmd)m—1)/V2G11/1/V2)ymd _ Buid(B((x_xuid)Vl_1)/VQBV1'(§Z'Y+$uid)/V2)yuid
ur

uid uid

_ BuidByuid(Vl(’Y'i‘x)_l)/VQ — (Glelluid(Vl(V""w)_l)/VQ)1/(’Y+Iuid) _ (GlHyuid>1/(’Y+xuid)7

uid -

and Z;q = qu = (G1G51(7+x)_1)1/(7+x) = (GlHy’uid/)l/(7+wuid/)'

Simulating the POST oracle. If b =1, and uid = uid* is input to the POST oracle,
because Z,;q+ was chosen randomly and independently, it is distributed identically to the
unforgeability of reputation experiment. The SPK can then be simulated due to the zero—
knowledge property. The signature output is then distributed identically to in Postltem.
If b = 0 or wid # wid*, our oracle works in exactly the same way as in the unforgeability

of reputation experiment.

Simulating the other oracles. The ALLREP oracle is distributed identically to the un-
forgeability of reputation experiment, provided the oracle does not abort. This is because

with input (uid,t,r), when m’ = m*, wid # wid', and b’ = 0,

n'—2

H (Tiyj)x'f]uidj _ Tleuid('Y) _ Tf(f(“/)/(’ﬁr:ﬂmd) _ H(T,t)l/(7+ind),
7=0

else H}:& (Tfj)X”"uidJ = Tlxg“”'d(v) = Tlxg(v)/ (Orfeuia) — 9(p, 4)1/(+%uia) . The hash oracle
is distributed identically to the random oracle model, because x is chosen randomly and

independently each time.

Reduction to q-SDH. If A’ is successful and outputs (I,r,t,€) then there exists
out such that ((r,t),out,m) € HL, because for A" to have output a valid signature for

(r,t), this must have been queried to the H oracle. Assume m = m*, with probability
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1/1, then A does not abort at this stage. As (I,r,t,€) was not output by POST, we can

extract (Q*,z*,y*) such that Q* = (G, Hy*out)l/(x*—w), because 2 is a valid signature.

We now consider all possible cases for a successful A’, and provide reductions to the q-SDH
problem for each case. The three cases are as follows: firstly x* corresponds to the key
of a corrupted user, ie z* = x4 for uid € C; secondly x* corresponds to the key of an
uncorrupted user, ie £* = xy;q for uid € U \ C; and finally z* does not correspond to the
key of any user, ie x* # x4 for all uid € U. The first cases is split into two sub cases:

firstly ¥* = yuiq where z* = x,;4q and secondly y* # yu;q where £* = z4.

When z* corresponds to the key of a corrupted user. When z* = x4 for uid € C,
we assume b = 0 and wid = uid’, which occurs with probability 1/2n. As b =0, USK will

not abort.

We first note that as A’ is successful, if 2* = x4 and y* = v, , then as ReceiveFB would
successfully trace user wid’ then (uid',r,t) has not been queried to ALLREP. Therefore

ALLREP will not abort.

We assume b’ = 0, which occurs with probability 1/2 and therefore, out = Hzl:ol 1y j)XCJ' =
GY/r,

Then Q*Z;L, = out!/(#uia+7). Therefore (out!/(1+@uiw))u/x = G}/(wrx“id’). Given this, A
can break the g-sdh assumption as shown in [20] . Therefore, in this case, assuming A’

was successful, A succeeds with probability 1/4ln

If y* # yyiqr, we assume b’ = 1 therefore A will not abort during ALLREP, and we can
query ALLREP (uid',t,r). As vo = yyiq # y*, then (1o — y*) # 0. Note that x = z*.
Because Q*w ™! = (G1HY" )/ (@47 then

_yly*

(Q*w—lGl—Vly*/Vz)‘VQ_zy? — (GlHy*)meQ—y*

(1 () = 1) fy e o bt 1/(v+a*)
= (G1GY )G G = G, G! '

Given this, A can break the g-sdh assumption as shown in [20]. Therefore, in this case,
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assuming A’ was successful, A succeeds with probability 1/4In.

When z* corresponds to the key of an uncorrupted user. We now consider the
case that uid ¢ C. In this case, we assume 2* = x4+, b = 1, and b’ = 1, which occurs with

probability 1/4n. Then as V' = 1, A will not abort during ALLREP, and as wid* is not

vo—y*
y*(z*—z)"

corrupted, A will not abort during USK. If v — y* —1ny*(z* —x) = 0, then 14 =
If y* = 0 then v, = 0, which is not possible. Therefore the adversary can obtain v and

so break the discrete logarithm problem, which is implied by the q-SDH problem.

Because Q*w ™' = (G1HY")/ (@47 then

—u *

v2 * ) o —rur (2 —x)
(Q*w—l(;l‘”ly*/”)uz—y*—uw*@*—z) = (G HY" ) GFen = vy @ =a) G2y —v (e =e)

*
v 14

= (G1GY OV G ey G e

v v (+a) —y* o —y*ug (v+a)
Gl (v+a*) (v —y* —v1y* (@* —z))

_ Yo,

Given this, A can break the g-sdh assumption as shown in [20]. Therefore, in this case,

assuming A" was successful, A succeeds with probability 1/(4ln).

When z* does not correspond to a user’s key. If o* & {xy;q: uid € U}, we assume

b’ =1 and b = 0, which occurs with probability 1/4, and therefore A will not abort. If

pre—y* —v1y* (z* —x))

e . Therefore the adversary
o(x*—x)

vo—y*—(ny*+xve/p)(a* —x) = 0, then x =
can obtain y and so break the discrete logarithm problem, which is implied by the q-SDH

problem.

Due to the fact that ,

n 1/(’y+x*) x(y+z)
out!/(r+z*) H va _ Tlxg(v)/(wx*) _ Gf””*)
7=0

x(z—a*) x(z—a*)

= px/u(v+x*)G>1<I/u(v+z*) _ (Fx/uGOlcx*/#)l/(Wz*))Gf(wm*) GX/HGM(AHI*)

and Q* = (G HY out)/(r+2"),
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and

(GLHY YO+ = (Gy @Y Ot D/ Gy

yrura* y 1y * (i 9-1)/ . - vot+y* (v (@—a*)—1)
12 T* 12 x> vi(x—x™)— 1Z vy /v % x*
_ G12(7+ >G12(7+ )(Glell 1 2)1/('y+w ) — G31/ 1 2G1 o (v+z%)

)

we have that

* v2
(Q*G{ ™Y 2 G My = =Gav Fxva T =)

X vaty* (v (a—s*)-1) . x(e=s*) vy
_ (Gzli 111/1/2G1 vo (%) G1—V1y /V2G>1</MGf(w+m )Gl—x/u)VQ,y*,(Vlymrxug/u)(z*fz)

V2+y*(l'1(1**73*)*1) x(z—a*) vy *
_ (Gl vo(v+z*) G{L(7+z*))uzfy*—(uly“rxuz/u)(z**w) — G}/(Y—He )

Given this, A can break the g-sdh assumption as shown in [20] . Therefore, in this case,

assuming A’ was successful, A succeeds with probability 1/41.

Therefore A solves the q-SDH problem with probability at least i-.

3.6.2.3 Traceability

Lemma 3.2 (Traceability). Assuming the random oracle model, the SPK is zero—
knowledge and simulation sound extractable, and the g-SDH assumption, our RS-GS con-

struction satisfies traceability as defined in Section 3.4.

Our proof of traceability is very similar to our proof of unforgeability of reputation. We

therefore present this proof in Appendix A.

3.6.2.4 Unlinkability of User Behaviour

Lemma 3.3 (Unlinkability of User Behaviour). Assuming the DDH assumption and
the SPK is zero—knowledge, our RS-GS construction satisfies unlinkability of user behaviour

as defined in Section 3.4.

Proof. We show that if an adversary A’ exists, such that | Pr[Exp%;Rs. ‘GLZ*O(T, R, 7, U, Aggr)
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RECEIVEFB((I,r,t,Q), fb, ®,ID)

if VerifyFB(gpk, (I,7,t,82), fb,®) =0 return L

if 3(1,7,t,Q), ft/,®") € L such that LinkFB(gpk, (I,7,t,9), fb,®, ft/,®') =1
return |

ifd=0 Z« DT % ifd=1 7« T,T;°

Find (uid,r,t, Z) € ID, otherwise return L

ruid] < Aggr(fb,uid, F,r[uid)), L < ((I,7,t,Q), fb, @)U L, F < (uid, fb) UF

return (r, L, F)

A(K,T,U,V)

b,d,d +s{0,1}

ifd=0 &«sZH« KV, G+ T, ifd=1 &<sZ) H<«+ T,G+ K®
Other than (K, H,G) generate (gpk,isk,usk,r, L, F,ID) as in Setup

(st, widy, uidy, I,7,t,IZD) < A’RECEIVEFB(choose, gpk,isk,usk,r, L, F,ID)
out < H(r,t), Gy + Grout,wy  out!/ OV Fouide) ) « out?/(Heuiar)

ID < ID U {(uidy,r,t, Zuidywo), (widy,r,t, Zyid, w1)}

£ d=0 pysZp Ty KTy Zyia,waH, Ts < U, Ty < Zyig,enV
i d=1 pysZp Ty UTy e ZuayuV,Ts K Ty < Zuia, wa G
Simulate m with Ty, 5, T3, Ty, G1,  Q < (T1, Ty, Ty, Ty, )

b s A/RECEIVERE (guess, st, 2, ZD)

if ((I,7,t,9Q),) queried to the RECEIVEFB oracle b «+ 0

if ¥ =b return1 else return 0

Figure 3.10: A which distinguishes between DDH tuples in Gq, using A’ which breaks
unlinkability of user behaviour for our RS-GS construction

=1] - Pr[Exp%L?,;‘S__gg_l(T,R,f’, U,Aggr) = 1]| = ¢, for some 7, R, 7, U,Aggr with |R|
polynomial in 7, n = || polynomial in 7, and € is non-negligible in 7, then we can can
build an adversary A that breaks the DDH assumption with non-negligible probability.
We describe A in Figure 3.10. We then describe why the simulation given in Figure 3.10
and the unlinkability of user behaviour experiment are indistinguishable to A if a DDH
tuple is input, and A chooses d = b. We then show that, otherwise, A guesses correctly

with probability 1/2, and therefore A successfully distinguishes DDH tuples.

Simulating the inputs to A’. Assuming A was input a DDH tuple and chooses d’ = b,
all inputs to A’ are distributed identically to the unlinkability of user behaviour experi-
ment. In the choosing phase, the only difference to the experiment is in choosing (K, H, G),
which are still distributed identically. In the guessing phase, as d = b and (K,T,U,V)
is a DDH tuple,the input Q to A’ is also distributed identically to the unlinkability of
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user behaviour Experiment, and ZD is modified in the same way as the experiment. The
cca-anonymity property of the XS group signature scheme [53] is used to simulate answers
to the RECEIVEFB oracle. Since T4T§2 = Tng_§1 for a valid signature, to open signatures

it is only necessary to know &; or &s.

Reduction to the DDH problem. Assuming A was input a DDH tuple, and chooses
d # b, both Zy;4,wo and Z,;q,w1 are encrypted. If the adversary A’ has queried the
RECEIVEFB oracle with (7,7,¢,2), then A outputs 1 with probability 1/2. Otherwise,
the adversary A’ has not queried the RECEIVEFB oracle with (I,r,t,Q) to obtain d’, and

therefore A’ has no advantage in guessing b. Therefore A outputs 1 with probability 1/2.
On input a DDH tuple, the probability that A outputs 1 is:
1/4(Pr[Exp e &e *(r, R, 7, U, Aggr) = 0] + Pr[Exp’i % e (7, R, 7, U, Aggr) = 1]) +1/4

= 1/4(1 + Pr[Expy Roce ' (7, R, 7, U, Ager) = 1] — PrExp’i T et *(T, R, #,U, Aggr) = 1))

+1/4 = 1/4e +1/2.

If the input to A is not a DDH tuple, then € is independent of b, therefore A’ has no

advantage in guessing b. Therefore A outputs 1 with probability 1/2.

Therefore A has an €/4 advantage in distinguishing DDH tuples.

3.6.2.5 Soundness of Reputation, Anonymity of Feedback and Non-frameability

Lemma 3.4 (Soundness of Reputation). Assuming that CL signatures are existentially
unforgeable under the chosen—message attack, the SPK is zero—knowledge and simulation
sound extractable, and the random oracle model, our RS-GS construction satisfies sound-

ness of reputation as defined in Section 3.4.

Lemma 3.5 (Anonymity of Feedback). Assuming the DDH assumption in Gi, the

SPK is zero—knowledge, and the random oracle model, our RS-GS construction satisfies
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anonymity of feedback as defined in Section 3.4.

Lemma 3.6 (Non—frameability). Assuming the DL assumption in G1, the SPK is zero—
knowledge and simulation sound extractable, and the random oracle model, our RS-GS

construction satisfies non—frameability as defined in Section 3.4.

The proofs of Lemmas 4, 5, 6 are similar to the simulation based proof of security of
CDL [33]. It is clear, due to the similarity of the security requirements for DA A schemes [33]
and the security requirements of soundness of reputation, anonymity of feedback and
non-frameability, that a reputation system that uses the CDL scheme will satisfy these

requirements. We present the proofs in Appendix A for completeness.

Soundness of reputation ensures that an adversary cannot submit multiple feedback on
the same item. This corresponds to the property for DAA that a user should not be
able to produce two signatures with the same basename that do not link. Anonymity of
feedback ensures that, provided a user has not cheated by giving multiple feedback on the
same item, all feedback is unlinkable. This corresponds to the user-controlled linkability
property for DAA schemes that signatures with different basenames should be unlinkable.
Non—frameability ensures that an adversary cannot produce feedback that links to another
user’s feedback, without corrupting this user. This corresponds to the property for DAA
that an adversary should not be able to forge a signature that links to a user’s signature,

without corrupting this user.

3.7 Instantiation of SPK and Efficiency

3.7.1 Instantiation of SPKs

We have two non-interactive zero-knowledge proofs of knowledge in our scheme, in XSSign*
and CDLSign. Given a proof of discrete logarithms in this notation, as discussed in Sec-
tion 2.6.3, it is straightforward to derive an actual protocol implementing the proof [35].
For transforming interactive into non-interactive zero-knowledge proofs we rely on the

Fiat-Shamir heuristic that ensures security in the random oracle model.

Due to this, we can now state Corollary 3.1.
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Corollary 3.1. The construction presented in Section 3.5.3, with the SPK instantiated
as described, is a secure RS as defined in Sections 3.3 and 3.4 under the DDH, ¢-SDH, and

LRSW assumptions in the random oracle model.

3.7.2 Computational Cost

We focus on Postltem, Checkltem, and SendFB, because these are performed by users with
less computational power. We note that ReceiveFeedback only needs to check all feedback
for the same item to ensure soundness of reputation, not all feedback. SendFB requires 7

exponentiations in G1, and 2 hash computations, which is a low computational cost.

There is an extra cost, compared to the existing work [18, 58], required to achieve un-
linkability of user behaviour in the Postltem and Checkltem algorithms. We note that
in [18, 58], whenever a user posts an item they must receive a new secret key from the
managing authority, which is not required by our reputation system. When joining, the
user pre—computes e(H, W) and e(H,G2). When a user receives a token w, for reputation
r and time ¢, they must pre-compute e(w, WG%), e(H(r,t),G2), and e(wZ, G2). Assuming
the pre—computation, Postltem requires 8 exponentiations in G1, 3 exponentiations in Gg,
and a hash computation. Checkltem requires 2 computations of e, 10 exponentiations in

G1, 2 exponentiations in Go, 2 exponentiations in G3, and 2 hash computations.

3.7.3 Communication Overhead

Using updated parameters for curves that provide 128-bit security [119] and point com-
pression, the XS* signature 2 has length 432 bytes and the CDL signature ® has length
336 bytes. Therefore the communication overhead when sending feedback with our con-
struction is 768 bytes, compared to 624 bytes in [18] using the same curves. This is a
relatively small increase given the additional security of unlinkability for user behaviour
achieved. Our communication overhead compares well to [58] where signatures have length

O(7log(n)), as shown in [93], compared to our signatures of length O(7).
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3.8 Summary

We have introduced and formally defined a new security model for centralised reputation
systems, where user behaviour is unlinkable. This represents a shift from previous models
which aims at more accurately capturing the real-world requirements of reputation systems

used by many on a daily basis.

We have provided a concrete construction which satisfies the new security requirements

with a low additional efficiency cost.
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4.1 Introduction

This chapter introduces group signatures with selective linkability, which allow signatures
to be linked in a controlled and flexible way. Signatures are unlinkable by default, but
can be obliviously and non—transitively linked by the converter, a trusted entity. We first
introduce a formal security model for this primitive and then provide a construction that

provably satisfies this model.

94



4.1 Introduction

4.1.1 Motivation and Background

Group signatures are highly suited whenever data is collected that needs to be authen-
ticated while, at the same time, the privacy of the data sources must be respected and
preserved. In particular when data is collected from users, the protection of their privacy
is of crucial importance and has seen increased attention due to the recently introduced
General Data Protection Regulation (GDPR) [2], Europe’s new privacy regulation. In
fact, the GDPR creates strong incentives for data collectors to thoroughly protect users’
data and implement the principle of data minimization, as data breaches are fined with

up to 4% of an enterprise’s annual turnover.

When aiming to implement such techniques for privacy and data protection, one needs to
find a good balance with utility though since data gets collected in order to be analysed and
to generate new insights. For these processes it is usually necessary to know the correlation
among different data events, as they reveal a crucial part of the information. For instance,
when a group of users measure and upload their blood pressure via wearable activity
trackers, several high value measurements are not critical when they are distributed over

many participants, but might be alarming when originating from a single user.

Often the exact purpose of the data might not be clear at the point of data collection.
In fact, given the rapid advancements in machine learning and ubiquitously available and
cheap storage, data collectors tend to gather large amounts of data at first, and will
only use small subsets for particular applications as they arise. A well known example
is the Google Street View cars that inadvertently recorded public Wi-Fi data like SSID

information, which later was used to improve Google’s location services.

Ideally, the data should be collected and stored in authenticated and unlinkable form.
Only the particular subsets that are later needed should be correlated in a controlled and

flexible manner.

4.1.2 Linkability in Group Signatures

As discussed in Section 2.7.3, to address the tension between privacy and utility, group

signatures often have built-in measures that control linkability of otherwise anonymously
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authenticated information. Interestingly, despite the long line of work on this subject, none
of the solutions provides the functionality to cater for the flexibility needed in practice.
They either recover linkability in a privacy-invasive way or offer control only in a static

manner.

Group Signatures with Opening. Standard group signatures allow an entity with an
opening secret key to recover the signer’s identity. Originally, the opening was intended
to prevent abuse of anonymity, and only meant to be used in extreme situations. Clearly,
the opening capability can also be leveraged to determine the linkability of various data
events, but at a high cost for privacy: every request for linkability will recover the full
identity of the signer, and the central group manager learns the (signed) data of the data

collectors and their correlation.

Group Signatures with Controlled Linkability. A more suitable solution are group
signatures with controlled linkability [79, 80, 120]. This is much better than revealing the
identity of the user, but still relies on a fully trusted entity that will learn the collectors’
signed data. Further, this approach does not scale well for applications where a data
collector is interested in the correlations within a large data set. To link a data set of n
signed entries, each pair of signatures would have to be compared, which would require
n(n — 1)/2 requests to the linking authority. Another related concept are traceable group
signatures [83] where a dedicated entity can generate a tracing trapdoor for each user
which allows for the tracing of this user’s signatures. This approach is not suitable for our
use case of controlled data linkage either, as it requires knowledge of the users’ identities
behind the anonymous group signatures or trapdoors for all users, and also needs every

signature to be tested for every trapdoor.

Group Signatures with User-Controlled Linkability. Finally, schemes with user-
controlled linkability exist, such as in direct anonymous attestation (DAA) [29], described
in Chapter 2. In contrast to solutions with opening or linking authorities, the linkability
here can be publicly verified: a signature in such schemes contains a pseudonym that is
deterministically derived from the user’s secret key and the basename. Thus, the user
re-uses the same pseudonym whenever they want to be linkable. On the downside, this

linkage is immediate and static. That is, the users have to choose at the beginning whether
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they want to disclose their data in a fully unlinkable manner, or linked with respect to a
context-specific pseudonym. There is no option to selectively correlate the data after it
has been disclosed. Therefore, users or rather the data collectors allowing the use of such
protocols, will hesitate to choose the option of unlinkability, as they fear losing too much

information by the irreversible decorrelation.

4.1.3 Our Contribution

In this chapter we overcome the aforementioned limitations by introducing a new type of
group signature scheme that allows for flexible and selective linkability. We achieve that
functionality by combining ideas from the different approaches discussed previously. Group
signatures are associated with pseudonyms, but pseudonyms are unlinkable by default.
Only when needed, a set of signatures — or rather the pseudonyms — can be linked in an
efficient manner through a central entity, the converter. The converter receives a batch
of pseudonymous data and transforms this into a consistent representation, meaning that
all pseudonyms stemming from the same user will be converted into the same value. To
preserve the privacy of the users and their data, the converter correlates the data in a fully
blind way, i.e., they do not learn anything about the pseudonyms they transform. We call

this new type of group signature scheme convertibly linkable (group) signatures, i.e. CLS.

Security and Privacy for CLS. A crucial property that we want from pseudonym
conversions is that they establish linkability only strictly within the queried data, i.e.,
linked pseudonyms from different queries should not be transitive. Otherwise, different re-
linked data sets with overlapping input data could be pieced together, thereby gradually
eroding the user’s privacy. Aiming for such non-transitivity has an immediate impact
on the overall setting: we need to channel both, the pseudonyms and messages, blindly
through the converter, as transforming pseudonyms without the messages would require
linkability between the in- and outputs of the conversion query, which in turn allows

outputs from different queries to be linked.

We formally define the security of CLS through a number of security games, strongly
inspired by the existing work on group signatures and DAA [12, 14, 33]. That is, we want
signatures to be fully anonymous and unlinkable bearing in mind the information that is

revealed through the selective linkability. We discuss that the classic anonymity notion
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adapted to our setting will not suffice, as it cannot guarantee the desired non-transitivity.
In fact, capturing the achievable privacy and non-transitivity property in the presence of
adaptive conversion queries was one of the core challenges in this chapter, and we formalise
this property through a simulation-based definition. If the converter is corrupt, then
unlinkability of signatures no longer holds, but the adversary should neither be able to trace
signatures to a particular user, nor harm the obliviousness of queries, which is captured
in the conversion blindness and join anonymity properties. The guarantees in terms of
unforgeability are captured through the non-frameability and traceability requirements.
The former says that corrupt users should not be able to impersonate honest users, and
the latter guarantees that the power of an adversary should be bounded by the number

of corrupt users they control.

From a corruption point of view, we assume the data collector to be at most honest—
but—curious towards the converter, i.e., even a corrupt data collector will only query
pseudonym-message pairs that it has received along with a valid signature. We consider
this a reasonable assumption, as data collectors that will use such a CLS scheme do so
in order to implement the principle of data minimization on their own premises, and do
not have an incentive to cheat themselves. We will relax this assumption in Chapter 6,

although this will come with an efficiency cost.

Efficient Instantiation. We propose an efficient construction of such CLS schemes,
following the classical sign-and-encrypt paradigm that underlies most group signatures.
Roughly, we use BBS+ signatures [9] for attesting group membership, i.e., a user will
blindly receive a BBS+ signature from the group issuer on a secret key y chosen afresh
by the user. To sign a message m on behalf of the group, the user computes a signature-
proof-of-knowledge (SPK) for m where they prove knowledge of such an issuer’s signature
on its secret key and also encrypts its user key (or rather its “public key” version hY, where
h is a public parameter of the scheme), under the converter’s public key. The ciphertext

that encrypts hY serves as the pseudonym .

When the converter is asked to recover the correlations for a set of k pseudonym-message
pairs (u1,m1), ... (uk, mg), it blindly decrypts each pseudonym and raises the result to
the power of r, which is chosen fresh for every conversion query but used consistently

within. That is, all pseudonyms belonging to the same user will be mapped to the same
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query-specific DDH tuple h¥" which allows for linkage of data within the query, but guar-
antees that converted pseudonyms remain unlinkable across queries. To achieve obliv-
iousness and non-transitivity of conversions, we encrypt all pseudonyms and messages
with a re-randomisable (homomorphic) encryption scheme under the blinding key of the
data collector. The re-randomisation is applied by the converter before they return the
transformed values, which ensures that the data collector cannot link the original and the
converted pseudonyms by any cryptographic value. Clearly, if the associated messages are
unique, then the data collector can link in- and outputs anyway, but our scheme should
not introduce any additional linkage. Given that the pseudonyms are encryptions under
the converter’s public key, we need to add the second layer of encryption in a way that
it does not interfere with the capabilities of the inner ciphertext. Using a nested form of

ElGamal encryption [60] gives us these properties as well as the needed re-randomisability.

Finally, we prove that our instantiation satisfies the desired security and privacy require-
ments under the DDH, ¢-SDH and DCR assumptions in the random oracle model. Our
construction relies on type-3 pairings and performs most of the work in G; which comes
with significant efficiency benefits. In fact, we show that our construction is reasonably
efficient considering the increased flexibility when establishing the linkability in such a

selective and controlled manner.

4.1.4 Other Related Work

A number of results exist that establish convertible pseudonyms in the setting of dis-
tributed databases and have inspired our work. The data is created and maintained in a
distributed manner. For privacy, related data is stored under different, database-specific
pseudonyms that are seemingly unlinkable and can only be correlated by a central entity
that controls the data flow. While the initial approach by Galindo and Verheul [68] re-
quired the converter to be a trusted third party, Camenisch and Lehmann [36, 37] later
showed how the converter can operate in an oblivious manner. However, none of these
solutions supports authenticated data collection and [68] and [36] even let the (trusted)
converter establish all pseudonyms. The pseudonym system in [37] bootstraps pseudonyms
in a blind way from a user secret, but for every new pseudonym that requires the user,
converter and targeted data base to engage in an interactive protocol. Clearly, this is not

practical for a setting where users frequently want to upload data. Further, all schemes
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re-use the same pseudonym for a user within a database, whereas our solution creates

fresh and unlinkable pseudonyms for every new data item.

4.2 Definition and Security Model for CLS

In this section we first introduce the syntax and generic functionality of CLS and then

present the desirable security and privacy properties for such schemes.

The following entities are involved in a CLS scheme: an issuer Z, a set of users U = {wid; },
a verifier ¥V and a converter C. The issuer Z is the central entity that allows users to join
the group. Once joined, a user can then sign on behalf of the group in a pseudonymous
way. That is, a verifier V can test the validity of a signature with respect to the group’s
public key but does not learn any information about the particular user that created the
signature. Most importantly, we want the pseudonymously signed data to be linkable
in a controlled yet blind manner. Such selected linkability can be requested through the
converter C that can blindly transform tuples of pseudonym-message pairs into a consistent

representation.

4.2.1 Syntax of CLS

Our notation closely follows the definitional framework for dynamic group signatures given
in [14], although there are some differences due to the different setting. Instead of an
opener, we have a converter who outputs a linked representation of the signatures input.
This means we no longer have need of a registration table for joined users. As we assume

the converter is honest—but-curious, we no longer need the equivalent of a judge algorithm.

We also weaken the anonymity requirement so that forward anonymity is no longer pro-
vided. It seems difficult to achieve this whilst also ensuring the non—transitivity of con-
versions. Now if the adversary is allowed to query the USK oracle, the adversary could
have instead created that user with the issuer secret key. Therefore there is no longer any

need for the USK oracle.

We stress that our algorithms (and security notions) are flexible enough to cover settings
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4.2 Definition and Security Model for CLS

where multiple verifiers and converters exist. For the sake of simplicity, however, we focus

on the setting where there is only one entity each.

Definition 4.1 (CLS). A convertibly linkable group signature CLS scheme consists of the

following algorithms:

Setup and Key Generation. We model key generation individually per party, and

refer to (param, ipk, cpk) as the group public key gpk.

CLS.Setup(17) — param: on input the security parameter 17, outputs param, the public

parameters for the scheme.

CLS.IKGen(param) — (ipk,isk): performed by the issuer Z; outputs the issuer secret key
isk, and the issuing public key ipk.

CLS.CKGen(param) — (cpk, csk): performed by the converter C; outputs the converter

secret key csk, and the converter public key cpk.

CLS.BKGen(param) — (bpk, bsk): performed by the verifier V!; outputs a blinding secret
key bsk, and blinding public key bpk. As the key is only used for blinding purposes,
(bpk,bsk) can be ephemeral. We write B as the public key space induced by
CLS.BKGen.

Join, Sign and Verify. As in standard dynamic group signatures, we have a dedicated
join procedure that a user has to complete with the issuer. All users that have successfully
joined the group can then create pseudonymous signatures on behalf of the group, i.e.,
that verify with respect to the group public key gpk. For ease of expression we treat the

pseudonym g as a dedicated part of the signature.

(CLS.Join(gpk), CLS.lIssue(isk, gpk)): a user uid joins the group by engaging in an in-
teractive protocol with the issuer Z. The user uwid and issuer Z perform algorithms
CLS.Join and CLS.Issue respectively. These are input a state and an incoming mes-

sage respectively, and output an updated state, an outgoing message, and a decision,

IFor the sake of simplicity we state the algorithms for the setting where the requester and receiver of
conversions is the same party, namely the verifier. However, our algorithms work in a public key setting
to facilitate more general settings as well.

101



4.2 Definition and Security Model for CLS

either cont, accept, or reject. The initial input to CLS.Join is the group public key,
gpk, whereas the initial input to CLS.Issue is the issuer secret key isk, and the group

public key gpk. If the user wid accepts, CLS.Join has a private output of gsk[uid].

CLS.Sign(gpk, gsk[uid],m) — (u,0): performed by the user with identifier uid, with in-
put the group public key gpk, the user’s secret key gsk[uid], and a message m;

outputs a pseudonym p and signature o.

CLS.Verify(gpk, m, pu,0) — {0,1}: performed by the verifier V; outputs 1 if o is a valid

signature on m for pseudonym u under the group public key gpk, and 0 otherwise.

Blind Conversion. Finally, we want our pseudonymous group signatures to be blindly
convertible. Thus, we introduce a dedicated CLS.Blind and CLS.Unblind procedure for
the verifier and a CLS.Convert algorithm that requires the converter’s secret key. The
latter transforms the unlinkable pseudonyms in a consistent manner, i.e., outputting con-
verted pseudonyms that are consistent whenever the input pseudonyms belong to the same
user. The final pseudonyms after unblinding will be identical if and only if they stem
from the same user and are obtained from the same CLS.Convert query. For example, if
(mq, p1), (Mo, p2) stem from user A and (mg, ps), (ma, pa), (ms, 15) stem from user B, then
after blinding, conversion and unblinding a random shuffle of (mq, 1), (m2, 1), (M3, 12),

(my, 12), (M5, iz) will be output.

CLS.Blind(gpk, bpk, (11, m)) — (cp, ¢): performed by the verifier V, on input a pseudonym-
message pair (u, m), blinding public key bpk and group public key gpk; outputs a

blinded pseudonym and message.

CLS.Convert(gpk, csk, bpk, {(cui, ¢i) }re) — {(€f;, €i) bt performed by the converter C, on
input & blinded pseudonym-message tuples {(cui, i)} = ((cpi,c1), ..., (clir, k),
and the public blinding key bpk used; outputs converted pseudonyms {(cp;, )} =

((@1751)7 23 (mkvzk))‘

CLS.Unblind(bsk, (¢, ¢)) — (@, m): performed by the verifier V, on input a converted
pseudonym-message tuple and the blinding secret key bsk; outputs an unblinded

converted pseudonym-message tuple (i, m).

We sometimes make the randomness r used in these algorithms explicit and, for example,
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write CLS.Blind(gpk, bpk, (1, m); ).

4.2.2 Security Properties

We want CLS schemes to enjoy roughly the same security and privacy properties as group
signatures when taking the added linkability into account. Defining these properties when
pseudonyms can be selectively and adaptively converted is challenging, as it requires care

to avoid trivial wins while keeping the adversary as powerful as possible.

In a nutshell, we require the following guarantees from convertibly linkable group signa-
tures, where (join) anonymity and non—transitivity capture the privacy-related properties

and non—frameability and traceability formalise the desired unforgeability.

(Join) Anonymity: Pseudonymous signatures should be unlinkable and untraceable (to
a join session) even when the issuer and verifier are corrupt. When the converter
is honest, unlinkability holds for all signatures for which the associated pseudonyms
have not been explicitly linked through a conversion request. If the converter is
corrupt and also controlled by the adversary, unlinkability is no longer possible, yet

the anonymity of joins must remain.

Non—transitivity: Converted pseudonyms should be non-transitive, i.e., the verifier should
not be able to link the outputs of different convert queries. Otherwise, a corrupt
verifier would be able to gradually link together all pseudonyms that have ever been

queried to the converter.

Conversion Blindness: The converter learns nothing about the pseudonyms (and mes-

sages) it receives and the transformed pseudonyms it computes.

Non—frameability: An adversary controlling the issuer and some corrupt users, should
not be able to impersonate other honest users, i.e., create pseudonymous signatures

that would be linked to a pseudonym of an honest user.

Traceability: An adversary should not be able to create more signatures that remain

unlinkable in a conversion than they control corrupt users.

Clearly, any re-linked subset of the originally anonymous data increases the risk of re-
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identification. Thus, the converter could enforce some form of access control to the re-
linked data; e.g., only converting a certain amount of pseudonyms at once. The non-
transitivity requirement then ensures that a corrupt verifier cannot further aggregate the
individually learned data. We stress that these security properties only formalise the
achievable privacy for the pseudonyms and signatures. They do not and cannot capture
information leakage through the messages that the users sign. This is the case for all group

signatures, and not special to our setting.

Oracles and State. The security notions we formalise in the following make use of
a number of oracles which keep joint state, e.g., keeping track of queries and the set of
corrupted parties. We present the detailed description of all oracles in Figure 4.1 and now

provide an overview of them and their maintained records.

ADDU (join of honest user and honest issuer) Creates a new honest user for wid
and internally runs a join protocol between the honest user and honest issuer. At
the end, the honest user’s secret key gsk|uid] is generated and from then on signing

queries for uid will be allowed.

SNDU (join of honest user and corrupt issuer) Creates a new honest user for wid
and runs the join protocol on behalf of uid with the corrupt issuer. If the join

session completes, the oracle will store the user’s secret key gsk|uid).

SNDI (join of corrupt user and honest issuer) Runs the join protocol on behalf of
the honest issuer with corrupt users. For joins of honest users, the ADDU oracle

must be used.

SIGN This oracle returns signatures for honest users that have successfully joined (via

ADDU or SNDU, depending on the corruption setting).

CONVERT This oracle returns a set of converted pseudonyms along with their messages.
To model that conversion is triggered by an at most honest-but-curious verifier, we
request V to provide the unblinded set of pseudonyms along with signatures. The
conversion will only be done when all signatures are valid. The oracle then internally
blinds the pseudonym-message pairs and returns the blinded input, the randomness
used for the blinding along with the converted output. When this oracle is used in

the anonymity game, it further checks that the input does not allow the adversary

104



4.2 Definition and Security Model for CLS

to trivially win by converting the challenge pseudonym together with pseudonyms

from either of the challenge users.

All oracles have access to the following records maintained as global state:

HUL List of uids of honest users, initially set to (). New honest users can be added by
queries to the ADDU oracle (when the issuer is honest) or SNDU oracle (when the

issuer is corrupt).

CUL List of corrupt users that have requested to join the group. Initially set to (), new
corrupt users can be added through the SNDI oracle if the issuer is honest. If the

issuer is corrupt, we do not keep track of corrupt users.

SL List of (uid, m, u,o) tuples requested from the SIGN oracle.

Helper Algorithms. We introduce two additional algorithms for notational simplicity
in our security games: ldentify and UnLink. Roughly, ldentify allows one to test whether a
pseudonym belongs to a certain uid by exploiting the convertibility of pseudonyms. That
is, we create a second signature for gsk[uid] and use the converter’s secret key to test
whether both are linked. If so, ldentify returns 1. This algorithm uses our second helper
algorithm UnLink internally, which takes a list of pseudonym-message pairs and returns 1

if they are all unlinkable and 0 otherwise.

Identify(gpk, csk, uid, m, )

(u',0") +s CLS.Sign(gpk, gsk|uid],0)
if UnLink(gpk, csk, ((n,m), (4',0))) =0 return 1

else return 0
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ADDU (uid) SNDI(uid, Miy)

if uid e HULUCUL return L if wid € HUL return L

HUL « HUL U {uid}, gsk[uid] L if wid ¢ CUL

dec" « cont, st¥d «— gpk CUL + CUL U {uid}

stiid < (isk, gpk) dec" « cont

(st4i | Migsue, dec™™?) s CLS.Join(st¥d | 1) if dec"'? # cont return L

while dec"'® = cont if undefined st « (isk, gpk)
(stid | Mjoin, dec™™®) <—s CLS.Issue(stid | Migue) (St My, dec™®) <—s CLS.Issue(stiid,, Mi,)
(st} Miseue, dec”id) < CLS.Join(st% | Moin) return (Moy, dec“id)

uid

if dec"'? = accept gsk[uid] « stiid

return accept

SNDU(uid, M;,)

if uid € CUL return L

) if wid ¢ HUL
SIGN(uid, m) HUL + HUL U {uid}
if wid ¢ HUL or gsk[uid] =L gsk(uid] <L, Mi, <1, dec*® « cont
return L if dec"? # cont return L
(1, 0) <= CLS.Sign(gpk, gskluid], m) if st%d undefined st} «— gpk
SL < SLU {(uid, m, p,0)} (st Moy, dec™™™) < CLS.Join(stiid | M;,)
return (o, i) if dec'® = accept gsk[uid] « st}id

return (Mo, dec"id)

CONVERT((:U’la mi, Ul)a K (/Lk, mg, ak)a bpk)

if 3i € [1, k] s.t. CLS.Verify(gpk, m;, u;,0;) =0 return L

if bpk ¢ BK return L

if 3i s.t. p; = p* and 3j # @ s.t. Identify(uid}, ;) =1 for d € {0,1}
return L

else compute (cp;, ¢;) <—s CLS.Blind(gpk, bpk, (i, m;);7i) for i =1,...k
and {(cp;, ;) }x <s CLS.Convert(gpk, csk, bpk, {(cpi, ¢;) } i)

return ({(cpi, ¢) e, {(C0;, ) e, 71, -, 7h)

Figure 4.1: Oracles used in our CLS model
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Uank(gpk7 08k7 ((Ml? ml): e (;U'/ﬁ mk)))

(bpk, bsk) <—s CLS.BKGen(param)

Vi€ [1,k]  (cps,c;) <s CLS.Blind(gpk, bpk, (115, m;))
{(e@;,¢;) }i <5 CLS.Convert(gpk, csk, bpk, {(cp:, ¢;) }i)
Vi e [1,k] (m;,m;) < CLS.Unblind(bsk, (¢i;,¢;))

if 3(4,j) with i # j s.t. r; =1; return 0

else return 1

For even more simplicity we often omit the keys for the algorithms (as they are clear from
the context). That is, we write ldentify(uid, 1) which will indicate whether the pseudonym
i belongs to the user with identity wid or not. Likewise, we write UnLink(u1, ..., ux) to

test whether all pseudonyms are uncorrelated or not.

Correctness. CLS signatures, generated by honest parties, should be correct and consis-
tent. More precisely, we formulate correctness via three requirements. Correctness of sign
guarantees that signatures formed using the CLS.Sign algorithm with a user secret key
generated honestly will verify correctly. Correctness of conversion guarantees that after
blinding, converting and then unblinding correctly, the output will be correctly linked mes-
sages/ pseudonyms. The messages output after unblinding should be the original messages
shuffled with a permutation IT (the permutation is necessary for non—transitivity to hold).
The unblinded converted pseudonyms should be shuffled with the same permutation and
are identical if and only if they stem from the same user. Consistency is a stronger vari-
ant of conversion-correctness and requires that the correlations of pseudonyms established
through the conversion procedure must be consistent across queries. More precisely, if a
conversion query reveals that two pseudonym p; and po are linked, and another one that
po and pg are linked, then it must also hold that a conversion query for p; and ps re-
turns linked pseudonyms. We require that this property even holds for maliciously formed

pseudonyms, which will be a helpful property in some of our security proofs.

The detailed definitions for correctness are given in Figure 4.2 and follow the game-based

style already used in [14] for correctness definitions.

Definition 4.2 (Correctness). A CLS scheme satisfies correctness if, for all adversaries
A, Pr[Expj)fgL—SSig(T) =1] =0, Pr[Expféff’C”L_SCO””(T) = 1] < negl(7), and, Pr[ExprﬁfEt(T) =

1] =0.
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For the correctness of conversion, the negligible chance that the adversary has of winning
corresponds to the negligible chance that multiple user identifiers have the same secret

key.

Anonymity (Corrupt Issuer and Verifier). This security requirement captures the
desired anonymity properties when the converter is honest and the issuer is corrupt. The
verifier is honest—but—curious, which we model by only allowing unblinded valid signatures
to be input to the conversion oracle, which can be verified. Just as in conventional group
signatures, we want that the signatures of honest users are unlinkable and cannot be traced
back to a user’s join session with the corrupt issuer. To model this property, we let the
adversary output uids of two honest users together with a message and return a challenge
(u*,0*) that is created either by user widy or uid;. For anonymity, the adversary should

not be able to determine the user’s identity better than by guessing.

In our setting, this property must hold when the adversary has access to the conversion
oracle where it can obtain linked subsets of the pseudonymous data. To avoid trivial wins,
the adversary is not allowed to make conversion queries that link the challenge pseudonym

©* to another pseudonym belonging to one of the two honest challenge users.

Definition 4.3 (Anonymity). A CLS scheme satisfies anonymity if for all polynomial-time

adversaries A the following advantage is negligible in 7 :

Pr{Exp’ygis’(r) = 1] — PrlExp’ydis () = 1]

anon—>b

Experiment: Exp%'¢/s”(7)

param <—s CLS.Setup(17), (ipk, isk) <—s CLS.IKGen(param), (cpk, csk) <—s CLS.CKGen(param)
gpk < (param, ipk, cpk), HUL, CUL, SL <

) s ASNDU,SIGN,CONVERT(Choose’gpk_’Z-Sk)

(wid§, uidy, m*, st
if widy ¢ HUL or gsk[uidy] =L or wid] ¢ HUL or gsk[uidi] =L return 0
(u*,0") <—s CLS.Sign(gpk, gsk[uidy], m™)

b* ¢—s ASNDUSIGN.CONVERT (51065 ot /% 5+)

return b*

Non—transitivity (Corrupt Issuer and Verifier). The second privacy-related prop-

erty we want to guarantee is the strict non-transitivity of conversions. This ensures that
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Experiment: Expffrcrl__;ig (1)

param <—s CLS.Setup(17), (ipk, isk) <—s CLS.IKGen(param), (cpk, csk) <—s CLS.CKGen(param)
gpk < (param, ipk, cpk), HUL, CUL « 0, (uid, m) +s AAPPY (gpk)

if gskluid] =L return 0

(u, o) <—s CLS.Sign(gpk, gsk[uid], m)

if CLS.Verify(gpk,m,pu,0) =0 return 1 else return 0

corr—conv (7_)

Experiment: Exp’¢

param <—s CLS.Setup(17), (ipk, isk) <—s CLS.IKGen(param), (cpk, csk) <—s CLS.CKGen(param)
gpk < (param, ipk, cpk), HUL, CUL < 0, (bpk, bsk) <—s CLS.BKGen(param)
((widy, mq), ..., (uidy, my)) <s AAPPY (gpk)
if 3i € [1, k] st gskluid;] =L return 0
Vie 1, k] (pi,04) <sCLS.Sign(gpk, gsk[uid;], m;)
Vie[l,k] (cu;,c;)<sCLS.Blind(gpk, bpk, (115, m;))
{(ef;, i)} <3 CLS.Convert(gpk, csk, bpk, {(cpus, ¢;) bi; 1)
Vj € [1,k] (m;,m;) < CLS.Unblind((cfi;, ¢;), bsk)
if 3 permutation IT : [1, k] — [1, k] s.t.
LYi € [1,k] Mg =m;
2.Y(i,j) € [1, K] with wid; = uid; iy = B
3.9(i,7) € [1, k] with uid; # uid; Ty # B
return 0

else return 1

consist

Experiment: Exp7'¢|'s"(7)

param <—s CLS.Setup(17), (ipk, isk) <—s CLS.IKGen(param), (cpk, csk) <—s CLS.CKGen(param)
gpk + (param, ipk, cpk)

((mo, po, 00), (M1, p1, 01), (Ma, pe, 02)) < A(gpk, isk, csk)

if UnLink(po, p1) =1 or UnLink(pg, pt2) =1 return 0

if UnLink(po, p2) =1 return 1

else return 0

Figure 4.2: Security games for correctness of CLS
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the outputs of separate convert queries cannot be linked together, further than what is
already possible due the messages queried. For example, if fi; and fi, are outputs from two
separate convert queries, the adversary should not be able to decide whether they were
derived from the same pseudonym or not. Otherwise the verifier could gradually build lists
of linked pseudonyms, adding to these during every convert query and eventually recover
the linkability among all pseudonymous signatures. This requirement should hold if the
issuer is corrupt, the converter is honest, and the verifier is honest—but—curious, therefore

again we only allow unblinded valid signatures to be input to the conversion oracle.

To model non-transitivity of conversions we use a simulation-based approach, requiring the
indistinguishability of an ideal and a real world. In the real world, all convert queries are
handled normally through the CONVERT oracle defined in Figure 4.1. Whereas in the ideal
world, the converted pseudonyms are produced by a simulator SIM through the CONVSIM
oracle. For a conversion request of input (u1,mi,01),..., (1k, mk, 0x), the simulator will
only learn which of the messages belong together, i.e., are associated to pseudonyms that
belong to the same user uid. For honest users, this can be looked up through the records
of the signing oracle that stores tuples (uid, m;, u;, 0;) for each signing query. Thus, we
let the simulator mimic the conversion output for all pseudonyms stemming from honest
users, and convert pseudonyms from corrupt users normally (as there is no privacy to
guarantee for them anyway). Finally, the CONVSIM oracle outputs a random shuffle of
the correctly converted pseudonyms of corrupt users, and the simulated ones for honest
users. As mentioned before, we assume the verifier to be honest-but-curious, which we
enforce by requesting the adversary to output valid signatures along with the pseudonyms

to be converted and handle the blinding step within the conversion oracle.

Definition 4.4 (Non—transitivity). A CLS scheme satisfies non-transitivity if for all polynomial—
time adversaries A there exists an efficient simulator SIM such that the following advantage

is negligible in 7:

Pr[Exp/2iiem~0(7) = 1] — Pr[Exp’aie™s =1 (r) = 1]|.
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nontrans—b

Experiment: Exp’/’c/'s (1)

param «s CLS.Setup(17), (ipk, isk) <—s CLS.IKGen(param), (cpk, csk) <—s CLS.CKGen(param)
gpk < (param,ipk, cpk), HUL, CUL, SL <

b* s ASNDUSIGN.CONVX (51065 ot isk)
where the oracle CONVX works as follows:

if b =0 (real world) then CONVX is the standard CONVERT oracle
if b=1 (ideal world) then CONVX is the simulated CONVSIM oracle

return b*

CONVSIM((p1,m1,01), -, (g, mi, o), bpk)

if 3i € [1, k] s.t. CLS.Verify(gpk,m;, pi,03) = 0 or bpk ¢ BK return L
Set CL + 0
Compute (cu;, ¢;) < CLS.Blind(gpk, bpk, (i, mg);r;) fori=1,... k
Vi € [1,k] / determine message clusters Ly;q for honest users and list CL of corrupt pseudonyms
if (uid, m;, p;,0;) € SL  // pseudonyms from honest users
if L,;q does not exist, create Ly;q + {m;} else set Lyiq + Lyig U {m;}
else CL <~ CLU {(¢;,cps)}  // pseudonyms from corrupt users
{(em; ) }iz1, 1 s CLS.Convert(gpk, csk, bpk, CL) for k" <— |CL| // normally convert corrupt us
Let Luid, - - - Luid,,, be the non-empty message clusters
{(er;,C) Yimkr41,..k <5 SIM(gpk, bpk, Luid, » - - - Luid,,,) /| simulate conversion for honest us
Let {(cu}, ;) }iz1,..x be a random permutation of {(cg;, ¢)} i1,k

return ({(csu;, ¢i,7i) Y1, b, {(C05, C) Yim1, ks 71y - - -3 Th)

Anonymity versus Non—transitivity. Note that non-transitivity is not covered by

the anonymity notion defined before. A scheme that satisfies anonymity could output the

converted pseudonyms in the exact same order as the input ones, allowing trivial link-

age between the in- and output of each conversion request. Thus, whenever the same

pseudonym is used as input to several conversion queries, this would enable the linka-

bility of the transformed pseudonyms across the different conversions, which is exactly

what non-transitivity aims to avoid. On the first glance, it might seem odd that having

transitive conversions does not harm our anonymity property. However, transitivity is
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only useful when several pseudonyms belonging to the same user appear in each conver-
sion request with one pseudonym being re-used in all these sessions. In the anonymity
game, the challenge pseudonym is not allowed to be used in combination with any other
pseudonym stemming from either of the challenge users (as this would make the definition

unachievable), and thus the transitivity of conversions can not be exploited.

Conversion Blindness (Corrupt Issuer and Converter). A crucial property of
our signatures is that they can be converted in an oblivious manner, i.e., without the
converter learning anything about the pseudonyms or messages it converts. In particular,
this blindness property ensures the unlinkability of blinded inputs across several conversion
requests. Conversion blindness should hold if both the issuer and converter are corrupt, but
the verifier is honest. We formalise this property in a classic indistinguishability style: the
adversary outputs two tuples of pseudonym-message pairs and receives a blinded version
of either of them. Given that blinding of pseudonyms is a public-key operation, we do
not need an additional blinding oracle. In fact, we do not provide the adversary with any
oracle access at all in this game. They already have corrupted the issuer and converter,
and this property does not distinguish between honest and corrupt users, thus we simply

assume that the adversary also has full control over all users.

Definition 4.5 (Conversion Blindness). A CLS scheme satisfies conversion blindness if

for all polynomial-time adversaries A the following advantage is negligible in 7:

Pr(Expliids =0 (r) = 1] — Pr[Expinds =1 (7) = 1]| .

Experiment: Exp%gﬁgwm_b(ﬂ

param <—s CLS.Setup(17), (ipk, isk) <—s CLS.IKGen(param), (cpk, csk) <—s CLS.CKGen(param)
gpk < (param,ipk, cpk), (bpk,bsk) <—s CLS.BKGen(param)

(st, (10, mo), (11, m1)) s .A(choose, gpk, isk, csk, bpk)

(e, c*) s CLS.Blind(gpk, bpk, (s, ms))

b* <—s A(guess, st, cu™, c*)

return b*

Join Anonymity (Corrupt Issuer, Converter and Verifier). The final privacy
related property we require from a CLS scheme is the anonymity of joins even if all cen-

tral entities are corrupt. Here the challenge is that the adversary, controlling the issuer,
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converter and verifier, should not be able to link signatures of an honest user back to a
particular join session. This is the best one can hope for in this corruption setting as un-
linkability of signatures (as guaranteed by our anonymity property) is no longer possible:
the corrupt converter can simply convert all signatures/pseudonyms into a consistent rep-
resentation. Such a property does not exist in conventional group signatures, as a corrupt
opener can always reveal the join identity. In our setting, signatures can only be linked

instead of being opened and thus anonymity of the join procedure can be preserved.

To model this property we let the adversary output two identities of honest users uidy, uidy
that have successfully joined. We then provide the adversary access to a signing oracle
for one of them. This is done by adding the challenge user uid* (where uid* stands for a
dummy handle) to the list of honest users HUL with user secret key gsk[uid,]. Thus, in
the second stage of the game, the adversary can invoke the SIGN oracle on uid* to receive
signatures of messages of their choice for the challenge user. The adversary wins if they
can determine the bit b better than by guessing. To avoid trivial wins, the adversary is

not allowed to see any signature directly from widy or wid;.

Definition 4.6 (Join Anonymity). A CLS scheme satisfies join anonymity if for all

polynomial-time adversaries A the following advantage is negligible in 7:

Pr{Expl ¢l (7) = 1] = PrlExpl{gs” " () = 1]}

Experiment: Exp’'¢/s’ oin=b(r)

param s CLS.Setup(17), (ipk, isk) <—s CLS.IKGen(param), (cpk, csk) <—s CLS.CKGen(param)
gpk < (param, ipk, cpk), HUL, CUL, SL <

(st, uidy, uidy) <s ASNPYSICN (choose, gpk, isk, csk)

if widy or wid; ¢ HUL or gskluidy] =L or gsk[uid;] =L return 0

Choose uid*, HUL + HUL U {uid"}, gsk[uid*] < gsk[uidp]

b* <5 ASNPUSIGN (o655 st uid*)

return b* if (uidg, *) ¢ SL for d = 0,1 else return 0

Non—frameability (Corrupt Issuer, Converter and User) This notion captures the
desired unforgeability properties when the issuer, converter, verifier and some of the users
are corrupt, and requires that an adversary should not be able to impersonate an honest

user. Our definition is very similar to the non-frameability definitions in standard group
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signature or DAA schemes [12, 14, 15]. Roughly, the only part we have to change is how
we detect that an honest user has been framed. In group signatures, non-frameability
exploits the presence of the group manager that can open signatures and requires that an
adversary cannot produce signatures that will open to an honest user who has not created
this signature. Here we have the converter instead of the group manager (or dedicated
opening authority), and thus express non-frameability through the linkage that is created
in a conversion. More precisely, an adversary should not be able to produce a valid
signature (u*, 0*) that within a conversion request would falsely link to a signature of an
honest user. For generality (and sake of brevity), we use our helper function Identify that
we introduced at the beginning of this section to express that the adversary’s signature
should not be recognised as a signature of an honest user. For our unforgeability guarantees
we assume an honest but curious converter. This materialises in our requirement by using
the Identify function, which honestly performs CLS.Convert, to determine whether a forgery

has occurred.

Definition 4.7 (Non-frameability). A CLS scheme satisfies non—frameability if for all

polynomial-time adversaries A, the advantage Pr[Epoog{game(T) = 1] is negligible in 7.

nonframe (T)

Experiment: Exp 4 i

param <—s CLS.Setup(17), (ipk, isk) <—s CLS.IKGen(param), (cpk, csk) <—s CLS.CKGen(param)
gpk < (param, ipk, cpk), HUL, CUL, SL <
(uid,m*, u*,0") +=s ASNDU’S'GN(gpk‘, isk, csk)
return 1 if all of the following conditions are satisfied:
CLS Verify(gpk, m*, u*,0*) = 1 and
Identify(uid, m*, u*) = 1 where uid € HUL and

(wid, m*, i, 0*) ¢ SL

Traceability (Corrupt Converter and User) Our final requirement formalises the
unforgeability properties when only the converter, verifier and some users are corrupt,
whereas the issuer and some users are honest. In this setting, an adversary should not be
able to output more pseudonymous signatures that remain unlinkable in a conversion than
the number of users it has corrupted. This is again an adaptation of the existing trace-
ability notions for group signatures with an opening authority [12, 14] or user-controlled
linkability [15]. Interestingly, in the latter work given in Section 2.8.1 (that is closer to our

setting than standard group signatures), two traceability notions were introduced. While
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one is similar in spirit to our notion, a second property guarantees that all signatures of
corrupt users can be traced back to the exact signing key that the corrupt user has estab-
lished in the join protocol with the honest issuer. This seems to be an odd requirement, as
it is not noticeable in the real world. In fact, we do not limit the strategy of the adversary
in that way and only require their power to be bounded by the amount of corrupt users

they control.

Our definition uses our helper algorithm UnLink that we introduced at the beginning of this
section and that internally uses the CLS.Convert algorithm to detect whether pseudonyms
are unlinkable or not. Note that UnLink returns 1 only if all inputs are mutually unlinkable,
i.e., there is not a single tuple of input pseudonyms that was converted to the same value.
As in non—frameability we assume an honest but curious converter. This materialises in
this requirement by using the UnLink function, which honestly performs CLS.Convert, to

determine whether signatures are unlinkable.

Definition 4.8 (Traceability). A CLS scheme satisfies traceability if for all polynomial—

trace

time adversaries A the advantage Pr[Exp;‘¢{s(7) = 1] is negligible in 7.

Experiment: ExptATflcCES(T)

param <—s CLS.Setup(17), (ipk, isk) <—s CLS.IKGen(param), (cpk, csk) <—s CLS.CKGen(param)
gpk < (param, ipk, cpk), HUL, CUL, SL < 0
(M, o1, 01)s ooy (Mg, Py O) ) <3 AADDU’SND"S'GN(gpk‘, csk)
return 1 if all of the following conditions are satisfied:
Vj € [1, k] : CLS.Verify(gpk, m;, p1j,05) =1 and (x,mj,u;,0;) ¢ SL and
k> |CUL| and

UnLink(gpk, csk, (1, m1), .oy (g, mg))) = 1

4.3 Our CLS Construction

We now present our construction that securely realises such CLS group signatures. Our
scheme follows the classical sign-and-encrypt paradigm: we use BBS+ signatures [9], as
discussed in Section 2.5.6, for attesting group membership, i.e., a user will blindly receive
a BBS+ signature from the group issuer on the user’s secret key y. To sign a message

m on behalf of the group, the user computes a SPK for m, where they prove knowledge
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of a BBS+ signature on y, and also encrypts hY under the converter’s public key. The

ElGamal ciphertext that encrypts hY serves as the associated pseudonym p.

We discuss the homomorphic and re-randomisable properties of ElGamal encryption in
Section 2.5.2. To blind a set of k pseudonym-message pairs (ui,m1),... (ug, my) for
conversion, the verifier encrypts each value under its own ElGamal public key. As the
pseudonyms are already ElGamal ciphertexts themselves, this results in a nested double-
encryption of hY being encrypted under both keys. The converter then decrypts the
“inner” part of the ciphertext and blindly raises the result to a random value r. This
r is chosen fresh for every conversion query, but used consistently within. That is, all
pseudonyms belonging to the same user will be mapped to the same query-specific DDH
tuple h¥". Finally, the converter re-randomises all ciphertexts and shuffles them to destroy
any linkage between the in- and output tuples — this is crucial for achieving the desired
non-transitivity property. The verifier then simply decrypts the received tuples and can

link correlated data via the converted pseudonyms cg,.

4.3.1 Detailed Description of CLS-DDH

Setup and Key Generation. We use a type-3 bilinear group (p, Gy, Go, G, ¢, g1, 92)
with g; and g2 being generators of G; and Gg respectively. Further, we need four additional
generators g, h and hi, he in Gy, where hq, ho are used for the BBS+ signature and g, h

will be used for the ElGamal encryption.

CLS.Setup(17)

(pa Gla G27GT7 6591792) <_$g(17—)?g7 h7 hla h2 3 Gl

return param <— (G17G27GT7p7eagl7927gvh7hl7h2)

CLS.IKGen(param) CLS.CKGen(param) CLS.BKGen(param)

isk < ZLy,,ipk < gk csk «s Z,,, cpk < gk bsk «s Z,,, bpk < gk

return (ipk,isk) return (cpk, csk) return (bpk, bsk)
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Join. To join the group, users perform an interactive protocol with the issuer to obtain
their user secret key and group credential. Roughly, the gsk[uid] of a user consists of a
secret key y € Z5 and a BBS+ signature (4,2, s) of 7 on y, where A = (g1hY hy)V/Gisk+a)
The detailed protocol of (CLS.Join(gpk), CLS.Issue(isk, gpk)) is given in Figure 4.3.

U.CLS . Join(gpk) = Z.CLS.Issue(isk, gpk)

choose n «s{0,1}"

y sZy, H < hf,
TH <% SPK{(Q) : H="h{}(n)

H,7TH
Verify 7y and that H € Gy
T sy, s s Ly,
A« (thgl)l/(isk-‘rx)

A x,s

check that A # 1g, and that
e(A, g2)"e(A,ipk) = e(g1 Hh3, g2)
return gskluid] «+ (A, z,y,s)

Figure 4.3: Join protocol of our CLS-DDH construction

Sign and Verify. To sign a message m under gskluid] = (A4, z,y,s), the user proves
knowledge of a BBS+ credential (A, x,s) on its secret key y and also encrypts hY under
the converter’s public key c¢pk. The proof 7 proves knowledge of the BBS+ credential and
asserts that the encryption contains the same value y. From 7 we only need the value y
to be online extractable. We use the improved proof of knowledge of a BBS+ credential
from Camenisch et al. [32], who have shown how to move most of the work from Gr to
G1 and thus yield a much faster instantiation than the original proof by Au et al. [9]. For
verification, one verifies the proof m and some correctness properties of the re-randomised
versions of A that are sent along with the proof. In more detail, CLS.Sign and CLS.Verify

are defined as follows:
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CLS.Sign(gpk, gsk[uid], m)

parse gsk[uid] = (A, z,y,s), gpk = (ipk, cpk)

Q<sZy, p1 < g%, p2 < cpk®hY, ri,7ro <—$Z;,

A AT A — AT (g W)™ d — (gihYR) T hy " s = T L 8 = s — rors

7 s SPK{(x,y,72,73,5", ) : 1 = g% A g = epk®h? A Ajd = A="hi? A gih¥ = d*hy }(m)
o (A Adym), = (s p2)

return (u, o)

CLS.Verify(gpk, m, u, o)

parse o = (A’, A, d, )
return 1 if A’ # 1g,,e(A’,ipk) = e(A4, g2),

and 7 holds for A’, A, d, i, m w.r.t. gpk

Blind Conversions. When the verifier wants to learn which of the pseudonymously
received messages belong together, it sends a batch of pseudonym-message pairs in blinded
form to the converter. That is, it encrypts the messages and pseudonyms using ElGamal
encryption. The pseudonyms are ElGamal ciphertexts already and we roughly wrap them
in another encryption layer. The converter then blindly decrypts the pseudonyms, i.e.,
decrypts the “inner” part of the ciphertext, which yields h?Y encrypted under the verifiers
blinding key bpk. To ensure non-transitivity, i.e., restrict the linkage of pseudonyms to
hold only within the queried batch, the converter blindly raises the encrypted hY to a
random exponent r. This value is chosen afresh for every batch but used consistently
within the query, i.e., all pseudonyms that belong to the same user with secret key y will
be mapped consistently to h¥". To ensure that the ciphertexts and their order cannot leak
any additional information, we let the converter re-randomise and shuffle all ciphertexts
before they returns them to the verifier. Both the verifier and the converter are assumed
to be at most honest-but-curious, and so proofs that they have performed CLS.Blind and

CLS.Convert correctly are not needed.

118



4.4 Security of CLS-DDH

CLS.Blind(gpk, bpk, i, m)

parse gpk = (ipk, cpk), p = (p1, fi2)
a, B,y s L3, e <= png®, cpg < g%, cps < pacpkbpk®
c1 g7, co < bpkTm, cp 4 (e, cpa, cus), ¢ < (c1,¢2)

return (cp, ¢)

CLS.Convert(gpk, csk, bpk, ((cp1,c1), ..., (cug, cx)))

parse cji; = (CfLi 1, Cfli2, Cli3), Ci < (Ci1,Ci2), 747y
fori=1,...k:
Cﬂg,l — CM;',Za C:u;,2 «— (Cﬂi,SCungk)r // decrypt u and raise to r
71,72 <% Z; // re-randomise all ciphertexts
CM;/_; — cpgjlg”, c,ué’y2 — cpi o bpk™
Ciy < Ci1g"™?, g < Ci2bpk™

choose random permutation II, for ¢ = 1,...,k: (¢g;,¢;) < (cu%(i),ch(i))

return ((¢iy,¢1), ..., (€, k)

CLS.Unblind(bsk, (¢fi, €))

parse ofi = (¢fiy, Ol ), € = (C1,C2)
T+ efigepy "*F, m ey PF

return (i, m)

4.4 Security of CLS-DDH

We now show that our scheme satisfies all security properties defined in Section 4.2. More
precisely, we show that the following theorem holds (using the type-3 pairing version of

the ¢-SDH assumption given in [20]).

Theorem 4.1. The CLS-DDH construction presented in Section 4.3.1 is a secure CLS
as defined in Section 4.2 if the DDH assumption holds in Gi, the ¢-SDH assumption
holds, and the SPK is simulation-sound, zero-knowledge and online extractable (for the

underlined values).
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4.4.1 Correctness

The construction satisfies correctness of sign due to the correctness of the signature

zero—knowledge proofs used, and because A = A—wrgrilisk+a) — prvisk — plisk,

Let (A;, x;, yi, $i) be the secret signing key for the user with identifier uid;. Then Vi € k, for

' a!’ chosen randomly, p; = (g%, cpk®h¥i), cpy = (g%1%, g% | cpk®tai pYibpk®). Then

a;, a;, a)
for r,7; <= {0,1}* and a random permutation II, ¢ = (g% mH7i, h¥iTbpkT+71), and
Hry = h¥". Therefore ur;y = ) if and only if y; = y;. Except with negligible proba-
bility, as y is chosen randomly, this only occurs if and only if uid; = uid;. Vi € [1, k], for o
chosen randomly, ¢; = (g%, m;bpk®), for 7' chosen randomly, ¢r;) = (gt mibpke i),

therefore myy;) = m;. Therefore, the construction satisfies correctness of conversion.

Assume UnLink(gpk, csk, ((po, mo), (111, m1))) = 0 and UnLink(gpk, csk, ((p1, m1),

(12, ma))) = 0. Due to the same argument, letting ri,72 be the randomness chosen
in CLS.Convert, (NO,Q,U(IESk)” = (M1,2M1_58k)” and (uLg,ul_jSk)m = (,ug,guﬁs’“)’"?. There-
fore, M0,2M(I(138k = ug’g,u;ﬁs}“. However, if UnLink(gpk, csk, ((po, mo), (12, m2))) = 1, then
(#072,11(1‘135]“)7"3 # (szg/ﬁ;ﬁ“gk)r:i, where r3 was chosen during Convert. This is a contradiction.

Therefore, the construction satisfies consistency.

4.4.2 Anonymity

Lemma 4.1. The CLS-DDH construction presented in Section 4.3.1 satisfies anonymity
if the DDH assumption holds in G1, and the SPK is unbounded simulation-sound, zero—

knowledge and online extractable (for the underlined values).

Proof. We assume that an adversary A exists that makes ¢ queries to the SNDU oracle
for distinct user identifiers and geony queries to the CLS.Convert oracle, guesses b correctly

in the anonymity game and wins with probability € + 1/2.

We define Game (0,0) to be the anonymity experiment, with b chosen randomly at the
beginning, using the CLS-DDH construction. Let Py be the event that an adversary A

correctly guesses b after Game (0,0).
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CONVERT((Ml, mi, 01), ey (,uk, mg, O’k), bpk)

if 3i € [1, k] s.t. CLS.Verify(gpk,m, pti,0;) =0 return L
if bpk ¢ BPK return L
if 3is.t. p; = p* and 35 # i s.t. Identify(uid}, p;) = 1 for d € {0,1}

return L

else compute (cu;, c;) s CLS.Blind(gpk, bpk, (i, m;);ri) for i =1,...,k
748 Loy, Vi € [1, K]
o s Z;,c'i — (€ing®, ci2bpk®)

* *

if = p* <Gy, B s L, cpl < (97, ibpk®)
if p; # p*

B s Ly, ciiy cu£296, Cliy 9 cuzgcu;f“kbpkﬂ

Choose random permutation I1; Vi € [1, k] (¢f;, &) < (cpimysys Criiy)
return ({(cs;, ¢;) bi, { (€, i) bis rllﬂ s TE)

Figure 4.4: Convert oracle used during the first j queries of Game (0,7) in the CLS
anonymity proof

Game (0, j) is identical to Game (0,0), except for during the first j queries to the CONVERT
oracle, when p* is queried. We provide the new convert oracle used for the first j queries
of Game (0, j) in Figure 4.4. Let Py ; be the event that the adversary A correctly guesses
b after Game (0, j).

We show that Game (0,j) and Game (0, j+1) are indistinguishable assuming the DDH
assumption. We provide a distinguishing algorithm D; in Figure 4.5, and explain why D;
simulates inputs to A that are distributed identically to Game (0, j) if a DDH tuple is
input, and D; simulates inputs to A that are distributed identically to Game (0, j + 1) if

a DDH tuple is not input.

The values gpk, csk,isk are distributed identically to the anonymity game, as everything
but h, h; are chosen in the same way, and x is chosen randomly and independently, there-

fore h; is distributed correctly.

Simulating the SNDU Oracle. The SNDU oracle only differs from the oracle in the
anonymity experiment during the k-th query. In this case H is distributed identically, and
7w can be simulated due to the zero-knowledge property of the proof system used. The
value y is not defined, but this is not output to A or used in the next stage of the protocol.

Therefore the outputs of SNDU are distributed identically to the anonymity experiment.
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SNDU(uid, n)
if wid ¢ HUL
HUL « HUL U {uid},l + [ + 1, gsk[uid] <L, Mi, <L, dec"*® + cont
if | =k wid <« uid, H + DY, simulate my with H,n, styq < (L, H,7g)

return ((H,7g), cont)

Continue from line 5 of oracle in anonymity experiment

SIGN(uid, m)

if wid # wid' perform SIGN oracle from anonymity experiment
else o, 3 s Zy, j11 < g, pa < cpk® Do

A d s Ty, A+ A" simulate 7 with A", A, d, p1, po, m

o (A, A d,7) return ((u1,ps2),0)

CONVERT ((p1,m1,01), .- -, (ks mg, 0k ), bpk)

s+ s+ 1 if s <j perform CONVERT given in Figure 4.4
if s > j + 1 perform CONVERT given in anonymity experiment
if 3i € [1, k] s.t. CLS.Verify(gpk,m, pti,0;) =0 return L
if bpk ¢ BPK return L
if 3is.t. p; = p* and 35 # i s.t. Identify(uid), p;) = 1 for d € {0,1}
return |
else compute (cu;,c;) «s CLS.Blind(gpk, bpk, (pi,m;);7;) for i =1,....k
if Jist. p=p" resiz,
Vi e l,k]
a sl i+ (cj19%, ¢j2bpk®) Let o = (.,.,., 7))
if pj=p* pj < Dj
if p; # p°
if (uid,.,pj,0;) € SL y; < yuia else extract y; from m;
pf <= D3”
B s L, ey« (g7, 1sbpk?)
Choose random permutation II; Vi € [1, k] (¢fi;, @) < (cungy, cngy)
else ((¢@y,¢1), . .., (€hiy, Ck)) <8 CLS.Convert(gpk, csk, bpk, ((cu1,c1), - - -, (clk, ck)))
return ({(cpi, ¢i) Yo, {(;, @) Yo 715 -5 7%)

Dj(DlaD27D37D4)

8,040,k <s[1,q],b,b' <= {0, 1}, h <= D1, x <=8 Zy, hy < hX

Finish computing gpk, csk, isk as in CLS.Setup, CLS.IKGen, CLS.CKGen
HUL, SL + 0

(uidg, widy, m”*, st) <s
if widj, # uid’ return 0

if uidy ¢ HUL or wid; ¢ HUL return b’

(u*,0*) +sSIGN(uid’', m*)
b* < ASNDU,SIGN.CONVERT (

ASNDU,SIGN,CONVERT(gpk, isk, choose)

st, u*, 0™, guess)
if b* =0 return 1

Figure 4.5: D; a distinguishing algorithm for the DDH problem in the CLS anonymity
proof
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Simulating the SIGN Oracle. The SIGN oracle is identical to the oracle in the anonymity
experiment, when uid # wid’ is queried. When wid’ is queried, we write logp, (D2) as 7, and
so Dy = h¥. This is consistent with SNDU, as H = DY = h‘llj. A’,d" are chosen randomly
and independently and A = A"5* and so these are distributed identically to CLS.Sign. The
signature proof of knowledge 7 can be simulated due to the zero-knowledge property of
the proof system used. Therefore the outputs of SIGN are distributed identically to the

anonymity experiment.

Simulating the CONVERT Oracle. Other than the jth query, the CONVERT oracle
is identical to both Games (0,7) and (0,7 + 1).

For the jth query, if the input to D; is a DDH tuple, then outputs from the CONVERT
oracle are identically distributed to the anonymity game. This is because, if p* is not
queried, the oracle behaves identically to the anonymity game. If u* is queried, the ¢;
are computed identically to the anonymity game. Writing logp (Ds3) as 7, Dy = Ry
and Dgyj = AW'™i. The y' are then blinded, and shuffled with a random permutation.
Therefore, due to the re-randomisation property, the freshly blinded p’ are distributed
identically to the re-randomised p’. Therefore, if a DDH tuple is input, the outputs of the
CONVERT oracle are identically distributed to Game (0, 7).

Simulating challenge signature. The challenge signature (u*,o*) input to A in the
guessing stage is distributed identically to the anonymity game, due to outputs of the

SIGN oracle being distributed identically to the anonymity game.

Reduction to the DDH problem. If the input to D; is not a DDH tuple, then outputs
of the CONVERT oracle for the jth query are identically distributed to Figure 4.4. This is
because for all pseudonyms p; input, except for u*, the pseudonyms output are distributed
identically to the oracle in the anonymity game. When u* is queried, as D, is random
and independent, p is now chosen randomly and independently, and so is identically
distributed to Figure 4.4. Therefore, if the input to D; is not a DDH tuple, then the

outputs to A are identically distributed to Game (0,7 + 1)

The distinguisher D; only aborts early if uid; # wid’, which occurs with probability ¢—1/q.
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Therefore, the probability that D; outputs 1 given a DDH tuple was input is Pr[FP ;]/q.
The probability that D; outputs 1 given a DDH tuple was not input is Pr[Py j4+1]/q. The
advantage of D; is therefore |Pr[Py ;| — Pr[P j+1]|/q, therefore | Pr[Py ;] — Pr[FPy j+1]| =

dEDDH-

We define Game 1 to be Game (0, gconv), Where geony is the number of queries to the
CONVERT oracle. Let P, be the event that an adversary A correctly guesses b after
Game 1. As |Pr[Py ;] — Pr[FPy j+1]| = ¢eppn, then | Pr[Py o] — Pr[Pi]| < geonvgeDDH-

Next, we show that | Pr[P;] —1/2| < eppn. We build an adversary A’ that distinguishes
between DDH tuples, given A that successfully guesses b in Game 1 with probability
Pr[P;]. We provide A’ in Figure 4.6, and explain why the simulation input to A given
in Figure 4.6 is identically distributed to Game 1, provided a DDH tuple is input, and A
guesses correctly with probability 1/2, if a DDH tuple is not input.

The group public key and issuer secret key (gpk, isk) are computed identically to Game 1,
except for g, cpk, which are distributed identically to Game 1.

Simulating the Oracles. The SNDU and SIGN oracles are identical to Game 1. In the
CONVERT oracle, if pj = p*, pj is distributed identically to Game 1. Otherwise, y; is
computed using ¥4, which is already known if ;i was output by the SIGN oracle, and for
other signatures y,;4 can be extracted using the soundness property of the zero-knowledge
proofs used. Due to the re-randomisation property, the freshly blinded y/ are distributed
identically to the re-randomised /. Therefore, the cp, generated are distributed identically

to Figure 4.4.

Reduction to the DDH problem. If a DDH tuple is input, (D3, D4h¥?) are distributed
identically to CLS.Sign. The values A’, d are chosen randomly, A = Arisk , and so they are
distributed identically to the CLS.Sign algorithm. The signature proof of knowledge 7
can be simulated, due to the zero-knowledge property of the zero-knowledge proofs used.
Therefore, p*, o* are distributed identically to Game 1, and so A guesses successfully with
probability Pr[P;]. If the input is not a DDH tuple, then all inputs to A are independent
of b, therefore A guesses successfully with probability 1/2. On input a DDH tuple, A’
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SNDU (uid, M;,)

Same as in anonymity experiment

SIGN(wid, m)

Same as in anonymity experiment

CONVERT ((p1,m1,01), .- ., (g, mg, 0k ), bpk)

if 3i € [1, k] s.t. CLS.Verify(gpk,m, pti,0;) =0 return L

if bpk ¢ BPK return L

if 3 s.t. p; = p* and 35 # @ s.t. ldentify(uidy, p;) =1 for d € {0,1}

return L

else compute (cu;, c;) < CLS.Blind(gpk, bpk, (pi,m;);re) for i =1,...,k
r s 25,5 € [1, k]
o=y, ¢ (cjig®, cj2bpk®)
Let o; = (.,.,.,7;)
if pj=p* oy sGy
if p; # p*
if (uid,.,p;,05) € SL y; < yuia else extract y; from o;
= R
B s Ly, cpy, < (97, 1;bpk”)
Choose random permutation II;Vi € [1, k] (€f;, @) < (cinyyys Criiy)

return ({(cluia Ci)}k7 {(wiaéi)}kvrlla SR T;C)

A,(Dl, D27 D3) D4)

Set g < D1,b,b' +=s{0,1}, cpk < Do

Otherwise set gpk,isk as in CLS.Setup, CLS.IKGen, CLS.CKGen
ASNDU SIGN,CONVERT (

(wid§, uidi, m*, st) <s choose, gpk, isk)

Let gsk(uidj] = (-, -, v0,") and gsk[uid}] = (-,-, 91, ), if Yo, 71 undefined return b’
i < D3, us < Dyh¥

A dsGy, A A" simulate = with A’, A, d, pul, ph, m*
Wt e (), 0" (A, A, d, ), b s ASNDUSIGN.CONVERT (guiecq ot /% )

if * =0 returnl elsereturn(

Figure 4.6: A’ which distinguishes between DDH tuples using A in the CLS anonymity
proof
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outputs 1 with probability Pr[P;]. On an input that is not a DDH tuple, A" outputs 1
with probability 1/2. Therefore Pr[P;] — 1/2 < eppn, and so | Pr[P;] — 1/2| = eppH.

Therefore | Pr[Py o] — 1/2| < (¢gconv + 1)eéppH- As €epph is negligible, our construction

satisfies anonymity.

4.4.3 Non—transitivity

Lemma 4.2. The CLS-DDH construction presented in Section 4.3.1 satisfies non-transitivity
if the DDH assumption holds in Gy, and the SPK is unbounded simulation-sound, zero—

knowledge and online extractable (for the underlined value).

Proof. For proving non-transitivity, we have to show that there exists an efficient simulator
SIM that makes the real and simulated game indistinguishable. We start by describing
the simulator and then explain why the real and simulated conversion oracles CONVERT

and CONVSIM are indistinguishable.

SIM(gpka bpkv Luidl) cee Luidk/)

1+ 0,Yj € [LK]
/LI +sGy;Vm € Lm'd].
I+ 1+ 136;7%$Z;7El — (g’yvm : bpk’y)vml — (gﬂa,u‘/ ' bpkﬂ)

return ((@1561)7 cee (mlaél))

We assume that an adversary A exists that makes ¢ queries to the SNDU oracle for
distinct user identifiers and geony queries to the CONVX oracle, guesses b correctly in the

non-transitivity game with SIM as described and wins with probability € + 1/2.

We will stepwise make the real-world (b=0) and the simulated world (b=1) equivalent,
using a sequence of Games H; for j = 0,...,q. The idea is that in Game H; we will not

use simulated conversions for all users uidy, ..., uid; in order of when they were queried
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to SNDU. More precisely, we define Game H; to be as given in Figure 4.7 with all other
oracles identical to the non-transitivity experiment. Let P; be the event that A guesses
b correctly in Game H;, with the simulator given. Game H; keeps track of the queries to
SNDU, adding the first j queries uid to a set UL. Then during queries to CONVSIM, if a
signature of a user in UL is queried, these are treated in the same way as pseudonyms for
corrupted users, i.e., they are normally converted using the CLS.Convert algorithm. If a
signature of an honest user that is not in UL is queried, we add this user to NUL. These

conversions are simulated as usual.

Game Hj is identical to the non-transitivity game because UL is empty. Therefore,
Pr[Py) = €+ 1/2. In Game H,, UL contains all honest users, and so the CONVSIM oracle
is now identical to the CONVERT oracle, and inputs to the adversary are now independent

of b , therefore Pr[P,] = 1/2.

We now show that if an adversary can distinguish Games H; and 41, we can turn this
into a distinguisher D; that can break the DDH assumption. We describe the reduction
and the additional simulation that is needed in Figures 4.8 and 4.9. The CONVERT oracle
remains unchanged. To avoid confusion, we write uid’ to refer to the j + 1-th user that

has joined the group (and for which D; embedded the DDH challenge).

We now argue that when a DDH tuple (D1, Dy, D3, Dy) is input to Dj, the inputs to A
are distributed identically to Game H;41; when a DDH tuple is not input, the inputs to
A are distributed identically to Game #;. That is for Dy = h, Dy = h®, D3 = hb, Dy = he,

the oracles provided by D; will be exactly as in H ;1 when ¢ = ab, and as in ‘H; otherwise.

We first note that due to the DDH random self-reduction given in [127], if a DDH tuple is
input to Dj, then for all i € [geonv|, D1, D2, D33, D4 ; is a DDH tuple. If a DDH tuple is not
input to Dj, then Dy, Do, D31,D41, -, D3 geon> Digeony 15 Tandomly and independently
distributed.

The keys gpk, csk,isk are distributed identically to the non—transitivity game, as x is

chosen randomly and independently when setting hy < hX.

Simulating the SNDU Oracle. The SNDU oracle only differs from the oracle in the

non—transitivity experiment during the (j+1)-th query by embedding D5 of the DDH chal-
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Game H;

t < 0,b<s{0,1}, param <—s CLS.Setup(17)
HUL, CUL, SL «+ 0
(ipk,isk) <—s CLS.IKGen(param), (cpk, csk) <—s CLS.CKGen(param)

ASNDU,SIGN,CONVX(

gpk < (param, ipk, cpk),b* <s guess, gpk, isk)

return b*
SNDU (uid, M;y,)
if wid ¢ HUL,t <t + 1,if t <j UL« ULU {wid}

Continue from line 2 of standard SNDU oracle

CONVSIM((p1,m1,01), .-, (g, mg, k), bpk)

if Ji € [1, k] s.t. CLS.Verify(gpk, m;, pu;,0;) =0 or bpk ¢ BK return L
Set CL < ()
Compute (cp;, ¢;) <—s CLS.Blind(gpk, bpk, (ui, m;);r;) fori=1,...,k
Vi e [1, k]
if (uid, mg, p;, 0;) € SL

if L,;q does not exist, create Lyiq — {m;}, Clyia < {(ci, cui)}
else set Ly;q < Lyig U{m;}, Clyia < Clyia U {(ci, cpi)}
else CL <~ CLU {(¢;, ci)}
{(@Fi; @) bim,..nr < CLS.Convert(gpk, csk, bpk, CLU | ] CLyiq)

uideUL
for k' < |CLU U CLuidal
uideUL
let Luid, - - - Luid,,, be the non-empty message clusters

Let NUL « {uidy, ... uidg~ }\UL

{(@; @) Yimhr ... s SIM(gpk,bpk, | ) Luia)
utdeNUL

Choose random permutation I1; Vi € [1,k]  (€fi, ¢;) < (Gl Cr())

return ({(cui, ¢y 7)) ie1, ks {(CHE C) Yimt o ks T2y - o5 TR)

Figure 4.7: Description of Game H; and the changes to the SNDU and CONVSIM oracles
in the CLS non—transitivity proof
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D;(D}, Dy, Dy, Dy)

Expand D}, D}, D%, D}y into Dy, D2, {D3;, D4, : i € [geonv]} using DDH random self-reduction [127]
5,6 <= 0,b, <=s{0,1},h = D1, x +=sZy, hy = hX

Finish computing gpk, csk,isk as in CLS.Setup, CLS.IKGen, CLS.CKGen

HUL, CUL, SL«+ 0

b* s ASNDUSIGN.CONVX (o065 ot k)

if b* =0 return 1l else return 0

SNDU(uid, n)
if wid ¢ HUL,t « ¢t + 1,if t <j UL « UL U {uid}
HUL < HUL U {uid}, gsk[uid] <L, Mi, 1, dec"® « cont
ift=j+1 wid + uid, H + DY simulate 7y with H,n, styiq < (L, H,7x)

return ((H,mp), cont)

Continue from line 5 of standard SNDU oracle

SIGN(uid, m)

if wid # wid' perform SIGN oracle from anonymity experiment
else a, 8 <sZy,, u1 < g%, pa < cpk®Da

A dsZ5, A AF

Simulate 7 with A", A, d, p1, p2, m

o« (A", A d,x) return ((u1,12),0)

Figure 4.8: Oracles for D; our distinguishing algorithm for the DDH problem in the CLS
non—transitivity proof

lenger into the user’s “public key” H using knowledge of x. Clearly, H is distributed iden-
tically as when computed normally, and 7z can be simulated due to the zero-knowledge
property of the proof system. Note that y is not defined for this honest user, but this is

not output to A, or used in the next stage of the protocol.

Simulating the SIGN Oracle. The SIGN oracle is identical to the oracle in the non—
transitivity experiment when wuid # wid' is queried. When wid’ is queried, we simply

encrypt Ds instead of hY.

This is consistent with SNDU, as H = DX. Further, A’,d’" are chosen randomly and
independently, and A = A’s% 5o these are distributed identically to CLS.Sign. The SPK

7 can be simulated due to the zero—knowledge property of the proof system.

Simulating the CONVSIM Oracle. What remains to be shown is that the CONVSIM
oracle created by D; either behaves identically to the CONVSIM oracle in Game H; or
as in H;j41, depending on whether its input was a DDH tuple or not. We know that

D3¢ = A" for some 7 and thus it must hold that Dy’ = R, Finally, we derive ¢i by
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CONVSIM( (1, m1,01), - - -, (pke, M, o), bpk)

s+ s+ 1,if Ji € [1,k] s.t. CLS.Verify(gpk, m;, ui,0;) = 0 or bpk ¢ BK return L
Set CL < 0,7 <sZ,
Compute (cp;, ¢;) <—s CLS.Blind(gpk, bpk, (i, m;);r;) fori=1,...,k
Vi € [1, k]
if (uid, mg, p;,04) € SL
if Lyiq does not exist Lyiq < {mi}, CLluia < {(ms, Yuid)}
else Lyig ¢ Lyia U{m;}, Clyig + Cluia U {(mi, yuid)}
else Extract y; from o;, CL <~ CLU {(m;,y:)}
n«0; V(my)eClu ) Cluad
wideUL
n = n+1,71,%2 <8 Zy, (Ciy,, &) < ((g7", DY bpk™), (972, mbpk?))
if Lyjq exists Vm € Lyqar
n 4= n+ 171,72 <Ly, (Chy, ) < ((97", Dy bpk™), (972, mbpk™?))

let Luid, s - - - Luia,,, be the non-empty message clusters
Let NUL < {uidy, ... uidg~ }\UL
{(e;, @) Yimntr,...k <3 SIM(gpk, bpk, U Luid)

uideNUL,uid#uid’

Choose random permutation I1;Vi € [1,k] (¢}, ;) <= (Cfiry(;), Crics))

return ({(cpi, ¢i) Yiz1,... k, {(C;, C) Yim1,o ks 715 -1 Th)

Figure 4.9: The CONVSIM oracle used by distinguisher D; in the CLS non-transitivity
proof

encrypting D', from scratch under bpk, which is not noticeable to the adversary due to

the re-randomisation that is applied in the conversion algorithm.

If (D1, D2, D3, Dy) is a DDH tuple, then D} , = h™. Therefore as § = yuiq, the inputs
to A are also distributed identically to Game # ;1. Whereas, if (D1, Do, D3, Dy) is not
a DDH tuple, then Dj , is distributed identically to i/, which was chosen randomly and

independently. Therefore the inputs to A are distributed identically to Game H;.

Reduction to the DDH problem. Therefore, the probability that D; outputs 1 if it
was given a valid DDH tuple as input is Pr[Pj1], and Pr[F;] is the probability that D;
outputs 1 when the input was not a DDH tuple. The advantage of D; is then |Pr[P;] —
Pr[Pj1]|, therefore | Pr[P;] — Pr[Pj;1]| = epph-

Overall, for our sequence of games Hg to H,, it holds that | Pr[P] — Pr[P,]| < geppn and
thus € < geppy is negligible. This concludes our proof that the CLS-DDH construction

satisfies non—transitivity. O
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4.4.4 Conversion Blindness

Lemma 4.3. The CLS-DDH construction presented in Section 4.3.1 satisfies conversion

blindness if the DDH assumption holds in Gj.

Proof. We define Game 0 be the conversion blindness experiment, using the CLS-DDH

construction. Let Py be the event that an adversary A correctly guesses b after Game 0.

We define Game 1 to be identical to Game 0, except instead cu* is chosen randomly. Let

P be the event that the adversary A correctly guesses b after Game 1.

Game 1

param <—s CLS.Setup(17), (ipk, isk) <—s CLS.IKGen(param), (cpk, csk) <—s CLS.CKGen(param)
gpk < (param,ipk, cpk), (bpk, bsk) <—s CLS.BKGen(param)

(st, (10, mo), (111, m1)) <3 .A(choose, gpk, isk, csk, bpk)

(., c*) s CLS.Blind(gpk, bpk, (s, mp)), cp* <5 G?

b* «s A(guess, st, cu™, ¢*)

return 1 if b* =10

We define Game 2 to be identical to Game 1, except ¢* is chosen randomly. Let P, be
the event that the adversary A correctly guesses b after Game 2. Clearly the probability
that A correctly guesses b is 1/2, as they are given no information about b. Therefore

Pr[Py] = 1/2.

Game 2

param <—s CLS.Setup(17), (ipk, isk) <—s CLS.IKGen(param), (cpk, csk) <—s CLS.CKGen(param)
gpk <+ (param, ipk, cpk), (bpk, bsk) <—s CLS.BKGen(param)

(st, (10, mo), (1, m1)) <=s A(choose, gpk, isk, csk, bpk)

¢ sG?, cp* +sG3

b* <—s A(guess, st, cu™, c*)

return 1 if b* =10

We show that Game 0 and Game 1 are indistinguishable assuming the DDH assumption.

We provide a distinguishing algorithm D; in Figure 4.10.
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D1<D17D27D37D4)

b<+s{0,1}

g < D1, bpk < Do, otherwise generate gpk,isk, csk as in CLS.Setup, CLS.IKGen, CLS.CKGen
(st, ((kos o)y mo), (11, 1), ma)) <= A(choose, gpk, isk, csk, bpk)

(-, c") s CLS.Blind(gpk, bpk, (15, mp)), B < Ly, cpt™ < (1169°, D3, i, Dycpk®)

b* «s A(guess, st, cu™, ¢*)

return 1 if b* =10

Figure 4.10: D; that distinguishes between Game 0 and Game 1 in the CLS conversion
blindness proof

D2<D17D27D37D4)

b<+s{0,1}
g < D1, bpk < D, otherwise generate gpk,isk, csk as in CLS.Setup, CLS.IKGen, CLS.CKGen

(St, ((:U’Oﬂ /1’6)7 mg), ((,LL1, lull)7 ml)) 8 A(ChOOSe, gpka iSka CSka bpk)
c* < (D3, myDy), cp* +sG?
b* «s A(guess, st, cu™, ¢*)

return 1 if b* =10

Figure 4.11: Dy that distinguishes between Game 1 and Game 2 in the CLS conversion
blindness proof

If Dy is input a DDH tuple, all inputs to A are distributed identically to Game 0. This is
because, letting a = log, D3, then Dy = bpk®, and therefore cu* is distributed identically
to the CLS.Blind algorithm.

If Dy is not input a DDH tuple, all inputs to A are distributed identically to Game 1.

This is because, 8, D3, D4 are now chosen independently and randomly.

Therefore | Pr[Py] — Pr[Pi]| < eppH, where eppy is the DDH advantage, and therefore

negligible.

We show that Game 1 and Game 2 are indistinguishable assuming the DDH assumption.

We provide a distinguishing algorithm Ds in Figure 4.11.

If D is input a DDH tuple, all inputs to A are distributed identically to Game 1. This
is because letting o = log, D3, then Dy = bpk®, and so c¢* is distributed identically to an

output of the CLS.Blind algorithm.

If Dy is not input a DDH tuple, all inputs to A are distributed identically to Game 2.

This is because D3, D4 are now chosen independently and randomly.
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Therefore | Pr[P1] — Pr[P2] < eppn, and so| Pr[Py] — 1/2| < 2eppn.

4.4.5 Join Anonymity

Lemma 4.4. The CLS-DDH construction presented in Section 4.3.1 satisfies join anon-

ymity if the DDH assumption holds in G1, and the SPK is zero—knowledge.

Proof. First we show that if an adversary A exists that makes ¢ queries for distinct user

identifiers to the SNDU oracle, such that
| Pr{Exp¢s’oon (1) = 1] - PrExp’elsoon (1) = 1] = <

where € is non-negligible, then we can can build an adversary A’ that breaks the DDH
assumption with non-negligible probability. We provide A’ in Figure 4.12. We then
describe why the simulation given in Figure 4.12 is indistinguishable to the join anonymity
experiment to A if a DDH tuple is input, and that A guesses correctly with probability
1/2 if a DDH tuple is not input.

Assuming the input to A’ is not a DDH tuple, then the probability A’ aborts due to uid;, #
wid is (q-1)/q. If uid is input to the SIGN oracles, then A’ outputs 1 with probability 1 /2.
As Dy is random and independent to all other variables, all inputs to A are independent
of b, therefore the probability they guess correctly is 1/2. Therefore, the probability that
A’ outputs 1 is 1/2q.

Assuming the input to A’ is a DDH tuple, uid = wid,, and A does not cheat by querying
uidy or widy to the signing oracle, we now show that all inputs to A are distributed

identically to the join anonymity experiment.

The keys (gpk,isk,csk) given to A are distributed identically to the join anonymity ex-
periment. The only difference is in choosing hy, h, which are distributed randomly and

independently.
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SNDU (uid, n)
if wid ¢ HUL
HUL < HUL U {uid},l + [ + 1, gsk[uid] <L, Mi, <L, dec"*® « cont

if | =k wid < wid, H < Dy, simulate mg with H,n, styiq < (L, H, 7g)

return ((H,7gy),cont)

Continue from line 5 of oracle in second converter anonymity experiment

SIGN (uid, m)
if uid ¢ HUL return L

if wid = wid return L

if uid # uid* perform SIGN oracle from join anonymity
else a, B <sZ,, 1 < g%, pa < cpk® Dy

A, d<+sGy, A+ A" simulate m with A’, A, d, 1, pi2, m
o (A, A d,7) return ((u1,ps2),0)

A/(D17D27D37D4)

b+s{0,1}, gpk, csk,isk chosen as in CLS.Setup, CLS.IKGen, CLS.CKGen except hy < D, h < D3
k<+s[l,q],l = 0,HUL < @
(st, uidy, uidy) <s ASNDU’S'GN(choose, gpk, isk, csk)
if widy or wid, ¢ HUL or dec®® + accept or dec™'™ + accept b* « 0
if ¥ =b return1 else return 0
if wid, # wid return 0
Choose uid* as in experiment, HUL «- HUL U {uid*},b* s ASNPUSICN (gyess st uid*)
if (uidg,*) € SLfor d=0,1 b* < 0

if b =b returnl else return 0

Figure 4.12: A’, which breaks the DDH assumption, using A, which breaks the join
anonymity of CLS-DDH with probability e
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Simulating the SNDU Oracle. The SNDU oracle only differs from the oracle in the
join anonymity experiment during the k-th query. In this case H is distributed identically,
and 7y can be simulated due to the zero-knowledge property of the proof system used.
The value y, -, is not defined but this is not output to A, or used in the next stage of the
protocol. Therefore, the output of SNDU is distributed identically to the join anonymity

experiment.

Simulating the SIGN Oracle. The SIGN oracle is identical to the oracle in the join
anonymity experiment when uid # uid* is queried. When wid* is queried, letting y* =
logp, (D2), Dy = h¥". This is consistent with SNDU, as H = Dy = hgl’*. The values
A',d’ are chosen randomly and independently, and A = A’$¥ so these are distributed
identically to CLS.Sign. The proof 7 can be simulated due to the zero-knowledge property
of the proof system used. Therefore the output of SIGN is distributed identically to the

join anonymity experiment.

Reduction to the DDH problem. Assume A’ is input a DDH tuple, and wuid;, output
by A is wid, which occurs with probability 1/q, then A’ will not abort early. If the
adversary queries the signing oracle with uidy or uidy, or does not output honestly joined
users, then b* = 0 is the same as the output of the join anonymity experiment with
adversary A. If the adversary does not query the signing oracle with uidy or uid;, then
all inputs to A are identically distributed to the join anonymity experiment, and so b* = b

with the same probability as 1 is output in the join anonymity experiment for adversary

A.
Therefore, the probability that A" outputs 1 is:

1/2 Pr[Exp’ s 8om (1) = 0] + 1/2 Pr[Expy &s’00n (1) =1] = (e +1)/2.
Therefore A’ outputs 1 with probability (e + 1)/2g.

Therefore, A’ has advantage ¢/2¢q in distinguishing DDH tuples, and so our CLS-DDH

construction satisfies join anonymity.
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SNDU (uid, M)
if wid ¢ HUL
HUL < HUL U {uid}, gsk(uid] <L, Mi, <L, dec*™ « cont
Yuid <5 Loy, H < D¥*¢. simulate w7y with H, styq < (L, H,7g)

return ((H,7g), cont)

Continue from line 5 of oracle in non-frameability experiment

SIGN(uid, m)

s Loy, p1 < g%, pg < cpk® DY
A d<+sGy, A+ A" simulate m with A’, A, d, ju1, piz, m
o (A, A d,7) return ((p1,ps2),0)

A'(Dy, Dy)
gpk, csk,isk chosen as in CLS.Setup, CLS.IKGen, CLS.CKGen except hy < D1, 2 s Z,, h « Df
HUL « 0, (uid*, m*, u*, %) <5 ASNPUSICN (gL sk, csk)

Extract y* from 7* included in 0*  return y*y, ).

Figure 4.13: A’, which breaks the discrete log assumption, using A, which breaks the
non-frameability of CLS-DDH with probability e

4.4.6 Non—frameability

Lemma 4.5. The CLS-DDH construction presented in Section 4.3.1 satisfies non-frameability

if the DL assumption holds in Gy, and the SPK is simulation-sound and zero—knowledge.

Proof. We show that if there exists an adversary A such that Pr[Epo‘?Té{gngH(T) =1] =
€, where € is non-negligible, then we can can build an adversary A’ that breaks the discrete
log assumption with non-negligible probability. We provide A" in Figure 4.13, where we
describe how A’ simulates the oracles needed in the non-frameability game and extracts
the DL solutions. We then describe why the simulation given in Figure 4.13 and the

non—frameability experiment are indistinguishable towards A.
All inputs to A are distributed identically to the non-frameability experiment.

The values gpk, csk,isk are distributed identically to the non—frameability game, as ev-
erything but h, h; is chosen in the same way. The value z is chosen randomly and inde-

pendently, therefore h is distributed correctly.
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Simulating the SNDU Oracle. When a new user identifier is queried to SNDU, H
is distributed identically as 1,4 is chosen randomly and independently, and wgy can be
simulated due to the zero-knowledge property of proof system used. Note that y is set as

L, but this is not output to A, or used in the next stage of the protocol.

Simulating the SIGN Oracle. Letting § = logp, (Ds), then D3¢ = h¥¥uia. This is
consistent with SNDU because H = h?y"id. Therefore, p1,ps are distributed correctly.
A’ A,d are distributed identically to CLS.Sign because A = A’k and A’,d are chosen
randomly. The proof 7 can be simulated due to the zero—knowledge property of the zero—
knowledge proofs used. Therefore the output of SIGN is distributed identically to the

non-frameability experiment.

Reduction to the DL problem. We assume A is successful. The output of A,
(m*, u*,0*), cannot have been returned by the SIGN oracle, as A is successful, there-
fore we can extract y*, due to the soundness property of the zero—knowledge proof used.
As Identify(gpk, csk, uid*,m*, u*) = 1, this means that u;u*l_“k = DVuid" = p¥Yuiar,
Therefore due to the soundness of the zero-knowledge proof, h¥%uid¢* = h¥" and § is output

by A'.

If A is successful with probability €, A’ solves the discrete logarithm problem with prob-

ability at least €, and so our CLS-DDH construction satisfies non—frameability.

4.4.7 'Traceability

Lemma 4.6. The CLS-DDH construction presented in Section 4.3.1 satisfies traceability
if the ¢-SDH assumption holds, and the SPK is simulation-sound, zero—knowledge and

online extractable.

Proof. First we show that if there exists an adversary A such that Pr[ExptAT?CCES_DDH (1) =

1] = €, where € is non-negligible, which makes g queries to the SNDI oracle for distinct

user identifiers, then we can can build an adversary A’ that breaks the q-SDH problem
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with non-negligible probability. We provide the detailed description of A" in Figure 4.14,

and explain here how A’ works.

First note that all inputs that A’ provides to A are distributed identically to the trace-
ability experiment. This is because G1, Go, GT,p, e, go, ipk are distributed identically to
the traceability experiment, and g, h, cpk, csk were chosen identically to the traceability
experiment. The generators g1, hs are distributed correctly, due to the fact p and 14
were chosen randomly and independently. As 6 is chosen randomly, hy is also distributed
correctly. Therefore, (gpk,csk) given to A are distributed identically to the traceability

experiment.

We will later use the fact that I' = giSk, and B; = g}/ (isk+2i)  This is because g1 =

Hg;& SZHQ — gibf(z‘sk), therefore T’ = H;]:_Ol SZ'U:Ei — H;I;& S#Ciisk _ gll-sk’ and B; — H?;g S;.mi‘j
_ ~pfilisk) _1/(isk4a;)
- gl - 91 .

Simulating the ADDU Oracle. The ADDU oracle simply returns accept when a valid

utd is input, as in the traceability experiment.

Simulating the SNDI Oracle. In the case of SNDI, y can be extracted due to the
soundness property of the zero-knowledge proofs used. We now show that answers to

SNDI queries are correctly distributed.

During the kth query to SNDI, s,;4, Zu:q are distributed correctly, as v is chosen randomly

and independently. Because vo = sy;q4 + 0y,

Agid = gllll _ (glgllll(iskJr:Jc)fl)l/(isk-&-m) _ (gthQ)l/(iSk+27) _ (glh;uidJrGy)l/(z’sk—i-z)

— (91 h;md hgll)l/(zsk-l—x) .

Therefore A,;q is also distributed correctly.

For all other queries, sy;4, uiq are chosen randomly and independently and so are dis-

tributed correctly. A,;q is also distributed correctly due to the following:

Ayig = Bl(Bl((ﬂv—xz)m—l)/l@gllq/w)suid—i-ey _ Bl(Bl((w—ﬂ»‘z)lq—l)/l/zBlVl(isk-i—wl)/Vz)suid—f—ey
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ADDU (uid)

if wid e HULUCUL return | else HUL + HUL U {uid} return accept

SNDI(uid, (H, 7r))
if uid € HUL return L else CUL + CULU {wid},l <1 +1

Extract y as a witness of my

if l=k syia < v2— 0y, Tyia — @, Avid < 91" Yuid < Y

r—xy)v1—1)/ve vi /v
(Bl(( Dvi—1)/ 2911/ 2)

* ia+0
else Tyiq < 1, Suid <5 Ly, Auid < By ST Yuia Y

return ((Ayid, Tuid, Suid), CONt)
SIGN(uid, m)

if wid ¢ HUL return L
if yyiq undefined  yyiq < Z;

@, B Ly, p1 < g%, iz < cpk®h¥i? a <—$ZI*),A’ — gi‘,fl +— 1% d+sGy

Simulate 7 using A’, A, d, ju1, iz, m
return ((Mla /-1/2)7 (A/a Av d7 71'))

A,(Gla GQ)GT)p7 eagl) Sl? ceey Sqag2a U])

G1,Ga,Gr,p, e, g2 given as input, ipk < w, HUL, CUL < 0
g, h chosen as in CLS.Setup, csk, cpk chosen as in CLS.CKGen
Vie[l,q—1] x;<sZy,

- q—1 q—1 q—1
psZi, let f(X HX%—xl Z(iXi,gleHSfCi,FeHSé‘fj
i=1 ; i=0 i=0
x, 01,2 <8 Ly, ha < ((Tg7)"g )1/”2 9 s Ly, h1 — hY, gpk (cpk: ipk, param)
Vi e [l,g—1] let f;(X H (X + ;) Zn”X B(—HSM”
J#i j=0

AADDU SNDI, SIGN(gpk‘ CSk‘)

=1,
=0,k s [LQL((mthUl) o (M iy, 07)) 4=
Parse o; = (A}, A;, d;, ;)
Vie [l,r] Hi« i 2/l | —csk
if 3i € [1,7] s.t. Yuid € CUL  H; # h¥wd
Extract z,y, 72,73, s’ from 7;
if 73 =0,A« 1,5«
else A<+ A5 s +1ar3
§* < 35+0y return ((Agf”ls*/”)W,i‘)

else return L

Figure 4.14: A’ which breaks the ¢-SDH assumption, using A which breaks the traceability
of CLS-DDH with probability e
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_ BlBl(Smd-i-ay)(Vl (isk+a)—1)/v2 (suia+0y)(v1(isk+x)—1)/v2 ) 1/(isk+w;)

= (19

(glhguid+9y)1/(isk+wl) — (glhgmdhzl/)l/(isk+xl).

Therefore, answers to SNDI queries are distributed identically to the traceability experi-

ment.

Simulating the SIGN Oracle. For the SIGN oracle, u1,us are chosen identically to
the traceability experiment. As a is chosen randomly and independently, A’, d are chosen
randomly, and as I' = gi*¥ A = A’sk_ therefore (A ,fl,d) are distributed identically to
CLS.Sign. Due to the zero-knowledge property of SPK, m can be simulated identically to
the traceability experiment using A’, /Al,d, w1, o, m. Therefore, answers to these queries

are distributed identically to the traceability experiment.

Reduction to ¢-SDH. We assume A is successful. Then it outputs at least ¢ + 1 valid
signatures that are unlinkable and not returned by the SIGN oracle for an uncorrupted
user. As there are at least ¢ + 1 unlinkable signatures, there will be ¢ such that Vuid €
CUL, H; # h¥wid. As the signatures were not returned by the SIGN oracle, we can extract

the witnesses for m; due to soundness of the zero-knowledge proofs used.
We now show that we correctly extract a BBS+ signature A on §, %, § from 7.
If 73 = 0, then gyhY, h = 1. Therefore A = (g h7h§)1/(isk+3) = 1.

If 73 # 0, then A; = A'7%d;h}2, and A; = A% therefore A/F+T = q;h72 = (gyhIhs )Y/ hi?
= (gihYhy )T = (g1hYh3)V/7™s. Therefore A = A'T> = (gihYh3)1/ (sk+2),

There are three possible cases for the BBS+ signature A, 7, 7, 3.

Consider the first case, when Z ¢ {x1,...,zq—1} U {z}. If 1p — s* —115%(Z — x) = 0, then

vo—s*
s*(z—x)"

v, = If s* = 0, then v = 0, which is not possible. Therefore the adversary can
obtain 7 and so break the discrete logarithm problem, which is implied by the q-SDH

problem.

We now show that A’ outputs gi/ (iSkJri), with which we can obtain a solution to the ¢-SDH
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problem.

*
—v1s

—v18* /v *V—2*~ * - = VE 7= vog—s*—vys*(z—x)
(Agl 1 / 2)1/275 —vys¥(E—x) — (glh; )(zsk#»z)(uzfs —vys (zfz))gIQ 1

*
—v1s

« . . vo — N
— (glgi (V1(18k+$) 1)/112)(isk+i)(u27s*7uls*(i‘7£)) ng*S —vys*(Z—x)

S*V1<i5k+l')7s*+l/275*l/1(isk}+(i‘)
(isk+z)(vg—s*—vys*(z—x)) _ gl/(ZSk+J~S)
=0 .

=9

Given this, which is a forgery as & ¢ {z1,...,z4—1}, A can break the ¢-SDH assumption as

shown in [20].

For the second case, if for some wid, & = Zyq, and A = Ayq, but § # Yuid, then A’
can break the discrete log assumption implied by the ¢g-SDH assumption. This is because
logny (1) = =2t

Finally we consider the third case, where € {z1,...,xq—1} U {z}, but for T = zyq4,

then A # Ayig. We assume T = z, which occurs with probability 1/q. As A #* Ayid,
vy — 8" = (Syid — 5) + 0(y — §) # 0.

1/(isk+3) . . . .
We now show that A" outputs 91/ (is +x), with which we can obtain a solution to the g-SDH
problem:
-k vy N v ;”ii:
(Ag; /)37 = (guhg ) R0 g 2
v 71/15* s*ul(isk+z)7s*+1/275*u1 (isk+x)
_ S*(Vl(’L'Sk%Fm)*l)/l/Q % vg—s* (isk+x)(vg—s*) _ 1/(13k+$)
= (919 ) CskFnz=s5 g 270 = g, : =0 .

Given this, A can break the g-sdh assumption as shown in [20].

Therefore, if A is successful with probability €, A" solves the ¢-SDH problem with proba-
bility at least €/q.

Therefore, our CLS-DDH construction satisfies traceability.
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4.5 Instantiation of SPK and Efficiency

We now discuss how to securely instantiate the online-extractable SPKs used in our
CLS-DDH construction and state the computational cost and lengths of signatures and

pseudonyms.

4.5.1 Instantiation of SPKs

We have two non-interactive zero—knowledge proofs of knowledge in our scheme:
mi = SPK{(y) : H = W}(n)
used in the join protocol for proving knowledge of y in H = hY, and
7= SPK{(z,y,72,73,5, ) : p1 = g% A pp = cpk®hY

NAJd = ATTh2 A gihY = d*hy® }(m)

proving knowledge of a BBS+ signature on y and that p encrypts the same y. In both
cases we need the witness y to be online extractable. For this, we additionally encrypt y
under a public key that needs to be added to param (and to which in security proof we will
know the secret key for), and extend 7w and 7y to prove that the additional encryption
contains the same y that is used in the rest of the proof. For the verifiable encryption of y
we use Paillier encryption [40], which is secure under the DCR assumption [109]. Proving
correct encryption for such Paillier ciphertexts can be done using standard techniques

from [40].

For transforming interactive into non-interactive zero—knowledge proofs we rely on the
Fiat-Shamir heuristic that ensures security in the random oracle model. Due to this, we

can now state Corollary 4.1.

Corollary 4.1. The CLS-DDH construction presented in Section 4.3.1, with the SPK
instantiated as described, is a secure CLS as defined in Section 4.2 under the DDH, ¢-SDH

and DCR assumption in the random oracle model.
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4.5.2 Computational Cost

We provide the operations required for the entities involved in the scheme in Table 4.1.
We denote k exponentiation in group G; by kexpg,, k hash function calls by khash, and
k pairing operations by kpair. We denote k exponentiations in Z>, due to the Paillier

encryption used, by k‘epo*Q.

Entity Algorithm Computational Cost
User CLS.Sign 16expg, + 15expy , + lhash
CLS.Verify 12expg, + 1lexpy , + lhash + 2pair
Verifier CLS.Blind 6GXE<G1
CLS.Unblind 2expg,
Converter CLS.Convert Tkexpg,
(k pseudonyms input )

Table 4.1: Computational costs for our CLS-DDH instantiation

4.5.3 Pseudonym and Signature Length

We provide the sizes of pseudonyms and signatures in terms of the number of group
elements in Table 4.2. We denote the length required to represent k elements in G as
kGi, k outputs of a hash function as kH, and k elements in Z7,, due to the Paillier

encryption used, as kZ; ,.

Pseudonym Signature
Original Blinded Converted Unblinded and
7 cp ci Converted @ o
2Gy 3Gy 2G, 1Gy 3Gy 6Z, 1H 67},

Table 4.2: Size of pseudonyms and signatures for our CLS-DDH instantiation

4.6 Summary

In this chapter we have proposed a new form of group signatures that support flexible
and controlled linkability. Data can be collected in an authenticated and fully unlinkable
form, whilst still allowing the data to be obliviously relinked by queries to a central entity.

We have formalised the required security properties in a dynamic model and proposed
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an efficient scheme that satisfies these requirement under discrete logarithm and Paillier

assumptions in the random oracle model.

144



Chapter 5

Commuting Group Signatures
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5.1 Introduction

This chapter introduces commuting group signatures, which allow group signatures to be
blinded whilst remaining publicly verifiable. We present a formal security model for this

new primitive and a construction that provably satisfies this model.

5.1.1 Motivation and Background

The opener in standard group signatures is the central entity that is invoked when a

signature is de-anonymised. As discussed earlier, this role poses a privacy risk, as the
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opener learns all messages and identities of users whose signatures are under dispute.

Commuting group signatures mitigate this by realising the opening obliviously. We model
blinding by introducing another type of entity — the data processors P. When requesting
signatures to be opened, the signature and message get blinded under P’s key and the
opener returns a blinded user identity that only the data processor can unblind. The
commuting aspect — following the notation of commuting signatures by Fuchsbauer [66]—

is used to preserve the validity of a group signature during the various blinding operations.

A data processor may entrust a data lake to collect and store data for them. The data
lake should not be able to see the messages and user identities, however they should still
be able to check that they hold valid user data suitable for processing. Commuting group
signatures allow a user to sign data and blind messages under the key of a trusted data
processor. The data lake can still verify these blinded signatures, and pass them on to the
data processor on request. The data processor can then unblind the messages/ signatures.
If the data processor wishes to know the correlation of data by user, they can request that

the opener obliviously opens these signatures.

Commuting group signatures can also be used as a building block in the context of group
signatures with selective linkability. The fact that the blinded signatures can be verified,
allows the converter to check inputs are well formed. This means we no longer need
the honest—but—curious assumption for the verifier. This also allows authentication to
be preserved, provided we still assume that the converter is honest—but—curious. This is
because, the converter can attest that their inputs were valid blinded group signatures.
Assuming that the converter is honest—but—curious this ensures that their output originates

from valid user data and has been honestly blinded and converted.

5.1.2 Existing Work

Verifiably encrypted signatures [22] allow a signer to sign a message, encrypt the signature
and prove that this is an encryption of a valid signature. In [66], commuting signatures
were introduced that provide a verifiably encrypted signature on an encrypted message,
starting from either an unencrypted message—signature tuple, or an encrypted message.

Commuting group signatures similarly prove that there exists a valid group signature on an
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encrypted message. Therefore, as in commuting signatures [66], data is publicly verifiable

even when encrypted.

5.1.3 Our Contribution

We formally define the functionality and security requirements of commuting group sig-
natures, adapting the standard notions of anonymity, traceability and non-frameability of

group signatures to this blinded setting.

We then build a construction that provably satisfies these requirements. At a high level:
a user’s and issuer’s key pair is each a signing and verification key of an automorphic
signature scheme [65]. When joining the group, the issuer signs the user’s verification
key, yielding the user’s membership credential. During signing, the user encrypts its
verification key under the opener’s public key, and proves knowledge of a valid automorphic
signature on the message with respect to this verification key, as well as knowledge of a

valid credential for this key.

In order to blind signatures for opening while preserving their verifiability, we use zero-
knowledge proofs that are controlled malleable [45], which can be realised with Groth-Sahai
proofs [77]. This allows the signature and message to be encrypted under a blinding key
and the proof transformed accordingly. Because the malleability is controlled, this does

not affect the unforgeability of the signatures.

Finally, we prove that our construction is secure based on the DDH assumption, and the

security of the automorphic signatures and the controlled malleable NIZKs.

5.2 Chapter Preliminaries

We now present all building blocks and assumptions that are needed for our CGS con-
struction. We use ElGamal encryption as a chosen—plaintext secure, re-randomisable and
homomorphic encryption scheme, and standard proof protocols, as defined in Chapter 2.

We also use automorphic signatures [65] and controlled malleable proof protocols.
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5.2.1 Automorphic Signatures

An automorphic signature [65] over a bilinear group (p, Gy, Ge, Gr,e, g1, g2) is an EUF-
cma secure signature whose verification keys are contained in the message space. Moreover,
the messages and signatures consist of elements of G; and Gg, and the verification predicate
is a conjunction of pairing-product equations over the verification key, the message and

the signature. They consist of the following algorithms:

ASetup(17) outputs the parameters for the signature scheme param, .

AKeyGen(param,,,) on input the parameters, outputs a public verification key and

a secret signing key, (apk, ask).

ASign(ask,m) on input a signing key and message, outputs a signature Q.

AVerify (€2, apk, m): checks that Q is a valid signature on m under apk.

We now present the automorphic signature scheme [65] that will be used in our concrete
instantiation. We have rewritten the scheme so that the message is an element of Gy and
the verification key is an element of Go. This can be done analogously so that the message

is an element of Gy and the verification key is an element of G;.

ASetup(17)

(paGluG27GT7ea91792) <_$g(1T)7Fa KvT <_SB(G'I return ((puG17G27GT7evgl792)»F7 K7 T)

AKeyGen(paramauto)

ask

ask <sZ,, apk < g3 return (apk, ask)

ASign(ask, M)

rycss Ly, A (K-T"- M)l/(“8k+c),0 +— F° D+ g5,R+ g{,S + g5 return (A,C,D,R,S)

AVerify (2, apk, M)

Check E(A, apk ' D) = G(K : Ma 92)€(T, S)a 6(07 92) = €(F, D)a 6(R7 g2> = e(gla S)
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5.2.2 Controlled Malleable NIZKs

A controlled malleable proof [45] for a relation R and transformation class T, which gives
the set of allowed transformations, consists of three algorithms constituting a regular

non-interactive proof:

e CRSSetup(17): generates a common reference string oys.

o P(oes, z,w): takes as input the common reference string o, as a well as a statement

x and a witness such that (z,w) € R, and outputs a proof 7.

e V(ogs,z,m): takes as input the common reference string o, as a well as a statement

x, and a proof 7 and outputs 1 if 7 is valid, and 0 otherwise.

As detailed in Chapter 2, such a proof is called zero—knowledge (NIZK) if there exists a
PPT simulator (S7,52) such that an adversary can’t distinguish between proofs formed
by the prover and proofs formed by the simulator; and a proof of knowledge (NIZKPoK)
if there exists a PPT extractor (Fj, E2) that can produce a valid witness from any valid

proof. The fourth algorithm, specific to malleable proof systems, is:

e ZKEval(ogs, T, z,m): which, on input o¢s, a transformation 7' = (Tinst, Twit) (in some
transformation class 7 ), an instance x, and a proof 7, outputs a mauled proof 7’

for instance Tinst().

The controlled-malleable simulation-sound extractability requirement reconciles malleabil-
ity with simulation-sound extractability [52, 75] and requires that, for any instance z, if
an adversary can produce a valid proof w that x € R then an extractor can extract from
7 either a witness w such that (z,w) € R or a previously proved instance z’ and transfor-
mation 7' € T such that x = T, (2). This guarantees that any proof that the adversary
produces is either generated from scratch using a valid witness, or formed by applying a

transformation from the class 7 to an existing proof.

Definition 5.1. Let (CRSSetup, P, V, ZKEval) be a NIZKPoK system for an efficient rela-
tion R, with a simulator (57, S2) and an extractor (SE7, E2). Let T be an allowable set of

unary transformations for the relation R such that membership in 7 is efficiently testable.
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Let SE; be an algorithm that, on input (17), outputs (ocs, 7s, Te) such that (ogs, 7s) is
distributed identically to the output of S;. Consider the following game with adversary
A:

o Step 1. (Ocrs, Tsy Te) < SE1(17)
e Step 2. (z,7) < AS2(UC'S’TS")(Ucr57Te)

e Step 3. ('LU,H?/,T) — E2<Ucrs;787xv7r)'

The proof system satisfies controlled-malleable simulation-sound extractability (CM-SSE)
with respect to T if for all PPT algorithms A there exists a negligible function negl such
that the probability (over the choices of SEj, A, and S3) that V(ogs,z,7) = 1 and

(x,7) ¢ Q (where Q is the set of queried statements and their responses) but either:

o w#l and (z,w) ¢ R;

o (/,T)+# (L, 1) and either 2’ ¢ Qjnst (the set of queried instances), x # Tinst(2), or
T¢T;

o (w,x/,T)=(L,L,1);

is at most negl(7).

In [45] strong derivation privacy for such proofs is also defined. This ensures simulated

proofs are indistinguishable from those formed via a transformation.

Definition 5.2. For a malleable NIZK (CRSSetup, P, V, ZKEval) with an associated sim-
ulator (S, 52), a given adversary A, and bit b, let pf(T) be the probability of the event
that b’ = 1 in the following game:

o Step 1. (0crs, Ts) <3 51(17);

e Step 2. (state,z1,71,...,2q, g, T) s A(0crs, Ts);
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e Step 3. If V(ous, xi, m) = 0 for some 4, (x1,--- ,x4) is not in the domain of Ting, or

T ¢ T, abort and output L. Otherwise, form

So(0crs; Tsy Tinst (21, - - - 7xq))7 ifb=0
T <—$

ZKEval(Jch,T, {xi,m}ie[q]), ifb=1

e Step 4. V/ <—s A(state, 7).

The proof system is strongly derivation private if for all PPT algorithms A there exists a

negligible function negl such that |pg'(7) — pi'(k)| < negl(7).

Putting these two definitions together, a cm-NIZK is defined to be a proof system that is

CM-SSE, strongly derivation private, and zero—knowledge.

A cm-NIZK Construction We now present the construction given in [45] that provably
satisfies the above definitions. Let R be an efficient relation, and suppose 7 is an allowable
set of transformations for R that contains the identity transformation; suppose further

that membership in 7 is efficiently testable.

Let (SigKGen, Sign, Verify) be a structure preserving signature scheme that is EUF-cma
secure as defined in Sections 2.5.3 and 2.5.4. Let (CRSSetupyy;, Pwi, Ywi, ZKEvaly) be a
non-interactive witness indistinguishable proof of knowledge (NIWIPoK), as defined in Sec-
tion 2.6.1, for the relation: ((z,vk), (w,2’',T,Q)) € Rw if (z,w) € R or Verify(vk,Q,2') =
1, © = The(z'), and T € T. We also require the NIWIPoK to be derivation pri-
vate with respect to Rw, and a set of transformations 7w, such that for every T =
(T! ., T!..) € T there exists a Tw(T") € Twi. For Twi(T") = (Tinst, w1, Twit,wi) we require

inst? ~wit

that Tinst wi(z, vk) = (Th o (2),vk), and Tyiewi(w, 2, T, Q) = (T}, (w), 2’ T o T, ).

The cm-NIZK is defined as follows:

o CRSSetup(17): Generate ocrs wi <—s CRSSetupyy(17) and (vk, sk) < SigkGen(17), out-

put ges = (Ucrs,Whvk)-

® P(ous, z,w): Output m s Pwi(0crs Wi, Twi, wwi), where zwy = (z,vk) and ww =

(w, L, 1,1).
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o V(ocrs, z,m): Output Vwi(ocrs wi, 2wi, 7) where zw = (x, vk).

o ZKEval(ocrs, T, x, m): Output ZKEvalwi(oers wi, Twi(T), xwi, ) where azw = (x, vk).

Instantiation In [45] it is shown that Groth Sahai proofs [77] can be used to instantiate
the derivation private NIWIPoKs used in this construction, and a structure preserving

signature was identified [44].

5.3 Definition and Security Model for Commuting Group

Signatures

In this section we first introduce the syntax and generic functionality of commuting group
signatures CGS and then present the desirable security and privacy properties for such

schemes.

The entities involved in a commuting group signature scheme are an issuer Z, a set of
users U = {uid;}, an opener O, and — additionally — data processors P. Once joining the
group via the issuer Z, a user can either sign as in standard group signatures, or output
blinded signatures directly (with respect to the blinding public key of P). Standard
signatures and attached messages can also be blinded afterwards. Opening can be done
for both standard group signatures and blinded ones, where it returns the user identity
in plain and in blinded form respectively. Signatures, messages, or user identities that
are blinded can only be retrieved by the designated data processor P. Our model allows
for several data processors. However, the blinding public key must be input to CGS.Sign.
This enables users, and only them, to choose their preferred and trusted data processor,
but also limits the flexibility as they have to be chosen at the moment the signatures are

created.

5.3.1 Syntax of CGS

Definition 5.3 (CGS). A commuting group signature CGS scheme consists of the following

algorithms:
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Setup and Key Generation. We refer to (param,ipk,opk) as the group public key
gpk, and BKC as the public/ private key space induced by CGS.BKGen.

CGS.Setup(1™) — param on input the security parameter 17, outputs param, the public

parameters for the scheme.

CGS.IKGen(param) — (ipk,isk) performed by the issuer Z; outputs the issuer secret key
isk, and the issuing public key ipk.

CGS.OKGen(param) — (opk, osk) performed by the opener O; outputs the opener secret
key osk, and the opener public key opk.

CGS.BKGen(param) — (bpk, bsk) performed by a data processor P; outputs a blinding
secret key, bsk, and blinding public key, bpk.

Join, Sign and Verify. As in dynamic group signatures, a user joins via the issuer, and
they can then sign standard and blinded signatures. In contrast to the model for standard
group signatures [14], we split the signature into a pseudonym p and a signature o, for ease
of notation. All group signatures following the predominant Sign-Encrypt-Prove paradigm

can be matched to this notation.

CGS.UKGen(param) — (usk[uid], upk[uid]) a user generates their own secret key

usk[uid] and their user public key upk|uid].

(CGS.Join(gpk, usk[uid], upk[uid]), CGS.lIssue(isk, gpk, upkluid])) a user uid joins the
group by engaging in an interactive protocol with the issuer Z. The user uid and
issuer Z perform algorithms CGS.Join and CGS.Issue respectively. These are input
a state and an incoming message respectively, and output an updated state, an
outgoing message, and a decision, either cont, accept, or reject. The initial input to
CGS.Join is the group public key, gpk, their user secret key usk|uid|, and user public
key upk[uid], whereas the initial input to CGS.Issue is the issuer secret key, isk, the
issuer public key ipk and user public key upk[uid]. If the user uid accepts, CGS.Join

has a private output of gsk[uid].

CGS.Sign(gpk, bpk, gsk[uid], m) — (u, o) performed by the user with identifier uid, with
input the group public key gpk, blinding public key bpk, the user’s secret key

gsk[uid], and a message m; outputs a pseudonym g and signature o.
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CGS.Verify(gpk, bpk,m, pu,0) — {0,1} performed by a verifier; outputs 1 if o is a valid
signature on m for pseudonym g under the group public key gpk and blinding public
key bpk, and 0 otherwise.

Blinding. A successfully joined user can also create blinded group signatures directly,
where blinding is done with respect to bpk. Anyone knowing a standard group signature
can also blind it for the particular data processor. Importantly, despite being fully blinded,

the correctness of these signatures can still be verified.

CGS.BlindSign(gpk, bpk, gsk[uid],m) — (c, cu, co) performed by the user with identifier
utd with input the group public key gpk, including the blinding public key bpk, the
user’s secret key gsk|uid|, and a message m; outputs a blinded message, pseudonym,

and signature.

CGS.BlindUser(bpk, upk) — cupk performed on input a user public key upk, and the
blinding public key bpk; outputs a blinded user public key.

CGS.Blind(gpk, bpk, m, i, o) — (¢, cu, co) performed by the verifiers with input the group
public key gpk including the blinding public key bpk, a message m, a pseudonym p

and a signature o; outputs a blinded message, pseudonym, and signature.

CGS.BlindVerify(gpk, bpk, ¢, cuu, co) — {0,1} performed by a verifier; outputs 1 if co is a
valid blinded signature on ¢ for pseudonym cu under the group public key gpk, and

0 otherwise.

Opening and Unblinding. Both standard and blinded group signatures can be de-
anonymised by the opener O, which outputs a plain user public key and a blinded one
respectively. The unblinding of user public keys or messages can be done with the corre-

sponding bsk only.

CGS.Open(gpk, bpk, osk, m, u, o) — {upk, L} performed by the opener O, on input their
opening secret key, a message m, pseudonym p and signature o; outputs a user

public key or a failure symbol 1.
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CGS.OpenBlind(gpk, bpk, osk, ¢, cu, co) — {cupk, L} performed by the opener O, on in-
put their opening secret key, and a blinded message ¢, pseudonym cp and signature

co; outputs a blinded user public key or a failure symbol L.

CGS.UnblindUser(bsk, cupk) — upk on input a blinded user public key cupk, and the
blinding secret key bsk, outputs a user public key.

CGS.UnblindM(bsk, ¢) — m on input a blinded message ¢, and the blinding secret key

bsk; outputs the message m.

Re—randomisation. When used in privacy-preserving protocols, such as the CLS+
scheme presented in Chapter 6, it may be useful if both types of signatures can be re-
randomised, which we therefore make explicit here. When re-randomising blinded signa-
tures, the algorithm also refreshes the blinded message. Sometimes we do not need the

full tuple ¢, cu, co to be re-randomised and omit the unnecessary outputs for brevity.

CGS.RRand(gpk, bpk,m, u,0) — (1', 0’) performed by a verifier, on input the group pub-
lic key, the blinding public key, and a message m, pseudonym u and signature o;

outputs a re-randomised pseudonym and signature.

CGS.RRandBlind(gpk, bpk, ¢, cii, co) — (¢, cp’, co’) performed by a verifier, on input the
group public key, the blinding public key, and a blinded message ¢, pseudonym cu and

signature co; outputs a re-randomised blinded message, pseudonym and signature.

5.3.2 Security Properties of CGS

Like standard dynamic group signatures [14], commuting group signatures must satisfy
the anonymity, traceability and non—frameability requirements. However, the anonymity
requirement must now take the blinding capabilities into account, and capture the opening
of blinded signatures and its impact in particular. Likewise, as blinded signatures can still
be verified against the group public key, the traceability and non-frameability requirements
must be extended as well. Finally, we additionally require that blinded signatures cannot

be linked to the signature before blinding, which we formalise in the blindness definition.
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Oracles and State. Our security notions make use a number of oracles: ADDU, SNDU,

SNDI, SIGN, OPEN, BOPEN, which keep joint state.

We present the detailed description of these oracles in Figure 5.1 and an overview of them
and their maintained records. We do not provide oracles for all of the CGS algorithms,
however we require that they are indistinguishable from algorithms we do capture in our

security model.

ADDU (join of honest user and honest issuer) Creates a new honest user for wid
and internally runs a join protocol between the honest user and honest issuer. At
the end, the honest user’s secret key gsk|uid] and public key upk|uid] are generated,

and from then on signing/ opening queries for uid will be allowed.

SNDU (join of honest user and corrupt issuer) Creates a new honest user for wid
and runs the join protocol on behalf of wid with the corrupt issuer. If the join
session completes, the oracle will store the user’s secret key gsk[uid|, and public key

upk|uid).

SNDI (join of corrupt user and honest issuer) Runs the join protocol on behalf of
the honest issuer with corrupt users. If the issue session completes, upk|uid] will be

stored. For joins of honest users, the ADDU oracle must be used.

SIGN This oracle returns signatures for honest users that have successfully joined (via

ADDU or SNDU, depending on the game).
OPEN This oracle opens standard signatures, and outputs a user public key.

BOPEN This oracle opens blinded signatures, and outputs a blinded user public key.

All oracles have access to the following records maintained as global state:

HUL List of uids of honest users, initially set to (). New honest users can be added by
queries to the ADDU oracle (when the issuer is honest) or SNDU oracle (when the

issuer is corrupt).

CUL List of corrupt users that have requested to join the group, initially set to (). New
corrupt users can be added through the SNDI oracle if the issuer is honest. If the

issuer is corrupt, we do not keep track of corrupt users.

156



5.3 Definition and Security Model for Commuting Group Signatures

ADDU (uid)

if uid € HULUCUL return L SNDU(uid, M)

(usk(uid], upk|uid]) s CGS.UKGen(param) if uid € CUL return L

HUL <+ HUL U {uid}, gsk|uid] <L if uid ¢ HUL

dec"™ « cont, st « (gpk, usk[uid], upk|uid]) HUL « HUL U {uid}

st (isk, gpk, upk[uid]) gsk[uid] <L, Mi, <L, dec"™® < cont
(st¥ | Missue, dec™) «—s CGS. Join(st{id | 1) (usk]uid], upk[uid]) +—s CGS.UKGen(param)
while dec" = cont return (upk|uid], cont)

' i i : vid
(stfd | Mjoin, dec®™?) s CGS.Issue(st}d, | Misg,e) if dec”™ # cont return L
uid

(StJugi(fn ]\/Ilssuen decuid) s CGS'JOin(StT;iiv A[Join) if Stjoin undefined StJ”cii‘i A (.(]pka uSk[Uid]ﬁ upk[UZdD

if dec™ = accept (stj‘;ﬁ Moy, dec“id) s CGS.Join(stj‘gi’f’, M)
gskluid] « st} if dec"’ = accept gsk[uid] « st}i¢

return (accept, upk[uid]) return (Mo, dec*'?)

SNDI(wid, Min, upk) OPEN(m, p, o, bpk)

if uid € HUL return L upk < CGS.Open(gpk, bpk, osk, m, ji, o)

if wid ¢ CUL if m =m™ and upk = upkuid}| for d € {0,1}
CUL ¢+ CUL U {uid}, upk|uid] < upk return L
dec" « cont, st}d « (isk, gpk, upk) else return upk

if dec®® # cont return L

(st Moy, dec™™®) s CGS.Issue(stid | Mi,) BOPEN(¢, cu, co, bpk, bsk)

, uid
return (Mo, dec™) if (bpk,bsk) ¢ BK return L

upk < CGS.OpenBlind(gpk, bpk, osk, c, cu, ca)
m < CGS.UnblindM(bsk, c), upk < CGS.UnblindUser(bsk, upk)

if wid ¢ HUL or gsk[uid] =L return L if m = m* and upk = upkuidy) for d € {0,1}
(u, o) +s CGS.Sign(gpk, bpk, gsk[uid], m)

SL < SL U {(uid, m,bpk)}

return (o, i)

SIGN (uid, m, bpk)

return |

else return upk

Figure 5.1: Oracles used in our CGS security model

SL List of (uid, m,bpk) tuples requested from the SIGN oracle.

Correctness. The standard signature scheme should be correct as in the original defini-
tion for dynamic group signatures [14]. We further need to ensure that honestly generated

blinded signatures verify and open correctly, and that the blinding can be reversed.
The game defining the correctness requirements for commuting group signatures is given
in Figure 5.2.

Definition 5.4 (Correctness). A commuting group signature scheme CGS satisfies cor-

rectness if for all adversaries A: Pr[Expy'¢gs(T) = 1] = 0.

Commutative Behaviour of CGS. Our model now contains a multitude of algorithms,
essentially providing all functionality for blinded as well as for unblinded inputs. To avoid

a complexity blow-up in the security games, we require the indistinguishability of certain
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Experiment: Exp{ces(7)

param <s CGS.Setup(17), (isk, ipk) <—s CGS.IKGen(param), (osk, opk) <—s CGS.OKGen(param)
(bsk, bpk) +s CGS.BKGen(param), CUL, HUL « 0, gpk « (param, ipk, opk)

(wid, m) <s APPY(gpk),if wid ¢ HUL or gsk[uid] =1L return 0

(u, o) +s CGS.Sign(gpk, bpk, gsk[uid], m),if CGS Verify(gpk,bpk, m,pu,0) =0 return 1
upk + CGS.Open(gpk, bpk, osk, m, u, o), if upk[uid] # upk return 1

(¢, cp, co) <—s CGS.Blind(gpk, bpkm, u, o)

if CGS.BlindVerify(gpk, bpk, c, cu,co) =0 return 1

if CGS.UnblindM(bsk,c) # m return 1

upk’ < CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, osk, c, cu, co))

if upk # upk’ return 1

Figure 5.2: Game defining correctness for CGS

operations, or in fact their commutative behaviour.

First, we require that directly blinded signatures are indistinguishable from standard ones

that were blinded later:

CGS.Blind(gpk, bpk, m, (CGS.Sign(gpk, bpk, gsk[uid], m))) ~

CGS.BlindSign(gpk, bpk, gsk[uid], m).

Likewise, outputs of CGS.BlindUser must be indistinguishable from the output of

CGS.OpenBlind on a valid blinded signature with the same public key:

CGS.BlindUser(bpk, (CGS.Open(gpk, bpk, osk, m, 1, 0))) =~

CGS.OpenBlind(gpk, bpk, osk, c, c, co).

Further, we want that verification and opening of blinded signatures
(¢, cp, co) s CGS.Blind(gpk, bpk, m, u, o) must yield the same result as their unblind coun-
terparts for (u, o) <—s CGS.Sign(gpk, bpk, gsk[uid], m):

CGS.BlindVerify(gpk, bpk, ¢, cu, co) = CGS.Verify(gpk, bpk, m, p, o)

CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, osk, c, cui, co)) =

CGS.Open(gpk, bpk, osk, m, u, o).

The full requirements for the commutative behaviour of CGS are given in Figure 5.3. They
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Experiment: Eijdcbéisgn_b (7)

param <—s CGS.Setup(17), (isk, ipk) <—s CGS.IKGen(param), (0sk, opk) <—s CGS.OKGen(param)

gpk <+ (param, ipk, opk)

(uid, m, ju, o, bpk) s AAPPY (gpk isk, osk)

if wid ¢ HUL or gskluid] =L or CGS.Verify(gpk, bpk,m,u,0) =0 return 0

(co, cpro, cop) <—s CGS.Blind(gpk, bpk, m, u, o), (¢}, cuy, coy) s CGS.BlindSign(gpk, bpk, gsk|[uid], m)
b* «s A(cp, cup, cop), return b*

indbuser-b

Experiment: Exp’ices™ (1)

param <s CGS.Setup(17), (isk, ipk) <—s CGS.IKGen(param), (osk, opk) <—s CGS.OKGen(param)
gpk < (param, ipk, opk)

(m, p, o, bpk) <s A(gpk, isk, osk),if CGS.Verify(gpk,bpk, m,u,c) =0 return 0

cupkg < CGS.OpenBlind(gpk, bpk, osk, CGS.Blind(gpk, bpk, m, i, o))

cupky s CGS.BlindUser(bpk, CGS.Open(gpk, bpk, osk, m, u, o))

b* <—s A(cupky), return b*

Experiment: ExpBaeif(r)

param <—s CGS.Setup(17), (isk, ipk) <—s CGS.IKGen(param), (osk, opk) <—s CGS.OKGen(param)

gpk < (param, ipk, opk)

(m, p, o, bpk) <s A(gpk,isk,osk), (¢, cu, co) <s CGS.Blind(gpk, bpk, m, u, o)

if CGS.Verify(gpk, bpk, m, u, o) # CGS.BlindVerify(gpk, bsk, CGS.Blind(gpk, bpk, m, u,0)) return 1

if CGS.Open(gpk, bpk, osk, m, u, o) # CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, osk, ¢, cu, co))
return 1

else return 0

Figure 5.3: Games defining commutative behaviour of CGS

allow us to omit redundant oracles and simplify our model.

Definition 5.5 (Commutative Behaviour of CGS). A commuting group signature scheme
CGS satisfies commutative behaviour of CGS if for all ppt adversaries A the following
advantages are negligible in 7: \Pr[Epol'jcbéégn_o(T) =1] - Pr[ExpTg’éng”_l(T) = 1],

| Pr[Explyeeee 0 (1) = 1] — Pr[Exp’yBee ! (r) = 1]|, and Pr[Exp’yCeg ™/ (1) = 1].

Anonymity. This requirement ensures that group signatures cannot be de-anonymised
by an adversary that has corrupted the issuer and data processor, but not the opener.
The adversary has access to the opener, which they can query now on standard signatures
as well as on blinded ones (via the BOPEN oracle). Opening blinded inputs might seem a
risky choice, as it might lead to trivial wins by blinding and re-randomising the challenge
signature. To avoid this, we opt for an RCCA-version of the classic (CCA) anonymity
notion, and let the BOPEN oracle check whether it was queried on a blinded signature

that opens to either of the challenge users and the challenge message, and abort in such
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cases. In order to do so, the adversary must also provide the blinding key pair to the
oracle. The key pair is first checked for correctness and then used to unblind the blinded

message and user identity.

The indistinguishability requirement of CGS.BlindSign ~ CGS.Blind(CGS.Sign) ensures that

this requirement also covers the anonymity of signatures originated from CGS.BlindSign.

Definition 5.6 (CGS Anonymity). A commuting group signature scheme CGS satisfies
anonymity if for all polynomial-time adversaries A, the following advantage is negligible
in 7:

Pr{Expy'2ss! (1) = 1] — Pr[Exp®eis®(r) = 1]|.

Experiment: EXP%%IEE (1)

param <—s CGS.Setup(17), (isk, ipk) <—s CGS.IKGen(param), (osk, opk) <—s CGS.OKGen(param)
gpk < (param, ipk, opk)

(st, uid, wid?t, m*, bpk) <s ASNDU,SIGN,OPEN,BOPEN(

choose, gpk, isk)
if widj, uid; ¢ HUL or gsk[uidy)], gsk[uid]] =L return 0
(u*, 0*) <—s CGS.Sign(gpk, bpk, gsk|uid; ], m™)

b* g ASNDU,SIGN,OPEN,BOPEN(gue557St’ 'u*70*) return b*

Blindness. This requirement ensures that blinded group signatures and messages cannot
be linked to the group signature and message they originate from, when the issuer and
opener are corrupted. We also capture that CGS.BlindUser securely blinds user public
keys. As the adversary has corrupted the issuer and opener, and this property does not
distinguish between honest and corrupted users, we do not provide them with any oracle

access.

Definition 5.7 (CGS Blindness). A commuting group signature scheme CGS satisfies
blindness if for all polynomial-time adversaries A the following advantage is negligible in
T

Pr[Exp%TC”égo(T) =1] - Pr[Exp%gégl(T) =1]|.
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Experiment: Exp%ig‘égb(T)

param <—s CGS.Setup(17), (ipk,isk) <—s CGS.IKGen(param), (opk, osk) <—s CGS.OKGen(param)
(bpk, bsk) +s CGS.BKGen(param), gpk < (param, ipk, opk)

(st, (upko, po, 00, mo), (upki, p1,01,m1)) <s.A(choose, gpk, bpk, isk, osk)

if 3d € {0, 1} s.t CGS.Verify(gpk, bpk, mg, ig,04) =0 return 0

(c*,ep”, 0") <3 CGS.Blind(gpk, bpk, my, p, 0p)), cupk +—s CGS.BlindUser(bpk, upks)

b* <—s A(guess, st, cupk, c*, cu*,0*) return b*

Traceability. This requirement ensures that group signatures can always be traced to a
user identifier from a join session. Here the adversary can corrupt the opener and data
processor, but not the issuer. We formulate this property for blinded signatures only, but

the guarantees carry over to standard ones as well, due to the commutative behaviour of
CGS.BlindVerify(CGS.Blind) = CGS.Verify and

CGS.UnblindUser(CGS.OpenBlind) = CGS.Open.

That is, if an adversary could forge a standard group signature that does not trace to a
join session, then it could blind this signature and so forge a valid blinded group signature

(as required by the experiment).

Definition 5.8 (CGS Traceability). A commuting group signature scheme CGS scheme
satisfies traceability if for all polynomial-time adversaries A the advantage

Pr[ExptAT%és(T) = 1] is negligible in 7.

Experiment: EXPZ?CCES(T)

param «s CGS.Setup(17), (ipk, isk) <—s CGS.IKGen(param), (opk, osk) <—s CGS.OKGen(param)
gpk < (param,ipk, opk)
(¢, e, co, bpk, bsk) s AAPPUSNDLSIGN (1 osk), if (bpk, bsk) ¢ BK  return 0
upk < CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, osk, ¢, cu, co))
return 1 if all of the following conditions are satisfied:
CGS.BlindVerify(gpk, bpk, ¢, cii, co) = 1 and

Puid € CUL U HUL such that upkuid] = upk

Non—frameability. This requirement ensures that an adversary that has corrupted all

central entities, i.e., the opener, data processors and issuer, cannot frame an honest user.
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Our game requires the adversary to output blinded values but again, due to the com-
mutative behaviour, this requirement also captures non-frameability for standard group

signatures.

Definition 5.9 (CGS Non—frameability). A commuting group signature scheme CGS sat-
isfies non—frameability if for all polynomial-time adversaries A, the advantage

Pr[EpoOZéTsame(T) = 1] is negligible in 7.

non frame (7_)

Experiment: Exp , ¢

param «s CGS.Setup(17), (ipk, isk) <—s CGS.IKGen(param), (opk, osk) <—s CGS.OKGen(param)
gpk < (param, ipk, opk)

(uid7 c*’ C,U,*, CCT*, bpk, bsk) g ASNDU,SIGN(

gpk,isk, osk)
return 1 if all of the following conditions are satisfied:
CGS.BlindVerify(gpk, bpk, ¢*, cu*, ca™) = 1 and (bpk, bsk) € BK
CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, osk, c*, cu*, co™)) = upk[uid] where uid € HUL

and (uid, CGS.UnblindM(bsk, c¢*), bpk) ¢ SL

Indistinguishability of Re—randomisable Signatures. If the standard and blinded
group signatures should have the additional capability to be re-randomisable, we formalise
the security of that operation through an indistinguishability game, requiring that re-
randomised signatures and fresh signatures are indistinguishable from each other. Such
indistinguishability is used in our CLS+ security proof, given in Chapter 6, to allow for

the simulation of the convert oracle.

This requirement is not implied by the anonymity and blindness requirements. Consider a
construction that satisfies both blindness and anonymity. If this construction was adjusted
so that standard signatures include a counter which indicates how many times it has
been re-randomised (this counter would otherwise be ignored in verification, blinding and
opening), the resulting construction would still satisfy both anonymity and blindness. For
both the anonymity and blindness games, given an adversary A’ that breaks the new

construction, an adversary A could be constructed to break the original construction.

In the case of anonymity, A provides the same inputs to A’ that they receive, except that
a counter of 0 will be added to signatures returned by SIGN and in the guessing phase. If
A’ guesses correctly then A will guess correctly. In the case of blindness, A will provide A’

with the same inputs in the choosing phase. The two signatures returned by A’ will include
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a counter, but this can simply be removed by A. The resulting signature returned to A will
be distributed identically to those in the blindness game for the new construction, as the
counter is ignored by blinding. Therefore all inputs to A" are distributed correctly and so
if A" guesses correctly A will guess correctly. Therefore a construction that clearly would
not satisfy indistinguishability of re-randomised and fresh standard signatures, does satisfy
anonymity and blindness. The same argument also holds for the indistinguishability of

re-randomised and fresh blinded signatures.

rrand—b

Experiment: Exp’;ccs ™ (7)

param <—s CGS.Setup(17), (ipk, isk) <—s CGS.IKGen(param), (opk, osk) <—s CGS.OKGen(param)
gpk < (param, ipk, opk), HUL, CUL < 0

(st, uid, m, p, o, bpk) s ASNDU’USK(gpk, isk, osk)

if uid ¢ HUL or gsk[uid] =L or CGS.Open(gpk, bpk, osk, m, u, o) # upkluid] return 0
if b=0 (y,0") <sCGS.RRand(gpk, bpk, m, j1, )

if b=1 (y,0") <5 CGS.Sign(gpk, bpk, gsk|uid], m)

b* +s A(st, i/, 0’) return b*

Experiment: Exp%’éé@mnd*b(ﬂ

param <—s CGS.Setup(17), (ipk, isk) <—s CGS.IKGen(param), (opk, osk) <—s CGS.OKGen(param)
gpk < (param, ipk, opk), HUL, CUL < 0

(st, uid, c, cpi, co, bpk, bsk) «s ASNPYYUSK (gpk sk, osk)

if (bpk,bsk) ¢ BK or wid ¢ HUL or gsk[uid] =L return 0

if CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, osk, ¢, cu, co) # upk[uid] return 0

if b=0 (c,cu',co’) «sCGS.RRandBlind(gpk, bpk, ¢, cu, co)

ifbo=1 (d,ci,co’) +sCGS.BlindSign(gpk, bpk, gsk[uid], CGS.UnblindM(bsk, c))

b* s A(st,,cy’,co’)  return b*

Definition 5.10 (Re-randomisable). A commuting group signature scheme CGS scheme
is re-randomisable if for all polynomial-time adversaries A the following advantages are
negligible in 7:

Pr[Expgffczds—%) =1] - Pr[ExpgjaC"Gds—l(T) =1]

and
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Pr[Expl{edd "0 (r) = 1] — PrlExplyee ™ (r) = 1]| .

5.4 Our CGS Construction

To build our CGS—cmNIZK construction for commuting group signatures, we make use of
automorphic signatures, ElGamal encryption and controlled malleable NIZKs. Automor-
phic signatures are structure-preserving signatures, for which the verification key space
is contained within the message space. Controlled-malleable NIZKs allow proofs to be
mauled to take into account a transformation of the instance, as long as this transfor-
mation is within an allowable set. This allows signatures to be blinded, but because the

malleability is controlled the unforgeability properties are still satisfied.

High-level Idea. The issuer’s key pair is the signing and verification key of an auto-
morphic signature [65], which we recall in Section 5.2, and the opening key is an ElGamal
encryption key pair. When joining the group, a user first generates a signing and verifi-
cation key of an automorphic signature, which will be their secret and public key. The
issuer then signs the user’s public key to form a credential, which is possible due to the

automorphic property.

When a user signs m, they encrypt their public key under the opening public key — which
forms a pseudonym — and “normally” sign the message using the automorphic signature.
The latter is never revealed, but gets used only in a proof of knowledge. More precisely,
using a cm-NIZK, the user proves knowledge of a signature of m under its public key, an

issuer’s credential on its public key and correctness of the pseudonym.

During blinding, the pseudonym is re-randomised, and an extra layer of encryption under
the blinding public key is added. The message is also encrypted under the blinding public
key. The malleability of the cm-NIZK is then used to update the signature. The pseudonym
can be opened by decrypting under the opening secret key — both in plain and blinded
form. Finally, messages and opened pseudonyms can be unblinded by decrypting with the
blinding secret key. The bpk must be fixed in signing, as it must be part of the statement

proved by the cm-NIZK to allow for the proof to be transformed in blinding. This is because
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cm-NIZKs are defined for relations that are closed under all allowable transformations.

Additional Structural Assumptions of Automorphic Signatures. We make the
following assumptions satisfied by our concrete instantiation which we present later. The
automorphic signature scheme can be simplified so either messages are elements of G; and
the verification key is an element of G, in which case we will refer to (ASetup,, AKeyGen,,
ASign, AVerify, ), or messages are elements of Gy and the verification key is an element of
G1, in which case we will refer to (ASetup,, AKeyGen,, ASign,, AVerify,). We also assume
our automorphic signatures are in the type-3 setting, ASetup takes as input the bilinear
group, and that the signing key sk and verification key vk are of the form sk € Zj and

vk = gjk when vk € G;.

5.4.1 Detailed Description of our CGS-cmNIZK Construction

Setup and Key Generation. In CGS.Setup, parameters for the automorphic signature
scheme, ElGamal encryption scheme and cm-NIZKs are formed. The issuing secret and
public key is set to be the signing and verification key of an automorphic signature. The
opening secret and public keys are ElGamal decryption and encryption keys in Ggo, and
the blinding secret and public keys are ElGamal decryption and encryption keys in both
G1 and Gy .

CGS.Setup(17)

(p7 Gla G27 GT7 €, 91, gQ) 3 g(1T)7 paramautol A Asetupl(pJ Gh (G27 GT7 €, 91792)
param, ., <—sASetupy(p, G1, G2, Gr, €, 91,92),9 <$G1, § <3G, 0crs <3 CRSSetup(17)

return ((p7 Gla GQ; GTa €, d1, 92)7 paramaut017 paramaut027 9, ga Ucrs)

CGS.IKGen(param)

(ipk,isk) <—s AKeyGeny(param,,,) return (ipk,isk)
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CGS.OKGen(param) CGS.BKGen(param)

osk s Zs, opk < §°°F  bsky, bsky s Z}, bpky < g"***  bpky  §***

return (opk, osk) return ((bpky, bpks), (bski,bsks))

Join. To join the group, the user first generates a key pair (usk, upk) for an automorphic
signature and then obtains an issuer’s signature on their public key upk. The user must
first prove knowledge of usk with an SPK. However, the knowledge soundness of of this
SPK is not required in any of our security proofs. This is because our security model, like
the standard model for dynamic group signatures [14], ensures that even the issuer cannot
frame an honest user. Therefore if an adversary could complete a join protocol fully on
behalf of another user, without knowing the associated secret key, they still cannot forge
signatures. However, even if impersonating another user in the join protocol does not lead

to a forgery, it could still lead to a denial of service attack, and so we include the SPK.

CGS.UKGen(param)

return (upk, usk) <—s AKeyGen, (param, )

U.CGS.Join(gpk, usk, upk) = Z.CGS.Issue(isk, gpk, upk)
n choose n <—s{0,1}"
Tioin s SPK{usk : upk = g4*¥}(n)
Tjoin

Verify mjoin with respect to upk

cred cred <—s ASigny (isk, upk)

check that

AVerify, (cred, ipk, upk) = 1

upk’ < ¥ return

gskluid] < (usk,upk, upk’, cred),

Figure 5.4: Join protocol of our CGS—cmNIZK construction

Sign and Verification of standard group signatures. When signing a message m
under the signing key gsk[uid] = (usk, upk, upk’, cred), the user’s public key is encrypted

under the opening public key. By setting ps = 1, p can also be seen as an encryption
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under the blinding key with encryption randomness 0. The tuple (1,m) can also be seen
as an encryption of m under the blinding key with encryption randomness 0. This is
necessary so that blinding encryption can be added by “re-randomising” these ciphertexts
in CGS.Blind, while maintaining the capability to update the associated proof. This is
because cm-NIZKs are defined for relations that are closed under all allowable transforma-
tions and so encryption under the blinding key must be included during signing to allow
for the later blinding of the signature. The user then signs m with their user secret key

to output 2.

The signature is never output, but instead a cm-NIZK is computed which proves that u is
an encryption of upk, c is an “encryption” of m (with randomness 0), and knowledge of a
correct €2. The latter comprises showing that {2 is a valid signature on m under upk, and

knowledge of a membership credential cred that is a valid signature on upk under ipk.

More formally we define the relation R such that ((opk, bpki, bpka, ipk, i, c),
(upk’, upk, cred, Q,gf‘,gf,gg,m)) € R if and only if:

elgr, i) = elg?.9), elgr.pz) = elgf.9), and (5.1)

e(g1, 3) = (g1, upk)e(gf, opk)e(gy, bpky), and (5.2)

AVerify, (Q, upk, m) = 1, AVerify,y(cred, ipk,upk) =1, and (5.3)
e(c1,92) = (9, 93), elc2,g2) = e(m, g2)e(bpki, g5 ), and (5.4)

e(upk’, g2) = e(g1, upk). (5.5)

These checks ensure that a pseudonym is the ElGamal encryption of the upk under the
blinding and opening key (5.1,5.2), the ciphertext ¢ is an ElGamal encryption of the
message under the blinding key (5.4),  is a valid signature under the user public key on
the message (5.3), the credential is a valid signature under the issuing public key on the

user public key (5.3), and that upk’ = gi** (5.5).
We define the allowable set of transformations to be:

T = {(Tencla Tenc2, Tenc3) * Tencls Tenc2; Tenc3 € Zp},

such that for T' = (Fenc1, enc2, Tenc3), the transformation

167



5.4 Our CGS Construction

Tinst (0pk, bpk, ipk, pi, c) =

(opk, bpk, ipk, (1 g7, pog"e™?, s - opk” <t bpky?), (c19™", cobpk ")),

and Twit(upk/a upka cred, Q7 g%v g?a .gga m) =

B Tenc2 7Y, Tenc3

(upk', upk, cred, 2, gf g1, g1 91", g3 g5, m).

We show later that this relation and transformation can be instantiated as a cm-NIZK.

We note that upk’ is only included as a witness, to allow for the extractability requirement
necessary for the building of a CLS+ scheme, as shown in Chapter 6. This requirement
ensures that if a valid blinded signature does not open to a user public key that was
input to a simulator, upk’ can be extracted. If this is not necessary, upk’ can be removed,
which will not affect the security of the scheme. In Chapter 6, we define the extractability

property and show that this construction satisfies it.

In more detail, CGS.Sign and CGS.Verify are defined as follows:

CGS.Sign(gpk, bpk, gsk[uid], m)

parse gsk[uid] = (usk, upk,upk’, cred), o <s Ly, (1, p2, p3) < (9%, 1, upk - opk®)
B+ 0,7+ 0,¢c< (1,m),Q +sASign, (usk, m)

o +scm-NIZK{(upk’, upk, cred, Q,gf,gf7gg7m) ce(g1, 1) = e(g, §)A

e(g1, 12) = e(gy.9) Aelgr, ) = e(gr, upk)e(gf', opk)e(gy , bpka) A
AVerify, (2, upk, m) = 1 A AVerify,(cred, ipk, upk) = 1 A e(c1, g2) = e(g, g9 )A

e(ca, g2) = e(m, g2)e(bpk1, g3) A e(upk’, go) = e(g1, upk)} return ((py, p2, p3), o)

CGS.Verify(gpk, bpk, m, u, o)

Check po = 1, Verify o with respect to (opk, bpk, ipk, u, (1,m))

Blinding and blind verification. During blinding, the pseudonym and message are

encrypted under the blinding public key, and the encryption under the opening public
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key is re-randomised, so that this encryption randomness cannot be used to unblind
pseudonyms. The cm-NIZK is transformed with ZKEval so that it is consistent with
the blinded pseudonym, and message. When ZKEval is performed, the proof is also re-
randomised due to the derivation privacy property. In CGS.BlindSign, the pseudonym is
encrypted under the blinding and opening public key, and the message is encrypted under
the blinding public key. The proof cm-NIZK is then computed as in CGS.Sign.

CGS.BlindSign(gpk, bpk, gsk[uid], m)

parse gsk[uid] = (usk, upk,upk’, cred), o, 3,7 < Zy

cp < (5%, 6%, upk - opk“bpkg), ¢+ (g7, m-bpk]),Q <s ASign, (usk, m)

co s cm-NIZK{ (upk’, upk, cred, Q,gf‘,gf,g;,m) se(gr,cur) = e(gy, 9N
e(g1,cp2) = e(gy, §) A (g, cus) = e(gr, upk)e(gs', opk)e(gy, bpks) A
AVerify, (2, upk, m) = 1 A AVerify,(cred, ipk, upk) = 1 A e(c1, g2) = e(g, g9 )A
e(ca, g2) = e(m, g2)e(bpk, g3) A e(upk’, g2) = e(g1, upk)}

return (c, cu, co)

CGS.Blind(gpk, bpk, m, i, o)

if CGS.Verify(gpk, bpk,m,u,0) =0 return L
o8y s Ly e (11§ 129" psopk bkl ), ¢ = (g7 m - bphT)

co +s ZKEval(oes, (o', 8,7"), (opk, bpk, ipk, u, (1,m)), o), return (c, cu, co)

CGS.BlindVerify(gpk, bpk, ¢, c, co) CGS.BlindUser(bpk, upk)

Check co with respect to cu, ¢, gpk and bpk 3 <sZ, return cupk < (§°, upk - bpkg)

Opening and unblinding. The opener first checks the validity of the provided input
and decrypts the standard or blinded pseudonym under its opening secret key osk. It
outputs the decrypted value, which is either the plain user public key or an encryption

thereof.
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CGS.Open(gpk, bpk, osk, m, u, o) CGS.OpenBlind(gpk, bpk, osk, ¢, cu, co)

if CGS.Verify(gpk,bpk,m, u,0) =0 if CGS.BlindVerify(gpk, bpk, ¢, cu, co) =0

return | return L

—osk

return upk < pspy °%F return cupk < (cpo, cus - cuy °°F)

To unblind messages and user public keys, they are simply decrypted via bsk.

CGS.UnblindUser(bsk, cupk) ~ CGS.UnblindM(bsk, c)

return upk < cupkycupk; " return cyc; "

Re-randomisation. In order to re-randomise both standard and blinded signatures,
firstly the encryption under both the opening and blinding public key is re-randomised.
The cm-NIZK is then updated with ZKEval to take this into account.

CGS.RRand(gpk, bpk, m, p, o)

if CGS.Verify(gpk, bpk,m,p,0) =0 return 1,a' <sZ; i’ (11§® , i, psopk®)

o’ +s$ZKEval(o.s, (o', 0,0), (opk, bpk, ipk, i, (1,m)), o), return (¢, o’)

CGS.RRandBlind(gpk, bpk, ¢, cu, co)

if CGS.BlindVerify(gpk, bpk, ¢, cpu,co) =0 return L, o', ,~ «s7Z;
ey +— (culga,, cuggﬁ', cugopka’bpkg ), ¢ (clg“’/, cabpk])

co’ s ZKEval(os, (¢, 8,7'), (opk, bpk, ipk, cp, ¢), co), return (¢, cu’, co’)

5.5 Security of our CGS—cmNIZK construction

We now show that our CGS—cmNIZK construction satisfies the security properties for

commuting group signatures defined in Section 5.3.2; i.e., the following theorem holds.

Theorem 5.1. The CGS—-cmNIZK construction presented in Section 5.4 is a secure CGS
as defined in Section 5.3.2 if
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e the automorphic signatures schemes are EUF-cma secure and satisfy the additional

structural assumptions given in Section 5.4,

e the cm-NIZK is zero—knowledge, strongly derivation private and controlled-malleable

simulation-sound extractable (cm-SSE),
e the SPK (used in Join) is a zero-knowledge proof of knowledge,

e the DDH assumptions holds in Gy and Go.

We now show that our CGS—-cmNIZK construction satisfies the correctness, commutative
behaviour, re-randomisability, traceability, non-frameability, anonymity and blindness re-

quirements given in Section 5.3.2.

5.5.1 Correctness

The first twos conditions are clearly satisfied due to the correctness of the cm-NIZKs used,
and because if = (§%, 1, upk - opk®), then M3M1_08k = upk. Due to the correctness of the
cm-NIZKs used, the transformed proof will still be valid and so the signature will still be
valid after blinding. As ¢ = (g7, m-bpk] ), we have CGS.UnblindM(bsk, ¢) = coc; **™ = m.

Because upk = ,ugul_“k and po = 1, we have cu = (u14%, §°, ,ugopkabpkg). Therefore,
CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, osk, ¢, cu, co))

— CGS.UnblindUser(bsk, (57, usbpk’ 17 %%)) = papy *F = upk.

5.5.2 Commutative Behaviour

CGS.BlindSign is indistinguishable from CGS.Sign followed by CGS.Blind because ¢, cu are
distributed identically when they are computed in CGS.Blind with input a valid signature,
to when they are computed in CGS.BlindSign. A polynomial-time adversary cannot distin-

guish between co generated in CGS.Blind or CGS.BlindSign due to the derivation privacy
of cm-NIZKs.

CGS.BlindUser is indistinguishable from the output of CGS.OpenBlind on a valid blinded
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signature with the same user public key, because the adversary must return p of the form
(5,1, upk - opk®), which will be of the form (§+<', 5%, upk - 0pk°‘+°‘/bpk‘g ) after blinding,
and (g7, upk:-bpk:g ) after opening. This is identically distributed to CGS.BlindUser on input

upk.

For the final requirement, if the adversary outputs an invalid signature, then CGS.Blind
will also fail. If the adversary outputs a valid signature, then due to the correctness of the
cm-NIZK used, CGS.Blind will output a valid proof, and so CGS.BlindVerify will output 1.

Because upk = ,ugul_”k and po = 1, cp = (u14%, §°, ugopkabpkg). Then
CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, osk, c, cu, co))

— CGS.UnblindUser(bsk, (57, usbpk u7 %)) = papy ®F = upk.

5.5.3 Re-randomisability

The pseudonyms output by CGS.Sign and CGS.RRand and the pseudonyms and blinded
messages output by CGS.BlindSign and CGS.RRandBlind are identically distributed. The
adversary cannot distinguish between a fresh cm-NIZK and a transformed one due to the

derivation privacy property. Therefore, the CGS—cmNIZK construction is re-randomisable.

5.5.4 Anonymity

Lemma 5.1. The CGS-cmNIZK construction presented in Section 5.4 satisfies anonymity

if the DDH assumption holds in Gs, and the cm-NIZK is zero-knowledge and cm-SSE.

Proof. First we show that if an adversary A exists, such that
0 —join—1
|Pr[EXp%?:ZS—cmN|ZK(T) =1] - PT[EXP%ZZSZSzLMZK(T) =1]| =«

where € is non-negligible, then we can can build an adversary A’ that distinguishes DDH
tuples with non-negligible probability. We provide A’ in Figure 5.5. We then describe why

the simulation given in Figure 5.5 and the anonymity experiment are indistinguishable
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towards A, provided A’ is input a DDH tuple, and otherwise that A guesses correctly
with probability 1/2.

The simulator SE; outputs a o that is identical to CRSSetup. The values g, opk are
distributed identically to the anonymity experiment. Therefore, gpk,isk are distributed
identically to the anonymity experiment. Assuming a DDH tuple is input, the inputs to A
in the guessing phase are identically distributed. This is because u* = (D3, 1, Dyupk[uid;])
is identically distributed to CGS.Sign, as logp, D4 = log; opk. The ciphertext c* is gener-
ated identically to CGS.Sign. The proof ¢* can be simulated due to the zero—knowledge

property of the cm-NIZK used.

Simulating the Oracles. The SNDU and SIGN oracles are identical to the anonymity

experiment.

The OPEN and BOPEN oracles are identically distributed, provided they successfully ex-

tract upk and do not abort.

The only case in which they will not successfully extract upk is the case where instead
the extraction algorithm outputs a statement z’, and a transformation 7', where 2’ =
(opk, bpk*,ipk, p*, c*), as this is the only statement for which a simulation is generated,
and x = T, (2) and T is a valid transform. This means that cu/ p, and ¢/ (1,m), are re-
randomisations of p*, ¢*, and so ¢/ (1, m) is an encryption of m*, and cu/ p are encryptions
of upk(uid;]. Also bpk = bpk*. In this case the OPEN and BOPEN oracles would have

aborted anyway.

Both oracles will also abort due to invalid inputs identically to the anonymity game. In
BOPEN, the blinding encryption randomness is preserved by outputting (cpus, upkcp33k2)

which is identically distributed to the output of CGS.OpenBlind.

Reduction to the DDH problem. If a DDH tuple is not input, D4 was chosen ran-
domly, and so the input to A is independent of . Therefore A guesses correctly with
probability 1/2.
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SNDU (uid, n)

Identical to the anonymity experiment.

SIGN (uid, m, bpk)

Identical to the anonymity experiment.

OPEN(m, u, o, bpk)

if CGS.Verify(gpk,bpk, m,pu,0) =0 return L

if upk =1 return L
if upk = upkluid}] s.t d € {0,1} and m = m* and bpk = bpk™ return L

else return upk

BOPEN(c, ¢, co, bpk, bsk)

if (bpk,bsk) ¢ BK return L
if CGS.BlindVerify(gpk, bpk,c,ci,¢) =0 return L

m <— CGS.UnblindM(bsk;, ¢)
if upk =1 return L
if upk = upkluidg] s.t d € {0,1} and m = m™ and bpk = bpk™ return L

else return (cug, upkcus™*?)

A'(D1, D3, D3, Dy)

b+s{0,1}, (p,G1,Ga2,Gr, €, 91, 92) s G(17)
param, .., <—sASetup; (17), param, ., s ASetup,(17)
g+3$G1,G < D1, (0crs, Ts, Te) <$SE1(17),
param < ((p, G1,G2,Gr, €, 91, 92), Param, o1, Param, o5 9 J Ocrs)
(ipk,isk) <—s CGS.IKGen(param), opk < D2, gpk < (param, ipk, opk)
(st, uidy, wid}, m*, bpk*) s ASNDUSIGN.OPEN.BOPEN (chooce gk, isk)
if widj, uidy ¢ HUL or gsk[uidy], gsk[uidi] =L b* «+ 0

if b =b returnl else return 0
w* < (D3, 1, Dyupk[uidy]), ¢ « (1, m")

0" s SQ(Ucha Ts» (0pk7 bpk*, ipk, /L*, C*))
b* <5 ASNDU.SIGN.OPEN,BOPEN

guess, st, u*, 0™)

if ¥ =0 returnl elsereturn0

Figure 5.5: A’ which distinguishes DDH tuples in Go using A which breaks the anonymity
of CGS—cmNIZK with probability €
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The probability A is successful is:

1/2Pr[Expy{"~°(7) = 0] + 1/2 Pr[Expf ' (1) = 1] = (e + 1)/2.

Therefore A’ has an €¢/2 advantage in distinguishing DDH tuples.

5.5.5 Blindness

Lemma 5.2. The CGS—cmNIZK construction presented in Section 5.4 satisfies blindness

if the DDH assumption holds in G; and Gg, and the cm-NIZK is zero—knowledge and

strongly derivation private.

Proof. In this proof we will show that the following Games 0 -5 are indistinguishable. As

Game 0 is the blindness game with the CGS—cmNIZK construction, and in Game 5 all

inputs to the adversary are independent of the bit they must guess, our CGS—cmNIZK

construction satisfies blindness. We give a summary of the games in Table 5.1.

Game | Change Indistinguishability to previous game

Game 0 | The blindness game with the
CGS—cmNIZK construction.

Game 1 | o¢s generated by S; instead of | Outputs of S; and CRSSetup identi-
CRSSetup. cally distributed.

Game 2 | co* generated by S instead of | Due to the strong derivation privacy
ZKEval. of the cm-NIZK.

Game 3 | cu* chosen randomly. Due to the DDH assumption which
implies the security of Elgamal en-
cryption.

Game 4 | ¢* chosen randomly. Due to the DDH assumption which
implies the security of Elgamal en-
cryption.

Game 5 | cupk chosen randomly. Due to the DDH assumption which
implies the security of Elgamal en-
cryption.

Table 5.1: Games in our blindness proof

We define Game 0 to be the blindness experiment with the commuting group signature

construction. Let Py be the event that an adversary A correctly guesses b after Game 0.
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We define Game 1 to be identical to Game 0, except that oqs is generated by S; instead
of CRSSetup, and a simulation trapdoor is also generated. As outputs of S; and CRSSetup
are identically distributed, letting P; be the event that the adversary A correctly guesses
b after Game 1, then Pr[Fy] = Pr[P}].

We define Game 2 to be identical to Game 1, except during blinding instead of transforming
the proof with ZKEval instead the proof is simulated. Let P, be the event that the

adversary A correctly guesses b after Game 2.

Game 2

b<s{0,1}, (p,G1,G2,Gr,e,91,92) <3$G(17), g sGy, § <3Gy
param, ., <-sASetup; (p,G1, G2, Gr, e, g1, 92))

param, o, < ASetupy(p, G1, G2, Gr, €, 91, 92)), (Oars, Ts) <51 (17)
param < ((p, G1,G2,Gr, €, g1, 92), param, o1, Param, o5, 9, §; Ocrs)
(ipk,isk) <—s CGS.IKGen(param), (opk, osk) <—s CGS.OKGen(param)
(bpk, bsk) <—s CGS.BKGen(param), gpk < (param, ipk, opk)

(st, (upko, po, o0, mo), (upks, u1,01,m1)) <s.A(choose, gpk, bpk, isk, osk)
if 3d € {0, 1} s.t CGS.Verify(gpk, bpk, mq, pta,04) =0 return 0
cupk <—s CGS.BlindUser(bpk, upky)

o, B,7 4= {0, 1} ™ = (15,19 10.29”, jv,300kbpky)

¢« (g7, mpbpky] ), co™ < Sa(ogs, Ts, (opk, bpk, ipk, cu*, c*))

b* <—s A(guess, st, cupk, c*, cu*,co*) return b*

We show that Game 1 and Game 2 are indistinguishable, assuming the cm-NIZK proof is
strongly derivation private. We provide a distinguishing algorithm D; in Figure 5.6 that

aims to guess b’ in the Strongly Derivation Private security game.

We now show that when b = 1, inputs to A are identical to Game 1, and when o' = 0

inputs to A are identical to Game 2.

The gpk,isk, osk input to A is the same as in both Game 1 and Game 2. The challenge
pseudonym and ciphertext cu™ and ¢* are re-randomisations of cuy, and ¢, which is identical
to the CGS.Blind algorithm, and therefore identical to both Game 1 and Game 2. The

blinded user public key cupk is computed identically to both Game 1 and Game 2.
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Dl (Ucrs)

b<s {07 1}7 (p7 Gla GQ; GT7 €, g1, 92) s g<1T)
paramg, o s ASetUpl(p7 Gla GQv GT» €, 91, 92))

param, o, <8 ASetupy(p, G1, G2, Gr, €, g1, 92)), (Ocrs, Ts) <8 .51(17)
g +3$G1,§ <sGo, param < ((p, G1,G2,Gr, €, 91, g2), pParam, o1, Param, o0, 9, G, Ocrs)
(ipk,isk) < CGS.IKGen(param), (opk, osk) +—s CGS.OKGen(param)
(bpk, bsk) <—s CGS.BKGen(param), gpk < (param, ipk, opk)
(st1, (upko, 1o, 00, mo), (upks, p1, 01, m1)) <s.A(choose, gpk, bpk, isk, osk)
if 3d € {0, 1} s.t CGS.Verify(gpk, bpk, mq, pta,04) =0 b* <0
if ¥ =b return1l else return 0
a, B,y «s{0,1}*
return (sto, (opk, bpk, ipk, up, (1, ms)), op, (@, 8,7))

D1 (Stg, 71'*)

o 1§ ey p2g”, cpy  pusopk®bpkl
e < g7, ¢y < mpbpk] , cupk <—s CGS.BlindUser(bpk, upks)
b* «s A(guess, st1, cupk, c*,cu*, 7*), if b* =0 return 1

Figure 5.6: D; that distinguishes between Game 1 and Game 2 in the CGS blindness proof
If & = 0, Dy is returned with the simulation of a proof for the statement

T (opk, bpk, ipk, uy, (1,mp)) = (opk, bpk, ipk, cu™, c*),
which is identical to Game 2.

If o =1, Dy is returned with the transformation, defined by (a, 8, 7), of the proof. This

is identical to Game 1.

Therefore |Pr[Pi] — Pr[P]| < €5qp, where €44, is the advantage in breaking the strong

derivation privacy of the cm-NIZK.

We define Game 3 to be identical to Game 2, except cu* is chosen randomly. Let Ps be

the event that the adversary A correctly guesses b after Game 3.
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Game 3

b+s${0,1},(p,G1,G2,Gr,e,g1,92) <3$G(17), g <3G, § +sGa, (0gs, Ts) +$51(17)

param, .., <sASetup; (p,G1, G2, Gr, e, g1, 92)), param, ., <5 ASetup, (p, G1, Gz, Gr, €, g1, 92))
param < ((p, G1,G2,Gr, €, 91,92), param, o1, PAram, 09, 9, J; Ocrs)

(ipk,isk) <—s CGS.IKGen(param), (opk, osk) <—s CGS.OKGen(param)

(bpk, bsk) <—s CGS.BKGen(param), gpk < (param, ipk, opk)

(st, (upko, po, o0, mo), (upks, p1,01,m1)) <s.A(choose, gpk, bpk, isk, osk)

if 3d € {0, 1} s.t CGS.Verify(gpk, bpk, mg, pia,04) =0 return 0

v 45{0,1}*, cu* <sG3, ¢} + g7, ch < mypbpk]

co™ <5 55(0crs, Ts, (0pk, bpk, ipk, cu™, ¢*)), cupk <—s CGS.BlindUser(bpk, upks)

b* «s A(guess, st, cupk, c*cp*, co™) return b

We define Game 4 to be identical to Game 3, except ¢* is chosen randomly. Let Py be the

event that the adversary A correctly guesses b after Game 4.

Game 4

b+s${0,1},(p,G1,G2,Gr,e,g1,92) <3$G(17), g <3G, § +sGa, (0gs, Ts) +$51(17)

param, .., <—sASetup; (p,G1, G2, Gr, e, g1, 92)), param, ., <5 ASetup, (p, G1, Gz, Gr, €, g1, 92))
param < ((p, G1,G2,Gr, €, 91,92), param, o1, PAram, 09, 9, J; Ocrs)

(ipk,isk) <—s CGS.IKGen(param), (opk, osk) <—s CGS.OKGen(param)

(bpk, bsk) <—s CGS.BKGen(param), gpk < (param, ipk, opk)

(st, (upko, po, o0, mo), (upks, u1,01,m1)) <s.A(choose, gpk, bpk, isk, osk)

if 3d € {0, 1} s.t CGS.Verify(gpk, bpk, mg, pta,04) =0 return 0

cp* +sG3,c* «sG?

co™ <5 52(0crs, Ts, (0pk, bpk, ipk, cu™, ¢*)), cupk <—s CGS.BlindUser(bpk, upks)

b* «s A(guess, st, cupk, c*, cu*,co”) return b*

We define Game 5 to be identical to Game 4, except cupk is chosen randomly. Let P5 be
the event that the adversary A correctly guesses b after Game 5. Clearly the probability
that A correctly guesses b is 1/2, as all inputs are now independent of b. Therefore

Pr[Ps] = 1/2.
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5.5 Security of our CGS—cmNIZK construction

D2<D17D27D37D4)

b<+s{0,1}, (p,G1,G2,Gr,e,91,92) <$G(17), g Gy, < D1, (0crs, Ts) <351(17)
param, .., <sASetup; (p,G1,G2,Gr, €, g1,92)), param, ., s ASetup, (p, G1, G2, Gr, €, g1, g2))
param < ((p, G1,G2,Gr, €, g1, g2), Param, o1, PArAM, 409, G5 J; Ocrs)
(ipk,isk) <—s CGS.IKGen(param), (opk, osk) +s CGS.OKGen(param)
bsky s Z,, bpk; < g"*1 bpky < Dy, gpk < (param, ipk, opk)
(st, (o, 00, m0), (111,01, m1)) <s.A(choose, gpk, (bpk1, bpks), isk, osk)
if 3d € {0, 1} s.t CGS.Verify(gpk, bpk, ma, pa,04) =0 b* <0
if b =0 return1l return 0
v, B L, cp < (19", D, pin,3Daopk®), cf + g7, ¢5 < mybpk]
co™ < 59(0cs, Ts, (0pk, bpk, ipk, cu™, c*))
b* s A(guess, st,c*, cu*,co®) if b* =b return 1l return 0

Figure 5.7: D9 that distinguishes between Game 2 and Game 3 in the CGS blindness proof

Game 5

b+s{0,1}, (p,G1,G2,Gr,e,91,92) «sG(17), g +5G1, § +3Ga, (0¢s, Ts) <551(17)

param, .., <sASetup; (p,G1, G2, Gr, e, g1,92)), param, ., <sASetupy(p, G1, G2, Gr, €, g1, g2))
param < ((p, G1,G2,Gr, e, 91, g2), Param, o1, PAraM, o5, g G Ocrs)

(ipk,isk) <—s CGS.IKGen(param), (opk, osk) <—s CGS.OKGen(param)

(bpk, bsk) < CGS.BKGen(param), gpk <+ (param, ipk, opk)

(st, (upko, po, 00, mo), (upky, 11,01, m1)) <s.A(choose, gpk, bpk, isk, osk)

if 3d € {0, 1} s.t CGS.Verify(gpk, bpk, ma, pta,04) =0 return 0

cp* s G3, c* s G2, cupk s G2

co™ +$55(0us, Ts, (0pk, bpk, ipk, cu™, c*))

b* <—s A(guess, st, cupk, ¢*, e, ca™) return b*
We show that Game 2 and Game 3 are indistinguishable assuming the DDH assumption
in Go. We provide a distinguishing algorithm D in Figure 5.7.

If Dy is input a DDH tuple, all inputs to A are distributed identically to Game 2. This is
because, letting a = log; D3, then Dy = bpk§, and therefore cu* is distributed identically
to Game 2.

If Dy is not input a DDH tuple, all inputs to A are distributed identically to Game 3.

This is because, 8, D3, Dy are now chosen independently and randomly.

Therefore |Pr[Py] — Pr[P3] < eppnH, where eppy is the DDH advantage, and therefore
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5.5 Security of our CGS—cmNIZK construction

D3(D1, D2, D3, Dy)

(p,G1,G2,Gr,e,q1,92) <sG(17), g + D1,§ <5Ga, (0crs, Ts) <3551 (17)

param, .., <sASetup; (p,G1,G2,Gr, e, g1,92)), param, ., s ASetup, (p, G1, G2, Gr, €, g1, g2))
param < ((p, G1,G2,Gr, €, g1, 92), Param, o1, PArAM, 409, G5 J; Ocrs)

(ipk,isk) <—s CGS.IKGen(param), (opk, osk) +s CGS.OKGen(param)

bsky < 7%, bpks < ¢, bpky < D, gpk « (param,ipk, opk),

(st, (o, 00, m0), (111,01, m1)) <s.A(choose, gpk, (bpk1, bpks), isk, osk)

if 3d € {0, 1} s.t CGS.Verify(gpk, bpk, mg, pta,04) =0 return 0

cp* s G3, ¢ < D3, ch < myDy

co™ <5 55(0cs, Ts, (0pk, bpk, ipk, cu™, c*))

b* <—s A(guess, st,c*cu*,co®) if b* =b returnl return0

Figure 5.8: D3 that distinguishes between Game 3 and Game 4 in the CGS blindness proof
negligible.

We show that Game 3 and Game 4 are indistinguishable assuming the DDH assumption

in Gy. We provide a distinguishing algorithm D3 in Figure 5.8.

If D3 is input a DDH tuple, all inputs to A are distributed identically to Game 3. This
is because, letting v = log, D3, then Dy = bpk], and so c¢* is distributed identically to
Game 3.

If D3 is not input a DDH tuple, all inputs to A are distributed identically to Game 4.

This is because D3, D, are now chosen independently and randomly.

Game 4 and Game 5 are indistinguishable assuming the DDH assumption in Gg, by the
exact same argument as that Game 3 and Game 4 are indistinguishable, as cupk is an

ElGamal encryption of upk, and ¢* is an ElGamal encryption of my,.

Therefore | Pr[P3] — Pr[Ps] < eppH, and |Pr[P] — Pr[Ps] < eppn. Therefore | Pr[FPy] —
Pr[Ps]| < 3€eppH + €sdp, and so |Pr[Py] — 1/2| < 3eppH + €sdp- Therefore, assuming the
DDH assumption and the Strong Derivation Privacy of the cm-NIZK, the advantage of any
polynomial-time adversary in the blindness game with the CGS—cmNIZK construction is

negligible
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5.5 Security of our CGS—cmNIZK construction

SNDU (uid, M;,)

if uid € CUL return L
if wid ¢ HUL HUL ¢ HULU {uid},Q < Q + 1,if Q = k wid* + uid
gsk(uid] L, M, <L, dec" « cont
if wid = uid* usk|uid] <L upkluid] < apk
else (usk|uid], upk[uid]) <—s CGS.UKGen(param)
return (upk|uid], cont)

else continue from line 7 except if wid = uid* simulate mjin

SIGN(uid, m, bpk)
if wid = uid*

if dec"’® + accept return L

Generate p, ¢ as usual using upk[uid]
0 s S2(0crs, Ts, (0pk, bpk, ipk, u, c)), SL < SL U {(uid, m, bpk)}
return (o, u)

else identical to non—frameability experiment

SIGNauto
-A/ " ((pa G17G27GT76591792)7paramautovapk)

Q < 0,k <s[q], param, .o, < paramy, param, ., <sASetup,(p, G1, G2, Gr, e, 91, g2)

9 +3$Gy, G +3Ga, (0crs, Ts, Te) <$SE1(17),

param < ((p,G1, Gy, Gr, €, g1,92), Param,oy  PArAM, 09, 9, G Ocrs)

(ipk,isk) <—s CGS.IKGen(param), (opk, osk) <—s CGS.OKGen(param), gpk < (param, ipk, opk)
(wid, c*, cp™, co™, bpk™, bsk™) s ASNDUSIGN(
if (bpk™,bsk™) ¢ BK return 0

((,upk, -, Q-+ - ym), -, ) < Eo(0cs, Te, (0pk, bpk™, ipk, cu™, c¢*), co™)

gpk,isk, osk)

if upk = apk return (m,Q) else return L

Figure 5.9: A’ which breaks the EUF-cma security of the automorphic signatures used,
using A which breaks the non—frameability requirement of CGS—-cmNIZK with probability
€

5.5.6 Non—frameability

Lemma 5.3. The CGS-cmNIZK construction presented in Section 5.4 satisfies non—
frameability if the automorphic signature scheme is EUF-cma secure, the SPK is zero—

knowledge, and the cm-NIZK is zero—knowledge and cm-SSE.

Proof. First we show that if there exists an adversary A that makes ¢ queries to the
SNDU oracle for distinct users, such that Pr[Exp%EngfnT,\TlZK(T) = 1] = ¢, where € is non-
negligible, then we can can build an adversary A’ that breaks the EUF-cma security of the
automorphic signature scheme with non-negligible probability. We provide the detailed

description of A’ in Figure 5.9, and explain here how A" works.
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5.5 Security of our CGS—cmNIZK construction

First note that all inputs that A’ provides to A are distributed identically to the non—
frameability experiment. This is because SE; outputs a o that is identical to CRSSetup.
The automorphic signature parameters param,,, are distributed identically to the output

of ASetup.

Simulating the SNDU oracles. When uid # uid®, the SNDU oracle is identical to
the non—frameability experiment. When wid = uid*, upk[uid*] is set to apk, which is
distributed identically to the output of CGS.UKGen. The values usk|uid], upk’ are set to
L, but these are only used in the protocol when generating mjoin. Instead, due to the

zero—knowledge property of the SPK, s, can be simulated using upk[uid].

Simulating the SIGN oracle. In the case of wid # wid*, this is identical to the non—
frameability experiment. When wid = wid*, we first test dec™ # accept instead of
whether the secret key is defined, because in our simulation the secret key will not be
defined even for a completed join protocol. The pu, ¢ are generated identically to CGS.Sign.

The proof o can be simulated due to the zero—knowledge property of the cm-NIZK proofs.

Reduction to EUF-cma security of Automorphic Signatures. If A is successful,
then they output a valid blinded signature that opens to the upk of an honest user. We

assume, with probability 1/q, that A" guesses correctly and wid = uid*.

With 1 — negl probability, Eo will either extract a valid witness such that AVerify, (€2,
upk[uid*],m) = 1; or Ey will extract a statement z’ and transformation T such that

x = Tihst(2'), where x is the statement output, 7' € 7 and 2’ € Q.

In the first case A" wins because upk|uid*] = apk and A’ has never used their signing

oracle. Therefore €2 is a valid forgery in the EUF-cma game.

In the second case, a proof must have been simulated during signing for a statement
' = (opk,bpk*,ipk,cy/, ") such that cp* is a re-randomisation of c¢u/ and ¢* is a re-
randomisation of ¢/. Therefore, ¢y’ must be an encryption of upk[uid*] and ¢ must

be an encryption of m, and so (uid*,m,bpk*) was queried to the SIGN oracle. This

is a contradiction given that A is successful. Therefore A" wins with the probability
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5.5 Security of our CGS—cmNIZK construction

ADDU (uid)

Identical to the traceability experiment except cred <—s SIGNayo (upk[uid])

SNDI(uid, M)

Identical to the traceability experiment except cred <—s SIGNyto (upk[uid])

SIGN (uid, m, bpk)

Identical to the traceability experiment

SIGNauto
-A/ " ((pv G17G27GT76791792)7paramautovapk)

param, ., <—sASetup; (p,G1, G2, Gr, e, g1, 92)), param, o <— param, .,

9 +3$G1,G+sGa, (0¢s, Ts, Te) +$SE1(17)

param < ((p, G1,Gz, Gr, e, g1, g2), pParam, o1, Param, oo, 9, §, Ocrs)

ipk < apk, (opk, osk) <—s CGS.OKGen(param), gpk < (param, ipk, opk)

(¢, e, co, bpk, bsk) «s AAPPUSNDLSIGN (1 osk), if (bpk, bsk) ¢ BK  return L
((-,upk,cred, - -, ), ) < Ea(0cs, Te, (0pk, bpk, ipk, cu, ¢),co) return (upk, cred)

Figure 5.10: A’ which breaks the EUF-cma security of automorphic signatures, using A
which breaks the traceability of CGS—cmNIZK with probability e

(1 — negl)e/q. O

5.5.7 Traceability

Lemma 5.4. The CGS—-cmNIZK construction presented in Section 5.4 satisfies traceabil-

ity if the automorphic signature scheme is EUF-cma secure, and the cm-NIZK is cm-SSE.

Proof. First, we show that if there exists an adversary A such that Pr[Epof’fES_cmMZK (1) =
1] = €, where € is non-negligible, then we can can build an adversary A’ that breaks the
EUF-cma security of the automorphic signature scheme with non-negligible probability.

We provide the detailed description of A’ in Figure 5.10, and explain here how A’ works.

First note that all inputs that A’ provides to A are distributed identically to the trace-
ability experiment. This is because SE; outputs a o¢s that is identical to CRSSetup. The

inputs apk and param are the public key and public parameters of an automorphic

auto

signature scheme and so ipk and param, ., are distributed correctly.
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Simulating the oracles. The ADDU and SNDI oracles are only different to the trace-
ability experiment when cred is generated, because the issuing secret key is not available.
As the signing oracle in the EUF-cma experiment outputs a valid signature under isk on
the user public key, the resulting credential is distributed correctly. The SIGN oracle is

identical to the traceability experiment, as all user secret keys are known.

Reduction to EUF-cma security of Automorphic Signatures. If A is successful,
they output a valid blinded signature that does not open to the same upk as a corrupted

or honest user.

We have not used S to obtain simulations of the cm-NIZK proofs, therefore Es will extract
a valid witness with 1 —negl probability. This ensures that AVerify,(cred, ipk, upk) = 1. As
upk is not the public key of any corrupted or honest users, upk was not queried to SIGN4,t0
by ADDU or SNDI. Therefore, cred is a valid forgery under apk, and A’ is successful with
probability (1 — negl)e. O

5.6 Concrete Instantiation and Efficiency

5.6.1 Signature Proofs of Knowledge

For transforming interactive into non-interactive zero-knowledge proofs we rely on the

Fiat-Shamir heuristic that ensures security in the random oracle model.

5.6.2 Automorphic Signatures

An instantiation of an automorphic signature scheme that is EUF-cma secure, based on
the Asymmetric Double Hidden SDH (ADHSDH) assumption, is given in [65]. It is easy
to see that this scheme also satisfies the additional structural assumptions needed for our

construction.

184



5.6 Concrete Instantiation and Efficiency

5.6.3 Controlled Malleable NIZKs

We now show that cm-NIZKs for the relation R, and set of allowable transformations 7

used in our construction can be instantiated.

It is shown in Theorem 4.5 in [45] that cm-NIZKS for (R, T) can be instantiated if (R, T)
are CM-friendly which they define fully in Section C.1.

More formally we define the relation R such that ((opk, bpki, bpke,ipk, cu,c),
(upk!, upk, cred, 2, g3, glﬁ, gy, m) € R if and only if:

e(g1, ) = e(gf, §), e(g1, pa) = e(g7, ), e(g1, 13) = (g, upk)e(g?', opk)e(gy, bpks);
AVerify, (Q, upk, m) = 1, AVerifyy(cred, ipk, upk) = 1;

e(c1,92) = e(g9,935), e(ca, g2) = e(m, g2)e(bpk1, g3 );

e(upk,a 92) = e(gh upk)

We define the allowable set of transformation 7 = {(Tenc1, Tenc2, Tenc3) : Tencl, Tenc2, Fenc3 €

ZZ}, such that for 7' = (renc1, Fenc2, Tenc3), the transformation is as follows:
Tinst(opk, bpk, ipk, j1, ¢) = (opk, bpk, ipk, (u1g", 129", pzopk” <t bpky™?),

(Clg"'enc3 ,Co bpkg’end )) ,
Twie(upk!, upk, cred, Q, g%, gv , g3, m) = (upk’, upk, cred, 0, g giet, g7 g=<2, gJ ghered m).

We now show that (R, 7T) is CM-Friendly which means six conditions are satisfied.

1. Representable statements: any instance and witness of R can be represented as a set

of group elements

Verification keys, messages and signatures of automorphic signatures are all group
elements and so ipk, upk, cred, ), m are all group elements. The value upk’ = gi“k

is also a group element.

The values opk, bpky, bpka, cpp = (cp1, cua, cus), ¢ = (c1,c2) can all clearly be rep-
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resented by group elements due to the ElGamal encryption used. The encryption

randomness «, 3,7 can be represented by (¢, gf 1 93)-

2. Representable transformations: any transformation in T can be represented as a set

of group elements

Represent randomness renci, Tenc2; Tenca With (g1, grencl, opkTenct, gjenc?  grene2

bpkgenc2 , g;enc3 , g’r‘encg , bpk'{enc:% ) .

3. Provable statements: we can prove the statement (x,w) € R (using the representa-

tion in condition 1 for x and w) using pairing product equations.
AVerify, (Q, upk, m) = 1, and AVerify,(cred,ipk,upk) = 1 can be written as a con-
junction of pairing product equations over upk, m, (2, cred, ipk due to the properties

of automorphic signatures.

All other equations are already in the form of pairing product equations.

4. Provable transformations: we can prove the statement Tipst(z) = ' for T € T
(using the representations for x and T in conditions 1 and 2) using a pairing product

equation.

Given = (opk, bpki, bpka, ipk, (cpa, cpia, cus), (c1, c2)),
x' = (opk', bpky, bpky, ipk!, (cp’, cpisy, ciy), (¢, ¢5)),
T = (Ry, R}, R, Ro, R), Ry, R3, R%, RY), then Tinee(x) = 2’ and T € T iff:
6(917 Opk) = e(glv Opk/)ae(bpkla 92) = e(bpk/17g2)> 6(91, bpk?) = e(glv bpké)a e(zpk‘, 92) =
e(ipk’, g2) and
e(cy, g2) = e(bpki, R3)e(ca, g2), e(ci, g2) = e(g, Rs)e(c1, g2), and
6(917 CM%) = e(Rla Opk)e(R27 bpk)e(glu CM3) )
e(g1,cpy) = e(R, §e(gr, cpr) , e(g1, cuy) = e(Re, §)e(gi, cuz).
5. Transformable statements: for any T € T , there is a valid transformation s(T) that

takes the statement (z,w) € R (phrased using pairing products as in condition 3)

and produces the statement (Tinst(x), Twir(w)) € R.

We transform the pairing product equations for an instance (opk, bpky, bpks,
ipk, (cpy, cua, cus), (c1, c2)) into mauled equations for an instance

(opk, bpky, bpka, ipk, (cp1g® , cpad® | cusopk® bpkgl ), (197, ca bpk?l )) as follows:

First of all we re-randomise cp.
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o Add(eq; == e(g1, %) te(gf,§) = 1)
Add(eqs := e(g1, 8% ) te(g? ,5) = 1)
Add(egs : e(g1,opk bpkl )~ te(g? , opk)e(gy , bpks) = 1)

e MergeEq(eqi, e(g1,cpu1) ™ e(gf,g) = 1) to create equation eq,.

[y

MergeEq(eg2, e(g1, cpz)™ ,g) = 1) to create equation eqs.

MergeEq(egs, e(gl,C/Lg)_le(g%,opk)e(glﬁ,bpkg)e(gl,upk:) = 1) to create equa-
tion eqg.
o MergeVar(cpuy, § , i, {g1}), will create equation

e(g1, e )e(gr, cfnn) 't =1
MergeEq(e(g1, cp1§® e(gr, ciin) ™! = 1,eqy ) to create equation eqs.

MergeVar(cus, §%', cjia, {g1}), will create equation

e(g1, cuag?, )e(gr, ciin) ' = 1.
MergeEq(e(gl,c/AQQ'Bl, Ye(g1,ciiz) ™! = 1,eqs ) to create equation eqg.
MergeVar(cpus, opk:o‘/bpkg /, citz, {g1}), will create equation
e(g1, cpsopk®' bkl e(gr, cjiz) ™t = 1.
MergeEq(e(g1, cugopka/bpkgl)e(gh cfi3) ! = 1,eqq) to create equation eqq.

. MergeVar(gf",gf‘,g?‘,{g,opk‘})7 will create equations e(gf‘/g%,g)_le(g‘f‘,g) =1
and e(g?/gf,opk)_le(gf“,opk) =1.
MergeEq(e(gf 7', §)"e(gf, ) = Lear ).
MergeVar(glﬂ/,glﬁ,gl’é, {g,bpksa}), will create equations e(gl/glﬁ,g)_1
and e(gf/gf,bpk:g)*le(g{},bpkg) =1.
MergeEq(e(s{ g7, 9)"e(91.4) = Leag ).
MergeEa(e(gf' g, opk) ~Le(gf, opk) = Le(g? g7, boka)~'e(g], bphz) = 1) to cre-

ate equation eqq .

MergeEq(eqq, eqqq ).

Remove obsolete equations and variables with RemoveEq and RemoveVar.

We now re-randomise c.

o Add(eqi1 := (g, g2) e(g,93 ) = 1)
Add(eqia := e(bpk] , g2) te(bpki, g3 ) = 1)
o MergeEq(eqi1,e(ci,92) te(g,99) = 1) to create equation eqys.

MergeEq(eqi2, e(c2, g2) te(bpki, gg)e(m, g2) = 1) to create equation eqy .
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° MergeVar(cl,QV/,él, {g2}), will create equation e(clg'yl,gg)e(él,gg)*l =1.
MergeEq(e(c1g™, g2)e(é1,92) ™' =1, eqy3 ) to create eqys.
MergeVar(co, bpk?l,éz, {g2}), will create equation e(cszkf,gg)e(@,gg)_l =1

I\/IergeEq(e(Cprlﬁ/,gg)e(ég,gg)*1 = l,eqy4) to create eqqg.

/

° MergeVar(g;,g;/,gg, {bpk1,g}), will create equations e(g, g3 g )_16(9,93) =1
and e(bpkl,g;g; )_1e(bpk1,g;) =1.
MergeEq(e(g, 9395 ) e(g,99) =1, eqys ).

MergeEq(e(bpki, 9399 )~ "e(bpki, g5) = Ledyq ).

Finally remove obsolete equations and variables with RemoveEq and RemoveVar.

(6) Transformable transformations: for any T,T" € T there is a valid transformation
t(T') that takes the statement Tpst(2') = x for T € T (phrased using pairing products
OT’inSt(l’J) = T‘i,nst(x) fO?” T'oT €T

as in condition 4) and produces the statement T},

and that preserves the variables in x' (does not perform RemoveVar on variables in
).

We transform the pairing product equations defined in (4) for proving knowledge
of a transformation from instance (opk, bpk, ipk,cp’, ') to (opk, bpk,ipk, cu, c), into
mauled equations for proving knowledge of a transformation from instance

(opk, bpk, ipk, ci, ¢) to (opk, bpk, ipk, (cu1§®, cuag®, c,ugbpkgopka), (c197, cobpky)). We
can use the same strategy (and the same constant equations) as for transforming

statements.

e MergeVar(ci, g7, ¢1, {g2}), will create equation e(c19?, g2)e(¢1,92) "t = 1.
MergeEq(e(c1, g2)'e(g, Ra)e(cy, g2) = 1, e(c1g”, g2)e(cr, g2) ' = 1).
MergeVar(Rs, g7, R3, {g,bpki1}), will create equations e(g, Rzg9) 'e(g, R3)
= 1 and e(bpk1, R3g9)'e(bpk1, R3) = 1.
MergeEq(e(c1, 92)~"e(g, Ra)e(g, 93)e(c), 92), (g, Rag3)~"e(g, Rz) = 1).
MergeVar(ca, bpk], é, {g2}), will create equation e(cobpky, ga)e(ca, g2)~t = 1.
MergeEq(e(c2, g2) " e(bpki, R)e(ch, go) = 1, e(cabpky, ga)e(a, go)~ = 1).
MergeEq(e(Cz, g2) ' e(bpki, Rsg3)e(ch, g2) = 1, e(bpky, Rsgs) ~'e(bpky, Rs)
=1).

e MergeVar(cuy, g%, cfi1,{g1}), will create equation
e(g1, e g®)e(gr, ciin) ™t = 1.

MergeEq(e(g1, cp1) 'e(Ra, §)e(g1, ciy) = 1, e(gr, cp1g®) e(gr, cii) ™' = 1).

188



5.6 Concrete Instantiation and Efficiency

MergeVar(Ry, g5, R1, {§, opk}), will create equations e(R1g$, ) e(R1,§) = 1
and e(Ry g%, opk)e(Ry, opk) = 1.
MergeEq(e(g1, cfin) ~'e(Ru, §)e(gf, d)elgr, cuy) = 1, e(Ragf, §) ™" e(Ru,§) = 1).
MergeVar(cpz, §°, cfiz, {g1}), will create equation e(g1, cu2g®)e(gr, citz) ™+ = 1.
MergeEq(e(g1, cpia) "' e(Ra, §)e(gr, cub) = 1, e(gi, cuag®) e(gr, ciia) ™' = 1).
MergeVar(Ra, g1 , Ry, {g, bpka}),
and e(Rgg1 ,bpko) ! (RQ, bpka) =
MergeEq(e(gr, cfiz) "' e(Ra, 4)elg) )e(gr, ciuh) = 1, e(Ragy,9) ™" e(Re,§) = 1).

MergeVar(cus, opk® bpk‘Q,c,ug, {g1}), will create equation

will create equations e(Rggl, §) " te(Ry, §) =

e(g1, cuaopkbpky )e(gy, cfiz) L = 1.

MergeEq(e(g1, cus) ~te( Ry, opk)e(Ra, bpksa)e(gr, cufy) = 1,

(gl,cugopko‘bpkﬁ) (g1,cii3)~t =1).
I\/IergeEq(e(gl,cﬂg)_le(Rl,opk:)e(g‘f‘,opk)e(Rg,bpkg)e(glﬁ,bka) e(g1, cpy) =1,
e(R1g%, opk)Ye(Ry, opk) = 1).

MergeEq(e(g1, cjis) " e(Ry, opk)e(Ra, bpks)e(gy , bpka)e(gr, cuty)
=1, e(Rgg'IB, bpkg)_le(Rg, bpks) =1 ).

Finally remove obsolete equations and variables with RemoveEq and RemoveVar,

(ep, ) will be unaffected by RemoveVar.

The instantiation in [45] makes use of Groth Sahai proofs [77] to build malleable NI-
WIPOKs. The instantiation of Groth Sahai proofs based on the DLIN assumption and
structure preserving signatures based on the DLIN assumption were chosen for their in-
stantiation. However, for our instantiation as we are working in the type-3 pairing setting,
we make use of the instantiation of Groth Sahai proofs based on the SXDH assumption,
i.e. the DDH assumption holds in both groups G; and Go. We make use of a more re-
cently introduced structure preserving signature scheme [6] with better efficiency also in

the type—3 setting and based on the SXDH assumption.

5.6.4 Efficiency

We now provide the sizes of signatures for the CGS—cmNIZK construction in terms of
the number of group elements. We denote the length required to represent k elements

in G; such that ¢ € {1,2} as kG;. A signature consists of a cm-NIZK which in turn

189



5.7 Summary

consists of a Groth Sahai NIWIPoK [77] instantiated under the SXDH assumption. The
cost of variables and equation for such proofs is given in Table 3 of [77]. The statement
proven by the NIWIPoK includes: the statement from our cm-NIZK, of size 10G; + 9Go
as well as two automorphic signatures of total size 5G1 + 5Go and parameters for this
scheme 3Gy + 3Gg; the verification key of the SPS in the cm-NIZK instantiation of size
36G1 + 30Go; a signature of the SPS in the cm-NIZK instantiation of size 14G, + 14Go;
another transformed statement also of size 18G1 + 17Gy; and the transformation of size
4Gy + 5Go. In total this gives 90G1 + 83Gy. Therefore the total cost of variables is
180Gy + 166G2. The total number of pairing equations in the NIWIPoK includes: 12
equations from our cm-NIZK, 16 equations to verify the SPS, and 9 equations to ensure
that the transformation is valid and transforms the two statements. In total this is 37
equations and the cost of these equations will be 148G + 148G2. Therefore the total size
of a signature is 328G; + 314Gs.

5.7 Summary

In this chapter we propose commuting group signatures, which allow group signatures to
be blinded whilst preserving the verifiability of signatures. We have formally defined the
security for such a primitive, and given a provably secure construction in this model. This
construction makes use of ElGamal encryption, automorphic signatures, and controlled
malleable proof protocols. We then provide a concrete instantiation for these building

blocks and analyse the efficiency of our construction.
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Chapter 6

Convertible Group Signatures —

Stronger Security and Preserved

Verifiability
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6.1 Introduction

In this chapter we strengthen the security of the CLS primitive introduced in Chapter
4, by removing the assumption that the entity that submits signatures to a converter is
honest—but—curious. We strengthen the existing security model to take this into account,
and provide a construction that provably satisfies this model using commuting group

signatures.
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6.1 Introduction

6.1.1 Motivation and Background

In Chapter 4 a flexible variant of linkability was proposed for group signatures in the form
of convertible group signatures with selective linkability (CLS). While all group signatures
are fully unlinkable by default, certain subsets can be converted into a linked representa-
tion. The conversion is performed obliviously by a trusted converter that blindly trans-
forms a batch of pseudonyms, mapping different pseudonyms stemming from the same
user into the same one. To avoid the gradual reconstruction of all correlations, converted
pseudonyms obtained through different queries remain unlinkable, i.e., conversions are

strictly non-transitive.

However, this assumes that the party receiving fully unlinkable signatures (the data lake)
and the one obtaining the converted ones (the data processor) to be the same entity, or
at least belong to the same trust domain: the scheme only converts pseudonyms but not
the actual signatures, i.e., the authenticity of data gets lost in the conversion process.
Therefore a data processor must trust the data lake that converted data originates from
actual user data. It also assumes this combined entity to be honest, as the input to the
converter is considered to be well-formed, in the sense that the security guarantees only
hold when “valid” pseudonyms are converted for which correct group signatures exist. As
the converter receives blinded pseudonyms and no group signatures, this assumption is

impossible to enforce other than by considering honest requests only.

6.1.2 Our Contribution

In this chapter we strengthen the concept of convertibly linkable group signatures (CLS+)
to overcome these assumptions. We guarantee the desired security and privacy properties
even when conversion is triggered by malicious entities. Further, we leverage the trusted
converter to not only blindly transform the pseudonyms but also blindly re-authenticate
the associated messages, thus preserving the authenticity of the data during the conversion

process.

We start by extending the security and privacy definition given in Chapter 4 to this
stronger setting. Our security model takes inspiration from the RCCA security notion [43],

and grants the adversary the power to request conversions of arbitrary and blinded inputs,
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while still preventing trivial replay attacks. We then propose a construction that provably
satisfies the desired properties. The core building block for our construction is the primitive

of commuting group signatures defined in Chapter 5.

Commuting group signatures naturally lend themselves to building convertible group sig-
natures. When requesting a conversion, group signatures first get blinded, yet still allow
verification by the converter. The converter then blindly opens the signatures and raises
the blinded user identity to the power of r, which is chosen fresh for every conversion query,
but used consistently within the query. The converter then blindly signs the converted
pseudonym and message to attest that they originate from a valid query that contained
blinded, yet verifiable, signatures. As we assume the converter is at most honest-but-
curious, the authentication of converted signatures is carried over from that of the blinded
signatures. During unblinding, the message and public key are unblinded, and the original
output of the converter is included in the signature, along with a proof that unblinding
has been performed correctly. We prove that our construction is secure, assuming the

security of the commuting group signatures, as well as the DDH assumption.

6.2 Definition and Security Model for CLS+

In this section we recall the functionality and security model for CLS signatures given in
Section 4.2 and extend them to our setting, which no longer assumes that conversion of
pseudonymous signatures is triggered by honest verifiers only — we refer to these extended
CLS signatures as CLS+. In fact, whereas CLS only converts pseudonyms but not the
actual group signatures, our CLS+ scheme transforms pseudonyms while preserving the
validity of the associated signatures. This requires several extensions to the algorithms

and changes to the security model.

As in CLS, our CLS+ scheme assumes the following entities: an issuer Z, a set of users
U = {uid;}, and a converter C. In contrast to CLS, we split the verifier role into two
parts: a data lake' £ and data processor P. This reflects our setting which allows a
data processor to still verify the validity of the converted group signatures, whereas CLS

assumed that unlinkable and converted signatures are both used by the same entity (or at

'We sometimes make the role of the data lake explicit for illustrative purposes, but this entity does not
have any dedicated keys and any verifier can take this role.
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least within the same trust domain).

The issuer T is the central entity that allows users to join the group. Once joined, a
user can then sign on behalf of the group in a pseudonymous way. The data lake (or any
verifier) can collect and verify these signatures with respect to the group’s public key, but
does not learn anything about the user that created the signature. While group signatures
are fully unlinkable by default, they can be linked in a controlled, yet blind, manner. Such
conversion can be requested by the data lake from the converter C that can blindly trans-
form pseudonym-message-signature tuples into a consistent authenticated representation.
The data lake blinds the signatures in the conversion request for a particular data proces-
sor P, who can finally unblind and verify the converted signatures. Once unblinded, again

any verifier can check the validity of the converted signature.

6.2.1 Syntax of CLS+

Our notation closely follows the definitional framework for CLS given in Section 4.2.1,
but extends the blinding, conversion and unblinding procedure to not only transform
pseudonyms and messages, but also signatures. Verification is extended to handle “stan-
dard” group signatures as well as converted signatures, allowing the data processor (or

any verifier) to verify the transformed and linkable signatures.

Definition 6.1 (CLS+). A convertibly linkable group signature scheme with preserved
verifiability CLS+ consists of the following algorithms:

Setup and Key Generation. We model key generation per party, each generating
their individual key pair. We refer to (param,ipk, cpk) as the group public key gpk and
write BKC to denote the public/private key space induced by CLS+.BKGen.

CLS+.Setup(1”) — param: on input a security parameter 17, outputs param, the public

parameters for the scheme.

CLS+.IKGen(param) — (ipk,isk): performed by the issuer Z, outputs the issuer secret
key isk, and the issuing public key ipk.

CLS+.CKGen(param) — (cpk, csk): performed by the converter C, outputs the converter
secret key csk, and the converter public key cpk.
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CLS+.BKGen(param) — (bpk, bsk): performed by the data processor P, outputs the

blinding public key bpk and blinding private key bsk.

Join, Sign and Verify. We have a dedicated join procedure that a user has to com-
plete with the issuer. All users that have successfully joined the group can then create
pseudonymous signatures on behalf of the group. For ease of expression, we treat the

pseudonym g as a dedicated part of the signature.

Our construction requires that the user already specifies the data processor’s key bpk when
creating signatures, and thus we reflect this in the syntax. While this limits the flexibility
of the data lake — it has to adhere to the choice of the user — it gives the users strong
control over the usage of their data, as only they can choose who can unblind the converted

(= linkable) signatures.

To handle our setting where converted signatures can also be verified, CLS+.Verify takes
an extra input type = {tier-1,tier-2} that indicates the type of signature: We de-
note standard, fully unlinkable signatures produced by CLS+.Sign as tier-1 signatures,
whereas converted ones (generated via processing a tier-1 signature with CLS+.Blind —

CLS+.Convert — CLS+.Unblind) are referred to as tier-2 signatures.

(CLS+.Join(gpk), CLS+.Issue(isk, gpk)): a user uid joins the group by engaging in an
interactive protocol with the Issuer Z. The user uid and Issuer Z perform algorithms
CLS+.Join and CLS+.lIssue respectively. These are input a state and an incoming
message respectively, and output an updated state, an outgoing message, and a
decision, either cont, accept, or reject. The initial input to CLS+.Join is the group
public key, gpk, whereas the initial input to CLS+.Issue is the issuer secret key, isk,
and the group public key. If the user uid accepts, CLS+.Join has a private output of
gsk(uid].

CLS+.Sign(gpk, bpk, gsk[uid], m) — (u,0): performed by the user wid with respect to a
particular data processor with key bpk. On input the group public key gpk, the
user’s secret key gsk[uid|, and a message m, outputs a pseudonym p and signature

g.

CLS+.Verify(type, gpk, bpk, m, u, o) — {0,1}: performed by any verifier. Outputs 1 if o

is a valid {tier-1, tier-2}-signature, on m for pseudonym g under the group public
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key gpk and data processor key bpk, and 0 otherwise.

Blind Conversion. Finally, we want our pseudonymous group signatures to be blindly
convertible. Thus, there is a dedicated CLS+.Blind and CLS+.Unblind procedure for the
data lake and data processor respectively, and a CLS+.Convert algorithm that requires
the converter’s secret key. The latter transforms the unlinkable pseudonyms in a consis-
tent manner; i.e., outputting converted pseudonyms and signatures that are consistent
whenever the input pseudonyms belong to the same user. As our scheme preserves the
validity of the signatures, all algorithms from Section 4.2.1 are extended to also handle

the signatures as in- and outputs.

CLS+.Blind(gpk, bpk, (1, 0,m)) — (cp, co, c): performed by the data lake with respect to
a particular data processor bpk (and the converter specified in gpk); on input a
pseudonym, signature and message, outputs a blinded pseudonym, signature and

message.

CLS+.Convert(gpk, bpk, csk, {(cui, coi, ¢i) }x) — {(¢;, €04, ¢) }x: performed by the con-
verter C; on input &k blinded pseudonym-signature-message tuples (cu1,coi,¢1),-- -,

(cpk, cogcy), outputs converted tuples (¢, ¢o1,¢1), -+ , (Cly, COk, Ck)-

CLS+.Unblind(bsk, (¢fi, co,¢)) — (@, a, m): performed by the data processor; on input a
converted and blinded tuple, and the blinding secret key bsk, outputs an unblinded

converted tuple (@, a,m).

6.2.2 Security Properties of CLS+

We want CLS+ schemes to enjoy (roughly) the same security and privacy properties as CLS
schemes, without the assumption that conversion is triggered by honest parties only, and
with the additional feature that converted data is also verifiable. We stress that our CLS+
schemes still rely on the converter being at most honest-but-curious though. We believe
this to be an acceptable assumption in practice, as the converter is a central entity that
can undergo more scrutiny than the multitude of verifiers and data lakes. To allow for a
modular construction based on commuting group signatures, we no longer include the join

anonymity requirement from Chapter 4. This is because commuting group signatures, as
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in standard group signatures, can be opened to reveal the signer’s identity and so do not
provide join anonymity. As the converter is corrupted, this requirement only offers weak
privacy guarantees anyway, and so we believe satisfying this requirement is less important

than the positives of a simple modular construction.

CLS+ schemes must satisfy the following properties, where anonymity, blindness and non—
transitivity capture the privacy-related properties and non—frameability and traceability

formalise the desired unforgeability guarantees.

Anonymity: Group signatures which have not been linked through a conversion request

should not leak any information about the signer’s identity.

Non—transitivity: While conversion guarantees linkability within a batch of converted
signatures, the data processor(s) should not be able to link the outputs of different

convert, queries.

Conversion Blindness: The converter should not learn anything about the input it

receives nor the transformed outputs it computes.

Non—frameability: An adversary controlling the issuer and some corrupt users should
not be able to impersonate other honest users i.e., create pseudonymous signatures
that would be linked to a pseudonym of an honest user. Now we must also ensure
that the adversary cannot forge converted signatures that link to those of honest

users.

Traceability: An adversary controlling the issuer, converter and some users, should not
be able to create more pseudonymous signatures that remain unlinkable in an (hon-

est) conversion than they control corrupt users.

All notions require a number of changes to reflect the increased power of the data lake,
while ensuring achievability of the properties. We explain these notions in detail in the

following.

Oracles and State. The security notions we formalise in the following make use of a

number of oracles which keep joint state, for example by keeping track of queries and the
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set of corrupted parties. We present the detailed description of all oracles in Figure 6.1

and now provide an overview of them.

ADDU (join of honest user and honest issuer) Creates a new honest user for wid
and internally runs a join protocol between the honest user and honest issuer. At
the end, the honest user’s secret key gsk[uid] is generated and from then on signing

queries for uid will be allowed. This is identical to the CLS model.

SNDU (join of honest user and corrupt issuer) Creates a new honest user for wid
and runs the join protocol on behalf of uid with the corrupt issuer. If the join session
completes, the oracle will store the user’s secret key gsk[uid]. This is identical to

the CLS model.

SNDI (join of corrupt user and honest issuer) Runs the join protocol on behalf of
the honest issuer with corrupt users. For joins of honest users, the ADDU oracle

must be used. This is identical to the CLS model.

SIGN This oracle returns signatures for honest users that have successfully joined (via
ADDU or SNDU, depending on the game). This is identical to the CLS model,
except the blinding public key is now input to CLS+.Sign, and so must be input to
the oracle. Also, the blinding public key is now stored in SL, and the pseudonym

and signatures no longer need to be stored as these could be re-randomised.

CONVERT Returns a set of converted signatures. The adversary must input the blinding
secret key into the oracle, which is necessary for our privacy-related security notion,
in anonymity to ensure that the adversary is not inputting a re-randomisation of the
challenge signature. In the CLS+ model this now takes blinded inputs. The oracle
detects whether the adversary has attempted to convert the challenge signature by
checking whether inputs identify to the challenged user and unblind to the challenged

message.

UNBLIND Blinds, converts and unblinds signatures, outputting the resulting tier-2 sig-
natures. This is new to the CLS+ model. The oracle is necessary for the blindness
requirement, because unblinding now outputs a tier-2 signature. This output could
potentially leak information that allows other signatures to be unblinded. We blind,
convert and unblind in this oracle because we are still targeting chosen plaintext

level security.
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All oracles have access to the following records maintained as global state:

HUL List of uids of honest users, initially set to (). New honest users can be added by
queries to the ADDU oracle (when the issuer is honest) or SNDU oracle (when the

issuer is corrupt).

CUL List of corrupt users that have requested to join the group. Initially set to (), new
corrupt users can be added through the SNDI oracle if the issuer is honest. If the

issuer is corrupt, we do not keep track of corrupt users.
SL List of (uid, m,bpk) tuples requested from the SIGN oracle.

UBL List of (fz,m, ¢, cp, co) tuples which are unblinded and converted pseudonyms,/ mes-
sages along with the corresponding blinded signatures, stored by the CONVERT

oracle.

Helper Algorithms. We use an adaptation of the helper algorithms from CLS for
notational simplicity in our security games: ldentify and UnLink. They now also take as
input signatures, because they make use of CLS+.Convert. Identify determines whether a
blinded signature belongs to a certain uid. We create a second signature for gsk[uid] and
use the converter’s secret key to test whether both signatures are linked. If so, ldentify
returns 1. This algorithm uses our second helper algorithm UnLink internally, which takes
a list of (correctly formed) pseudonym-message-signatures pairs and returns 1 only if they

are all unlinkable.

Identify(gpk, bpk, csk, bsk, uid, ¢, cu, co)

(1',0") s CLS+.Sign(gpk, bpk, gsk[uid],0), (cu’, ca’, ¢') <= CLS+.Blind(gpk, bpk, (1//, o', 0))

if UnLink(gpk, csk, bpk, bsk, ((cu, ca,c), (ci’,co’,c’))) =0 return 1 else return 0

UnLink(gpk, csk, bpk, bsk, ((cp1, co1,¢1),- -+, (cpig, cog, ck)))

{(cp;,c0;,¢;) i < CLSH.Convert(gpk, bpk, csk, {(cui, coi, ¢i) }i)
if {(cp;,c0:,¢;)}e =L return L
Vi€ [1,k] (T, m;) s CLS+.Unblind(bsk, (ci;, a3, &)

if 3(é,7) with i # j s.t. i; =7; return 0 else return 1
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ADDU (uid)

SNDI(uid, M;,)

if uid e HULUCUL return L

HUL < HUL U {wid}, gsk([uid] <L

dec"™? « cont, stigj, < gpk

stiid < (isk, gpk)

(stiains Missue, dec”™) 4—s CLS+.Join(stis, 1)

wid

while dec™” = cont
(st}giffe, Migin, dec“id) s CLSJr.ISSI.Ie(stﬁi‘je7 Missue)

(stj‘éi‘i, Missye, dec“i’d) s CLS—I—.Join(stj‘gﬁi, Mjoin)
uid

if dec®? = accept gsk|uid] < stiiid

return accept

SIGN(uid, m, bpk)

if wid ¢ HUL or gsk[uid] =L
(1, 0) <—s CLS+.Sign(gpk, bpk, gsk[uid], m)
SL «+ SL U {(uid, m, bpk)}

return (o, i)

return |

if uid € HUL
if uid ¢ CUL CUL + CUL U {uid}, dec*™ « cont
if dec"'® £ cont return L

if undefined st“e, « (isk, gpk)

(st Moy, dec™?) <—s CLS+.Issue(stie | Mi,)

return (Mo, dec“id)

return |

SNDU (uid, M)

if wid € CUL return L
if wid ¢ HUL HUL - HUL U {wid}
gsk[uid] <L, M, <L, dec""® + cont
if dec™ £ cont return L
if st¥d undefined st « gpk
(std Moy, dect™®) s CLS+.Join(stiid | M;,)

uid
Join

if dec"™® = accept gsk|uid] « st

return (Mo, dec“’id)

CONVERT ((cp, coq,c1), - . -, (clug, cog, ck), bpk, bsk)

if (bpk,bsk) ¢ BK return L, compute {(cq;,c0;,¢;)}r s CLS+.Convert(gpk, bpk, csk, {(cu;, coi, ¢i) i)
Parse permutation shuffling signatures in this run of CLS+.Convert as II

Vi€ [1, k] (f;, @i, mq) < CLSH.Unblind(bsk, (¢fir(s), comigs) i), UBL <= UBL U {(fi;, my, ci, cpis, coi) }
if 3i € [k] s.t ldentify(uid}, ¢;, cu;, co;) = 1 for d € {0,1} and m; = m”

if 35 € [k]\{¢} s.t. Identify(uid}, cj, cpj, coj) =1 for d € {0,1} return L
else return ({(¢;,¢5;,¢;)}r)
UNBLIND((11, 01,m1), - - -, (b1, 0k M)
if 3i € [k] s.t CLS+.Verify(tier-1, gpk, bpk,m;, u;,0,) =0 return L

Vi e [k] (cpi,coi,c;) «—s CLSH.Blind(gpk, bpk, (wi, 05, m4); ;)
{(cp;,ca,¢;) }i < CLS+.Convert(gpk, bpk, csk, {(cu;, coi, ¢i) brir')
Vie [1,k] (7,03, m;) <—s CLS+.Unblind(bsk, (¢i;, €07, G;))
return ({(7;, 77, m:) b, {(i) i, 77)

Figure 6.1: Oracles used in our CLS+ security model

For simplicity we often omit the keys for the algorithms (as they are clear from the context).
That is, we write Identify(uid, ¢, cui, co), which indicates whether the pseudonym cu belongs
to the user with identity wid or not. Likewise, we write UnLink((c1, cp.cot), ..., (ck, cug, cox))

to test whether all pseudonyms are uncorrelated or not.

Correctness. CLS+ signatures should be correct and consistent when being produced

by honest parties. We formulate correctness via three requirements, as in CLS:

e (Correctness of sign guarantees that signatures formed using the CLS+.Sign algorithm

with a user secret key generated honestly will verify correctly.
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e (Correctness of conversion guarantees that after blinding, converting and then un-
blinding correctly, the output will be correctly linked valid messages/ pseudonyms/

signatures.

o (onsistency is a stronger variant of conversion-correctness and requires that the
correlations of pseudonyms established through the conversion procedure must be
consistent across queries. More precisely, if a conversion query reveals that two
pseudonym pq and po are linked, and another one that pus and ps are linked, then

it must also hold that a conversion query for p; and pg returns linked pseudonyms.

The detailed definitions for correctness are given in Figure 6.2.

Definition 6.2 (Correctness). A CLS+ scheme satisfies correctness if, for all adversaries
A, Pr[Exprja—ss_ig(T) =1] =0, Pr[ExpffE"L_SCj_m“(T) = 1] < negl(7), and, Pr[Expr{’f(”:ngﬁr(T) =

1]=0.

Again, for the correctness of conversion, the negligible chance that the adversary has of
winning corresponds to the negligible chance that multiple user identifiers have the same
secret key. The only aspect of correctness that has changed is that verify is now input
converted signatures in correctness of conversion, and we check that converted signatures

are valid.

Anonymity. This security requirement captures the desired anonymity properties when
both the issuer and data lake are corrupt (but the converter is honest). Just as in CLS, we
want signatures of honest users to be unlinkable and untraceable to a user’s join session
with the corrupt issuer. To model this property, we let the adversary output uids of two
honest users together with a message, and return a challenge (u*, o*) that is created either
by user uidg or uwid;. For anonymity, the adversary should not be able to determine the

user’s identity with a better chance than by guessing.

The CLS notion assumed the data lake to be honest, which was modelled via a conversion
oracle that took unblinded tuples as input, thus allowing the oracle to first check the
validity of the input before then internally blinding and converting them. Here we allow
the data lake to be malicious and therefore enable them to ask for the conversion of blinded
tuples. In order to prevent trivial wins, we must be able to detect whether the adversary

tries to convert the challenge signature. As signatures will be re-randomisable to allow
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Experiment: Exp’"¢ 7 (7)

param <—s CLS+.Setup(17), (ipk, isk) <—s CLS+.IKGen(param), (cpk, csk) <—s CLS+.CKGen(param)
(bpk, bsk) <s CLS+.BKGen(param), gpk < (param, ipk, cpk), HUL, CUL + 0

(uid, m) <s AAPPY (gpk), if gsk[uid] =L return 0

(i, o) <=8 CLS+.Sign(gpk, bpk, gsk[uid], m)

if CLS+.Verify(tier-1, gpk,bpk,m,u,0) =0 return 1 else return 0

COoTT—Cconv (7_)

Experiment: Exp’,¢ s

param <s CLS+.Setup(17), (ipk, isk) <—s CLS+.IKGen(param), (cpk, csk) <—s CLS+.CKGen(param),
(bpk, bsk) <—s CLS+.BKGen(param), gpk < (param, ipk, cpk), HUL, CUL + 0
((widy, mq), ..., (widy, my,)) s AAPPY (gpk)
if 3i € [1,k] st gsk[uid;,] =L return 0
Vie[1,k]  (w,0;) s CLS+.Sign(gpk, bpk, gsk[uid;], m;)
Vjiel,k] (cuj,coj,c;) s CLS+.Blind(gpk, bpk, (ij, 05, m;))
{(ep;,€0:,¢;) i < CLS+.Convert(gpk, bpk, csk, {(cus, coiy i) }ie)
Vj € [1,k] (f;,05,m;) < CLS+.Unblind((cfi;, coj,¢;), bsk)
if 3j € [1, k] s.t CLS+ . Verify(tier-2, gpk, bpk,m;,1i;,7;) =0 return 1
if 3 permutation IT : [1, k] — [1, k] s.t.

LYie [1,k] mne =my

2.9(i,5) € [1, k] with wid; = uid; Ty = i)

3.(i, ) € [1,k] with wid; # uid; Tigg) # Fng)
return 0

else return 1

Experiment: Expffﬁ_igﬂr (1)

param <—s CLS+.Setup(17), (ipk, isk) <—s CLS+.IKGen(param), (cpk, csk) <—s CLS+.CKGen(param),
(bpk, bsk) +—s CLS+.BKGen(param), gpk + (param, ipk, cpk)
((co, cpo, cop), (c1, cp1, cor), (ca, cpn, co2)) < A(gpk, isk, csk, bsk)
if UnLink((co, cuo, cop), (c1, cpr,co1)) # 0 or
UnLink((c1, cp1, co1), (c2, clia, co2)) #0 return 0
if UnLink((co, cuo, cop), (ca, cua,coz)) =1 return 1
else return 0

Figure 6.2: Security games for correctness of CLS—+
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for non—transitivity, we opt for an RCCA-style of definition and check whether any of the
blinded signature-tuples would identify to either of the challenge users and the challenge
message. To do so, we also require the adversary to input the blinding secret key into the
oracle. We stress that this key is merely used to check whether the internally unblinded
inputs can be traced to a challenge user, but there are no checks that enforce that the

inputs are actually well-formed.

Definition 6.3 (CLS+ Anonymity). A CLS+ scheme satisfies anonymity if for all polynomial—

time adversaries A the following advantage is negligible in 7 :

Pr[Exp%ngﬂ(T) =1]— Pr[Exp%gfgi(r) =1].

Experiment: Expi"é?_gi(T )

param «s CLS+.Setup(17), (ipk, isk) <—s CLS+.IKGen(param), (cpk, csk) <—s CLS+.CKGen(param)

gpk < (param,ipk, cpk), (uidy, uidy, m™, bpk™, st) s ASNDU’S'GN’CONVERT(

choose, gpk, isk)
if widf ¢ HUL or gsk[uidj] =L or wid] ¢ HUL or gsk[uidi] =L return 0
(u*, ") <= CLS+.Sign(gpk, bpk™, gsk[uid;], m*)

b* ¢s ASNDUSIGN.CONVERT (51066 ot 1/* o*)  return b*

Non—transitivity. The second privacy-related property of CLS is the strict non-transitivity
of conversions. This must now hold when not only the issuer, but also the data lake and
processor can be fully corrupt. Non-transitivity ensures that the outputs of separate con-
vert queries cannot be linked together across multiple queries. Otherwise, data processor(s)

could gradually re-recover the linkability among all signatures.

The definition uses a simulation-based approach, requiring the indistinguishability of an
ideal and a real world. In the real world, convert queries are handled normally through
the CONVERT oracle defined in Figure 6.1. Whereas in the ideal world, the converted
pseudonyms are produced by a simulator SIM through the CONVSIM oracle which we
define here. For honest users, the simulator will only learn which of the messages belong
together, but does not obtain any information about the underlying user identity. This

naturally enforces the desired non-transitivity.

In contrast to the original CLS model, we now allow the data lake to trigger conversions
on blinded inputs. Similarly to the anonymity game, the adversary must also input the

blinding (secret) key with each query. Here the key is used to internally unblind the inputs
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and determine the correlation among the signatures. We stress that this is not an artefact
of our concrete instantiation, but rather a necessity to obtain a security definition that
is realizable, as the CONVSIM oracle is still expected to provide consistently transformed
outputs within a query. Further, the ideal CONVSIM oracle first internally runs the real
conversion algorithm and aborts if it fails. This is again necessary to avoid trivial wins
where the adversary might input malformed tuples which the simulator never gets and

thus cannot verify.

Definition 6.4 (CLS+ Non-transitivity). A CLS+ scheme satisfies non-transitivity if for
all polynomial-time adversaries A there exists an efficient simulator SIM such that the
following advantage is negligible in 7:

Pr{Exp’y2ers=0(7) = 1] — Pr[Expyaiens—Y(7) = 1]].

nontrans—b

Experiment: Exp’y CLS+ (1)

param <—s CLS—+.Setup(17), (ipk, isk) <—s CLS+.IKGen(param), (cpk, csk) <—s CLS+.CKGen(param)
gpk < (param,ipk, cpk)
b* s ASNDUSIGN.CONVX (5656 gpk,isk) return b*
where the oracle CONVX works as follows:

if b =0 (real world) then CONVX is the standard CONVERT oracle

if b =1 (ideal world) then CONVX is the simulated CONVSIM oracle

CONVSIM((cp1,cor,c1), ..., (cuk, cog, c), bpk, bsk)

if (bpk,bsk) ¢ BIC or CLS+.Convert(gpk, bpk, csk, (cuq,cor,¢1), ..., (cpik, cog, ck)) =L return L
CL < 0,Vi € [1, k]

if Juid € HUL s.t Identify(bpk, bsk, uid, ¢;, cp;, co;) = 1

if Ly;q does not exist, create Lyq < {¢;} else set Lyq < Lyia U {c;}

else CL < CLU {(¢;, coy,cps)}
({(cz;, €04, ¢i) Yiz1,.. k) <8 CLS+.Convert(gpk, bpk, csk, CL) for k' < |CL|
Let Luidy s - - - Luia,,, be the non-empty message clusters
{(et;,€54,C) Yozt 41,..k <=3 SIM(gpk, bpk, csk, Luid, s - - - Luid,.)
Let {(cp;, o, ¢;) }iz1,. .x be a random permutation of {(cg;,a;,¢;)} iz, k

return ({(@;7 @27 62)}i:1,--»k)
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Conversion Blindness (Corrupt Issuer and Converter). As in CLS, a crucial prop-
erty of our signatures is that they can be converted obliviously, i.e., the converter learns
nothing about what it converts. However now the converter receives and outputs signa-

tures, which must also be converted obliviously.

Conversion blindness should hold if both the issuer and converter are corrupt, but the
data lake is honest. We formalise this property in a classic indistinguishability style:
the adversary outputs two tuples of pseudonym-message-signature tuples and receives a

blinded version of either of them.

In the original Conversion Blindness requirement for CLS no oracles are required because
blinding is a public-key operation. However, in the CLS+ setting, CLS+.Unblind now
outputs a tier-2 signature. We therefore must ensure that this signature does not leak
anything that allows for the unblinding of other converted signatures. We therefore provide
the adversary with access to a CLS+.Unblind oracle that blinds, converts and unblinds
signatures. We stress that this requirement only provides chosen—plaintext level security

as in CLS, because CLS+.Unblind both blinds and unblinds signatures.

Definition 6.5 (CLS+ Conversion Blindness). A CLS+ scheme satisfies conversion blind-

ness if for all polynomial-time adversaries A the following advantage is negligible in 7:

PrlExp’yeds o =0(r) = 1) - Pr[Expliials =1 (7) = 1]].

Experiment: Expﬁi’éfgiomfb(ﬂ

param <s CLS+.Setup(17), (ipk, isk) <—s CLS+.IKGen(param), (cpk, csk) +s CLS+.CKGen(param)
(bpk, bsk) <—s CLS+.BKGen(param), gpk < (param, ipk, cpk)

(st, (g0, 00, mo), (g1, 01,m1)) s AYNBUND (choose, gpk, bpk, isk, csk)

if 3d € {0,1} s.t CLS+.Verify(tier-1, gpk, bpk, mg, ptg,04) =0 return 0

(cp*, co™*, c*) < CLS+.Blind(gpk, bpk, (116, 05, mp))

b* s AUNBEND (giiess st cpu*, co®, ¢*)  return b*

Traceability of tier-2 signatures. This security requirement formalises the unforge-
ability properties when the issuer is honest but the converter, data lake and some users

are corrupt. To lift the CLS traceability notion to the setting where conversion can be
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triggered by malicious parties, we let the adversary output a list of blinded signatures. As
we still assume the converter to be corrupt in an honest-but-curious form, the signatures
are then honestly converted and unblinded by the challenger. The adversary wins if this
conversion leads to more unlinkable signatures than the number of users it has corrupted
plus the number of signatures obtained through signing queries for distinct users. Doing
the unblinding within the game is necessary to check whether the adversary has indeed

produced a valid forgery.

Note that this notion only captures traceability of tier-2 signatures, and CLS+ schemes

must additionally satisfy the traceability of tier-1 signatures as defined in Section 4.2.

Definition 6.6 (CLS+ Traceability). A CLS+ scheme satisfies tier-2 traceability if for

all polynomial-time adversaries A, the advantage Pr[Expr{%fS +(7) = 1] is negligible in 7.

trace

Experiment: Exp’jcis, (7)

param <s CLS+.Setup(17), (ipk, isk) <—s CLS+.IKGen(param), (cpk, csk) «s CLS+.CKGen(param)
gpk < (param, ipk, cpk)

((c1,cur,co1), ..., (Ck, Clig, cOt), bpk, bsk) s AADDU’SNDl’S'GN(gpk, csk)

if (bpk,bsk) ¢ BK return 0

Vie k] (@;,0i,m;) <sCLS+.Unblind(bsk, CLS+.Convert(gpk, bpk, csk, {(cpi, coi, ¢i) }i))
L + 0,Vuid € HUL if i € [k] s.t (uid,m;,bpk) €SL L+ L+1

return 1 if all of the following conditions are satisfied:

k> |CUL|+ L and UnLink((cp1,co1,c1), ..., (cpig, cog,ck)) = 1 and

Vi € [k] CLS+.Verify(tier-2, gpk, bpk, m;, i;,7;) = 1

Traceability of tier-1 Signatures. For completeness we now present the original CLS

traceability requirement for tier-1 signatures in the context of our new setting.

Definition 6.7 (CLS+ tier-1 Traceability). A CLS+ scheme satisfies tier-1 traceabil-
ity if for all polynomial-time adversaries A, the advantage Pr[Epo“é:fS_ferl(T) = 1] is

negligible in 7.
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trace—tierl

Experiment: Exp‘cis) (1)

param <—s CLS+.Setup(17), (ipk, isk) <—s CLS+.IKGen(param), (¢pk, csk) <—s CLS+.CKGen(param)
gpk < (param,ipk, cpk)

(s 111,01 ooy (M 1, 0k ), ) 45 APPUSNOLSION (g )
Vi€ [k] (cui,coy, ;) s CLS+.Blind(gpk, bpk, (1, 05, m5))

L + 0,Vuid € HUL if i € [k] s.t (uid,m;,bpk) €SL L+ L+1
return 1 if all of the following conditions are satisfied:

k> |CUL|+ L and UnLink((cp1,co1,c1), ..., (cpig, cog, cr)) = 1 and

Vi € [k] CLS+.Verify(tier-1, gpk, bpk, m;, p;,0;) =1

Non—frameability. This notion captures the desired unforgeability properties when the
issuer is corrupt and requires that an adversary should not be able to impersonate an hon-
est user. Impersonation here means that the adversary outputs two converted signatures
that link to an honest user, but that user never signed one of the corresponding messages.
We use the ldentify algorithm to check whether the signatures stem from an honest user
and then look up whether at least one of the messages is not contained in the list of signed

messages by that user.

As we defined Identify to work on blinded signatures, we first retrieve (fig, mp, cp, Cip, Cop)
from the list of queries of the convert oracle (for (i, mp)). If such tuples cannot be found,

the adversary also wins.

In contrast to traceability, it suffices to define non-frameability for tier-2 signatures only:
tier-1 signatures are entirely unlinkable, and thus the notion of framing attacks only
matters for converted signatures. Also, unlike in traceability, the adversary does not get
the converter secret key here but instead outputs converted signatures directly (whereas

traceability gave the adversary the key, but converted the signatures honestly).

Definition 6.8 (CLS+ Non-frameability). A CLS+ scheme satisfies non—frameability if
nonframe

for all polynomial-time adversaries A the advantage Pr[Exp/y cis, (7) = 1] is negligible

n 7.
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nonframe

Experiment: Exp 4 cis (1)

param s CLS+.Setup(1*), (ipk, isk) <—s CLS+.1KGen(param), (cpk, csk) +s CLS+.CKGen(param)
gpk < (param,ipk, cpk)

((mo, Ty, 70), (ma, T2y, 71), bpk, bsk) «—s ASNDU:SIGN.CONVERT (. k)
if (bpk,bsk) ¢ BKC or 3b € {0,1} s.t CLS+.Verify(tier-2, gpk, bpk, my, [y, 0p) =0 return 0
Vb e {0,1} if (7o, M, Co, Clip, cop) ¢ UBL  return 1

return 1 if all of the following conditions are satisfied:

o = fy and Juid € HUL s.t Identify(uid, co, cuio, cop) = 1 and

(uid, mg, bpk) ¢ SL, or (uid, my,bpk) ¢ SL

6.3 Our CLS+ Construction

We finally present our construction of a convertible group signature scheme. It uses a
commuting group signature, as defined in Chapter 5, as a core building block provided
it satisfies some additional structural assumptions, and also leverages a standard digital

signature scheme SIG, and a signature proof of knowledge SPK.

High—level Idea. The issuer in our CLS+ scheme simply runs the same algorithms as
in the CGS scheme, whereas the converter takes over the role of the opener in CGS and also
creates a key pair for a standard signature scheme. When requesting blinded conversions,
the group signatures are blinded and re-randomised using the algorithms from the CGS
scheme. The converter blindly opens them and raises the blinded user keys to the power
of r, which is chosen afresh in every convert query, but used consistently within the
query. The converter then blindly signs the converted pseudonym and message. During
unblinding, the converted pseudonyms and messages are retrieved. The final converted
signature is the blindly signed tuple from the converter, along with a proof that unblinding

has been done correctly, which can both be publicly verified.

To ensure that the converter only blindly signs messages that were correctly authenticated
via a group signature, we use the property that blinded signatures from the CGS scheme
can also be verified. Given that the converter is assumed to be at most honest-but-
curious, this transmits the authentication guarantees from the original group signatures

to the converted ones.
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Additional Structural Assumptions of CGS. We need some additional assumptions

from the underlying CGS scheme. We will show in Section 6.5 that these assumptions

are satisfied by our concrete instantiation given in Chapter 5. Firstly, we require that
usk

given a bilinear group, usk € Z, upk = g3*", and the output of CGS.OpenBlind consists

of elements in Gy. We also require that:
e(g1, CGS.UnblindUser(bsk, cupk))” = CGS.UnblindUser(bsk, (g1, cupk)”) and

CGS.BlindUser(bpk, upk))"” = CGS.BlindUser(bpk, upk”).

This essentially means that unblinding of user public keys output by CGS.OpenBlind is
homomorphic. This allows the converter to ensure non-transitivity by re-randomising the

pseudonym output, whilst ensuring that pseudonyms are consistently linked per convert

query.

We also require the CGS scheme to satisfy an additional property we define as extractability.
Roughly, this allows upk’ to be extracted from standard and blinded group signatures
opening to upk, such that e(upk’, g2) = e(g1, upk), provided that the signature does not

open to a user public key input to a simulator that simulates signatures.
We now present the extractability requirement for commuting group signatures.

Firstly, there exists simulators 51, S, S3 such that for all polynomial-time adversaries A

the advantage |Pr[Exp%'¢ce(r) = 1] — Pr[Exp®¢cs(7) = 1] is negligible in 7.

Experiment: Expj%]és (1)

(p,G1,G2,Gr,e,91,92) +sG(17),if b=0 param s CGS.Setup(17)

if b=1 (param,7s) <3$S1(p,G1,G2,Gr,e,91,92)

(isk,ipk) <—s CGS.IKGen(param), (osk, opk) <—s CGS.OKGen(param), gpk < (param, ipk, opk)
b* ¢s ASNDUXSIGNX (0 ek osk)
where the oracles SNDUX, SIGNX work as follows:

if b =0 (real world) then SNDUX,SIGNX are the SNDU, SIGN oracles

if b =1 (ideal world) then SNDUX,SIGNX are the simulated SNDUSIM, SIGNSIM oracles

return b*
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SNDUSIM (uid, M;,)

if uid € CUL return L
if uid ¢ HUL  HUL < HUL U {uid}, Mi, <L, dec"™® + cont
upkuid] <s Gy
if dec"? # cont return L, if st!? undefined st¥d « (gpk, L, upk[uid))

id wid id uid
(stioin, Moyt, dec™™®) <—s Sa(param, stioi, Min, 75), return (Moy:, dec™™)

SIGNSIM (uid, m, bpk)

if wid ¢ HUL or dec" +# accept return L

(4, o) <= S3(param, gpk, bpk, upk|uid],m,7s) return (o, p)

Secondly, there exists SE7, Ea, such that (param, 7, ) output by SE; is distributed iden-
tically to the output of Sj, and for all polynomial-time adversaries A the advantage

Pr[ExpffCGS(T) = 1] is negligible in 7.

Experiment: Expfiitccs (7)

b, Gla GQ,GT76791’92) <_$g(17-)

(

(param, 7, 7) <= SE1(p, G1, G2, Gr, €, 91, 92)

(isk,ipk) <—s CGS.IKGen(param), (osk, opk) <—s OKGen(param), gpk < (param, ipk, opk)
(¢, cp, co, bpk, bsk) s AS2(Param-7e),Sa(Param.-7s) (gl sk osk)

if CGS.BlindVerify(gpk, bpk, ¢, cu, co) = 0 or (bpk,bsk) ¢ BK return 0

upk <+ CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, osk, ¢, cpi, co))

if upk queried to S3 for bpk, opk,ipk return 0

upk’ < Es(gpk, bpk,isk, osk,bsk,c, cp, co, Te)

if upk’ =1 or e(upk’, g2) # e(g1,upk) return 1 else return 0
6.3.1 Detailed Description of CLS-CGS

We now give a detailed description of the CLS—CGS construction. Only commuting group
signatures that satisfy the additional structural assumptions can be used to build this

construction.
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Setup and Key Generation. The CLS+.Setup , CLS+.IKGen, CLS+.CKGen and
CLS+.BKGen algorithms are identical to the CGS.Setup, CGS.IKGen, CGS.OKGen and
CGS.BKGen algorithms for CGS respectively, except that the converter’s key also includes

a signing and verification key of a digital signature scheme.

CLS+.Setup(17) CLS+.IKGen(param) CLS+.BKGen(param)

param,, <—s CGS.Setup(1”) return CGS.IKGen(param return CGS.BKGen(param

cgs) cgs)

paramy;, <sSIG.Setup(17)

sig

return (param,, paramg;,)

CLS+.CKGen(param)

(cpky, csky) <—s CGS.OKGen(param,,), (cpka, cska) <3 SIG.KeyGen(17)

cgs

return ((cpki, cpks), (csky, csks))

Join. The join protocol between a user and the issuer is identical to the join protocol of
our CGS scheme, except the (upk, usk) are generated in CLS+.Join. The detailed protocol
of (CLS+.Join(gpk), CLS+.Issue(isk, gpk)) is given in Figure 6.3.

U.CLS+.Join(gpk) = Z.CLS+.Issue(isk, gpk)

(upk, usk) <—s CGS.UKGen(param_;)
upk

(CGS.Join(gpk, usk, upk), CGS.Issue(gpk, isk, upk))

Figure 6.3: Join protocol of our CLS—CGS construction

Sign and Verification of tier-1 signatures. Our signatures are identical to those
in the CGS scheme, and therefore signing and verification are the same. In more detail,

CLS+.Sign and CLS+.Verify are defined as follows:

CLS+.Sign(gpk, bpk, gsk[uid], m) CLS+ .Verify(tier-1, gpk, bpk, m, ui, o)

return CGS.Sign(gpk, bpk, gsk[uid], m) return CGS.Verify(gpk, bpk, m, u, o)
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Blind Conversions. The signatures can be blinded identically using the power of the
CGS scheme. In CLS+.Convert, blinded signatures are now input and verified, leveraging
the fact that even fully blinded inputs can be checked for their correctness. The signatures,
pseudonyms, and blinded messages are re-randomised with CGS.RRandBlind to ensure non-
transitivity. The pseudonyms are then blindly opened under the cskq using CGS.OpenBlind,
and converted by raising them to the power of r and transforming them into the target
group to ensure non-transitivity. The converted signature is simply a digital signature on
the blinded converted pseudonym and message, with respect to the converter’s verification
key. In CLS+.Unblind the converted pseudonym and ciphertext are now unblinded with
CGS.UnblindUser and CGS.UnblindM. The converted pseudonym, message and signature
are included in the tier-2 signature, along with a proof that the unblinding has been done
correctly. During tier-2 verification, the converter’s signature on the blinded values and

the proof of unblinding are verified.

CLS+.Blind(gpk, bpk, (m, pu, o))

return CGS.Blind(gpk, bpk, (m, , o))

CLS+.Convert(gpk, bpk, csk, {(cp;, coi, ¢i) i)

r<sZyfori=1,...k:
(ch, eply, col) <—s CGS.RRandBlind(gpk, bpk, c;, i, co;)
cul < CGS.OpenBlind(gpk, bpk, csky, c;, cul, co?)
ey’ <« e(gr,cul )", ol <3 SIG.Sign(csks, (¢}, e’ bpk))

choose random permutation II, for i = 1,...,k : (cq;, ¢;, co;) (c,u%’(i), c’H(i), U{—[(i))

return ((¢m,,¢1,¢01)), ..., (€, ¢k, COk)))

CLS+.Unblind(bsk, (2, €5, ©))

7t < CGS.UnblindUser(bsk, ¢it), m + CGS.UnblindM(bsk, ¢)
Tub <% SPK{bsk : - = CGS.UnblindUser(bsk, ci) A m = CGS.UnblindM(bsk, ¢) A (bsk, bpk) € BK}

7 + (¢cm,co,¢,my) return (@, m,o)
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CLS+ . Verify(tier-2, gpk, bpk, m, i, 7)

parse ¢ = (¢f, ¢o, ¢, myp), Verify myp holds for ¢, 7, ¢, m, bpk

if SIG.Ver((ef, ¢, bpk), cpka,cd) =1 return 1 else return 0

6.4 Security of CLS-CGS

We now show that our CLS—-CGS construction satisfies all security properties defined in

Section 6.2. More precisely, we show that the following theorem holds.

Theorem 6.1. The CLS-CGS construction presented in Section 6.3.1 is a secure CLS+ as
defined in Section 6.2 if

the CGS scheme is secure as defined in 5.3.2, and also satisfies extractability and the

additional structural assumptions,

e the SIG is strongly EUF-cma secure,

the SPK is zero—knowledge and sound,

the DDH assumption holds in Go.

We now present proofs, showing that our CLS—CGS construction satisfies the correctness,
anonymity, non—transitivity, conversion blindness, non—frameability and traceability re-

quirements given in Section 6.2.

6.4.1 Correctness

Correctness of sign is clearly satisfied, due to the correctness of the commuting group

signatures building block.

For all ¢ € k, the blinded signatures cu;, co;, ¢; are honestly generated and blinded com-
muting group signatures. In CLS+.Convert they are then re-randomised. Due to the

re-randomisation property, they are indistinguishable from freshly generated and blinded
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signatures. Let cupk; be the output of CGS.OpenBlind under the re-randomised blinded sig-
natures, which will consist of elements in Go. The value e(g;, cupk;)” will be the pseudonym
output by CLS+.Convert, and CGS.UnblindUser(bsk, e(g1, cupk;)") will be the pseudonym

output by CLS+.Unblind. The commuting group signature satisfies:

CGS.UnblindUser(bsk, e(g1, cupk;)") = e(g1, CGS.UnblindUser(bsk, cupk;))".

Therefore due to the correctness of the commuting group signature scheme, letting upk;
be the user public key of the ith user, 7;; = e(g1,upk;))". Again, due to the correctness
of the commuting group signatures, m; = m;. Due to the correctness of the SPK and the
digital signature used, the signature o output will be valid. Therefore the construction

satisfies correctness of conversion.
Assume
UnLink(gpk, csk, ((10, mo, 00), (p1,m1,01))) =0
and UnLink(gpk, csk, ((n1,m1,01), (u2, ma,02))) = 0.

This ensures they are all valid blinded commuting group signatures, as otherwise UnLink

would output L. For i € {0,1,2}, let

upk; = CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, csk, ¢;, cpi, coy;)).

Due to the same argument as correctness of conversion and the re-randomisation property,
letting r1, 72 be the randomness chosen during Convert, e(g1, upko)™ = e(g1, upki)™ and
e(g1,upk1)™ = e(g1,upks)™. Therefore, e(g1, upko) = e(g1,upki) = e(g1, upks). However,
if

UnLink(gpk, csk, ((cuo, co, cog), (cpe, c2,co2))) = 1,

then e(g1, upko)™ # e(g1,upks)™, where rs was chosen during Convert. This is a contra-

diction. Therefore the construction satisfies consistency.

6.4.2 Anonymity

Lemma 6.1. The CLS-CGS construction satisfies anonymity if the DDH assumption

holds in G2, and the CGS scheme satisfies anonymity, extractability, and the additional
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6.4 Security of CLS—CGS

CONVERT ((cu1, cor,c1), .-, (cpig, cog, ck), bpk, bsk)

if (bpk,bsk) ¢ BK return L
if 3" € [k],d € {0,1} s.t Identify(uid}), ¢, cpix, cop) =1
and CGS.UnblindM(bsk, ¢;») = m™ and bpk = bpk*
if 3i € [E]\{i*} s.t. |dentify(uid}, ¢;, cus,co;) =1 for d € {0,1} return L
({(em;,¢0:,¢;) tk—1) s CLS+.Convert(gpk, bpk, csk, {(cpi, coiy ;) i € [K]\{i"}})
if ({(¢m;,¢04,¢i)}k—1) =L return 1,¢; <—s CGS.RRandBlind(gpk, bpk, c;~)
upk™ s Go, iy, < e(g1, CGS.BlindUser(bpk, upk™)), ¢y <+ SIG.Sign(cska, (Ck, Ty, bpk))

choose random permutation II,for : =1,... k:
(efi;, €iye0) < (Chins), Criiy COI(s) )
else compute {(¢f;,cd;,¢;) }i <—s CLS+.Convert(gpk, bpk, csk, {(cps, coi, ¢i) }i)

return ({(¢i;,c04,¢) )

Figure 6.4: Convert oracle used during first j queries of Game (0, j) in the CLS+ anonymity
proof

structural assumptions.

Proof. We assume that an adversary A exists, that makes ¢ queries to the SNDU oracle
for distinct user identifiers, and geony queries to the CONVERT oracle, that wins in the

anonymity game with probability € + 1/2.

We define Game (0,0) to be the anonymity experiment, with b chosen randomly at the
beginning, using the CLS-CGS construction. Let P be the event that an adversary A

correctly guesses b after Game (0,0).

Game (0, j) is identical to Game (0,0) except during the first j queries to the CONVERT
oracle, when ¢, cu, co is queried to the CONVERT oracle such that ¢ unblinds to m, for
d € {0,1} Identify(uid}, c,cu,co) = 1 and m = m*. We provide the new convert oracle
used for such j queries in Game (0,j) in Figure 6.4. Let Py ; be the event that the

adversary A correctly guesses b after Game (0, j).

We show that Game (0,j) and Game (0, j+1) are indistinguishable assuming the DDH
assumption in Go. We provide a distinguishing algorithm D; in Figures 6.5 and 6.6, and
then explain why D; simulates inputs to A that are distributed identically to Game (0, j)
if a DDH tuple is input, and D; simulates inputs to A that are distributed identically to
Game (0,75 + 1) if a DDH tuple is not input.
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6.4 Security of CLS—CGS

CONVERT ((ep1, co,c¢1), - . ., (cpg, cog, c), bpk, bsk)

if (bpk,bsk) ¢ BK return L
s« s+ 1 if s < j perform CONVERT given in Figure 12

if s > j+ 1 perform CONVERT given in anonymity experiment
If 3i € [k] s.t CGS.BlindVerify(gpk, bpk, ¢;, cu;,co;) =L  return L
if 3i* € [k],d € {0,1} s.t CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, osk, c;«, cpu«, coix))
= upk|uid}] and CGS.UnblindM(bsk, ¢c;«) = m* and bpk = bpk*
if wid}; # uid" abort D;
if 3i € [k]\{i"},d € {0,1} s.t. CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, osk, ¢, cu;, co;))
= upkluidj] return L
for i = [k]\{i"} :
if Juid € HUL\{uid'} s.t Identify(uid, c;, cps, co;) = 1, upk), < g=="i
else upk! < Es(gpk,isk, osk, bsk, c;, cu;, coi, ), if upk) =1 return L
¢; +—s CGS.RRandBlind(gpk, bpk, ¢;), ci; < e(upk;, CGS.BlindUser(bpk, D3))
¢, +sSIG.Sign(csks, (¢7, ¢lig, bpk))
i <— Dy, ¢z < e(g1, CGS.BlindUser(bpk, 1+ ))
¢;» +s CGS.RRandBlind(gpk, bpk, c;« ), ¢+ < SIG.Sign(cska, (C;«, Cliz«, bpk))
choose random permutation II,for i =1,...,k :
(Chi;, Ci, €)= (Cfini(sys Crigiys €O (i))
else compute {(¢fi;,¢0;,¢;) }i s CLS+.Convert(gpk, bpk, csk, {(cpi, coi, ¢i) }i)

return ({(cp;,c0;,¢)}r)

Figure 6.5: D; a distinguishing algorithm for the DDH problem in the CLS+ anonymity
proof
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SNDU(uid, n)

if uid € CUL return L
if wid ¢ HUL

HUL < HUL U {uid},l < I + 1, gsk[uid] « L, Mi, + 1, dec*™® « cont

if | =k wid < uid,upkluid] + Do, st%d « (gpk, L, upk(uid]) return (upk[uid],dec
if wid = wid’

if dec*? £ cont return L

(stJ“ffi‘i, Moy, dec“’id) s Sa(paramcgs, st}gi‘f17 Min, 75), return (Mo, dec

uid)

uid)

Continue from line 5 of oracle in anonymity experiment

SIGN (uid, m, bpk)

if uid # wid' perform SIGN oracle from anonymity experiment
if wid = wid’
if dec™ £ accept return L
(u, o) <=5 S3(paramcgs, gpk, bpk, upk[uid], m, 75),SL + SL U {(uid, m, bpk)}

return (o, i)

D;(D1, Do, D3, Dy)

s,0+ 0,k +s[l,q],b+s{0,1},91 <sGy,92 + Dy
(paramcgs, 7s, Te) <8 SE1(p, G1, Ga, Gr, €, g1, g2), paramg;, s SIG.Setup(17)

param < (paramcgg, paramg;, ), (isk, ipk) <—s CLS+.1KGen(param), (¢sk, cpk) <—s CLS+.CKGen(param)

sig
gpk < (param, ipk, cpk)
(widgy, uidy, m™, bpk™, st) <—s ASNDUSIGN,CONVERT (o056, gpk, isk)

if widj ¢ HUL or if dec"'® =+ accept or wid} ¢ HUL or if dec*®’ # accept if b=0 return1 else return 0
(u*,0*) +sSIGN(uid', m*, bpk™)

b* s ASNDUSIGN.CONVERT (0000 ot % %)

if b =b return 1

Figure 6.6: D; a distinguishing algorithm for the DDH problem in the CLS+ anonymity
proof
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The values gpk, csk,isk are distributed identically to the anonymity game, as everything
but go, paramcgg are chosen in the same way. The simulator SE; outputs a paramcgg that

is identically distributed to the output of CRSSetup.

Simulating the SNDU oracle. The SNDU oracle only differs from the oracle in the
anonymity experiment when wid’ is input. In this case, upk is distributed identically,
and Sy simulates the CGS.Join protocol. Therefore the outputs of SNDU are distributed
identically to the anonymity experiment, due to the extractability of the commuting group

signatures.

Simulating the SIGN oracle. The SIGN oracle is identical to the oracle in the anonymity
experiment when wuid # uid' is queried. When wuid' is queried, S3 can then be used to
simulate signatures that are identically distributed, due to the extractability of commut-
ing group signatures. Therefore the outputs of SIGN are distributed identically to the

anonymity experiment.

Simulating the CONVERT oracle. Other than the jth query, the CONVERT oracle
is identical to both Games (0, ) and (0,7 + 1).

For the jth query, if the input to D; is a DDH tuple, then outputs from the CONVERT
oracle are identically distributed to in the anonymity game. This is because if ¢, cu, co is
not queried to the CONVERT oracle such that ¢ unblinds to m, ldentify(uid}, ¢, cp, co) = 1
for d € {0,1} and T = m* and bpk = bpk*, the oracle behaves identically to the anonymity
game. If an invalid blinded signature is input, the oracle will abort, as in the original

anonymity game.

If this is queried, we show the simulation is correctly distributed. Firstly ¢; and ¢a; are

generated identically to CLS+.Convert.

As we do not have access to gsk[uid'], we cannot perform Identify on input uid’, therefore
instead we perform CGS.OpenBlind and CGS.UnblindUser. Only one signature identifies to
uid}j, otherwise the oracle will abort as in the anonymity game. We assume uid}; = uid’,

which happens with probability 1/¢, therefore extraction of the upk! is always successful
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6.4 Security of CLS—CGS

because the signatures do not open to the user public key of uid’'.

usk; usk

Letting " = logp, (D3) and upk; = g\, upk; = g5°"*, hence

ef; = e(upk’, CGS.BlindUser(bpk, D3)) = e(g1, CGS.BlindUser(bpk, D3 )%**)

(2

= ¢(g1, CGS.BlindUser(bpk, g} “**)) = e(g1, CGS.BlindUser(bpk, upk;))" ,

which is correctly distributed. Also, letting upk = upk[uid’],
cpi;- = e(g1, CGS.BlindUser(bpk, p;+)) = e(g1, CGS.BlindUser(bpk, Dy))

= e(g1, CGS.BlindUser(bpk, upk™ )) = e(g1, CGS.BlindUser(bpk, upk))" .

As CGS.BlindUser on input upk is indistinguishable from the output of CGS.RRandBlind
followed by CGS.OpenBlind on a blinded signature that would open to upk after unblinding,
the converted pseudonyms are distributed correctly. The ¢fi; are then shuffled with a
random permutation. Therefore, the outputs of the CONVERT oracle are distributed

identically to the CONVERT oracle in the anonymity game, and so identically to Game
(0, 7).

Simulating (p*,0*). The signature (p*,o*) input to A in the guessing stage is dis-
tributed identically to the anonymity game, due to outputs of the SIGN oracle being

distributed identically to the anonymity game.

Reduction to the DDH problem. If the input to D; is not a DDH tuple, then
the output of the CONVERT oracle is identically distributed to Figure 6.4. This is
because if ¢, cu, co is not queried to the CONVERT oracle such that ¢ unblinds to 7,
Identify(uid}, ¢, cp,co) = 1 and ™ = m* for d € {0,1} and bpk = bpk*, then the oracle
behaves identically to both games. If this is the case, as D4 is now chosen randomly
and independently, ¢;,cq;, co; are now chosen identically to Figure 6.4. Therefore, if the
input to D; is not a DDH tuple, then the outputs to A are identically distributed to
Game (0,5 +1).

The distinguisher D; only aborts early if c,cu,co is queried to the CONVERT oracle,
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6.4 Security of CLS—CGS

such that ¢ unblinds to m, Identify(uid},c,cp,co) = 1 and m = m*, for d € {0,1} and
uid’ # wid}. This occurs with probability at most ¢ — 1/¢q. Therefore the probability
that D; outputs 1 given a DDH tuple was input is Pr[F ;]/¢. The probability that D;
outputs 1 given a DDH tuple was not input is Pr[P j11]/¢q. The advantage of D; is then
| Pr[Po ;] — Pr[Py j+1]|/q, therefore | Pr[Py ;] — Pr[Py j+1]| = qeppH-

We define Game 1 to be Game (0, geonv), Where geony is the number of queries to the
CONVERT oracle. Let P; be the event that an adversary A correctly guesses b after
Game 1. AS |P1"[P07j] — PI‘[P(),]'_H” = J€DDH, then ’PI‘[PQO} — Pr[Pl]] S Qconvd€DDH -

Next, we show that | Pr[Pi]—1/2| < ecgsanon- We build an adversary A’ that successfully
guesses b in the anonymity game for commuting group signatures, given A that guesses
successfully in Game 1 with Pr[P;]. We provide A’ in Figure 6.7, and then explain why
the simulation input to A is identically distributed to Game 1, and that A’ successfully

breaks the anonymity of commuting group signatures.

The keys (gpk,isk) are computed identically to the anonymity game. As the SNDUcgs
oracle for the commuting group signatures join protocol is identical to the SNDU oracle
for the CLS+ join protocol, the SNDU oracle is distributed identically. As users’ secret
keys and signatures are distributed identically, the SIGN oracle is distributed correctly,

and input in the guessing phase is distributed correctly.

Simulating the CONVERT oracle. The CONVERT oracle can no longer use ldentify
without the secret keys of the honest users. However, if there exists i* € [k] such that

Identify(uid, c;=, cpii=, cop=) = 1 for d € {0,1} and CGS.UnblindM(bsk, ¢;+) = m* and bpk =
bsk*, then BOPEN(c¢;, cix, coy+, bpk, bsk) would output L in the CGS anonymity game.
If there exists i € [k] such that Identify(uid}, c;, cpi, co;) = 1 for d € {0,1} , then BOPEN
would either open to the user public key of uid}; or would output L. Therefore these con-
ditions can be checked instead. Finally, the only difference to in Game 1 is that BOPEN is
used in CLS+.Convert instead of CGS.OpenBlind; as BOPEN will not output |, this oracle

is distributed identically to Figure 6.4.
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SNDU(uid, M;y)
return SNDUcgs (uid, M;,)

SIGN(uid, m, bpk)

return SIGNcgs(uid, m, bpk)

CONVERT ((¢py, cor, 1)y - . ., (cug, cog, k), bpk, bsk)

if Ji € [1, k] s.t CGS.BlindVerify(gpk, bpk, ¢;, cp;, co;) = 0 or (bpk,bsk) ¢ BK return L
if 3" € [k] s.t BOPEN(¢;«, cpiix, coy=, bpk, bsk) =L

if 3i € [k]\{i*} s.t. BOPEN(c;, cps, coy, bpk, bsk) =L or upk[uid}] for d € {0,1}

return 1

Using the BOPEN oracle instead of CGS.OpenBlind compute

({(em;,€0i,€;) te—1) s CLS+.Convert(gpk, bpk, csk, {(cpi, coi, c;) = i € [K]\{i"}})

if ({(cp;,¢0;,¢;)}k—1) =L return L

¢y, <—s CGS.RRandBlind(gpk, bpk, c;+ ), upk™ <—s Ga, ¢y, < e(g1, CGS.BlindUser(bpk, upk™))

coy, < SIG.Sign(cska, (T, ¢fiy,, bpk))

choose random permutation II,for i =1,... k:

(ef;, €i, €0i) < (Chn), Crigays COm1(i))
else Using the BOPEN oracle instead of CGS.OpenBlind compute
{(cm;,¢0;,¢;)} i <—s CLSH.Convert(gpk, bpk, csk, {(cui, coi, ¢;) }i)

return ({(¢;,c0;,¢;) )

_J/SNDUccs SIGNces OPEN,BOPEN (choose, gpkcas, iskccs)
b b

parse gpkcgs = (paramcgs, opkces, ipkcas)

paramg;, <—sSIG.Setup(17), (cpka, cska) <—sSIG.KeyGen(17), param < (paramcgg, param

. )
sig sig
(ipk,isk) < (ipkces,iskces), cpk < (opkces, cpkz), gpk < (param, ipk, cpk)

(uidy, wid:, m*, bpk*, st) s ASNDUSIGN.CONVERT (choose gk, isk)
if wid; ¢ HUL or if dec® £ accept or wid: ¢ HUL or if dec ™™ +# accept return 0

return (uidj, uid;, m™, bpk™, stcgs)

_J/SNDU SIGN,OPEN ,BOPEN (guess, stcgs, (1%, o)

b* s ASNDU’SIGN’CONVERT(gueSS,St,/J,*,O'*)

return b*

Figure 6.7: A’ which breaks the anonymity of commuting group signatures, given A which
breaks the anonymity of CLS—-CGS
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Reduction to the Anonymity of Commuting Group Signatures. As the inputs to
A are distributed identically to Game 1, they will guess correctly with probability P; and
so A" will guess correctly in the CGS anonymity game with probability Pr[P;]. Therefore,
| Pr[P1] — 1/2| < ecgsanon- Therefore, |Pr[Pyo — 1/2| < €cGSanon + dconvq€ppH- As this is

negligible, our construction satisfies anonymity.

6.4.3 Non—transitivity

Lemma 6.2. The CLS-CGS construction satisfies non-transitivity if the DDH assump-
tion holds in Go, and the CGS scheme satisfies extractability and the additional structural

assumptions.

Proof. For proving non-transitivity, we have to show that there exists an efficient simulator
SIM that makes the real and simulated game indistinguishable. We start by describing
the simulator and then explain why the real and simulated conversion oracles CONVERT

and CONVSIM are indistinguishable.

SIM(gpkv bpk7 CSkv Luidla v Luidk/)

1+ 0, €[L,K]
' s Gy; Ve € Luyia,
I+ 1+ 1,ep; < e(g1,CGS.BlindUser(bpk, 1)), ¢; +—s CGS.RRandBlind(gpk, bpk, c)
¢o; < SIG.Sign(cska, (¢, ¢, bpk))

return ((¢m,,¢1,¢01), ... (¢h;, ¢, coy))

We assume that an adversary A exists that makes ¢ queries to the SNDU oracle for distinct
user identifiers, and geony queries to the CONVX oracle, that guesses b correctly in the non-

transitivity game with SIM as described and wins with probability € 4+ 1/2.

We will stepwise make the real-world (b=0) and the simulated world (b=1) equivalent,

using a sequence of Games H; for j = 0,...,q. The idea is that in Game H; we will not
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use simulated conversions for all users uidy, ..., uid; in order of when they were queried
to SNDU. More precisely, we define Game #; to be as given in Figure 6.8 with all other
oracles identical to the non-transitivity experiment. Let P; be the event that 4 guesses
b correctly in Game #;, with the simulator as described. Game H; keeps track of the
queries to SNDU, adding the first j queries of uid to a set UL. Then during queries to
CONVSIM, if a signature of a user in UL is queried, these are treated in the same way as
pseudonyms for corrupted users, i.e., they are normally converted using the CLS+.Convert
algorithm. If a signature of an honest user that is not in UL is queried, we add this user

to NUL. These conversions are simulated as usual.

Game Hj is identical to the non-transitivity game because UL is empty. Therefore,
Pr[Py) = €+ 1/2. In Game H,, UL contains all honest users, and so the CONVSIM oracle
is now identical to the CONVERT oracle, and inputs to the adversary are now independent

of b, therefore Pr[P;] = 1/2.

We now show that if an adversary can distinguish Games H; and H;y1, we can turn
this into a distinguisher D; that can break the DDH assumption in Gz. We describe
the reduction and the additional simulation that is needed in Figures 6.9 and 6.10. The
CONVERT oracle remains unchanged. To avoid confusion, we write uid’ to refer to the

J + 1-th user that has joined the group (and for which D; embedded the DDH challenge).

We now argue that when a DDH tuple (D}, D4, D4, D}) is input to Dj, the inputs to A
are distributed identically to Game H;;1; when a DDH tuple is not input, the inputs to
A are distributed identically to Game H;. That is for D} = h, D} = h%, D} = h®, D} = h°,

the oracles provided by D; will be exactly as in H,;11 when ¢ = ab, and as in H; otherwise.

We first note that due to the DDH random self-reduction given in [127], if a DDH tuple is
input to D;, then for all i € [geconv], D1, D2, D33, Dy is a DDH tuple. If a DDH tuple is not
input to Dj, then D1, D2, D31,D41, -, D3 400> Di,geon 18 Tandomly and independently
distributed.

The values gpk, csk, isk are distributed identically to the non-transitivity game, as every-
thing but g2, paramcgg are chosen in the same way. SE; and Setup outputs identically

distributed paramcgs.
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Game H;

t + 0,b+s{0,1}, param <—s CLS+.Setup(17), (ipk, isk) < CLS+.IKGen(param)
(cpk, csk) <5 CLSH+.CKGen(param), gpk < (param, ipk, cpk)

ASNDU,SIGN,CONVX(

return guess, gpk, isk)

SNDU (uid, Mi,)
if wid ¢ HUL, ¢t « ¢+ 1,if t <j UL + UL U {uid}

Continue from line 2 of standard SNDU oracle

CONVSIM((C/'Llu COo1, Cl)7 cr e (Cukv CO, Ck)v bpk? bSk)

if (bpk,bsk) ¢ BC return L
if CLS+.Convert(gpk, bpk, csk, (cu1,co1,c¢1), ..., (cug, cog,ci)) =L  return L
Set CL + 0
Vi € [1, k]
if Juid € HUL s.t Identify(uid, ¢;, cug, coy) =1
if Ly;q does not exist, create Ly;q < {¢i}, Clyia < {(ci,coi,cpi)}
else set Lyig < Luia U {ci}, Clyia < Clyiq U {(ci, coi,cpi)}
else CL + CLU {(¢;,coy,cpi)}

({(e71,, @4, @) iz, k) < CLS+.Convert(gpk, bpk, esk, CLU | ] CLusa)
uideUL

for &'+ [CLU | J CLuidl
uideUL
Let Lyid,, - - - Luid,,, be the non-empty message clusters
Let NUL < {uidl, - u’&dk//}\UL
{(e;,70,2:) Yimro 11,k <5 SIM(gpk, bpk, csk, | ) Luia)
uideNUL
Let {(cp;,¢0;,C;) }i=1, .k be a random permutation of {(¢g;,c0;,¢;)} izt k

return ({(@;7@;, E;)}’i:L...k)

Figure 6.8: Description of Game H; and the changes to the SNDU and CONVSIM oracles
in the CLS+ non—transitivity proof
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D;(D}, Dy, Dy, D})

Expand D7, Db, Dj, D) into Dy, Do, {D3;, D4, : i € [geonv]} using DDH random self-reduction [127]
8,6 40,91 <Gy, g2 < D1, (paramegs, 7s, 7e) <3 SE1(p, G1,Ga,Gr, e, 91, g2)
sig sig) (isk, ipk) <=s CLS+.IKGen (param)

(csk, cpk) <—s CLS+.CKGen(param), gpk «+ (param, ipk, cpk)
b* s ASNDUSIGN.CONVX

paramg;, s SIG.Setup(17), param « (paramcgs, param

gpk, csk, isk)

if b* =b return1l else return 0

SNDU (uid, n)
if uid € CUL return L
if wid ¢ HUL,t <t +1,if t <j UL < ULU {uid}
HUL « HUL U {uid}, gsk(uid] + L, Mj, <L, dec** « cont
if t =j+1 wid « uid,upk[uid] < Dy,st}¢ « (gpk, L, upk[uid]) return (D,,dec"?)
if uid = wid'
if dec'® £ cont return L

id id id id
(stloims Mout, dec™®) <—s Sa(paramcgs, Stiains Min, 75 ), return (Mo, dec™*?)

Continue from line 5 of standard SNDU oracle

SIGN(uid, m, bpk)

if uid # wid' perform SIGN oracle from non—transitivity experiment
if wid = uid’
if dec"'® +# accept return L
(i, o) <=3 Sz(paramccs, gpk, bpk, upk[uid], m, 75),SL + SL U {(uid, m, bpk)}

return (o, u)

Figure 6.9: D; our distinguishing algorithm for the DDH problem in the CLS+ non-
transitivity proof

Simulating the SNDU oracle. The SNDU oracle only differs from the oracle in the
non—transitivity experiment during the (j + 1)-th query by embedding D2 of the DDH
challenger into the user’s public key upk. Clearly, upk is distributed correctly, and CGS.Join
can be simulated with S on input upk using 7. Note that usk, upk’ are not defined for

this user, but this is not output to A, or used in the next stage of the protocol.

Simulating the SIGN oracle. The SIGN oracle is identical to the oracle in the non—
transitivity experiment when wid # uid' is queried. When uid’ is queried, we simply use

S3 on input upk|uid] to simulate signatures.

Simulating the CONVSIM oracle. What remains to be shown is that the CONVSIM

oracle either behaves identically to the CONVSIM oracle in Game H; or as in Hji1,
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CONVSIM((cp1,co1,¢1), - - -, (clig, cok, k), bpk, bsk)

s« s+ 1,if (bpk,bsk) ¢ BC return L
if CLS+.Convert(gpk, bpk, csk, (cu1,co1,¢1),. .., (cug,cor,cx)) =L  return L
Set CL + 0
Vi€ [1, k]
if Juid € HUL s.t CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, csk1, ¢;, cpui, co;)) = upk[uid]

if Lyiq does not exist Lyig < {ci}, Cluig < {(ci,ngk[“id])}

else Luig < Lyia U{ci}, Cluia = Cluyia U {(ci, g7y}
else upk; < Eo(gpk, bpk,isk, osk, bsk, c;, cji;, coi, Te)
CL < CLU {(c;, upk})}
n+0; Y(c,upk') € CLU | Cluia
wideUL
n < n+ 1,eq,, + e(upk’, CGS.BlindUser(bpk, D3_5)), ¢, s CGS.RRandBlind(gpk, bpk, c)
co,, < Sig(csk, (Ch,,, Cn, bpk))
if Ly;q exists Ve € Ly
n < n+ 1,¢q, < e(g1, CGS.BlindUser(bpk, D4 5)), ¢, < CGS.RRandBlind(gpk, bpk, c)

¢, <sSig(csk, (¢i,,, Tn, bpk))

let Lyia, ;- - - Luig,,, be the non-empty message clusters
Let NUL « {widy, . .. uidy }\UL
{(mwzhﬁi)}i:n{»l.,mk 8 S|M(gpk,bpk,ch U Luid)

uideNUL,uid#uid’

Let {(eq}, o, ¢;) }iz1,..x be a random permutation of {(¢g;, 5, ¢;)}iz1, .k

return ({(c@;, 03, ¢) iz1,..1)

Figure 6.10: The CONVSIM oracle used by distinguisher D; in the CLS+ non-transitivity
proof

depending on whether its input was a DDH tuple or not. The value upk’ is only extracted
if ¢, cu;, co; does not identify to any honest user, and therefore this will be successful as it
will not identify to upk[uid’]. In the case of uid’ usk[uid’] is not defined, however because
wid' ¢ UL then CL,;e will never be used. The values ¢, ¢ are computed in the same way
as in CLS+.Convert. We know that D3, = gh for some 7 , and upk’ = g’f‘*k for some usk,

and thus it must hold that:
fi = e(upk’, CGS.BlindUser(bpk, D3 5)) = e(g1, CGS.BlindUser(bpk, g5 ))***

= e(g1, CGS.BlindUser(bpk, upk))".

As CGS.BlindUser on input upk is indistinguishable from the output of CGS.RRandBlind
followed by CGS.OpenBlind on a blinded signature that would open to upk after unblinding,

these pseudonyms are distributed identically to the non—transitivity experiment.

If (D}, D}, Dy, D)) is a DDH tuple, then Dys = Dj. Therefore as upkyy = D2, and
as CGS.BIindUser(bpk,upkfn-d,) = CGS.BlindUser(bpk, upky;a)", the inputs to A are also
distributed identically to Game H;1. Whereas if (D}, D5, D5, D}) is not a DDH tuple,
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then Dy g, is distributed identically to x/, which was chosen randomly and independently.

Therefore the inputs to A are distributed identically to Game H;.

Reduction to the DDH problem. Therefore the probability that D; outputs 1 if it
was given a valid DDH tuple as input is Pr[P; 1], and Pr[F;] is the probability that D;
outputs 1 when the input was not a DDH tuple. The advantage of D; is then |Pr[P;] —
Pr[Pj1]|, therefore | Pr[P;] — Pr[Pj11]| = epph.

Overall, for our sequence of games Hy to H, it holds that | Pr[FPy] — Pr[F,]| < geppn and
thus € < geppn is negligible. This concludes our proof that the CLS—CGS construction

satisfies non—transitivity.

6.4.4 Conversion Blindness

Lemma 6.3. The CLS-CGS construction satisfies conversion blindness if the CGS
scheme satisfies the blindness requirement and the additional structural assumptions and

the SPK is zero—knowledge.

Proof. We build an adversary A’ that successfully guesses b in the blindness game for com-
muting group signatures, given A that successfully guesses b in the conversion blindness
game. We provide A’ in Figure 6.11, and then explain why the simulation input to A is
identically distributed to the conversion blindness experiment, and that A’ successfully

breaks the blindness of commuting group signatures.

The values (gpk, bpk, isk, csk) are computed identically to the conversion blindness game.
As signatures and the blinding algorithm are identical for both the CLS—-CGS construction
and commuting group signatures, cu®, co®, c* is identically distributed to the conversion

blindness game, with the same b chosen as that A’ must guess.

Simulating the UNBLIND oracle. Firstly u; = e(g1, CGS.Open(gpk, bpk, oskcgs, mi,

i, i) . This is distributed correctly because:
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6.4 Security of CLS—CGS

UNBLlND(/Ll,Ul,ml), ey (uk,ak,mk))

if 3i € [k] s.t CLS+.Verify(tier-1, gpk, bpk, m;, p;,0,) =0 return L
7 4=s Ly, Vi € [1, k]
(cps, coyy ¢;) <3 CGS.Blind(gpk, bpk, m, i, o35 77%)
(i, -, ) < CGS.RRandBlind(gpk, bpk, c;, c;, coi; i)
7; < e(g1, CGS.Open(gpk, bpk, oskces, mi, i, 04))"
ci; < e(g1, CGS.BlindUser(bpk, CGS.Open(gpk, bpk, oskcags, mi, i, 0i); 7 + 15 ))"
co < SIG.Sign(cska, (¢, ¢, bpk))
Simulate 7; with 7, ¢i;, m;, ¢

O—ii — (CTM, ﬁivav ﬂ-i)

choose random permutation IL, for i = 1,... k1 (f1;, 05, m:) < (fni(s)» Oy, M)

return ({(z;, @i, mi) b, {rite, {ri' }x, 7, T0)

A'(choose, gpkcgs, bpkcas, iskcas, 0skcas)

parse gpkces = (paramcgs; opkcas, ipkces)

paramg;, < SIG.Setup(17), (cpkz, cskz) < SIG.KeyGen(17)

param < (paramcgs, paramg,), (ipk, isk) < (ipkcas, iskces), bpk < bpkces
(cpk, csk) « ((opkces, cpka), (0skcgs, cska)), gpk < (param, ipk, cpk)

(st, (p10, 00, mo), (g1, 01, m1)) s AYNBHND (choose, gpk, bpk, isk, csk)

return (stcgs, (10,00, Mo), (1,01, Mm1))

A’ (guess, stcgs, c*, cu*, co*
g ) ) 1%

b* s AUNBUND (gyess st cp®, co™, ¢*), return b*

Figure 6.11: A’ which breaks the blindness of commuting group signatures using A which
breaks the conversion blindness of CLS—-CGS
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CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, oskcgs, CGS.Blind(gpk, bpk, , my, j1;,07))) =
CGS.Open(gpk, bpk, oskcags, mi, jti, 07));

and because e(g1, CGS.UnblindUser(bsk, cupk))” = CGS.UnblindUser(bsk, e(g1, cupk)”).

The value ¢; is computed identically to the original oracle. ¢f; is distributed correctly be-
cause CGS.BlindUser(bpk, (CGS.Open(gpk, bpk, osk,m, u,0))) ~ CGS.OpenBlind(gpk, bpk,
osk,c,cp, co). The randomness input to CGS.BlindUser corresponds to the randomness
used to blind the pseudonym in Blind, and then to re-randomise the pseudonym in
CGS.RRandBlind. The signature ¢ is computed identically to CLS+.Convert. Finally, m;
can be simulated due to the zero—knowledge property of the SPK. Therefore, all outputs
of UNBLIND are distributed identically to the experiment.

Reduction to the Blindness of Commuting Group Signature. If A correctly
guesses b then A’ correctly guesses b, and therefore blindness of commuting group signa-

tures implies conversion blindness.

6.4.5 Non—frameability

Lemma 6.4. The CLS-CGS construction satisfies non-frameability if the CGS scheme
satisfies the non—frameability requirement and the additional structural assumptions, SIG

is strongly EUF-cma secure and the SPK is sound.

Proof. We build an adversary A’ that successfully wins the non-frameability game for com-
muting group signatures, given 4 that wins the non—frameability game for the CLS-CGS
construction. We provide A’ in Figure 6.12 and then explain why the simulation input
to A given in Figure 6.12 is identically distributed to the non—frameability experiment
for the CLS-CGS construction, and that A’ successfully breaks the non—frameability of

commuting group signatures.

The values (gpk,isk) are computed identically to the non—frameability game. As the

SNDUcgs oracle for the commuting group signatures join protocol is identical to the SNDU
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SNDU(uid, M;,)

return SNDUcgs (uid, M;y,)

SIGN (uid, m, bpk)

return SIGNcgs(uid, m, bpk)

CONVERT (¢p1, cot,¢1), - - -, (Cluk, cog, ci), bpk, bsk)

Identical to non—frameability experiment

ASNPYcasSIGNces (g1 oo iskecs, 0skeas)

parse gpkcgs = (paramcgs, opkcas, ipkcas)

paramg, s SIG.Setup(17), (cpka, cskz) <= SIG.KeyGen(17), param « (paramccs, paramg;,)

(Zpka ZSk‘) — (Z.kaGS7 iSkCGS)a (Cpkv CSk) — ((OkaGSa Cka)v (OSkCGS7 CSkQ))? gpk <~ (paramv Zpkv Cpk)
77777 ASNDU,SIGN,CONVERT(gpk’ ZSk')

if (bpk,bsk) ¢ BK return 0

Vb € {0,1} if B(fm,, M, cp, iy, cop) € UBL  return L

if Puid* € HUL s.t CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, oskcas, co, cfio, coo)) = upk[uid*]
return L

if 3b € {0,1} s,t (uid*, ™y, bpk) ¢ SL  return (uid”*, cp, cup, cop, bpk, bsk)  else return L

Figure 6.12: A’ which breaks the non—frameability of commuting group signatures using
A which breaks the non—frameability of CLS-CGS

oracle for the CLS+ construction join protocol, the SNDU oracle is distributed identically.
As users’ secret keys and signatures are distributed identically to commuting group sig-
natures, the SIGN oracle is distributed correctly. The CONVERT oracle is identical to the

non—frameability game.

Reduction to the Non—frameability of Commuting Group Signatures. We as-
sume A is successful. Firstly, we consider the case that A’ aborts due to (1, M, cp, clip, cop)
not being found in UBL. In this case, clearly A’ could break the strong EUF-cma secu-
rity of the digital signatures or the soundness of the SPK. Let &, = (¢fiy, €0p, Cp, Tubp)-
The values ¢fiy, oy, ¢y were output by a convert query under bpk otherwise A’ could
break the strong EUF-cma security of the digital signatures. Due to the soundness of
the SPK, CGS.UnblindUser(bsk,¢p,) = 11, and CGS.UnblindM(bsk,¢,) = my. Therefore,

(T2y, T, Cb, Clip, cop) is not stored in UBL with at most negligible probability.

A’ does not abort in the next step. This is because A is successful, and so Juid* € HUL
such that ldentify(bpk, bsk, uid*, co, cug, cog) = 1. Again as A is successful, A" does not
abort in the final step.
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We now argue that A’ successfully breaks the non—frameability of commuting group signa-
tures. In order to do so, ¢y, cuy, cop output must be valid, which is clearly true otherwise
the CONVERT oracle would have failed, and the signatures would not be stored in UBL.

For b € {0,1} such that (uid*,my, bpk) ¢ SL, due to the re-randomisation property

(uid®, CGS.UnblindM(bsk, c;) = (uid*, CGS.UnblindM(bsk, c)),

thus (uid*, CGS.UnblindM(bsk, c;), bpk) & SL.

Finally we need to show that

CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, osk, cp, cip, cop)) = upk[uid®].

We already have that:

CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, osk, co, cug, cog)) = upk[uid®].

Also,

1o = CGS.UnblindUser(bsk, e(g1, CGS.OpenBlind(gpk, bpk, co, cpo, cop))™),

7i; = CGS.UnblindUser(bsk, e(g1, CGS.OpenBlind(gpk, bpk, osk, c1, cuy, co1))™?),

where 71, ro are the conversion randomness chosen in the CONVERT oracle. The probabil-
ity that two converted pseudonyms will be output that unblind to the same pseudonym in
different convert queries is negligible, as the adversary has no control over the conversion

randomness. Therefore,

CGS.UnblindUser(bsk, e(g1, CGS.OpenBlind(gpk, bpk, osk, co, cug, cog))™)

= CGS.UnblindUser(bsk, e(g1, CGS.OpenBlind(gpk, bpk, osk, c1, cpr, co1))™).

Therefore due to the requirements at the beginning of Section 6.3.1:

e(g1, CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, osk, co, cpuo, cop))™

= e(g1, CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, osk, c1, cuq, co1))"™.
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Therefore
CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, osk, c1, cu1, coq)) = upk[uid*].

Therefore A’ successfully breaks the non—frameability of commuting group signatures with
probability (1 — negl)e. Therefore, assuming the non—frameability of commuting group

signatures, the CLS—CGS construction satisfies non—frameability.

6.4.6 Traceability

Lemma 6.5. The CLS—CGS construction satisfies (tier-1 and tier-2) traceability if the
CGS scheme satisfies the non—frameability and traceability requirements and the additional

structural assumptions.

Proof. We build an adversary A’ that successfully wins the traceability game for commut-
ing group signatures, given 4 that wins the tier-2 traceability game for the CLS-CGS
construction. We provide A’ in Figure 6.13, and then explain why the simulation input to
A is identically distributed to the tier-2 traceability experiment for the CLS-CGS con-

struction, and that A’ successfully breaks the traceability of commuting group signatures.

The values (gpk, csk) are distributed identically to the tier-2 traceability game. The
SNDI¢gs oracle for the commuting group signatures join protocol is identical to the SNDI
oracle for the CLS+ join protocol, except that in the latter the user sends their user public
key as their first message, whereas in the former the user’s public key is part of the issuer’s
input. Therefore, the first message input to the SNDI oracle per user will be a user public
key. This can be input to SNDlcgs with an empty message. Therefore, the SNDI oracle is
distributed correctly. As users’ secret keys and signatures are distributed identically, the

SIGN oracle is distributed correctly. The ADDUcgs and ADDU oracles are identical.

Reduction to the Traceability of Commuting Group Signatures. As A is suc-

cessful, all the blinded outputs are valid, therefore clearly provided A’ can find ¢ €
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ADDU (uid) SIGN(uid, m, bpk)
return ADDUcgs (md) SIGNcgs (uid, m, bpkj)

SNDI(uid, M)

Parse M;, = upk
return SNDlcgs(uid, L, upk)

A/ADDUcasSNDlcas.SIGNCas (1 o oskcs)
)

Parse gpkcgs = (paramcgs, opkces, ipkcas ), paramg;, < SIG.Setup(17)

(cpka, cska) < SIG.KeyGen(17), param < (paramccs, paramg, ), ipk < ipkccs

(cpk, csk) + ((opkcgs, cpka), (0skces, cska)), gpk < (param, ipk, cpk)

((c1,cpn, co), ..., (Crs g, coy), bpk, bsk) s AAPPU,SNDLSIGN

if (bpk,bsk) ¢ BK return L

if Ji € [1, k] s.t Vuid € CUL U HUL

CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, cski, ¢;, cp;, co;)) # upkluid]
return (c;, cu;, coy, bpk, bsk)

gpk, csk)

else return L

Figure 6.13: A’ which breaks the traceability of commuting group signatures using A
which breaks the tier-2 traceability of CLS—CGS

[1, k] such that Yuid € CUL U HUL:

CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, cski, ¢, cui, co;)) # upk[uid]

then they will break the traceability of commuting group signatures.

Let L' = |{i € [k] : CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, cski, ¢;, cpi, co;)) =
upk]uid] and wid € HUL}|.

Let C" = |{i € [k] : CGS.UnblindUser(bsk,CGS.OpenBlind(gpk, bpk, csk1, ¢;, c;, co;)) =
upk]uid] and wid € CUL}|.

If A" aborts then & < C’' + L'. However if A is successful, then k& > CUL + L, where
L = [{uid € HUL : Ji s.t (uid, CGS.UnblindM(bsk, ¢;), bpk) € SL}|.

Therefore, either C’ > CUL or L' > L.

If ¢’ > CUL, two signatures both open to the same corrupted user. Therefore for some

(i,7) € [k]? , CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, csk, c;, cuui, co;)) =
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CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, cski, ¢;j, cpij, co;)). However as the two sig-

natures are unlinked we have:

CGS.UnblindUser(bsk, (g1, CGS.OpenBlind(gpk, bpk, cski, ¢;, cpi, co;))") #

CGS.UnblindUser(bsk, e(g1, CGS.OpenBlind(gpk, bpk, csk1, ¢;, cpj, coj)"),

which is a contradiction.

If L' > L, let L" = |{uid € HUL : 3i € [k] s.t CGS.UnblindUser(bsk, CGS.OpenBlind(gpk,
bpk, cski, ¢;, cu;, co;)) = upk|uid]}|, as no two signatures will open to the same honest user,
due to the same argument, L’ = L”, and so L” > L. Therefore there exists an honest user
wid* and i € [k] such that CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, bpk, cski, ¢;, cus, co;)) =
upkuid*], but (uid*,CGS.UnblindM(bsk, ¢;),bpk) ¢ SL. In this case, A could break the

non—frameability of commuting group signatures.

Therefore A’ aborts with negligible probability, and so assuming the traceability and non—
frameability of commuting group signatures, our CLS—CGS construction satisfies tier-2

traceability.

We now show that our CLS—-CGS construction satisfies tier-1 traceability. Clearly if an
adversary could break tier-1 traceability they could also break tier-2 traceability by
simply blinding the group signatures. This is due to the fact that blinded and standard
signatures are commuting group signatures. Commuting group signatures satisfy the com-
mutative behaviour requirement. If a valid signature is blinded, this will result in a valid
blinded signature. As our construction satisfies tier-2 traceability, this is a contradiction,

and so our construction must also satisfy tier-1 traceability.

6.5 Concrete Instantiation of CLS—CGS construction

We now show that the building blocks of our CLS-CGS construction can be instantiated,
based on the Asymmetric Double Hidden SDH [65] and SXDH assumption. For this, we

need that the commuting group signatures construction given in Section 5.4 and instan-
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tiated in Section 5.6, satisfies the additional structural assumptions and extractability in

Section 6.3, and that the proof of unblinding can also be instantiated.

Firstly, due to the automorphic signature scheme [65] used, usk € Zy, and upk = ggSk.

Outputs of CGS.OpenBlind are also elements of Geo.

Our construction for commuting group signatures satisfies
e(g1, CGS.UnblindUser(bsk, cupk))” = CGS.UnblindUser(bsk, e(g1, cupk)”) because letting
cupk = (cupky, cupks):

e(g1, CGS.UnblindUser(bsk, cupk))™ = e(g1, (cupkacupk; ***))" =

e(g1, cupky)e(gr, cupk’) =% = CGS.UnblindUser(bsk, e(g1, cupk)").

Our construction satisfies CGS.BlindUser(bpk, upk))” = CGS.BlindUser(bpk, upk™) because:
CGS.BlindUser(bpk, upk; ")) = (§"", upk"bpks™ ) = CGS.BlindUser(bpk, upk”; r1')),

and as 7’ is chosen uniformly and independently, then 77’ is distributed identically.

6.5.1 Extractability

We now show that that our commuting group signature construction satisfies extractabil-
ity, assuming the cm-NIZK satisfies controlled malleable simulation soundness. We present

simulators S7, Sa, S3:

Sl(p, Gh G27 GT7 €, 91, g2)

param, .., <sASetup;(p,G1,Gz,Gr, e, g1,92)), param, o <= ASetupy (p, G1, G2, G, €, 91, 92))
g <s leg <8 G27 (UchaTs) 3 SLcm—NIZK(lT)

return (((p7 Gh GQ? GTa €, 91, 92)7 paramaut017 paramaut027 9, ga Ucrs)7 Ts)

Sa(param, st¥d N Ts)

Join>

Identical to Join except Tjein is simulated
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Ss(param, gpk, bpk, upk[uid], m, )

a <=8 Zy, p1 < (9%, 1, upk[uid]opk®), 8 <= 0,7 < 0,c + (1,m)

0 %52 cm-NizK (Ocrs, Ts, (0pk, bpk, ipk, i, ¢)) return (u,o)

Due to the zero—knowledge of the SPK and the cm-NIZK, the following advantage is neg-
ligible in 7:

Pr(Expf (1) = 1] — Pr[Expi ' (7) = 1]} .

We now provide SE1, Ea. As outputs of SE| cm-nizk are distributed identically to outputs

of S1.cm-Nizk, outputs of SE; are identically distributed to outputs of 5.

SEI(]), Gla G27GT7 6791792)

param, .., s ASetup;(p,G1,Gz,Gr, e, g1, 92)), pParam, o <=5 ASetupy (p, G1, G2, G, €, 91, 92))
g <s leg 3 G27 (UCrSaTS7 Ts) <8 SEl,cm—NIZK(lT)

return (((p7 Gh G27 GT) €, g1, g2)a paramauto]’ paramaut027 9, ga Ucrs)7 Ts, Te)

Es(gpk, bpk, isk, osk, bsk, c, cp, co, Te)

(upk', -+, -....) < Facmnizk (Ocrs, Te, (0pk, bpk, ipk, cu, ¢), co)  return upk’

The extractor Egcm-nizk Will either successfully extract upk’, or instead will extract a
transformation 7' and statement (opk,bpk,ipk,cy’, ') such that (opk,bpk,ipk,cu,c) =
Tinst (opk, bpk, ipk, ci/, ). If it outputs the latter, (cy/,c’) was input to S cm-nizk, and
(ei/, ) is a re-randomisation of (cu, ¢), therefore uid* was input to Ss, such that

CGS.UnblindUser(bsk, CGS.OpenBlind(gpk, osk, ¢, cu, co)) = upk[uid*]; in which case the

extractor will not need to extract upk’.

6.5.2 Instantiating the Proof of Unblinding

We show how to instantiate the proof of unblinding m:

mub = SPK{bsk : @ = CGS.UnblindUser(bsk, cii) A m = CGS.UnblindM(bsk, ¢) A

(bsk,bpk) € BPK}
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= SPK{bsky, bsky : i = ciaciiy %2 Am = Coe; "M Abpky = gPFL A bpky = g2}

For transforming interactive into non-interactive zero-knowledge proofs, we rely on the

Fiat-Shamir heuristic that ensures security in the random oracle model.

6.5.3 Efficiency

We focus on the computational overhead, as this is the key barrier to overcome to allow
for the practical implementation of this work. The tier-1 and tier-2 signatures are the
size of standard and blinded commuting group signatures respectively. Therefore, both
have size 328G + 314Gs. Our CLS+ construction is significantly less efficient than that
of our CLS construction in Chapter 4, but demonstrates that the stronger CLS+ security

model can be achieved and the assumption of trusted data lakes can be avoided.

6.6 Summary

In this chapter we propose convertibly linkable group signatures, an extension of group
signatures with selective linkability given in Chapter 4. We allow for authentication to be
preserved during convert queries, and remove the assumption that inputs to the converter
are well formed. We have extended the CLS model to provide a formal security model for
this primitive. We have given a provably secure construction in this model, making use of
commuting group signatures from Chapter 5, and a standard signature scheme. We then
show that our instantiation of commuting group signatures can be used to build a concrete

instantiation. We finally analyse the efficiency in comparison to our CLS instantiation.
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Chapter 7

Concluding Remarks

In this thesis we have introduced several variants of group signatures that have applications

in both reputation systems and the collection and processing of data.

In Chapter 3 we introduced a new cryptographic model for reputation systems. Reputation
values are based on a user’s entire behaviour, whilst a user’s activities cannot be linked
together. We have shown how a construction satisfying this model can be built based
on direct anonymous attestation and a variant of a group signature scheme that allows
reputation to be bound to the signature. We prove that this construction is secure based
on the DDH, ¢-SDH and LRSW assumptions, as well as the security of the signature
proofs of knowledge used. We then show that the signature proofs of knowledge can be
instantiated in the random oracle model, and that this instantiation comes at a reasonable

additional efficiency cost in comparison to existing work.

In Chapter 4 we introduced group signatures with selective linkability, a new variant
of group signatures with applications in privacy—preserving technologies. Signatures can
be linked in a more flexible, controlled way than via an opener, as in standard group
signatures. Signatures are unlinkable by default but can be obliviously converted into
a linked representation by the converter. The linkage in non-transitive, i.e., only holds
within a particular convert query, which ensures that a list of linked signatures cannot
be built up over time. We formally define the security of this primitive, and provide a
construction that provably satisfies this model. This construction makes use of BBS+

signatures, ElGamal encryption and signature proofs of knowledge. We then provide
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proofs of security for this construction given the DDH and ¢q-SDH assumptions, as well as
the security of the signature proof of knowledge. We then show that the signature proofs
of knowledge can be instantiated in the random oracle model, and that this instantiation

is reasonably efficient.

In Chapter 5 we introduce commuting group signatures, a variant of group signatures
that are later used as a building block in Chapter 6. We extend the existing commuting
signatures primitive to group signatures, introducing group signatures that can be blinded,
whilst remaining publicly verifiable. They can also still be opened, outputting a blinded
user identity. We first provide a formal model, defining the syntax and security properties
required for this new primitive. We then provide a construction based on controlled
malleable proof protocols, automorphic signatures and signature proofs of knowledge.
Controlled malleable proofs allow the proof to be transformed when signatures are blinded,
whilst still ensuring unforgeability of the signatures because the malleability is controlled.
We then prove this construction secure, given the security of the building blocks and
the DDH assumption. We show that our building blocks can be instantiated given the
ADHSDH and SXDH assumptions in the random oracle model. We must particularly
ensure that the controlled malleable proof protocols can be instantiated for the relation
used in signing and the transformation used in blinding. We finally provide the sizes of

signatures in terms of group elements.

In Chapter 6 we extend and strengthen the primitive defined in Chapter 4. We consider a
setting where the data lake, who queries unlinkable user data to the converter, and data
processor, who receives linked data from the converter for processing, are separate entities.
Previously, we assumed that these were the same entity or trusted each other fully. We
no longer assume that the data lake provides the converter with well formed inputs. We
also must preserve the authentication of data throughout the conversion, so that the data
processor is assured that data originates from a valid group member. We first extend
the previous security model, to take into account this new setting. We then provide a
construction that makes use of commuting group signatures, defined in Chapter 5, as
a building block, and a standard digital signature scheme. We prove that our scheme
is secure given the DDH assumption, as well as the security of the building blocks. We
finally show that these building blocks can be instantiated, given the ADHSDH and SXDH
assumptions in the random oracle model, and provide efficiency figures. The efficiency is

significantly worse than in Chapter 4, however we show that our new strengthened security
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model is achievable.

There are several potential directions for further work within this thesis. Firstly, in Chap-
ter 3 we provide a static model where users all join at the beginning of the scheme.
Extending this model to the dynamic setting, where users can join throughout, would be
an improvement. Both building blocks in our construction are in the dynamic model, and

so it should be possible to adapt the construction.

Furthermore, in Chapter 3, we provide a concrete construction using the two building
blocks, and prove this is secure. It would also be interesting to formally define the security
of the group signatures bound to reputation. A modular construction could then be built,
so that any secure DAA scheme and group signature scheme bound to reputation could

be used to build a secure reputation system.

In both Chapter 4 and Chapter 6, compared with the anonymity requirements of con-
ventional dynamic group signatures, our anonymity notions are somewhat weaker as we
do not allow the adversary to corrupt the two challenge users after it received the chal-
lenge signature. This means that our privacy related requirements do not yield forward
anonymity. Given the conversion functionality that is inherent in our setting, achieving
this stronger notion seems challenging. In fact, for the related problem of group signatures
with user-controlled linkability with signature-based revocation, forward anonymity has
not been achieved by any of the existing schemes. It would be interesting to determine
whether this stronger security is achievable in this setting. We could also consider ex-
tending both security models to allow for the revocation of users, as in the fully dynamic

model for group signatures.

The online extractable signature proofs of knowledge used in Chapter 4 are costly in terms
of efficiency. Therefore, if the construction could be built without such proofs, it would
allow the work to be more easily implemented. Signatures for the scheme in Chapter 6
are significantly larger than for the scheme in Chapter 4. If a more efficient construction

could be built, it would allow the strengthened primitive to be used in practise.

The security of all our constructions is based on hardness problems related to the discrete
logarithm problem. This means they are all vulnerable to attacks by an adversary with

quantum capabilities. A potential future direction could be to build these primitives from
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post—quantum secure cryptography.
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Appendix A

Additional Security Proofs for our

RS-GS construction

A.1 Traceability

Assuming the random oracle model, the SPK is zero—knowledge and simulation sound

extractable, and the g-SDH assumption, our RS-GS construction satisfies traceability.

Proof. We show that if an adversary A’ exists, such that Pr[ExptATff?fS_GS (1, R, 7 U, Aggr) =
1] =€, for some 7, R, 7, U, Aggr with |R| polynomial in 7, n = || polynomial in 7, there
are | different values of (r,t) queried to the H oracle, or ALLREP oracle, and € is non—
negligible in 7, then we can can build an adversary A, that solves the q-SDH problem,
where ¢ = n, in polynomial-time. We describe A in Figures A.1 and A.2. We then
describe why the simulation given in Figures A.1 and A.2 and the traceability experiment

are indistinguishable to A, and how A’ works.

We first show that all inputs that A provides to A’ are distributed identically to the
traceability experiment.

Simulating (gpk,osk,ID). W = T, = G3. G; is chosen randomly due to p being

chosen randomly and independently. As v; is chosen randomly and independently, H is
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A.1 Traceability

USK (uid)

if b =1 and uwid = wid® A aborts else return usk|uid]

POST(I, uid,r,t,w)
if b =1 and wid = uid*
if {(w, WG5S ) #t(H(r,t),Gy) return L
p1,p2 8Ly, Th +— K, T5 < ZyjgrwH" T3 = KP? Ty < Zyiq~wG"?
G1 « H(r,t) - Gy, Simulate 7 with Ty, Ty, T3, Ty, G4
return Q « (11, Ts, T5, Ty, )
else return Postltem(gpk, I, usk|uid],r, t,w)

SENDFB(uid, fb,(I,r,t,))
® <5 SendFB(gpk, uskuid], (I,r,t,Q), fb)

ALLREP (uid, t, r)

if (uid,t,r,out) € AR, return (out,r,ZD)
n—1 )
out’ + H(r,t), let ((r,t),out’,x) € HL,out” + H (T yxreuid.d
j=0
AR + ARU (uid, t,r,out”), ID < ID U (uid, r,t, Zyqout”), return (out” r ID)

H(in)

if 3(in,out) € HL return out

n .
else x < Z;,out — H(Tf])xz\f, add (in,out,x) to HL, return out
§=0

Figure A.1: Simulated answers to oracle queries for our traceability proof
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A.1 Traceability

AT, T, T) T Ty, 1))

Create Empty Lists HL, AR, b s {0, 1}, uid' <sU

ifb=0,V<Un +n

if b= 1,uid" «sU\{uid'},V < U\{uid"},n' < n — 1, 2yia+ <Ly, Zyia- <5 Gy
Vuid € V\{uid'}, Tuid, Yuia <5 L,

n'—1 n'—1

n'—1
(i+1) MG
pesZylet f(X)= [ (X +zwa)= ng Gy H VA @

uideV\{uid'} =0
Gy To, W « T3z, v1,v5 s Z, H + (TG})"" Gy H)Y/™
G 75, K« HYS & 75 G+ K, gpky + (G1, K, H,G, G2, W)

n'—2 n'—2 ) )
Vuid € V\{uid'} let fuia(X) = I1 (X + 250 = Y Muia; X3 Buia < ] ()"
wideV\{uid’ ,uid} J=0 Jj=0
Zuid — Buzd(Bf,,(l‘Z Tuta)rr—1) /VzGul/w)yu’i%USkl [uZd] — (Zuidaxuidayuid)

1% - g/
Yuid! $ V2, Tuid < T, Lyiqr < Gll,llSk1 (wid'] < (Zuiar, Tuid’ s Yuid’)

Let g(X) = ] (X + zua) = Z,\ X7

uideU
Vuid € U, set guia(X) = g(X) /(X + xyia) Z Kuid,j X

Finish computing (usks[uid], gpks, ZD) as in Setup
(It b, ®,1, L, F) s A,USK,POST,SENDF&ALLREP,H(gplﬁOsk,ID)
Let Q = (Th,T»,T5, Ty, )
if Pout such that ((r,t),out,x) € HL return |
Extract x*, p7, 2* from 7, y* < 2* — a*p}, Q" + TgT_é1
if 2% = 2o with uid €U w s ALLREP(uid, t, ), O* « Q*w™ ' = (Gy, 7V )"/ 7
if uid ¢ C if a* # xyiq-return L
return (Q*G;"Y /”2)W,x*)
if uid € C if % # zypreturn L

v2
return (Q*G;"Y /”2)1/271:*)795*)

* _ v2
else return (Q*G; """ /V2G1 X/“)"2*y**<"1'y*+><“2/ﬂ><w**1>,x*)

Figure A.2: A which solves the g-SDH problem, using A" which breaks traceability for the
RS-GS construction
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A.1 Traceability

independent of Gy. (£1,&2, K, G,ZD) are chosen as in Setup. Therefore (gpk, osk,ZD) are

distributed identically to the traceability experiment.

We will use the fact that I' = G] and Byq = G}/(VH““) later. This is because G1 =

’_ i ) ’_ (i+1) uGi ’_ i Gy

[T () =117 and so T =TI (@) =TI 7 = 61, and B =
'_9 I\ HMuid,j wi 1/(y+Tyi

H?:O (Tiy ) — Tlllf a(y) — Gl/(’Y x d).

Simulating the USK oracle. = The USK oracle is distributed identically to the trace-
ability experiment because, provided the oracle does not abort, if uid # uid’,

((T—zyia)v1—1)/ve B (v+Tuiq)/v2 Yyuid
uid uid

Zuia = Buial B0 VGt — B (B

uid
— Bm;dBind(Vl (y+z)—=1)/v2 — (G1G31/uid(’/1 (y+z)-1)/v2 )1/('Y+5L“uid) _ (GlHymd)l/(’Yeruid) 7

uid -

and Z;q = GT = (GlGZ{I(7+I)71)1/(7+$) = (GlHyuid,)l/(’Yeruid/)'

Simulating the POST oracle. If b =1, and uid = wid* is input to the POST oracle,
because Z,;q+ was chosen randomly and independently, it is distributed identically to
the traceability experiment. The SPK can then be simulated due to the zero—knowledge
property. The signature output is then distributed identically to in Postltem. If 6 = 0 or

uid # uid*, our oracle works in exactly the same way as in the traceability experiment.

Simulating all other oracles. The SENDFB oracle is identical to the traceability
experiment. The ALLREP oracle is distributed identically to the traceability experiment,
because H;‘;& (T;’j)x"“uid’i =T f‘g(v)/ (rFewia) — 94(p, 1)L/(+2uia) The hash oracle is dis-
tributed identically to the traceability experiment in the random oracle model, because x

is chosen randomly and independently every hash query.

Reduction to g-SDH. If A’ is successful and outputs (I,r,t,€) then there exists out
such that ((r,t),out, x) € HL, and so A does not abort for this reason. This is because for
A’ to have output a valid signature on (r,t), they must have queried this to the hash oracle.
As Q was not output by the POST oracle, we can extract (Q*,x*,y*) such that Q* =

(Gy, ]'{y*out)l/(mmrw7 because (2 is a valid signature.
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A.1 Traceability

Assume A’ is successful. If 2* = x4 for uid € U\C, then we assume we chose b = 1 with

probability 1/2, and wid = uid* with probability 1/n. A will not have aborted during

*

USK, because uid* was not corrupted. If vy — y* — 1y*(2* — ) = 0, then vy = T

If y* = 0 then v = 0, which is not possible. Therefore the adversary can obtain v; and

so break the discrete logarithm problem, which is implied by the ¢-SDH problem.

Due to the fact that Q* = (G HY")/ "+ then

*
v —v1y

~ _ * v2 2 — Rk Y
(Q*Gl ny /VQ)ug—y*—uly*(z*—z) — (Glﬂy*)(’Y+Z*)(V2_y*_”ly*(z*_z)) Gi’2—y*—’/1y*($ —x)

*
v —ny

(GIGZ{*(W (V+$)—1)/V2) FF = o T =) G v e

y*lq(7;&-2)—@1*1-'/2—11:”1*@4-1*) 1/(y+a*)
— G, Pl gl/ore),

Given this, A can break the g-sdh assumption as shown in [20]. Therefore, in this case,

assuming A’ was successful, A succeeds with probability 1/2n.

If 2* = x4 for some wid € C, then as (G HYwidout)!/(#uiat?) is saved in ID, y* # yuid.
Q* = (GLHY")V/@"+7) Assuming b = 0 was chosen with probability 1/2, the USK oracle
does not abort. Therefore, assuming x* = x,;y with probability 1/n, then A will not

abort. As vy = Yy # Y, then vy — y* £ 0.

Due to the fact that Q* = (G1HY")/@"+7) | then

_l,ly*

(GG Y m = (G HY ) TRt G

. vy _”ly: y*V1(W+Z)—y:+l'2—y*'/1(w+w*) .
(GIGZIJ (V1(7+$)—1)/V2)7(%%*)(1,2,7;*)Gi@—y e (v +a¥)(v2—y*) G%/(AH_ZE )'

Given this, A can break the g-sdh assumption as shown in [20] . Therefore, in this case,

assuming A’ was successful, A succeeds with probability 1/2n.

If % # xyq with uid € U, then we assume b = 0 was chosen with probability 1/2.

Therefore, the USK oracle does not abort, and so A will not abort.

If vo —y* = (1y* + xv2/p)(a* — x) = 0, then x = vy 1y (@' =2) - Therefore the

vo(z*—1x)
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A.2 Soundness of Reputation

adversary can obtain x and so break the discrete logarithm problem, which is implied by

the g-SDH problem.

Due to the fact that,

n x(v+z)

out!/(r+z*) H TWJ X\ 1/ Yz Txg(v)/(%x ) Gu<v+z*>

j=0

x(z—a*) x(z—z*)

= FX/”('Y—FI*)G%:C/N(W—H: ) = (I‘X/“GXI /'u)l/(’H-x )Gu(wﬂc*) GX/MGM('Hx*)

and Q* = (G HY out)/(r+")

and

(GlHy*)l/('Y+x*) — (GIG?{*(VI('Y‘FZ')—l)/VQ)1/(,y+x*)

y v a* v vy voty* (v1 (z—z*)—1)

_ GVZ(’Y+Z*)GV2(’Y+Z*) (G G?J *(vi(z—x*)— 1)/V2)1/(’Y+1’*) Gy VI/VQG va(y+a*)

i

we have that,

* v
(Q*G;Vly /v G;X/N) vo—y*—(v1y* +xva/m) (@* —2)

voty* (v (=) —1) . x(z=z*) vy
= (Y "G, 0T G e Gyt G e )

vty (v (z—2*)—1)  x(z—a*) vy *
_ (Gl vo (v+a*) Gf(*ﬂr@f*))ugfy**(u1y*+xu2/u)(1**z) = Gi/(’y-‘rﬂc )

Given this, A can break the g-sdh assumption as shown in [20] .
Therefore, in this case, assuming A" was successful, A succeeds with probability 1/2.

Therefore A solves the q-SDH problem with probability at least -

A.2 Soundness of Reputation

Assuming the CL signatures are existentially unforgeable under the chosen—message attack,
the SPK is zero—knowledge and simulation sound extractable, and the random oracle

model, our RS-GS construction satisfies soundness of reputation.
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A.2 Soundness of Reputation

Proof. The CDL scheme makes use of Camenisch—Lysyanskaya (CL) signatures [39]. These
are existentially unforgeable under the chosen—message attack [73] assuming the LRSW

assumption [97], as detailed in Section 2.5.5.

sound—rep

We show that if an adversary A’ exists, such that Pr[EXPA/,RS-GS (1, R, 7 U Aggr) = 1] = e,
for some 7, R, 7, U, Aggr with |R| polynomial in 7, n = |U| polynomial in 7, corrupting
[ users with the USK oracle, and € is non—negligible in 7, then we can can build an
adversary A that breaks existential unforgeability under the chosen—message attack for
CL signatures. We describe A in Figure A.3. We then describe why the simulation given
in Figure A.3 and the soundness of reputation experiment are indistinguishable to A’ and
how A works. The adversary A has input parameters (p, G1, G2, Gr, e, G1, G3), the public
key (X =GS,Y = Gg), and access to a CLSIGN oracle which takes input f and outputs

(a,aP, a®tfoB), for a +sGy.

We first show that all inputs that A provides to A’ are distributed identically to the

soundness of reputation experiment.

Simulating inputs to A’. (gpk,osk) are chosen in exactly the same way as in Setup.
The POST and ALLREP oracles are the same as in the soundness of reputation experiment.
Due to the distribution of outputs of the CLSIGN oracle, users’ secret keys are of the form
(f, (A, AB ActTeB AfB)) for randomly chosen A € Gy, therefore answers to USK queries

are distributed identically to the soundness of reputation experiment.

If b = 0 or uid # uid* then the SENDFB oracle is the same as in the soundness of reputation
experiment. We now show that outputs are correctly distributed if b = 1 and uid = wid*.

Let Ay = A‘f, because A* = A1 Ay, then
B* — A{J’Ag _ A*ﬁ,C’* _ A?ASA(IIBfA(IIBadf _ A*a(A*)aﬁ(f+daf)/(1+d)7
D — (ArfAcllaﬁ)f — pA*B(f+daf)/(A+d) _ px(f+daf)/(1+d)

Therefore ((f + daf)/(1 + d), (A*, B*,C*, D*)) is distributed identically to a user secret
key, because f,d were chosen randomly and independently. Therefore, (A’, B’,C’, D')
are distributed identically to the SendFB oracle. Also J = D*d" = pxd"(f+daf)/(1+d)
H(I, 7 t,Q)I+dal)/(0+d) which is distributed as in SendFB. The proof  can be simulated
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A.2 Soundness of Reputation

USK(uid): POST(1,uid, r,t,w):

if b =1 and wid = uid* A aborts return Postltem(gpk, I, (usky[uid],-),r, t,w)
else CU «+ CU U {uid}, return uskuid]

SENDFB(uid, fb, (I, t,5)):

if b =1 and uid = uid*, Z « H(I,r,t,Q), for (I,r,t,Q),Z,d") € HL,J « D**
d 75, A A" B« B ¢ ¢ D'« D
Simulate 7 with A", B',C’, D', J return (A, B',C", D', J,7)

else return SendFB(gpk, usk[uid], (I,r,t,Q), fb)

ALLREP(uid, t, 7):

return AllocateReputation(gpk, (iski, -), uid, (usky[uid],-),t,r,ZD)

H(in):
if 3(in,out,-) € HL return out
else d” 73 HL « HLU (in, B** ,d") return B*"

ACLSIGN (X, Y)

Create empty lists HL,CU,b+s{0,1},V « U
gpks < (X,Y), finish computing gpk, osk, isky,usky,r,ZD as in Setup
if b=1,uid" <sU,V < U\{uid"}, f <7, a <s L, with a # 1

(A1, By, C1) s CLSIGN(f), (A2, B, Cs) s CLSIGN(af)

A* AlAQ, B* «+ BlBQ, C* + 0102, D* + (BlBQa)f
Yuid € V

Fuia <5235, (Auia, Buid, Cuia) < CLSIGN( fuia), Duia < Blus!
usk[uid] < (uski[uid], (fuid, (Auids Buid, Cuid, Duid)))

USK,POST ,SENDFB,ALLREP, H

((L,r,t,9),{fbj, ®;}: 1)) «-s A’ (
j s [l + 1], Extract f; for (fb;, ®;)
Let ®;, = (4, B',C', D', J, )
return (f;, A, B',C")

gpk, osk)

Figure A.3: A which breaks existential unforgeability under the chosen—message attack for
CL signatures, using A" which breaks soundness of reputation for our RS-GS construction
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A.2 Soundness of Reputation

due to the zero—knowledge property of the SPK used. The hash oracle is distributed

identically to the random oracle model, as d” is chosen randomly for each query.

Reduction to existential unforgeability of CL signatures. We now show that the
output of A is a valid forgery of a CL signature with non-negligible probability. For this
to be the case, (f}, A, B',C") output by A should be a valid CL signature, and f} should
not have been queried to the CLSIGN oracle. For all potential strategies a successful A’

could take, we show that A is successful with non-negligible probability.

Assuming A’ is successful, there is some j* € [I+1] such that fi. & {fuia : uid € C}, where
the f]’-* was extracted from (fbj«, ®;+). This is because all signatures output are valid and

unlinkable. We assume j* = j, which occurs with probability 1/(1 + 1).

If A" corrupts all users so that | = n, we assume A chose b = 0, which occurs with
probability 1/2, and so A does not abort. As fi. ¢ {fuid : uid € C}, and b =0, fi. was
not input to the CLSIGN oracle, and so A wins. Therefore A succeeds with probability
1/2(1+ 1).

If A’ corrupts | < n users, we assume A chose b = 1 and wid* ¢ C, which occurs with
probability (n —1)/2n. As wid* is not queried to the USK oracle, A does not abort. For

A to win, fj+ must not have been input to the CLSIGN oracle.

If f]’-* = fuia With uid € U\C, then we assume uid = uid*, which occurs with probability

1/(n—=1). Asa # 1, fi. = f(}iga) # [ or af, therefore fj. was not input to CLSIGN.

Therefore, A succeeds with probability 1/2n(l + 1).

If fj« & {fuid : wid € U}, then the only case that fi. was input to CLSIGN is if fi. = f

or af. Let f* = %. Fixing f,a, then g(0) = % is a bijective function, meaning

that f* = % is uniform and random and therefore independent of f,a. All inputs to

A’ were distributed independently of f,a, therefore f]’-* = f or af with probability 1/p.

(p—=2)(n—1)

Therefore, A succeeds with probability S (1)

Therefore, A succeeds with non-negligible probability.
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A.3 Anonymity of Feedback

A.3 Anonymity of Feedback

Assuming the DDH assumption in G1, the SPK is zero—knowledge and the random oracle

model, our RS-GS construction satisfies anonymity of feedback.

Proof. We show that if an adversary A’ exists, such that Pr[Exp’Rs. égfo (1, R,7,U,Aggr)

=1] —Pr[Expj@?éLsfég_l(T,R,f,Z/l,Aggr) = 1] = ¢, for some 7, R, 7, U,Aggr with |R| and
n = |U| polynomial in 7, ¢ different items (I, r,t,2) are queried to the H and SENDFB
oracles in the choose stage, and € is non—negligible in 7, then we can can build an adversary
A that breaks the DDH assumption. We describe A in Figure A.4. We then describe
why the simulation given in Figure A.4 and the anonymity of feedback experiment are

indistinguishable to A, when a DDH tuple is input, and then how A" works.

Simulating the inputs to A’. Assuming A is input a DDH tuple, inputs to A" are
distributed identically to the anonymity of feedback experiment. If A does not abort, the
USK, POST, and ALLREP oracles are exactly the same as in the anonymity of feedback

experiment.

The SENDFB oracle is also the same as in the experiment, provided uid* is not input.
If uid* is input, the output is distributed identically to the output of the oracle in the
anonymity of feedback experiment. This is because letting Q2 = Qf tas A = Qil/ g ,
then B' = Q{ = AP, C' = A*Qd> = A APhi D' = Q¢ = B If A does not abort in
SENDFB, then j' # ¢* or ¥ =1, and so H(I,r,t,Q) = Q¥, and J = Q¢ = H(I,r,t, Q).
Due to the zero—knowledge property of the SPK used, 7 can be simulated. Therefore the

output of SENDFB is distributed identically to the anonymity of feedback experiment.

The hash oracle is distributed identically to the random oracle model, as d is chosen
randomly. The (gpk,isk, osk) input in the choosing phase are chosen exactly as in Setup.
The input in the guessing phase (A’, B',C’, D’, J, ) is distributed identically to outputs
of SendFB, because if Q4 = gz and A" = Qg/ﬂ, B' = Q¢ = AP 0 = AQi =
AleAlPef2 D = Q4 = B'f2. If A does not abort, H(I*,r*, t*, Q%) = le, and so J = Q4/ =
H(I*,r*,t*, Q") 2. Again, due to the zero-knowledge property of the SPK used, 7 can
be simulated. This signature is consistent with the SENDFB oracle, because A does not

abort, so uidy, = wid*, and (Q1, Q2, Q3,Q4) is a DDH tuple, therefore f1 = fo.
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A.3 Anonymity of Feedback

USK(uid): POST(1, uid, r,t,w):

if wid=wid*,if b=0 A returnl else A return 0 return Postltem(gpk,I, (usk;[uid],-),r, t,w)

else return usk[uid]

SENDFB(uid, fb, (I,r,t,Q)):

if wid = wid® if (I,r,t,Q) = (I*,r",t*, Q") if =0 A returnl else A return0
desZi A« QYP B + QLC' « A°QI* D' « Qd, S« H(Irt,9)
for ((I,r,t,Q),S,d,j5) € HL if j/=q* and¥ =0, ifb=0 A returnl else A return0
else J « Q¢ , Simulate 7 with A’, B',C’, D', J
return (4, B, C', D', J, )

else return SendFB(gpk, usk|uid], (I,r,t,8), fb)

ALLREP (uid, t,r):

return AllocateReputation(gpk, isk, uid, (usk; [uid), ), t,r,ID)

H(in):

if 3(in,out,-,-) € HL return out

j=j+1if j=qg* and ¥ =0,d s Z}, HL < (in,Q3%,d,j) UHL, return Q3"
else d«sZ) HL « (in,Q1",d,j)UHL return Q,*

A(Q1,Q2,Q3,Q4)

1: bb +s{0,1}, uid" +sU,q* <slq],j + 0, create empty list HL

2: Compute (gpk,isk,osk,usk) as in Setup, except usks[uid*|
31 (st,uidg, uidy, fb, (I*, 1%, t*, Q%)) s A/USKPOSTSENDFBALLRER.H () oce gpk, isk, osk)

4: if wid® # widy, return 0

5: if b = 0,if ((I*,r*,t,Q%),-,-,¢*) ¢ HL return 0,else let ((I*,r*,t*,Q%),9,d',¢") € HL
6: if v =1,if I((I*,r*,t*,Q%), ,,-) € HL return 0

70 d s, S+ QFj < j+1,q" + G, HL < ((I*,r*,t*,Q%),8,d,q") UHL

80 desZi A+ QYF B « Q3,0+ A°QI* D'+ Qi

9: J<« Q% Simulate = with A, B',C",D’,J

b* s A/USK,POST,SENDFB,ALLREP,H(guess’ st (A, B,C'". D, J, )

11 : if widy or uidy queried to the USK oracle b* < 0

12 if (widy,-, (I,7,t,Q)) or (uidy,-, (I,7,t,Q)) queried to the SENDFB oracle b* « 0

13: if b* =0 return 1, elsereturn 0

10 :

Figure A.4: A which distinguishes between DDH tuples in Gi, using A" which breaks
anonymity of feedback for our RS-GS construction
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A.3 Anonymity of Feedback

Reduction to the DDH problem. If A was input a DDH tuple (Q1,Q2,Q3,Q4),
then we assume wid* was chosen so that uid* = widy, which occurs with probability 1/n,

therefore A does not abort during line 4.

If A" outputs (I*,7*,¢*,Q*) in the choosing phase that they have queried to the hash
oracle or the SENDFB oracle, we assume b = 0 and that this was the ¢*th such query,
which occurs with probability 1/2¢. Then, provided A does not abort, all inputs to A" are
distributed identically to the anonymity of feedback experiment.

The probability that A outputs 1 is then
1/2(Pr[Exply e e (7, R, 7, U, Aggr) = 0] + Pr[Exp’y e e (7, R, 7,U, Ager) = 1])

= 1/2(1 — Pr[Exp’y s {&°(r, R, 7, U, Aggr) = 1]+ Pr[Exp’y me te ' (7. R, 7, U, Aggr) = 1])

=1/2e+1/2.

Therefore, A outputs 1 with probability (e + 1)/4gn.

If A" outputs (I*,r*,t*,Q*) in the choosing phase that they have not queried to H or
SENDFB, we assume & = 1 is chosen which occurs with probability 1/2, and so A never
outputs early outputting 0. Then, by the same argument, A outputs 1 with probability
(e+1)/4n.

If (Q1,Q2,Q3,Q4) is not a DDH tuple, then A still aborts returning 0 in lines 4, 5, 6 with
the same probability. A’ is now given a signature in the guess stage that is independent
of both fud, and fyid,, therefore the probability A" guesses correctly is 1/2. If A" queries
USK with widy, uid; or SENDFB with widy, uidy and (I*,r*,t*,Q*), then A outputs 1
with probability 1/2. Therefore, if A" outputs (I*,r*,t*,Q*) in the choosing phase that
they have already queried to the hash oracle or the SENDFB oracle, then the probability A
outputs 1is (1/2)(1/2gn) = 1/4gn. If A’ outputs (I*,7*,t*, Q*) in the choosing phase that
they have not queried to # or SENDFB, then the probability A outputs 1 is (1/2)(1/2n) =
1/4n.

Therefore A has at least a €/4gn advantage in distinguishing between DDH tuples. O
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A.4 Non—frameability

USK(uid): POST (I, uid,r t,w):

if wid = wid® A aborts return Postltem(gpk, I, (usk;[uid],-),r,t,w)

else return usk[uid]

SENDFB(uid, fb, (I,r,t,)):

if wid = uid*, d <25, A' + QY7 B' + Qf,C" + A Qi D' + Q4
S« H(,rt,Q),((I,nt,Q),S,d)e HL
J + Q% Simulate 7 with A’, B',C", D', J
return (A, B, C', D', J, )

else return SendFB(gpk, usk[uid], (I,r,t,Q), fb)

ALLREP(uid,t,r):

return AllocateReputation(gpk, isk, wid, (usky[uid],-),t,r,ZD)

H(in):
if 3(in,out,-) € HL return out
else d' <sZy,, HL <~ HL U (in, Q¥ .d) return QY

A(Q1,Q2)

Create empty list HL, uid* +sU

Compute (gpk,isk, osk,usk) as in Setup, except usks[uid®]
((I,7,t,9), fb, D) <_$A/USK,POST,SENDFB,ALLREP,H(

Extract f* from ® return f*

gpk, isk, osk)

Figure A.5: A which breaks the DL problem in G1, using A" which breaks non—frameability
for our RS-GS construction

A.4 Non—frameability

Assuming the DL assumption in G1, the SPK is zero—knowledge and simulation sound ex-

tractable and the random oracle model, our RS-GS construction satisfies non—frameability.

Proof. We show that if an adversary A’ exists, such that Pr[Epo(f?R_S]_c ce (1, R, 7, U, Aggr)
= 1] = ¢, for some 7, R, 7, U, Aggr with |R| polynomial in 7, n = || polynomial in T,
and € is non—negligible in 7, then we can can build an adversary A that breaks the DL
problem. We describe A in Figure A.5. We then describe why the simulation given in
Figure A.5 and the non—frameability experiment are indistinguishable to A, and how A’

works.
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A.4 Non—frameability

We first show that all inputs A provides to A’ are distributed identically to the non—

frameability experiment.

Simulating inputs to A'. (gpk,isk,osk) are chosen in exactly the same way as in
Setup. Provided A does not abort, the USK, POST and ALLREP oracles are the same
as in the non—frameability experiment. If wid # wid* is input, the SENDFB oracle is
identical to the non—frameability experiment. If uid = uid* is input, letting ()2 = Q{ , and
as A = d/ﬁ, then B’ = Q¢ = A8, C' = A'*Qd> = A*AP] D' = Q4 = B'/. Because
H(I,r t,Q) = Qﬁl/, J=Q% =H(,rt,Q)f. 7 canbe simulated due to the zero-knowledge
property of the SPK used. Therefore the output of SENDFB is distributed identically to
the anonymity of feedback experiment. The hash oracle is distributed identically to the

random oracle model, because d’ is chosen randomly.

Reduction to the DL problem. Assuming A’ is successful, there is some wid ¢ C such
that (I,r,¢,Q), fb/, ®") was output by the SENDFB oracle under input wid, ((I,r,t,), fb,
®) was not output by SENDFB under input wid, and LinkFB(gpk, (I,r,t,Q), fb, ®, fV',
®') = 1. The signature ® output by A" was not output by SENDFB with input user
wid' # wid, because otherwise LinkFB(gpk, (I,r,t,Q), fb, ®, ft/,®") £ 1. Therefore, it
is possible to extract f*. We assume uid = wid*, which occurs with probability 1/n.
Then A will not abort. Again, let Q2 = Q{, and also let ((Z,r,t,Q),S,:) € HL, and
o = (A*, B*,C*,D*, J*, ), ® = (A,B',C', D', J, 7). As the signatures are linked,
J =8 = 8 = J*, therefore f = f* mod p. This means A successfully finds the

discrete logarithm with probability €/n. O
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