View metadata, citation and similar papers at core.ac.uk brought to you by fCORE

provided by Isik University Academic Open Access

Cryptanalysis of image encryption with compound
chaotic sequence

Ercan Solak
Department of Computer Engineering
Isik University, Istanbul, Turkey
Email: ercan@isikun.edu.tr

Abstract—Recently, an image encryption algorithm based on give known-plaintext attack. Section 5 illustrates theaclts

compound chaotic sequence was proposed [Tong et al., Imagewith simulations. We finish with concluding remarks.
and Vision Computing 26 (2008) 843]. In this paper, we analyz

the security weaknesses of the proposal. We give chosen-ipl&xt II. DESCRIPTION OF THE ENCRYPTION SCHEME
and known-plaintext attacks that yield the secret parametes of
the algoritm. Our simulation results show that the computaional The plaintext is an image of sizé x w, where each
complexity of the attacks is quite low. pixel is represented as a byte. The encryption involvesethre
operations; mixing, row rotation and column rotation.
. INTRODUCTION The scheme uses three chaotic systems to generate the

_ ) seudo-random variables used in the three steps. The key of
During the last two decades, there has been a steady incr AsCoverall system is two real parametesyo € (—1, 1)

in the number of proposals for chaotic cryptosystems. EarlyThe first chaotic system is a 2D discrete-time system given
proposals included the use of synchronized dynamical sysste as

In synchronization-based systems, a common coupling kigna

provides synchronized states. These states are, in tued, usi Tn ] _ F({ Tn—1 ])

to encrypt and decrypt messages [1]. Synchronization based Y~ Yn—1

cryptosystems can generate ciphertext with desirablistitat folzn_1) " 0

properties. However, these systems are weak against aglapti Yn W Zn—1 +Yn-1 <0,

synchronization and identification attacks [2], [3], [4]. = (1)
More recently, a number of chaotic image encryption sys- { In—1 } if Tp_1 4 yn_1 >0,

tems have been proposed. Some of them use discretized filyn—1)

chaotic systems in order to obtain algebraic transformatioyhere f,(u) = 8ut — 8u? + 1 and f; (u) = 4u® — 3u. At each
which operate directly on the plaintext image pixels [5]}. [6 step, one of the state variables, v, is chosen as
Others quantize discrete-time chaotic signals to obtaining
key sequences [7], [8] - { T i Zp1 +yn-1 <0
Although these approaches provide a framework similar to " Yo i Tp1+yn-1 20
the general practice in classical cryptography, we stiéche Finally, we obtain from z, an integer k, in the set
to rigorously analyze each proposal in order to establissttr (g 1 . 2551 as
in its secure operation. For example, even if the statistica
properties of a cryptosystem are at a desirable level, the kn = [128(2n +1)] .

algebraic structure of the system might contain flaws a . . .
weaknesses that can be exploited to compromise its securrjﬁ!1e chaotic syste_m (1)is |tergtéﬂ¢; t|m_es and the sequence
yka, ..., knyw} is reshaped into an image using row scan.

Hence, a healthy co-development of chaos cryptography . SR
chaos cryptanalysis provides the necessary framework e}ber_”[]{ denotedth:, nglse—lllie Image. b
designing more secure chaotic cryptosystems. € second chaotic system IS given by

In this paper, we give a complete break of the image en- Tn = fo(Tn_1). (2)
cryption algorithm proposed in [7]. We apply chosen-plexit ) ) . ) )
and known-plaintext attacks and show that the algorithm c&# integer sequencg, in {0,1,...,w — 1} is obtained using

be completely broken using only a couple of known or chosen LW d 3
images. The method we employ is similar in spirit to the Pn = {35(% + 1)J moaw. ®)
one_proposed in [3]. However, in our approach, we use tlﬁle chaotic system (2) is iteratédtimes so, we obtain the
particular structure of the permutation to yield an exaelsr sequence pi, pa,- - pn}

The organization of the paper as follows. In the next sectiontpa third chaotic syétem is given by
we give the description of the algorithm proposed in [7]. In
Section 3, we give the chosen-plaintext attack. In sectjomet Yn = f1(Un—1)- (4)
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IIl. CHOSEN PLAINTEXT ATTACK

A naive attack on the cryptosystem might try to reveal the

K
Zo,Yo —— F G—) secret keyseg andyy. However, we note that the parameters
K, p ando uniquely specify the encryption and the decryption
M operations. Hence if an attacker manages to reveal these

parameters, he can decrypt ciphertext images as if he is the
legal recipient. He does not need to know the original keys

p rotate andy. In this and the next section, we give attacks that try
To ——| fo ows to recoverk, p ando.
Assume that the attacker knows a plaintext-ciphertext anag
pair (P, ;). He choses a plaintext image such that
N
P(1,j) = PA1j)el, 1<j<w, 9)
o rotate Py(i,j) = Pi(i,5), 2<i<h, 1<j<w.
o h columns
Namely, P, differs from P; only in the first row, and the
difference in every pixel is just. The attacker observes the
ciphertextCs.
C Using (6), we have

Fig. 1. Encryption algorithm. AMis =M, &My =P, KOP, &K = P,® Py, = AP)».

Hence,AM,, is an image with zeros everywhere except on

the first row, where we have 1s. Using this with (7), we have

ANis = Ny® Ny = AM;io. Namely,A M5 remains the same

oy = F(yn + 1)J ) (5) under row rotation. When we apply the column rotation to
2 ANjs, the row of 1s is distributed according toin AC12 =

The chaotic system (4) is iterated times so, we obtain the ¢1 © C2 as
sequenceg oy, oz, - Oy} 1 i=0 41

The generated parametefs, p and o are used in the AC12(i, ) :{ 0 otherjwis,67
encryption as follows. '

Let P denote the plaintext image. In the mixing step, thghys, if the attacker observes thAIC5(i, /) = 1, then he
plaintext is XORed withK to obtain the intermediate valueconcludes that; = i — 1. Since each column oAC), has
M as only one nonzero pixel, the attacker can thus determine

M=PoK. 6) 1<j<w.

] ] Now that the attacker knows he chooses another plaintext
In the row rotation step, each row 8f are circularly rotated p, ang obtains the ciphertexts. This time, P; differs from
right with rotation amounts given in the sequencerhe row  p ony in the first column. Difference is again just 1 in every
rotation step can be written as pixel. Since the attacker know&Ci5 = C; @ C3, he uses
(8) to obtain the value oA N3 = N; & N3. He also knows
AM,3 = P; ® P;. Note that, by the particular choice &%,
where N denotes the second intermediate variable. Finallfie first column ofAM;3 is 1s and it is zero everwhere else.
the columns ofN are circularly rotated down with rotation ComparingAM;3 with AN,3 and using (7) we have
amounts taken from the sequenceThe column rotation can

be written as ANz (i, j) = { 0 jotheprwise

Again, an integer sequeneg in {0,1,...,h—1} is obtained
using

N(i, j+(pimodw)) = M(i,j), 1 <i<h, 1 <j<w, (7)

C(i+ (o;modh),j) =N(i,7), 1<i<h, 1<j<w. (8 )
i+ ):J) (i-9) J ® Thus, if the attacker sees thAtN;3(i,j) = 1, he concludes

The imageC is the ciphertext. thatp; = j — 1.

The decryption is straightforward. Using the secret param-Once the attacker has revealed the rotation amousiisd
eters,zg, 1o, we use (1), (2) and (4) to produdé€, p ando. o, finding K is straightforward. He starts with; and uses (8)
We go fromC to M using (8) then (7). We recove? with then (7) to obtain\/;. Then, he reveal& usingK = P, @M.
P=M®aoK. The chosen-plaintext attack requires one known and two

Figure 1 shows the block diagram representation of tlehosen plaintext images. The attack requires very littlewam
encryption algorithm. of computation.



IV. KNOWN PLAINTEXT ATTACK Once the attacker hgs and o, he uses (8) then (7) on a

In some cases, it might be difficult for the attacker to choo§#Phertext imageC; to obtain ;. He then recovers the key
a plaintext and apply chosen-plaintext attack. In thisieact askK = M, @ Pr. ) . .
we describe a known-plaintext attack that requires aboat tw 1he attack requires only a few known plaintext-ciphertext
known plaintext-ciphertext pairs of images. pairs for moderate image sizes.

Assume the plaintext-ciphertext paiB;, C1) and(P», Cs) V. SIMULATION RESULTS
are known by the attacker. We know that\l = M; @ My =

AP = P, ® P,. So the attacker know\M/. Also, he A. Chosen plaintext gttack
calculatesAC = C; @ Cs. In order to better illustrate the steps of the attack, we work

Going from AM to AC' we have first the rows and thenWith 16 x 16 images. We choose the secret keys:@s= 0.41
the columns rotated. There are no modifications to the pix@!d o = 0.87. Using (2), (3), (4) and (5), we obtain the
values of AM. Assume that the attacker observes rotation sequences ando as

AM (i1, j1) = AC(s1,t1) = AC(s2,t2) = -+ = AC (S, tm). p = {5,13,0,13,6,4,3,9,2,15,10,14,9,15,7, 1},

. . . = {8,7,9,3,15,11,0,1,11,0,0,5,14,7,8,6}.
So, the pixel(i1, 71) of AM is moved to one of the locations { }
(s1,t1), (82,%2), -+, (8m,tm) in AC. Using (7) and (8), we The key imageX is shown in Figure 2a .
have

pPi, € Al = {tl_jl modw,tQ—jl mod Wy ... ;tm_jl mod w}

Repeating the observation for another piRel/ (i, jo) on the
same row, the attacker sees that/ (i1, j2) is moved to one
of the locations(s1, 1), (52,%2), - - -, (8m, tm) in AC. Thus,

pi, € Ay = {t1—jamod w,ta—jomodw, ..., Lz —j2 mod w}.

Hence, the attacker knows that € A; N As. Considering
all the pixels on the same row, we obtain

w
pPi € ﬂ AJ‘.
j=1

If the intersection is a single point then the attacker has
found p;. If not, he uses another plaintext-ciphertext pair.
The attacker repeats the whole procedure for all the rows and
revealsp;, 1 <i < h. c)

Note that the intersection might shrink to a single pointreve
with the first few A;’s.

Once the attacker has the sequepche uses a similar set
intersection method to reveal First, using (7) andAM, the
attacker findsA N. Going fromAN to AC, only the columns
are rotated. Now, he compares the pixel value\d¥ (i, j) to
the pixel values on thg'" column of AC. Assume that he

Fig. 2. a) The keyK b) PlaintextP; c) AP;2 d) P>

Assume that the attacker knows that the known plainkgxt
is the two-level checkerboard image shown in Figure 2b. He
chooses the plaintex®, by flippping the values on the first
row of P,. P, and AP, = P, ® P, are shown in Figure 2d
and 2c. Note thatAPj5 is all zeros except in the first row

observes, where it is all ones.
AN(i,j) = AC(s1,5) = AC(s9,§) = - = AC(5y, j). In Figure 2_a, the pixel values span the full grayscale range
0 — 255. In Figures 2b, 2c and 2d, we used scaling so that a
Then, he knows that white square represents a pixel value of 1 rather than 255.
0; € Bi = {s1 —imodh, sy —imodh,...,s, —imodh}. The ciphertextC, and the differenc\Cy, = C1 @ C; are

(10) shown in Figure 3. Obviously; appears as the distances of
Repeating the observation for all pixels on i column, the the nonzero pixels from the first row iAC},.

attacker obtains Next, the attapker chooses the plaint@gt;hown in Figure
h 4a. Note thatP; is obtained by flipping the pixels d?, on the
a; € B (11) first column. Now that the attacker knows he applies (8) to

i=1

AC:3 and obtainsAN;3 = N1 & N3. The differenceA N3
Again, the attacker repeats the set intersection, withteadil is shown in Figure 4b. This time; appears as the distances
known plaintexts if necessary, until the intersection isngle of nonzero pixels from the first column A Ny3.
point. Then, he knows the value of. He repeats the whole Finally, the attacker uses (8) and (7) to g&y from C;.
procedure for all the columns. He calculatesk as K = M; & P;.



pi, 1 <1 < 256. We see that we need to intersect at maist
sets.

Once the attacker knows, he uses (7) to calculatA N
from AM. AN is shown in Figure 5d. Note thak N does
not look like a random image because it is only the row-ratate
version of AM = AP.
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Fig. 6. The number of set intersections untjlis uniquely found.
B. Known plaintext attack
Assume that the attacker knows the two plaintext-cipher USing (10) and (11), the attacker determings 1 < j <
text pairs shown in Figures 5a and 5b. The image sizes . Since the images contain enough variation in their pixel

256 x 256. Assume the secret parametes y, are as before. values, only a fewB; sets need to be intersected. Figure 7

The difference of images\P = AM = P, @ P», is shown shows the number of sets we intersected to pin dewnl <
in Figure 5c. ’ J < 256. We see that at mot sets need to be intersected for

everyo;.
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Fig. 7. The number of set intersections umtil is uniquely found.

Once the attacker hgs and o, he uses (8) and (7) to get

c) d) M, from C;. He calculated as K = M; @ P;.
) The attack takes less than a minute on MATLAB running on
Fig-5. a)P1 b) P2 ¢) AP = P1 & P> d) AN Mac OS X 10.5.4 with Intel Core 2 Duo 2.16 GHz processor
and 2 GB RAM.

Starting with the pixelAM(1,1), we see thaf}>, A;
contains just one element. So, we do not need to further
intersect the setd;, 38 < j < 256, to find p;. In general, we
need far fewer number of sets than the number of columnslin this paper, we gave a complete break of a recently
Figure 6 shows the number of sets we intersected to pin doproposed image encryption algorithm. We have demonstrated

VI. CONCLUSION



that the secret parameters can easily be found using chosen-
plaintext and known-plaintext attacks. Using simulaticar-

ples on real images, we have shown that our proposed attacks
require very little amount of computation.
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