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Abstract—The Internet-of-Things (IoT) has been widely
adopted in a range of verticals, e.g., automation, health, energy
and manufacturing. Many of the applications in these sectors,
such as self-driving cars and remote surgery, are critical and high
stakes applications, calling for advanced machine learning (ML)
models for data analytics. Essentially, the training and testing
data that are collected by massive IoT devices may contain noise
(e.g., abnormal data, incorrect labels and incomplete information)
and adversarial examples. This requires high robustness of ML
models to make reliable decisions for IoT applications. The
research of robust ML has received tremendous attentions from
both academia and industry in recent years. This paper will
investigate the state-of-the-art and representative works of robust
ML models that can enable high resilience and reliability of
IoT intelligence. Two aspects of robustness will be focused on,
i.e., when the training data of ML models contains noises and
adversarial examples, which may typically happen in many
real-world IoT scenarios. In addition, the reliability of both
neural networks and reinforcement learning framework will be
investigated. Both of these two machine learning paradigms have
been widely used in handling data in IoT scenarios. The potential
research challenges and open issues will be discussed to provide
future research directions.

Index Terms—Machine Learning, Reliability, Robustness, Ef-
ficiency, IoT

I. INTRODUCTION

Due to its fast development and advancement, the Internet-
of-Things (IoT) has been adopted by many industry sectors,
including automation, health, transportation, energy and manu-
facturing [1], [2], [3], [4]. Many applications in these verticals
are critical and high stakes applications, e.g., autonomous
vehicles and remote surgery [5]. The Statista estimated that
38.6 billion (by 2025) and 50 billion (by 2030) of IoT devices
will be in use around the world1. The overwhelming volume
of data is being generated and collected by billions of IoT
devices at the network edge, leading to the term of “edge big
data” [6]. The success of machine learning (ML), especially
deep learning (DL), in many sectors has shown that it is a
promising means to unleash the potential of edge big data and
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make intelligent decisions for many IoT applications [7], [8],
[9], [10], [11], [12], [13], [14].

According to the requirements of IoT applications and the
computing resources of IoT devices, data analytics can be
carried out either at IoT devices or at the cloud, or both
[15], [16], [17], [18]. Here, the cloud includes both legacy
remote datacentres and edge servers that are located in closer
proximity to IoT devices. In addition to the computation
related challenges at the cloud side [19], [20], [21], [16],
developing light-weight ML models has been a feasible way to
cope with the limited computing resources of IoT devices [22],
[23]. The offloading strategy is usually considered between
IoT devices and the cloud to reach a balance among many
factors, including energy consumption, communication delay,
computation efficiency, edge server placement, and security
factors [24], [25], [26], [27], [28], [29], [30].

It is well-known that ML models are data driven, i.e.,
models need to be trained and tested using the data collected
by massive IoT devices. These data are essentially not com-
pletely clean, instead some may contain a fair amount of
noises or adversarial examples [31], [32], [33]. Noisy data
contains the data that are not useful for model training and
testing, the data that are incorrectly labelled, and the data
that do not contain the complete information required to get
an ML model well trained [34], [35], [36], [37]. Adversarial
examples include the data that can make ML models work
erroneously with unexpected model behaviours [38], [39].
Data auditing schemes are usually considered to tackle the
issue of non-cleaned data [40]. Supervised, semi-supervised
and unsupervised learning are required depending on data
labeling in practice [41].

Due to the nature of high stakes applications in many IoT
scenarios, high robustness is urgently needed for ML models
to efficiently handle the IoT data with various degrees of
veracity. This paper will investigate the state-of-the-art and
representative studies of robust ML models, which can handle
IoT scenarios with noisy data and adversarial examples. For
dealing with noisy data, existing works mainly have two
strands. One is to pre-process the data to remove the noise, or
predict and complement the missing values. The other strand
is to develop robust models that can be resilient to the noise
and missing values. For handling adversarial examples, this
paper mainly focuses on the reliability of two well-known
ML paradigms, i.e., neural network and reinforcement learning
framework, and discusses the corresponding measurements
of reliability. This paper will provide useful guidance for
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researchers and engineers to perform related studies of IoT
applications.

The rest of this paper is organised as follows. Section II
introduces artificial intelligence (AI) powered edge computing
that is of paramount importance to IoT applications and
discusses two typical IoT scenarios that may cause the issues
of noisy data and adversarial examples. Correspondingly,
Section III and Section IV investigate the state-of-the-art and
representative robust ML models that handle the data of the
two cases discussed in Section II, respectively. In Section
IV, we will discuss the reliability issues of neural networks
and reinforcement learning framework, and the corresponding
solutions in the literature. Section V provides a list of potential
research challenges and open issues that can be useful for
guiding future research. Finally, Section VI concludes this
paper.

II. AI POWERED EDGE COMPUTING FOR IOT AND ITS
ROBUSTNESS TO IOT APPLICATIONS

Edge computing brings the computation and data storage
closer to the network edge [42]. The IoT data can be therefore
processed nearer the location where it is generated [43].
This computing paradigm shift is significant for reducing
the response time of IoT applications and saving bandwidth
towards remote datacentres [44], [45]. The benefits of edge
computing have attracted the attentions from many IoT verti-
cals, including autonomous vehicles, remote surgery, e-health,
transportation, and industrial IoT (IIoT) [46], [47].

Before diving into the details of robust ML, in this section
we will briefly discuss how AI can empower the intelligence
in edge computing. Comparing with data processing in cloud
datacentres, IoT data need to be processed more efficiently
at the network edge [48]. This is driven by the requirement
of many time-critical IoT applications, e.g., self-driving cars
and oxygen monitoring in mines [49]. Recent years have
witnessed a dramatically increasing number of computing
devices deployed nearer the data at which they are generated
[50], ranging from wearable smart devices to vehicle-mounted
computers, all the way to the edge servers deployed at the base
station. Due to advancement of computing technologies, ML
has penetrated into every aspect of these computing devices,
as shown in Fig. 1.

The robustness of data processing has become a dominate
factor in IoT big data that has received numerous attentions
from both academia and industry [51]. Robustness has various
interpretations in different scenarios. In this paper, we will
mainly focus on two typical IoT scenarios that may introduce
noisy data and adversarial examples. In the following, we will
briefly illustrate these two scenarios.

Scenario 1 – noisy data. Data collected by IoT devices
usually introduce a certain amount of noise. This is due
to several reasons. Since IoT devices are densely deployed,
they are working under radio frequency noise [52], [53]. In
addition, malfunction and/or abnormal behaviour (e.g., attack,
connection errors and man-made errors) of data collection in
IoT devices can also introduce noises [54], [55], [56]. Future,
inappropriate measurement calibration is also a key factor that

can make the collected data noisy. For example, an ML model
requires per-minute data collection for training while per-hour
data collection is achieved at random. Besides, some cheap IoT
devices are equipped with sensors that may have high error
rates due to quality of products. This will in turn contribute
to errors in data collection. Existing studies resort to either
developing pre-processing schemes to filter out noisy data or
proposing robust ML models to reduce negative effects caused
by noisy data.

Incomplete data is essentially not useful for the training
of ML models, and thus it is also a kind of noise in model
training. The incompleteness of data can be caused by several
factors. One of them is related to the reasons mentioned
above, where IoT devices are attacked or malfunctioning. This
results in missing information in the collected data. A more
important factor that causes the incompleteness of data is
due to privacy considerations [57], [58], [59]. For example,
some private data are not allowed to be collected, and some
privacy protection protocols are intentionally designed to share
only partial information between entities [60], [61], [62]. To
improve the quality and performance of ML model training,
existing works mainly focus on the prediction of missing data,
and the recovery and complement of missing values in the
data, or the improvement of ML models to make them resilient
to incomplete data.

Scenario 2 – adversarial examples. IoT devices may be
attacked and compromised to tamper the collected data. The
purpose is to fool ML models and let them make incorrect
decisions. This is particularly related to the reliability of ML
models. The reliability is informally defined as the probability
that a fault may cause a failure. There are many clearest
real-world IoT scenarios that require high reliability of data
processing, e.g., pedestrian detection in autonomous driving,
and object recognition in images/videos for surveillance and
monitoring in smart cities [63], [64]. There are several ML
paradigms that can be used to handle IoT big data and achieve
edge intelligence. In this paper, we will mainly focus on two
well-known paradigms: neural networks and reinforcement
learning framework. In the context of IoT, neural networks are
mainly trained either in a supervised way or an unsupervised
way using the data collected from IoT applications [41].
Reinforcement learning framework focuses on the interaction
between the intelligent agent and the IoT environment [65],
[66], [67], [68]. Through the iterative training from many times
of interactions with the environment, the intelligent agent will
be trained and get ready to use for a given IoT application.
Most of research on neural networks and reinforcement learn-
ing framework are focused on improving the accuracy of ML
models. Reliability and robustness are the two factors recently
receiving increasing attentions, in particular for critical IoT
applications. The evaluation of reliability of ML models is
regulated by different standards depending on application
domains, e.g., IEC 615082 for industrial systems and ISO
262623 for automotive. The discussion of these standards is
out of scope of this paper.

2https://www.iec.ch/functionalsafety/?ref=extfooter
3https://www.iso.org/standard/68383.html
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Fig. 1. Artificial intelligence is everywhere in the IoT and network edge, and a couple of typical cases that can cause noisy data (including incomplete data)
and adversarial examples.

In what follows, we will discuss state-of-the-art and repre-
sentative studies on robustness of ML models for the above
two IoT scenarios.

III. ROBUST LEARNING UNDER NOISY DATA

With the fast growth in the scale of IoT, noise is a common
factor in the IoT data; in most of the datasets, more than 10%
of data have missing values, or they contain outliers [34]. IoT
has been adopted in many sectors, e.g., smart city and smart
industry. In a smart city, IoT has been widely deployed for the
built environment, energy infrastructure, telecommunications,
transportation and mobility, health and human services, water
and waste water, public safety and payments and finance.
Many of them are critical infrastructures (a.k.a. national crit-
ical infrastructures in the United Kingdom4). Given that ML
models have been widely adopted in these infrastructures for
intelligent operations, ensuring the efficiency and robustness in
data handling is paramount of importance. However, noisy data
significantly affects the performance of ML models. In what
follows, we mainly investigate the state-of-the-art for handling
two cases of noisy data, i.e., incomplete data and outlier data.
A summary of these studies can be found in Table I, with the
details discussed below.

4https://www.cpni.gov.uk/critical-national-infrastructure-0

A. Incomplete Data

Due to many reasons, e.g., cyberattacks, connection errors
and sensor failures, IoT may collect data with missing infor-
mation. For example, missed values may exist in some rows
of collected data. Incomplete data may affect the training of
ML models, resulting in degradation of model performance.
To tackle this issue, one strand of existing research is to carry
out imputation, which is the process of replacing missing
information with substituted values.

In this family of research, the authors in [69] proposed a
hybrid neural network using a dynamic and recurrent network
called Jordan network to make prediction of missing data in
a medical IoT application. Then, a genetic algorithm was
proposed to enhance the neural network performance by
optimising its weights. Izonin et al. [70] proposed a regression
method for missing data recovery in an IoT based system.
In the proposed method, each data was transformed into a
vector using Ito decomposition [88], and coefficients of the
decomposition were searched using AdaBoost algorithm [89].
In order to tackle missing data recovery issues, Azimi et al.
[71] proposed a resilient decision-making framework for IoT
systems. The developed framework adopted multiple imputa-
tion methods augmented by additional auxiliary information
obtained via the IoT system. The missing data were then esti-
mated via various methods. Yu et al. [72] developed a method
to reconstruct the missing data with high accuracy. Specifi-
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TABLE I
THE REPRESENTATIVE STUDIES ON ROBUST LEARNING FOR NOISY DATA

Types of Noises Classes of Solutions Representative Works Main Contributions

Incomplete Data

Performing imputation
to replacing missing data
with substituted values

Al-Milli and Almobaideen
[69]

A hybrid neural network with a genetic algorithm was developed to
make prediction of missing data in a medical IoT application

Izonin et al. [70] A regression method for missing data recovery in an IoT based system

Azimi et al. [71] A missing data resilient decision-making framework for IoT systems
to tackle missing data recovery issues

Yu et al. [72] A method to reconstruct the missing data with high accuracy based
on adaptive weighted nuclear norm minimisation and a K-means
clustering algorithm

Sanyal and Zhang [73] A data aggregation approach for raw IoT data with high uncertainties;
a more reliable data matrix can be estimated

Naveen, Sharma and Nair
[74]

The missing data are pre-processed by replacing them with special
characters to facilitate data handling

Kok et al. [75] An approach to handle missing IoT data issue from the perspectives
of edge, fog and cloud computing

Developing
privacy-preservation

enabled models

Lin, Hsu and Shen [36] A new privacy preserving model was developed with the consideration
of missing data

Vakilinia et al. [37] A solution for privacy-preserving data aggregation over incomplete
data for crowdsensing

Feng et al. [76] A privacy-preserving tensor analysis and processing model for cloud
computing to provide services for IoT applications

Du et al. [77] A survey for privacy-preserving techniques in IoT applications, in
terms of data aggregation, trading and analysis

Wang et al. [78] A privacy-preserving outsourced support vector machine scheme for
the deployment of Internet of Medical Things

Chamikara et al. [79] A local differentially private algorithm to protect IoT data privacy

Outlier Data

Robust models that can be
resilient to outlier data

Moldovan et al. [80] Studying several ML techniques that can be applied to handle the IoT
datasets that are characterised by noisiness, high-dimensional feature
space and imbalance in classification

Lu et al. [33] A learning-based IoT solution to associate a specific identity with a
particular voiceprint; experimental results show significant improve-
ment in performance especially in noisy environments

Postol et al. [32] Investigating the classification problem of time-series data analysis
with noisy and incomplete IoT datasets, using the topological data
analysis (TDA) approach

Vrbaski, Bolic and Ma-
jumdar [81]

A micro-service based solution that uses complex event recognition to
handle the uncertainties of IoT systems under heavy loads of incoming
data

Tang et al. [82] An anomaly detector based on ensemble learning, targeting the data
anomalies in smart IoT devices

Removing noisy data to
better fit in an ML model

Aksoy and Gunes [83] A genetic algorithm was used to determine relevant features in
different protocol headers, so as to reduce the complexity and increase
the accuracy of classification by eliminating noisy features

Rahul and Banyal [34] A solution to remove outliers, missing values from the massive data as
a data cleaning stage, and only correct and cleaned data are collected

Gupta et al. [84] A real time model to filter out noise from IIoT data
Han et al. [35] A deep learning paradigm named co-teaching for tackling the issue of

noisy labels; there are two deep neural networks teaching each other
and obtain the good data for training

Salimitari, Joneidi and
Chatterjee [85]

A ML based framework for outlier-aware consensus in blockchain-
based IoT networks

Zou et al. [86] A strategy to enable robust and adaptive localisation in dynamic indoor
environment

Zhao et al. [87] A two-layer learning framework for robust anomaly detection under
unreliable anomaly labels

cally, the K-means algorithm was used to classify sensors into
different groups with similar patterns of measurement. Then,
given the correlations among attributes of sensor data, the

authors proposed an algorithm to adaptively assign different
weights to each singular value simultaneously. Sanyal and
Zhang [73] proposed a data aggregation approach to handle
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raw IoT data with high uncertainties. The devised approach
used sample data to reconstruct the subspace, and tracked
down the low-rank approximation of the dominant subspace
with high uncertainties. The robust dominant subspace is used
to find more reliable data from the uncertain raw IoT data. The
proposed approach can achieve this in a fully unsupervised
manner. Naveen, Sharma and Nair [74] pre-processed the
missing data by replacing them with special characters to
facilitate data handling. Kok et al. [75] proposed an approach
to handle missing IoT data issues from the perspectives of
edge, fog and cloud computing.

The special requirement of IoT applications, e.g., privacy
preservation, is another main reason of causing missing data
[90], [91]. Existing research in this area manage to develop
privacy-preservation enabled models. Lin, Hsu and Shen [36]
considered the missing data due to privacy issues and pro-
posed a new privacy-preserving model. They further developed
a method to anonymise the dataset. Vakilinia et al. [37]
proposed a solution for privacy-preserving data aggregation
over incomplete data. The solution was developed based on
linear transformation and homomorphic encryption scheme.
It can obtain aggregation results from the recovered sensing
results with no need to learn the individual details. Given
that tensors are useful tools for IoT big data analysis, Feng
et al. [76] proposed a privacy-preserving tensor analysis and
processing model for cloud computing to provide services for
IoT applications. Du et al. [77] provided a survey for privacy-
preserving techniques in IoT applications, in terms of data
aggregation, trading and analysis. Wang et al. [78] proposed a
privacy-preserving outsourced support vector machine scheme
for the deployment of Internet of Medical Things. The solution
can protect the privacy of training data and ensure the security
of the trained support vector machine model. Chamikara et al.
[79] redesigned the training process of privacy-preserving deep
learning that relied on the traditional server-centric approaches
and proposed a local differentially private algorithm. Basically,
for a convolutional neural network, the proposed solution
enables a data owner to add a layer between the convolutional
part and fully connected part before the data is released.

B. Outlier Data
The outlier data include those that are not useful for ML

model training, e.g., imbalance in dataset and anomaly in
labels. One direction of solutions for this problem is to develop
robust ML models that are resilient to such kind of noises.
The representative studies in this research direction will be
discussed below, some of which cover both the cases of
outlier data and the missing data that we have discussed
in Section III-A. Moldovan et al. [80] studied several ML
techniques that can be applied to handle the IoT datasets
that are characterised by noisiness, high-dimensional feature
space and imbalance in classification. Lu et al. [33] proposed
a learning-based IoT solution to associate an identity with
a voiceprint. An algorithm was developed to simultaneously
handle clustering and association. Experimental results showed
significant improvement in performance especially in noisy
environments. A recent study [32] investigated the classifi-
cation problem of time-series data analysis with noisy and

incomplete IoT datasets, using the topological data analysis
(TDA) approach. The authors showed the analysis results of
a 9-month dataset that depicts hundreds of interacting IoT
devices running in multiple residential settings. The dataset
is noisy and incomplete. They performed the experiments of
multi-class IoT classification. The results demonstrated that
TDA works well for classifying incomplete and noisy IoT
data. Vrbaski, Bolic and Majumdar [81] discussed complex
and challenging issues in IoT due to a huge amount of
raw sensor data with noises. They developed a micro-service
based solution that leverages event recognition to handle the
uncertainties of IoT systems under heavy loads of incoming
data. Tang et al. [82] proposed an anomaly detection method
based on an ensemble model, detecting data anomalies in
smart IoT devices. The robustness of the proposed method
lies on the ensemble ML model training.

Another direction of solving the issue of outlier data is to
remove those data, to allow more cleaned data as inputs to ML
models. A system for automated classification of IoT device
characteristics was developed based on network traffic [83]. In
this work, a genetic algorithm (GA) was used to decide useful
features in different protocol headers. This decision can elim-
inate noisy features from the data, and reduce the complexity
and increase the accuracy of classification. ML models are then
leveraged to classify the types of host devices by analysing
features selected by GA. Rahul and Banyal [34] proposed a
solution to remove outliers, missing values from the massive
data as a data cleaning stage, and only correct and cleaned
data are collected. Gupta et al. [84] followed the similar idea
to develop a real-time method to filter out noise from IIoT
data. They then used extreme learning machines (ELM) to
generate outputs for predicting adverse digressions. Han et al.
[35] dealt with noisy label issues in deep learning. The authors
mentioned deep neural networks have some preferences in
memorising training data. The data with cleaned labels would
be memorised before those of noisy labels. They proposed a
deep learning paradigm named co-teaching for tackling the
issues with noisy labels. Basically, there are two deep neural
networks teaching each other simultaneously. The result of co-
teaching is to obtain what data is good for training. Salimitari,
Joneidi and Chatterjee [85] proposed an ML-based framework
for outlier-aware consensus in blockchain-based IoT networks.
The framework first used a supervised ML algorithm to detect
anomaly activities. It then allows the transactions to go through
a traditional consensus protocol for ledger update. Zou et al.
[86] proposed a robust localisation model for dynamic indoor
environment based on the paradigm of transfer learning. They
used WiFi routers to extract real-time received signal strength
readings from target mobile devices as unlabeled target data.
So, the localisation model does not need to learn from the raw
noisy signal space. Zhao et al. [87] proposed a robust two-layer
learning model to detect anomalies in the context of unreliable
anomaly labels. In the proposed model, the suspicious data
was removed by the first layer and the anomaly types were
detected by the second layer.
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IV. ROBUST LEARNING FOR ADVERSARIAL EXAMPLES
AND RELIABILITY OF ML MODELS

The data with adversarial examples is another issue that can
fool learning models to make erroneous decisions. Developing
a learning solution with reliable behaviour for emerging high
stakes applications has attracted great attentions. In this sec-
tion, we will focus on the reliability of both neural networks
and reinforcement learning framework that have been widely
used in handling data in IoT scenarios.

A. Reliability of Neural Networks

Most of the high stakes applications rely on prevailing deep
neural networks. However, many deep neural networks can
provide predictions with high accuracy only in general cases.
Neural networks can be easily fooled and are vulnerable to
unexpected egregious errors [38], [39]. For example, a very
small change to an image, which is imperceptible to human
eyes, can cause a deep neural network to label it as something
else completely (e.g., mislabeling a building as a dog). Another
example is that a deep neural network can produce an image
that is unrecognisable to humans, with 99.99% certainty to
believe that the produced image is recognisable natural objects
(e.g., labeling with certainty that TV static is a motorcycle).

Another strand for the research of reliable neural networks
is from the perspective of robustness, i.e., the reliability of
a neural network model for unseen data. A neural network
is trained using training dataset and tested based on testing
dataset. We usually divide a dataset into 80% for training and
20% for testing. After training the neural network model with
those 80% training data, we test the model on the 20% unseen
data. It is hard to predict the reliability of the trained neural
network model on other data. Especially, you have no idea if
the other data share the same pattern with training and testing
data.

Many existing studies have devoted to improve the reliabil-
ity of neural networks. In this section, we first review some
existing directions of research on reliable neural networks and
show a few useful metrics that can be used to measure the
reliability of neural networks.

1) State-of-the-art and representative works: The learning
with reject option framework is a promising idea of achieving
reliability of deep neural networks [92]. Instead of optimising
the overall accuracy on all the test samples, this idea provides
a means to select a subset from the test dataset, in which the
averaged prediction accuracy is higher than a given threshold,
as shown in Fig. 2. The reliability of the prediction model can
be effectively modelled by a generative adversarial approach,
e.g., generative adversarial networks (GAN) or its variations.
A generative adversarial learning with variance expansion
(GALVE) was proposed to obtain a sample generator via
GANs, and adversarial samples with higher variance were used
to fine-tune the discriminator in order to improve the reliability
performance of discriminator.

Black box learning models are being developed to as-
sist human experts in a wide spectrum of decision making
jobs. Lack of clear understanding and explanations of the
behaviour of these black box models is not acceptable for
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Fig. 2. Learning with reject option for reliable neural networks.

high stakes applications. The model understanding through
subspace explanations (MUSE) is another research direction
in the area of reliable neural networks [93]. It can facilitate the
understanding of a given black box model. In this framework,
the quantification of fidelity, unambiguity and interpretability
was performed to construct a better explanation to the original
model. The joint optimisation of the fidelity to the original
model, and unambiguity and interpretability of the explana-
tion, is an important way to improve the reliability of deep
neural networks.

Tackling the reliability issues of deep neural networks
(DNNs) from the perspective of software testing is a new
idea in this research area. It is promising as most of deep
neural network models are presented in the form of software.
DeepTest [94], an automatic testing tool for detecting erro-
neous behaviors of a deep neural network was proposed. The
authors carried out this study in the context of autonomous
cars that employ deep neural networks to make decisions.
DeepTest is able to generate the test inputs that can maximize
the exploring of the logics of different parts of the deep neural
networks. The neural network models considered in this study
were convolutional neural network (CNN) and recurrent neural
network (RNN).

Transfer learning is a new learning paradigm that focuses
on applying the knowledge gained from solving one problem
to a different but related problem. Neural networks have been
widely used in transfer learning to gain and store knowledge.
Different from the above problems, the problem to be dis-
cussed in transfer learning is sequential tasks. Tackling the
reliability issues in sequential tasks is from the perspective
of improving the interpretable explanations in each stage of
the sequential tasks [95]. The purpose of this research was
to enable the user to trust and use the system output from
one task to the next. This solution can be applied to the more
general case of emerging iterative human-machine interaction
where interpretable explanations from machine are crucial for
human understanding.

Table II provides a summary of the representative works
in the above research directions on the reliability of neural
networks, in terms of the proposed mechanisms, deep learning
models used, model outputs and evaluation metrics.

2) Measuring reliability for neural networks: In addition
to the evaluation metrics mentioned in Table II, calibration is
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TABLE II
THE REPRESENTATIVE STUDIES ON RELIABLE NEURAL NETWORKS

Representative work Proposed mechanism Deep learning models Model output Evaluation metrics
Gao, Yao and Shao [92] Learning with reject op-

tion
Generative adversarial
network with variance
expansion

A reliable sample genera-
tor

The error rate on a certain
ratio of test samples with
highest reported reliability

Lakkaraju et al. [93] Model understanding
through subspace
explanations

Deep neural networks,
gradient boosted trees,
random forests, decision
trees, support-vector
machine

Global explanations of
black box classifiers

The quantification of fi-
delity, unambiguity and
interpretability

Human accuracy

Tian et al. [94] Software testing Deep neural networks
including convolutional
neural network and
recurrent neural network

Generating test inputs that
maximize the number of
activated neurons

Neuron coverage

Ramakrishnan and Shah
[95]

A survey of existing ap-
proaches

Mentioned a number of
models

Generating explanations
for sequential decision-
making problems

N/A

also widely used to measure a model’s predicted probabilities
of outcomes against true probabilities of those outcomes. It
is widely used to indicate the reliability of a deep learning
model’s confidence in its predictions. Nixon et al. [96] identi-
fied and examined challenges in measuring calibration in deep
learning. In particular, current calibration metrics are unable
to consider all of the predictions made by a machine learning
model, and are inefficient in the estimation of the calibration
error. The authors proposed several new calibration metrics,
including Static Calibration Error (SCE), Adaptive Calibration
Error (ACE), and Thresholded Adaptive Calibration Error
(TACE), which are more robust in calibrating a model.

A quantitative metric was proposed to evaluate the intrinsic
robustness of a neural network [97]. The metric was developed
based on the model predictions’ maximum Kullback-Leibler
(KL) divergence. In other words, they computed the divergence
between two predictions on an original input and an adversar-
ial input with perturbations in a defined range. This metric can
identify the upper bound of a model’s prediction divergence
in a given constraint and can therefore indicate whether the
model can maintain a stable prediction. The advantages of
the proposed metric were demonstrated through experiments,
including uniformed evaluation to different models, invariant
evaluation to different test settings, and low testing overhead.

B. Reliability of Reinforcement Learning

Reinforcement learning (RL) is an area of machine learning.
It has made remarkable achievements in a number of applica-
tions. An important milestone in the development of RL is that,
DeepMind proposed the first deep RL, named deep Q-network
(DQN) that is capable of playing Atari games at human skill
level. However, lack of reliability is a well-known issue for
RL. The literature has reported a wide range of results for the
same baseline algorithms.

The performance of RL is sensitive to many factors, in-
cluding hyper-parameters, codebases, environment properties,
random seeds, etc. For example, two runs of a well-trained
agent with different random seeds can yield different results
due to the stochasticity in the RL process. In addition, a
simple change to the policy or value network activations
can significantly affect the performance of RL. Besides, for

the same baseline algorithm, different authors have different
implementations. The performance is obvious due to im-
plementation details across algorithms. These variabilities in
performance hinder reproducibility of RL results.

Numerous efforts have been made to tackle this problem in
recent years. In this section, we will first review some of the
representative works on reliable RL research and then provide
a number of metrics that are useful for measuring the reliability
of RL.

1) State-of-the-art and representative works: Microsoft Re-
search and Orange Labs investigated the problem of algorithm
selections for RL under the umbrella of reliable RL research
[98]. An online algorithm selector was proposed to select the
fittest algorithm from a pool of algorithms for the next episode
of RL running, as shown in Fig. 3. The proposed algorithm
selector improves the robustness of RL, where if an algorithm
fails or provides an abnormal output, it will be discarded and
an alternative algorithm will be selected. In the algorithm
selection, a fair budget allocation between the algorithms was
considered, so that each algorithm can be equitably evaluated
and compared. The authors further improved the algorithm se-
lector in terms of convergence guarantee and flexible objective
function definition. In addition, the authors also adopted the
curriculum learning in the design, where shallow models are
used in the early stages and deep models discover the best
solution in late stages.

Algorithm 1

Algorithm 2

Algorithm 3

Algorithm 4

Algorithm n

…

Algorithm Selector

RL framework

Algorithm pool

Dataset

Fig. 3. An algorithm selector for reliable reinforcement learning [98].

Another work from Microsoft Research devised safe algo-
rithms with guarantees on the policy performance for RL [99].
The authors adopted batch RL where the learning agent does
not interact directly with the true environment, but instead it is
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TABLE III
THE REPRESENTATIVE STUDIES ON RELIABLE REINFORCEMENT LEARNING

Representative work Proposed mechanisms Learning algorithms Model output Evaluation metrics
Laroche and Feraud [98] An online algorithm selec-

tor
A meta-algorithm Selecting the fittest algo-

rithm from a pool of algo-
rithms for the next episode
of RL running

Selecting the algorithm
that is the most fitted with
the data size

Less redundant generated
policies

Robustness
Laroche, Trichelair and
des Combes [99]

Safe algorithms with guar-
antees on the policy per-
formance for reinforce-
ment learning (RL)

batch RL A policy that can be guar-
anteed to perform at least
as well as the baseline pol-
icy

Conditional value at Risk
(CvaR)

Berkenkamp et al. [100] Using statistical models of
the dynamics to safely op-
timise policies of RL

Extending control-
theoretic results on
Lyapunov stability
verification

High-probability safety
guarantees for policies

Theoretical guarantee

Dean et al. [101] An end-to-end finite sam-
ple bound on the per-
formance of constrained
linear quadratic regulator
(LQR)

Constrained LQR with un-
known dynamics

The trade-off between
safety and exploration

Estimation error

Safety vs. exploration

Robust optimal cost sub-
optimality gap

used to collect data that is fed into an algorithm to train a new
policy that can be guaranteed to perform at least as well as
the baseline policy. To achieve reliable policy improvement,
they used Conditional value at Risk (CvaR), measuring the
average of the worst runs, to evaluate the worst-case scenarios
of the trained algorithm. In addition, the researchers provided
a practical and commonsensical rule for policy updates in
order to develop their safe policy improvement with baseline
bootstrapping method. The rule was stated as follow:

“If there is sufficient data to support the policy
change, then it is allowed to do so. Otherwise, just
reproduce the baseline policy that was used during
the data collection.”

Most RL algorithms need to explore all possible actions,
in order to find optimal policies. This costly strategy is not
practical for real-world systems. Berkenkamp et al. [100] de-
veloped a learning algorithm that explicitly considers stability
guarantee. By extending control-theoretic results on Lyapunov
stability verification, the authors presented how to use statisti-
cal models of the dynamics to gain high performance control
policies with provable stability guarantees. In addition, the
authors provided theoretical safety and exploration guarantees
for an algorithm that can expand the safe region of the
state space. In the implementation of the proposed algorithm,
the authors sacrificed exploration guarantees while retaining
stability guarantee to obtain a more practical algorithm.

An UC Berkeley team addressed the trade-off problem
between safety and exploration in data-driven techniques, by
studying the constrained linear quadratic regulator (LQR) with
unknown dynamics [101]. The researchers derived an end-to-
end finite sample bound on the performance of constrained
LQR synthesized from collected data. The proposed scheme
provided an important solution to guarantee safety in RL from
system level synthesis. It is able to guarantee that the required
constraints remain during the course of system operations
and sufficient noise can be tolerated in obtaining a statistical
guarantee on learning.

Similarly, Table III provides a summary of the representative
works on reliability of RL, in terms of proposed mechanisms,
learning algorithms, model output and evaluation metrics.

2) Measuring reliability for reinforcement learning: In
addition to the evaluation metrics mentioned in Table III, there
are some studies that have systemically investigated the useful
evaluation metrics for measuring the reliability of RL. In what
follows, we will present these studies.

A benchmark of continuous control problems for RL was
provided [102]. This benchmark covers a wide range of tasks,
including classic tasks like cart-pole swing-up, tasks with very
high state and action dimensionality such as 3D humanoid
locomotion, tasks with partial observations, and tasks with
hierarchical structure. The authors implemented 9 continuous-
control RL algorithms and benchmarked the average perfor-
mance of these algorithms in the context of general policy
parameterisations. These algorithms include random, REIN-
FORCE, truncated natural policy gradient (TNPG), reward-
weighted regression (RWR), relative entropy policy search
(REPS), trust region policy optimization (TRPO), cross en-
tropy method (CEM), covariance matrix adaption evolution
Strategy (CMA-ES), and deep deterministic policy gradients
(DDPG).

Henderson et al. [103] focused on the analysis of reliability
for several model-free policy gradient algorithms of RL for
continuous control. These algorithms include TRPO, DDPG,
proximal policy optimisation (PPO), and actor critic using
Kronecker-factored trust region (ACKTR). The authors investi-
gated the reliability issue from the perspective of reproducibil-
ity of RL methods. They discussed several key factors affecting
the reproducibility, including hyperparameters, network archi-
tecture, reward scale, random seeds and trials, environments
and codebases.

A set of metrics that can quantitatively measure different
aspects of reliability was proposed [104]. The authors focused
on variability, both during training and after training. In this
work, dispersion and risk were used to measure variability.
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Dispersion is defined as the width of the distribution, while
risk is defined as the heaviness and extent of the tails of the
distribution. The specific metrics for “during training” include
dispersion across time (DT), short-term risk across time (SRT),
long-term risk across time (LRT), dispersion across runs (DR),
and risk across runs (RR). The metrics for “after training”
cover dispersion across fixed-policy rollouts (RF) and risk
across fixed-policy rollouts (RF).

V. POTENTIAL RESEARCH CHALLENGES AND OPEN
ISSUES

Because ML has been penetrated into every aspect of human
lives, robustness of ML models has received tremendous
attentions. Many research efforts have been devoted to tackle
this issue in the IoT environment, but this research is still
in its infancy. There are more potential research challenges
and open issues on which we need to keep a watchful eye.
In this section, we will introduce some of the emerging
challenges and issues, as well as those that are currently under
investigation.

• The structure of neural networks. Neural networks are
usually designed without considering the reliability of the
output results. Adding additional layers into the network
structure of a neural network for assessing its reliability
is a promising way of regulating a neural network with
certain reliability. How to design such layers and how
to maintain the introduced overhead on computational
complexity are challenging.

• The interpretability of block-box learning models. One
of the important reasons that cause the reliability issues
of neural networks is the lack of interpretability of
black-box learning models. The research of tackling the
interpretability of neural networks is still in its infancy,
especially in the IoT community. How to efficiently
improve the interpretability and achieve human-in-the-
loop optimisation is still a hard research problem. The
outcome of this research is promising to improve the
reliability of neural networks.

• Robust testing. In this paper, we discussed the robustness
of learning phase from the perspectives of noisy data
and adversarial examples. Model testing is also a way
to eliminate the model vulnerabilities that are caused
by noisy data and adversarial examples. Due to the
complexity of the IoT application environment, manually
created testing specifications are infeasible. There is a
great need for a systematic testing framework that can
automatically evaluate all the possible input-output cases
and detect erroneous behaviours of the proposed model.

• Reliable computing in graphics processing units. Graph-
ics processing units (GPUs) have been widely used for
the training of deep neural networks. The learning time
can be significantly reduced by virtue of the many
computational cores of a GPU. However, there is no
implementation to support reliable computing in GPUs.
When a GPU-enabled deep neural network is used in
high stakes applications, ensuring its reliability becomes
critical and paramount importance.

• Measuring reliability. In terms of measuring the reli-
ability of a neural network, a few potential research
directions can be considered, e.g., how to characterise
reliability-wise importance of different parts of a deep
neural network, and how to design a unified calibration
that can be used across scenarios and implementations.

• Model-based reinforcement learning. Deep RL algo-
rithms require a large number of samples, to maintain
their reliability, which is not feasible in some real world
applications. The existing studies have shown that model-
based RL algorithms are more sample efficient than
model-free RL algorithms. How to guarantee the relia-
bility and safety of model-based RL algorithms is still an
open issue.

• Zero-day vulnerability. It is the vulnerability or attack
that has been unaddressed or has not been unknown
before. In the context of this paper, if the adversarial
examples have not been addressed, how to promptly and
efficiently detect them and mitigate the vulnerability is
still a challenge. There are some promising solutions
to tackle this important issue. For example, Pang et al.
[105] proposed a novel training procedure and a threshold
testing strategy to make it. However, there is still room
for research that considers the requirements of many real-
world IoT applications.

• Ethics in reinforcement learning. Deep RL algorithms
need to be able to learn in real world scenarios with-
out risking lives. Ethically sound RL algorithms need
to be designed to improve their reliability. To achieve
this, some design principles need to be considered, e.g.,
fairness, accountability, safety and transparency. Fairness
includes data fairness, design fairness, outcome fair-
ness, and implementation fairness. Accountability should
consider across the entire design and implementation
workflow. Safety includes accuracy, reliability, security,
and robustness. Finally, transparency is more about in-
terpretable AI systems as we discussed in the Section
IV-A.

VI. CONCLUSIONS

Robustness in deep learning is becoming more important
than ever, due to the wide spread penetration of deep learning
algorithms into human lives and safety-critical applications.
IoT and edge computing have become a paramount important
platform to make deep learning a reality at the network edge,
creating edge intelligence for beyond 5G and 6G. Robust
learning in IoT is therefore a fundamental factor to guarantee
the operation of many critical and high stakes applications
at the network edge. This article has discussed the existing
research on robust learning facing the IoT data issues, i.e.,
noisy data and adversarial examples. The reliability of two
popular ML paradigms, i.e., neural network and reinforcement
learning framework, has been discussed and related literature
has been investigated. The potential research challenges and
open issues have also been discussed at the end of this paper.
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