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 This paper presents several techniques used in digital steganography in term 

of spatial and transform domain. Additionally, it analyses the performance 

and the metric evaluation of the techniques used in digital steganography 

based on spatial and transform domain. This paper aims to identify the main 

mediums of digital steganography, which are image-based, video-based  

and audio-based, in order to recognize the various techniques used with 

them. As a result, the primary technique used in the digital medium was LSB 

technique in the spatial domain, while in the transform domain, the main 

technique used was differentiated between DTC and DWT. Meanwhile,  

the common domain utilized in digital steganography was the spatial domain 

due to its simplicity and high embedding capacity. The future efforts for this 

paper will be considering the feature based in text steganography. 
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1. INTRODUCTION 

Recently, digital steganography has become a crucial tool used in sensitive sectors to protect critical 

communication when exchanging the vital information, such as in military, medical field or banks.  

In addition, it is the art that conceals the data inside the signals for any multimedia based (cover medium) 

such as image, video, or audio-based. Accordingly, it has been recognized among the recent methods and 

most usable techniques. 

There are numerous terminologies employed with digital steganography, such as a secret file,  

cover medium, secret key, and hiding algorithm [1]. The secret file is the message that needs to be protected, 

such as text, image, video, or audio. Meanwhile, the cover medium is the carrier that holds the secret file, 

while secret key works as a tool used with the algorithm to conceal the data. Lastly, hiding algorithm  

is the method utilized to hide the secret file in the cover medium by using the secret key. 

To hide the data in the digital multimedia, there are some techniques should be utilized to enhance 

the embedding performance. Furthermore, there are five domains used with digital steganography,  

each domain has some techniques that help to improve the hiding processing. These domains are spatial 

domain, transform domain, spread spectrum domain, statistical domain, and distortion domain. The main 

focus of this paper will be on spatial and transform domain due to their commonly used among  

the researchers.  

Spatial domain performs some operations on the pixels to enhance the medium quality [2],  

while the transform domain deals with hiding the existence of the communicated message [3]. As shown in 

Figure 1, the techniques used in each domain. Thus, measuring the performance of the techniques needs 

https://creativecommons.org/licenses/by-sa/4.0/
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some metrics used in digital steganography that helps to evaluate the performance. This paper will analyze  

the performance, as well as the metric evaluation of digital steganography techniques based on spatial and 

transform domain. 
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Figure 1. Classification of digital stergasnography 

 

 

2. PERFORMANCE OF SPATIAL AND TRANSFORM DOMAIN TECHNIQUES OF DIGITAL 

STEGANOGRAPHY 

There are many techniques used in digital steganography that contribute to boosting  

the performance for the embedding process in digital steganography. This section will study these techniques 

based on medium-based. 

 

2.1.  Image-based 

Image steganography is the most common and popular among the digital steganography types, due 

to its utilization in various application [6, 11-13]. Hence, there are many techniques in spatial  

and transform domain used with the image to conceal the secret data in the chosen medium. These techniques 

in term of spatial and transform domain are shown in Table 1. 

From Table 1, the spatial domain enhanced the performance for the embedding process in  

image-based, such as high quality, high security as well the capacity. However, some of the techniques need 

to be improved in term of the PSNR, MSE and BER. Moreover, the transform domain for image-based also 

presented in Table 1, the quality and the security have been improved, but some disadvantages need to be 

improved. For example, the BER is high and complexity in the computation.  

 

2.2.  Video-based 

Video steganography is a method that hides the secret message inside an ordinary video that no one 

apart from the authorized people can realize that there is a hidden message inside this clip [36]. Wherefore, to 

hide the data in a video, it needs to use specific methods and techniques in spatial and transform domain to 

assist hiding data in a secured and un-noticeable way. Techniques used in video steganography in term of 

spatial and transform domain are presented in Table 2. 

By using the spatial domain technique in video-based, the PSNR will be improved as well the MSE 

will be decreased as mentioned in Table 2. Therefore, the transform domain for video-based also illustrated 

in Table 2, and it reaches the highest PSNR and low MSE. However, sometimes the security should be 

improved to enhance the performance. 
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Table 1. Review of techniques used in image-based 
Spatial Domain 

Techniques 

used 
Advantages Disadvantages Review 

LSB Sufficient security and better hiding 
capacity [14-17].  

Low quality due to the limited 
imperceptibility [15]. 

Decreasing in processing time and 
increasing in security.  

PVD Improving in image quality in 

coloured and grey-scale images 
[18-21]. 

Low PSNR and high MSE when 

using low density objects because it 
needs observation accuracy [19]. 

The proposed method has a better 

imperceptibility because of the 
construction of the new value. 

Histogram 

Shifting 

Hight capacity and secured, 

andgood quality [13]. Low noise 
and high capacity [22]. 

 Enhancement in performance due 

to the good quality that does not 
affected by the occupied bits.  

Palette Based Better quality and less noise [23].  Better quality due to embedding 

without any loss. 
Quantization 

Based 

Average capacity[24].  High BER because the average of 

BER is consumed by using the 

proposed technique. 

Increased in image quality when 

the palette size increased. 

Pixel Intensity 

Modulation 

High capacity because each 3 ×3 

window hosts one character instead 

of four [25].  

 The good performance in PSNR 

and MSE enhances the quality. 

Transform Domain 

Techniques 

used 
Advantages Disadvantages Review 

DWT Better quality and robustness [26-
28]. 

Complex in computations due to 
the increasing in number of bin 

histograms [27]. 

High PSNR and low MSE made the 
robustness high. 

DCT Better performance in embedding 
process [29-31]. High capacity and 

less distortion[31]. 

Quality not considered by the 
author [30]. 

Better security due to high PSNR 
and good concealing capacity. 

DFT High capacity and quality [32].  High PSNR. 
IWT High capacity and security [33]. 

High robustness after applying 

attack and salt & peppers noise 
[34]. 

 A good performance in embedding 

and quality because of the good 

performance in PSNR. 

DT-CWT High capacity because of low patch 

size results in higher number of 

individual patches in the cover 

image [35]. 

High BER because increasing in 

number of patches will generate 

more sub-images and quantization 

errors. 

High SSIM and good PSNR 

compared to the cover image.  

 

 

Table 2. Review of techniques used in video-based 
Spatial Domain 

Techniques 

used 
Advantages Disadvantages Review 

LSB High quality and high 
imperceptibility [37, 38]. Less 

distortion [39]. High security [40]. 

 High PSNR and SNR, and low 
MSE. 

PVD Better hiding performance [41, 42].  High PSNR and low MSE. 

Transform Domain 

Techniques 

used 
Advantages Disadvantages Review 

DWT High quality [43]. High robustness 

due to the resistance to the noise 

attacks [44]. 

The security should be improved because 

it is not resisting to all security attacks. 

High PSNR and low MSE. 

DCT High security[45, 46]. To secure the communication, the video 

characteristics should be developed [45]. 

High PSNR more than 36dB and 

low bit error rate. 

 

 

2.3.  Audio-based 

Audio steganography is the way that hides the secret data, (which could be a text, image, audio,  

or a video), in an audio medium that make the secret data unnoticeable by the intruders [47]. Hence, to hide  

the secret data in an audio medium, it needs some algorithms. The main technique used with audio 

steganography in the spatial domain, is the LSB technique, while in the transform domain spread spectrum 

technique, as shown in Table 3. Table 3 presents the spatial and the transform domain for audio-based. As 

presented, by using a spatial domain, the security enhanced with a high SNR. Also, in transform domain low 

BER is achieved but low SNR in the transform domain. 
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Table 3. Review of techniques used in audio-based 
Spatial Domain 

Techniques 
used 

Advantages Disadvantages Review 

LSB High capacity and high secured 

environment because of using a security 

key [47, 48]. High security [49]. 

 Secured audio communication due 

to high SNR value. 

Transform Domain 

Techniques 

used 
Advantages Disadvantages Review 

Spread 
Spectrum 

robust and secured [50]. Slightly high cost and low SNR due to 
higher noise inherited while 

implemented spread spectrum. 

Different messages size has been 
implemented with low average 

BER obtained.  

 

 

3. PERFORMANCE METRIC ON SPATIAL AND TRANSFORM DOMAIN 

Digital steganography has many performance measurements that assist in evaluating  

the performance in digital steganography. These measurements are Signal-to-Noise-Ratio (SNR),  

Peak-Signal-to-Noise-Ratio (PSNR), Mean Square Error (MSE), Root MSE (RMSE), Structural Similarity 

Index Measurement (SSIM), Normalized Correlation (NC), Mean Absolute Error (MAE), and Bit Error Rate 

(BER). Each measurement has its formula. 

As shown in Figure 2, the mathematical formula for each metric is presented to evaluate  

the performance of the proposed scheme. Whereas, each technique used in medium-based has its 

performance metric that evaluates the embedding process in order to enhance the quality, security,  

or the steganography imperceptibility. As shown in Table 4, is the metrics used in each technique for all 

medium-based. Table 4 illustrates that the techniques used for digital steganography mediums evaluated by 

using different metrics. However, the standard metric that has been used was PSNR because it shows  

the robustness of the proposed method, as well as the quality for the stego medium, will be calculated  

by this metric.  

 

 

Table 4. Performance metric used on spatial and transform domain based 
Spatial Domain Based 

 Image-based Video-based Audio-based 

LSB PSNR, MSE, SSIM, NCC, MAE [14-17]. PSNR, MSE, SNR [37-40]. SNR [47-49]. 

PVD PSNR, MSE [18-21]. PSNR, MSE [41, 42].  

Histogram Shifting PSNR, MSE, NCC, BER [13, 22]. - - 
Palette based PSNR, MSE, NCC [23]. - - 

Quantization based PSNR, MSE, NCC [24]. - - 

Pixel intensity 
modulation 

PSNR, MSE [25]. - - 

Transform Domain Based 

 Image-based Video-based Audio-based 

DWT PSNR, MSE [26-28]. PSNR, MSE [43, 44]. - 
DCT PSNT, MSE, RMSE [29-31]. PSNR, MSE [45, 46]. - 

DFT PSNR [32]. - - 

IWT PSNR, MSE, NCC, SSIM [33, 34]. - - 
DT-CWT PSNR, SSIM, BER [35]. - - 

Spread Spectrum - - PSNR, BER, SNR [50]. 

 

 

4. DISCUSSION AND CONCLUSIONS  

This paper presents an analysis review on digital steganography techniques based on spatial domain 

and transform domain. Digital steganography is divided into three main types, which are image,  

video and audio steganography. Therefore, each type has its technique to secure the data. As shown in  

Figure 3, the highest technique used was LSB technique due to its simplicity and speed in image-based,  

while because of its robustness and simplicity in video-based, where the higher efficiency and fast in 

processing was the reason that used in audio-based. The highest used level that LSB technique reaches was in 

the year 2016 at 23 times for image-based. Meanwhile, in video-based, LSB technique reaches its highest 

level in the year 2019 at seven times. Whereas, in the year 2018, audio-based reaches the maximum level at 

ten times. However, the minimum technique used in digital steganography was PVD in video-based at two 

times in the year 2016. As for transform domainbased, as displayed in Figure 4 are the techniques used in  

the transform domain. 
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Figure 2. Purpose of using performance metric 

 

 

Figure 4 presents the most common two techniques used in transform domain were differentiated 

between DWT and DCT due to their enhanced performance more than DFT and IWT. From the year 2015 to 

the year 2019, the number of times that these techniques have been used was varying. Accordingly,  

from the year 2015 to 2017, DWT was the highest in image-based among other techniques and reached its 

peak in 2017 at ten types of research. Meanwhile, it reduced in the year 2018 and 2019 at 8 and 7 

respectively, while DCT increased from 8 types of research on the year 2017 to ten and nine types of research 

in years 2018 and 2019 respectively. On another hand, the techniques used for video-based were DWT  

and DCT, as illustrated in Figure 4. The techniques utilizing was fluctuated. The highest was in the year 2018 

for DWT at six types of research, and the minimum was for DCT in the year 2015 at one research.  

Then, spread spectrum was the technique used to enhance the performance in audio-based at one research in 

the years 2015, 2016 and 2018. 

Peak Signal to Noise Ratio is a basic parameter that used to calculate the 

quality of the cover medium to have a quality as much as same with the 

original cover. As well, the robustness for the proposed method will be 

calculated by using PSNR. Where C is the cover medium. 

Compute the mean square error between the cover and the original medium. 
As well, it shows the differences between the original image and stego image. 

Where S is the stego medium and C is the cover medium. Meanwhile, M and 
N are the medium dimensions. Then, x and y are the loop counters. 

Structural Similarity Index Measurement used to calculate the brightness, 

contrast and structure between both the original and stego medium. Where µx 

and µy are mean for x,y respectively, while σx
2 and σy

2 are the variances for 

x,y respectively, as well σxy is the co-variance for x and y. 

Normalized Cross Correlation is the method that calculates the quality of the 
stego medium and the original medium. Where M and N are the medium 

dimension, while S is the stego medium and C is the cover medium.  

Mean Absolute Error is the criteria that measures the performance of resisting 
the attacks. Where C(x,y) and S(x,y) are the grey level of the pixel, while M is 

the cipher medium and N is the plain medium. 

Bit error Rate is the method that measure the similarity between the original 
medium and the stego medium.  

Root Mean Square Error is the method that measures the differences between 
the stego medium and the medium after extraction. 

RMSE = √∑ ∑
[S(x, y) − C(x, y)]2

MN
 

PSNR = 10log10 (
Cmax2

MSE
) 

Signal to Noise Ratio is the common measure in audio steganography that measure the 

noise in the signal. Moreover, it is used to analyze the imperceptibility of the algorithm. 

MSE =
1

MN
 ∑ ∑ (Sxy − Cxy)

2N

y=1

M

x=1
 

SSIM =
(2μxμy + C1)(2σxy + C2)

(μx
2 +  μy

2 + C1)(σx
2 +  σy

2 + C2)
 

NCC =
∑ ∑ (S(x, y)  × C(x, y))N

y=1
M
x=1

∑ ∑ (S(x, y))
2N

y=1
M
x=1

 

MAE = (
1

M × N
) ∑ ∑|C(x, y) − S(x, y)|

N−1

y=0

M−1

x=0

 

SNR = 10log10 (
∑ S2(i)i

∑ [S(i) − C(i)]2
i

) 

BER =
Number of incorrectly decoded bits

Total number of bits
 

P
u

rp
o

se
 

PSNR measures the quality between the 

original and stego medium. Where C is 

the cover medium. 

MSE measures the cumulative square 

error between the original and stego 
medium. Where S is the stego medium, 

C is the cover medium, M and N are the 

medium dimensions, x and y are the 
loop counters. 

SSIM measures the quality reduction 

caused by some operations.  Where µx 

and µy are mean for x,y respectively, 
σx2 and σy2 are the variances for x,y 

respectively, σxy is the co-variance for 
x and y. 

NCC measures the quality between the 
original and the stego medium. Where 

M and N are the medium dimension, S 

is the stego medium and C is the cover 

medium. 

MAE measures the differences between 

the original and the stego medium. 
Where C(x,y) and S(x,y) are the grey 

level of the pixel, while M is the cipher 

medium and N is the plain medium. 

BER used with video and audio medium 
to evaluate the robustness. 

SNR measures the quantity of the noise in 
the signal for audio and video medium. 

RMSE measures the quantity of the 
differences between the original and the 

stego medium. 
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Figure 5 shows the highest usage between spatial and transform domain from the year 2015 to 2020. 

Because of the better earning outcomes, high proficiency and better security, the spatial domain can take 

advantages over the transform domain as presented in Figure 5. As well the simplicity of spatial domain and 

high embedding capacity will make the spatial domain a better tool to enhance the embedding performance.  

 

 

 
 

Figure 3. Spatial domain-based techniques 

 

 

 
 

Figure 4. Transform domain-based techniques 

 

 

 
 

Figure 5. Spatial and transform domain utilizing review 
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