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Abstract

The aim of website's Privacy Policies is to educate consumers of a website's practices and procedures
relating to their collection, usage, exchange, control, protection and the use of technology in relation
to the information collection (website beacon and cookies) and transmission of user's personal
information anytime he visits Internet website. This paper discusses a readability issues in privacy
policies and how privacy scholars approach the issue. The paper also compares and analyzes research
results on readability measurement of privacy policies and divides them into two categories according
to different perspective. The perspective includes readability measurement from reader's perspective
and readability measurement from privacy policies text content’s perspective. Our finding shows that
website providers should give consumers better control regarding their information and give them more
freedom in privacy policies. Only then will consumers become liberated from the burden of choosing
between 2 unspeakable options. A legally binding document on the privacy policy can be written, that
will also be clear and simple to read.
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1. INTRODUCTION

The number of websites on the Internet has grown to more than a billion as of today (Stats, 2020).
Approximately, more than % of the world’s population access these websites daily. This has really
brough about important changes in the way people interact with each other through these Internet
services (Tesfay, Hofmann, Nakamura, Kiyomoto, & Serna, 2018). Such online interactions often lead
to a huge amount of personal information traces that Internet providers are gathering and storing, with
consumers quite often ignorant about the purpose of the collection. Ultimately, consumers will be left
uncontrolled over their personal data, causing a massive imbalance of data as compared to Internet
service providers who have full access to their information. In solving this imbalance, regulatory
agencies have established enforcement standards and obligations for website providers with a view to
protecting the consumer’s rights to their data. Therefore, data protections or privacy policies have
surfaced as the primary transparency boards used by Internet service providers to inform users’ about
their data processing practices (Tesfay et al., 2018).

This mechanism through which Internet website providers tell consumers how their data will be
collected, secured, shared or otherwise managed is through privacy policies. They are expected to
publish their privacy notices to inform users of their websites how they collect and use their personal
data. From the context of major concern about user privacy, at least in theory, privacy policies are an
important tool for communicating data management activities (Milne & Culnan, 2004). Privacy policies
with better protections are proved to be more efficient than those with poor protections regarding the
readiness of consumers to reveal their sensitive data (Peterson, Meinert, Criswell, & Crossland, 2007).
Research consistently proved that these consumers read privacy policies in rare instances (Acquisti &
Gross, 2006, Jensen, Potts, & Jensen, 2005) and they prepared to allow third party to access their data
for marketing and other analytics since they didn’t read privacy policies (Milne & Culnan, 2004). Many
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research shows that privacy policies are largely overlooked simply because of their poor readability
(Cadogan, 2004, Ermakova, Fabian, & Babina, 2015, Graber, D'alessandro, & Johnson-West, 2002,
Mcdonald, Reeder, Kelley, & Cranor, 2009, Meiselwitz, 2013). An apparent understanding of the
contents of privacy policies was discovered to guide consumers in reading the policy content with
greater level of confidence in the policy (Milne & Culnan, 2004) and websites (Bansal & Zahedi, 20083,
Ermakova, Baumann, Fabian, & Krasnova, 2014; Ermakova, Krasnova, & Fabian, 2016). The
possibility to inform Internet users about data-processing activities can be further compromised due to
the difficult and ambiguous wording used in privacy policies (Reidenberg et al., 2015). It is similar to
the area of usable security of warnings where technical jargons tend to make users in baffled to
comprehend the message and making a decision (Zaaba 2014, Amran et al. 2017, Samsudin & Zaaba
2017a, Samsudin & Zaaba 2017b, Amran et al. 2018, Hussein et al. 2019). Clear and unambiguous
understanding has also been noted as an important aspect of confidence towards the service providers
(Bansal & Zahedi 2008a, 2008b, Ermakova et al. 2014, Ermakova et al. 2016, Ahmad et al. 2020, Yi et
al. 2020). Reading privacy policies is not only difficult, but it’s also time consuming which might result
in economic loss. According to McDonald and Cranor, if a user were to read the privacy policies of any
website he visits on the Internet, at least he requires an estimate of 244 hours per year, which is just
over ¥ the average time that a person would spend on the Internet by that time (McDonald & Cranor,
2008). It becomes more complex and time-consuming in the modern Internet access where the number
of websites increases since almost multiplied and data is exchanged with 3" parties who has various
privacy policies (Cranor, 2012).

This paper is organised according to the following: Section 1 give a good theoretical perspective on
privacy and readability of privacy policies in a general form. In section 2 we briefly discussed
background of privacy and privacy policies. Then in section 3 we present the methodology used in this
paper. In section 4 we discussed the findings, limitations, and directions for future work. Finally,
Section 5 give the general conclusion for the paper.

2. PRIVACY AND PRIVACY POLICIES

Westin defines privacy as an ability of a person to determine when, how and to what level his or her
personal data is disclosed to others (Westin, 1968) and also a rights and responsibilities of people and
organizations on the collection, use, storage, dissemination and disposal of personal information. Some
laws like Directive 95/46/EC of the EU Parliament and the Council (EPC, 1995) and fair Information
Practice Principles (FIPP) of the Federal Trade Commission of the U.S. (FTC, 2000) addressed online
privacy. They enforce that users have to be notified when their data is being collected, also they must
be allowed to decide concerning the secondary use of their data (Bansal & Zahedi 2008b, Reidenberg
et al. 2015, Xu, Teo, Tan, & Agarwal, 2012). According to Reidenberg et al. and Vail et al. privacy
policies are the only means of telling consumers why and how the organization collects and manages
their personal information and allowing users to determine if to comply with the policies and whether
to communicate with the organization or not (Reidenberg et al. 2015, Vail, Earp, & Antdn, 2008). The
privacy policies are extremely difficult to read. Because of that, average users have difficulty
understanding and interpreting them correctly. This create discrepancies among the perceptions of the
users and the policy specified (Martin, 2015). In line with recent findings (Litman-Navarro, 2019)
privacy policies have significantly increased in length, which make it more difficult for average users
read. Most privacy policies from big tech and media platforms are verbose and full of legal jargon, and
elegantly set the justifications for businesses to collect and sell your data (Litman-Navarro, 2019). The
data industry has now become the internet driver, and we agree with these policies but not fully
comprehend why the help accelerate it.

3. READABILITY

According to Klare readability as “the ease of understanding or comprehension due to the style of
writing” (George Roger Klare, 1963). Harris and Hodges viewed readability as an association between
two characters that include reader and text (Harris & Hodges, 1995). For the reader aspect, it covers the
reader’s knowledge, reading skills, interest, and motivation. Reidenberg et al. (2015) for instance, show
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that experts, knowledgeable and typical users perceive privacy policies differently. While for the text,
they include content, design, organization, and style (DuBay, 2007). Researchers assess readability of
a text in two ways as differentiated by (George Roger Klare, 1963): It can either be measured by a
reader’s test (Bansal & Zahedi 2008a, 2008b, Cadogan, 2004, Ermakova et al. 2014, Fanguy, Kleen, &
Soule, 2004, Mcdonald et al., 2009, Milne & Culnan, 2004, Proctor, Ali, & Vu, 2008, Singh, Sumeeth,
& Miller, 2011, Sultan, Urban, Shankar, & Bart, 2003) or by text assessment such as syllables, words,
and sentences (Anton et al. 2003, Cadogan, 2004, Ermakova et al., 2015, Graber et al. 2002, Jafar &
Abdullat 2009, Jensen & Potts 2004, George R Klare 1974, McDonald & Cranor 2008, Meiselwitz
2013, Sunyaev, Dehling, Taylor, & Mandl, 2014).

3.1 Readability Measurements in Privacy Policies

In 1920s, the 1% readability formulas emerged, and by 1973 there were over 200 separate readability
formulas (Fabian, Ermakova, & Lentz, 2017). According to Fabian et al. (2017) there is no any matric
can be considered superior for analysing readability, we focus on the most proven one like Flesch
Readability Ease Score (FRES) (Flesch, 1948), Laesbarhedsindex (L1X) (Anderson, 1983), New Dale
Chall Score (NDC) (Dale and Chall, 1995), Flesh-Kincaid Grade Level (FKG) (Kincaid et al., 1975),
Readability Index (RIX) (Anderson, 1983), Simple Measure of Gobbledygook (SMOG) (McLaughlin,
1969), Coleman-Liau Index (CLI) (Coleman and Liau, 1975), Gunning Fog Index (GFI) (Gunning,
1952), Automated Readability Index (ARI) (Senter and Smith, 1967) and Fry Readability Graph (Fry)
(Fry, 1963) (Shedlosky-Shoemaker et al., 2008). Yet its ability to assess text readability is poor. Singh
(2011) in his research criticized their underlying assumptions that shorter words and sentences are easier
to understand than longer ones.

3.2 Readability Measurement from Reader’s Perspective

Milne and Culnan (2004) used online survey of 2468 United State citizens who are Internet users to
investigate why online users read privacy policies in a variety of situation and they found that reading
privacy policies to be linked to privacy concerns, optimistic expectations about policy comprehension,
and higher level of confidence in the policy and also reading privacy policies is only one element in an
overall strategy users used to manage the risks of revealing their personal data on the Internet. But the
study only focusses on financial websites and research did not consider other approaches such as
controlled experimentation in order to understand the roles privacy policies play in consumer decision
making. The number of participant and their geographical zone also need to be modified in order to
cover different group of people. Ermakova et al. (2014) conducted online survey on 440 persons to
examine the objective and subjective readability of privacy notices and to investigate their impact on
user’s trust in 5 big Internet services. Their result show that the more a consumer feels that she has
satisfied with the privacy policies contents, the higher she trusts a website across all the companies that
they have analyzed. There is need to be a greater number of websites and the participant also.
Additionally, the domain of the study is mostly social networking websites, there is need to include
other domains.

Bansal et al. (2008) study the balancing role that privacy concerns play on how privacy assurance cues
and argument quality lead to increased confidence, and the resulting decision to share health information
online. They found that dual functions of privacy policies contents, privacy assurance and trust cues.
The result highlights the differential impacts that such mechanism has on websites users dealing with
high privacy and low privacy in connection with the online disclosure of health data. The study
conducted on college students; therefore, the results may not give the real information, there is need to
include different group of people especially average Internet users. Aimeur et al. (2016) conducted a
survey with 717 participant and used empirical model to conduct an experimental comparative study of
user trust by offering to 2 group of participants the possibility to adhere to a service with a privacy
notice presented in 1 of 2 different format: the 1% is standard privacy notice and the 2" developed
according to the privacy policy model studied in their paper. They found that enabling consumers to
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manage and customized their privacy policies enhances their confidence which makes online services
seem more secure to consumers (Aimeur, Lawani, & Dalkir, 2016).

Sumeeth, Singh, & Miller, (2010) examined if the presentation of privacy policies had effect on its
readability and understanding. They found that respondents were unable to comprehend the privacy
policies of organizations using any of the formats studied. They also reveal that about 20 percent of
privacy policies needed an educational level close to a postgraduate level in order to help understand.
Bansal et al. (2008b) investigates the balancing position of privacy concerns on how well the
consistency of privacy policies statement and privacy assurance guidelines lead to increased confidence
and the resulting decision to reveal personal data online. The result show distinct behavioral
differences between how high vs low privacy concerns shape their willingness to share personal data
through different contexts. But in order to provide a tailor-made set of indicators that enhance the impact
of privacy policy statements, moderating the effect of personal privacy issues within different contexts
is still required. Fanguy et al. (2004) tested the readability of 4 different companies’ privacy policies,
they use web-based information system to automate the Cloze test for readability. They found that a
very small percentage of participants received scores that were enough to be regarded as able to read
and understand the policies without any further assistance. There is need to validate this finding.

Table 1. Summary of privacy policies readability measurement by reader.

Author Title Method Findings Limitation
They found that Thi_study_ flocust()es_ only |
_ reading privacy on financial websites an
Strategies for licies is onl did not consider other
reducing online policies Is only one approaches such as
Milne and ; . element in an
privacy risks: Why controlled
Culnan Survey overall strategy user X L
consumers read (or experimentation in order
(2004) don’t read) online u_sed to manage the to understand the roles
rivacy notice risks of revealing rivacy policies play in
P y their personal data P yp es play
consumer decision
on the Internet .
making
The result show that
the more a consumer The number of
feels that she has - .
. - o - participants is small to
Privacy policies satisfied with the ;
Ermakova , ] - lici give the accurate result
etal and users” frust: Survey privacy poticies and also the study
' does readability contents, the higher A
(2014) - coverage is limited to
matter? she trusts a website . .
social networking
across all the websites
companies that they
have analyzed
The result highlights
Efficacy of privac the differential The research should also
assuranx::e P y impacts that such investigate in other
Bansal et mechanisms in the Lab mechanism has on context, it may affect the
al. (2008)  context of observation websites users behavior of the users.

disclosing health
information online
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online disclosure of
health data

They found that
participant
perceived longer
privacy policies

Better practices, such as
visual privacy policies
certification seals and

Proctor et Exami_ning which in_cluded hav_in_g readable privacy
al. (2008a) usgblllty of_web Survey many privacy goals  policies that_can assure
' pribacy policies as giving better people of privacy
assurance of privacy protection, are often
than shorter policies  lacking in the current
that included fewer  policies
goals.
They found that
enabling consumers
. to manage and
Y(;/:If r;fc E?R/%T}/g the cu_stomized_their They did not implement
Aimeur et oolicies affects user  Survey privacy policies the model they propose,
al. (2016) frust An enhances their they only show it to the
experimental study (r:r?;‘:‘ége;r::ﬁnvghlch users as lab work.
services seem more
secure to consumers
The moderating ;jl’_he_ result ShO.W In order to provide a
. - istinct behavioral .
influence of privacy differences between tailor-made set of
concern on th_e how high vs low indi_cators that e_nhance
Bansal et efficacy of privacy privacy concerns the_lmpact of privacy
al. (2008b) assurance Survey shape their policy statements,
' mechanisms for L moderating the effect of
building trust: A willingness to share ersonal privacy issues
g personal data personal p y
_multlp_le-c_ontext through different \_Nlth_ln dlffqrent contexts
investigation contexts is still required
The result showed
that a very small
percentage of
. L participants received
Privacy policies: scores that were
Fanguy et cloze test reveals Cloze Test  enough to be There is need to validate
al. (2004)  readability regarded as able to the finding
concerns read and understand
the policies without
any further
assistance

3.3 Readability Measurement by Text Content

Anton et al. (2003) study the lack of clarity in 9 financial institutions. forty online privacy policies
handled by the Gramm-Leach-Bliley Act (GLBA), which specifies that policies must be ' clear and
conspicuous. ' The study uses two complimentary approaches to analyze the clarity of policies: goal-
driven requirements engineering, and readability analysis of privacy policy statements based on proven
metrics. Findings show that compliance with the GLBA's clear and conspicuous provision of the
examined policies is at best uncertain and show that almost all policies need a significantly higher level
of reading ability than the average level of literacy of the Internet users. Cadogan (2004) study and
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evaluated the privacy policies of three organizations in terms of their readability and their usability. The
3 online organizations selected include PrivacyAlliance.org, Dell.com, and Amazon.com.

Ermakova et al. (2015) study the readability of privacy policies from more than 5000 health websites
and 1000 e-commerce websites by designing and implementing an automated extraction and readability
analysis toolset that can provide empirical evidence on readability. Their findings proved that current
privacy policies still difficult to read. Additionally, the result shows that policies on health websites are
more readable than those on top e-commerce, but policies on non-commercial health websites are less
readable than commercial ones.

Sumeeth et al. (2010) examines if online privacy policies are understandable to the users of the Internet?
This examination is undertaken by collecting privacy policies from the most popular websites on the
Internet, and analyzing their readability using several readability measures. They found that the privacy
policies are becoming more readable on average. Nevertheless, these policies are still beyond the
capacities of a large section of Internet users, and nearly 20 percent of policies require a level of
education approaching a postgraduate degree in order to promote comprehension. Graber et al. (2002)
study the readability level of 80 Internet Health Web site privacy policies and determine whether such
statements can inform users of their rights. Results from the surveyed-on Internet health websites, 30
percent (including 23 percent of commercial websites) did not have any privacy policy published. On
average, the readability level of the remaining websites required two years of university-level education
to be understood, and no website had a privacy policy that most English-speaking people in the United
States could understand.

Jafar & Abdullat (2009) perform exploratory data analysis of historic readability trends as well as the
reading standard of policy documents by Google, Yahoo, Myspace and Facebook. The result shows that
except Yahoo.com, the existing policy document are written for web-users with a minimum of 2 years
of college education. This is not the case for most of social networks users. Also, privacy policy
documents can accomplish their goals and maintain a reading grade level of high school education or
less. McDonald & Cranor (2008) measured the word count of the 75 most popular websites based on a
list of 30,000 most frequently clicked-on websites from AOL search data in October 2005. They found
that the policy document has a wide range of lengths from a low of just 144 words to a high of 7,669
words- approximately 15 pages. They also found that reading privacy policies cost approximately 201
hours per year, worth approximately $3,534 per American Internet user per year.

Meiselwitz (2013) examines the readability of 20 social networking websites privacy policies and
measures the complexity of interpreting selected social network sites ' regular policies and procedures.
They found that more than half of all sites (51 percent of the average scores) require a college level
reading ability. In addition, looking on how many students register for social networks before they get
to college, the grade level score is clearly beyond the reading capacity of many students at the time they
sign up for a user account. Considering that privacy policies of all social networking sites are online
and in HTML format, there is need for research community to significantly contribute to improve the
situation of lengthy policies with high reading grade level requirements. Sunyaev et al (2014) study the
readability, scope, and transparency of 600 most commonly mobile Health application privacy policies
on iOS and Android smartphones. They found that only 183 (30.5 percent) had privacy policies. Those
with privacy policies have 1755 words on average with reading grade level of 16. The available privacy
policies do not give information on privacy practices to users, it require college-level literacy to
understand, and are often not focused on the app itself.
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Table 2. Summary of privacy policies readability measurement by text content.

Author Title Method Findings Limitation
Findings show that
compliance with the
GLBA's clear and The study focuses
The Lack of conspicuous provision of onlv on gsin le
Clarity in the examined policies is at q yonasingie
. . . . omain i.e. financial
Antonetal. Financial Privacy ¥ FRES &  best uncertain and show websites and did not
(2003) Policies and the FGL that almost all policies .
R ; consider other
Need for need a significantly higher methods such LIX
Standardization level of reading ability SMOG. RIX etc ’
than the average level of ’ T
literacy of the Internet
users
The result show that the The number of
. more a consumer feels that o .
An imbalance of o ) participants is small
] she has satisfied with the .
Cadogan power. t_he privacy policies contents to give the accurate
readability of FGL . ’ result and the study
(2004) I . the higher she trusts a L
nternet privacy website across all the coverage is limited to
policies . social networking
companies that they have .
websites
analyzed
PG, privicy polictesarestll e Uy focuses
Readability of ’ privacy p only on two domain
Ermakova . .. SMOG, difficult to read, and
Privacy Policies of . . health and e-
et al. LIX, RIX, policies on health websites .
Healthcare . commerce, there is
(2015) . ARI, are more user-friendly than .
Websites need to include other
NDC, those on e-commerce domains
GFI, CLI  websites. '
They found that privacy
policies are becoming
more readable on average
and are still beyond the
capacities of a large
Sumeeth et Are online privacy Internet section of Internet users, There is need apply
al. (2010) policies readable? and nearly 20 percent of many approaches
policies require a level of
education approaching a
postgraduate degree in
order to promote
comprehension.
Result shows that 30% of -rllaher(;,::r?ts gﬁigﬁ? 'eoti
. health websites and 23% P y
Reading level of - . health and
. . Flesh, of commercial websites do . .
Graber et privacy policies X - commercial websites,
Fry, not have privacy policies,
al. (2002) on Internet health . . therefore more
. SMOG it requires a year 2 college L
Web sites student to read the website in different
olicies domains need to be
P ' consider.
Exploratory Flesch- The result shows that it is nossible to write
Jafar & analysis of the Kinkaid,  except Yahoo.com, the ale F;” bindin
Abdullat readability of Gunning  existing policy document riv%c y olic g
(2009) information Fog and are written for web-users Etatem)ér?t tha)t/is also
privacy statement SMOG with a minimum of 2 years
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of college education. This
IS not the case for most of
social networks users
They found that the policy
document has a wide range
of lengths from a low of
just 144 words to a high of
7,669 words-
approximately 15 pages.
They also found that
reading privacy policies
cost approximately 201
hours per year, worth
approximately $3,534 per
American Internet user per
year

They found that more than
half of all sites (51 percent
of the average scores)
require a college level
reading ability. Also, many
students sign up new
account before getting to
the collage, which means
they their account without
reading the privacy
policies.

They found that only 183
(30.5 percent) had privacy
policies. Those with
privacy policies have 1755
words on average with
reading grade level of 16.
The available privacy
policies do not give
information on privacy
practices to users, it
require college-level
literacy to understand, and
are often not focused on
the app itself.

clear and easy to read
and understand

The research is only
conducted on
American people,
there is need to cover
more people from
other countries

Considering that
privacy policies of all
social networking
sites are online and

in HTML format,
there is need for
research community
to significantly
contribute to improve
the situation of
lengthy policies with
high reading grade
level requirements

There is need to
address why privacy
policies are often
absent, hard to read
and understand,
opaque, or irrelevant.

4. DISCUSSION

We categorized the findings into 2: the studies that investigate readability measurement from reader’s
perspective in privacy policies, and the studies that investigate readability measurement of text content
in privacy policies.

4.1 Readability measurement from reader’s perspective
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Result from Table 1 show that majority of the authored use survey method to investigate why online
users read privacy policies, we also found that the more consumers feels that they trust privacy policies
contents, the higher they trust the websites they visit most especially websites in healthcare domain.
Also, in most of the survey conducted by researchers, participants believe that a privacy policy with
longer and detailed contents with many goals, give them better assurance of their data processing than
privacy policies with shorter contents and goals as reported by (Aimeur et al., 2016). Consumers’
willingness to share their personal data is related to the Internet service provider’s freedom to users,
(Ermakova et al., 2014) shows that allowing consumers to control and configure their privacy policies
enhances their confidence which make online services seem more secure to them. Overall results prove
that very small percentage of respondents can be able to read and understand the privacy policies
without any assistance.

We observed some limitation from the study which include size and region of the participants in all the
survey conducted, majority of the participant are from one region and their number is not enough to
convincing result. Second limitation is that the method used in almost all the research is the same, they
use survey to access the readability of the readers, there is need to try other methods for validating the
result. Third limitation is lack of better practice regarding the collection, processing, storing and use of
consumers data, there is need for better and transparent way of managing user’s data.

4.2 Readability measurement by text content

Result from Table 2 show that many privacy policies contents use vague and ambiguous words, which
make it difficult for average Internet users to comprehend (Ermakova et al., 2015). The contents of the
privacy policies on websites is varies between one another, many of the papers reviewed show that two
domains were the most dominant, this are health and e-commerce. Almost all website requires a
consumer with a collage level reading ability to read and understand the content of privacy policy
(Sunyaev et al., 2014).

The need to develop a usable privacy policy is one limitation that we observed from the literature, with
the implementation of GDPR by the EU and other regulations by different agencies, there is need for
the designers of the website to revisit there policy content in order to abide by the new regulations.
Many privacy policies that were studied, they only cater the need of American or European people,
there is need to include other regions for proper management.

5. CONCLUSION

We have conducted a literature survey on readability issues in privacy policies and see how researchers
approaches the problem, and we investigated different findings. We suggest that style of writing,
conceptual structure, design difficulties, textual features and user specific knowledge should be
included in readability evaluations, particularly in relation to website environment. We recommend that
privacy policies readability should be made more accessible to an average user because existing privacy
policies seem to lack substantial profit towards consumers, information management, understanding,
and protection of personal data.

Our finding shows that website providers should give consumers better control regarding their
information and give them more freedom in privacy policies. Only then will consumers become
liberated from the burden of choosing between 2 unspeakable options. Online privacy policies should
achieve their goal of presenting clear and precise policy notice without complicating the content of
policy statements with too many difficult words and sentences. A legally binding document on the
privacy policy can be written, that will also be clear and simple to read. Although tracking strategies
are becoming highly sophisticated in today's business industry professionals, there is also an alarming
lack of Internet users' awareness about how businesses monitor their online activities and use the data

ISSN: 2005-4238 IJAST 1669
Copyright (© 2020 SERSC



International Journal of Advanced Science and Technology
Vol. 29, No. 6s, (2020), pp. 1661-1672

REFERENCES

[1]

(2]

3]
[4]
[5]

(6]

[7]
(8]

(9]
[10]

[11]
[12]

[13]
[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

Acquisti, A., & Gross, R. (2006). Imagined communities: Awareness, information sharing, and
privacy on the Facebook. Paper presented at the International workshop on privacy enhancing
technologies.

Ahmad, F.N.A., Zaaba, Z.F., Aminuddin, M.A.ILM. & Abdullah, N.L. (2020), Empirical
Investigations on Usability of Security Warning Dialogs: End Users Experience.
Communications in Computer and Information Science, vol. 1132 CCIS, pp. 335-349
Aimeur, E., Lawani, O., & Dalkir, K. (2016). When changing the look of privacy policies
affects user trust: An experimental study. Computers in Human Behavior, 58, 368-379.
Amran, A., Zaaba, Z. F. & Mahinderjit Singh M. K., (2018) “Habituation effects in computer
security warning” Information Security Journal: A Global Perspective 27 (2), 119-131.
Amran, A., Zaaba, Z. F., Singh, M. M. & Marashdih A. W. (2017), “Usable Security: Revealing
End-Users Comprehensions on Security Warnings”, Procedia Computer Science 124, pp. 624-
631.

Anton, A., Earp, J. B., Bolchini, D., He, Q., Jensen, C., & Stufflebeam, W. (2003). The Lack
of Clarity in Financial Privacy Policies and the Need for Standardization. North Carolina State
University Technical Report# TR-2.

Bansal, G., & Zahedi, F. (2008a). Efficacy of privacy assurance mechanisms in the context of
disclosing health information online. AMCIS 2008 proceedings, 178.

Bansal, G., & Zahedi, F. (2008b). The moderating influence of privacy concern on the efficacy
of privacy assurance mechanisms for building trust: A multiple-context investigation. I1CIS
2008 Proceedings, 7.

Cadogan, R. A. (2004). An imbalance of power: the readability of internet privacy policies.
Journal of Business & Economics Research (JBER), 2(3).

Cranor, L. F. (2012). Necessary but not sufficient: Standardized mechanisms for privacy notice
and choice. J. on Telecomm. & High Tech. L., 10, 273.

DuBay, W. H. (2007). Smart Language: Readers, Readability, and the Grading of Text: ERIC.
Ermakova, T., Baumann, A., Fabian, B., & Krasnova, H. (2014). Privacy policies and users’
trust: does readability matter?

Ermakova, T., Fabian, B., & Babina, E. (2015). Readability of Privacy Policies of Healthcare
Websites. Wirtschaftsinformatik, 15.

Ermakova, T., Krasnova, H., & Fabian, B. (2016). EXPLORING THE IMPACT OF
READABILITY OF PRIVACY POLICIES ON USERS’TRUST.

Fabian, B., Ermakova, T., & Lentz, T. (2017). Large-scale readability analysis of privacy
policies. Paper presented at the Proceedings of the International Conference on Web
Intelligence.

Fanguy, R., Kleen, B., & Soule, L. (2004). Privacy policies: cloze test reveals readability
concerns. Issues in Information Systems, 5(1), 117-123.

Graber, M. A., D'alessandro, D. M., & Johnson-West, J. (2002). Reading level of privacy
policies on Internet health Web sites.(Brief Report). Journal of Family Practice, 51(7), 642-
646.

Harris, T. L., & Hodges, R. E. (1995). The literacy dictionary: The vocabulary of reading and
writing: ERIC.

Hussein, 1., Hussain, A., Mkpojiogu, E.O.C., Nathan, S.S. & Zaaba, Z.F. (2019), "The
knowledge of human-computer interaction (HCI) and user experience design (UXD) in
malaysia: An analysis of the characteristics of an HCI-focused conference”, International
Journal of Innovative Technology and Exploring Engineering, vol. 8, no. 8, pp. 483-490.
Jafar, M. J., & Abdullat, A. (2009). Exploratory analysis of the readability of information
privacy statement of the primary social networks. Journal of Business & Economics Research
(JBER), 7(12).

Jensen, C., & Potts, C. (2004). Privacy policies as decision-making tools: an evaluation of
online privacy notices. Paper presented at the Proceedings of the SIGCHI conference on Human
Factors in Computing Systems.

ISSN: 2005-4238 IJAST 1670
Copyright (© 2020 SERSC


https://www.scopus.com/sourceid/17700155007?origin=recordpage

[22]
[23]
[24]
[25]
[26]

[27]
(28]

[29]

[30]

[31]
[32]

[33]

[34]

[35]

[36]
[37]
(38]
[39]

[40]

[41]

[42]

[43]
[44]

International Journal of Advanced Science and Technology
Vol. 29, No. 6s, (2020), pp. 1661-1672

Jensen, C., Potts, C., & Jensen, C. (2005). Privacy practices of Internet users: self-reports versus
observed behavior. International Journal of Human-Computer Studies, 63(1-2), 203-227.
Klare, G. R. (1963). Measurement of readability.

Klare, G. R. (1974). Assessing readability. Reading research quarterly, 62-102.
Litman-Navarro, K. (2019). We read 150 privacy policies. they were an incomprehensible
disaster. The New York Times, 12.

Martin, K. (2015). Privacy notices as tabula rasa: An empirical investigation into how
complying with a privacy notice is related to meeting privacy expectations online. Journal of
Public Policy & Marketing, 34(2), 210-227.

McDonald, A. M., & Cranor, L. F. (2008). The cost of reading privacy policies. ISJLP, 4, 543.
Mcdonald, A. M., Reeder, R. W., Kelley, P. G., & Cranor, L. F. (2009). A comparative study
of online privacy policies and formats. Paper presented at the International Symposium on
Privacy Enhancing Technologies Symposium.

Meiselwitz, G. (2013). Readability assessment of policies and procedures of social networking
sites. Paper presented at the International Conference on Online Communities and Social
Computing.

Milne, G. R., & Culnan, M. J. (2004). Strategies for reducing online privacy risks: Why
consumers read (or don’t read) online privacy notices. Journal of interactive marketing, 18(3),
15-29.

Peterson, D., Meinert, D., Criswell, J., & Crossland, M. (2007). Consumer trust: privacy
policies and third- party seals. Journal of Small Business and Enterprise Development.
Proctor, R. W., Ali, M. A, & Vu, K.-P. L. (2008). Examining usability of web privacy policies.
Intl. Journal of Human—Computer Interaction, 24(3), 307-328.

Reidenberg, J. R., Breaux, T., Cranor, L. F., French, B., Grannis, A., Graves, J. T., . ..
Ramanath, R. (2015). Disagreeable privacy policies: Mismatches between meaning and users'
understanding. Berkeley Tech. LJ, 30, 39.

Samsudin, N. F. & Zaaba, Z. F. (2017a). “Further Investigation on Security Warnings
Implementation: A Case in Higher Institution” Advanced Research in Engineering and
Information Technology (AREITIC)”, Bandung, Indonesia, Advanced. Science. Letters. 23,
4141-4145.

Samsudin, N. F. & Zaaba, Z. F. (2017b). “Security Warning Life Cycle: Challenges and
Panacea”, Journal of Telecommunication, Electronic and Computer Engineering (JTEC), Vol
9, 2-5, pp. 53-57.

Singh, R. I., Sumeeth, M., & Miller, J. (2011). A user-centric evaluation of the readability of
privacy policies in popular web sites. Information Systems Frontiers, 13(4), 501-514.

Stats, I L. (2020). Total number of  websites. Retrieved  from
http://www.internetlivestats.com/total-number-of-websites

Sultan, F., Urban, G., Shankar, V., & Bart, I. (2003). Determinants and role of trust in e-
business: a large scale empirical study.

Sumeeth, M., Singh, R., & Miller, J. (2010). Are online privacy policies readable? International
Journal of Information Security and Privacy (1JISP), 4(1), 93-116.

Sunyaev, A., Dehling, T., Taylor, P. L., & Mandl, K. D. (2014). Availability and quality of
mobile health app privacy policies. Journal of the American Medical Informatics Association,
22(el), e28-e33.

Tesfay, W. B., Hofmann, P., Nakamura, T., Kiyomoto, S., & Serna, J. (2018). | read but don't
agree: Privacy policy benchmarking using machine learning and the eu gdpr. Paper presented
at the Companion Proceedings of the The Web Conference 2018.

Vail, M. W, Earp, J. B., & Anton, A. I. (2008). An empirical study of consumer perceptions
and comprehension of web site privacy policies. IEEE Transactions on Engineering
Management, 55(3), 442-454.

Westin, A. F. (1968). Privacy and freedom. Washington and Lee Law Review, 25(1), 166.

Xu, H,, Teo, H.-H., Tan, B. C., & Agarwal, R. (2012). Research note—effects of individual
self-protection, industry self-regulation, and government regulation on privacy concerns: a
study of location-based services. Information Systems Research, 23(4), 1342-1363.

ISSN: 2005-4238 IJAST 1671
Copyright (© 2020 SERSC



International Journal of Advanced Science and Technology
Vol. 29, No. 6s, (2020), pp. 1661-1672

[45] Yi, C.L.X., Zaaba, Z.F. & Aminuddin, M.A.1.M. (2020), Appraisal on User’s Comprehension
in Security Warning Dialogs: Browsers Usability Perspective. Communications in Computer
and Information Science, vol. 1132 CCIS, pp. 320-334

[46] Zaaba, Z. F. Furnell, S. M. and Dowland, P. S. (2014) “A study on improving security
warnings.” In proceedings of the Fifth International Conference on Information and
Communication Technology for The Muslim World (ICT4M). Kuching, Malaysia, pp. 1-5.

ISSN: 2005-4238 IJAST 1672
Copyright (© 2020 SERSC


https://www.scopus.com/sourceid/17700155007?origin=recordpage
https://www.scopus.com/sourceid/17700155007?origin=recordpage

