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Abstract 

In this era of globalization, the way people communicate and build relationships have evolved from the 

real world to cyberspace. The Internet creates opportunities for users to find romance and have affairs 

with people anywhere in the world. Due to this, apart from finding true love, many fall prey to the hands 

of scammers that aims to cheat another for money and even reputation. Last year, it was reported that 

more than sixty-eight million ringgit was loss due to romantic scams and the most targeted victims are 

lonely and elderly women. The main objective of this study the typology and the modus operandi of love 

scams. The paper would also analyze the existing problems in the current legal framework governing 

love scams and aims identify the loopholes within the current legislation in dealing with the problem. 

A doctrinal legal research method will be used in this article. The author contends that the scattered 

legal and regulatory landscape has contributed to the growing cases of love scam and thus, reform is 

needed to effectively govern the crime. In addition, the governance of cybersecurity can also be 

improved with the advancement of analytic tool to combat love scam in Malaysia. 
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Introduction 

The aggressive growth in technology in the past decade had greatly impacted major sectors such as 

information and communication technology, security, education, manufacturing and healthcare(Arora, 

2016).  Malaysia is at the forefront as the country is going through the process of digitalization and 

access to the Internet have become easier and faster which results to a significant rise in cyber activities 

which changes how one go about their daily lives. The phenomenal growth in the cyberworld provides 

new challenges to the government and also computer users in dealing with new crimes, hybrid-crimes 

and data-related issues (Wan Rosli, W.R, Kamaruddin, S, Hamin, Z., 2019).  

The internet romance scams, Nigerian Scams or Love Scamsis a type of cyber fraud which involves 

romantic intentions towards the prey where the perpetrator pretend to form a relationship via online 

dating sites or social networking sites by gaining their trust and affection to commit fraud towards their 

victims (Whitty and Buchanan, 2012). Sorell and Whitty (2019) contends that online romance scams 

happen when these scammers defraud victims by demanding large sums of money and also would inflict 

serious psychological harm. San O’Key (2008) rightly argues that the fast advancement of technology 

enables cyber criminals to use the cloak of anonymity in cheating the victims online.Love scams would 

usually happen in stages and would take a few months from the beginning until the revelation of the 

scam(Rege. A, 2009). The main tools for the scammers are online dating sites or apps, social networking 

sites, and e-mail addresses to identify the victims and execute their fraudulent activities. These cyber 

criminals would usually identify their victims through social engineering and would usually target lone 

women who reach out for company or love online (Cybersecurity Malaysia, 2019). Whitty and 

Buchanan (2016) contends that besides the financial loss, the victims of romance scams also 

experienced emotional and psychological impact such as severe trauma, loss of self-esteem, depression, 

embarrassment, suicidal thoughts, or forced involvement in criminal activities like drug trafficking, 

identity theft, sexual harassment and even degradation of reputation. Similarly, O’Key (2008) 

highlighted that victims would usually experience emotional impact other than a pecuniary loss as a 
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result of these romance scams. The US Federal Trade Commission (2019) reported that in 2018, 

americans have lost more than one hundred and forty three dollars to online love scams. 

In Malaysia, cyber fraud is seen as a hybrid crime which is a traditional crime that has transcended into 

cyberspace. The surge of cybercrimes especially cyber fraud had tripled in number in the last five years 

(MyCERT, 2020). Yusof (2018) claims that there are 29.9 % hikes in the rate of love scams which is 

from 2016 to 2017, where the total amount of losses increases as 54.2 % in 2017, more than half from 

2016. In general, the number of online love scams is increasing significantly in Malaysia, and have 

become an alarming problem that needs to be dealt with (The Star, 2019). The findings of such a report 

also indicate that an average of seven people isfalling victim to this love scams in a day. Also, the report 

indicates that the group of victims is comprised of Generation Y and Millennials and the number of 

victims is growing faster than expected(Vijaindren.A, 2017). The inference that can be drawn from such 

statistics is the exponential growth in internet romance scams over five years from 2012 to 2020. 

Moreover, in early 2020, MyCERT (2020) highlighted that there are more than 7,7447 cases on cyber 

fraud recorded and it is suggested that the actual numbers could be higher due to underreporting by 

victims. It was highlighted that cyber fraud which consist of romance scams are the highest type of 

fraud that is reported in Malaysia.  

Given the issue stated above, this paper begins with the discussion on the typology and the modus 

operandi of love scams. The second part of this paper examines the legal position in Malaysia relating 

to such crime. The third part of the paper will provide the recommendation on the ways to curb love 

scams in Malaysia based on the analysis of the current legal position in Malaysia. The last part 

concludes the paper. 

 

Typology of a Love Scam Victim 

The typology of the victims of love scam ranges from the age group of around 25 to 40.  Whitty (2016) 

contends that adults are more vulnerable compared to teenagers when it comes to love scams. Adults 

who have a stable job has a higher chance of becoming a love scam victim than a housewife. (Wilson, 

2008).No specific gender category is more vulnerable to love scams. Both men and women can become 

victims of such crime.Buchanan and Whitty (2014) highlighted that victims of love scams are usually 

individuals who are vulnerable, romantic and lonely who are looking for companion or relationship. 

According to Whitty (2018) victims who are graduates and professionals can alsofall prey to love scams.  

The first characteristics of victims of love scams are that they are usually kind-hearted and gullible. 

Buchanan (2013) highlighted that victims usually trust the scammer’s words whowill always use 

sentiments and emotions to create trust and sympathy from the victim. Research also indicates that 

victims are usually lonely and feels comfortable expressing themselves online and find solace in online 

relationships. Buchanan further contends that love scam victims will usually foster the online 

‘relationship’ that they created as a way to get away with their loneliness (Buchanan, 2013).  Next, 

individuals who are usually drawn to love scam will be individuals that have some romantic beliefs. 

Sprecher and Metts (1989) has formulated the Romantic Belief Scale where people who usually scores 

a high score in this test are those whole believe in destiny and that if two people are meant to be with 

each other, no time and place may be an obstacle. Victims usually have a strongerbelief in love and 

relationship to overcome their feeling ofloneliness(Buchanan, 2013). 

Thirdly, love scam victims are usually sensational seekers as they are ready to take on physical, social, 

and financial risks just for the sake of gaining experience (Shaariet.el, 2019). According to Zuckerman 

(1978), there are a few factors that determine sensational seeking which is trill and adventure-seeking, 

experience andsexual desires. All ofthesefactors are interconnected in sensational seekers'love 

challenges, and they are willing to do anything for something that may as well fulfill their demands and 

needs. Since love scam involves a lot of emotions, victims tend to be more gullible and blind. Those 

who have a stronger sensational seeking desire in them are most likely to become a victim to those with 

lesser sensational seeking desire in them (Zuckerman, 1978). Furthermore, research found that people 

who are overly attached have a higher risk of becoming a victim as they tend to seek approval from the 

perpetrator (Tetera, 2016). They will be highly affected when scammers are mad and shows any 

disagreement (Tetera, 2016). 
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Research also indicates that there are several red flags that proves a person have been scammed. Popular 

reasonsused by scammersinclude sudden emergency, wanting to book a flight, family problems, 

medical problems,andbusiness-related problems (The Star, 2019). Scammers would also sometimes use 

blackmail to get what they want by using intimate pictures shared during the course of their cyber 

relationship. Victims often refuse to report about being scammed as they would feel ashamed and 

traumatize with the whole situation. Research highlights that victims would go so far as taking loans or 

empty their savings to help the scammers. Due to this, the impact of such crime would involve post 

traumatic disorder, low self-esteem, health problems, bankruptcy and even suicide (Koop, 2015). 

 

Modus Operandi of Love Scams 

Many forms of love scams had existed even before the era of the internet. One of the examples is where 

letters with romantic messages would be sent to the victims via post and would establish trust and also 

a strong romantic relationship. After establishing such trust, the scammer start asking for money from 

the victim (Arms, 2010). In the last two decades, after the birth of the Internet,love scams now have 

moved into thecyberworld. Scammers now have access to a bigger pool of potential victims that are 

topographically scattered without any difficulty and obscurity(Whitty,2019). In carrying out the crime, 

scammers canoperateindividually, in a pairs or having an organized network (Sean O’Key,2008). These 

scammers would usually utilize authentic dating sites as platforms for searching and identifying their 

prey. Initially, a fake profile which includes fake pictures is published on the website and these 

scammers wouldbuild and articulately create flirtatious worded exposition to lure potential victims 

(Evens & Petrie, 2019). The perpetrator will utilize photos that range from low-quality to intensely 

pixilated photos to brilliant studio shots of local or international models or army personal which 

reinforces the scammer's believability in supply endless photos at the victim's demand (Ghana, 2009). 

The second stage includes contact. In this stage, the scammer often starts communication with the 

attended victim. The scammer at that point set up a solid bond with their prey through steady 

correspondence to create trust, and romantic contacts. This stage can last between the range of six to 

eight months untill the coveted trust-level is accomplished (Sean O’Key, 2008). Love scams are 

unbiased in gender terms which focus on males and females equally. In the third stage, the scammers 

would ask for cash from the victims by describing heart-breaking or urgent conditions, for example, 

robbery of personal documents during travel, medical expenses from sudden ailments or accidents, or 

financial assistance for travel to meet the victim(USDOS, 2007). Furthermore, these situations are 

regularly consecutive where the scammers in every case needs more monetary help as the desperate 

conditions heighten. The 'cycle of fraud' proceeds until the point when victims lose persistence or 

acknowledge they are being deceived and finally stop transferring money to the perpetrator (IC3, 2007). 

Given the measure of time and efforts attempted by the scammers to set the basis and trust, normally 

victims do not understand they are being misled or scammed(USDOS, 2007). Dixon (2005) highlighted 

that one of the biggest network of scammers originated from Nigeria hence the name Nigeria Scam. 

This network of scammers would recruit young individuals who are usually students who are good with 

computers and they will be sent for training on how to romance women and men (Cybersecurity 2019).  

The modus operandi of these scammers network would usually involve the extraction of a large number 

of American email addresses and sending more than five hundred fake messages every day. Different 

members are given different portfolio’s which ranges from setting up profiles, utilizing pictures from 

demonstrating sites around the world, extracting or finding potential victims through social engineering 

or scout different platforms of social media for victims (Cybersecurity Malaysia, 2019). This 

comprehensiveeffortresults to the scam network getting around seven answers every day. Dixon (2005) 

highlighted that when an e-mail is answered by a potential victim, there is a seventy per cent chance 

that the scam will be successful.Nigerian scammers earned roughly $45 million consistently through 

these romance scams (Dixon, 2005).  

On the other hand, the modus operandi of an individual scammer can be seen in a local case. An 

administrative associate enters into a relationship with another individual that she met online, to later 

discover that the "attractive American man" she met on WeChat was a con artist and blackmailer. (Loh. 

I, 2018) The 24-year-old, recognized just as Amy, officially paid more than RM39,000 (S$13,180) to 

"Morgan Deavour Andrew," whom she met in September. She said they just talked via web-based 
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networking media, yet she felt that they were extremely compatible and experienced passionate feelings 

for him. At some point, he revealed to her that he required cash for his debilitated mother's treatment 

and requested to acquire RM1,000 because he had lost his wallet."  He advised her to bank the cash into 

an account in the name of NurulHekmah and continued requesting more cash after that. (Loh. I, 2018) 

She said she continued sending him cash and even obtained some money from her friends after spending 

every one of her reserve funds. Amy said "Morgan" guaranteed to come to Malaysia and reimburse her 

in full, however on Jan 18, he revealed to her he had been kept at Kuala Lumpur Worldwide Air terminal 

and required more cash for his discharge. She just acknowledged that she was being duped. When she 

declined to send him cash, he debilitated the authorities would discover and uncover her nude pictures 

in his bags at the Airport. Amy said he kept on annoying her, yet she quit conversing with him (Loh. I, 

2018). Little-scale scam organizations with comparative objectives can coordinate effortlessly and with 

speed. These criminal associations frequently utilize love scams as a forerunner to different crimes, for 

example, reshipping stolen merchandise, money related extortion, and personality misrepresentation 

(Bossler et. al, 2019). 

 

The Laws Regulating Love Scams in Malaysia 

Online love scam is a type of crime or fraud that can be governed under the Penal Code. Based on the 

Penal Code, the crime of online romance scams may be covered by the provisions under section 415 

until section 420. Section 415 provides the provision for cheating, and section 416 governs the crime 

of cheating by personation. The perpetrator who commit crimes under sections 415 and 416 can be 

punished with fine or imprisonment for five years and with seven years of imprisonment or fine 

respectively according to sections 417 and 419. Section 420 governs aggravated cheating which 

involves dishonestly inducing the victimto deliverproperty andmay be applied in the circumstances 

where the scammers’ goal is to obtain money from the victims by handing over or transferring the cash 

to his fellow member of the gang or partner. The elements of section 420 under dishonest cheating 

would involve the act of the accuse cheating the victim. Due to the accused’ act or behavior, the victim 

is then induced to deliver property to anyone or to make, alter or destroy valuable security. The keyword 

or the most important element under this section is the presence of dishonest intention. in the case on 

Liew Min Poh v PP (1962), the prosecution must rove that there is an element of deception present 

during the act of cheating or fraud. The accused must have been deceived and the accused have obtained 

the goods through dishonest means. Dishonest intention must also be shown to exist at the time of the 

crime as held in the case of Yong Yong Peng v PP (1947). The judge held that there must be evidence 

that the accused had dishonest intention at the time of obtaining the money or property from the victim. 

In PP v Siti Latifah Mohd Said (2016)Latifah, 29, a part time computer application engineer was 

accused of masquerading as khalisyanajwa in social media and deceiving a 28-year-old man (doctor at 

Melaka Hospital) until the victim handed over RM75,750 (for their marriage scam) in different locations 

in Ayer Keroh. She was charge under section 420. The court held that the accused was gulty and she 

was given 21-year imprisonment and RM10,000 fine (7 charges). In PP v Mazrin Abd Aziz (2015), 

Mazrin, 39, an unemployed, was accused of cheating a teacher and his wife in relation to the sale of a 

house which was not his property at a price of RM280,000.00 at Mudah.my in 2014. The court held 

that he was guilty under sec 420. In another case, PP v IrwanSamsu, the accused stole the victim’s ATM 

card and fraudulently withdraw the victim’s money amounting to RM12,800 without her knowledge. 

The accused obtained the pin number of the ATM after telling the victim that he needed the pin number 

for a police investigation. The accused was founfgulty for dishonest cheating under section 420. 

The crime under this section is punishable with imprisonment for ten years and also fine(Shuan. S. L. 

H, 2010). In Malaysia, there are several laws that could govern cybercrimes such as the 

Communication and Multimedia Act 1998, Computer Crimes Act 1997 and Digital Signature Act 1997. 

However, these laws only govern unauthorized access and also content related issues or data protection. 

There is no specific cyber related law which can be used to govern cyber fraud. However, since cyber 

fraud is not a new crime, but a traditional crime which has transcended into cyberspace, the Penal Code 

would be sufficient to govern such crime effectively. However, there may be challenges in terms of 

evidence or investigation as love scams or cyber fraud would involve digital evidence (Kuppusamy. M 

and Santhapparaj. A. S, 2006). 
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In the case of Pp v jamaliah Abd Rahman (2016), the accused cheated the victim who is a medical 

doctor stating that she could arrange for the saleof several luxury cars which the Attorney General’s 

Office needs to sell off. The accused stated that she could get a car for the victim. In lieu of that, the 

victim paid the accused in stages from 2001 to 2003 amounting to RM257 308. The accused also 

impersonated the AG by SMS to the victim in order to induce him to deposit RM34 500 into two bank 

accounts in 2005 as stamp duties to take out the alleged cars. The accused was finally charged and 

pleaded guilty for dishonest cheating under section 420 and also cheating by impersonation under 

section 419 of the Penal Code. The accused was sentenced to six years of jail for the first offence and 

two years’ imprisonment for the second offence. 

In an unreported case, a love scam victim that have lost more than one million dollars. It started when 

the victim, Mary, accepted a friend request on Facebook. The scammer who claimed that he was an 

American engineer and investor have scammed 1.2 million dollars from her. Being convinced that he 

was in love with her, Mary who craved companionship at the moment have accepted him with open 

arms. She claimed that her husband has no time for her and all the children are grown-ups. It all began 

when the scammer asked her to look for a place to rent nearby where she lived. He began by asking her 

help to deposit the 6000 dollars for the house deposit and then told her that he was stuck in the airport 

for bringing so much cash. He then asked her to help pay 50 000 dollars first, and he promised to give 

back the cash to her once they meet. Mary agreed to do so as she was blindly in love. She was even 

ready to let go of her relationship with her husband for the sake of him. She even took out all her savings 

and insurance money. He then went missing, and he was nowhere to be found. By the time she realized 

she was scammed, she has lost 1.2 million dollars off her savings (Nabilah, 2016). 

 

Potential Tools for Love Scam Detection  

Artificial Intelligence (AI) is an area of computer science which refers to the computer program that 

mimic human intelligence or the environment. The advances of device and technology has enable more 

intelligence algorithm to be developed to cater complex problem. Machine Learning is one of the 

popular technique in AI that provides algorithms to automatically learn and experience similar to human 

intelligence and it is inspired by the biological human neurons. The main aim of machine learning is to 

allow the algorithm to learn the data and action to be taken automatically without human intervention. 

The main tasks of machine learning for data analysis consist of prediction and classification of data. 

The real world applications includes product recommendation, face detection, image recognition, fraud 

detection, email and malware filtering, etc.Till date, limited study has been conducted for love scam 

using AI tool. It is important to analyzed whether the notions of romance introduce traits that could be 

used to build a detection system. Tangil, Edwards, Peersman, Stringhini, Rashid and Whitty (2019), 

recently proposed the use of Machine Learning for early detection of love scam on online dating system. 

By detecting the fraudulent profiles, the machine learning algorithm is develop and compare its 

accuracy with a moderator. The result yield high precision of online dating fraud profiles. Figure 1 

illustrates the framework of fraud dating profile detection (Tangil et al. ,2019) 

 

Figure 1. Fraudulent profile detection framework (Tangil et al. ,2019) 
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The process starts with profile scraper from online dating platforms. Image and text will be extracted. 

AI techniques such as Image Recognition and Natural Language Processing are used in the pre-

processing stage before it is reverted to machine learning algorithm to detect the suspicious profile and 

compare with the targeted output.  

The above preliminary work shows that AI has abundant potential for keeping people safe from internet-

based scams.The approach used to overcome the love scam problem will evolve and will get more 

advanced as time goes by. In Malaysia, the technology is still considerably new and more efforts are 

needed to safeguard the internet user from fraudulent and scam activity. 

 

Conclusion 

Taking everything into account, Malaysia has been making dynamic strides to make a safe digital 

platform while introducing cyber laws that may protect the interest of the love scam victims. However, 

in all actuality, in this constantly developing time, the digital world requires a tenacious evaluation of 

new digital law. Since the romance scam is a borderless offense, legislation must be transformed. 

Citizens should be more aware,and romance scam victims should help to create awareness among others 

with this issue. The parties concerned should consider this matter seriously by considering approaches 

to break the digital hindrance and not simply accuse the injured individual of the entirety. It does not 

simply concern the cash gone; it might likewise hurt them mentally. It is vital for us to recognize this 

problem. The government should make proactive strides in overhauling digital law and, if conceivable, 

have a particular law for love scams. The lesson from the US could be adopted by the Malaysian 

government to counter and eradicate this problem effectively. 
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