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Summary

Financial supervision, including banking supervision, has evolved over the last hundred
years in terms of both its institutional system and its methodology and approach. The
biggest impact on development was caused by various economic crises and scandals
at certain financial institutions. In order to be able to mitigate the impact of financial
crises on the banking system and to detect and deal with banks’ problems in a timely
manner, financial institutions must be subject to continuous supervision. The most
recent era in Hungarian banking supervision began on 1 October 2013, when the Mag-
yar Nemzeti Bank took over the role of the Hungarian Financial Supervisory Authority,
thereby integrating micro-prudential supervision into the Hungarian central bank. Re-
newal can be identified throughout the set of instruments for Hungarian supervision,
including continuous supervision and investigation methodologies. The entire set of
instruments is characterised by a change of approaches, i.e. the reactive, “retrospective
risk management” approach has been replaced by a proactive approach. As technol-
ogy develops, it has become possible for the Supervisory Authority to use solutions that
enable it to be present in the life of an institution without interfering with its business.
In addition, the spread of digital channels has dramatically changed the financial hab-
its of people and institutions. Information technology is becoming indispensable in
more and more areas of life. Managing and monitoring the inherent risks is a major
challenge that requires innovative solutions. The only constant is change. This paper
presents a detailed overview of the latest supervisory developments and regulations.
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Csaba Kandrdcs: The Renewal of Banking Supervision

BRIEF OVERVIEW OF INTERNATIONAL BANKING SUPERVISION

Generally speaking, the development of the supervision of financial markets — includ-
ing the development of banking supervision — occurred hand in hand with various
scandals at financial institutions, banking crises and, in some cases, turbulences af-
fecting entire banking systems. Both the changes in the institutional framework for
financial supervision and the innovations in its supervisory instruments are generally
responses to unfortunate institutional bankruptcies and the resultant depositor or
taxpayer losses. These milestones are easily identifiable. One such event was the de-
pression of 1929-1933, following which the regulation of supervising organisations
was raised to the level of legislation in some countries, while development remained
at the level of the national states, with the most advanced financial markets of the
time at the forefront, such as the United States, the Netherlands and Belgium. The
meaningful launch of a uniform regulatory approach at the international level can
also be attributed to the crisis of a well-known bank, the Herstatt Bank House, which
triggered the international coordination of banking supervision and banking regula-
tion in the 1970s. Establishment of the Basel Committee on Banking Supervision at
the end of 1974 was a huge step towards a unified global regulatory approach. There
should be unified approaches and principles that define the fundamentals of banking
all over the world. There is special literature on how the Basel Commission recom-
mendations have become more complex and how they have advanced from capital
requirements through credit risk requirements to other risk segments. The economic
crisis of 2008 was the latest international event that led to the termination of many
banks around the world, which put entire banking systems and countries in distress
and had a significant impact on supervisory institutions. After that, more and more
countries decided to transfer banking supervision to central banks, thereby reinforc-
ing their independence.

Institutional, regulatory and methodological innovations were thus generally driv-
en by crises at financial institutions and major economic crises, while technological
advances continue to support the development of supervisory authorities. As in all
other sectors, IT innovations play a key role in this regard, preparing the regulatory
authority for a deeper, more up-to-date involvement in the day-to-day operations of
institutions and, and to intervene in good time, where necessary. Continuous pres-
ence, the earliest possible recognition of problems and addressing them as quickly as
reasonably possible were demands manifest in every age, but technological progress
in the 21th century has offered solutions that make these more feasible than in any
previous period.

BANKING SUPERVISION IN HUNGARY

Hungary and Hungarian banking supervision could not have avoided the interna-
tional mega-trends, even though the changes began later compared to the developed
financial markets. On the institutional side, entities overseeing different sectors of the
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financial system were created around the political changes of 1989-1990, initially in-
dependently of one another. Subsequently, starting from the second half of the 1990s,
the merger of supervisory authorities related to different markets in the financial sec-
tor began. First, the banking supervision and capital market supervision were merged,
and from 2000, the Hungarian Financial Supervisory Authority was established, which
also included insurance supervision. As in many other countries of the world, the
economic crisis of 2008 highlighted the need for a new supervisory strategy to detect
the risks in good time. However, an integrated supervisory approach, separate from
the central bank, was in place until 2013. The milestone on the path to renewal was
1 October 2013, when upon the termination of the Hungarian Financial Supervisory
Authority, the tasks of the Magyar Nemzeti Bank were supplemented with the super-
vision and consumer protection functions of the Hungarian Financial Supervisory
Authority, thus making it possible to concentrate the macro- and micro-prudential
mandate in a single institution. In 2014, the Magyar Nemzeti Bank (MNB) also estab-
lished a resolution division, through which efficient crisis management could be pro-
vided for institutes that were struggling with problems, but were economically viable.
Opverall, in line with international trends, the supervisory function of the financial
system was thus integrated into the Magyar Nemzeti Bank, establishing a central bank
with one of the most sophisticated toolkits in the world, consolidating the micro-
prudential supervision of all markets of the financial system, including the micro-pru-
dential oversight of the banking, insurance, fund, capital and intermediary markets,
the macro-prudential oversight of the financial system, the function of resolution, as
well as financial consumer protection, and including the complete set of monetary
policy instruments.

Figure 1: History of the Supervisory Authority
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Starting from the second half of 2013, the MNB, which had been strengthened in
its financial stability toolkit, has taken a number of steps to develop new approaches
and methods to address risks to the financial system, including the banking system, in
an appropriate and timely manner. Thanks to continuous improvements, the earlier
periodic control approach, which mainly addressed existing risks, was replaced by a
forward-looking approach, i.e. forward-looking supervision, and a continuous, risk-
based, close presence in the institutions. The financial crisis of 2008 demonstrated
that the market’s self-regulatory capacity is low, and it is up to supervisory authorities
to detect and address signs and practices of unhealthy financial intermediary systems
before they become widespread.

RENEWAL OF CONTINUOUS SUPERVISION, BASIC MONITORING
AND EARLY WARNING SYSTEM IN CONTINUOUS SUPERVISION

The basic pillar of effective supervisory activity is the ability to intervene in time. The
primary means of transitioning from a reactive to a proactive practice is to shift the
focus of supervision from periodic on-site audits to continuous supervision. Techno-
logical tools support this process, and someday it may be possible to receive informa-
tion automatically online, twenty-four hours a day, without physical presence, from a
supervised credit institution. However, one prerequisite for this is that the supervisory
authorities have more detailed information on the functioning of the supervised in-
stitutions than in the past. To accomplish that, the volume of data requested from
institutions has increased several-fold in Hungary, as in other EU member states. How-
ever, this in itself is not enough, as it must also be possible to process the incoming
data and analyse the mass of information, extracting those elements that reveal in a
timely manner when an institution is exposed to risks, including risks which need to
be managed. This required the development of a basic monitoring system and the
establishment of an early warning system based on such, which indicates problems
by means of dozens of indicators, on the basis of the incoming data. After that, the
need for supervisory intervention is examined. This basic monitoring system, which
is under constant methodological development, is a kind of continuous forecasting
system. Over time, more and more indicators are activated in the monitoring instru-
ments. The reason for this is the recognition that it is not sufficient to capture the
operation of a bank by risk segment, such as credit risk, operational risk, market risk,
etc. ... it should also be assessed what are those relations in an upswing economic
environment or even in a crisis or post-crisis situation, which best capture the current
situation and the anticipated future risks of a bank. The technological advances of
the 21th century provide the opportunity for a monitoring system to be IT-based as
much as possible, and increasingly automated, and for a kind of alert system as well,
to be based on the monitoring information. The new dimensions opening up to us
with the rise of artificial intelligence in the field of automation and a forward-looking
approach are now evolving in front of our eyes. The essence of the alert system is that
in the case of sudden and unexpected changes in the data of interest and value to the
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supervisory authority, a different pattern than before emerges, the system will send
an alert to the data evaluation officer, who will then investigate the cause for the alert
and, if necessary, take action to fix the problem. Since 2013, several new, complex
indicators have been developed that assess and evaluate different risk segments, in
order to detect problems as soon as possible when the riskiness of a bank shifts in an
adverse direction.

But such a system alone would not be able to fulfil its function if this numerical in-
formation was not supplemented by qualitative information which, on the one hand,
is received through the regularly conducted prudential interviews, and on the other
hand, by requesting materials submitted to the meetings of the supreme decision-
making bodies, which constitute an important pillar of regular reporting. Regular
institutional interviews, which are conducted quarterly for institutions of systemic im-
portance, provide an excellent opportunity to uncover information and changes in
business model and strategy that cannot be inferred from the numbers. During the
conversations, the representatives of the institutions have a chance to respond to the
trends that can be inferred from the monitoring system, to one-off outliers, and the
supervisory authority can also express their opinion on the operation of the institu-
tion.

The documents submitted to meetings of the supreme decision-making bodies, such as
proposals and minutes prepared for meetings of the Board of Directors, the Super-
visory Board and the Senior Lending Committee, ensure that the Authority can very
closely follow and detect the direction in which the institution is moving. Naturally,
in the course of its operations a bank makes many decisions that require significant
resources to process, and the Authority’s capacity to process these fully is limited, but
technological advances and the risk-based approach support increasingly close moni-
toring of the activities of institutions of systemic importance. Development is clearly
heading in the direction of having more and more institutions subject to continuous
monitoring, which does not seem to be an impossible mission with the development
of technology. Other information obtained by institutions in larger volume and in-
creased frequency, such as more frequent physical presence in meetings of various bodies,
furthermore, indications received from customers and channelled in the process of super-
vision also support early intervention. By processing these data, MNB staff can keep up-to-
date with the activities and operations of the given financial institution and, if neces-
sary, intervene in a timely manner in order to prevent risks and violations of the law.
Due to the regular quarterly evaluation of the basic information sources described
above (monitoring system, prudential interviews, participation in board meetings and
their materials, consumer indications), the Authority is indeed able to forecast the
main directions of operation of institutions, and therefore detect any potential nega-
tive trends. In practice, as part of the quarterly evaluations, the expert responsible for
processing these sources of information for the institution in question will provide
the management with a summary of the most significant changes and events that
deserve mention on a risk basis over the past period, and propose additional steps to
be implemented by the Authority, if necessary. It should be noted that due to the lim-
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ited resources, supervisory activity is performed on a risk basis. The idea is that each
institution is ranked annually in terms of its impact on the financial sector. The more
significant the impact of the operation of an institution on the domestic financial
sector and the economy, the more emphasis should be placed on it in the course of
supervision. In its risk-based oversight, the MNB oversees and audits individual institu-
tions based on their weight in the financial system and their risk profile.

INSPECTION METHODS, WITH SPECIAL REGARD TO THE RENEWAL
OF ON-SITE INSPECTIONS

The previous section outlined the tools and channels of information available to fi-
nancial supervision in Hungary today to reach the institutional actors of the banking
system and to monitor their activities, in order to obtain up-to-date information and
draw forward-looking conclusions on the operation of banks, and where appropriate,
to be able to intervene in due time. However, these fall into the category of so-called
ongoing supervision, and at present are not sufficient in themselves to provide a com-
prehensive picture of a credit institution. They are complemented by various on-site
inspections. On these occasions, the supervisory staff will review certain aspects of the
operation of the given institution at the premises. It is a legal obligation of the MNB
to conduct, at specified intervals, a comprehensive on-site investigation of the various
supervised institutions. As a result of the supervisory operating regime renewed after
October 2013, the Authority has moved towards conducting more and more investi-
gations in the banking system, other than the comprehensive investigations required
by law. In line with the MNB’s general operational approach, these investigations are
much more targeted events focusing on specific problems and risks. The background
to this renewed approach is that, due to the demands of today’s economic and regu-
latory environment, the processes and internal control systems of supervised institu-
tions are changing so rapidly that it is necessary to assess the risks of institutions on
particular subjects. Simply put, the financial world is changing too fast for a detailed
on-site inspection of institutions conducted once every 3-5 years to be sufficient. In
order to obtain an accurate picture of the daily business of an institution and the
directions of its development, we had to increase our presence. Of course, this is a
resource-intensive task, and the available capacities of the Authority are finite, but
with the help of risk-based audit design, we have been able to make significant steps
towards our goal, by enhancing our targeted and thematic inspections with a nar-
rower focus.

The advantage of the new approach is that risks can be investigated shortly after
their occurrence, and if necessary, intervention can be launched before the escalation
of negative events, thereby preventing a systemic accumulation of risks. As a result of
the thematic investigations, the MNB is able to obtain a sector-wide, horizontal in-
formation base and assessment of the evaluated risk, thereby facilitating more stand-
ardised supervisory action. Risks are identified by evaluating information received
from ongoing supervision and processing data reports to the authority, meaning that
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Figure 2: Supervision from an institutional perspective
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ongoing supervision substantially supports and influences when and what type of in-
vestigation is conducted at a bank, along with the regular comprehensive review.

In order to facilitate fast and effective supervisory responses, so-called operational
investigating units have been set up, which specialise in rapid, on-site risk assessment. The
purpose of their activities is to provide immediate on-site inspection and intervention
based on the information and risks reported during ongoing monitoring. In the case
of operational investigations, the difference from other inspections is that there is no
need to notify the institution in advance of the initiation of the investigation, and the
investigation is carried out on an identified, specific topic, which often involves copy-
ing the contents of the institution’s data media (e.g. computer, telephone) (Lehmann
etal., 2017).

Using the tool of thematic inspection, in 2015 for eleven banks the MNB investigated
whether their remuneration practices were in compliance with the law and did not
encourage excessive risk-taking, and whether the banks that acted as group leaders
were enforcing their remuneration policies for group members subject to consoli-
dated supervision. In 2016, by way of a thematic investigation on non-performing
loans (NPL), the MNB sought to determine whether banks have a strategy in place
to reduce their NPL portfolios, as well as the necessary resources and appropriate
tools, by reviewing the practices of eleven institutions. In addition to the investiga-
tions, in-depth analysis of various risk-related topics by surveys was promoted, in order
to explore the sector-level risks and market practice. In 2017, institutions conducted
an analysis of their impairment recognition methodology and collateral management
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practices, the direct result of which was the entry into force of a comprehensive prop-
erty valuation supervisory authority recommendation in 2018.!

Of course, comprehensive investigations have not lost their significance over the
years, but as a result of several methodological innovations, they have become more
targeted and focused. In the context of renewing comprehensive investigations, the
following methodological changes have recently strengthened the MNB’s functions in
the credit institution sector:

— With regard to the investigation programme of comprehensive audits, risk-based
planning has been reinforced, including the assessment of information from ongoing
oversight; furthermore, the investigative focuses designated on the basis of the pro-
cessing of data reports to the supervisory authority will play a more prominent role in
conducting investigations. As a result, there are risk segments within the comprehen-
sive investigations that are explored more deeply, in greater detail, and in some cases
through a larger sample, for greater certainty.

— The role of addressing annual supervisory priorities in comprehensive inves-
tigations has also increased in recent years. This is based on the fact that each year
the MNB evaluates the previous year’s supervisory events and experiences, as part
of the planning period for the upcoming supervisory year, considers the anticipated
economic environment, future trends and risks, and sets out its comprehensive su-
pervisory priorities on that basis. Such priorities included, for example, promoting
the deleveraging of the NPL portfolios that developed after the crisis, monitoring the
transition to IFRS standards as a result of changes in global accounting requirements,
and tight monitoring of new lending processes emerging as a result of the resump-
tion of lending. These horizontal priorities appear more prominently in the audit
programme of comprehensive investigations.

— The previous audit practice based on the assessment of transactions and purely
focusing on legal compliance has been replaced with a multi-step audit approach:

a) In order to ensure that — above and beyond legal compliance — the individual
prudential compliance audits can be implemented in the widest possible scope at the
level of the given institution, the MNB recently established the framework for exam-
ining compliance with regulatory and prudential requirements at the portfolio level,
using analytical tools, which are implemented using the highly granular inspection
analytics generated by the credit institutions. After having been tested by the MNB for
thoroughness through agreement with the general ledger, the credit and coverage an-
alytics generated by the institutions, with detailed data contents, go through a filtering
package containing hundreds of checks, including a review of the following: are the
given data fields populated in the correct format; equivalence of the institution’s value
sets with the values expected by the MNB; proper application of logical relationships
between individual data fields; application of the loan coverage value and income-
rated instalment rules; conduct of the customer, transaction and collateral reviews in
a timely manner; correct application of customer and transaction rating categories;
adequacy of collateral allocation; proper application of segmentation; adequacy of the
level of group impairment; the adequacy of the risk weights used in capital calculation.
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b) the MNB carries out audits of individual risk processes in a process-oriented
manner, thereby facilitating the identification of systemic deficiencies,

¢) in support of the above, the MNB applies statistical, expert and focused sam-
pling on the basis of a complex methodology, in order to explore deficiencies that can
be observed in practice,

d) during the process audits, the MNB pays special attention to monitoring the IT
support of risk assumption activities and, in close cooperation with IT security over-
sight areas, verifies the prudential compliance of the relevant IT applications,

e) the MNB conducts proactive communication in order to remedy the deficien-
cies discovered in the course of investigations as soon as possible, and reports the er-
rors observed in their operation to the audited institutions.

In line with international requirements, another important innovation of the re-
newed banking supervision is the so-called ILAAP? reviews, used to audit the liquidity
positions of institutions and the management of liquidity risks, which take place — in ad-
dition to analysing information obtained from regular data reports — in the form of
on-site investigations. Previously, the MNB had used balance sheet and deposit cover-
age ratios to monitor the liquidity of the banking system and measure systemic risks
related to liquidity, but this was discontinued based on the experiences from the 2008
global financial crisis. Balance sheet and deposit coverage ratios have been replaced
with the so-called Liquidity Coverage Ratio — LCR, compliant with the international
regulatory standards, enabling a more segmented, more in-depth analysis of items
affecting liquidity (Lehmann etal., 2017). “Pursuant to the liquidity coverage require-
ment prescribed by the rules of law in force, institutions shall possess such a volume
of liquid assets, the total value of which covers, in a situation of distress, the difference
between liquidity outflows and inflows, ensuring that such a level of liquidity buffer is
maintained which may be appropriate, in times of severe distress, to bridge any imbal-
ance between outflows and inflows for a period of thirty days” (Lehmann, Palotai and
Virag, 2017, p. 883). However, practical experience with the application of the LCR
indicator has also highlighted certain shortcomings of the indicator, notably that it
does not take into account the risk of deposit concentration, and therefore the super-
visory authority has provided guidance in that context as well to the sector, through
the modification of the regularly renewed ICAAP / ILAAP manual. The essence of
the modification is that it has been formulated as an expectation from the institutions
that the part above the threshold of individual deposits exceeding a certain percent-
age of the deposit portfolio should be fully covered by liquid assets. The key areas of
liquidity risk management are changing dynamically as a result of factors affecting
the banking system, thereby adapting to the risks inherent in banking practices. An
example of such an identified risk is the failure to take into account fixed but callable
deposits in the LCR. Therefore, the MNB expects the institution not to automati-
cally classify its liabilities into LCR categories based on their maturity, but to review
whether they have any call option. Also, an inadequate assessment of the operational
relationship also leads to underestimating the risks. In the LCR calculation, “only that
portion of the deposit that is required for using the service for which the deposit is a
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by-product, shall be treated as an operational deposit.” Accordingly, the MNB expects
the institution using the operational deposit category to have a methodology to de-
termine the balance needed to maintain the operational relationship. On the other
hand, it should make a statistical estimate to determine whether the average outflow
factor of the deposit holdings, divided up into an operational and a non-operational
part, reflects the risk of the entire deposit holdings appropriately. The MNB also as-
sists the institutions by publishing these priority topics, by defining the legal require-
ments accurately, and by identifying and managing the liquidity risks that affect them.

The MNB also complies with international expectations by conducting ICAAP ?
reviews at the banks, which assess the capital requirements set by credit institutions to
cover the risks assumed by them and, if necessary, determines additional capital re-
quirements for the institution. The starting point for this is that all credit institutions
are required by international rules to assess their internal capital requirements and to
develop calculation procedures that will enable the institution to assess the level of its
capital requirements. The European Supervisory Authorities, including the Hungari-
an Authority, expect the institutions to regularly review whether their available capital
covers their losses in times of stress. These tests are conducted by risk type. Credit risks
carry the most weight, which are the effects of the risk of default of contractual coun-
terparties on the profitability of the institution and on losses affecting its capital posi-
tion. It is in this context that the default, counterparty, foreign currency lending, set-
tlement, equity, concentration, country, and residual risks are assessed. In addition to
credit risks, special consideration is also given to operational risks, market risks, bank
interest rate, business risks, strategic risks and regulatory risk, as risk types. The MNB
evaluates the capital requirements of credit institutions calculated for themselves, for
each type of risk annually. Its methodology has been constantly evolving over the past
five years, influenced by the experiences from the crisis. In the past, ICAAP reviews
for non-systemically significant institutions with a weak impact took place annually, on
a desktop basis, without any on-site inspection, but each systemically significant insti-
tution underwent an annual on-site assessment. In recent years, the central bank has
developed a transparent and compelling view on both risk management and the cal-
culation of capital requirements covering the risks. For the latter, benchmark meth-
odologies have been developed to support the acceptability or rejection of the several
different calculation methods used by institutions for the risk models. This ensures
transparency vis-a-vis the institutions on the one hand, and helps with the comparison
of the models based on mathematics and statistics on the other hand. In conclusion,
the ICAAP review methodology was a function of the size and risk profile of the insti-
tutions. However, given that systemically important credit institutions have, over the
years, understood and learned the MNB’s expectations and methodology for ICAAP
calculations, and through annual reviews it became clear that the ICAAP calculations
had been built into the everyday operation of the institutions, it became possible to
shift in the direction of having every institution evaluated by on-site investigations as
well. Naturally, due to the limited capacities available, these can only be conducted at
certain intervals. Another argument for the change was that there is no such thing as a
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small or large bank, a systemically significant or not so significant institution from the
perspective of the customer, depositor, creditor, depositors authorised their banks to
manage their funds trusting that they will certainly get their funds back, and it is the
responsibility of the Supervisory Authority to ensure that every institution should have
this kind of public trust. The new approach essentially consists of classifying institu-
tions into three categories, depending on their size and risk profile. The first category
is subject to a comprehensive, full ICAAP review, the second group of credit institu-
tions are subject to targeted investigations with a narrower focus, but the Authority
will still make on-site visits, while the third category will be subject to evaluation with-
out an on-site investigation. Based on the methodology, every institution undergoes a
comprehensive review every three years, but the systemically most significant and the
most risky institutions continue to be evaluated by on-site investigation.

Data backup, data analysis support during on-site inspections

In addition to data analysis carried out as part of its ongoing oversight, the MNB also
performs data collection and analysis as part of the investigations and procedures it
conducts. This type of data collection can be divided into two groups according to
the processing of the information: when the selection of the data is performed by the
supervised institution, and when the selection is performed by the MNB at its branch
office in order to ensure and control completeness. “The highest level of data col-
lection is when the MNB makes a physical mirror copy or a certified copy of the data
owned by the institution or its staff, including data stored by a hosting provider, and
uses the copy to scrutinise the saved data. In this case, MNB is not only responsible for
the restoration and processing of the data, but also for demonstrating the integrity
and authenticity of the data, which is currently guaranteed by the MNB by using so-
called hash codes and hash functions. The first step in processing database backups
is to establish the same IT environment as the platform of the backup database, and
then restore the database in the same way as the one at the supervised institution’s
site. After this, filters, reports and analyses are prepared, which is performed using the
same logic as during data requests. Querying data from a restored database has many
advantages over obtaining the data files. On the one hand, the risk of data falsifica-
tion is significantly lower; everything can be audited; sampling is possible on the basis
of a more precise risk classification, for more in-depth investigations, on the other
hand, itis possible to eliminate problems due to information asymmetry between the
requester and provider of the data (e.g. the data provider does not prepare the state-
ment with the required logic/content).

However, there are special requirements for database backup, such as higher IT
infrastructure, the information security risk is higher, increased needs for human re-
sources, and the Supervisory Authority needs to have a broader scope of informa-
tion and skills concerning the individual operation of the investigated institutions.
Processing of the physical mirror copy or certified copy differs from the processing
of database backups in that in this case the content of the copy remains unknown to
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the Authority until the beginning of processing, furthermore, the content of the copy
is unstructured, and therefore the MNB must have the necessary data analysis infra-
structure and the required expertise “ (Lehmann, Palotai and Virdg, 2017, pp. 876—
877). At the same time, the MNB has also moved towards the collection of granular
data for regular data reporting, as much more detailed and accurate analyses can be
conducted on this basis, both by the Authority and other areas of the MNB. A major
milestone in this ongoing journey will be the launch, in 2020, of a project initiated by
the MNB, which will provide the MNB with regular elementary information on virtu-
ally the entire credit portfolio of the supervised institutions, thereby replacing a large
number of data reporting tables currently containing aggregate data.

Supervisory stress testing

It has already been mentioned that according to the MNB’s view a forward-looking
approach contributes significantly to the stability of the financial sector. One way
to do this is to apply stress tests. These stress tests are designed to verify whether in
the event of a significant macroeconomic shock the supervised credit institutions
would remain sufficiently liquid and capitalised. Since the outbreak of the last fi-
nancial crisis, special attention has been given to banks’ ability to withstand shocks
and absorb losses. With the help of the national micro-prudential authorities, the
European Banking Authority (EBA) has been investigating this for larger European
banking groups since 2009, but to date there have been no material consequences
of these tests. One of the major accomplishments of the common European bank-
ing supervision has been the harmonisation of the supervisory review and evaluate
procedure and its incorporation into a recommendation, based on which the super-
visory authorities work in a uniform manner to identify risks to banks. In order to
ensure that stress resistance of financial institutions with foreign parent banks and
domestically-owned financial institutions operating in the respective countries can
be tested directly by the national supervisory authorities, the EBA supplemented
its aforementioned recommendation, which was published on 19 July 2018 (EBA,
2018). Having taken effect officially from 1 January 2019, the guidance requires
the relevant authorities to establish a Pillar II capital recommendation (in short:
Capital Guidance or P2G) for credit institutions or groups of credit institutions. As
aresult, the financial system, taking shape since 2017, and separately each of the in-
novations aimed at ensuring the stability and more secure operation of banks, have
been incorporated into the regulation. To determine that, supervisory solvency
stress tests had to be developed, which the MNB did in early 2018. The micro-pru-
dential authority will run the first stress test developed by it and determine Capital
Guidance on the basis of the balance sheet total of the complex SREP for the larg-
est Hungarian-based banks in the first year, and from 2019 onwards, for small and
medium-sized banks. P2G is a supervisory guideline whereby the micro-prudential
authority determines the amount of capital buffers it considers justified in addition
to the prescribed SREP capital requirements (TSCR) and macroprudential capital
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buffers (collectively OCR), so that the supervised institution does not violate its re-
quirements under stress conditions. So this is a kind of “proper safe distance”. The
management of the banks has so far held additional capital to avoid the violation of
the capital requirement (OCR), but this is now being quantified by the supervisory
authorities in a single stress test and imposed on the banks in the form of a recom-
mendation. It is important to underline that the new instrument is a guideline and
does not constitute a direct capital requirement, but merely determines the amount
of additional capital that the supervisory authority deems desirable based on the
results of the stress test. The supervisory authority strictly penalises any violation
of capital (quasi-car crash), and only declares keeping the “proper safe distance”
as desirable. At the same time, the MNB will closely monitor institutions where it
finds that this buffer is inadequate and that there may be a risk of a capital infringe-
ment on the planning horizon, i.e. the institution stays within the proper safe dis-
tance defined by the Supervisory Authority. In the default case, the P2G valid for
a given year is determined based on the stress test conducted in the previous year.
Therefore, the MNB calculates the P2G values determined at level of the individual
bank (sub-consolidated level,) effective from 1 January 2019 as a result of the stress
tests conducted in 2018. Since P2G has been formulated at recommendation level
only, in the beginning any violation of the established value only results in intensive
communication between the Supervisory Authority and the bank, and the prepara-
tion of a capital position recovery plan. However, in the absence of a willingness to
cooperate, the Supervisory Authority may even apply the tools reserved for capital
infringement.

The supervisory stress test methodology is based on a European-level equivalent
developed by the EBA. However, in order for testing to be fully applicable to all actors
in the Hungarian financial sector, the generalised framework for larger European
banking groups had to be slightly revised. The main methodological difference was
the shift from an approach based on the use of partial bottom-up, that is, the use of in-
ternal banking models constrained by a certain framework. The stress test developed
by the Hungarian supervisory authority is fully centralised, in order to ensure better
comparability between banks, i.e. both the definition of the macro scenario and the
models used for forecasting and populating with data are ultimately controlled by the
MNB. The aim of banking regulation is to further strengthen the forward-looking ap-
proach, which has also been supported by a change in the accounting standard to be
used by credit institutions. For European credit institutions, one of the major innova-
tions of IFRS9, introduced in 2018, was the provision for the calculation of impair-
ment of loans. While the previous impairment model was capable of handling only
actual, evidence-based losses, the new standard models expected credit losses, which
brings forward the recognition of impairment in time. The supervisory stress test has
joined this direction since 2019, which can therefore simulate properly and more
realistically the recognition of impairment occurring differently in terms of dynamics
and extent, in the case of simulating a possible crisis or deteriorating macroeconomic
environment.
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Viability assessment based on ongoing monitoring and inspections

The previous sections described the activities covered by constant supervision, con-
stituting the backbone of the activity of the Supervisory Authority, and by the various
investigations. However, these are not a series of point events, but rather the infor-
mation extracted from them culminate in a complex, annual institutional assess-
ment. This is a representation of the concept that monitoring is an uninterrupted
process. The closing moment of this process for a given year is the viability or SREP
dialog, which systematises all activities carried out by the supervisory authority in the
given year, from the processing of regular data reports, through completed inspec-
tions, through prudential interviews, to the on-site inspections of the given year, all
the way to ILAAP, ICAAP evaluations. Since the end of 2017, the system, built on a
methodology developed by the European Banking Authority, provides a clear view of
the viability of institutions, key aspects of their operations such as corporate govern-
ance, credit risk, operational risk, capital position and liquidity, based on more than
70 indicators and qualitative information, and through evaluating these by applying
transparent and comparable principles. The subject matter of the SREP CEO meet-
ings, which is a summary of the SREP dialogue covering the entire supervisory system
for a given year, is attached to this evaluation because it provides a complete over-
view of the institution’s operation and its assessment by the supervisory authority,
through the composition of the set of indicators. In respect of systemically important
institutions, the indicators are updated quarterly, but even for smaller institutions,
the analysis and the resulting assessment are performed annually. The annual evalu-
ation discussions take place at the supreme level of governance of the institutions, to
ensure that the senior management of the credit institution sees and hears at least
once a year what the Supervisory Authority thinks of the institution they manage, its
weaknesses, areas for improvement, major risks, and the focal points of the next year
from the aspect of the supervisory authority. The information received in the course
of ongoing supervision, as well as on-the-spot and other investigations that have es-
tablished the viability value of a given institution for the given year, are presented
here. This kind of approach, formulated in a logically closed system, is one of the
supervisory achievements of recent years, helping the Authority to understand and
evaluate banks in a complex way, and to allowing credit institutions to understand
what they need to do to ensure the development of areas considered by the Authority
as the carrying the highest risk.

REGULATORY ACTIVITY

Itis the primary responsibility of the incumbent supervisory authority to channel the
information obtained from the sector through ongoing supervision and investiga-
tions to the institutions in the form of legislation, recommendations and manage-
ment circulars, to ensure that the practices of the institutions meet the prudential
and other requirements as much as possible. The Authority has prepared extensive
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Figure 3: Risk and viability assessment
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recommendations to the sector in the recent period, one of the key motives of which
was to communicate the lessons learned from the crisis and post-crisis period to the
supervised institutions. Although the former financial supervisory institution had had
a similar tool before the supervisory task was delegated to the MNB, due to the previ-
ously mentioned complex financial stability toolkit employed by the MNB, the pub-
lished recommendations can be more attentive not only to the problems occurring
in micro-prudential supervision, but also to the macro-level risks. The NPL (Non-
performing Loan) package, which came into force in July 2018, is of particular impor-
tance in this respect. The Recommendation package is a coherent system of multiple
recommendations built on one another. The set of recommendations is intended to
prevent the bad practices observed during and after the crisis, so the key objective is
to prevent high non-performing loan portfolios from developing in the sector in an
uncontrolled way, and to keep the institutions prepared to write off the portfolio of
non-performing loans, to prevent these from being entrenched in the books of the
institutions, as these portfolios draw off significant resources from their core busi-
ness, thereby undermining the efficiency of the financial intermediary system. The
central element of the package is MNB Recommendation no. 10/2018 (I1.27.), im-
plementing the NLP recommendation of the European Central Bank, which requires
supervised institutions with a high non-performing portfolio to have a strategy for de-
leveraging their NLP portfolio, which they are required to submit to the Supervisory
Authority. In addition to the preparation of the strategy, the recommendation also
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sets out organisational and process expectations, in order to ensure that the strategy’s
realistic but ambitious goals remain achievable.

The other pillar of the package is Recommendation 12/2018 (Part II) on the struc-
turing, monitoring and proper valuation of real estate-based project funding transac-
tions. Real estate-based project financing was a major problem for the domestic bank-
ing sector during the crisis, and therefore it is crucial that lessons learned from the
crisis are embedded in the practice of both institutions and the supervisory authority,
which is implemented in practice by the Recommendation.

Closely related to this is Recommendation no. 11/2018 (I1.27.), which provides
practical guidance for the valuation of real estate collateral, both for supervised in-
stitutions and the real estate appraisal trade, defining such cornerstones, concerning
both the professional content of real estate appraisals and how the banks should treat
real estate appraisals and appraisers, which, when applied properly, are capable of
ensuring that the real properties used by the institutions as collateral are taken into
account at an adequate value when lending decisions are made.

PURPOSES AND MEANS OF THE DIGITAL RENEWAL OF SUPERVISION

From the previous sections, a kind of new approach can be inferred, i.e. that the MNB,
as the supervisory authority, attempts to be present in the lives of institutions without
hindering, slowing down or disabling their prudent business operations. In today’s
modern, computerised world, this kind of approach can work, but it requires further
development of methodologies and further shaping of the set of supervision instru-
ments. The keyword is digitisation. The strategic goal of the MNB and the defining
element of its mission is the realisation of “Digital Supervision”. In practice, Digital
Supervision means that the Supervisory Authority continually seeks and implements
technical solutions and innovations that can make its operations more efficient. On
the one hand, a supervisory solution is considered effective if it can transform the in-
herently reactive, subsequent nature of supervision into a proactive one that focuses
not on managing existing risks, but rather on preventing such risks from emerging.
On the other hand, a supervisory solution is considered effective if it succeeds in re-
placing random supervision or supervision by expert sampling with a risk-based solu-
tion that involves the full or the most comprehensive processing of the data. Thirdly,
it is effective if the data to be processed are collected and processed in the most raw,
genuine form possible, thereby reducing the possibility of fraud and data manipula-
tion. Fourthly, it is effective if the automation of the processes reduces either the need
for human resources or the number of human errors.

IT supervision — the only constant is change
IT supervision is another one of the areas that is constantly changing and thus re-

quires continuous professional development to keep experts abreast of the latest tech-
nologies. At the same time, the methodological foundations of IT supervision need
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to be updated from time to time, proactively anticipating the changes. Meanwhile,
supervised institutions must be provided with a stable, predictable regulatory environ-
ment that allows for technical innovation and delivers a secure framework for new
developments, since a major system change or implementation of a new system is usu-
ally a multi-year project. The I'T Supervision Department of the Magyar Nemzeti Bank
operates in this challenging professional environment. In the following sections, we
will discuss IT as a supervisory area, but there seems to be a clear direction that we
cannot talk about state-of-the-art supervision without having every major function of
supervision (constant monitoring, area of investigations) turning more and more into
an IT function. Today, I'T solutions have emerged that can automate many processes,
and artificial intelligence can open up unprecedented opportunities for the continu-
ous monitoring of prudent banking operations.

Methodological developments in IT supervision

The spread of IT tools, the increasing penetration of smartphones and the emergence
of generations of “digital natives” have resulted in IT becoming a part of our every-
day lives, and we increasingly manage our finances through electronic channels. This
trend has been recognised by both financial institutions and regulatory authorities,
which is why banking digitisation is increasingly promoted in institutions’ strategic
plans. One example for that, which has been increasingly widespread, is the conclu-
sion of a paperless contract or making legal statements without paper, sometimes even
without the physical presence of the customer. Another frequent digitisation goal of
financial institutions is to implement remote client identification, in accordance with
anti-money laundering regulations, necessary for remote account opening or borrow-
ing. These solutions require application of available state-of-the-art technology, while
the current underlying IT systems have often operated unchanged for many years, fol-
lowing a system logic that is several decades old. This duality poses a daily challenge,
not only for financial institutions, but also for IT supervision, as it has to examine
objectively, with a focus on risks, systems that are very divergent, representing very
different worlds in terms of approach and technology, even within a single company.
In practice, this means continually reconsidering the system of requirements and test-
ing methodology: each new technology raises the question of whether the previously
expected control measures are relevant, or whether there is already some kind of
better and more up-to-date risk mitigation measure that the Supervisory Authority
can expect or recommend. Can the same set of expectations apply to agile software
development, as it does to applications made in the traditional cascade model? The
answer depends on many other factors as well (such as the size of the development
team, the purpose of the software, etc.), so supervision requires a flexible methodo-
logical approach that experts can apply in possession of accurate knowledge of the
specific situation and circumstances.

In addition to the technical solutions and the methodologies of development and
operation, the system of expectations of IT control itself is also changing. For ex-
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ample, a password policy that any auditor would have regarded as appropriate ten
years ago may no longer be considered secure. Today, entry by password is no longer
considered as strong authentication in itself, no matter what password complexity re-
quirements the administrator has set. The expected control measures in other areas
of information technology are changing in the same way, although the control objec-
tives to be accomplished (such as proper identification of the user) remain the same.
For this reason, supervision methodologies are also constantly evolving, extending
across the entire framework of investigations and requiring that the guidelines used
in technological audits be constantly updated.

In addition to the continuous improvement of its own IT supervisory methodol-
ogy, the awareness and tracking of international regulatory trends and directions, or
even proactive participation in their development, has been an increasingly promi-
nent task. Financial services provided over the Internet are often available across na-
tional borders, so it is important for domestic financial institutions and fintech firms
to avoid a competitive disadvantage because of a possibly more stringent regulatory
background. At the same time, the Supervisory Authority must also take care not to
make the mistake of introducing too relaxed regulations, and thus exposing custom-
ers to excessive risk or opening up money laundering opportunities. This is particu-
larly true in the field of IT supervision, as financial technology innovation is emerging
primarily in this area, and such innovations are being explored by the Authority dur-
ing licensing procedures and in the investigation of the supervised institutions. An-
other important driver of participation in international regulatory work is the pursuit
of a unified approach and set of rules. All over the world, more and more attention is
being paid to cyber security breaches, and many international organisations feel the
need to develop regulations, in order to raise the overall cyber security level of maturi-
ty. However, this regulatory tendency carries the danger that contradictory, practically
unworkable regulations are created that, all in all, do not improve, but rather erode,
the cyber security resilience of the financial system. That is why it is important that in-
tegrated supervisory authorities with an overview of several sectors, such as the MNB,
are more involved in international regulatory and methodological work, share their
experience and seek synergies between existing and emerging regulatory frameworks.

New tools in IT supervision

Traditionally, IT supervisors visit the supervised institutions during on-site inspections,
especially during IT sub-audits of comprehensive investigations, or during themed
and targeted audits. In addition, institutions may receive IT-related expert opinions
during licensing procedures and requests for official position, which are prepared
with the involvement of the IT supervisory function, but in these cases usually there
is no direct connection between the institutions’ I'T managers, experts and the IT
supervisors. Over the past two years, the MNB has sought to establish a more direct
connection with the institutions supervised by it. On a number of occasions, the ex-
perts of the IT supervisory function provided consultations on the inspection reports
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prepared by the Supervisory Authority, as well as on planned major developments,
system replacements and data centre relocations. With regard to priority I'T projects,
the MNB considers it a good practice for institutions to report regularly on the pro-
gress of the project in the context of ongoing monitoring. During such personal con-
sultations, the HFSA staff responds to any questions that may arise, in order to help
institutions comply with the regulatory and supervisory requirements. As part of more
interactive supervisory relationships, the MNB also seeks to assist and monitor major
system replacements, data centre relocations, outsourced IT operations, and system
and data migration associated with mergers and acquisitions of institutions. At the
same time, the Supervisory Authority also strives to ensure that the monitoring of
projects that require such a high level of attention and resources should cause no
unnecessary drain on the resources devoted to actual objectives, possibly by imposing
additional obligations (data requests, reports, on-site interviews) on the institutions.
Therefore, supervisory authorities strive to become familiar with the ongoing project,
so that they can process information and decision preparation materials designed for
the institution’s own decision-makers.

When inspecting data migrations, in addition to enhancing traditional sampling
control testing IT monitoring also applies procedures based on full data population
testing, with the support of appropriate audit/data analysing software. In this way,
supervisory controls can gain very high assurance that data migration has taken place
properly, without data loss or inappropriate modification. The correctness of the data
is also important, in order to ensure that the relevant rights of the data subject in the
processing of personal data are not violated.

Supervision of clouds

In IT, the “cloud” is a solution that enables on-demand access to shared, configurable
computing resources that can be quickly allocated and their use can be stopped, with
minimum management expenditures or service provider’s involvement. In this way,
using the cloud can deliver new business or IT services relatively quickly, even without
in-house IT development capacity. Due to its flexibility, more and more financial insti-
tutions are opting for cloud solutions, either inside the company or company group
(private or community cloud), or outside (public cloud). However, use of the cloud
always entails some loss of control over the IT environment, and if the entire in-house
IT assets remain outside of the cloud (since that is also an option), then even the
available or easy-to-implement control measures might not be implemented. Depend-
ing on the chosen cloud service model, the entire infrastructure (Infrastructure as a
Service (IaaS), Platform as a Service (PaaS) or only the software (SaaS) is used by the
cloud provider’s client, the supervised institution. The model determines the level at
which the supervised institution itself controls the data, accesses and services, and the
degree to which it relies on the cloud provider’s own services. When supervised in-
stitutions start developing a new solution based on a cloud-based service model, they
face technical and compliance issues that do not arise during the deployment and
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operation of traditional IT solutions installed physically on one server. For example,
in a virtualised world of clouds, even the continent where the data are stored physi-
cally cannot be located by the owner of the data. In order to avoid such situations, the
MNB resorted to the regulatory tool presented earlier, and issue a recommendation *
to financial organisations, with the aim of providing practical assistance in managing
the risks arising from the use of community and public cloud services, and to ensure
the uniform interpretation of the application of the relevant legal provisions. The
Recommendation provides guidance on compliance with legal requirements, sets out
the minimal contractual requirements, describes the risks to be managed, the control
measures required and the main aspects of the supervisory authority’s audits, and is
consistent with other European regulations. The MNB issued the most recent, revised
version of the Cloud Recommendation® in March 2019.

REGULATORY AND FINTECH INNOVATIONS

It is often said that development is unstoppable. This is especially true for the be-
ginning of the 2Ist century. Technological progress has reached an unprecedented
speed. Almost every novelty becomes relatively easily available for the average person
as well. Information channels — the Internet, Facebook, Twitter, Tumblr and many
others — keep releasing news of the world.

In many cases it is not easy get oriented in this flood of information, and to obtain
the relevant and useful information that we are interested in, however, this much-
resented flood of information also has some beneficial impacts: The innovations that
mean faster, more comfortable services and solutions containing added value and im-
portantly, carry a lower price tag, become available for the consumers — or customers,
through the lens of the service provider — almost immediately. Additionally, consider-
ing the customer side, the requirements communicated from the side of the consum-
ers may also appear for the other side almost immediately. In the virtual space, the
demand and supply side can thus respond almost immediately to consumer demands
on the one hand, and to new opportunities, on the other hand. Of course, in order
for an idea/need to become a “product”, sharing information is not enough, on both
sides listening ears, the intention of implementation and such a regulatory environ-
ment, mindset and a system of tools are required that support the implementation of
the novelties in the market environment on the one hand, on the other hand, guar-
antees for the market players that they can operate safely, given the risks that emerge
with the new products, services. According to our current knowledge, the two most
state-of-the-art tools operated by regulatory, supervisory authorities are the “Innova-
tion Hub” and the “Regulatory Sandbox”.

Innovation HUB

Financial regulators in many countries around the world have recognised that, simi-
larly to other industries, without supporting and regulating the market entry of inno-
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vations, they will lag behind in the competition in the field of services, and the accom-
plishment of country-specific economic aims may also be jeopardised. One element
of the regulatory tools supporting innovation is the so-called Innovation Hub. In most
cases, the Innovation Hub is an electronic interface that enables direct information
exchange between regulators and market players, as well as between market players.
There is no generally accepted scheme for the operation of Innovation Hubs, the
operating mechanism may vary from country to country, but we can find the identical
elements. The Innovation HUB operated by the MNB summarises international best
practices, via a web site with an easy-to-use user interface that includes the following
features:

—Itacts as a repository of information, i.e. it shows the exact legal environment for
each development, indicating the relevant MNB expectations. It contains information
on how to obtain the various licenses.

— This is the area where the regulatory authority may be asked questions on mat-
ters that are not or are not fully regulated in the legislation belonging to the innova-
tion solution.

— It is a Communication Hub, as well as an international collaboration platform
where information can be shared between market participants.

In addition to facilitating information flow between actors, the main function of
the interface is to request regulatory support to ensure compliance with the legisla-
tion. Obviously, the platform can only be operated efficiently under predetermined
conditions. The applicant can submit the question using an electronic form that is
easy to understand and fill out.

Regulatory Sandbox (Innovation Financial Testing Environment, IPT)

Another element of the modern regulatory toolbox is the provision of the Regulatory
Sandbox, which is not a unique tool operated exclusively in Hungary, as this solution
is already available in many countries. At the same time, Hungary was the second
country in Europe after the United Kingdom to introduce a Regulatory Sandbox op-
erating within a regulated framework in December 2018, and the first in the CEE
region.

By Sandbox, we mean a regulated market test environment for financial prod-
ucts and services that enables the provider of the service/product to test innova-
tions within a limited time frame, on a specific customer base, in such a manner
that during the test period it is exempted from compliance with the predefined
legislative requirements. The purpose of the Innovative Financial Testing Environ-
ment is to prevent excessive risk-taking by market players and, if necessary, to adapt
the relevant regulatory environment in the light of experience gained during the
test period. It was also mentioned in the case of the Innovation Hub that, in order
to facilitate efficient operation, the regulatory side defines the admission criteria,
whereas the admission criteria for new products/services have also been defined for
the IPT:
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Figure 4: Innovation HUBs and Regulatory Sandboxes in Furope
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— The product/service must be innovative,

— The product/service needs to be introduced to the Hungarian market after a
successful test period,

— The product/service to be tested in the IPT must be ready for testing.
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The regulatory authority consults with the service provider prior to the test period,
and will continue to monitor constantly the test results until the end of the test pe-
riod, following the IPT entry statement.

Testing may have three different outcomes:

— The product/service complies with the current regulatory environment and is
therefore fully marketable.

— In relation to the product/service, the relevant MNB decree or decrees are
amended and subsequently become available without restriction. Also,

— The service does not comply with the legal environment and the regulations can-
not be amended, so the service/product is not allowed to be provided.

The Innovation Hub and Regulatory Sandbox tools allow regulatory authorities in
our fast-changing world to shorten the time it takes to bring financial developments
to the market, maintaining the security that is essential for the market players — and is
of outstanding significance — and to facilitate future supervisory activities, by enabling
the competent authorities to know, learn about and understand the nature of innova-
tions in a timely manner, to support their operation by new supervisory methods, and
that way all users can use the various financial innovations in a secure context.

NoOTES

Recommendation no. 12/2018. (I1.27.) of the Magyar Nemzeti Bank on the evaluation of real property
financing project loans and certain matters of their management.

? ILAAP - internal liquidity adequacy assessment process.

ICAAP - internal capital adequacy assessment process.

Recommendation No. 2/2017 of the Magyar Nemzeti Bank (I.12.) On the use of community and public
cloud services - repealed with effect from 1 May 2019, see recommendation 4/2019.

Recommendation no. 4/2019. (IV.1.) of the MNB on the use of community and public cloud services.
https://eba.europa.eu/-/esas-publishjoint-report-on-regulatory-sandboxes-and-innovation-hubs.
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