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ABSTRACT 

 

 

 

 Cloud computing is the Internet based development and used in computer 

technology where end users are provided with on demand shared resources, software 

and information.  Security is being a major issue in the cloud computing, and it arise 

attention for Cloud Service Providers (CSP) and end users.  Cloud computing 

security problem raises suspicions and makes many organizations refuse the idea of 

using the cloud in storing certain data within the cloud computing, especially data 

with high confidentiality.  In addition, cloud users try to avoid being controlled by 

the CSPs.  To avoid the data and data transmission from attackers, appropriate key 

management is necessary.  Besides that, all the data is virtual and cloud is an open 

service and using a public network such as the Internet for application and services, 

which has security issues like authentication data loss.  Encryption algorithm is a 

technique that is used to make data on the cloud secured.  The aim of the study is to 

propose the authentication model using Kerberos technique for cloud environment to 

provides more security.  This model can benefit by filtering the unauthorized access 

and also to reduce the memory usage of cloud provider against authentication checks 

for each user.  It also acts as the third party between cloud server and users to allow 

authorized access to the cloud services.  In this research, the performance of the 

algorithm is measured based on the computational and communication time.  The 

performance is compared with three algorithms which are RSA, DSA and AES.  

Result experiment shows that RSA is performing much better than DSA and AES in 

terms of computational time. 
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ABSTRAK 

 

 

 

 Pengkomputeran awan adalah pembangunan berasaskan Internet dan 

digunakan dalam teknologi komputer di mana pengguna akhir berkongsi sumber, 

perisian dan maklumat.  Keselamatan merupakan isu utama dalam pengkomputeran 

awan, dan ia menimbulkan perhatian kepada Pembekal Perkhidmatan Awan (CSP) 

dan pengguna akhir.  Masalah keselamatan pengkomputeran awan menimbulkan 

syak wasangka dan membuatkan banyak organisasi menolak idea menggunakan 

pengkomputeran awan dalam menyimpan data tertentu dalam pengkomputeran awan, 

terutamanya data dengan kerahsiaan yang tinggi.  Selain itu, pengguna 

pengkomputeran awan cuba untuk mengelak daripada dikawal oleh CSP.  Untuk 

mengelakkan data dan data penghantaran daripada penyerang, pengurusan utama 

yang sesuai diperlukan.  Di samping itu, semua data adalah maya dan 

pengkomputeran awan adalah perkhidmatan terbuka dan menggunakan rangkaian 

awam seperti Internet untuk aplikasi dan perkhidmatan, yang mempunyai isu-isu 

keselamatan seperti kehilangan data pengesahan.  Algoritma penyulitan merupakan 

satu teknik yang digunakan untuk membuat data dalam pengkomputeran awan 

terjamin.  Tujuan kajian ini adalah untuk mencadangkan model pengesahan 

menggunakan teknik Kerberos untuk persekitaran awan untuk menyediakan 

keselematan yang lebih.  Model ini bermanfaat dengan menapis akses yang tidak 

dibenarkan dan juga untuk mengurangkan penggunaan memori bagi pembekal awan 

terhadap penyemakan pengesahan untuk setiap pengguna.  Ia juga bertindak sebagai 

pihak ketiga di antara pelayan awan dan pengguna untuk membolehkan akses yang 

dibenarkan untuk perkhidmatan awan.  Dalam kajian ini, prestasi algoritma diukur 

berdasarkan masa pengiraan dan komunikasi.  Prestasi dibandingkan dengan tiga 

algoritma iaitu RSA, DSA dan AES.  Keputusan eksperimen menunjukkan bahawa 

prestasi RSA lebih baik daripada DSA dan AES dari segi masa pengiraan. 
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CHAPTER 1 

 

 

 

INTRODUCTION 

 

 

 

1.1 Overview 

 

 

 Cloud computing is a model that provides shared processing data and 

resources to the computer and another devices on-demand.  It is also for allowing the 

network to access configurable computing resources such as storage, server, 

networks, services and applications.  There is also a disruptive technology that has a 

potential to enhance scaling, agility, availability, collaboration and provides the 

opportunities to reduce the cost through efficient computing and optimized.  

Furthermore, it also provides the best feature, but everything or all information 

through the Internet and there is a chance of attacker to hack the data. 

 

 

 Besides that, the security issues that inherent in the cloud such as data 

security and network.  There are issues that involved in data security such as data 

confidentiality, data integrity, data authentication and access control.  Data 

authentication is the most important issues in the cloud.  An authentication process is 

to help verify the proof of identities.  It is also to ensure that the originality of an 

electronic document or message is correct and valid.  For the data authentication, 

password and login are compulsory or mandatory that provided by the cloud service 

provider and the authentication can be used in workgroup and domain. 
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 Once the hacker hacking the password, the hacker gets access and it will 

affect to authentication where the authentication will be lost and the data or 

confidential information also can be modified or deleted by unauthorized users.  

Therefore, an authentication model is proposed based on Kerberos technique, so that 

it can solve the authentication problem and authorized user can access and get all the 

resources or services from the cloud provider. 

 

 

 Based on this study, the key management also used where it is the 

management of cryptographic keys.  This key management includes dealing with the 

storage, exchange, generation, use and replacement of keys.  In addition, it also 

includes key servers, user procedures, cryptographic protocol design, and other 

relevant protocols.  This chapter is separated into a few sections to describe the 

problem background, problem statement, research questions, aim, scope, objectives 

and also the contribution of the study. 

 

 

 

1.2 Problem Background 

 

 

 Cloud computing is a global issue.  Nowadays, many researches are working 

on this concept so that the serious and private information should be protected from 

unauthorized access.  Besides this issue, the information must be available to all 

users who are legitimate to use it at any time they want.  Improving a secure method 

of accessing cloud is one of the highest concern issues.  Furthermore, there is a large 

number of organizations use cloud storage for storing the private data, which is 

controlled by untrusted parties and have many issues regarding the privacy and 

security that will be occurring.  One major issue regarding this is how to secure the 

confidentiality and privacy of user data, which is shared and used by multiple parties.  

For providing security the data stored in the cloud, encryption is needed so that only 

authorized parties having the decryption key can access.  Besides that, authentication 

also one of the issues related which means verifying the truly person who claims to 

be. 
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 In cloud, entities do not know each other to communicate, so entities need 

authentication to authenticate each other.  In this case, public key infrastructure 

(PKI) is needed that enable entities to securely communicate on an insecure public 

network and reliably verify the identity of an entity via digital signatures.  

Furthermore, it can be said that an authentication is one of the most important issues 

where it allows only certain user to log in and use the services of a cloud.  

Authentication is a process to confirm the identity of the user or system before access 

to the cloud (Veeraragavan and Arockiam, 2016).  This process is required to create 

the password and login.  Furthermore, authentication is the part of sensitive issues in 

the cloud.  In the cloud, security is the major issues where all the data coming from 

the cloud and there are chances for an attacker to hack the data in the cloud (Nashaat 

and Hossam, 2012). 

 

 

 Although many researches have done on the challenges and improving 

security issues in the cloud but the solution it is not fully proof.  Some of the security 

concerns that are worthy to maintain are security capabilities discovery, data 

protection between users a cloud server, and authentication between users and cloud 

server.  There exist many of authentication method that use encryption algorithms 

and hashing the password such as SSL/TLS, SSH and SHA-2.  On the other hand, 

there are many attacks on the data that can destroy the data on the server.  One of the 

solutions for scattered data on many servers rather than one server still cannot solve 

the problem because the data is stored in the encrypted mode using an encryption key 

(Lomte and Dudhani, 2015).  Furthermore, the scattered data on the various server is 

possible to reconstruct the data again but there must be the problem.  What will 

happen if the encryption key lost due to these attacks?  So, there is no possibility to 

decrypt the data again. 

 

 

 Besides that, the security of the data stored is provided through the encryption 

mode, but what will happen if the encryption key is known by an unauthorized user 

or third party?  Then the attackers will attack the keys and maybe can hack the data 

(Yaser and Khamitkar, 2013).  In this case, access control service and identity should 

provide access control and identity management to cloud resources for registered 
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process of entities.  Such entities can be user or people, software processes or other 

systems.  In order to give a proper level of access to a resource, the identity of an 

entity should be verified first where the authentication process is needed. 

 

 

 Among all the issues in the cloud, the most important issue is authentication 

that allowed certain users to log in and use the services of cloud.  Many researchers 

have tried to implement different types of authentication to make the cloud more 

secure.  There are several ways to implement authentication such as graphical, 

biometric, 3D password and third party authentication.  In addition, implement 

authentication technique in multi-layer, which authenticates the password in multiple 

layers to access the cloud services (Dinesha and Agrawal, 2012).  The other 

researcher proposed structure provides identity management, mutual authentication, 

session key creation between the cloud and users (Choudhury et al., 2011).  

Moreover, another researcher implement SSL/TLS protocol to secure authentication 

and authorization to cloud at the same time. 

 

 

 

1.3 Problem Statement 

 

 

 Cloud computing offers on-demand services to customers with the properties 

of distributed systems such as unlimited virtual resources, dynamic scalability, web 

hosting as well as cost advantages for business organizations.  Security issues that 

arise within this cloud environment result in various obstacles from both business 

and technological perspectives.  There is a continuous development of security 

solutions with lots of challenges for a cloud environment.  Furthermore, there are 

many concerns about security of cloud the most critical issue nowadays is 

authentication.  The problem for cloud providers is the way to manage all users in 

cloud by giving or register each user using different username and password for 

logging into the cloud servers and assigns privileges to them and determined what 

they can perform when they authenticate or login to resource server of cloud.  Some 

authentication that can be implemented for the cloud are still under development 
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stage and there is a big need of transparent and simplified cloud security 

infrastructure that can provide security authentication services to cloud. 

 

 

 As a solution to this problem, this master project will investigate how to 

manage authentication in the cloud and propose an authentication model using the 

Kerberos technique.  At the same time, the project will focus on how to deliver those 

services in a secure manner. 

 

 

 

1.4 Research Questions 

 

 

 This research question has been made to support this aim of the study.  The 

following are the research questions of this study: 

 

i. How to develop an authentication model using Kerberos in the cloud? 

ii. How to develop key management that prone to the attack? 

iii. How to evaluate the performance of the RSA and other algorithms? 

 

 

 

1.5 Aim of study 

 

 

 The aim of the study is to compare the encryption algorithms using the 

Kerberos technique for cloud environments. 
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1.6 Objectives of study 

 

 

The followings are the objectives proposed for this study: 

 

i. To develop the key management based on public key infrastructure for cloud 

using Kerberos technique. 

ii. To develop key management that prone to the attack such as replay attack or 

man in the middle attack. 

iii. To evaluate the performance of the RSA with other algorithms in the cloud. 

 

 

 

1.7 Scope of study 

 

 

The scope of this study: 

 

i. Focus on the key management based on the PKI for cloud environments. 

ii. Authentication model using the Kerberos technique for cloud environments. 

iii. The performance of the RSA with other algorithms in the cloud is evaluated 

using GridSim simulator. 

 

 

 

1.8 Significance of Research 

 

 

 The contribution of this study is to develop and implement an authentication 

model using the Kerberos technique for cloud environment.  In this authentication 

process, it provides a login and password for the consumers to access into the cloud.  

But there is the problem in this process where the password can be easily hacked by 

the attacker or hacker on a public network such as Internet to hijacking the system 
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for bad reasons or without reasons.  So to prevent this problem from occurring, the 

key infrastructure mechanism is used and it is also commonly used in the symmetric 

and asymmetric algorithm.  In addition, Rivest Shamir Adleman (RSA) is the 

popular one algorithm in asymmetric cryptography and it also uses Kerberos 

technique. 

 

 

 Key management based on the PKI scheme that allows the storage of and 

access to encrypted data on different sites within the same cloud according to its 

importance and frequency of use.  Managing the keys in the cloud environment is the 

important thing in order to provide synchronization for data flow in the network.  

This is because, the keys are needed for the encryption process in the cloud 

environment and encryption also is the main thing to ensure the security in the cloud 

for consumers. 

 

 

 

1.9 Report Organization 

 

 

 This report consists of six chapters including Chapter 1, Chapter 2, Chapter 3, 

Chapter 4, Chapter 5 and Chapter 6.  In Chapter 1, it explains about the introduction 

of the proposed project, the introduction includes the overall explanation of the 

purpose of the project.  In addition, it state the problem background of the study, 

research aim, objectives that is achieved at the end of the study, scope and the 

research contribution of this study. 

 

 

 Chapter 2 discusses literature review, where it is an introduction of case study 

and study of the domain from general to specific.  In this chapter, it also explains 

related studies, description of the identified problem, a study of theory and method 

that can contribute towards solving the problem, justification of chosen theory and 

method and suggestion to solve the identified problems. 
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 Chapter 3 discusses the methodology.  In this chapter, it describes the method 

of implementing the project, which provide the guidelines to help to conduct the 

research.  Besides that, choices of tools and technique is justified.  The performance 

about this study regarding technique and method used is measured in this chapter. 

 

 

 Chapter 4 describes the design and implementation of authentication model 

using a Kerberos technique for cloud environments.  All the design is explained in 

the form of figures and flow diagram. 

 

 

 Chapter 5, it is about testing and discussion session where all results is 

discussed in detail and the figures also provided to show that the output is 

successfully working or not. 

 

 

 Lastly which is Chapter 6 will summarize the whole project and also 

discusses the achievements of this project and future works. 
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