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Abstract

As the number of users accessing the Internet is growing, many organiza-
tions today offer online services to their customers. The Internet makes
these services searchable, readily available and easily accessible. However,
these organizations face challenges to restrict access to only authenticated
and authorized users. Ensuring adequate access control in an IT ecosystem
requires cooperation and on-going communication among stakeholders.

This research study postulates that access control requires a holistic view,
as opposed to the traditional technical perspective. Thus, this research study
develops a model to support authentication and authorization for online ser-
vices in a holistic manner.

A literature study illuminates the problem space, while argumentation
is used to construct a multi-faceted model that supports authentication and
authorization for online services. The three facets of the model correspond
to the three layers commonly found when discussing management in organi-
zations: strategic, tactical and operational. Guidance from existing policies
and standards comprises the strategic level. The tactical level covers plan-
ning for influencing the behaviour of users through awareness, provisioning,
and support. The operational layer deals with technology considerations.

The utility of the proposed multi-faceted model is demonstrated through
a use case: the eduroam facility currently offered by SANReN (South African
National Research Network).
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Chapter 1
Introduction

It has become commonplace for organizations to run their businesses online.
This is influenced by many factors. Among these factors are the rapid speed
at which networks are growing and the number of Internet users accessing
the Internet daily. Of course, making services available online provides many
benefits to Internet users and customers such as convenience, security, ease
of use, speed, and flexibility.

User registration is a simple, quick process and needs to be performed
only once whenever the user want. This also allows the users to enroll in
multiple services at any time. Online services are designed to be secure to
protect the users’ personal information when doing transactions. A user has
the option of using a single login to access all of his or her online services. This
removes the difficulties of remembering multiple usernames and passwords.
Further, users want to have quick access to the needed services. Using the
Internet to access online services removes the need to physically go to the
sellers’ premises and que in long lines. This also allows the sellers to respond
quickly. Users are able to make purchases and orders even after hours as the
systems take care of the process. Most online services will be available at
any time.

These benefits complement the ever growing desire of users for services to
be searchable, readily available and easily accessible on the Internet. How-
ever, achieving this could be challenging to organizations, because, at times,
some of these services are sourced from other stakeholders. Moreover, these
stakeholders protect their online service content by licensing it. Therefore,

organizations need to provide administrative control to ensure that only au-
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thorized users can access such online services. Furthermore, they also have to
limit users’ permissions to licensed service content while accessing the Inter-
net. However, ensuring adequate access control in the IT ecosystem, where
stakeholders need to trust each other, require cooperation between multiple
organizations.

To provide consistency in this dissertation the phrase “IT ecosystem”
will be used to refer to multiple organizations that are interconnected to
share a common goal of making services available online for their users and
customers. For example, a library in the context of a university provides
online databases to their users (service provider 1). However, the online
databases are sourced from different publishers or vendors (service provider
2). Therefore, this dissertation argues that access control should encompass
the whole IT ecosystem i.e. to extend across organizations in the quest of

protecting online services.

1.1 Motivation for this Study

The research study was motivated by the following realizations.

The realization that access control spans across the or-

ganizational boundaries

With the growth of the Internet, online services are being provided across
multiple organizations. However, these online services require cooperation
and inter-networking between multiple organizations, systems and entities
(Bhoj, Singhal, & Chutani, 2001). Therefore, managing access to online
services is essential.

In a world of IT ecosystems, where organizational systems are linked to
other systems outside their boundaries, it could be challenging to implement
adequate access control. Furthermore, foreign stakeholders associated with
these outside systems need to come on board and play a role towards ensuring
adequate and effective access control.

For example, from a library perspective, libraries form alliances with hun-
dreds and thousands of publishers or vendors. These alliances are formed

with the goal of making academic content available and easily accessible to
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users online. Initially, when this alliance is formed, the online content is
licensed. Therefore, libraries are required to obey any access restrictions

specified by the publisher or vendor of this online service.

The realization that there could be inconsistencies be-
tween legal specifications and technical access control

measures

Authorizing access to online services requires legal specifications. These le-
gal specifications are widely known as policies. Policies are sets of rules that
govern how access to online services is provided and controlled. When im-
plementing access control policies inconsistencies could exist, especially when
new online services, that come with their own legal specifications, are pro-
vided. As noted by Bauer, Cranor, Reeder, Reiter, and Vaniea (2009), this
is due to the fact that the people who make policies are different from the
people who implement those policies. Therefore, coming up with a mutual
understanding of a policy between different stakeholders could be challenging
(Jaferian, Rashtian, & Beznosov, 2014).

Think of a library policy that says “Users may not be given means to
access licensed online services when they are not within the library premises.”
This becomes a problem when a user accesses the licensed online services
using wireless networks because wireless coverage could extend outside the
library premises. Some libraries use IP addresses as their line of defence to
protect licensed online services. In this situation there is a mismatch between
the legal specification and technical access control measures concerning how
the network operates.

This was the case when the author visited CSIR (Council for Scientific and
Industrial Research). The author could access their library online database
content (the ACM Digital Library which was unavailable at home) because
the library online database authorizes a user by means of IP address. This
means that anyone whose device is associated with their IP address will have
full access to the ACM online database content. This primarily motivated

the research study.
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The realization that users just want to do their job with-
out worrying about who should have access to online

services

Organizations cannot rely on users to do the right thing and follow the im-
plemented legal specifications. Users are more concerned with doing their
work regardless of whether access is provided legally or illegally. Although
legal specifications often specify who can do what on which object, it is just
not enough. Unfortunately users cannot be fully trusted to act accordingly
when accessing online services, although it is a requirement for them.
Organizations need to look further than trusting their users and explore
some available techniques that can change or influence their behaviors. Such

techniques could include education, awareness and training if needed.

1.2 Problem Statement

Access control is seen from a technical perspective. However, knowledge
on its holistic perspective is limited. A model that would support both
authentication and authorization for online services is yet to be proposed.
Therefore the problem statement for this research study is stated as follows:
Currently, a model to support authentication and authorization for

online services is lacking.

1.3 Research Objectives

This section defines the primary objective of this research study together

with the secondary objectives.

The primary objective of this research study is to develop a multi-
faceted model to support authentication and authorization for on-
line services.

In order to achieve the primary objective, three secondary objectives are

stated:

1. To investigate the governance of I'T ecosystems through access control

policies.
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2. To investigate and identify available ways of influencing users’ behav-

iors towards access control in I'T ecosystems.

3. To investigate and identify possible technology solutions within the

environment of I'T ecosystems.

In order to achieve these research objectives it is necessary to follow a
systematic structured research methodology. Such research methodology is

discussed in the following section.

1.4 Research Methodology

Good scientific research requires a systematic structured research approach.
In the case of this research study, a mixed methods approach is used.

The first part of the research study provides an understanding of the
problem space. This is achieved by using a literature study in response to
the stated research objectives. Literature regarding access control and vari-
ous technologies currently in use for controlling and preventing unauthorized
access in IT ecosystems is studied in chapter 2, which is in line with sub-
objective three. Furthermore, the literature study continues to investigate
the management of I'T ecosystems in chapter 3. This addresses sub-objective
one.

In the second part of the research study, the problem space is conceptually
divided into three layers using existing theories found in the results of the lit-
erature study, together with argumentation to build the model components.
This is in line with sub-objective two.

Thereafter, a model entitled “A multi-faceted model to support authen-
tication and authorization for online services” is proposed and developed.
This addresses the primary objective of the research study. The model is
based on the existing literature study.

Finally, the effectiveness and utility of the proposed model is shown by
making use of a use case method at an eduroam facility.

Additionally four papers were written during the course of the research
study and the results of these papers were published. One of these papers was

published in an accredited journal, two of them were presented at conferences
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(Nationally and Internationally) and published in the conference proceedings,

and the last was presented as a poster at a conference (Locally).

1.5 Research Methods

A brief overview of the used mixed methods and how each of them is utilized

in the entire research study is given in the following section.

1.5.1 Literature Study

In scientific research it is important to have a well-founded literature study.
A literature study provides the foundation of the research. According to
Gregor and Hevner (2013), a literature study should include knowledge that
is relevant to the initial problem. This knowledge could come from existing
artefacts (models, frameworks and theories). For example, if the problem
area involves access control, existing access control theories, models, and
frameworks should be reviewed and studied.

Therefore, this research study uses a literature study in the following

ways:

1. Literature is accessed regarding access control in IT ecosystems. The
aim is to identify and support the existence of the problem, specifically

the lack of holistic support for access control in I'T ecosystems.

2. Literature is accessed to investigate how IT ecosystems are managed
and controlled. Further, the components that make up the solution in

the form of a model are discussed through the literature study.

The results of the literature study are used to build the model components

through argumentation which is discussed in the following subsection.

1.5.2 Argumentation

Argumentation is a core principle in developing a research solution. Several
authors have identified different approaches of reasoning (Spens & Kovécs,

2006; Hyde, 2000). There are two general approaches of reasoning used across
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different research disciplines to acquire new knowledge (Hyde, 2000), the in-
ductive research approach and the deductive research approach. The induc-
tive research approach seeks to develop a theory by firstly observing a specific
instance and then “establishing generalizations about the phenomenon under
investigation” (Spens & Kovéacs, 2006). The deductive research approach
begins with establishing a theory, and seeks to observe if the theory fits to a
specific instance (Hyde, 2000).

In the context of this research study an inductive research approach is
employed. It uses a theory building to argue towards the development of the
proposed multi-faceted model to holistically support access control through
an [T ecosystem.

Argumentation together with a use case method which is discussed in
the following subsection shows the effectiveness and utility of the proposed

model.

1.5.3 A Use Case

Use cases can be considered a formal method within systems, analysis, and
design. To provide an in-depth understanding of the problem area, pointing
out the causes and stating the current status in the area in real-world con-
text, a use case is utilized. This dissertation argues that the eduroam facility
architecturally represents a complete I'T ecosystem and is a suitable environ-
ment that collaborate with multiple providers. Therefore, the research study

uses the eduroam facility as a use case scenario.

1.6 Research Scope and Delineation

This research study focuses on developing a multi-faceted model to support
authentication and authorization for online services. A use case method is
utilized to provide an in-depth understanding of the problem, pointing out
the causes and stating the current status in the environment.

The use of the Internet Protocol (IP) address to authorize roaming users
to use online services at home or in remote institutions (this is discussed in
more detail in chapter 8) by eduroam, is of particular interest. There are

many online services that authenticate and authorize users via an IP address
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on the Internet and it is impossible to analyze all of them. Therefore, when
performing a use case in chapter 8, the attention will be focused primarily
on online digital library databases found in eduroam-enabled institutions and

libraries within the South African context.

1.7 Chapter Layout Of the Dissertation

This dissertation consists of three parts, each of which consists of a number
of chapters. Four appendices are also attached to this dissertation. Figure
1.1 provides a graphical depiction of the dissertation layout. The contents of
these three parts and subsequent chapters are briefly summarized below.

Part I introduces the problem domain. It does so by considering the
three realizations that motivated this research study. This sets the scene for
the problem statement, research objectives and subsequently the research
methodology used in this dissertation. Further, the research scope and de-
lineation is also discussed in chapter 1. Chapter 2 introduces the reader to
access control. The general concepts of access control, in particular a sub-
ject requesting access to an object through a decision maker, are discussed.
Chapter 3 discusses the management of IT ecosystem environments.

Part II is dedicated to introducing the proposed model to the reader by
positioning it in Chapter 4. Thereafter, Chapter 5, 6 and 7 will discuss
each part of the proposed model in detail.

Part III is dedicated to showing the utility of the proposed model by
using eduroam as a use case in Chapter 8. This simply means that the
proposed model in Part II will now be utilized by the eduroam facility.
Finally, Chapter 9 concludes the dissertation by reflecting on the research,
determining whether the objectives have been achieved and suggesting future

directions.
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Figure 1.1: Lay-out of the Dissertation

1.8 Conclusion

This first chapter discussed the three realizations that motivated this research
study. Furthermore, the focus area of the research study together with the
problem statement was defined. Consequently, this research study sets to de-
velop a multi-faceted model to support authentication and authorization for
online services. Therefore, the research objectives defined in order to achieve
the primary objective were stated. Thereafter, the research methods used to
achieve the stated objectives were also discussed. Finally, the research scope
and delineation together with the layout of this dissertation were discussed

and illustrated.



Chapter 2
Access Control

Information resources are just as important as any other valuable organiza-
tional asset (ISO/IEC27002, 2013). Therefore, these information resources
must be protected at all times (Saint-Germain, 2005). Information security
implementers must ensure that their approaches or methods are effective and
adequate to the extent specified by the policies of the organization. Access
control is one of the oldest aspects associated with the protection of an orga-
nization’s information resources (Tekeni, Botha, & Thomson, 2016). Access
control can be either physical or logical in nature. However, a combination
of physical and logical protection can be utilized. Depending on the nature
of the asset that must be protected.

Access control in this dissertation is defined as a set of controls defined
to restrict or limit access to organizational resources. In other words, who
can have access to which resource? Security guards that control access to
the organization’s buildings, employee access cards, biometric scanners and
tokens are all examples that view access control from both a physical and
logical protection perspective. However, this dissertation addresses access
control to information resources in IT ecosystems. Access control must be
enforced across federated I'T ecosystems.

Chapter 1 introduced the three realization that motivated this disserta-
tion to set the scene for the problem statement and research objectives of the
dissertation. This chapter presents an access control overview in a federated
IT ecosystem environment. The primary question answered in this chapter
is: Who can access what on which object(s)? This sets the scene for the next

chapter which answers the question of how I'T ecosystems are managed?. The

11
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current chapter begins by conceptually positioning access control in terms of

the focus of this dissertation.

2.1 Access Control Conceptualization

Access control should ensure that access is only given to authorized users. Its
main purpose is to manage the provision of user access rights to ensure that
resources can be appropriately shared between properly authenticated users
(Tekeni et al., 2016). It includes a Reference Monitor who permits or denies
a Subject to do an Operation on a particular Object according to Access Rules
predefined (Hulsebosch et al., 2005). The subject is the access requester, i.e.
it identifies a specific user who wants to do an operation on an object. An
operation is responsible for collection and delivery of user credentials from
the subject to the reference monitor in order to make an informed decision.
According to Hulsebosch et al. (2005), the access rules specify the usage of
access rights associated with the subject for the purpose of verifying that the
subject has the authority to perform a task on an object.

The reference monitor is the “brain” of the access control process. Its
role is extremely important as it is responsible for subject authentication by
means of biometrics or tokens. Furthermore, it is also responsible for au-
thorization, i.e. determining the degree of access rights of the subject to do
a particular task on an object. Finally, it permits or denies the subject to
have access to an object. Access is denied if the subject is neither authen-
ticated nor authorized. Subsequently, access is permitted if the subject is
properly authenticated and authorised. Figure 2.1 illustrates this process in
a graphical manner.

In Figure 2.1, the Subject requests access from the Reference Monitor to
do a specific Operation on a particular Object. In order to make an informed
decision, the Reference Monitor needs to know the source of the request
to determine the identity of the user (“Who is accessing?”). This is called
authentication. Furthermore, the Reference Monitor must also verify the
access rules associated with the resource required by the Subject (“What can
be accessed?”). This is called authorization (Lampson, Abadi, Burrows, &
Wobber, 1992). Therefore, once the Reference Monitor obtains the results,

the decision is made to either ‘Permit’ or ‘Deny’ access to the Subject and
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Figure 2.1: Access Control Process, based on Hulsebosch et al. (2005)

the Subject is notified of the outcome.

However this happens when the subject attempts to access a particular
object: thus it is a run-time decision. Furthermore, this decision is based
on a set of access rules which must be created first. Therefore, there is also
the administration-time activity of setting up those access rules to consider.
Considering administration of access control separately from the operational
access control to ensure that the policies and objectives are not compromised,
is not a new idea (Sandhu, Bhamidipati, & Munawer, 1999; Botha, 2008).
Access control must be considered from both administration-time and run-
time perspectives. These access control perspectives are discussed next in
2.2 and 2.3.

2.2 Access Control Administration Mindsets

During the run-time of access control, decisions to allow or deny access to
a particular information resource are enforced. These decisions are based
on a set of access rules specifying “what can be accessed and by whom?”.
However, these access rules must be created first. Therefore, the author refers
to the administration-time used to set up those access rules.

Access control rules are created as either discretionary (Wang & Os-
born, 2007), or mandatory (Fen, Zhen, Liu, et al., 2009). Furthermore, it
has become commonplace to create access rules and map those created access

rules into roles. This is called role-based access control (Bao, Song, Wang,
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Shen, & Yu, 2008). Each of these mindsets when creating access rules are

discussed in the following subsections.

2.2.1 Discretionary Administration

Discretionary Access Control (DAC) has been discussed by many (Wang &
Osborn, 2007; Osborn, Sandhu, & Munawer, 2000) and is widely used in
many systems and networks. The idea behind discretionary access control is
that the user creates a resource and controls access to the created resource
through ownership. The resource owner can then pass the access rights asso-
ciated with the created resource to other users based on his/her discretion.
Access Control Lists (ACLs) are good examples of DAC. For example, in
networks the administrator (who acts as the owner) can create an ACL that
allows or denies access to a server from a group of users.

This kind of ownership may not be appropriate in many organizations as
the organization is the owner of the server but, at the same time, the server
could have been configured by a specific user. It then becomes confusing
to answer the question of “Who the owner is?”. However, an organization
could give access to a specific user to permit access to other users according

to his/her discretion.

2.2.2 Mandatory Administration

Mandatory Access Control (MAC) disallows the users privileges of deciding
who can access their resources. The system is a decision maker. MAC is
a way of restricting access to resources based on security labels assigned to
users and resources (Fen et al., 2009). A label on a user is called a security
classification, whereas a label on a resource is commonly referred to as a
security clearance (Yuan & Tong, 2005).

MAC divides access rights to resources unequally. However, the fact that
access rights are unequal poses a challenge on its own. For example, a user
with security classification of X and a resource with a security clearance of Y
can access the resources with security clearance Y and below even if he/she
has no intentions of doing so.

It must be noted that both discretionary and mandatory access control are

based on the resource, i.e. not on the user’s job requirements. Role-based



CHAPTER 2. ACCESS CONTROL 15

access control (RBAC) addresses access rights from the user’s perspective
rather than from the resource’s perspective. This is discussed in the next

subsection.

2.2.3 Role-Based Administration

Role-based access control is popular across organizations today. Most orga-
nization are implementing the concepts of roles (Bao et al., 2008). Instead of
giving individuals access rights, rather map them to specific roles according
to their jobs. Roles, in turn, are assigned specific access rights based on the
job requirements of that role. This simplifies administration of access rights.
Consider a situation where a single user holds multiple access rights for dif-
ferent tasks. These multiple access rights could conflict with one another.
For example, a user needs to log the total number of hours worked per day
for the purpose of calculating the salary earned (Task 1). However, Task 2
requires the same user to approve the number of hours logged. This could
be seen as a potential conflict or conflict of interest. Hence, such conflict can
be avoided by carefully creating roles.

Furthermore, as the number of users and the information resources in-
creases in an organization, it becomes challenging to administer the user’s
access rights on an individual level. RBAC first map roles to access rights
and users to their roles as can bee seen in Figure 2.2 (Zhou, Varadharajan,
& Hitchens, 2012).

Roles

Users > Roles

. J/

Figure 2.2: Role-Based Access Control Mappings

Moreover, if a user gets a promotion within an organization, the roles
can be easily reassigned from one user to another user. Furthermore, during
user resignation, roles can be easily revoked as necessary. Roles make the

provision of access rights much simpler than providing each user access rights
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that are not mapped to a particular role. However, this does not mean the
user cannot hold two or more roles. If it is the case, proper care should be

taken when assigning users to their roles.

2.3 Access Control Enforcement

At run-time access control rules that were created during the administration-
time are enforced. To access a particular service the decision maker (as
discussed in figure 2.1) needs the user to be authenticated using any of the
authentication methods specified by the organization.

The decision to enforce access control conceptually allows or disallows ac-
cess based on the question: “Should the subject have access to this object?”.
However, this question relies on the subject being who he or she claims to be.
This requires a trustworthy authentication mechanism. Three of the most
common authentication mechanisms used in organizations are shared secret
passwords, biometrics and tokens.

Each of these authentication mechanisms are discussed in the following

subsections.

2.3.1 Shared Secret Passwords

This is the easiest method of authenticating and authorizing users, whether
they are inside the organization’s boundaries or outside. A login username to
identify the user and the password for approving the user need to be provided
to the user by the organization. This method works in the following way:
1) The Organization requests a subscription from the Resource Quner 2)
The Organization together with the Resource Owner creates login details (a
username and a password) 3) These login details are distributed to authorized
Users by the Organization 4) Thereafter, the User can login to any computer
or device that has Internet access and access the electronic resource content
offered by the Resource Owner via their affiliated Organization 5) Finally, the
Resource Owner decides whether to permit or deny access and the response
is sent to the User (see Figure 2.3).

There is flexibility with shared secret passwords as the user can use it

anywhere regardless of the Internet Service Provider the user connects to.
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Figure 2.3: Secret Password Login Process

However, some disadvantages can be noted with this method. Firstly, the
password created by the organization and the resource owner could already
exist elsewhere. If this is the case, the possibility of electronic resource con-
tent misuse could occur. Secondly, organizations subscribe to many resource
owners and each of them is different. That means that a long list of pass-
words needs to be maintained and updated often. Lastly, some users could
share the password to unauthorized users. This could breach the SLA agreed

on by the organization and the resource owner.

2.3.2 Biometrics

Shared secrets passwords require the users to always remember a username
and a password. This could prove to be a nuisance to users as the passwords
can be easily forgotten. Moreover, if an unauthorized user could get hold of
the shared secret password, the protected resource could be accessed.

One way to avoid entering credentials such as usernames and passwords is
to utilize a user-based behavior’s characteristics as an authentication method.
Biometrics allow users to be authenticated through measurable behavior’s
characteristics that can be automatically checked (Bolle et al., 2004). This
includes scanning fingers or eyes on a biometric system.

A biometric system captures the user’s characteristics and creates a pro-

file for the user. When the user has been authenticated, the supplied char-
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acteristics are compared against the created profile and the user is either

authenticated or denied access.

2.4 Access Control Techniques: Status Quo

Access control in federated IT ecosystems has been a problem for many
decades. Organizations have been coping with imperfect solutions to address
access control for their organization’s valuable assets in federated ecosystems.
Most of these solutions lack scalability, privacy and federation of adminis-
tration. With federated administration, the resource owner only performs
authorization after the user has been successfully authenticated by their own
home organization using their own preferred method of authentication. This
not only protects the user’s privacy but also provides scalability as the au-
thentication of the user remains at the user’s home organization, while autho-
rization to access a particular resource is carried out by the resource owner.

Firstly, before this section provides a summary of the existing approaches
used to restrict access to resources, it is worth highlighting that these ap-
proaches may commonly fall under one or a combination of the three forms
of access control discussed in subsections 2.2.1, 2.2.2 and 2.2.3: discretionary,

mandatory or role-based access control.

2.4.1 IP Address Restriction

[P addresses are widely adopted by organizations as their preferred autho-
rization method, especially in academic and research institutions (Blansit,
2007). Furthermore, IP addresses are commonly used in large organizations,
because the setup is relatively straightforward for a large number of users.
The organization releases a block of IP addresses to their associated resource
providers to be registered, making it easy to allow thousands of authorized
users to have access to the electronic resources hosted by their organization
(Mikesell, 2004). This, however, increases administrative workload of or-
ganizational administrators. An organization needs to register IP addresses
with each resource provider (Blansit, 2007). At times, when the organization
changes the block of IP addresses, an update is required and must be com-
municated to the resource provider. This becomes a burden to organization’s

administrators. The IP based method operates this way (see Figure 2.4).
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Figure 2.4: IP-based Process

Each organization is assigned a pool or pools of IP address by their Ser-
vice Provider (an assigned IP address uniquely identifies a device to other
devices locally or to the Internet at large (Mikesell, 2004)). The organization
then releases the assigned pool of IP addresses to its resource providers. The
resource providers’ accept the released pool of IP addresses from the organi-
zation, add them to their lists of allowed addresses on the server and add a
tag that specifies where the IP addresses come from. Thereafter, when the
user uses a computer or any type of device that can access the Internet on the
organization’s premises, the resource provider’s server looks at the arriving
IP address and compares it to the list of registered IP addresses. Finally, if a
match is found, the user is given access to the protected electronic resources.
If not, no access is given.

IP addresses undoubtedly provide a convenient way of authorizing users
to access electronic resources. However, the disadvantages cannot be over-

looked, especially when access is required by users working at home.

2.4.2 Web Proxy Servers

A Web proxy server is a computer located within the organization’s premises
that authorized users can connect to over the Internet. Web proxy servers
are necessary for users who want access to their organization’s internal re-
sources while they are at home. Web proxy servers are normally placed
outside the firewall of the organization. Their main job is to play the role of

intermediary device between the home user and the organization holding the
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resource (Mikesell, 2004). This server simply transmits data. For example,
User W affiliated with Organization_ X wants access to Database_Y, which
is outsourced by Organization_X. In order to access Database_Y, Organiza-
tion_X uses an IP address. This IP address is only assigned to users while
on-campus. Then User_W request access to Database_Y while working at
home. However, this is not possible because the IP address of User_W while
working at home is different from the IP address usually assigned to User-W

while working on-campus (see Figure 2.5).

Resource Owner

N —_—>
Access Denied The Internet  |¢ Database_Y
Allowed IP’s
10.10.20.1
10.10.30.4
?
v

User_W (At home)
IP: 6.6.6.6 |

Figure 2.5: User Accesses at Home without a Proxy Server

In order for User W to access Database_Y, Organization_X will have to
place a web proxy server outside their firewall. This server will have the abil-
ity to communicate with another inside server that has the valid IP address
of Organization_X. When the user accesses Database_Y, the request will have
a valid IP address of Organization_X because of the communication between
the Web proxy server and the user working at home (see Figure 2.6).

The web proxy server process is shown in Figure 2.7. The remote user
tries to access licensed material using a proxy-enabled browser. The request
is directed to a proxy server located on campus. When the proxy server
receives the request and forwards it to the organization, the organization
validates that the IP address came from the proxy and authenticates the
request. Thereafter, an inside system returns the data to the proxy server
which, in turn, sends the retrieved data back to the remote user.

Although web proxy servers work well to provide access regardless of the

Internet Service Provider (ISP) the user is connected to, noticeable disadvan-
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Figure 2.6: User Accesses at Home with a Proxy Server

tages cannot be overlooked. With the wide spread of the Internet, free open
proxy softwares could be used by hackers in the process of gaining access
to protected resources of an organization. According to Cain (2003), this
was the case at JSTOR when their articles got downloaded by a hacker. A
valid authorized IP address “succeeded in downloading 50,000 journal arti-
cles” from their database. This was because a computer was configured as
a valid Web proxy server located from a valid organization. A more secure
approach to access control in distributed I'T ecosystem could be the use of
a Virtual Private Network. The next section will discuss what the VPN

concept entails.

2.4.3 VPN

A VPN provides complete data privacy and integrity to users who access
the network from outside their intranet in a secure manner (Rangarajan,
Takkallapalli, Mukherjee, Paul, & Miller, 2004). A VPN creates a tunnel
between the user sitting outside the organization’s premises and their affili-
ated organization. This technique provides flexibility in communication and
complements the experience of a roaming user. The same resource the user
accesses at the home organization will be readily available wherever he or
she roams provided that the VPN tunnel is established. A VPN tunnel is
triggered by the user who wants access to his or her affiliated organization’s
resources while roaming to remote networks. A VPN makes use of the Inter-
net to transmit data from point A to point B (Mikesell, 2004). As this data
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Figure 2.7: Web Proxy Server Process

traverses over the Internet it should be encrypted and a VPN addresses such
requirements. A VPN is similar to a Web proxy server because the roaming
user is assigned an IP address associated with the user’s affiliated organi-
zation. Then the users can access any resource available on-campus while
roaming to remote networks. However, the security of a VPN is what sepa-
rates it from Web proxy servers. An example of a VPN tunnel is abstracted

in Figure 2.8.

Remote Organization Home Organization

Encrypted Data

RoamingUser pF====q == == c s cm e m = = == = = > Resource

The Internet

Figure 2.8: A VPN Tunnel between the User and the Home Organization

In Figure 2.8, the user wants access to a particular resource hosted by
the home organization while at a remote location. The user is authenticated
as a VPN client on his or her personal device. If the user is properly authen-
ticated, the VPN tunnel is established and the data that traverses through
this tunnel is encrypted by the tunnel. The IP address assigned to the user
belongs to the home organization which allows the user to have direct access
to the resource hosted by the home organization.

VPNs provide flexibility to users accessing resources outside the organi-
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zation’s boundaries. However, they require installation of software on the
user’s personal device, a heavier workload for the home organization’s IT
support personnel and data encryption that can slow down the speed of the

network connection (Cain, 2003).

2.4.4 Shibboleth

Shibboleth is an initiative based on an open source software package devel-
oped by Internet2/MACE. It emphasizes user privacy protection (Erdos &
Cantor, 2002) and has the ability to request user attributes between feder-
ations using SAML. Internet2 involves federated identity management or-
ganizations and research and higher education communities, with the goal
of ensuring that members belonging to such communities and organizations
“have access to the right services, at the right time, with the right protec-
tions and privacy considerations, while supporting easy collaboration glob-
ally” (Internet2, n.d.).

Shibboleth is a system for authentication (carried out at the user’s home
organization) and authorization (performed by the resource owner) to sup-
port collaboration and sharing of resources that are subject to access control
in research and higher education institutions (Needleman, 2004; Erdos &
Cantor, 2002). Shibboleth provides scalability and flexibility because the
actual identification that the user is who he/she claims to be happens at the
user’s home institution, while all the rights associated to the user are verified
at the resource owner’s site. Of course, the trust relationship is essential
between the resource owner and the user’s home institution to ensure that
the user really belong to that institution, has been properly authenticated
and has the authority to access the resource.

Shibboleth is built on a number of software components. Apart from
the end-users and their web browser, Shibboleth relies on three main players
during the exchange of information between federated institutions, namely
(Paschoud, 2004) the resource provider (ReP), the identity provider (IdP),
and the where-are-you-from service (WAYF).

The ReP is the owner of the resource that the user wants to access.
Authorization decisions are made by the ReP about whether access to the
resource is granted or denied. The access decisions are based upon the re-

ply form the end-user’s IdP. To establish communication between the ReP
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and IdP, the ReP operates two Shibboleth software components, the SHIRE
(SHibboleth Indexical Reference Establisher), and the SHAR (SHibboleth
Attribute Requester).

The IdP is the end-user’s home institution which has a trust relationship
with the ReP for resource access. IdP authenticates its own users using
their preferred authentication method. Furthermore, the IdP maintains the
local database of registered users. The IdP operates two Shibboleth software
components, the HS (Handle Server), and the AA (Attribute Authority).

The WAYF is a service that is placed between the ReP and IdP to dis-
cover the user’s home institution. The WAYF service contains a list of all
the Shibboleth participating institutions. The user is presented with a web
form to choose his/her home institution from a list of participating institu-
tions provided that his/her home institution is also part of the Shibboleth
federation. Therefore, the main task of the WAYF service is to discover the
user’s home institution so that the assertions between the ReP and IdP can

take place.

Figure 2.9 illustrate the operation of Shibboleth.
When the user tries to access the required resource, the following steps

take place:

1. The user tries to access a Shibboleth protected resource hosted by a
ReP.

2. The ReP at the destination will redirect the user into a WAYF service
by using SHIRE.

3. The user is provided with a web form to choose his/her home institution
by the WAYF service.

4. Then the WAYF service returns the user’s home institution to the ReP
which in turn creates the Handle that contains the URL the user wants

to access and passes it to the user’s home institution for authentication.
5. The IdP ask the user to enter his/her institutional credentials.

6. Then the user’s credentials are sent back to the IdP to be verified using
the local database hosted by the IdP.
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Figure 2.9: Shibboleth Operation based on Paschoud (2004)
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7. For privacy purposes, the IdP ask the user to specify which attributes
should be sent to the ReP.

8. The user returns the attributes that he/she want to be sent to the Rep.

9. Thereafter, the IdP will send the user’s attributes to the ReP and the

ReP will make the decision whether to grant or deny access to the user.

10. Finally, the user is notified of the outcome by the ReP.

The advantages Shibboleth provides within the access control environ-
ment cannot be overlooked. Furthermore, Shibboleth is based on open source

software which means it can be implemented easily without any cost.

2.5 Conclusion

Access control must be enforced across federated I'T ecosystems to ensure

adequate access to information resources, especially to those resources ac-
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cessible via the Internet. This chapter positioned access control in terms of
this dissertation by arguing that access control has an administration-time
to set up the access control rules and a run-time to enforce the created ac-
cess control rules. Furthermore, current access control prevention techniques
were reviewed and discussed. This showed that several potential solutions to
access control in federated IT ecosystem exist, each with its own advantages
and disadvantages.

Access control is not a once-off activity, but requires administration to
be done from time to time, and the actual access control decision is made
every time there is an attempt to access a particular resource. The resource
could be hosted by another organization, i.e. not localized. Therefore, access

control must be enforced across IT ecosystems.



Chapter 3
Management of IT Ecosystem

Management of I'T ecosystems in this dissertation refers to ensuring that all
of the information technology resources of an organization are managed prop-
erly. These resources may include logical resources such as data, information
that is stored physically such as computer hardware, device facilities as well
as the people who look after them.

Managing these resources within an organization requires basic manage-
ment functions such as organizing, controlling, staffing and budgeting. These
functions may also include network design, planning, and technical support
to customers.

The previous chapter examined the access control authentication and au-
thorization components. Three access control administration mindsets were
explored before access control enforcement and the status quo of the access
control technologies were discussed.

This chapter will investigate the management of I'T ecosystems and the
important role that senior management should be playing. Moreover, the
crucial role played by each layer present within an IT ecosystem will be
discussed. The roles of policies, processes, products and people together with
technologies and associated external partners will be explored. The current

chapter commences by discussing the importance of IT in organizations.

27
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3.1 The Value of Information Technology in

Organizations

Most organizations need an Information Technology (IT) department in order
to function and achieve their business goals. Organizations have become
increasingly reliant on IT to carry out their day-to-day work activities. In
fact, I'T has become the weapon organizations use to survive.

Securing information resources has been perceived as an IT responsibil-
ity in many organizations (Clinch, 2009). However, such perception could
be argued against. Implementing anti-viruses on computers and setting up
firewalls in networked devices cannot prevent the ignorance of internal or
external users from sharing sensitive information outside of the organization.

The protection and management of information resources in any organi-
zation is everyone’s responsibility (Clinch, 2009; Von Solms & von Solms,
2006). The responsibility of protecting information starts at the top and

circulates down to the lower layers.

3.2 Organizational Layers

Within an IT ecosystem, decisions are often categorized according to three
management layers. These are: strategic, tactical, and operational. These

layers influence each other, as can be seen in Figure 3.1.

A decision at the strategic layer will impact the decisions at the tactical
layer, and decisions at the tactical layer will impact decisions at the oper-
ational layer. The following subsections briefly highlights the role of these

layers.

3.2.1 Strategic Layer

The strategic layer is there to guide the direction an organization takes. Cer-
tain decisions need to be made. These decision are often embodied through
policies (Von Solms, Thomson, & Maninjwa, 2011a) and agreements with
suppliers and partners.

At this layer, the IT managers are responsible and accountable for all
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Figure 3.1: IT Management Layers

ongoing IT services within the organization. They work towards achieving
organizational goals by directing the activities of employees. IT Managers
must provide clear direction concerning what exactly they expect from their
employees in order to achieve these organizational goals. Employees’ be-
haviours and actions need to be controlled. Developing policies can address
these issues. Thus, ensuring that the policies are properly enforced is the
responsibility of I'T managers.

In the case of this research study, policies must define how access to
online services will be provided. An IT ecosystem is controlled by a policy
that defines the behaviours of the internal employees and online users of the
service, access to online services and the degree to which access is provided

to external partners.

3.2.2 Tactical Layer

At this layer, tactical planning is done in accordance with the strategic direc-
tives. After the strategic directives have been created, plans must be put in
place to ensure that the strategic choices can actually be implemented feasi-
bly. This may involve project planning activities including raising awareness

of the strategic direction and training in the use of technologies.
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After the policies are created at the strategic layer, the tactical compo-
nent needs to execute them and perform action plans such as procedures
(Harrington & Ottenbacher, 2009). Training sessions need to be performed
at this level.

3.2.3 Operational Layer

The operational layer represents an organization’s underlying infrastructure
and is concerned with operational implementations.

The output from the tactical layer acts as an input to the operational
layer. Decisions related to the functionality of the underlying infrastructure
should be made. The operational managers will need to communicate the
impact that a particular decision set forth by the tactical managers and
possibly by the strategic managers will have on the underlying infrastructure.

von Solms (2005) states that activities in the operational layer within an
organization are always executed well . Activities in this layer include logical
access control management, identification and authentication management
and several others (von Solms, 2005).

It can be argued that these three layers work hand-in-hand. Decision
made at any layer has the potential to influence the other layers. These

layers are distinctively discussed in chapters 5, 6 and 7.

3.3 An Integration of ITIL’s Four P’s in Man-
aging I'T Ecosystems

As stated earlier, the responsibility of protecting of information starts at the
top of the organization’s hierarchy and extends through it to the bottom and
possibly beyond the organization to their associated partners. At the top, the
importance of ensuring adequate access control in federated I'T ecosystems
should be emphasized through the development of policies. These policies
should extend into lower levels of the hierarchy (Von Solms et al., 2011a).
Therefore, the management of I'T ecosystems should encompass the broader

aspects of the organization, i.e. understand the reporting structure, culture
and value proposition of the organization. Figure 3.2 conceptually positions

such a reporting structure.
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Policies
People Processes Products Partners ]
v v A J
Roles and Responsibilities  Procedures Technologies

Figure 3.2: ITIL’s Four P’s Utilization

At the top of the pyramid, policies that direct and control organizational
assets are developed. They are then distributed to each layer of the pyra-
mid to be enforced. A way to achieve effective management of federated IT
ecosystem environments might be the utilization of ITIL’s Four P’s of the Ser-
vice Design (shown in the middle of the pyramid in Figure 3.2) (Hunnebeck,
2011). The four P’s in this research study are described as follows:

1. People: All the employees of the organization including the manage-

ment staff members.
2. Processes: This includes procedures.
3. Products: Organizational services, tools and technologies.

4. Partners: External vendors and suppliers.

Each of ITIL’s Four P’s and their functions are discussed in the following

subsections.
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3.3.1 People assigned Roles and Responsibilities

Ensuring access control in IT ecosystems starts with people. They are a
valuable asset just like any other organizational asset. Without them it is
challenging for an organization to perform its day-to-day operations. They
are the core of the organization’s success and the drivers for organizational
resources and capabilities to produce value (Hunnebeck, 2011). It is impera-
tive that effective communication throughout the organization is maintained.
Proper communication will lead to the success of the organization while poor
communication will result in the failure of the organization. People should
be able to carry out their assigned job requirements and ensure that they
know their roles and responsibilities.

Effective communication can be achieved through the development of
policies. Policies are developed and revised from time to time by the top-
level managers (Mooi, 2014). These policies should be circulated through all
levels of management as previously highlighted. They should not only be
circulated but also communicated and understood by people from all levels.
Moreover,they should be properly enforced and measured from time to time
in the process of determining their effectiveness.

It is through these policies that people will behave accordingly. Policies
set common ground and boundaries for people in an organization. They de-
fine the associated roles and responsibilities of people. If people fail to follow
these policies it could potentially damage an organization. As highlighted
by Von Solms et al. (2011a), “information has the potential to damage an
organization if it falls in the wrong hands”. According to Whitman and
Mattord (2013, p.58), some people fail to follow policies, whether through
ignorance or intentionally. The fact that they fail to read and understands
policies could damage an organization.

In summary, policies are created at the top level of management to direct
and control access to the organization’s valuable assets such as people. The
roles and associated responsibilities of the people are communicated through
policies. Therefore, it is imperative that people read and understand the
policies communicated to them.

These policies also apply to other assets of the organization such as pro-
cesses. Therefore, the following section discusses the relationship between

policies and processes.
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3.3.2 Processes and Procedures executed according to

Policies

Policies and processes provide directions to people towards completion of a
particular task (Mooi, 2014). Policies set boundaries and define the roles
and responsibilities of each member of the organization while processes and
procedures specify how the actions within those roles and responsibilities
are performed (Von Solms et al., 2011a). Policies and processes should de-
fine procedures for both internal and external partners. Such procedures
should include service level agreements, sharing of information resources and
the degree to which internal and external partners can access the organiza-
tion’s information resources, i.e. access organizational systems, services and
premises.

The level at which an organization may want to secure its valuable assets
could inconvenience the important role that partners play in the organiza-
tion’s success. Hence, when policies and processes are developed they should
provide an acceptable level of security that will also satisfy the associated
partners. The relationship between policies and processes plays an impor-
tant role in directing and controlling access to organization’s valuable assets
beyond its boundaries, i.e. to its associated partners (both internal and

external parties).

3.3.3 Products and Services created with Tools and

Technologies

The role performed by people in an organization cannot be overemphasized;
they bring enormous value to the organization (Duffy, 2001). It is people
that make the organization run with the guidance of policies set forth. But
without necessary tools and technologies, it could be challenging to pro-
vide services and create products. Products are developed using tools and
technologies. Tools and technologies are necessary to provide services. In
federated I'T ecosystems, new tools and technologies continue to advance at
an increasing rate. To manage access control in federated IT ecosystems,
necessary tools and technologies are of most the utmost importance.

As noted by Duffy (2001), “the business world is increasingly competitive,

and the demand for innovative products and services has yet to be satisfied.”
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An important phrase that can be highlighted in this statement is “innovative
products and services”. Such innovative products and services might not
be satisfied without the necessary tools and technologies and, of course, the
right people in place. These tools and technologies are managed through
policies. A typical policy intended for the use and management of tools and
technologies would include statements that specify who can use them, how
they can be used and when they can be used.

The answer to the first question might also include the use of tools by
external partners and suppliers. The relationship of external partners and

suppliers to the organization is discussed in the following section.

3.3.4 Partner and Supplier relations governed by Pol-
icy
To survive in today’s competitive marketplace organizations are increasingly
forming alliances with other organizations. This kind of partnership is be-
coming more important and its success depends on common agreements and
trust between the two organizations (Gallivan & Depledge, 2003). Some
everyday operations of the organization may be performed by external part-
ners. For example, when a bank has a problem with network infrastructure
they might want to partner with a networking organization that can take full
responsibility of their network infrastructure. Whenever they have a network
related problem, their partner will identify and troubleshoot the problem.
Therefore, it is imperative that the policies of the organization clearly
specify the degree to which external partners can have access to the organi-

zation’s valuable assets.

3.4 Conclusion

In this chapter the relationships between policies that direct and control
people, processes, products and partners were discussed. The main argument
provided in this chapter was that these policies should be developed and
communicated to all levels of management. Such communication should
extend from the top (were policies are defined) to the middle (were action

plans starts to take place) through to the bottom (were action plans are
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executed). Failure to communicate, could lead to the misuse, damage and loss
of the organization’s valuable assets. The chapter was structured according
to ITIL’s four P’s, these four P’s were utilised as they cover a complete IT
ecosystem. Subsequently, they were further discussed in detail.

This chapter along with the previous two chapters conducted a literature
study and mark the end of the background chapters (Part I). The litera-
ture study was necessary to provide the foundation of this research study.
Furthermore, the results of the literature study together with argumenta-
tion will play an important role in the development of the proposed model.
The next chapter marks the beginning of Part IT which discusses the model

development.



Part 11

The Proposed Multi-faceted
Model
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Chapter 4

The Conceptual Model

The previous chapter marked the end of the background chapters by arguing
the various relationships that should exist in order to effectively manage I'T
ecosystems. Together with the two chapters before it, the chapter provided
a foundation for the development of the proposed multi-faceted model to
support authentication and authorization for online services.

This chapter motivates the conceptual model and its components. Chap-
ters 5, 6, and 7 discuss each component in more detail. The chapter starts

off by conceptually positioning the proposed model.

4.1 Conceptual Positioning

As highlighted in Chapter 3, decisions in organizations are often categorized
according to three management layers: strategic, tactical, and operational.
In order to have a common understanding within an organization, it is im-
portant that the decisions at each of the layers align with one another in
order to realize the vision and mission of organization.

Chapter 3 highlighted two important aspects. Firstly, the layers influence
one another. A decision at the strategic layer will impact the decisions at
the tactical layer, and decisions at the tactical layer will impact decisions
at the operational layer. Secondly, what is considered part of each layer is
dictated by the vantage point taken. What might be considered a decision at
the tactical layer when arguing from the perspective of the top management
of an organization might be considered a decision at the strategic layer when

viewed from the perspective of the manager of a business unit.
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In this dissertation our premise is that the organization wants to achieve a
strategic goal, for example, provide relevant and cost-effective information to
its employees and customers. From an organizational perspective this strate-
gic decision must be tactically implemented through providing, for example,
access to online libraries. Decisions at the operational layer, to implement
specific technologies to access these libraries, must follow.

The proposed model is not aimed at the complete organization. Instead, it
aims to help the information technology department that must ensure access
to certain online services in support of a decision made at the strategic layer.
The focus of the model is illustrated by the shaded triangle in Figure 4.1.
The shaded triangle in Figure 4.1 thus represents the proposed model within
the larger organizational context. From an organizational perspective the

proposed model is thus primarily a tactical model.

Cost-effective and
access to relevant
information

Proposed model
as a tactical model

Configurations
and network
operations

Figure 4.1: Conceptual Positioning of the Model

In Figure 4.1 the unshaded triangle represents the organizational per-
spective in terms of the three management layers as pointed out in Chapter
3. The shaded triangle emphasizes where the proposed model is positioned.
Further, the shaded triangle slightly overlaps with the strategic and opera-
tional layers of the organization. This highlights the fact that the proposed
model will be influenced by some decisions at the strategic layer and, in turn,

will influence decisions at the operational layer.
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Therefore, it can be argued that to achieve a strategic goal, for example,
providing relevant and cost-effective information to organizational employees
and associated customers, decisions at each layer must support and acknowl-
edge the decisions made at the other layers.

The following section introduces the model layers in more detail.

4.2 The Model Layers

As highlighted in Chapter 1, this research study was primarily motivated by
three realizations. Firstly, that access control spans across the organizational
boundaries. Secondly, that there could be inconsistencies between legal spec-
ification and tactical access control measures, as access control needs to be
maintained across organizations. And thirdly, that an organization’s employ-
ees and its customers might breach these legal requirements unknowingly.

Based on these three realizations, the research sub-objectives in Chapter
1 were formulated and are also repeated in Table 4.1. Therefore, each of the
proposed model layers is in line with these research sub-objectives stated in
Chapter 1 and Table 4.1.

Table 4.1: Reach objectives mapped to chapters

Sub-Objective Chapter

SO1 investigates the governance of policies )
SO2 investigates and identifies ways of influencing users behaviours 6
SO3 Investigates and identifies possible access control technologies 7

The proposed model consists of three layers: the strategic layer (guid-
ance), the tactical layer (planning), and the operational layer (technology
considerations) as illustrated in Figure 4.2 and Figure 4.3.

A brief overview of each of the three layers of the proposed model will be

outlined in the following subsections.

4.2.1 Strategic Layer: Guidance

This layer represents strategic guidance to ensure that strategic goals set out

by the organization can be achieved accordingly. The primary question that
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Cost-effective and
access to relevant
information

Proposed model as
a tactical model

\ Strategic Guidance

What does the best practices say
about authentication and authorization
in relation to online services?

Tactical Planning

How can the users be involved
and be able to use the online
services?

Operational Implementation
What should be done at the
infrastructure in support of the
tactical plans?

Configurations and
network
operations

Figure 4.2: Positioning of the Proposed Model Layers

Chapter 5

Strategic Guidance
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Chapter 6

Tactical Planning
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Chapter 7

Technology Consideration

Figure 4.3: Model Layers Indicating their Chapters

should be addressed in this layer is: “What guidance does I'T best practices,
management frameworks and I'T standards provide about authentication and

authorization in an IT ecosystem?” Answering this question will address
SOL1.

4.2.2 Tactical Layer: Planning

At this layer, tactical planning is done in accordance with the strategic di-

rectives. Thus, the question that should be answered in this layer is: “How
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can the users and customers be attracted to the online service offered by the

organization?” Answering this question will address SO2.

4.2.3 Operational Layer: Technology Considerations

The operational layer represents an organization’s underlying infrastructure
and is concerned with operational implementations. The primary question
that should be addressed in this layer is: “What should be changed or imple-
mented with regard to the infrastructure in order to support the decisions at
the tactical layer which, in turn, support the decisions made at the strategic
layer?” A series of questions should be asked such as, should we consider join-
ing existing federations that support both authentication and authorization
for online services and, if so, how will that impact the existing networking
configurations?

Therefore, there are many considerations that the operational layer is
responsible for beyond simply taking the decisions made at the tactical layer
and implementing them. A decision made at each layer could have a positive
or negative impact. For example, consider a decision to join an existing
federated identity management system. There could be some costs involved
which might not be in line with what the strategic managers would want.

The answer to the primary question stated in this paragraph will also
address SO3.

4.3 Conclusion

This chapter presented a conceptual view of the model. The three layers,
namely the strategic, tactical and operational layers, constitute the proposed
model. A brief overview of these layers introduces the next three chapters
which are dedicated to providing details of the model layers.

The following chapter starts off by looking at the strategic layer in more
detail.



Chapter 5
Strategic Decisions

The previous chapter conceptually positioned the proposed multi-faceted
model in the bigger picture. This was followed by an introduction to the
proposed multi-faceted model and its layers. In addition, the chapter further
provided an overview of each of the layers to create a foundation. This chap-
ter continues to discuss the first (strategic decisions) layer of the proposed
multi-faceted model and the next two chapters will discuss the other two
layers.

The current chapter commences by firstly providing a brief overview of

the purpose of the strategic layer in general.

5.1 An Overview

The general structure of the organization is in the form of a pyramid. Man-
agers of the organizations are the drivers for other parts of the pyramid. Their
role is to direct and control (Von Solms, Thomson, & Maninjwa, 2011b).
They provide direction on what needs to be done in order to realize the orga-
nization’s business goals. Furthermore, they also check whether the directives
given are being executed to their satisfaction.

IT best practices, management frameworks, IT standards and other re-
lated documents that might provide guidance are important to their role as
managers. This dissertation as a whole is concerned with the provision of
authentication and authorization to online services. Therefore, I'T managers
should provide direction to other parts of the pyramids by making use of

these documents.
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The following sections discuss these I'T best practices, management frame-

works and IT standards from the perspective of an I'T business unity.

5.2 An Overview of ITIL, COBIT 5 and ISO/IEC
27002

As can be expected, access control to information systems has been dis-
cussed by many, including in IT best practices, management frameworks
and IT standards. Among these, the most commonly used are ITIL (OGC,
2007), COBIT 5 (ISACA, 2013)and ISO/IEC 27002 (ISO/IEC27002, 2013).
Although ITIL is considered as a best practice guideline, COBIT 5 as a man-
agement framework, and IS0/TEC 27002 as a standard, in this research study
they are collectively referred to as frameworks.

Many organizations are under pressure to control access to their business
systems and services. Organizations should use I'T best practices, guidelines,
frameworks and standards for guidance when implementing access control.
ITIL, COBIT 5 and ISO/IEC 27002 all discuss the concept of access control.
However, access control views are scattered through the frameworks. This
could make it challenging to use them during access control implementation.

Much research has been done in an attempt to integrate them (Sahibudin,
Sharifi, & Ayat, 2008). Furthermore, the access control issues are not dis-
cussed at the same level of detail. To understand the differences, think of
these three in this way: COBIT 5 discusses what to monitor and control,
ITIL clarifies how to go about implementing the processes for performing
those services, while ISO/IEC 27002 discusses the process for securing those
services (Greenfield, 2007). As the focus of this section is the analysis of ac-
cess control views within ITIL, COBIT5, and ISO/IEC 27002, the following
subsections focus not only on an overview of these frameworks, but also pro-
vide directions with which the information concerning access control views

can be located within them.

5.2.1 ITIL

Information Technology Infrastructure Library (ITIL) is a best practice guide-

line introduced by the Office of Government Commerce (OGC), situated in
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the United Kingdom (UK), to provide best practices for IT service manage-
ment in an organization (Nastase, Nastase, & Ionescu, 2009). This framework
discusses issues related to different entities such as people, processes, and in-
frastructure technology, to provide cost effective and high-quality I'T services
(OGC, 2007). ITIL is comprised of five publications, namely (Verma, 2014)
Service Strategy, Service Design, Service Transition, Service Operation and
Continual Service Improvement.

Service Strategy discusses the concept of identifying market opportuni-
ties for new services, while Service Design is concerned with developing a
strategy into a designed document (Greenfield, 2007). Service Transition
deals with the implementation of the activities laid down by Service Design
and Service Operation focuses on the operational side to ensure that services
are delivered. Furthermore, Continual Service Improvement provides consis-
tency between the other four publications. It focuses on how the service can
be improved over time (Verma, 2014).

In ITIL, the access management process is described in the Service Opera-
tion publication. Views are clearly defined in the access management section

(4.5) as lifecycle activities.

5.2.2 COBIT 5

COBIT 5 is a management framework developed by ISACA (Information
Systems Audit and Control Association) for I'T governance and IT manage-
ment (Sahibudin et al., 2008). This framework defines 34 control objectives
in a hierarchy of processes and domains (Ridley, Young, & Carroll, 2004).
The processes are subdivided into four domains: Align, Plan and Organize
(APO), Build, Acquire and Implement (BAI), Deliver, Service and Support
(DSS), and Evaluate, Direct and Monitor (EDM) (Greenfield, 2007). Under
each domain, the process objectives, key activities, input, output, perfor-
mance measures, Work Product (WP) and Best Practice (BP) are discussed.

There is no specific section that discusses access control views in this
management framework. However, access control views could be found in
any of the four domains mentioned above. During the integration of access
control views in COBIT 5, the Deliver and Support domain discuss more

access control views than the other domains.



CHAPTER 5. STRATEGIC DECISIONS 45

5.2.3 IS0/IEC 27002

This is an information security standard introduced by the International
Organization for Standardization (ISO) and by the International Electro-
technical Commission (IEC) for information security management (Sahibudin
et al., 2008). The main purpose of this standard is to provide guidelines and
general principles for initiating, implementing, maintaining and improving
information security management in an organization (ISO/IEC27002, 2013).
The three areas of information security, namely Confidentiality, Integrity and
Availability, are covered in this standard. Furthermore, the standard contains
14 security control clauses in which access control is included (ISO/IEC27002,
2013). Each of these 14 clauses defines a number of main security categories
within them.

Although access control views are primarily found in section 9 under the
access control clause, other sections also make references to access control
related views.

The next section considers how the mapping of these frameworks will be

performed.

5.3 Mapping Approach of the Frameworks

As pointed out earlier in Chapter 2, access control must be considered from
both an administration-time and a run-time perspective. Clearly access con-
trol is not a once-off activity, but requires administration to be done from
time to time, and the actual access control decision is made every time an
attempt to access a resource is made. This nature of access control is best
acknowledged by ITIL which views access management activities as part of
a lifecycle. Therefore, this research structures the mappings between the
frameworks according to the ITIL access management activities to ensure a
holistic view.

Figure 5.1 conceptually positions the access management activities iden-
tified by ITIL in terms of administration-time and run-time perspectives.

The first three activities, namely Requesting Access, Verification, and
Providing Rights, ensure that users will receive the access rights they re-
quire. The Monitoring Identity Status and Logging and Tracking Access

activities take place continually to ensure that access rights reflect the busi-
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| Access Control Activities |
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Authentication

Figure 5.1: Activities for Access Control Mappings

ness requirements and are not misused. Anomalies and changes to business
requirements may in turn trigger some of the administration-time activities.
Finally, the Removing or Restricting Rights activity ends the lifecycle of the

access rights.

5.4 Access Control Activities

The provision of access to a particular service or resource has been discussed
by IT frameworks. This section looks at what guidance is available regarding
access control views by using I'TIL lifecycle access management activities as
a framework. The discussion integrates material from the three frameworks
discussed in section 5.2. In order to facilitate easier integration of the views,

the following cross-referencing mechanisms are used:

e For ITIL specific concepts, the reference would indicate the I'TIL lifecy-
cle and the relevant section in the lifecycle documentation. For example

(SOP, 11.4) refers to Service Operation Processes section 11.4.

e For COBIT 5 specific concepts, the reference would indicate the frame-
work and the process number. For example (COBIT 5, BAI06-BP1).
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The referencing will use the acronyms introduced in section 5.2.2.

e For ISO/IEC 27002 specific concepts, the reference would indicate the
standard and relevant section in the documentation. For example
(ISO/IEC 27002, 8.1).

e Where a statement relates to more than one document the references

would be combined and separated by a semi-colon.

The following sections perform the mapping of the access control views.

5.4.1 Activity 1: Requesting access

The first step towards gaining access to resources is requesting access. Users
(Employees, Contractors and Visitors) could request access to a specific ser-
vice or a set of services. These requests may originate from different sources.
ITIL (SOP, 4.5) identifies four sources, namely HR (Human Resource) Man-
agement, a Service Request by the user, RFC (Request for Change), and
a request from the Manager. Whenever someone is hired HR is required to
initiate a request. The request is based on the user’s job requirements and ac-
cess policies of the organization (ISO/IEC 27002, 9.2.2). The HR department
must verify the user’s identity and should ensure that his/her job requires
the services being requested. To accomplish such a goal the request should
be automated. In other words, HR systems for allowing access to informa-
tion systems and services should be in place prior to employment (ISO/IEC
27002, 9.2.1).

This applies to the current services, but when there is a new service being
deployed in the organization the RFC will initiate the request. Such requests
could happen when there are large upgrades to the system that affect a large
number of user access rights within a particular group of users (SOP, 4.5.6).
It is thus imperative that the change management processes consider the
impact of user access.

General service requests, which may also include requests to access a
service/system, are handled by the IT service desk. Such service requests

should be classified and prioritized in order to assess the risks they might
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pose to the organizational processes and services (COBIT 5, DSS02-BP1).
These requests must be recorded as they could help in future investigations
(ISO/IEC 27002, 12.4). Some requests may not come from the user, but
could originate from the manager of a particular department. This could
happen when the manager assigns an internal user to perform a task that
requires more access rights than currently available to that user. The request
will then be channelled via the service desk.

Once a request is received, the next step is to verify that the user is
who he/she claims to be and that he/she really needs the access. The next

activity will discuss the verification process.

5.4.2 Activity 2: Verification

Verification according to ITIL is an administration-time activity that follows
requests for access. It involves two actions. Firstly, the requester must be
authenticated to ensure that he/she is who he/she claims to be (SOP, 4.5.5.2).
Secondly, it must be ensured that he/she really needs the service (COBIT 5,
DSS05-WP6). The process is illustrated in Figure 5.2.
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Figure 5.2: The Verification Process Activity

Sometimes the need might be validated by the fact that the requester
is not the grantee and that the requester has the authority to request this.
Other times, if the requester is the grantee, logical mechanism such as user-
names and passwords might not be sufficient. In that case physical mecha-

nisms such as a user visiting the Service Desk with a suitable identification
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document may be required. However, for an indirect request, where a man-
ager might request access for his/her users, a username and a password might
still be acceptable as this is really just an execution of the manager’s right
to request access.

Where the access request deals with sensitive services, other verification
mechanisms such as hardware tokens (e.g. smart cards) and biometrics (e.g.
fingerprints or signatures) (SOP, 4.5.5.2), may be required.

Once the request has been verified the user may be provided with the

access rights required. This is further discussed in the next activity.

5.4.3 Activity 3: Providing rights

As soon as the verification process is complete the user is eligible to be
given access rights in order to perform his/her day-to-day activities (ISO/IEC
27002, 9.2.2). Access rights are provided according to the user’s job require-
ments and should be used for business purposes (COBIT 5, DSS06-02). One
of the challenges of providing access rights arises when the user holds multiple
access rights for different tasks. These multiple access rights could conflict
with one another (SOP, 4.5.5.3). For example, a user needs to log the total
number of hours worked per day for the purpose of calculating the salary
earned (Task 1). However, Task 2 requires the user to approve the number
of hours logged. This could be seen as a potential conflict or conflict of inter-
est. However, such conflict can be avoided by carefully designing roles (SOP,
4.5.5.3).

At present most organizations are implementing the concept of role-based
access control when providing access rights to users (Bao et al., 2008). Role-
based access control has two steps. Firstly, mapping roles to access rights
and secondly, mapping users to their roles (Zhou et al., 2012) as depicted in
Figure 5.3.

This makes the provision of access rights much simpler than providing
each user access rights that are not mapped to a particular role. Since the
user might have two or more roles assigned to him/her, each of the roles
assigned should be recorded and documented (COBIT 5, DSS05; ISO/IEC,
9.2.2).
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Figure 5.3: Role-Based Access Control Mappings

5.4.4 Activity 4: Monitoring identity status

In the previous activity users were mapped to their roles according to their
business needs and requirements. As users continue in these roles, changes
to the roles may be required and changes to access rights might arise (SOP,
4.5.5.4). It then becomes challenging to monitor the user’s identity status
or changes. Access control should cater for the prevention of redundant
user IDs and accounts (ISO/IEC 27002, 9.2.1)and keep track of the date and
time of changes, the type of change, the type of file accessed and the program
used to execute the change (COBIT 5,EDMO03) when doing monitoring. The
changes should be explicitly authorized by the appropriate authority prior
being approved (ISO/IEC 27002, 12.1.1, 12.1.2).

A change could be triggered by a user changing his/her password. In
this case automated tools could be useful to monitor such a change and
automatically update the involved database or systems. Of course, these
changes could be legitimate or illegitimate. If the change is legitimate the
records on the database will show that the user is actually active on the
system. Whereas if the change is illegitimate, the database probably needs
to integrate with intrusion detection tools which will lookout for passwords
changing at the same time or odd patterns in passwords.

Today most organizations use tools, such as intrusion detection tools (CO-
BIT 5, DSS05-BP7), to monitor their systems. Although changing the pass-
word of the user could be seen as minor, “big” changes such as job changes,
promotions or demotions, transfers, resignation or death, dismissals, disci-
plinary action, and retirement (SOP, 4.5.5.4) can be challenging to monitor
if automated tools are not in place.

It is of interest to discuss disciplinary action and dismissals. These might
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bring harm to the organization’s valuable assets due to user’s behaviour
during the disciplinary action or dismissal period. In serious cases of miscon-
duct, the user’s access rights, duties and privileges should be temporarily sus-
pended (ITIL: SOP, 4.5.5.4; ISO/IEC 27002, 7.2.3) and if necessary, he/she
can be escorted off the organizational premises. Similarly, during suspension
all access should be restricted until the employee is ready to resume his/her
duties. Again, automated tools should be in place to re-activate the access

rights revoked when appropriate.

5.4.5 Activity 5: Logging and tracking access

Threats originate not only from the outside world, but internal users can
initiate threats unintentionally if policies are not followed. Users could breach
the policies or misuse the organization’s resources (SOP, 4.5.5.5). However,
these threats can be minimized by implementing intrusion detection tools
for tracking and logging user activities (ISO/IEC 27002, 12.4.1; COBIT 5,
DSS05-BP7; ITIL: SOP, 4.5.5.5). When a user is suspected of resource misuse
the logged files could help to speed up the investigation process (ISO/IEC
27002, 12.4.1; COBIT 5, DSS05-WP9). Even when there is a change in
a user’s identity or role, the change needs to be logged and kept for the
minimum duration period specified by the organization’s security policies
(ISO/IEC 27002, 9.2.5).

Access control should track not only unauthorized user access activities,
but also authorized user activities (ISO/IEC 27002, 19.2.5). A user can
be given access rights to execute a task but never use them. This could
bring harm to the organization. For example, if a user has legitimate access
rights and chooses not use them, the access rights are compromised by the
third party. This introduces vulnerability to other organizational systems
unnecessarily. This activity is also accountable for making sure that the user
access rights that were provided in Activity 3 are properly used for their
purpose. Clearly this activity should also be utilized when there is a change

within the organization and such changes must be logged at all times.
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5.4.6 Activity 6: Removing or restricting rights

Activity 3 discussed the concept of providing access rights to users. This
activity is responsible for revoking those rights whenever the need arises.
The process of removing or revoking access rights can take place when the
user is dismissed, dies or resigns (ISO/IEC 27002, 7.2.3; SOP, 4.5.5.6). The
task of removing rights needs to be performed in a timely manner to prevent
unauthorized access by the dismissed user. Having the user de-registration
procedures in place (ISO/IEC 27002, 9.2.1), which should be developed by
information security management, could speed up the process.

The removal of the access rights process does not mean the user access
rights should be completely erased as these could be needed again. Rather,
the access rights should be deactivated. The same goes for restricting access
rights to the user. the need to restrict access rights could be triggered when
the user has changed roles, is under the disciplinary process or is on tempo-
rary leave for a short period of time (COBIT 5, APOO07; ITIL: SOP, 4.5.5.6;
ISO/IEC 27002, 7.2.3). However, a record of access rights should still be
kept until the user is ready to resume his/her duties (COBIT 5, EDMO03).

5.5 The Discussion of Access Control Themes

The previous section identified six I'TIL lifecycle access management activities
and used them as a framework for integrating access control views found in
ITIL, COBIT 5 and ISO/IEC 27002. This section serves to uncover the main
access control themes found in the frameworks discussed in 5.4. Each of the
six I'TIL lifecycle access management activities are illustrated in Table 5.1 to
highlight these main access control themes.

In Table 5.1, if minimal information is provided in a framework regarding
a chosen theme, the (v) will be shown. Furthermore, the (v/v/) will indicate
that the framework has detailed information regarding the chosen theme. If
the table entry is empty, there is no information contained in a framework
for the chosen theme.

As can be seen in Table 5.1, many similarities exist between ITIL and
ISO/IEC 27002. Where ITIL provides detailed information regarding a
theme, similar detailed information is often provided by ISO/TEC 27002. For
example, as can be seen in Table 5.1, both ITIL and ISO/TEC 27002 discuss
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Access Control Themes
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Access Control Themes 9] ~N ~
ITIL e
Automate access requests 'e4 v/
Requesting Access Classifying and prioritizing requests 4

Record and document access requests v v v

Originating sources of requesting access 4 v
Authentication v 4 4
Verification Verifying business needs 4 4
Designing roles 4 4
Providing Rights Record and document roles 4 4
Changes to access rights v v
Monitoring Identity Status Intrusion detection tools v v
Prevention of redundant user IDs v
Log files v '£4 54
Logging and Tracking Access Intrusion detection tools v 4
Proper use of access rights v v
Resignations 24 4
Removing and Restricting Access Suspensions v W V4
Dismissals v 4 4

Table 5.1: A Summary of access control themes from COBIT 5, ITIL and
ISO/IEC 27002

the theme of automated access requests and agree that these requests should
be recorded and documented at all times. The same applies to Verification
and Providing Rights activities where authentication and designing of roles
are also discussed. Similarly, when no information is provided for a theme
in ITIL, no information is provided in ISO/TEC 27002 most of the time. For
example, classifying and prioritizing requests is not detailed in either I'TIL
or ISO/IEC 27002. However, it is not always the case that information pro-
vided by ITIL is also provided by ISO/IEC 27002. For example, as shown
in Table 5.1, ISO/IEC 27002 discusses the theme of prevention of redundant
user IDs while ITIL does not.

Conversely, COBIT 5 addresses some of the themes which are not dis-
cussed in either ITIL or ISO/IEC 27002. For example, as shown in Table

5.1, the theme of ‘classifying and prioritizing requests, under the Requesting
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access activity, is discussed by COBIT 5 but not by ITIL or ISO/IEC 27002.
Where ITIL and ISO/IEC 27002 discuss a theme, COBIT 5 does not always
provide information for that theme as can be seen in Table 5.1. For example,
Table 5.1 highlights that information is not provided by COBIT 5 for certain
themes such as designing of roles and record and document roles under the
theme of Providing Rights. Therefore, it can be determined that COBIT 5
is not as detailed as ITIL and ISO/IEC 27002 in terms of access control.
Based on this discussion, it can be argued that a combination of I'TIL,
COBIT 5 and ISO/IEC 27002 gives a more comprehensive view of access
control, as themes that are not covered in one framework or standard are

covered by another framework or standard.

5.6 Strategic Guidance for Access Control for

Online Services

As was discussed earlier in this chapter, access control should be managed
from the time the user is registering to an online service until the user de-
registers from the online service. Table 5.2 illustrate a useful input that
strategic managers should keep in mind when preparing to offer an online
service.

The questions showed in Table 5.2 should be kept in mind when thinking
strategically. Depending on the type of online service being offered, some of
the questions in Table 5.2 may not be applicable to some extent. However,
if a question does apply, it should be addressed accordingly by also noting
the potential impact it might have on other layers below the strategic layer.

Take as an example, the question of how do we differentiate the level of
access rights (as illustrated in Table 5.2) in the context of an online digital
library. The individuals accessing these digital libraries might not require
different levels of access as they access the same content in an article.

With a multi-faceted model, any decision made in one layer will have
a potential impact on the other layers below it. To better understand and
clarify this, consider the question of who is allowed to request access, as can
be seen in Table 5.2. The answer to this question might require that the

tactical layer formulate some policies that need to be signed before access to
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Table 5.2: Questions to consider throughout the six ITIL lifecycle activities

Strategic Guidance

Channels

Questions to be asked

Requesting Access

Who is allowed to request access?

When is he or she allowed to request access?
How do we provide means of requesting access?
How do we prioritise requests?

Verification

How do we authenticate the requests?
How do we limit access to only authorised users?

Providing Rights

How do we plan on allocating access rights?
How do we differentiate levels of access rights?

Monitoring  Identity

Status

What could trigger an access control change to
an online service?

Logging and Tracking
Access

How do we identify unused allocated access
rights?

When should the access rights to an online ser-
vice be revoked?

Removing and Re-
stricting Access

an online service is requested. At the operational layer, different channels for
requesting access might need to be developed and implemented, for example,
an online form that will capture the details of the requester.

Answering the questions in Table 5.2 assists us in thinking about the
complete access control lifecycle. The answers to these questions will aid us
in various ways, from dictating the need for certain policies to influencing the
technological decisions. Furthermore, the answers produce an output that
the tactical layer needs to look at when planning. These outputs are depicted
in Figure 5.4.

Figure 5.4 shows that the strategic layer is concerned with delivering
business goals and in order to realize this goal, certain outputs must be
produced and communicated to lower layers. These outputs could be in the
form of an access control policy and guidance statements drawn from I'T best
practices, management frameworks or standards when, for example, offering

an online service.
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Figure 5.4: Strategic guidance Outputs

5.7 Conclusion

This chapter discussed the top layer of our model. The discussion involved
an overview of access control frameworks commonly used in organizations
for access control, before analyzing the access control views found from the
frameworks. The six ITIL access management activities were utilized to
structure the discussion as they provide a lifecycle of access control. There-
after, the discussion of the access control themes found during the integration
of the access control views was provided. Lastly, the strategic guidance for
access control for online services was highlighted, which acts as an input in
the next chapter.

The next chapter discusses the middle level of the proposed model where

tactical issues will be discussed.



Chapter 6
Tactical Layer: Planning

The previous chapter discussed the decisions that must be made at the strate-
gic layer. The discussion involved policy implications in IT ecosystems and
also mapped access control views as discussed by major I'T best practices,
management frameworks and standards. The current chapter introduces the
tactical layer. The primary question to be answered in this chapter is: “How
can the users and customers be attracted to the online service offered by the
organization?” With this query, the current chapter utilizes Osterwalder’s
Customer Buying Cycle (CBC) and is structured in such a manner as to
discuss CBC.

When deploying a new service, the goal is to reach the intended environ-
ment and its users. To achieve such a goal, the provider of the new service
needs to establish a common means of channelling the service to the intended
environment. This is needed from introducing the user to the new service,
helping them to make an informed decision on using it, to the transaction
process, through to the use of the new service by the user. Of course, there
are contacts points that the provider of the service needs to consider. Such
contact points are outlined by Osterwalder et al. (2004) in the Customer Buy-
ing Cycle (CBC) and are defined as channels. Thus, this chapter commences

by looking at the first channel, i.e awareness.

6.1 Awareness

Awareness involves knowing what is happening in a particular environment,

system or service, what events are occurring within that environment, system

o7
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or service, and who is doing what. “Awareness is not training” (Wilson &
Hash, 2003). People often confuse awareness with training. The user in an
awareness program is the recipient of information, while the user in a training
environment is the active role player (Wilson & Hash, 2003).

In the context of information security for example, an uninformed person
belonging to a particular organization cannot be held accountable of his or
her actions such as exposing the organization’s information assets by mak-
ing naive mistakes, opening harmful websites, responding to phishing emails,
using weak passwords, storing their login information in unsecure locations,
giving passwords to others or giving out sensitive information over the phone
when exposed to social engineering techniques, if they are not made aware
of these kinds of threats in advanced (Gundu & Flowerday, 2012). His/her
mistakes and vulnerabilities can never be completely eliminated, but through
a structured awareness program the risk posed could be reduced to an ac-
ceptable level.

Based on the above example, it is unlikely that organizations in today’s
highly networked IT ecosystem could protect the confidentiality, integrity,
and availability of information without ensuring that all people involved in
managing and using such information understand their roles and responsi-
bilities, the policies, processes and procedures, and their associated practices
(Wilson & Hash, 2003). They should have adequate knowledge and awareness
of the various management, operational and technical measures or controls
made available to them to secure the IT assets for which they are responsible.

People are one of the “weakest links” in protecting I'T assets. On the other
hand, they are the key that drives other organizational assets and ensures
adequate security to those assets (Wilson & Hash, 2003). If people are the
key, but are also the weakest link, it is imperative that an awareness program
is developed to ensure that they understand their roles and responsibilities
and are aware of the services around them.

Therefore, the following subsections provide a brief discussion on what
should constitute a good and comprehensive awareness program. It firstly
discusses the concept of identifying the target audience, the information and
issues related to them, and the techniques used to deliver such awareness to

the intended users.
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6.1.1 Existence

The users and customers are likely to have a few questions in mind before
joining or subscribing to any online service available to them, especially since
there are many illegitimate services on the Internet today. Such questions
include: Who are you? Why you do what you do? How did you come to offer
an online service? These questions should not be seen as negative towards
the service provider but rather as interest being shown in the service. Users
and customers want to trust the service provider before they buy or subscribe
to what the service provider is promoting.

Like with any other business, an objective comes first, followed by a
strategic plan for how the strategy will be implemented. A strategy should
not be too broad because it will be too difficult to measure the effectiveness

of a broad strategy.

6.1.2 Target Audience

The target audience in an awareness program can be determined by the type
of awareness program that one is conducting, i.e. whether it is about a new
facility, service or protection of personal identities such as passwords protec-
tion. No matter what type of awareness program is being conducted, the
technique(s) of delivering such awareness need to be investigated, identified,
carefully selected and implemented properly. Such delivery techniques are

enumerated in the following subsection.

6.1.3 Delivery Techniques

There are various delivery techniques that can be incorporated into an aware-
ness program. A single technique or a combination of these techniques can
be used depending on the type of awareness program being conducted and
the type of message that needs to be delivered. The techniques may include
the following, as outlined in the PCI (2014):

1. E-mails and circulators

2. Memos



CHAPTER 6. TACTICAL LAYER: PLANNING 60

3. Notice boards
4. Bulletins

5. Posters

The awareness program may also include other delivery techniques not
present on the above list, such as using the organizational websites. Ac-
cording to Wilson and Hash (2003), regardless of the delivery technique or
approach taken, the volume of information should not be overwhelming to the
audience. In other words, each point made should be brief, straightforward

to the point.

6.1.4 Benefits

Any awareness program should explain the benefits of using or not using
a particular service to the intended users. A benefit in the context of this
dissertation refers to the real value a user or a customer experiences through
using or interacting with an online service.

As highlighted in Chapter 1, online services offer benefits to Internet
users, such as convenience, security, ease of use, speed, and flexibility. These

benefits are expanded on below:

Convenience

User registration is a simple, quick process and needs to be performed only
once whenever the user wants. This also allows the user to enrol to multiple

services at any time.

Security

Online services are designed to be secure to protect the users’ personal
information when doing transactions.

Ease of Use

A user has the option of using a single login to access all of his or her online
services. This removes the difficulties of remembering multiple usernames

and passwords.
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Speed

Users want to have quick access to the needed services. Using the Internet to
access online services removes the need to physically go to the sellers premises

and queue in long lines. This also allows the sellers to respond quickly.

Flexibility

Users are able to make purchases and orders even after hours as the systems

take care of the process. Most online services will be available at any time.

6.1.5 Subscription

Most online services have either a minimum joining fee depending on the
usage of the service or aonce-off fee, while other services are free of charge.
Hence, it is important that the users are made aware of any fees involved
prior to considering subscribing to any online service.

An expensive service will probably have fewer participants, while an inex-
pensive service is likely to have more participants. Therefore, when consider-
ing offering an online service it is important to keep the service subscription
as low as possible. However, there are some services that cannot be offered

at a low rate due to their deployment and maintenance costs.

6.2 Evaluation

Once customers are aware of the new online service and have identified that
it could impact them positively, they will want to know more about it, and
the benefits and advantages it offers. According to Osterwalder et al. (2004),
in this channel, it is imperative to provide all the necessary information that
could help the customer make a precise decision about whether or not it
is worthwhile to use the new online service. This information may include
factors such as design, accessibility, usability, reliability, trust relationships
and how much it costs to obtain the service.

Each of these factors is briefly discussed in the following subsections.
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6.2.1 Design

An eye-catching graphic and great colours for an online service could mean
the difference between a customer reading about the service offerings or send-
ing them straight to the bin. Producing a good design is easy only if creativity
is present. Something as simple and cost effective as online shopping web-
sites like bid or buy (or Buy, 1999) or Olx in South Africa attract hundreds
of customers to buy and sell products online. According to Osterwalder and
Pigneur (2010), design is important but could prove to be a difficult element
to measure. They further argue that a product may stand out because of
superior design, i.e. a well-designed service or product is likely to attract and
capture a customer’s attention.

Therefore, among other things design should be given attention like any
other customer evaluation factors. Of course, what design mean to an online
service may differ to the design of a tangible system. However, an online
service with good design but difficult to access may prove of no use or in-
fluence a customer’s decisions negatively. The following subsection discusses

the concept of service accessibility.

6.2.2 Accessibility

Rapidly, more and more organizations (educational institutions, companies,
and government agencies) provide users and their customers with online ser-
vices using a number of methods (Fang, Sheng, & Chau, 2007). For exam-
ple, many institutions are implementing or have implemented web portals
to provide their users and customers with online services such as an online
prospectus, online admission procedures and online registration. In the case
of banks, web portals provide online services such as managing personal ac-
counts, while government web portals provide online services such as paying
traffic fines (Fang et al., 2007).

With thousands of online services available today, accessing and finding
a desired service is not an easy task for some users. Hence, an online ser-
vice should be designed in such a way that it can be easly accessed by its

associated users and customers at the time when it is needed.
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6.2.3 Usefulness and Usability

Usefulness is of the utmost importance when evaluating a service, because it
influences people’s decision to accept or reject it. Thus, amongst the evalua-
tion factors mentioned in this chapter, usefulness should be the determining
factor. Davis (1989) provides the best argument that usefulness should go
hand-in-hand with ease of use because, if customers believe that the new
service is very useful but it is too hard to use their decision can be influ-
enced negatively. He further defines usefulness as “the degree to which a
person believes that using a particular system would enhance his or her job
performance” (Davis, 1989).

If the service is easy to use, customers will evaluate the service as a quality
service because it eliminates difficulties and complexities and saves them time
and effort (Shamdasani, Mukherjee, & Malhotra, 2008). For example, two
new online services are developed. One requires less effort and the other
requires more effort. It is obvious that the customers will accept the former
over the latter. Thus, ease of use can be defined here as the least amount
of effort that the customer needs to put in while increasing his or her job
performance when using a newly developed service as highlighted by Davis
(1989).

A service that is convenient or easier to use can create substantial value for
the customer (Osterwalder & Pigneur, 2010). Dropbox, a free online service
that lets customers or users bring videos, photos and documents anywhere at
any time and share them easily with others with less effort, is now attracting
hundreds and thousands of customers or users while also allowing them to

have more space at their disposal (Dropbox, n.d).

6.2.4 Reliability

As discussed by Kim and Lee (2002) and also noticed by Lee and Lin (2005),
reliability represents the ability of an online service, for example, a website,
to completes orders correctly and also make sure that the user’s or customer’s
personal information is secured at all times. In this dissertation reliability
is the degree to which a service is free from errors and returns expected
consistent desired output.

According to Zhu, Wymer, and Chen (2002) reliability has a direct pos-
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itive effect on customer satisfaction and evaluation of an online service, es-
pecially to electronic banking systems. Hence, this factor should be well

achieved when delivering a new online service to the users or customers.

6.2.5 Trust

Trust in an online service is a difficult relationship to achieve because it
commonly takes place between the user or customer and the service provider
who have never met before, and in an environment where the user or customer
often has little or no information about the service provider or even about
the service itself. According to Jgsang, Ismail, and Boyd (2007), this kind
of trust forces the users or customers to pay for a service before even trying
the service to see if it works for them. They further note that the service
provider knows exactly “what he gets, as long as he is paid in money”.
Therefore, trust in an online service could possibly be achieved by having
all the service provider’s details such as his website, phone number, email
address, physical address and possibly social media profiles. These details
allow the users or customers to connect with the service provider in the way
they prefer. Some users or customers may prefer to speak with a real person
over the phone, while others might research the service provider through a

website before they can trust him.

6.2.6 Cost

Users or customers would want an online service that is less expensive. How-
ever, a service that is less expensive might prove to have too low quality for
some users or customers. For example, if an online service is free of charge,
some users or customers might not even consider subscribing to it while oth-
ers may be even more interested. Maybe this behavior is also influenced by
the type of environment in which the service is offered. For example, if a
university offers free Wi-Fi to their academic staff members and requires a
subscription before obtaining access, more users may subscribe. However,
this might not be the case when an online cell phone company offers low
prices for their cell phone purchases.

It is important that when any online service is deployed it should balance

its cost according to two types of users or customers: those who can easily
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afford it and those who might have a difficulty affording it. Such a balance

can positively attract both types of users or customers.

6.3 Purchase

This is the phase that provides common means of payment or making a pur-
chase. Service negotiations, signing of contracts, and decision-making are
done in this phase (Osterwalder et al., 2004). If customers find it difficult
to make a payment for a service, there is the possibility of moving to other
providers of the service. Hence it is important to make the transaction meth-

ods more convenient and simpler for customers.

6.4 After Sales

This channel is the most important one to users or customers, because it has
the ability to create customer loyalty (Osterwalder et al., 2004). Customer
satisfaction is determined in this phase as this is where problems from a new
online service are likely to arise. It is imperative to have a clearly defined
reporting structure in place in case of problems. The reporting structure
should be easily accessible to users or customers and also provide frequently
asked questions (FAQs) to help those customers who can assist themselves.
However, not all the users or customers can assist themselves, hence other
methods should be implemented such as a help desk, automated services

and/or personal assistance.

6.5 Output from Tactical Planning

The rest of the chapter discusses Osterwalders Customer Buying Cycle in
detail. Table 6.1 provides a summary of the phases that form part of the
customer buying cycle. In addition, it summaries some of the factors as-
sociated with the phases in the customer buying cycle and provides a brief
description of what the factors entail.

Each of the channels produces an output that the online Service Provider
needs to think about when dealing with the tactical planning. These outputs

are depicted in Figure 6.1.
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Table 6.1: Factors to consider throughout Osterwalder’s Customer Buying

Cycle
Channels Factors Description
Awarereas Intended Auidience A specific group of customers who might buy
or use the online service

Benefits The real value that a customer experiences
through using an online service

Design The creativity that include features such as
functionality and looks of an online service

Evaluation Accessibility An extent to which a customer can obtain an
online service at the time it is neede

Usability The simplicity of an online service that a cus-
tomer can interact without putting too much
effort.

Reliability The degree to which an online service is free
from errors and returns expected consistent
results.

Trust A belief that an online service is legitimate,
good and will not harm the customer when
giving out personal information

Application Process These are the process and procedures needed

Purchase to be followed in order to obtain a particular

Delivery Methods

service.
Means of making an online service available
to customers whether using the Internet or

face-to-face interaction.

Fee (Cost) An amount that a customer needs to pay in
order to obtain an online service.
Help desk A point of contact when a customer fails to
After Sales use an online service.
FAQ These are common questions that customers

Personal Assistance

frequently asked about an online service writ-
ten on a website.
A dedicated person assigned to assist a cus-

tomer.




CHAPTER 6. TACTICAL LAYER: PLANNING 67

Business Goal

|

Best Practices —— o Guidance Statements
Create Strategic Guidance
Online Service —>

Access Control Policy

4

Unchartered Service —> Tactical Planning

ue|d ssaualemy

ue|d 8uluoisinold
ue|d poddng

uoljeslyloads usisaqg

N

<

N

<

\

al

\

<

Technology Consideration

Figure 6.1: Tactical Planning Summary Outputs

Figure 6.1 shows that tactical planning is controlled and directed by the
access control policy created by the strategic layer. When chartering an

online service, tactical planning is in good position to:

1. Provide a strategy for making customers aware of the online service by

means of an awareness plan.
2. Influence the customers’ decision by creating a design specification.

3. Specify the way that an online service is provisioned through a provi-

sioning plan.

4. Influence the way that after sales take place through a support plan.

The following subsections discuss the output produced from the phases

in more detail.

6.5.1 Awareness Plan

Online Service Providers want their online services to be utilised effectively.
Table 6.1 shows two factors to consider when creating an awareness plan.

Firstly, the intended audience is considered which helps address the awareness
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plan to the right audience. Secondly, a value proposition that explains how
the online service offered solves the customer’s problem, i.e. how it delivers
specific benefits to the customer is created.

However, telling customers that an online service exists and explaining the
benefits attached to the online service might not be enough. Other phases of
the customer buying cycle must be incorporated as part of the awareness plan
to give more information about the online service offered. Such information
can provide additional understanding about the offered online service to the
customer.

Information about how easy to use the service is and how it could improve
or solve the customer’s problem must be included in the awareness plan when
for the customer is evaluating the online service.

Once a customer has a better understanding of the online service, he or
she would like to “purchase” the service. All the purchasing processes must
be communicated to the customer, whether there is an amount required to
purchase an online service or not. Therefore, in the awareness plan, purchas-
ing processes and procedures can be included.

Since it is the first time that the customers will be using an online service,
problems after purchasing an online service are likely to exist. It is important
to explain all the after sales support strategies during the awareness campaign
and therefore they must be part of the awareness plan.

Once all the details needed in the awareness plan are outlined, the online
Service Provider needs to define the design specifications. This is further

discussed in the following subsection.

6.5.2 Design Specification

The design specifications can help to clarify the kinds of questions that the
potential customer would ask when evaluating the value of an online service.
Obviously, the online Service Providers would want the customer to make
a favorable decision regarding their online service. Table 6.1 identifies five
factors to consider during the customers’ evaluation of an online service and
these factors should be in the design specification document.

The design factor plays an important role when a customer evaluates a
service. Consider a situation where a service is designed creatively but fails

to produce usability and utility. Such outcomes might impact the customers’
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decision negatively as they will find it difficult to use. On the other hand,
a poorly designed service may show usefulness and utility. In that case,
the customer may choose to use the online service as long as it produces
the desired output. Therefore, a good design must consider all five factors
highlighted in Table 6.1. An online service should be easy and simple to use
without requiring the customer to put in too much effort and must return
the desired consistent results to the customer.

Thus, a good design specification plan should cover all the important

points that helps the customer make a favorable decision.

6.5.3 Provisioning Plan

As can be seen in Table 6.1, the purchase phase identifies three factors,
namely the application processes to acquire the service, the delivery methods
of channeling the service to a customer, and the fee that might need to be
payed before a customer can utilize an online service.

Within the provisioning plan, contract negotiations such as license agree-
ment methods of payment are defined. Customers must be given different
options of ways to make transactions. Some customers (if it is a service that
requires money) may prefer to pay via debit order while other customers
may want to pay in cash. No matter what the customer chooses, they must
first agree to terms and conditions which might require that they fill in an
electronic form or a printed hard copy. It is therefore, important that all the

information needed in the provisioning plan is defined and included.

6.5.4 Support Plan

Customers would like to have their problem solved as soon as it occurs. Table
6.1 shows three factors to consider when creating a support plan, namely the
help desk, frequently asked questions, and personal assistance. Depending
on the level of agreement with the customer, some customers might want a
dedicated person assigned to them to whom they can refer their problem.
Therefore, it is important that the support plan explains all the commu-

nication channels available to the customer.
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6.6 Conclusion

This chapter utilized four channels as outlined by Osterwalder et al. (2004) in
structuring the discussion. Users of the online services should be made aware
of the service, allowed to evaluate its value, provided with convenient meth-
ods of payment, and also provided with after sales support when problems
exist. This was the main focus of this chapter.

The next chapter discusses the operational layer of the model.



Chapter 7
Operational Layer

The previous chapter looked at the tactical layer of the model. Of particular
interest were decisions made that might have a significant influence at the
operational layer. The dissertation now moves on to discuss the last layer of
the model, i.e. operational layer. The primary question to be answered in
this chapter is: “What are the technological requirements needed in order
to support the decisions at the tactical layer which, in turn, support the
decisions made at the strategic layer?”

With this question, the current chapter investigates and considers some of
the technological requirements that need to be looked at when a new service

such as an online service, is offered.

7.1 Overview

The introduction of new technologies into the Information Technology (IT)
ecosystem is generally both interesting and concerning to I'T managers, staff
members, as well as external partners. With the advancement within the
Information and Communication Technology (ICT) ecosystem, new tech-
nologies are being introduced and in some cases implemented with the aim
of improving the customer’s day-to-day activities or solving problems. The
functions of these technologies range from capturing and storing information
required to run the I'T ecosystem such as forms, spreadsheets and databases,
to more sophisticated functions such as handling user authentication details
and executing tasks.

Most of these technologies have been around for some time and their
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strengths and weaknesses are known. However, every year, newer technolo-
gies which may come with unknown strength and weaknesses are introduced
(Tan & Wang, 2010). For example, we now have seamless access to online
services in seconds which was not the case before.

While these new technologies offer new possibilities, they may come with
unforeseen weaknesses that may compromise the IT ecosystem security and
contravene with I'T policies. Therefore, careful consideration is necessary
before choosing to implement these new technologies, especially if they the
potential to impact the I'T functions negatively. These considerations could
be to take a holistic view of the new technology and to investigate the impact
of introducing the new technology, security issues, costs involved and the time
needed to market the new technology.

The next sections briefly consider the nature of each consideration in more
detail.

7.2 Look at a holistic view of the new Tech-

nology

“Techology is just a tool” (ACE, n.d). Any kind of a tool needs a driver
(end user). When a technology is about to be deployed to its intended
environment, it is important to consider the whole view of the environment.
For example, if the technology is offering online services, people (both the
provider and the customer) involved should have the necessary skills to use
it.

The technology may come with policies or be deployed in an environment
where there are policies that need to be acknowledged before the new tech-
nology can be offered. Such polices should not be overlooked as there may
be penalties once they are breached. Therefore, a holistic view is important
not only for the functionality of a new technology but also for the selection

of a new technology.
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7.3 Consider the impact of introducing the

new Technology

When a new technology is being considered, either to be implemented or to
replace an old one, it must be assessed to evaluate the potential impact on
all people involved.

Once the system or technology is implemented, it must be managed to
ensure that problems do not occur and all functions can continue effectively.
Furthermore, some strategies to minimize the impact on a new technology

are as follows:
e Allow more time for implementation.

e Keep in mind that implementation of a new technology often takes

longer than expected.
e Schedule enough time to thoroughly test the new technology.
e Provide training for staff and users as needed.

These strategies discussed by ACE (n.d), ensure that the potential negative

impact the new technology may have is minimised to an acceptable level.

7.4 Consider the security issues

Security has become a problem in the I'T ecosystem and is increasingly con-
cerning to both Service Providers and their associated Customers. As new
concepts such as the Internet of Things (Tan & Wang, 2010) come into life,
more and more security issues are manifesting.

Service Providers need to ensure that unauthorized people cannot gain
access to their services. The most common mechanisms existing today to
protect against unauthorized people include passwords, biometrics, and other
verification methods (these where discussed in Chapter 2). An unsecured

technology is unlikely to be used by customers.



CHAPTER 7. OPERATIONAL LAYER 74
7.5 Consider the technology costs

Cost is a factor for most profit organizations. Introducing a new technology
can increase or decrease cost depending on the nature of the service provided.
The new technology might need to be maintained over time. One needs to
do a proper comparison, i.e. look at the expenses to maintain the existing
technology or acquire a new technology.

Cost is one factor to consider when aiming to make a profit. However,
there are many other factors to consider. It could be worthwhile to consider
a new technology if it improves service delivery and it might be better to
spend money on it than on maintaining the old technology.

The early stages of acquiring the new technology could prove to be expen-
sive. however it may bring more profit later, if the online service is offered
successful. Therefore, when considering new technology, one needs to look

further than cost and making a profit now, and plan for the future.

7.6 Infrastructure

Infrastructure when offering a new technology needs to be considered to en-
sure that the technological solution is operating as expected. The infrastruc-
ture may include a physical environment, software and hardware packages,
and the necessary skills required to operate the technology. These are ex-

panded on in the following subsections.

7.6.1 Environment

The environment in which the technology will be operating should be in
accordance with the requirements of the technology offered. Some of the

requirements include temperature levels and humidity levels.

7.6.2 Hardware Components and Software Packages

These are computing devices that lay the foundation before any technological
solution is offered. These may include severs, personal computers, printing
devices, and communication equipment, just to name a few. The use of

hardware in any technology offering plays an important role. However, in
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many cases, hardware might not operate on its own without installing the
right software package. Therefore, hardware needs to be coupled with the

proper software packages.

7.6.3 Technical Skills

Technology is no use without human intervention. It needs the availability of
skilled personnel to operate the technology. Therefore, people are the driving
factor for the technology. However, having people without the necessary skills
to operate the technology also becomes a problem.

Therefore, training might be required or new staff members may be hired.
Of course, this comes with costs and may also be time consuming, especially

in a demanding environment such as, for example, a bank.

7.7 Output from the Operational Layer

The rest of the chapter discussed technology considerations. Table 7.1 pro-
vides usefull questions that the operational managers need to ask when con-

sidering implementing a new technology in the existing network infrastruc-

ture.
Table 7.1: Questions to ask at the Operational Layer
] Technology Consideration

Considerations Questions to ask

Hardware Components What type of hardware components do we re-
quire?

Software Packages What software packages do we need?

Security Configurations What impact will the configuration of the new
security protocols have on our existing network
infrastructure?

Consortia Can we possible join existing consortia who pro-
vide solutions to online services?

Technical Training What training needs to be in place on a techni-
cal level?

Each of the questions in Table 7.1 provides an output that the operational
managers need to think about when dealing with technology implementation.

These outputs are shown in Figure 7.1.
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Figure 7.1: Operational Layer Summary Outputs

Figure 7.1 shows that the operational layer is controlled by the outputs
provided by the tactical layer. When considering implementing a specific
technology, certain hardware components, software packages, and configu-
ration tasks need to be investigated, identified, and executed. The existing
network infrastructure and the impact the change will have on it must be

kept in mind.

7.8 Conclusion

This chapter discussed the technological considerations at the operational
layer of our model. It emphasized the importance of looking at the whole
picture when a new technology is offered. This chapter also marks the end
of the proposed multi-faceted model.

The next chapter demonstrates the effectiveness and utility of this model
in the South African National Research and education Network (SANReN)

which offers the eduroam service.
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Chapter 8
eduroam Use Case

Part IT of this dissertation is dedicated to developing a multi-faceted model
to support authentication and authorization for online services. The model is
labelled as multi-faceted in nature as it looks at three layers when addressing
authentication and authorization for online services. These layers were con-
ceptually positioned in Chapter 4 and later discussed in detail in Chapters
5,6 and 7.

This chapter uses outputs from the model layers discussed in Chapters
5, 6 and 7 to verify that the proposed multi-faceted model has the potential
for practical use in real-world circumstances. The chapter commences by
discussing the purpose of the Use Case and indicating the service in which

the proposed multi-faceted model will be applied.

8.1 The Purpose of the Use Case

The purpose of the Use Case is to ensure that the proposed multi-faceted
model has utility and is beneficial to online services. In order to show such
utility, this dissertation argues that the eduroam facility represents a com-
plete I'T ecosystem architecturally and is a suitable environment that collab-
orates with multiple service providers online. Therefore, the research study
uses the eduroam facility as a Use Case scenario.

The following sections will discuss the eduroam service in detail before

the multi-faceted model is applied.
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8.2 What is eduroam?

eduroam stands for EDUcation ROAMing. It is an inter-institutional
roaming facility for users ( academic staff members, researchers and students)
from participating institutions. The users have Internet access at all other
participating visited institutions and at their home institution when using
the credentials provided by their home institution (Lépez, Canovas, Gémez-
Skarmeta, & Sanchez, 2008).

8.3 The Origin of eduroam

The eduroam facility started in 2002 as an idea from Klass Wierenga during
his employment at SURFnet, the Dutch National Research and Education
Network (NREN) organization (TERENA, 2012). The idea was to combine
a RADIUS-based infrastructure with IEEE 802.1x technology for roaming
Internet access across institutions in Europe (Wierenga & Florio, 2005).

What triggered his idea was “the fact that whenever I visited a university
I had to register my wireless card or borrow one from the local I'T department
to get online”. Based on this, he then realized that “there was no reason
why wvisitors from SURFnet-connected institutions should not get access to
the campus and SURFnet network” (TERENA, 2012). On 30 May 2002 he
emailed the idea to a group of experts within the European NREN community
who were part of the TERENA Task Force on Mobility which is now called
Mobility and Network Middleware (TF-MNM) (Wierenga, 2002). According
to Klass “it was the perfect place to get feedback and improve on a half-baked
idea” (TERENA, 2012).

The actual eduroam implementations started in 2003 within the TER-
ENA Task Force on Mobility (now TF-MNM) (eduroam, 2015a). Initially,
many institutions showed an interest in eduroam by joining. Those insti-
tutions were from the European continent. They included the Netherlands,
Finland, Croatia, the United Kingdom, Portugal and Germany (de Groot,
2004). Later, other NRENs in Europe began joining what was then named
eduroam (EDUcation ROAMing) (eduroam, n.db). It was not long before
eduroam went global, in December 2004, that Australia became involved and

was the first non-European country to join eduroam (TERENA, 2004).
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8.4 The eduroam Infrastructure

The eduroam facility is based on hierarchically organized RADIUS proxy
servers (Willens, Rubens, Rigney, & Simpson, 2000) and the IEEE 802.1x
technology as the authentication method (Milinovi¢, Winter, & Florio, 2008).
An abstracted overview of RADIUS authentication servers and the IEEE

802.1x technology is discussed in the following subsections:

8.4.1 Hierarchy of RADIUS Servers

RADIUS servers are the brains of the eduroam facility. Their role is ex-
tremely important as they are responsible for proxying authentication re-
quests from one server to another, whether locally, nationally or globally.
The eduroam facility makes use of three levels of RADIUS proxy servers,
namely the top-level server called Confederation, the national-level servers
called Federation, and the institutional-level servers called Edge (Wierenga

et al., 2006), as shown in Figure 8.1.

Confederation RADIUS Server

Edge RADIUS Servers

Figure 8.1: Three Levels of RADIUS Proxy Servers

The Confederation Server acts as the bridge between Federation Servers
for global communication. The Confederation Server in one region has a view
of all other eduroam participating Confederation Servers. Fach continent
should have a Confederation Server, also known as a regional server. This

Confederation Server may in turn connect to other regional servers to allow
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global communication. In the absence of an African Confederation Server,
South Africa is presently connected to the European eduroam Confederation
Server (TENET Board, 2012).

As seen in Figure8.1 the Confederation Server follows the Federation
Servers which connect to the Confederation Server. These Federation Servers
have the complete list of all the eduroam participating institutions within a
country and they are responsible for providing authentication to its local
users in that country (Wierenga et al., 2006).

At the bottom of the hierarchy are the Edge Servers. Every institution
wanting to join eduroam connects to its Federation Server and deploys a
dedicated Edge Server for eduroam.

Since these RADIUS servers are proxying the requests to other servers,
they need to know the destination of each request. This is achieved by
looking at the realm part of the user’s username without interfering with the
message itself. The realm is the suffix within the username delimited by ‘@’
and originates from the users home domain name (DNS) (Wierenga et al.,
2006). For example, a user coming from institution ‘A’ will have a realm
part of @A.ac.za. This is used to determine that the request is routed to
institution ‘A’. It is the responsibility of the home institution to determine
the prefix of the username. Using the example above, a complete username
would be 123456789Q@A .ac.za.

In summary, this hierarchy of RADIUS servers proxies the user’s requests
from any eduroam-participating institution to their home institution and

back for authentication, this will be discussed in section 8.5.

8.4.2 IEEE 802.1x Technology

As previously mentioned in subsection 8.4.1, eduroam uses the IEEE 802.1x
technology as a method for authenticating the user when at home or visit-
ing other eduroam participating institutions. The IEEE 802.1x technology
authentication in eduroam requires three components (Winter et al., 2008):
a supplicant, access point and authentication RADIUS server. This is illus-
trated in Figure 8.2. A supplicant is software that uses the 802.1x protocol to
automatically send users authentication requests to the access point (AP) us-
ing the Extensible Authentication Protocol (EAP) (Winter et al., 2008). The
EAP provides integrity and confidentiality to protect the transportation of
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user credentials throughout the hierarchy of RADIUS servers (Aboba, Blunk,
Vollbrecht, Carlson, & Levkowetz, 2004). The access point provides wireless
access to eduroam user’s and forwards the users authentication request to
the institutional RADIUS server which in turn proxies the request according

to the realm part of the username.

Edge RADIUS Server Home Federation

Authenticator Federation RADIUS Server

N

((2))

Local Database

Client

Edge RADIUS Server

Credential Verification IdP
Supplicant E— Access Point
Upplican EAP Home Institution
(a) supplicant Software Authenticate (b) Verification of User credentials

Figure 8.2: The IEEE 802.1x Authentication Process based on (Winter et
al., 2008)

The user’s authentication request travels through the hierarchy of RA-
DIUS servers to the home institution for authentication. Once the request
reaches the home institution, it is forwarded to the Local Database which is
under the supervision of the Identity Provider (IdP) as shown in Figure 8.2b.

The request is then authenticated and the user’s credentials are verified.

8.5 How eduroam Works

As previously discussed, eduroam provides a secure facility that allows aca-
demic staff members, researchers and students from any eduroam-enabled
institution to have Internet access at other eduroam-enabled institutions
world-wide. The basic concept of eduroam is that the authentication creden-
tials of users are verified by the home institution using their own preferred
method of authentication, while authorization required to obtain Internet
access is done by the visited institution (Canovas, Gémez-Skarmeta, Lépez,

& Sanchez, 2007). This not only achieve the security but also allows for the
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flexibility of roaming users. In other words, roaming users will have their
familiar environment when logging in to the eduroam facility while visiting
anathor institution. Typically, a hierarchy of RADIUS servers is used to
route the authentication request of the user from the visited institution to
their home institution for validation of credentials and the response is sent
back using the same route in reverse order (Milinovi¢ et al., 2008).

Currently, each institution provides a RADIUS server connected to the
home local user database which and is linked to the national-level RADIUS
server. This is enough to provide national eduroam service. However, if the
user is visiting an international institution, the national-level RADIUS server
connects to a top-level RADIUS server.

Consider an illustration of how eduroam works in Figure 8.3. A user,
whose home institution is institution B (home institution). wants to con-
nect to eduroam at institution_A (visited institution). In this case, the
supplicant software of the user contacts the Access Point (AP) using 802.1x
with the EAP (Extensible Authentication Protocol).

Confederation RADIUS Server(s)

RADIUS

o
-7 SN
e S
(e ~

Remote Domain Home Domain

RADIUS RADIUS

L\ Local Database
< A > Institutional RADIUS Servers

((2)) [[Request ]

Network Access >
__________ esponse

Access Point 2

o

User with Smart Phone

Figure 8.3: How eduroam Works

The AP contacts its local RADIUS server for authentication. The RA-
DIUS server examines the realm part of the username and, as it is not a
local realm in this example, proxies the request through the hierarchy of
RADIUS servers until institution_B is reached. The RADIUS server of

Institution B decapsulates the EAP message and sends the credentials to
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the local user database for verification. Then, the local user database can
either accept or deny the request by proxying the results in reverse using the
same path. The AP at institution_A informs the user of the outcome (‘ac-
cept’ or ‘deny‘) and the connection is established (if the response is ‘accept’).

Now the user can have Internet access at institution_A.

8.6 eduroam Deployment

This section discusses eduroam deployment in world-wide and South Africa.

8.6.1 World Wide

The eduroam facility started in Europe, and has now spread throughout
academic and research institutions world-wide and, at the time of writing,
is available in 74 countries (eduroam, 2015b). However, it is only accessi-
ble at certain locations within those countries, provided that their Roaming
Operator (RO) or NREN has agreed and signed the eduroam Compliance
Statement (TERENA, 2011).

It is important to note that there may be other countries that are still in

the process of getting involved (pilot deployments) all over the world.

8.6.2 In South Africa

In South Africa, eduroam is currently accessible in 8 out of 9 province.
Within each province, eduroam is available at universities and research in-
stitutions as illustrated in Table 8.1

The following section discuss the eduroam day-to-day operation.

8.7 eduroam Day-To-Day Operation

The eduroam service can be provided at three levels, namely local, national
and global level. The local level is provided for by the eduroam enabled
institutions (universities). At the national level, the National Research and
Education Networks (NRENs) take care of the service. At the global level,
the service is under the umbrella of TERENA (Yamaguchi, Suzuki, Goto,
& Sone, 2010). National Research and Education Networks (NRENs) focus
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Table 8.1: eduroam in South African universities and research institutions

eduroam Participating Institutions

Province City/ Town Institution

Alice University of Fort Hare
Eastern Cape Grahamstown | National Research Foundation
Port Elizabeth | Nelson Mandela Metropolitan University

Bloemfontein | University of Free State

Free State Welkom Central University of Technology
Johannesburg | University of Johannesburg

Gauteng Pretoria Council for Scientific and Industrial Research
Roodepoort Monash South Africa
Khandisa University of Zululand

KwaZulu-Natal Westville University of KwaZulu-Natal

Limpopo Polokwane Tshwane University of Technology

Mpumalanga Emalahleni Tshwane University of Technology
Nelspruit Tshwane University of Technology

North West Potchefstroom | North West University

Western Cape | Cape Town Cape Peninsula University of Technology

on providing Internet connectivity to the research and educational networks
within a country (TERENA, 2010) while acting as service providers to the
research and educational communities.

Most of these NRENs around the world are under the direct control of
government (Pinxteren, 2013), i.e eduroam in each country is managed and
monitored by the NREN of that country. In South Africa, the NREN that
is responsible for providing eduroam services to its beneficiary institutions is
called SANReN (South African Research Network). SANReN is a Pretoria-
based initiative of the CSIR (Council for Scientific and Industrial Research)
under the Meraka Institute. Their main goal is to provide clients with high-
speed network connectivity and to connect them to research and education
communities all over the world (SANReN, n.d.).

8.8 eduroam Problem Identification

In eduroam, after the user has been successfully authenticated by the home
institution and the response has been received by the visited institution al-
lowing network access, authorization needs to take place (Tekeni, Thomson,

& Botha, 2014). Authorization is an agreement between two entities which
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approves all rights received to use or access a specific service or a set of ser-
vices (Thomas & Sandhu, 1997). The user is authorized using an IP address
of the visited institution to access an online service. Thus, this kind of au-
thorization can be referred to as an IP-based authorization process. This
section discusses the effects that IP address authorization could have on the
eduroam users. This is achieved by providing an illustration of when the user
is accessing the Internet at his/her home institution and an of when visiting

a remote institution.

8.8.1 Users at Home Institution

Figure 8.4 below shows a situation when a user is at his/her home institution

using eduroam.

— Eduroam Connected—

U Visited Home PServ.ldce
=eF Institution Institution m\.” g
(Service_X)

@ Login

(@ Access Granted

® Access Service_X

@ Access Denied

Figure 8.4: eduroam Access at Home Institution

When the user accesses eduroam at the home institution and tries to
access a service which the institution does not have access to, the following

happens:

1. The user tries to login at the home institution using his or her creden-

tials and the EAP message is carried to the home server.

2. The home institutional server decapsulates the message and verifies the
user’s credentials. It sees that the user is the home user, assigns an IP

address and grants Internet access.

3. The user accesses the service provider’s resource (service_x) using the

assigned IP address.
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4. The service provider verifies the validity of the IP address, discovers

that the received IP address has no subscription to access the service

and denies access to the user.

Therefore, the user does not have access to service x at home (home

institution). However, when visiting another institution that does have a

subscription to the same service_x, the user will be able to access that

service without requesting authorization to it, as will be discussed in the

following subsection

8.8.2 Users at Visited Institution

Once the user reaches the visited institution, the IP-based process starts

for authentication and authorization. Figure 8.5 shows home and visited

institutions and their service provider.

— Eduroam Connected—

User

Visited Ho
Institution Instit

me
ution

Service
Provider
(Service_X)

@ Login

Credentials
@ \Verification

1@ Assigns IP Address

Verification
Q® Approved

® Access Service_X

® Access Granted

Figure 8.5: eduroam Access at Visited Institution

When the user reaches the visited institution and connects to eduroam,

the following happens:

1. The user tries to login at the visited institution using his or her home

credentials.

2. The visited institution examines the realm part of the username and

sees that the user belongs to the home institution. It then sends the

user’s credentials to the home institution through the hierarchy of RA-

DIUS servers for authentication (verification) to the home institution.
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3. The home institution decapsulates the message and verifies the users
credentials. It can either accept or deny the request by sending back

the response to the visited institution.

4. The visited institution receives the response, grants Internet access if
the results are positive (accepted), and assigns an IP address of the

visited institution to the user.

5. The user accesses the service provider’s resource (service_x) using the

assigned visited institutional IP address.

6. The service provider verifies the validity of the IP address and gives
permission to the user based on the provided IP address (visited insti-

tutional IP address).

Therefore, it can be argued that when a user who does not have the neces-
sary accesses Service_x, it present a potential risk to the visited institution.
This is for the reason that the visited institution might be held responsible
for not ensuring that access to service_x is only given to those users covered
by the SLA.

The next section states the problem found in the eduroam facility and

also provides a definition statement of the problem.

8.9 Problem Statement

Some services such as digital libraries at Institutions use an IP address to au-
thorize users. This presents a potential problem when using eduroam because
the eduroam user receives an IP address in the range of the visited institu-
tion and accesses the Internet through the firewall and proxy servers of the
visited institution. However, access granted to services that authorize users
via an IP address of the visited institution could result in an unauthorized
user gaining access to certain services of the visited institution.

Therefore, the problem introduced by the eduroam facility can be stated
as follows: The current deployed eduroam infrastructure is lacking
adequate access control to services that authorize users via an IP

address.
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To address this problem, SLAs should be looked at to investigate what
they stipulate concerning IP address authorization. This is discussed in the

next section.

8.10 What Do SLA’s Stipulate?

As stated in subsections 8.8.1 and 8.8.2, when a user accesses an Internet
resource while connected via eduroam he/she may not have access to some
Internet protected resources while at home. The lack of access to those re-
sources could be due to the fact that his or her institution has no subscription
to that particular resource. However, eduroam allows users to have Internet
access at any other eduroam participating institution. If the visited insti-
tution has a subscription to all Internet resources, which are unavailable at
a the user’s home institution, this may impact the visited institution neg-
atively. Hence, this section aims to look at what the typical Service Level
Agreement (SLA) between an institution and Service Providers states. After
that, an example is considered where the authorization may breach the SLA
set forth by the Service Providers.

The growth of the Internet and the increase of services available online
have forced organizations to outsource some of those services (Huai, 2010)
to accommodate their users’ needs. When an organization outsources a par-
ticular online service, a contract between the organization and the Service
Provider is signed. This contract is called a Service Level Agreement (SLA)
(Schutz et al., 2013). A “SLA is a contract between a user and a provider
of a service specifying the conditions under which a service may be used”
(Sandholm, 2005).

Expectations between the organization and Service Providers are stipulated
through SLAs. In this research study the “Digital Library Database access”
is used as an example between institutions and their Service Providers. This
is because most of these Online Digital Library Databases use IP addresses
to authorize users. In the quest of uncovering what the stipulation addresses,
three of the SLAs were reviewed. The main message of each of these SLAs
were all the same. “Walk-In Users may not be given means to access the Li-
cenced Material when they are not within the Library Premises”. One of

the SLAs extracted from the South African Library Consortium Site License
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Agreement with Emerald is shown below:

“Authorised Users” means individuals who are authorised by the Licensee
to access the Licensee’s information services whether from a computer or
terminal on the Licensee’s Secure Network, or off site via a model link to a
valid IP address on the Licensee’s Secure Network and who are affiliated to the
Licensee as a current student, faculty member or employee of the Licensee.
Persons who are not a current student, faculty member or an employee of the
Licensee, but who are permitted to access the Secure Network from computer
terminals within the Library Premises [“Walk-In Users”] are deemed to be
Authorized Users, only for the time they are within the Library Premises.
Walk-In Users may not be given means to access the Licensed Material when
they are not within the Library Premises.

This SLA clearly states that “Walk-In Users” should only be given access
to Licensed Material from computer terminals within the physical Library
Premises. However, with the existence of wireless Internet and eduroam, the
stated SLA can be considered old-fashioned. eduroam users coming from
other participating eduroam institutions would not be categorized as “Walk-
In Users” if they connect via eduroam and access the Licensed Material.
They may breach the SLA. Of course, this is assuming that the eduroam users
access the Service Provider’s resources using an I[P address registered on the
Service Provider’s database. The flexibility offered by eduroam comes at the
expense of security. Thus there is tension between security and flexibility.

The following section discuss the risks of IP-based authorization.

8.11 The Risks of IP-based Authorization

The previous section looked at what the typical legal agreements between
the institutions and their associated Service Providers stipulate regarding
authorization using IP addresses. It further revealed who can have access
to the protected Licensed Material and from where. This section looks at
the risks associated with IP-based access from the Digital Library services
perspective. This research study explores the risks from different stakeholder
perspectives in order to better understand them. Such perspectives include

the Users, the Service Providers and Libraries at Institutions.
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8.11.1 The Users

eduroam was introduced with the goal of enhancing the flexibility of the
roaming user’s experience, by ensuring Internet connectivity wherever the
user roams, provided that the visited institution also participates in eduroam.
This, with [P-based authorization services, the introduction of eduroam cre-
ates a tension between flexibility and security. When Users visit any eduroam
participating institution, they could have access to Internet services such as
Digital Library services that they normally do not have at their home institu-
tion. Therefore, the users are happy because they can have access to services
which they have not paid for. On the other hand, unhappy Service Providers
are unhappy as their service is being misused. The opposite could also be
true- Users may have access to certain services at their home institution, but
the service becomes unavailable when using another institution.

To better understand and clarify this, Table 8.2 illustrate a comparison
of Online Digital Library Databases found at a few selected South African
institutions that are eduroam enabled. As this is merely illustrative the

institution names are not used.

Table 8.2: Online Library Databases at SA Institutions

Digital Library Databases Institution A Institution B Institution C

Access Engineering v v v
Access Pharmacy X X

AccessScience X v v
ACM v v X
African Journals v X X
Emerald X v v
IEEE Xplore v v v
IST Web of Knowledge X X v
SAGE v v v
ScienceDirect v v v

Based on Table 8.2, it could be argued that the risks vary depending on
the user’s visited institution. For example, if the visited institution is “Insti-
tution A” and the user is coming from “Institution C”, that user will have
access to the “ACM?” digital library database. However, at “Institution C”
he or she is restricted and cannot access the same ACM database. The oppo-

site could also be true. If a user from “Institution A” visits “Institution
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C”, that user will be denied access to the “ACM?” digital library database.
However, if both the home institution and the visited institutions have access
to a particular digital library database, this may not be categorized as a risk

because the users have access either way.

8.11.2 The Service Providers

The Service Providers have the responsibility of ensuring that the service
reaches the intended group of Users. If these Service Providers do not prop-
erly ensure that the service is only accessible to properly authenticated and
authorized Users, they might find themselves losing a portion of their income
when the users access the service unlawfully. For example, as discussed in
the previous section, the User might visit a particular institution that has a
digital library database which is unavailable at home with the intention of ac-
cessing it. Such a visit may present a potential risk to the visited institution
as well as the Service Provider. To some extent Service Providers depend on
the honesty of the Clients to whom they provide the service . If the Clients
fail to enforce the SLAs set forth by the Service Providers, such failure could
result in service misuse and have some potential risks. Therefore, ensuring

adequate access control to such services is everyone’s responsibility.

8.11.3 Libraries at Institutions

It is common that many Libraries at universities and research institution use
an [P address to provide authentication and authorization for Online Digital
Library database access to Users. This is so because Libraries at universities
and research institutions register hundreds and thousands of Users each year.
Therefore, managing single password identities could be a challenge on its
own, hence IP addresses are popular. Moreover, the setup of IP addresses
is fairly easy and straightforward as highlighted in Chapter 2. However,
this may present a potential risk when Users access services through the
eduroam facility. eduroam Users are commonly assigned an IP address when
visiting an eduroam enabled institution which allows him or her to access
online services that might be unavailable at the home institution. There
is no doubt that this will result in an unauthorized user gaining access to

certain services of the visited institution.
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Furthermore, the visited institution could breach the SLA stipulations if
the Users access the Licensed Material using their own personal devices and
not the Library computers located on the Library Premises as Highlighted
in section 8.10 of this chapter. Libraries, therefore, are at the risk of being
held legally liable. Libraries also do not want to subscribe to unused (and
therefore unnecessary) services.

This section showed that there are indeed risks among the involved stake-
holders participating in eduroam. The question now is how to address these
risks. This is answered by the proposed multi-faceted model. Therefore, the
next section considers the interactions among stakeholders and utilizes the

proposed multifaceted model to address the risks identified in this section.

8.12 Model Application

To illustrate the applicability and utility of the model, the three layers that
constitute the model were discussed in Chapters 5, 6 and 7 respectively and
are repeated in Figure 8.6 here. This section utilises each layer in the eduroam
service in order to suggest a possible solution to the problem stated in section
8.9.
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Figure 8.6: The Multi-faceted Model Layers
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8.13 Strategic Guidance

In Chapter 5, the first level of the proposed multi-faceted model provided a
holistic view of access control. The ITIL lifecycle access management activ-
ities were used as a framework. Furthermore, the access control views from
COBIT5 and ISO/IEC 27002 were integrated in this framework.

These access control views are now applied to the eduroam facility. The
eduroam facility has different role players at different levels. Hence, some of
these access control views may not be applicable in eduroam. However, they
might be applicable to other similar facilities, for example Cloud Computing.

The eduroam role players include NREN, Institutions, and Users. In the
South African context, SANReN currently oversees the eduroam operation
throughout the country. Next, consider these ITIL lifestyle activities (as
discussed in Chapter 5) applied to eduroam.

8.13.1 Verifying Business Needs

The eduroam service has different role players at different levels that need
to interact with one another in order to verify business needs. These eduroam
role players include SANReN, Institutions and Users, within the South African
context. The various eduroam role players have different relationships be-

tween them. Each relationship is briefly discussed below.

Institutions and Users

Institution establish business needs through the relationship they have with
their users (academic staff members, researchers and students). As users
roam between Institutions throughout the country or beyond its borders,
there is no doubts that they would want to connect to the eduroam service
and be able to do their work while on the move. The Institutions need to
provide access to their users, whether to allow all users or a group of users to
have access to the eduroam service. Currently, all users belonging to eduroam

participating institutions are eligible to connect to eduroam.
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SANReN and Institutions

The relationship between SANReN and Institution is crucial. In order to es-
tablish business needs, certain terms and conditions need to be acknowledged.
SANReN must discuss with participating Institutions terms and conditions
of eduroam use. Institutions then need to acknowledge these terms and con-
ditions set forth by SANReN. Such terms and conditions may specify the
laws and responsibilities that need to be upheld by Institutions and roaming
users. For example, if the user is from a South African organization and is
visiting another country, the laws of that country may be different to the laws
in South Africa. In that case, it becomes the responsibility of the visiting
user to become familiar with the laws of the visited country or Institution
and comply with them. It is only after the signing of contracts that SANReN

can deploy the eduroam service to the interested Institution.

8.13.2 Authentication

In order for users to obtain access, they must first provide a username and
a password to prove their identity. This process ensures that they are valid
users before permitting them to the service access. When the user visits
another Institution, his or her credentials are forwarded back to his or her
home Institution to be authenticated. The Institution will properly authen-
ticate the user using a local database of registered users before sending the
response back to the visited institution. Failure to properly authenticate the
user may result in being denied access.

It is the responsibility of the home institution as to how users obtain
their eduroam user credentials. Institutions should provide each user with
eduroam credentials before they roam between institutions. As Institutions
register hundreds and thousands of users each year, it is imperative that the
process of obtaining the credentials is automated to ease the administrative
workload.

During the authentication process, SANReN receives the user credentials
from the visited institution and forwards them to the home Institution for

verification and vice versa.
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8.13.3 Monitoring Identity Status

The process of monitoring a user’s identity status could prove to be a chal-
lenge. Each time a user changes his/her user ID or leaves the Institution,
such changes need to be tracked and respond to accordingly. It is these
changes that require the implementation of intrusion detection tools that
will be triggered when such changes occur.

The following subsections discuss the monitoring of a user’s identity status

in the context of the eduroam role players.

Changes to access rights

As explained by IT best practices and major standards in Chapter 5 Activ-
ity 5.4.4, changes should be tracked by recording the date and time of the
change, the type of change, and the file accessed when doing monitoring. In-
stitutions need to be alerted when a user changes his or her password. Such a
change needs to be recorded and updated to the main server storing the user
credentials. In the case of SANReN, this kind of change may not be applica-
ble, because SANReN is only responsible for forwarding the users credentials

from the visited Institution to the home Institution and vice versa.

Intrusion detection tools

Anomalies and changes to the system may trigger intrusion detection tools
to send an alert to the administrators of the system when a breach occurs.
Intrusion detection tools are useful to network facilities such as eduroam.
They can detect a breach when it happens. In eduroam, intrusion detection
tools could be implemented between SANReN and all eduroam enabled in-
stitutions in South Africa. These tools could also be useful when a single

user authenticates with redundant user IDs.

Prevention of redundant user IDs

As previously mentioned, eduroam uses a hierarchy of RADIUS proxy servers
to forward the users’ IDs to the home institution for authentication while
logging in at visited institutions. Providing user IDs to the eduroam users is

the responsibility of the users’ home institution. This is reasonable, because
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the authentication of the eduroam user happens at the home institution while
authorization is carried out at the visited institution.

In Chapter 5 Section 5.4.4, it is stated that access control should cater
for the prevention of redundant user IDs and accounts and that the use’s
identity status should be monitored at all times. In the context of eduroam,
institutions must ensure that the users have a single user ID to authenti-
cate for the eduroam facility. Doing so could help simplify the complexities
of identifying the user’s current login status such as a lecturer, student or

contractor, as such information may be needed when a breach occurs.

8.13.4 Removing and Restricting Access

In Chapter 5 Section 5.4.6 discussed the concept of giving users access rights.
This activity revokes the given rights of the user whenever the need arises.
This can take place when the user resigns, is suspended, or is dismissed. The
removal of such rights must be done in a timely manner, especially when the
user is under going the disciplinary process.

In the context of eduroam, SANReN is responsible for removing or re-
stricting access from any institution that may be found breaching the eduroam
policy. On the other hand, institutions need to keep track of the staff mem-
bers who are leaving the institution due to resignation, suspension or dis-
missal. These users’ IDs should be immediately removed from the active
database. Similarly, when a particular student leaves the institution after
completing his/her degree, his/her eduroam user ID must be deactivated.

This may require some automatic deactivation tools.

8.14 Tactical Planning

Chapter 6 tabled factors to consider when chartering an online service. The
factors were aligned with four channels as discussed by Osterwalder. This

section aims to use these factors in the eduroam facility.

8.14.1 Awareness

SANReN: SANReN became aware of eduroam through TERENA’s (Trans

European Research and Education Network Association) Task Force on Mo-
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bility, which is now called Mobility and Network Middleware(TF-MNM)
(Wierenga, 2002). As previously mentioned in chapter 1, eduroam in each
country is provided by its NREN. In the case of South Africa, SANReN is
responsible for it. Their job is to deploy eduroam to all the interested institu-
tions who want to participate in eduroam. Therefore, it is their duty to make
all the South African institutions aware of the eduroam facility. This is cur-
rently achieved through various methods such as contacting the institutions
directly and advertising eduroam to their website(s) (SANReN, n.db).

It can be argued that SANReN has successfully spread the message to
its beneficial institutions, as there are currently (at the time of writing)
8 provinces who are participating in eduroam out of the 9 South African
provinces. Within those provinces there are 26 Institutions, including re-
search institutions and foundations (SANReN, n.db).

Institutions: Once the institution becomes aware of the eduroam facility
through SANReN, it remains their responsibility to make their users aware
of the eduroam facility as well. Most (if not all) academic institution in
South Africa that participate in eduroam have advertised eduroam through
their institutional website(s), for example at Nelson Mandela Metropolitan
University (NMMU, n.d). This method of getting end users’ attention may
be effective since academic institutions have hundreds of students including
staff members. To spread a message in this environment could be challenging,
especially because it is very common for an academic institution to have two
or more campuses. Other methods of getting the message across to end
users could include advertising through posters in different campuses of the
institution, e-mails to the institutional community, or promotions such as
printing T-shirts with the name “eduroam” written on them.

End users: When accessing today’s technology or the Internet, user-
names and passwords are often required. In the case of an academic staff
member, a researcher or a student visiting a remote institution, guest ac-
counts are often provided in order to gain Internet access to the remote insti-
tution’s network. However, the creation of guest accounts is time consuming
and the difficulties of connecting to remote networks and dealing with unfa-
miliar systems are frustrating. Visitors need to remember extra passwords,
which may hinder one of the goals of academics: “to do what they do best

research and educate” (GEANT, n.d). The creation of guest accounts un-
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doubtedly frustrates users when they travel to another institution.

Hence, when end users hear about the eduroam facility, there is no doubt
that they would like to try it. They use it to avoid frustrations as it allows
academic staff members, researchers and students from participating insti-
tutions to have Internet access at any other participating visited institution

using the credentials provided by their home institution (Lépez et al., 2008).

8.14.2 Evaluation

Once the NREN of a country, institutions, and end users are aware of
eduroam and have identified that eduroam could impact them positively,
they will want to know more about the eduroam facility such as what bene-
fits and advantages it offers. According to Osterwalder et al. (2004), in this
phase, it is imperative to provide all the necessary information that could
help the customer make the correct decision regarding whether or not it is
worthwhile to use the facility. Hence, the following discussion will help these

role players to decide whether it is worthwhile to use eduroam.

What SANReN Offers to Institutions

When a normal end user (non-eduroam user) visit another institution, the
visited institution’s network administrators are faced with the challenge of
performing management duties such as creating end user guest accounts from
a centralized interface. They have to provide administrative control to en-
sure that only authorized end users are connected to their network and also
provide end users with permissions to limit the resources that the they can
access while connected to their network. The creation of guest accounts pro-
vides security control on the visited institution’s network. However, it can
be argued that this increases the workload of the network administrators as
they also have to deal with their internal end users.

However, if an institution is participating in eduroam, half of the work-
load and implementation cost is reduced. This is because the implementation
cost and maintenance of eduroam is very low. The facility results in note-
worthy cost savings through the reduced network administrators’ workload
(eduroam, n.da). Benefits and advantages include, but are not limited to the

following:
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1. End users login using their home credentials. This removes the need
to supply guest accounts and reduces the administrative and support
burden enforced by the movement of academic staff members, students,

and researchers between institutions.

2. Flexibility is provided to academic staff members, students and re-

searchers.

3. Visited institutions’ network administrators only worry about their own

end users.

4. Scalabilitity is provided. Authentication is done at the home institu-

tion, while authorization is performed at the visited institution.

“With eduroam, your campus becomes a more attractive venue for meetings
and conferences, as it allows participants to access the network without as-

sistance, and without tying up your facilities” (eduroam, n.da).

What Institutions Offer to their End users

eduroam complements the end users’ desire to have their familiar environ-
ment and some services and rights available to them whenever they travel
from one institution to another (Florio & Wierenga, 2005). This facility au-
tomatically authenticates the end user’s device whenever he/she enters the
eduroam coverage area across campuses provided that the end user chose
Connect automatically during the setup process. This means that you can
“just open your laptop or smartphone and be online” (GEANT, n.d) without
the need for user intervention. Connecting to eduroam only grants visitors
Internet access. Depending on the policies of the visited institution, the vis-
itor may have some additional resources available to him/her. After being
successfully authenticated and authorised to access the Internet, the user
will be able to access e-mails, share resources and catch-up on studies while
traveling.

In eduroam, whenever the user roams, he/she uses only one password
which helps access hundreds of locations in seventy-four countries world-
wide (eduroam, 2015b). This kind of access to eduroam is provided at no

cost to end users. This means eduroam is free of charge. As long as your



CHAPTER 8. EDUROAM USE CASE 101

home institution participates in eduroam you will be able to experience the

advantages and benefits of eduroam.

8.14.3 Purchase

SANReN: SANReN is a national eduroam roaming operator for the South
African academic and research institutions. In order for these institutions
to add the eduroam facility to their campuses, SANReN needs to sign an
eduroam Compliance Statement (TERENA, 2011). The eduroam Compli-
ance Statement provides a brief outline of what is required from the roaming
operator of a particular country including the minimum technical and orga-
nizational standards for roaming operators such as SANReN. This statement
was written by the creators of eduroam, TERENA (Trans European Research
and Education Network Association) (TERENA, 2003).

Institutions: Once SANReN signs the eduroam Compliance Statement,
they are eligible to offer the eduroam facility to all the interested academic
and research institutions throughout South Africa. Eligible institutions who
want to join and provide the eduroam facility in South Africa should ap-
proach SANReN (TENET, 2012). SANReN will require that an authorized
representative personnel of the interested institution signs the South African
national eduroam policy (TENET, 2012), before proceeding to configure and
deploy the RADIUS server(s) for forwarding end users requests and replies.
Thereafter, the representative personnel member from each institution should
subscribe to the South African eduroam administrators and operations list
for approval (SANReN, n.da).

End Users: For end users to connect to eduroam, usernames and pass-
words are required. It is the responsibility of the home institution to cre-
ate and provide user accounts for their local end users. However, eduroam
recommends that the username should have two parts: the prefix and the
suffix (always referred to as the realm part of the username) (Milinovi¢ et al.,
2008). The prefix is determined by the home institution using their preferred
method and the suffix is derived from the institution’s Domain Name Server
(DNS). For example, an eduroam username of $123456789@nmmu.ac.za,
where s123456789 is the prefix of the username and the @nmmu.ac.za is
the suffix of the username. It is this suffix that enable the eduroam RADIUS

proxy servers to forward an end user’s request from the visited institution to
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the home institution. In other words, the suffix locates the end user’s home
institution, where the request is forwarded for authenticity.

Since institutions have hundreds or even thousands of end users, the pro-
vision of eduroam usernames and passwords could be a challenge. Hence,
some institutions allow their end users to login with their original passwords
that were given to them during their registration to the institution. Their
institutional e-mail address is used as a username, since it has the DNS of
the institution (NMMU, n.d).

8.14.4 After Sales

In this section, the end users problem escalation from the end users them-
selves, to the institution, through to the NREN of a country and possibly

the visited institution and their NREN, is discussed, as shown in Figure 8.7.

1t level Support 2" level support
End users > Universities >1 SANReN

Figure 8.7: eduroam National Problem Escalation

This only applies when the problem is within the same domain (Country).
In other words, two institutions linked by the same NREN. However, when
the problem goes beyond the NREN of a country, other NRENs could get
involved, for example, the visited institution and their NREN as can be seen

in Figure 8.8.

1st Level Support 2" Level Support 3rd Level Support

T T NRENs T
End users |—>| Universities |—>| SANReN SURFnet |

Figure 8.8: eduroam International Problem Escalation
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It is important to note that the reporting process might not be as se-
quential as it is in the above cases. Currently, the eduroam policy states
that end users must report problems to their internal IT service/ help desk
(TENET, 2012). However, this can be argued against because when end
users travel internationally, this kind of reporting might not be accessible to
them. A more flexible solution could be to report to any available IT ser-
vice/help desk. That IT service/help desk wwould become the one to contact
the home Institution of the visiting end users.

Consider the two scenarios below that involve End Users, Institutions
(Home and Visited), and their NRENs. These Scenarios are based on (Milinovi¢
et al., 2008) and provide an overview of the end user support delivery struc-
ture. Depending on the problem reported by the end user, other role players
could be used as an escalation point to help solve the problem.

Firstly, consider the problem escalation which involves the end user and

the institution in Figure 8.9.
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Figure 8.9: Problem escalation between the End User and the Institution

In this scenario, an end user reports difficulty accessing the network while
using eduroam from the remote institution. The end user might perform the

following steps in reporting the problem:

1. The end user communicates with the home institution and ask for as-

sistance from the institutional administrator.
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Figure 8.10: Problem escalation between the End User, Institution, NREN(s)
and OT

2. The institutional administrator at the end user’s home institution will

check the legitimacy of the end user’s credentials.

3. If there is a problem with the validation of the end user’s credentials,
the institutional administrator will communicate with the end user and

help to set up the end user’s device.

4. However, if the institutional administrator discovers that the problem
has to do with the visited institution’s network, for example, no proper
authentication requests were received, the visited institution is con-

sulted to provide the necessary help.

5. If necessary, the institutional administrator at the visited institution

will communicate with the visiting end user to solve the problem.

Secondly, consider the problem escalation which involves the end user, Insti-
tution, NREN(s) and possibly the eduroam Operating Team (OT) in Figure
8.10.

In this scenario, an end user reports difficulty accessing the network while
using eduroam from the remote institution, but the problem requires a next
level support. The end user might perform the following steps in reporting

the problem:
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1. The end user calls the home institution and asks for assistance from

the institutional administrator.

2. The institutional administrator at the end user’s home institution will

check the legitimacy of the end user’s credentials.

3. If there is a problem in the validation of the end user’s credentials, the
institutional administrator will communicate with the end user and

help to set up the end user’s device.

4. However, the institutional administrator from the end user’s home in-
stitution may discover that the problem has to do with the visited
institution not receiving proper authentication requests from them. If
is beyond his/her power to solve it, the home institution administrator
will escalate the problem to their NREN (Figure 8.10, 4a).

5. The end user’s home institution NREN should continue investigating
the problem and must also contact the NREN administrator of the
visited institution. If necessary, the eduroam Operational Team (OT)

should get involved as presented in Figure 8.10 by 5a and 5b.

6. Thereafter, the visited NREN administrator should communicate with

their connected institution.

7. Finally, the institutional administrator at the visited institution should

assist the visiting end user in solving the problem if necessary.

In all these scenarios, it is important to note that the problem may be
solved by the first level of support without the need to go all the way to
the eduroam OT. These scenarios just assume the problem goes beyond the

home institutional administrators.

8.15 Technology Considerations

This layer of the proposed multi-faceted model has various operational deci-
sions to be made. Of course, the decisions are guided by the strategic and
tactical outputs. Since the network infrastructure may already be in place,
decisions related to the operational implementation of the underlying infras-

tructure should also be made. For example, does the institution allow VPN
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access to its resources? The use of technologies such as web proxy servers,
VPN solutions and Shibboleth, as discussed in Chapter 2, are all operational
implementation decisions that must be made. Before deciding to implement
any of the mentioned technologies, the operational managers will have to
consider the hardware components, the software packages, the impact of new
security configurations on the existing network infrastructure and also the
necessary skills required.

From the multi-faceted perspective of the model, none of these operational
implementation options represent a panacea. Instead, the interplay between
the three layers in this essentially tactical model ensures a balanced view
that will enhance future decision-making. The next section discusses how
this multi-faceted model can be used to aid in decision-making in eduroam

when one decides to implement a specific technology.

8.15.1 Deciding to Implement Shibboleth

Firstly, consider a decision to deal with IP-based authorization issues through
the use of Shibboleth. Clearly this is a decision aimed at the operational im-
plementation of a technology. When deciding to go that route, one will
have to consider the tactical planning required. This would include project
planning, but also deciding what training needs to be put in place on a tech-
nical level. Furthermore, awareness of the advantages to the user-base must
be raised. Finally, the impact on strategy must be considered. Will we, or
should we, join specific federated identity management consortia? What kind
of cooperation agreements must be put in place with Service Providers? In
the case of digital libraries, will the provider support Shibboleth authoriza-

tion? Clearly, it is not just a case of implementing Shibboleth.

8.15.2 Deciding to use Web Proxy Servers

The risk to the institution is reduced by ensuring that visitors cannot access
online libraries illegally. Operational implementation may be by means of
managing different IP pools for visitors and not using the same web proxy to
exit to the Internet. For home users who may encounter similar measures at
other institutions, secure access to their home network through a VPN could

be an option. The VPN concept is discussed in the following section.
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8.15.3 Deciding to Implement VPN Solutions

The previous section highlighted a VPN as a solution when visitors are re-
stricted by means of a web proxy. Institutions may decide to go that route.
However, a such decision would require tactical planning in terms of raising
awareness regarding eduroam and the possible issues that users may have
while traveling. It further requires tactical planning regarding implementing
training programs to help end users understand the concept of a VPN and
to teach them how to use it while traveling. Again, thinking about the deci-
sion from multiple facets uncovers the fact that it is necessary to look at the
bigger picture before applying technical measures.

These three decision cases demonstrated that the multi-faceted model can
be used to ensure that the various facets impacted by (or that impact) the
decision are all considered. Of course, many more options can be considered,

but will be thought of in the same manner as the three illustrated cases.

8.16 Conclusion

This chapter used a use case method to verify that the proposed multi-
faceted model has the potential for practical use in real-world circumstances.
eduroam was used as a use case scenario for this verification. Firstly back-
ground information about eduroam was given. Secondly, the problem that
currently exists was stated. Finally, the model was applied to the problem.

The following chapter concludes the research study.



Chapter 9
Conclusion

The previous chapter concluded the demonstration part of this research study
by applying the proposed multi-faceted model to support authentication and
authorization for online services to the eduroam facility. The aim of this
application was to show the effectiveness of the model and its utility, as the
eduroam facility presents a suitable demonstration environment which po-
tentially covers all the layers discussed during the model development. The
model is described as a multi-faceted model, i.e. it has three layers inter-
dependent on one another. These layers were first conceptualized together
before they were discussed in separate chapters. The topics discussed in those
separate chapters ranged from strategic decisions (policies), to the tactical
planning (awareness), to operational implementations (technology consider-
ations) in today’s IT ecosystem. The discussion of each layer addressed the
sub-objectives stated in Chapter 1 Section 1.3. Thereafter, the proposed
model was demonstrated to show the effectiveness and its utility.

Finally, this chapter concludes the research study by revising the research
problem and objectives and arguing that they were met. It also argues that
the model was developed and demonstrated to solve the problem stated in
Chapter 1 Section 1.2. This is followed by a discussion about the research
methodology used and a summary of the chapters before stating the research
contribution. Thereafter, the limitations of the research and future directions

are discussed. In closing, this chapter is concluded as well.
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9.1 Revising the Problem and Objectives

This section firstly discusses what motivated this research study which led to
the research problem and subsequent objectives. An overview of the research
study is provided by revising the problem statement and research objectives
and also discussing how the research objectives were met.

This research study was primarily motivated by the three realizations.

These realizations were stated as follows:

1. The realization that access control spans across organizational bound-

aries.

2. The realization that there could be inconsistencies between legal specifi-

cations and technical access control measures.

3. The realization that users just want to do their job without worrying

about who should have access to online services.

Each of these realizations was in-line with each of the three layers that form
part of the proposed model discussed in Chapters 5, 6 and 7. These real-
izations provided a foundation to the initial problem statement. Currently,
a model to support authentication and authorization for online services is
lacking. This led to the formulation of the primary research objective.

To develop a multi-faceted model to support authentication and authoriza-
tion for online services.

In order to meet the primary research objective, the following secondary

research objectives were necessary:

1. To investigate the governance of IT ecosystem level through access con-

trol policies.

2. To investigate and identify available ways of influencing users behaviors

toward access control in I'T ecosystems.

3. To investigate and identify possible technology solutions within the en-

vironment of IT ecosystems.

How these secondary research objectives were met are discussed in the fol-

lowing subsections.
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Sub-objective 1: To investigate the governance of IT

ecosystem levels through access control policies.

To address Sub-objective 1, Part I of this research study performed a liter-
ature study on existing knowledge. In particular, the answer was provided
in Chapter 2 and also in Part IT Chapter 5.

Chapter 2 discussed the administration and enforcement of access con-
trol by arguing that there are various decisions that need to be made by
the Reference Monitor when the Subject attempts to access a particu-
lar Object. Those decisions are made every time the Subject attempts to
access a particular Object. Thus, they are run-time decisions. However,
these decisions are based on a set of access rules which must be created first.
Therefore, there is also an administration-time activity of setting up those
access rules (see Chapter 2, Section 2.1). When creating access control poli-
cies or rules they should be considered for both their administration and their
enforcement.

The answer to this research Sub-objective also came from Part B Chap-
ter 5 of the research study. The major standards, best practices and manage-
ment frameworks, specifically ITIL, COBIT5 and ISO/IEC 27002 were
looked at.

Sub-objective 2: To investigate and identify available
ways of influencing users’ behaviors toward access con-

trol in IT ecosystems.

This objective was successfully addressed in Part IT Chapter 6 of this re-
search study. The Customer Buying Cycle (CBC), outlined by Osterwalder
and others as four channels, was utilized in order to influence the behaviors
of customers when deploying a new service. Of particular interest was the
structuring of these channels from introducing the users to the new facil-
ity (Awareness), to helping them make an informed decision about using it
(Evaluation), to the transaction process (Purchase), through to the use of a
new facility (After Sales). These were defined in this research study as con-
tact points. How they were utilized in the proposed multi-faceted model was

demonstrated in Chapter 8 during the model demonstration using eduroam.



CHAPTER 9. CONCLUSION 111

Sub-objective 3: To investigate and identify possible
technology solutions within the environment of IT ecosys-

tems.

To meet this objective, Part I Chapter 2 firstly investigated possible tech-
nologies commonly available and used in I'T ecosystems for access control and
highlighted the advantages and operation of each technology in use. Part
IT Chapter 7 discussed technology considerations when implementing the
identified technologies.

Furthermore, Part III Chapter 8 utilised some of the previously identi-
fied possible technologies based on the conditions presented by the eduroam
facility.

Therefore, these secondary research objectives are mapped to the chapters

where they were achieved, as summarized in the above sections, in Table 9.1.

Table 9.1: Reach objectives mapped to chapters

Sub-Objective Chapter(s)

Investigate the governance of policies 2-5
Investigate and identify ways of influencing users’ behaviours 6-8
Investigate and identify possible access control technologies 2, 7-8

Of course, these research objectives were achieved in the subsequent chap-
ters (see Table 9.1) using different research methods. The next section dis-

cusses the contribution made by this research study.

9.2 Research Contribution

A well conducted scientific research study should contribute to the body of
knowledge as was the case with this research study. This section discusses
the research contributions made during the course of this research study.
There were two contribution made throughout this research study. The
first contribution was the development of the model which satisfies the main
aim of the research. The main aim was to develop a multi-faceted model

to support authentication and authorization for online services. To achieve
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this, a multi-faceted model needed to be developed, as shown in Figure 9.1

and Figure 9.2

Cost-effective and
access to relevant
information

Proposed model as
a tactical model

\ Strategic Guidance

What does the best practices say
about authentication and authorization
in relation to online services?

Tactical Planning

How can the users be involved
and be able to use the online
services?

Operational Implementation
What should be done at the
infrastructure in support of the
tactical plans?

Configurations and
network
operations

Figure 9.1: Positioning of the Model

This is considered as the primary contribution of the dissertation. The
second contribution was in the form of journal, conference and poster pa-
pers(These are attached on the CD ROM). For each of these papers, valu-
able feedback was obtained from various expects in the field of this research
study. This proved to be valuable as they also contributed during the devel-
opment stages of the proposed multi-faceted model. Prior to this research
study, a model to support authentication and authorization for online ser-
vices was lacking. This research study tries to address this problem based
on the existing literature, argumentation, theories, best practices, standards
and management frameworks.

The following section discusses the research limitations and future direc-

tions.
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Figure 9.2: The Multi-faceted Model Layers

9.3 Limitations and Future Directions

Although the research aimed to develop a model that is not environmentally
specific, some limitations were faced. The proposed multi-faceted model was
demonstrated by addressing a problem on the eduroam facility, implying that
it could possibly work for any other facility that offers online services and
requires users to be authenticated and authorized. However, a limitation of
the proposed model is that, it considers a single use case scenario. Therefore,
there remains doubts about whether the proposed model can be generalized
to other systems such as Cloud computing as such environment might possess
effects and risks dissimilar to eduroam.

Future directions may include considering other use case scenarios or
facilities similar to eduroam. Furthermore, since the proposed multi-faceted
model is silent about the technical issues and implementations that might
be present, it could be a good idea to implement it on the actual system
for online services. In other words, if the decision from the proposed model
considers implementing Shibboleth, then Shibboleth should be implemented

in a real life context.
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9.4 Final Words

In closing, the model was developed and found to be effective and satisfactory
when it was applied to eduroam (the use case). As the results of this research
study stands, it can be confirmed that all the aims that were initially stated

were achieved and nothing was left out.
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Abstract: Eduroam provides a facility for users from participating institutions to access the Internet at
any other participating visited institution using their home credentials. The authentication credentials
are verified by the home institution, while authorization is done by the visited institution. The user
receives an IP address through the visited institution, and accesses the Internet through the firewall and
proxy servers of the visited institution. While this provides great flexibility, it competes with security:
access may be wrongfully provided or denied to services that use IP-based authorization. This paper
enumerates the risks associated with IP-based authorization in the eduroam network by using Digital
Library access as an example. The tension between security and flexibility suggests that a multi-faceted
approach to the problem is needed. This paper presents such a multi-faceted model that can be used
holistically to consider options for IP-based authorization.
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1. INTRODUCTION

In the current generation, the number of users who
connect to the Internet using mobile devices has increased
significantly [1]. Most mobile users would like to get con-
nectivity everywhere, including at home and at educational
institutions. The TERENA (Trans European Research
and Education Network Association) proposed a service
for WLAN roaming between educational institutions and
research networks [2]. This WLAN roaming service
is called eduroam (EDUcation ROAMing). Eduroam
provides users (researchers, teachers and students) with
Internet access using their home credentials at any
institution around the globe which participates in eduroam.
This access occurs with minimal administrative overhead
[3.4].

Institutions see eduroam as beneficial to them as academic
staff members and students frequently travel between
institutions. These students and academic staff members
can use their home institution credentials to login at visited
institutions that participate in the eduroam service. In
eduroam, the authentication credentials are verified by the
home institution, while authorization is done by the visited
institution [5]. The student or academic staff member
receives an IP address in the range of the visited institution,
and accesses the Internet through the firewall and proxy
servers of the visited institution. However, access granted
to services that authorize via an IP address of the visited
institution may include access to services that are not
allowed at the home institution.

In eduroam there is no specific policy in place regarding
how authorization should be handled at the visited
institution. The NREN (National Research and Education

Network) of a country must sign the eduroam compliance
statement [6] in order to be part of the eduroam federation.
The unavailability of the eduroam authorization policy
is due, possibly, to mismatch and scalability issues at
the institutional level, as well at national or global
levels. However, at the institutional level, the basic
and acceptable access policy approach that most of the
institutions are following is that the visited institution
denies access to their local resources to the users
who are not part of the domain [7], while it only
grants them access to the Internet using the network
infrastructure of the visited institution. To facilitate
flexibility and ease-of-maintenance Internet-based services
may use IP-based authorization.

This paper enumerates problems with IP-based service
authorization in the eduroam network. Further, the paper
proposes a multi-faceted model to address the problem.
There are many services that authorize users via an IP
address when connecting to the Internet using eduroam and
it is impossible to analyze all of them. To provide focus,
therefore, this paper will primarily consider Digital Library
Service Providers.

The rest of this paper is organized as follows. Firstly
in Section 2. an overview of the eduroam service
is given.  Since this paper addresses the problem
of IP-based authorization, Section 3. introduces the
IP-based authentication and authorization process that
can be encountered when roaming between institutions.
Thereafter, Section 4. illustrates the problem using Digital
Library access as an example. Section 5. analyzes the risks
in much more detail. This is followed by considering the
interaction between stakeholders and possible technologies
that can help in Section 6.. However, not all solutions



are suitable for all circumstances. Therefore Section 7.
propose a multi-faceted model that can help in deciding
how to address the problem. Section 8. discusses how the
model can be used when considering a decision. Finally,
Section 9. concludes the paper and provides the next step
to future work.

2. AN OVERVIEW OF EDUROAM

This section provides a general overview of the eduroam
service. It does so by considering its history and by
providing an overview of the infrastructural components
necessary to implement the eduroam service.

2.1 The Origin

The eduroam service started as an idea of combining a
RADIUS-based infrastructure with IEEE 802.1x protocol
for roaming Internet access across institutions in Europe
[8]. The actual eduroam service started in 2003 within
the TERENA Task Force on Mobility, TF-Mobility [9].
During that time many institutions showed an interest
in eduroam by joining. Those institutions were from
the Netherlands, Finland, Croatia, the United Kingdom,
Portugal and Germany [10]. Gradually, other NRENs
in Europe began joining what was then named eduroam
[1]. In December 2004, Australia became involved and
was the first non-European country to join eduroam [11].
According to the eduroam website [12], eduroam “is now
available in 69 territories worldwide”, but is only available
at certain locations within those countries, as long as their
NRENSs have signed the eduroam Compliance Statement

[6].
2.2 The Infrastructure

The eduroam infrastructure is based on hierarchically
organized RADIUS proxy servers [13] and the IEEE
802.1x protocol [4]. This initiative makes use of three
levels of RADIUS proxy servers, namely: the Top-level
server (Confederation), National-level servers (Federation)
and Institutional-level servers (Edge) [3]. The Top-level
server acts as the bridge between National-level servers for
global communication, while the National-level server is
responsible for connecting institutions within the country.
Every institution wanting to join eduroam connects to its
National-level server and deploys a dedicated server for
eduroam.

Figure 1 shows a User who wants to connect to eduroam
at institution_A (visited institution), whose home
institution is institution_B (home institution). In this
case, the supplicant software of the user contacts the
Access Point (AP) using 802.1x with EAP (Extensible
Authentication Protocol) protocol.

The EAP protocol provides integrity and confidentiality to
protect the transportation of user credentials throughout the
hierarchy of RADIUS servers [14]. Then the AP contacts
its local RADIUS server for authentication. The RADIUS
server examines the realm part of the username, and as it

Top-level RADIUS Server

RADIUS RADIUS

REMOTE DOMAIN HOME DOMAIN
National-level RADIUS National-level RADIUS
Server{NREN) Server (NREN)
RADIUS RADIUS
Remote Institutional-level Home Institutional-level
RADIUS Server RADIUS Server

Institution_B

Access Point
(AP)

Network Access g

— Request

Institution_A

Response

Figure 1: eduroam Infrastructure

is not a local realm in this example, the RADIUS server
then proxies the request through the hierarchy of RADIUS
servers until institution_B is reached. The RADIUS
server of Institution_B decapsulates the EAP massage
and verifies the credentials of the user. It can either accept
or deny the request by proxying the results in the reverse
order using the same path. The AP at institution A
informs the user of the outcome (accept or deny) and the
connection is established (if the response is accept).

At the time of writing (late 2014) the South African
NREN handled about 10000 (non-unique) authentication
requests per day (personal communication, S Miteff, 5
Jan 2015). The next section briefly explains the IP-based
authorization process.

3. IP-BASED AUTHORIZATION PROCESS

Some services, such as Digital Libraries, at universities
use an IP address to authorize users. This presents a
potential problem when using eduroam. Figure 2 shows
home and visited institutions and their Service Provider. In
this example, before a user can be given any kind of access,
the IP-based process for authentication and authorization
must first take place. The user then roams between the two
institutions using his or her home institutional credentials.

Eduroam Enabled

Visited Home

User Institution Institution PS:, r‘;;:::r
(Visitor) (Authorization (Authir;tlcatlo (Service_X)

LOGIN

(2) Credentials Verification

@ Verification Approved

@ Assigns IP address

@ Access service_X

@ Access granted

Figure 2: IP-Based Process

When the user reaches the visited institution and connects
to eduroam, the following happens:



1. The user tries to login at the visited institution using
his or her home credentials.

2. The visited institution examines the realm part of the
username and sees that the user belongs to the home
institution. Then it sends the user credentials through
the hierarchy of RADIUS servers for authentication
(verification) to the home institution.

3. The home institution decapsulates the message and
verifies the users credentials. It can either accept or
deny the request by sending back the response to the
visited institution.

4. The visited institution receives the response and
grants internet access if the results are positive
(accepted), and it assigns an IP address to the user.
This IP address can be assigned from a general pool
of IP addresses or from a special pool of IP addresses
used for roaming users.

5. The user accesses the Service Provider’s resource
(service_X) of the Service Provider using the IP
address assigned by the visited institution.

6. The Service Provider verifies the validity of the IP
address and gives permission (or not) to the user
based on the IP address provided by the visited
institution.

This approach certainly alleviates administration, but may
have interesting side-effects on the experience of the
roaming user.

4. PROBLEM IDENTIFICATION

This section explains the effects that [P-based authoriza-
tion can have on the expoerience of roaming users. To
illustrate, this section uses “’Digital Library access” as an
example of a service. This section firstly uncovers what the
typical legal agreement between universities and Service
Providers stipulates. Thereafter, an example is considered
where the authorization may contravene these stipulations.

A Service Level Agreement (SLA) is “an agreement
between an IT Service Provider and a customer.”
[15]. Expectations between Service Providers and
their customers are typically governed through Service
Level Agreements (SLAs).To understand the stipulations
between Digital Library providers and universities three
Service Level Agreements were reviewed. The gist of
these agreements was all the same. Figure 3 shows an
extract from the South African Library Consortium Site
License Agreement with Emerald.

Of particular interest is the mention of “walk-in users”.
Walk-in users should only be able to access Licensed
Material from computer terminals within the Library
premises. This implies that the users must be within the
physical premises of the Library to access the service.

‘Authorised Users” means individuals who are authorised by the
Licensee to access the Licensee's information services whether from a
computer or terminal on the Licensee's Secure Network, or off site via a
modem link to a valid IP address on the Licensee’s Secure Network and
who are affiliated to the Licensee as a current student, faculty member or
employee of the Licensee. Persons who are not a current student, faculty
member or an employee of the Licensee, but who are permitted to access
the Secure Network from computer terminals within the Library Premises
["Walk-In Users"] are deemed to be Authorised Users, only for the time
they are within the Library Premises. Walk-In Users may not be given
means to access the Licensed Material when they are not within the
Library Premises.

Figure 3: Emerald Licence Agreement

In a world with wireless Internet and eduroam, this SLA
can be considered fairly antiquated. —Eduroam users
visiting from another institution would not be classified as
walk-in users if they accessed the licensed material through
their eduroam -authenticated device and may thus breach
the SLA. This is assuming that the eduroam users access
the Service Provider using an IP address from a pool that
has access. On the other hand, if visiting eduroam users
are allocated to IP pools that don’t have access, the value
of roaming authentication is decreased as they will also not
have access to services they have access to at their home
insitution.

What can be seen here is tension between flexibility and
security. The flexibility offered by IP-based authorizaion
comes at the expense of security. More secure solutions
will mean more effort on the part of stakeholders and will
thus reduce flexibility. The rest of this paper considers this
flexibility-security tension and proposes a multi-faceted
model to help us to decide on a road ahead.

The next section will consider the risks in more detail.
5. RISK ANALYSIS

The previous section pointed out that IP-based authoriza-
tion may be problematic. This section examines the risks
associated with IP-basedc authentication from the vantage
point of Digital Library services.

According to [16, 17] risk can be defined as the possibility
of an undesired outcome or the absence of the desired
outcome to a service. It “is a future event that may or
may not occur” [16]. This paper explores the risks from
different stakeholder perspectives: the Users, the Service
Providers, and Libraries at universities. Each of these risk
perspectives is expounded on next.

5.1 The Users

As discussed, when Users visit a particular institution, they
could have access to services that they normally do not
have when they are at their home institution. These Users



can be regarded as "happy’ users, because they have access
to services to which they are not subscribed. However,
the opposite could also be true. Users may have access
to certain services at their home institution that become
unavailable to them at a visited institution. These Users
could be regarded as “unhappy’ users. In these scenarios,
the situation can be seen as unfair to some of the users,
while others are enjoying the benefits of accessing services
that are not available to them at their home institution.
This could impact the users either positively or negatively,
depending on the specific circumstances.

To further clarify this, consider the South African
academic landscape. Table 1 below shows a comparison
of digital Libraries available at selected South African
Universities and Research Institutes. Note that, for brevity,
only a few selected digital Libraries at each institution
are shown. Further, as this is merely illustrative, the
names of institutions are not used. The selected institutions
participate in eduroam in South Africa.

Table 1: Digital Libraries at Institutions

Comparison of eduroam Institutions
Digital Institutionl | Institution2| Institution3
Libraries
Access N v v
Engineering
Access X X v
Pharmacy
AccessScience | X v v
ACM v v X
African v X X
Journals
Biomed v X v
Central
Emerald X v v
IEEE Xplore v v v
ISI Web of | X X v
Knowledge
LexisNexis X X v
Academic
Sabinet v v v
SAGE v N v
ScienceDirect v v v

Based on Table 1, the risk varies depending on the
institution that the User is visiting. For example, if the
User visits Institution] from Institution3, that User can
access the ACM database; whereas at Institution3 he or she
does not have access to the ACM database. While users
from Institution3 will be very happy with the situation (as
they have more access), users from Institutionl visiting
Institution3 will be less happy as they do not have access
to the database that they usually have when at the home
institution. Table 2 summarizes the two risks to users.

Table 2: Risks Facing Users

Risks | Description

1A Users cannot access material they legally have
access to

1B Users could have access to material that they
should not have

5.2 Service Providers

The Service Providers are responsible to provide a
particular service to the Users. In this context, the Service
Providers could find themselves in a position of losing a
portion of their income when the users access the service.
In other words the user might visit the institution just to
access the service that is unavailable while he or she is
at the home institution. On the other hand the user might
unsubscribe to a particular service intentionally because he
or she knows that the service is available to the neighbors
and he/she could just go and visit in order to access it.
To some extent Service Providers depend on the honesty
of the clients to whom they provide the service. If an
authorization issue exists in the side of the client, the
Service Provider is at risk. The situation needs to be
controlled by the clients because if the Service Provider
sets an SLA, there is no assurance that the clients will
enforce the SLA effectively. Table 3 summarizes the
above-mentioned risks.

Table 3: Risks Facing Service Providers

Risks | Description

2A Loss of income when unauthorized users are
accessing the service

2B Service misuse by institutions

5.3 Libraries at universities

Many Libraries at universities use an IP address to
authorize users. This presents a potential risk when using
eduroam. The eduroam user is given an IP address when
visiting a particular institution which gives him or her
access to services that could be unavailable at the home
institution. This would result in an unauthorized user
gaining access to certain services of the visited institution.
Furthermore, the visited institution might breach the SLA
if these users access the Licensed Material through their
own devices andnot on the Library Premises as stated
on the license agreement in Figure 3 above. Libraries,
therefore, run the risk of being held legally liable. Libraries
also do not want to subscribe to unused (and therefore
unnecessary) services.

Soif at institution_X, the library staff members capture
their online database usage for the purpose of terminating
the contract if an online database is not used, visitors
accessing these databases through eduroam may result
in incorrect statistics being captured. This could lead
to the Library not terminating the use of an online



database. At first this risk may seem negligible, but
it is worth remembering that services in this category
(possible cancellation) are already little used. Hence, even
a small number of visitors accessing the service could
multiply the number of accesses thereby rendering the
service in the expensive, but needed, category. There is no
tracking of users and their activities in the current eduroam
infrastructure and, therefore, it is impossible to assess the
extent of visitor user access.

Universities have thousands of users to manage, potentially
including several visitors. Keeping track of registered
users and visitors could be challenging in this environment.
Service Providers are also at risk as their services could
be misused by the visitors since they know they are not
paying for it. However, maintaining access records on
an individual level rather than at an institutional level is
certainly more costly. Table 4 enumerates the main risks
discussed in this section that affect Libraries at universities.

Table 4: Risks Facing Libraries at universities

Risks | Description

3A Libraries might breach the SLA if users
(visitors) are accessing the licensed material
from their own devices

3B If Libraries are capturing their online database
usage, visitors may lead to incorrect statistics
captured. Therefore, this could lead to
unnecessary service subscription, which is only
used by visitors

3C Service misuse by visitors

5.4  Risk analysis summary

To summarise the risks affecting the users, Service
Providers and Libraries at universities, consider table 5
below.

Table 5: Risk analysis summary

Summary
Risks Users SP LB
1A: Cannot access - X X
1B: Could access + - -
2A: Loss of income X - -
2B: Service misuse + - -
3A: Breaching SLA | x X -
3B: Unnecessary | X X -
service and incorrect
statistics
3C: Same as 2B + - -

+ = Positive Impact - = Negative Impact X = Not Applicable
SP = Service Providers LB = Libraries

As shown in Table 5 if the users cannot have access to a
particular service at the visited institution, it affects them
negatively. However if they do have access to a resource
they normally do not have, it affects them positively.
Service Providers and the Libraries at universities are both

potentially negatively affected by this situation, albeit not
at the same time. The Service Providers are at risk of losing
money owing to missed sales opportunities. Libraries also
miss opportunities for patrons to pay membership fees for
access to resources. Breaches to SLAs negatively impact
Libraries as they open up the possibility of legal action.
In addition libraries may not be able to trust usage record,
for example, not knowing how many access requests really
originated from a specific institution.

Although this section did not try to quantify the risks to
the various stakeholders, it did show that there are risks.
The question now is how to address these risks. The next
section considers the relationships among stakeholders and
discusses various possible technologies and issues to be
considered.

6. THE RELATIONSHIPS AMONG
STAKEHOLDERS

The various stakeholders have different relationships
among them. Figure 4 abstractly depicts these
relationships.

Service
Providers

Figure 4: The Relationships among Users, Libraries and Service
Providers

Each relationship, as seen in Figure 4, will be briefly
described to illustrate how the previously identified risks
are mapped and addressed along with possible solution
for each. Eduroam in each country is managed and
monitored by its NREN [18]. The NREN rolls-out the
eduroam service to the interested institutions who want to
have the eduroam service on their campus. In Figure 4,
as marked by “X”, the point of intersection among the
Users, Service Providers and Libraries represents where
the NREN is placed. The following subsections look
at the relationships among the Users, Service Providers
and Libraries at universities. Each relationship introduces
technologies or actions that might help address the issues.
Note that these technologies are not new. On the contrary,
they are currently used in various ways by the relevant
stakeholders. The discussion in the next section serves
to introduce the technologies and actions. Section 7. will
combine them into a multi-faceted model that allows us to
argue more easily the effect of choices we make in using
IP-based authorization in eduroam.



6.1 Users and Libraries

Consider first the relationship between Users and the
Libraries as marked by “A” in Figure 4. According to
risks 1A and IB Users cannot access material they legally
have access to (at their home institution), when they
visit another institution because the visited institution has
no subscription to the same material. However, if the
users are from the visited institution going to the opposite
institution, they could have access to material to which
they should not have, because the opposite institution has
subscription to the material. A possible solution to this
involves the use of a Virtual Private Network (VPN) tunnel.
A VPN tunnel provides a complete data privacy and
integrity for Users who access the network from outside
their Intranet in a secure manner [19]. For instance, by
enabling VPN between the user and the home institution, a
secure tunnel will be established. This will help to improve
the IP-based level of security as highlighted by risk 3A.
In other words, this is adding another layer of security to
the IP-based authorization process. Figure 5 shows how
a VPN tunnel between the user and the Service Provider
in the eduroam network can address the risk of a user not
having access to services when visiting institutions.

Eduroam Enabled—l

User Visited Home Psrz::vilic:r
(Visitor) Institution Institution (Service_X)
LOGIN
(3 Credentials Verification
@ Verification Approved
@Am&s Granted
 —— venTonmE | © Access service X
— VPN TUNNEL s« (©) No Subscription |

Figure 5: VPN Tunnel in eduroam

However, this only addresses the risk from the perspective
of a user not having access to something to which he or she
normally has access.

Figure 5 depicts the use of a VPN tunnel. Steps 1 to
3, 5 and 6 were described in Figure 2. Step 4 secures
the IP address that is normally assigned by the visited
institution to access a service. However, access to the
service is obtained via the VPN tunnel being established
to allow one-to-one communication rather than consulting
the visited institution. Access to Service_X is now
requested from the home institution, and not from the
visited institution.

This approach eliminates the risk identified by 3C which
concerns service misuse by visitors. For technology-savvy
users, the use of VPN could be a straightforward concept
for them to understand and be able to VPN back to
their home institution when visiting others. However,
for non-technical users it may not be as straightforward.
Hence, training sessions should be provided to educate
users with regard to how to connect to the eduroam service
at visited institutions and how to VPN back to the home

institution.
6.2 Libraries and Service Providers

The relationship between the Libraries and the Service
Providers is marked by “B” in the diagram: In the SLA
analysed earlier, it was highlighted that Libraries might
breach the SLA if the visitors access the licensed material
from their own devices (as described in risk 3B) and the
Service Providers may lose a bit of income (risk 2A). Their
service could be misused by the users of the institution
(risk 2B).

As apossible solution to this, the Libraries must engage the
Service Providers in connection with the SLA presented
to them. It is very important to understand that eduroam
has been introduced far more recently than the SLAs.
It might happen that it is not of great concern to the
Service Providers that visitors are being given access to
their service, or it may require an adjustment of the SLA.
The SLA presented in Section 4. Figure 3 needs to be
revised by the authorized entities. Another option is that
the Libraries can consider joining existing federations or
consortia that provide more controlled access. These can
be country-wide federations which also come with policies
on how a service can be accessed.

6.3 Service Providers and Users

The relationship between the Users and the Service
Providers is marked by “C” in the diagram. When the
user accesses online material such as Digital Libraries,
the “identifier” is merely an IP address [20]. However,
IP addresses are easy to spoof. Hence, federated identity
domain technologies need to be investigated to determine
how the attributes of the User can be transported in order
to provide access control to the website of the Service
Provider. Even though a high-level analysis of risk
involved may not identify major risks it is worth noting
that possible controls may already exist to address this
situation. Since the issue here is really that of the identity
of a user to be used from outside the institution, solutions
may exist in different environments.

One way to solve this is to use virtual direct dialing into
a campus server through L2F (Layer Two Forwarding)
protocol using PPP/SLIP (Point-to-Point Protocol/Serial
Line Interface Protocol) connections [21]. A remote user
will be given an IP address of the institution to his/her
personal device through L2F protocol which provides
virtual direct dialing service into protected (Private)
networks through the Internet (Public) Service Providers
[22]. Figure 6 shows a high level overview of the virtual
dialing approach.

As can be seen in Figure 6, the remote users will connect
to the NAS (Network Access Server). These NASs can be
geographically located anywhere around the world [22].
In turn they connect through the Internet. The Internet
will check whether the user is dialing-up (is this case
it is). Then the L2F protocol will take control using
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Figure 6: Virtual Dialling Approach

PPP/SLIP communicating with the home gateway of the
user and the user will have access to the licensed material.
However, this approach suffers from many disadvantages
[21]. Hardware and software packages are required to
setup this kind of communication and the solution can
be expensive to deploy. Furthermore, it has a limited
calling area. In other words, if a remote user is located
far away, this might not work. Clearly this approach has
several disadvantages that are particularly problematic for
a large-scale network.

Another technology, a Web proxy, was therefore
considered. According to Duke and Yu [21] “The Web
proxy is designed primarily to secure an Intranet, to control
and monitor employees access to the Internet”. Web
proxy servers are normally placed outside the firewall of
a company. In this context, visitors accessing the Internet
using eduroam can be forced to go through a Web proxy
server which will restrict them from accessing the licensed
material. However, this will inconvenience legitimate
users at the home institution when they connect to the
Internet using eduroam. Hence, network administrators
needs to figure a scalable way to implement these proxy
servers. Figure 7 illustrates how a Web proxy works
between a user and an institution holding the required

service.
[ Institution ]

| Remote User I
Forwards Valid IP

Request Access with Off-Campus
1P address

[Web Proxy Server]
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Figure 7: Web Proxy Server at Institution

The remote user tries to access licensed material using a
proxy-enabled browser. The request is directed to a proxy
server located on campus. When the proxy server receives
the request and forward it to the institution, the institution
validates that the IP address came from the proxy and
authenticates the request. Thereafter, an inside system
returns the data to the proxy server, which in turn, sends the
retrieved data back to the remote user. But this only solves
the problem of visitors accessing the licensed material
at the visited institution. The above discussed approach
might suffer in terms of the distance coverage area. In
other words, at times it could be very difficult to reach the
proxy server over a long distance. Since the problem here
involves federated identity management domains, the use

of Shibboleth could solve the problem.

Shibboleth acts as an intermediate third party between the
home institution and the Service Provider on behalf of the
visited institution as shown in Figure 8 [20]. Figure 8
shows a high-level view of how Shibboleth could be used
in eduroam.

Eduroam Enabled
[ 1

Visited Home sorvice
User Institution Institution Shibboleth rvi
izati icati Provid

(Visitor) (Autho;lzatlon (Autht::\)tlratlo (Serr';l‘i’::ee_;( ;
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(O]

@ Verification Approved
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Provider

@ Assigns IP address

(5) Access service_X

® No

Figure 8: Shibboleth in eduroam

A Where Are You From (WAYF) database will be used
to identify the user and once that it is done, the Service
Provider will be able to access the attributes of the user
from the Attribute Authority (AA) at the home institution
of the user. The AA is the database that stores the attributes
of the user located at the home institution under the
supervision of the Identity Provider (IdP). Shibboleth will
be able to identify services that are allowed at the home
institution for the user, using SAML (Security Assertion
Markup Language) [23] query request/response messages.
This will, however, require services to evaluate SAML
attributes in order to do authorization. Shibboleth works
well if an institution forms part of a federation. Federated
identity management allows users to hand out identity
information dynamically across the distributed domain of
the federation. On the negative side Service Providers also
need to co-operate and do authorization based on SAML
attributes.

From the above discussion it is clear that several
potential solutions exist, each with its own advantages and
disadvantages. The next section introduces a multi-faceted
model that can be used to argue about these different
options in a more holistic way.

7. A MULTI-FACETED MODEL

Before introducing the model components in
sub-section 7.2, sub-section 7.1 first positions the
model conceptually.

7.1 Conceptual positioning

It has become commonplace to think about business in
terms of strategic, tactical and operational decisions. To
understand where the proposed model fits, two important
assumptions that have been made must be considered.

Firstly, the proposed model assumes that participants in
the eduroam network have made the strategic decision



to provide cost-effective access to relevant information
and services to users while travelling. Of course, what
exactly “cost-effective access” means to each particpating
university may differ vastly.

Secondly, the proposed model assumes that the underlying
network operations are in place and that they are being
configured and managed by the various NRENSs.

In the bigger picture our model is therefore conceptually
positioned as a tactical model, as shown in Figure 9.
Decisions in the proposed model will certainly be influ-
enced by the strategic direction assumed by participating
universities, but it is not overly concerned with the
operations of the underlying network. This does not
mean that the proposed model might not influence the
strategic direction, nor does it mean that decisions made
will not influence the operations. However, its focus
is on making tactical decisions to manage the tension
between flexibility and security when considering IP-based
authorization decisions.

Cost-Effective and Access
to Relevant Information

Middle-Up

Proposed Model
as a Tactical Model

Configuration and

Middle- Network Operation

Down

Figure 9: Positioning of the Model

As an example consider a tactical decision to implement
federated identity management technologies such as
Shibboleth. This will clearly impact the configuration of
the network devices and the operation of the network -
an operational concern. The proposed model, however, is
deliberately silent in terms of operational implementation
issues. Similarly, strategic decisions such as the joining
of federated identity consortia should be with the view of
supporting a bigger strategic view in order to allow access
to relevant information to all users, even while they are
traveling.

7.2 Model Components

This section briefly discusses the components that
constitute the proposed model. The model will consider
the decisions that must be made at each layer of the model.
Figure 10 presents the proposed model.

The model is made up of three main components. These
are: Strategic decisions, Tactical planning and Operational
implementation. Each of the components represents
various decisions that must be made. These decisions
are multi-faceted in that various options are available, but
these choices are not independent. A choice made for one
component influences the choices for other components.

Strategic

Federated
consortiums

Tactical

eduroam
awareness

Use of VPN Operational

Shibboleth
Virtual Dialing(L2F)
Web Proxy Servers

Figure 10: The Multi-faceted Proposed Model

The next sub-sections briefly consider the nature of each of
the components by positioning some of the issues revealed
in Section 6. within the model components.

Strategic decisions:

Strategic decisions are made to guide the direction an
organization takes. In order to provide access to relevant
information to researchers, certain decisions need to be
made. These decision are often embodied through policies
[24] and agreements with suppliers and partners. The
SLA between the university library and the Digital Library
Service Provider is an example of such an agreement. One
way to reduce risk would be to engage Service Providers in
terms of the definitions used in these agreement in order to
bring the SLA in line with modern trends regarding access
to electronic information. Another issue to consider is the
joining of federated identity provider consortia, such as
InCommon.

Tactical Planning:

After the strategic decisions have been made, plans must
be put in place to ensure that the strategic choices can
actually be implemented feasibly. This may involve
project planning activities that inter alia include raising
awareness of the strategic direction and training in the use
of technologies. In the current context, users may often be
unaware of eduroam and the advantages it holds to them. If
the institution makes VPN access available to users, some
may lack the skills to use the VPN access effectively, and
will thus require training.

Operational implementation:

Decisions related to the operational implementation of
the underlying infrastructure should also be made. For
example, do the institution allow VPN access to its
resources? The use of technologies such as web proxy
servers, virtual direct dialing, and Shibboleth as discussed
in section 6.3 are all operational implementation decisions
that must be made.



From the multi-faceted perspective of the model none
of these operational implementation option represents
a panacea. Instead the interplay between the three
components in this essentially tactical model ensures a
balanced view that will enhance future decision-making.
The next section discusses how the proposed model can be
used to aid in decision-making.

8. DISCUSSION

With a multi-faceted model it is important to strike a
balance between different, sometimes opposing concerns.
This is also the case in this model which proposes three
components to be considered when addressing the risks
associated with IP-based authentication. The proposed
multi-faceted model allows us to think holistically about
the implications of our decisions. For example consider
two cases, one from a technological perspective and
the other from a strategic perspective: using Shibboleth
as underlying authentication technology and strictly
enforcing SLA requirements.

8.1 Technological decision: Using Shibboleth

Firstly, consider a decision to deal with IP-based
authorization issues through the use of Shibboleth. Clearly
this is a decsion aimed at the operational implementation
of a technology. Deciding to go that route one will have
to consider the tactical planning required. This would
include project planning, but also what training need to be
put in place on a technical level. Furthermore, how will
awareness of the advantages to our user-base be raised?
Finally the impact on strategy must be considered. Will
we, or perhaps should we, join specific federated identity
management consortia. Also what kind of cooperation
agreements must be put in place with Service Providers?
In the case of digital libraries, will the provider support
Shibboleth authorization? Clearly, it is not just a case of
“just implementing Shibboleth”.

8.2 Strategic decision: Enforcing SLAs

Consider another decision: reducing the risk on the
institution by ensuring that visitors cannot access online
libraries illegally. Operational implementation may be by
means of managing different IP pools for visitors and not
using the same web proxy to exit to the Internet. For
our own users who may encounter similar measures at
other institutions we would need to allow them secure
access to their home network through a VPN. However,
such decision would require tactical planning in terms
of raising awareness regarding eduroam and the possible
issues that users may have while traveling. It further
requires tactical planning regarding implementing training
programs to help end-users understand the concept of a
VPN and to teach them how to use it while traveling.
Again, thinking about the decision from multiple facets
uncover the fact that it is not just as simple as applying
technical measures to apply the SLA requirements more
strictly.

These two decision cases demonstrated that the
multi-faceted model can be used to ensure that the
various facets impacted by (or that impact) the decision
are considered. Of course many more options can be
considered, but will be thought of in the same manner as
were the two illustrative cases.

9. CONCLUSION

This paper discussed the origin of the eduroam service
and its components. It showed that it certainly helps
with the flexibility of Internet access. However, it
also highlighted that problems can be experienced when
services use IP-based authorization. Several potential
solutions exist to address the problem if the relationships
between the various role players are considered. However,
the tension between flexibility and security ensures that
a purely technical solution may be more evasive than is
immediately evident.

The paper therefore proposes a multi-faceted model for
considering decisions regarding IP-based authorization in
the eduroam network. Decisions regarding one facet have
a direct implication on the other facets. This paper drew
on online Digital Library providers as a case study. This
is but one example of a service that might be appropriate
in the eduroam environment. Other services, for example,
collaboration services or grid computation services may
expose other risks. However, the model does not exclude
any particular risk, but requires us to think not only of
the operational implementation issues, but also of the
tactical planning issues and the strategic decisions that are
impacted. Thinking around the various facets will lead us
to better consider the risks involved.

Information technologies change at a rapid rate. The
proposed model positioned several existing technologies,
but any new technologies or risks could similarly be
positioned. This ensures that the model has utility amidst
a fast-changing landscape.

The proposed model did not make any claims regarding
completeness, but does claim to provide a more holistic
view on authorization problems which are often considered
technical issues. Future work could include expanding
the model to other security problem spaces outside of the
authorization places. Furthermore the interplay between
different stakeholders, as well as between the different
facets of the models, warrants further investigation.

The proposed model recognizes that the 'non-technical’
security implications in large scale computer networks
such as created by the eduroam services are not clearly
understood and it therefore set off, as a prudent first step,
to address these issues. The sheer scale of eduroam
definitely amplifies what can otherwise be considered
minor problems.
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Abstract

Access control is one of the oldest aspects of information security. Several IT (Information
Technology) best practices, guidelines, frameworks and standards discuss access control.
Although these documents discuss very similar concepts, not all of the access control issues are
discussed at the same level of detail. Therefore the purpose of this paper is to provide a holistic
view of access control as described by the major IT best practices, management frameworks and
standards. The ITIL (Information Technology Infrastructure Library) lifecycle access
management activities are used as a framework. Further, the access control views from COBIT 5
(Control Objectives for Information and Related Technology) and ISO/IEC 27002 (International
Organization for Standardization) are integrated into this framework.

Introduction

Information security is important to any organization. Organizational processes, networks and systems
are valuable assets (ISO/TEC27002, 2013); therefore they need to be protected. Organizations need to
ensure that their security is effective and adequate at all times (Saint-Germain, 2005). Access control is
one of the oldest aspects of information security in an organization. Its main purpose is to manage the
provision of user access rights to ensure that resources can be appropriately shared between properly
authenticated users. Consider an example of access control decision making as illustrated in Figure 1.

Source Request Guard Resource
T - ST N
User X —>{ Perform Task 7 > Decision Maker > Service X
~ 7’
1\ Accept/ Deny \', I

Figure 1: Access control decision making (based on Lampson, Abadi, Burrows, & Wobber, 1992)

In Figure 1 the *Source' (User X) requests access from the "Guard' (Decision Maker) to perform a specific
task on a particular "Resource' (Service X). In order to make a decision the "Guard' needs to know the
*Source' of the request to determine the identity. This is called authentication. Furthermore, the *Guard'
must also verify the access rules associated with the required "Resource' by the “Source'. This is called
authorization (Lampson et al., 1992). Therefore, once the "Guard' completes authentication (Who is
accessing?) and authorization (What can be accessed?), the decision is made to either *Accept' or *Deny'
the required "Resource'.

However this happens when the user attempts to access a particular resource: thus a run-time decision.
Furthermore, this decision is based on a set of access rules which must be created first. Therefore, there is
also an administration-time activity of setting up those access rules. Considering administration of access
control separately from the operational access control to ensure that the policies and objectives are not
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compromised is not a new idea (Sandhu, Bhamidipati, & Munawer, 1999). We, therefore, must consider
the activities both from a run-time and administration-time perspective.

As can be expected access control to information systems has been discussed by many, including in IT
best practices, management frameworks and standards. Among these, the most commonly used are ITIL
(OGC, 2007), COBIT5 (ISACA, 2013) and ISO/IEC 27002 (ISO/IEC27002, 2013). Although ITIL is
considered as best practice guidelines, COBIT 5 as a management framework, and ISO/IEC 27002 as a
standard, we will collectively refer to them as frameworks. While all these frameworks discuss access
control, each discusses issues from a unique perspective. However, not all of the access control issues are
discussed at the same level of detail. Hence, this paper provides a holistic view of access control practices
by integrating the views from ITIL, COBIT 5 and ISO/IEC 27002. The ITIL lifecycle access management
activities are used as a framework to structure the discussion around the access control lifecycle.

Firstly, this paper introduces ITIL, COBIT 5 and ISO/IEC 27002. Secondly, an approach that will be used
through the analysis of access control views is provided, along with the ITIL lifecycle access management
activities. Furthermore, the access control views found from COBIT 5 and ISO/IEC 27002 are integrated
into the ITIL lifecycle access management activities. Thereafter, the main access control themes found
from these three frameworks are discussed. Finally, remarks and the conclusion of the paper are stated.

Introducing ITIL, COBIT 5 and ISO/IEC 27002

Many organizations are under pressure to control access to their business systems and services.
Organizations should use IT best practices, guidelines, frameworks and standards as guidance when
implementing access control. ITIL, COBIT 5 and ISO/IEC 27002 all discuss the concept of access control.
However access control views are scattered through the frameworks. This could make it challenging to use
them during access control implementation.

Much research has been done in an attempt to integrate them (Sahibudin, Shari, & Ayat, 2008).
Furthermore, the access control issues are not discussed at the same level of detail. To understand the
differences, think of these three in this way: COBIT 5 discusses what to monitor and control, ITIL clarifies
how to go about implementing the processes for performing that, while ISO/IEC 27002 discusses the
process for securing those services (Greenfield, 2007). As the focus of this paper is the analysis of access
control views within ITIL, COBIT5, and ISO/IEC 27002, the following subsections focus not only on an
overview of these frameworks, but also provides a direction with which the information concerning access
control views can be located within them.

ITIL

Information Technology Infrastructure Library (ITIL) is a best practice guidelines introduced by the
Office of Government Commerce (OGC) situated in the United Kingdom (UK), to provide best practices
for IT service management in an organization (Nastase, Nastase, & Ionescu, 2009). This framework
discusses issues related to different entities such as “people, processes and infrastructure technology”, to
provide cost effective and high-quality IT services (OGC, 2007). ITIL comprises of five publications,
namely (Verma, 2014): Service Strategy, Service Design, Service Transition, Service Operation and
Continual Service Improvement.

Service Strategy discusses the concept of identifying market opportunities for new services, while Service
Design is concerned with developing a strategy into a designed document (Greenfield, 2007). On the other
hand, Service Transition deals with the implementation of the activities laid down by the Service Design
and Service Operation focuses on the operational side to ensure that services are delivered. Furthermore,
Continual Service Improvement provides consistence between the other four publications. It focuses on
how the service can be improved over time (Verma, 2014).

In ITIL, the access management process is described in the Service Operation publication. Views are
clearly defined in the access management section (4.5) as lifecycle activities.
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COBIT 5

COBIT 5 is a management framework developed by ISACA (Information Systems Audit and Control
Association) for IT governance and IT management (Sahibudin et al., 2008). This framework defines 34
control objectives in a hierarchy of processes and domains (Ridley, Young, & Carroll, 2004). These
processes are subdivided into four domains: Align, Plan and Organize (APO), Build, Acquire and
Implement (BAI), Deliver, Service and Support (DSS), and Evaluate, Direct and Monitor (EDM)
(Greenfield, 2007). Under each domain, the process objectives, key activities, input, output, performance
measures, Work Product (WP) and Best Practice (BP) are discussed.

There is no specific section that discusses access control views in this management framework. However,
access control views could be found in any of the four domains mentioned above. During the integration
of access control views in COBIT 5, the Deliver and Support domain discuss more access control views
than the other domains.

ISO/IEC 27002

This is an information security standard introduced by International Organization for Standardization
(ISO) and by the International Electro-technical Commission (IEC) for information security management
(Sahibudin et al., 2008). The main purpose of this standard is to provide guidelines and general principles
for “initiating, implementing, maintaining and improving information security management in an
organization” (ISO/IEC27002, 2013). The three areas of information security, Confidentiality, Integrity
and Availability, are covered in this standard. Furthermore, the standard contains 14 security control
clauses in which access control is included (ISO/IEC27002, 2013). Each of these 14 clauses defines a
number of main security categories in them.

Although access control views are primarily found in section 9 under the access control clause, other
sections also make references to access control related views.

Table 1 below highlights key differences and similarities between these frameworks.

Table 1: Differences and Similarities between ITIL, COBIT 5 and ISO/IEC 27002

Parameters ITIL COBIT 5 ISO/IEC 27002
Purpose IT Service Management | IT Governance Information Security
Controls

Created by OGC ISSACA ISO/IEC

Targeting Lifecycle of IT Services 34 Processes and 4 14 Security Control
Domains Clauses

Access control SOP: Access Within those 4 Domains | Section 9: Access

details Management Control

Next consider how we analysed these frameworks.

Analysis Approach

As pointed out earlier, access control must be considered from both an administration-time and a run-
time perspective. Clearly access control is not a once-off activity, but requires administration to be done
from time to time, and the actual access control decision is made every time an attempt to access a
resource is made. This nature of access control is best acknowledged by ITIL which view access
management activities as part of a lifecycle. We therefore decided that structuring our analysis according
to the ITIL access management activities will ensure a holistic view.

Figure 2 conceptually positions the access management activities identified by ITIL in terms of
administration-time and run-time perspectives.
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Access Control Activities

Administration-Time Run-Time
1. Requesting Access 4. Monitoring Identity Status

2. Verification | | | oaemme—a

3. Providing Rights S .

~~~~~

6. Removing or Restricting Rights

5. Logging and Tracking Access

Authentication

Figure 2: Activities for Access Control Analysis

The first three activities, namely, ‘Requesting Access’, ‘Verification’, and ‘Providing Rights’, ensure that
users will receive the access rights they require. The ‘Monitoring Identity Status’ and ‘Logging and
Tracking Access’ activities continually takes place to ensure that access rights reflect the business
requirements and are not misused. Anomalies and changes to business requirements may in turn trigger
some of the administration-time activities. Finally, the ‘Removing or Restricting Rights’ activity ends the
lifecycle of the access rights.

Access Control Analysis

This section looks at what guidance is available regarding access control views by using ITIL lifecycle
access management activities as a framework. The discussion integrates material from ITIL (OGC, 2007),
COBIT 5 (ISACA, 2013) and ISO/IEC 27002 (ISO/IEC27002, 2013). In order to facilitate easier
integration of the views, the following cross-referencing mechanisms are used:

e For ITIL specific concepts, the reference would indicate the ITIL lifecycle and the relevant section
in the lifecycle documentation. For example (SOP, 11.4) refers to Service Operation Processes
section 11.4.

e For COBIT 5 specific concepts, the reference would indicate the framework and the process
number. For example (COBIT 5, BAI06-BP1). The references will use the acronyms introduced in
section 2.

e For ISO/IEC 27002 specific concepts, the reference would indicate the standard and relevant
section in the documentation. For example (ISO/IEC27002, 8.1).
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e Where a statement relates to more than one document the reference would be combined,
separated by a semi-colon.

Activity 1: Requesting access

The first step towards gaining access to resources is requesting access. Users (Employees, Contractors and
Visitors) could request access to a specific service or a set of services. These requests may originate from
different sources. ITIL (SOP, 4.5) identifies four sources, namely HR (Human Resource) Management, a
Service Request by the user, RFC (Request for Change), and a request from the Manager. Whenever
someone is hired HR is required to initiate a request. The request is based on the user's business job
requirements and access policies of the organization (ISo/IEC 27002, 9.2.2). The HR department must
verify the user's identity and should ensure that his/her job requires the services being requested. To
accomplish such a goal the request should be automated. In other words, HR systems for allowing access
to information systems and services should be in place prior to employment (ISO/IEC 27002, 9.2.1).

This applies to the current services, but when there is a new service being deployed in the organization,
the RFC will initiate the request. Such requests could happen when there are large upgrades to the system
that affect a large number of user access rights within a particular group of users (SOP, 4.5.6). It is thus
imperative that the change management processes consider the impact of user access.

General service requests, which may also include requests to access a service/system, are handled by the
IT service desk. Such service requests should be classified and prioritized in order to assess the risks they
might pose to the organizational processes and services (COBIT 5, DSS02-BP1). These requests must be
recorded as they could help in future investigations (ISO/IEC 27002, 12.4). Some requests may not come
from the user, but could originate from the manager of a particular department. This could happen when
the manager assigns an internal user to perform a task that requires more access rights than currently
available to that user. The request will then be channelled via the service desk.

Once a request is received, the next step is to verify that the user is who he/she claims to be and that
he/she really needs the access. The next activity will discuss the verification process.

Activity 2: Verification

Verification according to ITIL is an administration-time activity that follows requests for access. It
involves two actions. Firstly, the requester must be authenticated to ensure that he/she is who he/she
claims to be (SOP, 4.5.5.2). Secondly, it must be ensured that he/she really needs the service (COBIT 5,
DSS05-WP6). The process is illustrated in Figure 3.

—————
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Figure 3: The Verification Process Activity
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Sometimes the need might be validated from the fact that the requester is not the grantee, and that the
requester has the authority to request this. Other times, if the requester is the grantee, logical mechanism
such as usernames and passwords might not be sufficient. In that case physical mechanisms such as a
user visiting the Service Desk with a suitable identification document may be required. However, for an
indirect request, where a manager might request access for his/her users, a username and a password
might still be acceptable as this is really just an execution of the manager's rights to request access.

Where the access request deals with sensitive services other verification mechanisms such as hardware
tokens (e.g. smart cards) and biometrics (e.g. fingerprints or signatures) (SOP, 4.5.5.2), may be required.

Once the request has been verified the user could be provided the access rights required. This is further
discussed in the next activity.

Activity 3: Providing rights

As soon as the verification process is complete the user is eligible to be given access rights in order to
perform his/her day-to-day activities (ISO/IEC 27002, 9.2.2). Access rights are provided according to the
user's job requirements and should be used for business purposes (COBIT 5, DSS06-02). One of the
challenges in providing access rights arises when the user holds multiple access rights for different tasks.
These multiple access rights could conflict with one another (SOP, 4.5.5.3). For example, a user needs to
log the total number of hours worked per day for the purpose of calculating the salary earned (Task 1).
However, Task 2 requires the user to approve the number of hours logged. This could be seen as a
potential conflict or conflict of interest. However, such conflict can be avoided by carefully designing roles

(SOP, 4.5.5.3).

At present most organizations are implementing the concepts of role-based access control when providing
access rights to users (Bao, Song, Wang, Shen, & Yu, 2008). Role-based access control provides two steps:
firstly, mapping roles to access rights and secondly, mapping users to their roles (Zhou, Varadharajan, &
Hitchens, 2012) as depicted in Figure 4.

——————
- oy

- ~
7 \
Step: 1 Roles é‘\ Access Rights /,
ke L B g -
e A = ~
e ~
Step: 2 f Y
ep: Users > Roles —->{ Access Rights |
’
\
S - _- s

N ——-——

Figure 4: Role-Based Access Control Mappings

This makes the provision of access rights much simpler than providing each user access rights that are not
mapped to a particular role. Since the user might have two or more roles assigned to him/her, each of the
roles assigned should be recorded and documented (COBIT 5, DSSos; ISO/IEC, 9.2.2).

Activity 4: Monitoring identity status

In the previous activity users were mapped to their roles according to their business needs and
requirements. As users continue in these roles changes to the roles may be required, and changes to
access rights might arise (SOP, 4.5.5.4). It then becomes challenging to monitor the user's identity status
or changes. Access control should cater for prevention of redundant user IDs and accounts (ISO/IEC
27002, 9.2.1), keep track of the date and time of changes, the type of change, the type of file accessed and
also the program used to execute the change (COBIT 5,EDMo03) when doing monitoring. The changes
should be explicitly authorized by the appropriate authority prior being approved (ISO/IEC 27002, 12.1.1,
12.1.2).
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A change could be triggered by the user changing his/her password. In this case automated tools could be
useful to monitor such a change and automatically update the involved database or systems. Of course
these changes could be legitimate or illegitimate. If the change is legitimate the records on the database
will show that the user is actually active on the system. Whereas if the change is illegitimate, the database
probably needs to integrate with intrusion detection tools which will lookout for passwords changing at
the same time or odd patterns in passwords.

Today most organizations use tools, such as intrusion detection tools (COBIT 5, DSSo5-BP7), to monitor
their systems (Vigna, Gwalani, Srinivasan, Belding-Royer, & Kemmerer, 2004). Although changing the
password of the user could be seen as minor, “big” changes such as job changes, promotions or
demotions, transfers, resignation or death, dismissals, disciplinary action, and retirement (SOP, 4.5.5.4)
can be challenging to monitor if automated tools are not in place.

It is of interest to discuss disciplinary action and dismissals. These might bring harm to the organization's
valuable assets due to user's behaviour during the disciplinary action or dismissal period. In serious cases
of misconduct, user access rights, duties and privileges should be temporarily suspended (ITIL: SOP,
4.5.5.4; ISO/IEC 27002, 7.2.3) and if necessary, he/she can be escorted off the organizational premises.
Similarly, during suspension, all access should be restricted until the employee is ready to resume duties.
And again, automated tools should be in place to re-activate the access rights revoked when appropriate.

Activity 5: Logging and tracking access

Threats originate not only from the outside world, but internal users can initiate threats unintentionally if
policies are not followed. Users could breach the policies or misuse the organization's resources (SOP,
4.5.5.5). However, this can be minimized by implementing intrusion detection tools for tracking and
logging user activities (ISO/IEC 27002, 12.4.1; COBIT 5, DSS05-BP7; ITIL: SOP, 4.5.5.5). When the user
is suspected of resource misuse the logged files could help to speed up the investigation process (ISo/IEC
27002, 12.4.1; COBIT 5, DSS05-WP9). Even when there is a change in a user's identity or role, the change
needs to be logged and be kept for the minimum duration period specified by the organization's security
policies (ISO/IEC 27002, 9.2.5).

Access control should not only track unauthorized user access activities, but also track authorized user
activities (ISO/IEC 27002, 19.2.5). A user can be given access rights to execute a task but never uses them.
This could bring harm to the organization. For example, if a user has legitimate access rights and chose
not use them, the access rights get compromised by the third party. This introduces vulnerability to other
organizational systems unnecessarily. This activity is also accountable for making sure that the user access
rights that were provided in activity 3 are properly used for their purpose. Clearly this activity should also
be utilized when there is a change within the organization and those changes must be logged at all times.

Activity 6: Removing or restricting rights

Activity 3 discussed the concept of providing access rights to users. This activity is responsible for
revoking those rights whenever the need arises. The process of removing or revoking access rights can
take place when the user is dismissed, dies or resigns (ISO/IEC 27002, 7.2.3; SOP, 4.5.5.6). Removing
rights needs to be performed in a timely manner to prevent unauthorized access by the dismissed user.
Having the user de-registration procedures in place (ISO/IEC 27002, 9.2.1), which should be developed
by information security management, could speed up the process.

The removal of the access rights process does not mean the user access rights should be completely erased
as these could be needed again. Rather, the access rights should be deactivated. The same for restricting
access rights to the user. Restricting access rights could be triggered when the user has changed roles, is
under the disciplinary process or is on temporary leave for a short period of time (COBIT 5, APOo7; ITIL:
SOP, 4.5.5.6; ISO/IEC 27002, 7.2.3). However, a record of access rights should still be kept until the user
is ready to resume his/her duties (COBIT 5, EDMo03).
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Discussion

The previous section identified six ITIL lifecycle access management activities and used them as a
framework when integrating access control views found in ITIL, COBIT 5 and ISO/IEC 27002. This
section serves to uncover the main access control themes found in these frameworks as discussed in
section 2. Each of the six ITIL lifecycle access management activities are illustrated in Table 2 to highlight
these main access control themes.

In Table 2, if minimal information is provided in a framework regarding a chosen theme, the (v') will be
shown. Furthermore, the (v'v') shows that the framework has detailed information regarding the chosen
theme. If the table entry is empty, there is no information contained in a framework for the chosen theme.

Table 2: A Summary of access control themes from COBIT 5, ITIL and ISO/IEC 27002

ITIL Activities Access Control Themes COBIT5 ITIL ISO/IEC 27002
Automate access requests vv vV
Classifying and prioritizing vv
requests
) Record and document access v vv | vV
Requesting Access requests
Originating sources of requesting vv |V
access
Authentication v vv | vV
Verification Verifying business needs vv | vV
Designing of roles vv | vV
Providing Rights Record and document roles vv | vV
Changes to access rights vv | vV
Monitoring Identity Intrusion detection tools vv vv |V
Status
Prevention of redundant user IDs vv
Log files v vv |vvY
Logging and Tracking | Intrusion detection tools vv vv | vV
Access
Proper use of access rights vv vv | Y
Resignations vv | vV
Removing and Suspensions v vv | vV
Restricting access
Dismissals v vv | vV
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As can be seen in Table 2, many similarities exist between ITIL and ISO/IEC 27002. Where ITIL provides
detailed information regarding a theme, similar detailed information is often provided in ISO/IEC 27002.
For example, as can be seen in Table 2, both ITIL and ISO/IEC 27002 discuss the theme of ‘Automate
access requests’ and that these requests should be recorded and documented at all times. The same
applies to ‘Verification’ and ‘Providing Rights’ activities where ‘Authentication’ and ‘Designing of roles’ are
also discussed. Similarly, when no information is provided for a theme in ITIL, no information is provided
in ISO/IEC 27002 most of the time. For example, ‘Classifying and prioritizing requests’ is not detailed in
either ITIL or ISO/IEC 27002. However, it is not always the case that information provided by ITIL is also
provided by ISO/IEC 27002. For example, as shown in Table 2, ISO/IEC 27002 discusses the theme of
‘Prevention of redundant user IDs’ while ITIL does not.

Conversely, COBIT 5 addresses some of the themes which are not discussed in either ITIL or ISO/IEC
27002. For example, as shown in Table 2, the theme of "Classifying and prioritizing requests' under the
‘Requesting access’ activity is discussed by COBIT 5 but not by ITIL or ISO/IEC 27002. Where ITIL and
ISO/IEC 27002 discuss a theme, COBIT 5 does not always provide information for that theme as can be
seen from Table 2. For example, Table 2 highlights that information is not provided by COBIT 5 for
certain themes such as ‘Designing of roles’ and ‘Record and document roles’ under the theme of
‘Providing Rights’. Therefore, it can be determined that COBIT 5 is not as detailed as ITIL and ISO/IEC
27002 in terms of access control.

Based on this discussion, it can be argued that a combination of ITIL, COBIT 5 and ISO/IEC 27002 gives
a more comprehensive view of access control as themes that are not covered in one framework or
standard are covered by another framework or standard.

Conclusion

Access control is a critical feature in any organization, as valuable assets must be protected. This paper
has shown that access control is well established, as it is discussed in ITIL, COBIT 5 and ISO/IEC 27002.
However, not all of the access control issues are discussed in the same level of detail. No framework
should be used in isolation when implementing access control in organizations. Therefore, it can be
argued that a combination of ITIL, COBIT 5 and ISO/IEC 27002 gives a holistic view of access control as
themes that are not detailed in one framework are detailed by another framework. Consider an abstracted
holistic view of access control summary illustrated in Figure 5.
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Figure 5: Summary: A holistic view of access control

In Figure 5, as previously mentioned, access requests might originate from any of the four sources
identified by ITIL (SOP, 4.5). Thus the request needs to be authenticated and it must be verified that the
request originating from the HR (for example), as illustrated by the three arrows pointing to the
‘Verification’ activity in Figure 5, before the required access rights are provided. Of course, the first three
activities ensure that the requester will receive the access rights he/she requires (administration-time).

Whenever someone changes a job, resigns, retires, dies, is dismissed or is under the disciplinary process,
the HR is notified. These needs to be monitored and necessary actions must be taken, as shown by the
arrow from the ‘Monitoring Identity Status’ to the ‘Removing or Restricting Rights’ in Figure 5. These
changes should be monitored using ‘Intrusion Detection Tools’ (run-time) as argued by COBIT 5 (COBIT
5, DSS05-BP7).

Further, the access rights provided should be tracked and logged as shown in Figure 5. Finally, the
administrators of these access rights might need to look at the log files when performing some
administration activities, as illustrated by the arrow between ‘Logging and Tracking Access’ and
‘Removing or Restricting Rights’ in Figure 5.

This paper could be useful for people involved with access control. The paper provided a holistic view of
access control that has been built through analysing ITIL, COBIT 5 and ISO/IEC 27002. The integrated
view frames access control in terms of the ITIL access management activities. Access control should not
be a once-off effort, but a continuous one. Access rights should be managed across its lifecycle: access
rules must be developed and requested (administration-time), used and the use monitored (run-time),
and eventually revoked (administration-time). It is also important that access control does not stand
alone, integration with organizational systems, such as the HR systems, as well as with other security
services, such as authentication and intrusion detection services. Cross references in section 4 provides
pointers to additional details regarding specific issues in the integrated view.

Acknowledgements: This work is based on the research supported in part by the South African
National Research Network (SANReN).
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Abstract—Eduroam is a secure WLAN roaming service
between academic and research institutions around the
globe. It allows users from participating institutions secure
Internet access at any other participating visited institution
using their home credentials. The authentication is verified
by the home institution, while authorization is done by
the visited institution. The user receives an IP address
in the range of the visited institution, and accesses the
Internet through the firewall and proxy servers of the
visited institution. However, access granted to services
that authorize via an IP address of the visited institution
may include access to services that are not allowed at
the home institution, due to legal agreements. This paper
looks at typical legal agreements with service providers
and explores the risks and countermeasures that need to
be considered when using eduroam.

I. INTRODUCTION

In the current generation, the number of users
who connect to the Internet using mobile devices
has increased significantly [1]. Most mobile
users would like to get connectivity everywhere,
including at home and at educational institutions.
The TERENA (Trans European Research and
Education Network Association) proposed a
service for WLAN roaming between educational
institutions and research networks [2]. This WLAN
roaming service is called eduroam (EDUcation
ROAMing). Eduroam is a secure WLAN roaming
service between academic and research institutions
around the globe [3]. It provides users (researchers,
teachers and students) with secure Internet access at
any eduroam participating visited institution using
their home credentials with minimal administrative
overhead [4]. Institutions see eduroam as very
beneficial, as the exchange of students and
academic staff members between institutions is

very common. These students and academic staff
members can use their home institution credentials.
In eduroam, the authentication is verified by the
home institution, while authorization is done by
the visited institution [5].The student or academic
staff member receives an IP address in the range
of the visited institution, and accesses the Internet
through the firewall and proxy servers of the visited
institution. However, access granted to services that
authorize via an IP address of the visited institution
may include access to services that are not allowed
at the home institution, due to legal agreements.
This paper explores the risks involved and looks at
legal agreements with service providers when an
institution uses eduroam.

The rest of this paper is organized as follows.
Section II looks at the background of the eduroam
service. Section III provides an overview of the
eduroam service as well as its components. Section
IV looks at the IP-based authentication process and
the underlying problems that can be encountered
when roaming between academic institutions. Sec-
tion V illustrates the example of a legal agreement
between a client and a service provider and provides
a brief description of a possible illegal case. Section
VI provide a discussion of some possible risks, their
impact and possible controls. Finally, section VII
concludes the paper and serves as an introduction
to future work..

II. THE ORIGIN OF EDUROAM

The eduroam service started as an idea of com-
bining a RADIUS-based infrastructure with IEEE
802.1x protocol for roaming Internet access across



institutions in Europe [6]. The actual eduroam ser-
vice started in 2003 within TERENA’s Task Force
on Mobility, TF-Mobility [7]. During that time
many institutions showed an interest in eduroam by
joining. Those institutions were from the Nether-
lands, Finland, Croatia, United Kingdom, Portugal
and Germany [8]. Gradually, other NRENs (Na-
tional Research and Education Networks) in Europe
began joining what was then named eduroam [1].
In December 2004, Australia became involved and
was the first non-European country to join eduroam
[9]. According to the eduroam website, eduroam “is
now available in 68 territories worldwide” [10], but
is only available at certain locations within those
countries, as long as their NRENs have signed the
eduroam Compliance Statement [11]

III. EDUROAM SERVICE AND COMPONENTS

infrastructure is based on
hierarchically organized RADIUS proxy
servers [12] and the IEEE 802.1x protocol
[4]. This initiative makes use of three levels of
RADIUS proxy servers, namely: Top-level server
(Confederation), National-level server (Federation)
and Institutional-level server (Edge) [3]. The
Top-level server acts as the bridge between
National-level servers for global communication,
while the National-level server is responsible for
connecting institutions within the country. Every
institution wanting to join eduroam connects to
its National-level server and deploys a dedicated
server for eduroam.

The eduroam

Figure 1 shows a user who wants to connect to
eduroam at institution_A (visited institution),
whose home institution is B (home institution). In
this case, the users supplicant software contacts
the Access Point (AP) using 802.1x with EAP
(Extensible Authentication Protocol) protocol. The
EAP protocol provides integrity and confidentiality
to protect the transportation of user credentials
throughout the hierarchy of RADIUS servers [13].
Then the AP contacts its local RADIUS server for
authentication. The RADIUS server examines the
realm part of the username, since it is not a local
realm, then proxies the request through the hier-
archy of RADIUS servers until institution_B

Top-level RADIUS Server

g RADIUS
'\ HOME DOMAIN

National-level
RADIUS Server
(NREN)

National-level
RADIUS Server
(NREN)

RADIUS

Home
Institutional-
level RADIUS

Server

Remote
Institutional-
level RADIUS

Server
Institution_B

Network Access

o8 —

User Institution_A

Access Point
(AP) )

———) [ Respomse ]

Fig. 1: Eduroam Infrastructure

is reached. Institution_B RADIUS server de-
capsulates the EAP massage and verifies the user’s
credentials. It can either accept or deny the request
by proxying the results in the reverse order using the
same path. The AP at institution_A informs
the user about the outcomes (‘accept’ or ‘deny’)
and the connection is established (if the response
is ‘accept’).

IV. IP-BASED AUTHORIZATION PROCESS

Some services, such as digital libraries, at uni-
versities use an [P address to authorize users. This
presents a potential problem when using eduroam.
Figure 2 shows home and visited institutions and
their service provider. In this example, before a
user can be given any kind of access, the IP-based
process for authentication and authorization must
take place first. The user then roams between the
two institutions using his or her home institutional
credentials.

Eduroam Enabled

Visited Home 9
Institution Institution PS:) r‘;?;:r
(Autho;izatl on (Autha;‘r;tlcatlo (Service_X)

LOGIN
@c

® Verification Approved

User
(Visitor)

@ Assigns IP address

@ Access service_X

(®  Accessgranted

Fig. 2: IP-Based Process

When the user reaches the visited institution and
connects to eduroam, the following happens:



1) The user tries to login at the visited institution
using his or her home credentials.

2) The visited institution examines the realm part
of the username and sees that the user belongs
to the home institution, and then sends the
user credentials through the hierarchy of RA-
DIUS servers for authentication (verification)
to the home institution.

3) The home institution decapsulates the mes-
sage and verifies the users credentials, it can
either accept or deny the request by sending
back the response to the visited institution.

4) The visited institution receives the response
and grants internet access if the results are
positive (accepted), and assigns an IP address
to the user.

5) The user accesses the service provider’s re-
source (service_X) using the assigned vis-
ited institutional IP address.

6) The service provider verifies the validity of
the IP address and gives permission to the
user based on the provided IP address (visited
institutional IP address).

This would result in an unauthorized user gaining
access to certain services of the visited institution.

V. CASE DESCRIPTION

This section is divide into two subsections, the
first subsection looks at the legal agreement example
which was extracted between the home institution
and the service provider and the second subsection
explores illegal case based on the example provided
in subsection V-A.

A. Legal Agreements

The increase and growth of the Internet and on-
line services has forced organizations to outsource
certain online services such as online databases
[14]. When an organization outsources a particular
online database service, a contract between the
organization and the service provider is signed. This
contract is called a Service Level Agreement (SLA)
[15]. “SLA is a contract between a user and a
provider of a service specifying the conditions under
which a service may be used” [16]. Three of the
Service Level Agreements were reviewed and all of
them state a similar definition but one is used as
an example below in figure 3. This was extracted

from the Consortium License Agreement between
the home institution and the service provider.

‘Authorised Users” means individuals who are authorised by the
Licensee to access the Licensee's information services whether from a
computer or terminal on the Licensee's Secure Network, or off site via a
modem link to a valid IP address on the Licensee’s Secure Network and
who are affiliated to the Licensee as a current student, faculty member or
employee of the Licensee. Persons who are not a current student, faculty
member or an employee of the Licensee, but who are permitted to access
the Secure Network from computer terminals within the Library Premises
["Walk-In Users”] are deemed to be Authorised Users, only for the time
they are within the Library Premises, Walk-In Users may not be given
means to access the Licensed Material when they are not within the
Library Premises.

Fig. 3: Service Level Agreement

The main concept that needs to be highlighted in
figure 3 is the “Walk-In Users” (visitors). According
to figure 3 above, walk-In Users are only able to
access Licensed Material from computer terminals
within the Library premises. In other words the
users must be within the physical premises of the
Library, but this SLA is too antiquated because
most users are using their mobile devices to access
the wireless. This statement specified on the SLA
needs to be reviewed by the authorities. Eduroam
users from another institution could breach the SLA
if they accessed the Licensed Material from their
own devices not on the Library Premises. The
next section looks at this situation in more details
of breaching the SLA through the introduction of
eduroam.

B. lllegal Access

An illegal case can be defined as one of the two
agreed entities breaking the agreement and this is
often referred to as breaching the SLA [17]. In many
cases the SLA is viewed from the service providers
perspective. In other words, a breach would be
constituted if the service provider cannot provide
the level of service agreed upon for the customer
to meet its goals [18]. Before eduroam, if a user
visited a particular institution, he or she would be
given a guest account. This would make the visitor
known on the physical premises.

Eduroam is advantageous in that it reduces the
amount of work to be done by network administra-
tors, allows easy and secure Internet access at any
place around the globe. However many risks also



came along especially to services that authorize via
an IP address. The main focus of this paper is the
concern of breaching the SLA to library services
that authorize via an IP address when eduroam
is implemented. Figure 4 below shows a situation
when a user is at home institution using eduroam.

|—Eduroam Enabled—|

Visited Home :
User Institution Institution PS:, :l\g;:r
(Visitor) ( 3 ol ( m 1o (Service_X)

(@) oemn
@ Access granted
@ Access service_X
(@) Access denied
g

Fig. 4: Eduroam Access at Home Institution

When the user accesses eduroam at the home
institution and tries to access a service which the
institution does not have access to, the following
happens:

1) The user tries to login at the home institution
using his or her credentials and the EAP
message is carried to the home server.

2) The home institutional server decapsulates the
message and verifies the users credentials,
sees that the user is the home user, assigns
an IP address and grants Internet access.

3) The user accesses the service provider’s re-
source (service_X) using the assigned IP
address.

4) The service provider verifies the validity of
the IP address and discovers that the received
IP address has no subscription to access the
service then denies access to the user.

If the user does not have access to service_ X
at home (home institution) but when visiting a par-
ticular institution that has subscription to the same
service, the user is able to access that service with-
out requesting authorization to it. Section V-A in
figure 3 clearly states that “Walk-In Users”(visitors)
are deemed to be authorized users only if they are
using computer terminals or workstations within
the Library Premises, meaning their presence is
noticed. But the current eduroam infrastructure is
lacking proper authorization mechanisms to those
IP services and tracking of eduroam users.

VI. DISCUSSION

Eduroam is a new service that has been recently
integrated to the existing networks in academic
institutions and research networks in many coun-
tries around the world. Academic institutions and
research networks have policies in place that govern
how the access to the Internet services can be
granted, now that eduroam is implemented possible
risks arises. The subsections below take a closer
look at the identified risks, the impact that they
might have and as well as some possible controls
that could be used.

A. Possible Risks

According to [19] [20], risk can be defined as
the possibility of an undesired outcome or the
absence of the desired outcome to a service. It
“is a future event that may or may not occur”
[19]. For this paper we explore the risks from
different perspectives: the Users, Service Providers,
and Libraries at universities. Each of these risk
perspectives are described below:

Users: when users visit a particular institution,
they could have access to services that they
normally do not have when they are at their home
institution. These users can be regarded as happy
users because they have access to services that they
are not subscribed to, but the users from the visited
institution to the home institution could be faced
with the challenge of not having access to services
that they normally do when they are at their home
institution, these type of users can be regarded as
unhappy users. In this case, the situation can be
seen as “unfair” to some of the users while others
are enjoying the benefits of accessing services that
are not available at home.

Service Providers: The service providers are
the ones that are responsible to provide a particular
service to the users. In this context, the service
providers could find themselves in a position of
losing their income when the users are accessing
the service. In other words the user might visit
the institution just to access the service that is
unavailable while he or she is at home, on the other
hand the user might unsubscribe to a particular
service intentionally because he or she knows



that the service is available to the neighbors and
could just go and visit to access it, in this way
the service provider might find themselves faced
with a big challenge if the situation is not controlled.

Libraries: Many libraries at universities use
an IP address to authorize users. This presents a
potential risk when using eduroam. The eduroam
user is given an IP address when visiting a
particular institution which gives him or her
access to services that are normally unavailable at
home. This would result in an unauthorized user
gaining access to certain services of the visited
institution and the visited institution might find
themselves breaching the SLA if these users access
the Licensed Material from their own devices not
on the Library Premises as stated on the license
agreement in figure 3 above. Libraries therefore
run a risk of being held legally liable.

Libraries also do not want to subscribe to un-
used (and therefore unnecessary) services. So if at
institution_X, the librarian staff members are
capturing their online database usage for the purpose
of terminating the contract if an online database is
not being used. Visitors accessing these databases
through eduroam may lead to incorrect statistics
captured. This could lead to the library not termi-
nating the use of an online database. At first this
risk may seem neglible, but it is worth remembering
that services in this category (possible cancellation)
is already little used-even a small number of visitors
accessing could multiply the number of accesses
thereby rendering the service in the expensive but
needed category. There is no tracking of users and
their activities in the current eduroam infrastructure
and therefore it is impossible to assess the extent of
visitor user access.

B. Impact

The impact helps to identify the probability
of the risk, how vulnerable is the service to the
identified risk and whether the immediate actions
are needed or not. For each of the identified risks
above, their impact is analyzed below.

Users: The impact on users could be positive or
negative, depending on the specific circumstances.

To understand this statement consider the South
African Academic landscape. Table 1 below shows
a comparison of digital libraries available at selected
South African Universities and Research Institutes.
Note that for brevity only a selected of the digital
libraries at each institution is shown. As this is
illustrative the names of institutions are not used.
Selected institutions participate in eduroam in South
Africa.

Comparison of Eduroam Institutions

Digital Libraries Unil Unit Unit3
Access Engineering No Yes Yes
Access Pharmacy No No Yes
AccessScience No Yes Yes
ACM Yes Yes No
African Journals Yes No No
Biomed Central Yes No Yes
Emerald No Yes Yes
IEEE Xplore Yes Yes Yes
ISI Web of Knowl- No No Yes
edge

LexisNexis Academic No No Yes
Sabinet Yes Yes Yes
SAGE Yes Yes Yes
ScienceDirect Yes Yes Yes

TABLE I: Comparison of Digital Libraries at institutions

Based on the results shown in table 1, the risk
varies depending on the institution that the user is
visiting. For example, if the user visits the Unitl
from Unit3, that user can access the ACM database
whereas at Unit3 he or she does not have access
to the ACM database. While users from Unitl will
be very happy with the situation (as they have
more access), users from Unitl visiting Unit3 will
be less happy as they do not have access to the
database that he or she usually has when he or she
is at the home institution.

Service Providers: Service providers will view
this as a risk since it has a potential impact on
their business.To some extent service providers are
depending on the honesty of their clients that they
provide the service to. If an authorization issues
exist at the client side, the service provider is at
risk. The situation needs to be controlled by the
clients because if the service provider sets an SLA,
there is no assurance that the clients will enforce
the SLA effectively.



Libraries at Universities: Universities have
thousands of users to manage, potentially including
several visitors. Keeping track of registered users
and visitors could be challenging in this environ-
ment. The advantages of eduroam infrastructure
undoubtedly exceeds the possibility of misuse. This
situation does not affect the institutions only, even
the service providers are included, their service
could be misused by the visitors because they know
they are not paying for it, but maintaining access
records on individual level rather than institutional
level is certainly more costly.

C. Possible Controls

Even though a high-level analysis of risk
involved may not identify major risk it is worth
noting that possible controls may already exist to
address this situation. While the situation needs to
be further analysed, two ways are highlighted here.

One possible way of controlling the risks as
described in subsection VI-A and their impact
described in subsection VI-B, involves the use of
a Virtual Private Network (VPN) tunnel. A VPN
provides a complete data privacy and integrity for
users who access the network from outside their
intranet in a secure manner [21]. For instance, by
enabling VPN between the user and the service
provider, a secure tunnel will be established. This
will help to improve the IP-based level of security.
In other words, adding another layer of security
in the IP-based authorization process. Figure 5
shows how a VPN tunnel between the user and the
service provider in eduroam network can address
the risk of a user not having access to services
when visiting institutions without access to the
required service. However, this only address the
risk from the perspective of a user not having
access to something that he or she normally have
and others. Refer to figure 2 for step one to three
and step five to six for their descriptions; the fourth
step improves the IP address that is normally
assigned by the visited institution to access a
service. Meaning the user will now make use of
the tunnel being established to allow one-to-one
communication rather than consulting the visited
institution as it can be seen in figure 2. The benefits
that the unauthorized user was enjoying will now

Eduroam Enabled
[ 1

User Visited Home Psr?:::‘;i.;::r
(Visitor) Institution Institution (Sarvice, X)

LOGIN
@c

@) verification Approved

@Amss Granted

e venTonmer | Access service
: VPN TUNNEIT s g: ) No Subscription

Fig. 5: VPN Tunnel in Eduroam

be controlled by the tunnel.

Since the issue here is really that of a users
identity to be used across institutions, solutions
may exist in the federated identity management
space. A possible solution may be to introduce
technologies such as Shibboleth, which will act
as an intermediate third party between the home
institution and the service provider on behalf of
the visited institution as shown in figure 6 [22].
Figure 6 shows a high-level view of how Shibboleth
could be used in eduroam. A Where Are You From

‘duroam Enabled
i 1

Visited Home T
User i Institution e Inatitttion; Shibboleth Provider
(Visitor) ) n) (Service_X)
LOGIN

(2) Credentials Verification

Tdentity
Provider

(@ verification Approved

(@) Assigns IP address WA

(®) Access service_X

®

Fig. 6: Shibboleth in Eduroam

(WAYF) database will be used to identify the user
and once that it is done, the service provider will
be able to access the users attributes from the
home institution. Shibboleth will be able to identify
services that are allowed at the home institution for
the user, using SAML (Security Assertion Makeup
Language) [23]. This will, however, require service
to evaluate SAML attributed to do authorization

VII. CONCLUSION

This paper, discussed the origin ot the eduroam
service and its components. The eduroam initiative
has proven to be more secure and scalable [7] by
making use of a hierarchically organised RADIUS



servers and IEEE 802.1x protocol with EAP pro-
tocol. Eduroam is being used in many countries
with many benefits and advantages. However, this
paper argues that authorization can be a problem for
services that do IP-based authorization. We analysed
an example of an SLA between the home institution
and the service provider to revealed that eduroam
authorization potentially allows us to breach the
SLA with some digital libraries (or other services)
that authorize via an IP. The paper discussed pos-
sible risks and their impact. Finally some possible
controls were mentioned. Future research will inves-
tigate possible solutions in more details. This will
contribute towards securing services that authorize
via an IP address in the eduroam service. While it
may be argued that the risk is neglible, eduroam is
growing, as more and more institutions and NRENs
and their constituents are joining in. It may therefore
be prudent to address this issue before the scale of
eduroam turns a molehill into a mountain.
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Abstract—Access control is a critical feature in a federated
identity management environment. Various approaches of access
controls are widely deployed and proposed within the federated
identity management domains. This paper provides a high-level
overview of access control approaches that have the capabilities
to extend their functionality beyond the campus network.

Index Terms—Federation, Identity, Access control

I. INTRODUCTION

In the environment of academic and research institutions,
mobility is becoming a requirement for resource sharing
and collaboration. Academic staff members, researchers and
students access online resources regardless of the location.
While research and academic users are enjoying the benefits of
having access to online resources using Single Sign-On (SSO)
services in federated domains their network administrators and
service providers are faced with the challenge of identifying
them (Authentication) and controlling access (Authorization)
to resources in remote locations.

Many networks use IP addresses or usernames and
passwords to authenticate and authorize users to online
resources. These approaches however, do not scale well in
federated domains. Hence in this paper, we provide a high-
level overview of authentication and authorization approaches
that have the capabilities to extend their functionality beyond
the campus network. In this paper, authentication and
authorization will be referred to as access control.

This paper is organized as follows. Section II provides an
abstract overview of the access control approaches commonly
used in federated domains. Section III demonstrates a scenario
of access control when a user is visiting a remote domain from
his or her home domain using attribute-based mechanisms to
access service_X. Finally, section IV concludes the paper.

II. EXISTING POSSIBLE SOLUTIONS

Several aspects of federated approaches to online resource
sharing, have been addressed by several projects [1] which are
not bound by location. Examples of projects are eduroam [2],
eduGAIN [3], Shibboleth [4] and the InCommon [5] federation.
The idea is that authentication is verified at the home domain
by the Identity Provider (IdP) and the authorization is carried
out at the remote domain by the Service Provider (SP) of the
resource. These approaches have similar goals to access control
such as Single Sign-On (SSO) Capabilities, protecting user

privacy, and providing fine-grained access control in research
and high education communities. The option of requesting user
attributes using the OASIS Security Assertion Markup Lan-
guage (SAML) framework [6] as the protocol request/response
message seems to be the best way to go. These federated
approaches are briefly explained below.

A. eduroam

eduroam (EDUcation ROAMing) is an inter-institutional
roaming service developed by TERENA (Trans European
Research and Education Network Association) to provide se-
cure Internet WLAN access across campuses in research and
higher education institutions in Europe, using a hierarchy of
RADIUS servers with IEEE802.1x protocol [7]. The eduroam
service has now spread its wings to other continents as well
[8]. In each country eduroam is monitored by the NRENs
(National Research and Education Networks). However, the
current deployed service addresses only authentication while
lacking authorization mechanisms.

B. eduGAIN

It is a service established under the umbrella of the GEANT
project to join together identity federations, and allows the
exchange of information such as Identity, Authentication and
Authorization (AAI) between federations and have the ability
of identifying the user’s (visitor) home domain by making use
of a Metadata Database [3].

C. Shibboleth

Shibboleth is an initiative based on an open source software
package developed by Internet2/MACE. It emphasizes user
privacy protection [9] and has the ability to request user
attributes between federations using SAML. In Shibboleth, the
user’s home location is discovered by making use of a "Where-
Are-You-From” database.

D. InCommon Federation

It is a USA-based initiative that not only provides trust
relationships and privacy protection over user information,
but also offers certificates, assurance program and multifac-
tor authentication services in research and higher education
institutions, and their partners [5].



III. ATTRIBUTE-BASED ACCESS CONTROL

All of the above federated approaches use attributes to
control access. The attributes can be a name, role and
department of the user [10]. Figure 1 illustrates the steps in
the process:

Federated Domains

Remote Domain Home Domain

Shibboleth
edurgam

@ Authentication(IdP)
Access granted @

8 7/

s iy

° Jy—“"mwm- - ..__."m reply
AutheN Request

AutheN
Attributes Query
Attribute Response

(O [SAMI Assarions

Fig. 1: Federated Domains

1) The user visits a remote domain that is participating in
a federation.

2) Then, the user tries to access service_X at the remote
domain.

3) The remote domain server will redirect the user request
to a server, a "Where-Are-You-From” with database to
discover user’s home domain.

4) This server will in turn redirect the user for authenti-
cation if not authenticated already to his or her home
domain.

5) The IdP at the home domain verifies the confidentiality
(credentials) of the user and then the SAML protocol
takes place, to exchange user information assertions.

6) Finally, the user is either allowed or denied access to
service_X based on the attributes supplied.

IV. CONCLUSION

In this paper we looked at existing solutions that can be
implemented to provide fine-grained access control in feder-
ated domains and some of these solutions can be integrated
with minor modifications. A brief illustration of how a user
accesses a service at the remote domain was provided. The
South African National Research Network (SANReN) should
consider deploying one of the approaches discussed in section
II above to the eduroam service as it is under their control, to
provide authorization mechanisms.
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