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Trust & Risk 





Security Forces (and individual security) 

 

 









 
 
Information Age 
(note the weapons and 
tools of advancement)  

 

 



What is Information? 

 



Information Systems 





Server Farms 















Paradigm Shift 

• They were “Closed” but are now Open Systems! 

• They were Complicated but they are now Complex 
Systems! 

The way we used to 
plan and predict is no 
longer sufficient…. 



Closed System (more control) 



 
 
Open System 
(the internet) 



 
 

Determinism 



 
 
Reductionism 



Holism (emergent property) 



 
Reductionism 
& Holism 





Complex Environment 



(W)Holism 

• The whole is greater than the sum of its parts 

• Increased focus on the relationships between the parts 

• Holism 

• “Relativity” 

• General Systems Theory   

• Living Systems Theory 

• Information Systems 

• System of Controls (information security) 

• Increased Trust, Risk and Uncertainty Reduced 



Information Security 

• Military Principles (different tools) 

• Information Age (new rules e.g. anonymous nature of 
threats…) 

• Complex Environment (determinism incomplete) 

• Emergent Property from the Sum of the Parts is 
Information Security as a Whole (reductionism 
incomplete) 

 

 



What Must Be Protected? 
Information of Organisations and of People! 



Information Security: All or Nothing! 



 
Determine Asset 
Value: is it worth 
protecting? 



 

Defence in Depth 



System of Controls 



Information Security Concerns 









All Threats: Attacks & Hazards! (video clip) 



     Future… 

• Reduced Control 

• More Complexity 

• Cyber Warfare and Critical Infrastructure Attacks 

• Increase Importance of Business Continuity 

• Digital Identities and Wallets 

• Increased Focus on Identity Management 

• More Cloud and Mobile Computing 

• Increased Use of Cryptography 

• More Internet and IPv6  

 

 

 









“There’s nothing remarkable about it.  All one has to do is 
hit the right keys at the right time and the instrument plays 
itself.” 
- Johann Sebastian Bach, (composer, 1685-1750) 



Conclusion 

• The Information Age has dawned! 

 

• There is a Dark Side of Trust even in 

this new age! 

 

• Information Security Must become a 

way of life for all!  
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