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Abstract

As organizations continue allowing employees to use their personal mobile devices to access
the organizations’ networks and the corporate data, a phenomenon called ‘Bring Your Own
Device’ or BYOD, proper security controls need to be adopted not only to secure the corporate
data but also to protect the organizations against possible litigation problems. Until recently,
current literature and research have been focused on specific areas or solutions regarding
BYOD. The information associated with BYOD security issues in the areas of Management,
IT, Users and Mobile Device Solutions is fragmented. This research is based on a need to
provide a holistic approach to securing BYOD environments. This dissertation puts forth design
science research methods to develop a comprehensive security assessment model, BYOD-
Insure, to assess the security posture of an organization’s BYOD environment. BYOD-Insure
aims to identify security vulnerabilities in organizations that allow (or are planning to adopt)
BYODs. The main questions this research aims to answer are: 1) In order to protect the
enterprise and its corporate data, how can an organization identify and mitigate the security
risks associated with BYOD? 2) How can a holistic approach to security strengthen the security

posture of BYOD environments?

BYOD-Insure is composed of 5 modules that, in tandem, use a holistic approach to assess the
security posture of the four domains of BYOD environments: assessment of management
(BYOD-Insure-Management), assessment of IT (BYOD-Insure-IT), assessment of users’
behavior/security (BYOD-Insure-User), and assessment of the mobile device security adopted
by the organization (BYOD-Insure-Mobile). The combined results of the 4 domains provide
the overall security posture of the organization (BYOD-Insure-Global). The evaluation process
for this model is based on a design science method for artifact evaluation. For BYOD-Insure,
this process involves the use of descriptive scenarios to describe different types of BYOD
security postures. This entails a detailed description of scenarios that depict low, moderate and
high security postures with respect to BYOD. The results, for a particular organization, show
the security controls that need to be strengthened, and the safeguards recommended. The

BYOD-Insure assessment model helps answer the research questions raised in this study.
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CHAPTER 1: Introduction

1.1 Motivation

As the use of personal mobile devices accessing corporate data continues to grow, a phenomenon known as
Bring Your Own Device (BYOD), organizations realize that allowing this type of access reduces cost and
increases productivity (Bello Garba, Armarego, & Murray, 2015). The majority of employees prefer to use
one device to combine access to personal and work related information (M. Ratchford, Wang, & Sbeit, 2018).
This phenomenon is a by-product of IT consumerization (Ogie, 2016). The ‘BYOD” is rapidly becoming the
norm rather than the exception (Crossler, Long, Loraas, & Trinkle, 2014), and, whether companies like it or
not, this is a trend that is happening (Absalom, 2012). Organizations expect this trend to grow. Figure 1.1
shows the expectation of growth of personal smartphones use in the work environment, where 81% of C-level
management and 83% of IT expect this trend to increase. Organizations are no longer saying ‘no, we do not

do it’, but rather asking ‘how do we do it’ (Thompson, 2012).

Expectations for Growth of
Personal Smartphone Use

- Respondent Role

CEO/COO  Financlal IT

Yes 81% 68% 83%h

Figure 1.1 Expectation of Increased Smartphone Use (Syntonic, 2016)

The statistics regarding the proliferation and BYOD usage in the enterprise demonstrate the rate of growth
and impact of this phenomenon. It is predicted that by year 2022, more than 75% of smartphones used in the
organizations will be BYOD (Gartner, 2018). In 2012 it was reported that 95% of organizations allow the use
of BYOD in the workplace (Cisco, 2012). In 2013 Cisco also reported that, of the 90% of Americans who use

smartphones for work, 40% do not password protect it, and 51% connect to unsecure wireless networks



(Cisco, 2013). By 2020, 80% of the adults on earth will be using smartphones (RSA, 2016). The BYOD
market is predicted to increase from $30 billion in 2014 to an estimated value of $366.95 billion by 2022
(Insights, 2016). The usage of BYOD impacts every area of an organization to include HR, finance, IT and
the user community, therefore, the C-Suite (i.e. CEOs, CFOs & CIOs) become critical stakeholders in
managing BYOD (Syntonic, 2016).

Other findings help understand the use of personal devices in the work environment. For example, a recent
study by Weeger et al. (2020) showed results that indicate that the millennials (people born between 1980 and
1995) embrace the use of BYOD based on the benefits they perceive, while ignoring the risks (Weeger et al.,
2020). In 2016, Syntonic, a consumer and enterprise mobile platform services, and Information Solutions
Group (ISG), a market research organization, surveyed 501 individuals who worked for organizations with
BYOD environments with more than 100 employees living in the United States. Their research finds that the
larger the organization, the more likely they have formal BYOD programs in place, whereas those
organizations with less than 1,000 employees allow the use of BYOD without a BYOD program in place
(Figure 1.2). The BYOD areas of concern range from employees’ apprehension and desire for reimbursement
to concerns related to the organization’s security and legal repercussion. Table 1.1 presents a summary of the

findings in this research.

SMBs with Formal BYOD Plan .
SMBs with 100 - 500 employees are less

80% 70% likely to have developed a formal BYOD
% program than those with 501-1,000
60% 44% employees (44% vs. 70%)
40%
20% Six out of ten (59%) organizations
currently have a formal BYOD program in
0% place with another 22% having plans to
100-500 501-1,000 develop a formal program in the next year

Number of Employees

Does your company support BYOD?
I T T
<1,000 X
(409) (206) (203)
Yes, we have a formal BYOD program in place 59% 54% 64%
Mo, we do not currently have a formal BYOD program, but we have plans to develop one in

the next year, and employees can use their personal smartphones for work purposes if they 22% 25% 19%
choose

Mo, we do not currently have a formal BYOD program and we do not have plans to develop

one in the next year, but employees can use their personal smartphones for work purpases if 19% 21% 17%
they choose

Figure 1.2 Organizations with BYOD Programs (Syntonic, 2016)



The SANS Institute performed a survey to determine the degree of importance with respect to BYOD security.
The survey found that, while 97% indicated that security through policies needs to be incorporated, only 40%
indicated that it is extremely important, and 37% indicated that it is critical (Johnson & DelLaGrange, 2012).

Table 1.1 Survey Key Findings (Syntonic-1SG, 2016)

Syntonic-1SG BYOD Survey — Key Findings

o  Employees Feel Pressure to Use Their Personal Device for Work, Forcing them to Change Where and When they Work

o  Almost half (45%) of US employees are required by their employer to use their personal smartphone for work. Of the 55%
who voluntarily use their personal smartphone for work purposes, 42% admit to feeling pressured by their employer to use it
outside of work

e  Fifty percent of employees postpone work-related data usage until they have access to Wi-Fi to avoid dipping into their
personal data plans, limiting productivity — a primary benefit of BYOD, according to 43% of employers.

o  Of the 29% of employees that are reimbursed for work-related usage on their personal device, over half (57%) say that
reimbursement positively affects their productivity. Of those required to use their personal smartphones for work, nearly
three quarters (73%) reported that it is very or somewhat important to be reimbursed

e BYOD Mandate or Not, Employees Still Use Their Personal Mobile Device

e  Two thirds (64%) of employees use their personal smartphone for work, regardless of whether their company requires them
to do so.

e In Syntonic-ISG’s earlier employer survey, 87% of companies rely on employees to have access to mobile business apps
from their personal smartphones, yet 40% do not have a formal BYOD policy in place.

e  The new survey finds that awareness and availability of BYOD policies are lacking, with almost half (43%) of employees
unaware of their company’s BYOD policy, or who work for a company with no policy at all.

e US Employees Uninformed of Labor Laws Requiring BYOD Reimbursement, but Strongly Support More Legislation

e Only 24% of employees are aware that labor laws requiring reimbursement already exist in several states vs. 71% of
employers who are aware of the laws.

e  Eighty-two percent of employees would favor laws that require companies to reimburse the use of personal smartphones for
work purposes

e Over half (58%) of employees surveyed, believe it is important to be reimbursed for work related usage on a personal
phone, but only 39% of employees who are not currently reimbursed have asked for it

e  Of the 69% of employers that are reimbursing employees, more than one-third (36%) of employers named legal compliance
as a key motivator to provide fair reimbursement

e  Forty-five percent of CEOs are extremely concerned about the recent ruling in Cochran v. Schwan’s Home Service, which
requires companies to reimburse employees for work-related use of their personal smartphone

1.2 Problem Identification

Often, organizations adopt BYOD environments without taking in consideration security vulnerabilities
introduced via BYODs. Concerns associated with BYOD include insecure connections, lost or stolen device,
malware, work product created on personal devices, and access and permissions (Shumate & Ketel, 2014).
BYODs are subject to threats and attacks as explained by Tse et al (Tse, Wang, & Li, 2016) and depicted in
Table 1.2.



Table 1.2 Threats and Attacks Related to Mobile Devices (Tse et al., 2016)

Threats & Attacks Description
Sniffing [Tapping or eavesdropping, E.g. GSM A/1 cracked
Spam Email spam and MMS message spam, e.g. unsolicited
MMS
Spoofing Spoof “Caller ID” or MMS “Sender ID”, e.g. spoofed
MMS message from 611
Phishing Steal personal information using a spoofed target mobile
application
Pharming Redirect web traffic to a malicious website and followed
by more specific attacks
\Vishing \Voice phishing by utilizing VoIP technique
Data leakage Unauthorized transmission of data, e.g. mobile virus
ZitMo
\Vulnerabilities of Webkit engine 'Vulnerability allowing attackers to crash user
applications and execute code, e.g. the Webkit
\vulnerability revealed by CrowdStrike
Jamming Jamming radio channel
Flooding MMS message flooding attacks and incoming phone call
DoS flooding attacks
Exhausting Battery exhaustion attack
Blocking Use smartphone blocking functions to disable
smartphone

The research indicates there is lack of 1) awareness of the security issues with respect to the BYOD
phenomenon, and 2) the implementation of countermeasures to mitigate the inherent BYOD security risks.
Independent of organization size, BYOD security needs to be part of the information security program of the
organization. Large organizations may have weak BYOD programs, and mid-size to small size organization
may not have one at all (Syntonic, 2016). The inability to differentiate between corporate and personal data,
and the lack of adequate security are some of the main security concerns of BYOD environments. Refer to

Figure 1.3.



Three-fourths (75%) of the respondents have

concerns about their current BYOD program with the =

ability to differentiate between personal and program
75%

business use being the number one concern,
followed by a lack of adequate security

Itis challenging to differentiate between personal and business usage 26%
It does not provide enough security 23%
The cost of reimbursing employees for their mobile usage is too high 21%
QOur IT help desk can't keep up with employee requests 20%
The support costs are too high 19%
The return on our BYOD investment s unclear 18%
It creates too much administrative overhead 16%
It is creating too much confusion among employees 14%
We don’t have a way to calculate employee reimbursement for work-related mohile 12%
expenses

We don’t have any concerns about our existing BYOD program 25%

*Respondents were allowed to check all that apply

Figure 1.3 Concerns with Organization’s BYOD Program (Syntonic, 2016)

New security risks and challenges are raised with the use of BYODs (Yong Wang, Jinpeng Wei, & Karthik
Vangury, 2014). BYODs can easily be lost or stolen. Many threats and attacks including spoofing, phishing,
sniffing, spam, and denial-of-service have also been found targeting BYODs (Yong Wang et al., 2014).

Corporate data can be leaked when accessing BYODs within or outside of emails (Disterer & Kleiner, 2013).

In Germany, 33% privately-owned devices are serving dual-use beyond the use of email and telephony
(Disterer & Kleiner, 2013), and these personally owned devices may cause greater threats to organizations
than their own assets (Yang, Vlas, Yang, & Vlas, 2013). Organizations are also exposed to legal issues —
privacy laws - protected by the 4™ amendment of the U.S. Constitution (U.S.-Government, 1791) in favor of
the BYOD owner (Absalom, 2012; M. Ratchford et al., 2018). This law applies to BYODs since the device
is the property of the individual; therefore this restricts the organization when protecting the corporate data
that resides in the BYOD (Utter & Rea, 2015). ‘The need to manage the BYOD practice is undeniable’(Yang
etal., 2013).

In addition to Advanced Persistent Threats (APT), organizations are realizing that the proliferation of BYOD
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and smart devices pose high cyber security risks (Cisco-Systems, 2017). Figure 1.4 shows the results of a
Cisco mid-year cybersecurity report for 2017 where the security risks are listed based on the opinion of
organizations of different sizes. The APTs, proliferation of BYODs, and regulatory compliance are among

the main concerns of network security.

25%
Proliferation of BYOD and smart 29%
devices 2 8%
29%
21%
Viability of disaster recovery and 26%
business continuity 25%
o 28%
N
z 20%
‘g Regulatory compliance constraints 2%
g gulatory comp t 25%
g 30%
2
= 30%
N S ) 34%
Advanced persistent threats 33%
34%
21%
Ransomeware 23%
W (= 25%
29%
0% 5% 10% 15% 20% 25% 30% 35% 40%
Share of respondents
® 250-499 @ 500-999 1,000-9,999 @ 10,000 and over

Figure 1.4 Perceived risks of network security threats worldwide by organization size (Cisco-Systems,
2017)

Likewise, the Ponemon Institute (2016) found threat increased to endpoint security for organizations during
2014-2016. Figure 1.5 shows that employees’ carelessness and the use of multiple mobile devices (including
BYODs) represent main threats. The threats in the workplace by insecure mobile devices increased from 33%
to 50% from 2013 to 2016 (Ponemon-Institute, 2016). The use of commercial cloud applications through
BYODs also pose security risks. BYOD users need to consider security when utilizing resources available on
the cloud (Lennon, 2012). Figure 1.6 describes the factors contributing to endpoint security risks where the

increase of cloud computing usage represents a high risk.



Negligent or careless employees who do not o
follow security policies*
The number of employees and others using 61%
multiple mobile devices in the workplace has 65%
increased 60%

Employees’ use of commercial cloud applications 56% 66%

in the workplace* J

There are more personal devices connected to

the network (BYOD) 68%

Malware infections are more stealthy and difficult
to detect

The number of insecure mobile devices used in
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Unknown or previously unseen threats in my |messsssssssssss 379
environment that are difficult to detect with legacy
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Figure 1.5 Biggest Threats to Endpoint Security in Organizations (Ponemon-Institute, 2016)

0,
Commercial cloud applications has significantly 2%

increased endpoint risk 73%

0,
Employee-owned mobile devices has 69%

significantly increased endpoint risk 68%

Employees operating from home offices and 62%
other offsite locations have significantly

increased endpoint risk 63%

56% 58% 60% 62% 64% 66% 68% 70% 72% 74%

"FY 2016 =FY 2015

Figure 1.6 Factors Contributing to Endpoint Security Risks (Ponemon-Institute, 2016)



When BYODs are adopted in an organization, all the security concerns need to be treated as an integrated
solution rather than the traditional ‘technology alone approach’ (Zahadat, Blessner, Blackburn, & Olson,
2015). When organizations adopt the use of BYOD, the confidentiality, integrity and availability (CIA) of the
corporate data need to be preserved (Murugiah Souppaya & Karen Scarfone, 2013).

It is also worth mentioning the risks to organizations created by the new Internet of Things (1oT) technology.
Everyday objects such as home appliances, medical devices and wearable devices are capable of connecting
through the Internet in order to sense, network, and communicate with each other in order to achieve a specific
task (Siboni, Shabtai, & Elovici, 2018; Whitmore, Agarwal, & Da Xu, 2015). The use of wearables such as
smartwatches accessing the organization’s networks, can incur in network security breaches in BYOD
environments, and this is possible because these types of mobile 10T devices have limited resources (i.e.
limited power source, memory size, poor computational capabilities therefore poor authentication and
encryption mechanisms) making them easy targets to new types of attacks (Siboni et al., 2018). Furthermore,
Siboni et al. (2018) raise the concern posed by mobile 10T devices connecting to enterprise systems by
describing a scenario whereby a vulnerability in a smartwatch device (that belongs to an innocent employee)

is compromised in order to obtain sensitive corporate information.

A SANS Institute survey also found that employees lack confidence in the security for BYOD provided by
their organizations. Most of the respondents do not have confidence with respect to the security controls
implemented by the organization. Based on the confidence level, the survey found that respondents feel email
is among the most protected application whereas cloud storage, social media, collaboration environments and
custom applications are not (Johnson & DeLaGrange, 2012). Figure 1.7 shows the level of confidence in

securing mobile applications and data as reported by SANS’ survey.
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Figure 1.7 SANS Institute Survey - Confidence Level in Security Mobile Applications and Data (Johnson &
DeLaGrange, 2012)

The literature review presented in Chapter 2 discusses the need for a comprehensive approach when protecting
organizations adopting BYODs. Several approaches to securing BYOD environments for organizations can
be found in few formats including checklists or by-hand approaches, general frameworks, and best practices
documentation ((Alotaibi & Almagwashi, 2018; Bello Garba et al., 2015; Citrix Systems, 2012; ISACA, 2016;
Romer, 2014; Zahadat et al., 2015). However, there is a lack of automated or practical tools to assess the

individual posture of an organization with respect to BYOD.

1.3 Research Objective

In order to address the gap in knowledge discussed above, this work aims to help organizations secure their
BYOD environments by providing a process/model that a) identifies security weaknesses in their own BYOD
environments, b) recommends safeguards to mitigate BYOD security risks and c) creates awareness with
respect to BYOD. It is also the objective of this research, to d) demonstrate and evaluate the utility and
usefulness of the model when organizations exhibit low, moderate or high security postures with respect to
BYOD.



1.4 Research Questions
This research aims to answer the following questions:

1) In order to protect the enterprise and its corporate data, how can an organization identify and
mitigate the security risks associated with BYOD?
2) How can a holistic approach to security strengthen the security posture of BYOD environments?

The above questions generate the following sub-questions:

a) What are the security controls that management needs to consider and authorize?

b) What are the security controls that IT departments need to implement?

c) What are the security controls that BYOD users need to follow?

d) What are the security controls, with regard to mobile device solutions, the organizations need to

consider?

1.5 Research Design

By employing design science research (DSR) methodology, this research presents a model to assess
organizations’ BYOD security posture. The model adopts a holistic approach to security where the main areas
of an organization (i.e. Management, IT, Users, and Mobile Device Solutions) are assessed based on an
optimal set of security controls. The model provides a non-ambiguous assessment process that uses diagrams
and tables to identify security vulnerabilities and provide recommendations for risk mitigation based on the
security posture of the organization being assed. Organizations considering the adoption of BYOD can use
this model to obtain an individualized security assessment before BYOD implementation. In the same manner,
organizations already in BYOD environments can use BYOD-Insure to assess their current BYOD security
controls and strengthen their security posture. Likewise, auditors and other security professionals can use this

tool to aid in their security assessments projects.

1.6 Dissertation Outline

This dissertation is divided into 8 chapters as follows:
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Chapter 1: Introduction. Describes the research problem and research objectives. It also poses the
research questions and provides a brief description of research methodology for the artifact being
developed.

Chapter 2: Literature Review. Presents a review of the literature related to holistic approach to
information security, the literature associated with BYOD security issues, and a discussion of the
gap in the literature with respect to the security of BYOD environments.

Chapter 3: Research Methodology. Discusses design science research methodology (DSR), and the
DSR process used in the development of the model presented in this research.

Chapter 4: Artifact — Architecture. Discusses concepts of holistic approach to security, and
describes the architecture and design of the BYOD-Insure model. It presents an overview of the
artifact, the assessment process, the calculations, and the results.

Chapter 5: Artifact - Security Controls Development. Describes the security controls associated with
BYOD, and presents the controls associated with the domains of an organization corresponding to
Management, IT, User, and Mobile Device.

Chapter 6: Artifact — Demonstration. Demonstrates the functionality of each BYOD-Insure module,
where an example for each domain is presented independently.

Chapter 7: Artifact — Evaluation. Evaluates BYOD-Insure based on its formative/summative
validity, models characteristics, descriptive scenarios, and comparative analysis.

Chapter 8: Summary and Conclusions. Summarizes the model, and discusses its limitations,

research contribution and future work.

1.7 Chapter Summary

This chapter discussed the BYOD phenomenon and identified the security problems it represents to

organizations. It presents statistics of the growing tendency in the adoption of BYOD independent of the size

of the organization. The research objective is stated, as well as the questions it aims to answer by designing a

process (artifact) that aids organization to secure their BYOD environments. Finally, the outline of this

dissertation is stated. The next chapter presents the literature review for this research.
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CHAPTER 2: Literature Review

2.1 Holistic Approach to Information Security

Enterprise security has been a topic of concern since the development of the Internet. The goals of information
assurance include the preservation of confidentiality, integrity and availability (CIA) of the organization’s
information. Confidentiality ensures that people who are supposed to have access to information are the only
people who have access to that information. Integrity ensures that information can be trusted, and that no one
has manipulated it; information can be traced back to the source and information can be relied upon to make
decisions. Availability ensures that information can be accessed by the people who are supposed to access it,
from the location planned, and for the duration planned (Hasib, 2014). Several frameworks have been
proposed in order to provide information protection to organizations. McCumber (McCumber, 2004) explains
the security of information when associating the critical information characteristics of confidentiality,
integrity, and availability with the security measures established through technology, policies, and human
factors as the information is transmitted, stored or processed. ‘Enterprise security includes all of an
organization’s aspects’ as stated by Kiely and Benzel (2006) and depicted by their Institute for Critical
Information Infrastructure Protection (ICIIP) conceptual framework shown in Figure 2.1. In the framework,
the authors define elements beyond the traditional people, process and technology by depicting a 3D pyramid

that includes elements (and their relationships) necessary to secure systems (Kiely & Benzel, 2006).

Organization
design/
strategy

Governance

Architecture

—— Enabling
and support

Emergence

Technology

Hurmnan factors

Figure 2.1 Institute for Critical Information Infrastructure Protection (ICIIP) conceptual framework (Kiely
& Benzel, 2006)
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Subsequent models have added authentication and non-repudiation to the traditional goals (Maconachy,
Schou, Ragsdale, & Welch, 2001) to the McCumber’s (200) model, where authentication is a component of
confidentiality, and non-repudiation is a component of integrity (Hasib, 2014). Hasib further expanded the
information assurance existing models by defining a cybersecurity model that includes mission, risk, and
governance as part of security foundation and stating that these elements are always improving over time
(Hasib, 2014).

With respect to BYOD, Zahadat et al. (2015) propose BYOD security framework to address concerns with
respect to BYOD security by discussing safeguards associated with 1T, Management and Users in order to
integrate technology, policy management, and people and thus protect BYOD environments (Zahadat et al.,
2015). Therefore, when implementing a holistic approach to BYOD security, an organization is in a better
position to mitigate the risks associated with this phenomenon.

2.2 BYOD Security Issues

Drawing from Fenz’s Security Relationship Model (Fenz & Ekelhart, 2009) and the ISO/IEC 27001:2013
standard (27001Academy, 2017b; Disterer, 2013b), the definition for BYOD security issues refers to any type
of security concern that represents a threat to organizational assets through the exploitation of a vulnerability,
Where the implementation of controls is needed in order to mitigate the risks to the organization’s assets. A

systematic literature review identified BYOD-related security issues which are presented in Table 2.1.

Table 2.1 BYOD Security Issues and Considerations as per Systematic Literature Review

Security Issues & Keywords Articles
Considerations
1. Access Control Authorization (Bann, Singh, & Samsudin, 2015)
Authentication (Chung, Chung, Escrig, Bai, & Endicott-Popovsky, 2012)
Access control (Ali, Qureshi, & Abbasi, 2015)
(Zheng, Cao, & Chang, 2018)
2. Applications Application program (Thielens, 2013)
Interface (Antonio Scarfo, 2012)
Applications
3. Best Practices General (Abubakar Garba, Murray, & Armarego, 2017)
Best practices (Romer, 2014)
(Alotaibi & Almagwashi, 2018)
(Antonio Scarfo, 2012)
4. BYOD Programs BYOD Program
(Shumate & Ketel, 2014)
5. Cloud Access Cloud Computing (Selviandro, Wisudiawan, Puspitasari, & Adrian, 2015)
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Security Issues &
Considerations

Keywords

Avrticles

Cloud Solutions
Cloud Storage

(Morrow, 2012)

(Zhang & Wei, 2017)

(Antonio Scarfo, 2012)

(Samaras, Daskapan, Ahmad, & Ray, 2014)
(Moreira, Cota, & Gongalves, 2016)
(Lennon, 2012)

(Downer & Bhattacharya, 2015)

6. Compliance User compliance (Musarurwa, Flowerday, & Cilliers, 2018)
Compliance (Ocano, Ramamurthy, & Wang, 2015)
7. Corporate Data Data security (Morrow, 2012)
Protection Data leakage (Garba, Armarego, Murray, & Kenworthy, 2015)
Data exfiltration (Zhang & Wei, 2017)
Data infiltration (Woodring & El-Said, 2014)
Data confidentiality (Y. Wang, J. Wei, & K. Vangury, 2014)
Data integrity (Antonio Scarfo, 2012)
(Petrov & Znati, 2018)
(Ocano et al., 2015)
8. Education Training (Ketel & Shumate, 2015)
Awareness (Shumate & Ketel, 2014)
Risk awareness (Saa, Moscoso-Zea, & Lujan-Mora, 2017)
Education (Ketel & Shumate, 2015)
(Downer & Bhattacharya, 2015)
9. User/Employee Employees (Musarurwa, Flowerday, & Cilliers, 2018)
Behavior/Attitude Employee behavior (Abubakar Garba et al., 2017)
Employee attitude (Cho & Ip, 2018)
Personal information (Hovav & Putri, 2016)
Intrusiveness (Antonio Scarfo, 2012)
User compliance (Lennon, 2012)
End-users (Giwah, 2018)
(Ocano, Ramamurthy, & Wang, 2015)
(Hovav & Putri, 2016)
10. IT consumerization Consumerization (Vignesh & Asha, 2015)
(Scarfo, 2012)
(Ogie, 2016)
(Weeger et al., 2020)
11. Legal Law (Oktavia, Tjong, Prabowo, & Meyliana, 2016)
Legal issues (Alotaibi & Almagwashi, 2018)
12. Malware Computer viruses (Wang, Wei, & Vangury, 2014)
Malware (Salles-Loustau, Garcia, Joshi, & Zonouz, 2016)
(Li, Huang, Huang, & Peng, 2014)
(Chung, Chung, Escrig, Bai, & Endicott-Popovsky, 2012)
(Chang, Ho, & Chang, 2014)
13. Mobile Device Mobile security (Wei, Feng, Han, Xukai, & Jie, 2013)
Security Electronic devices (Y. Wang et al., 2014)
BYOD solutions (Tse etal., 2016)
Mobile device Deployments | (Scarfo, 2012)
Device Security (Rai, 2015)
Mobile device mgmt. (Ogie,2016)
solutions (Ali, Qureshi, & Abbasi, 2015)
Device Patches/Upgrades
14. Monitoring Monitoring (Woodring & EI-Said, 2014)
(Stoecklin et al., 2016)
(Downer & Bhattacharya, 2015)
15. Network Network Security (Morrow, 2012)

Mobile Communication
Networks

Wireless networks
Virtual Private Networks
Wireless Access Points

(Zahadat, Blessner, Blackburn, & Olson, 2015)
(Miller, Voas, & Hurlburt, 2012a)

(Musarurwa et al., 2018)

(Tokuyoshi, 2013)

(Abubakar Garba, Murray, & Armarego, 2017)
(Thielens, 2013)

(Woodring & EI-Said, 2014)

(Wang, Wei, & Vangury, 2014)

(Saa, Moscoso-Zea, & Lujan-Mora, 2017)
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Security Issues & Keywords
Considerations

Avrticles

(Ketel, 2018)
(Chang, Ho, & Chang, 2014)
(AlHarthy & Shawkat, 2013)

16. Policies Policies

Security Policies
Personnel Policies
Employment Policies
Policy Enforcement
Policy Implementation

(Fabricio & Rodriguez Rafael, 2018)

(Cho & Ip, 2018)

(Vignesh & Asha, 2015)

(Bann, Singh, & Samsudin, 2015)

(Wang, Wei, & Vangury, 2014)

(Shumate & Ketel, 2014)

(Salles-Loustau, Garcia, Joshi, & Zonouz, 2016)
(Ocano, Ramamurthy, & Wang, 2015)

(Ketel & Shumate, 2015)

(Hajdarevic, Allen, & Spremic, 2016)
(Downer & Bhattacharya, 2015)

(Chang, Ho, & Chang, 2014)

(Armando, Costa, Verderame, & Merlo, 2014)
(Alotaibi & Almagwashi, 2018)

17. User Privacy Privacy

Data privacy
Computer privacy
Employee Privacy

(Miller, Voas, & Hurlburt, 2012a)

(Garba, Armarego, Murray, & Kenworthy, 2015)
(Abubakar Garba, Murray, & Armarego, 2017)
(Zheng, Cao, & Chang, 2018)

(Woodring & El-Said, 2014)

(Salles-Loustau, Garcia, Joshi, & Zonouz, 2016)
(Saa, Moscoso-Zea, & Lujan-Mora, 2017)
(Oktavia, Tjong, Prabowo, & Meyliana, 2016)
(Miller, Voas, & Hurlburt, 2012b)

(Alotaibi & Almagwashi, 2018)

(Ali, Qureshi, & Abbasi, 2015)

18. Risk Management
Risk analysis

Risk assessment
Risk Management

Enterprise risk management

(Zahadat, Blessner, Blackburn, & Olson, 2015)
(Tanimoto et al., 2016)

(Petrov & Znati, 2018)

(Ogie, 2016)

(Ketel & Shumate, 2015)

(k. Al, Shah, & Shankarappa, 2018)
(Hajdarevic, Allen, & Spremic, 2016)

19. Security Management | Security Management

(Musarurwa, Flowerday, & Cilliers, 2018)

20. Separation of data Isolation of data
Separation of data

(Wang, Wei, & Vangury, 2014)
(Ocano, Ramamurthy, & Wang, 2015)

21, Governance C-level

Chief Executive Officers
Corporate Culture
Organizational practice
Governance

(Garba, Armarego, Murray, & Kenworthy, 2015)
(Selviandro, Wisudiawan, Puspitasari, & Adrian, 2015)
(Baillette, Barlette, & Leclercg-Vandelannoitte, 2018)
(Ketel & Shumate, 2015)

(Fani, Solms, & Gerber, 2016)

(Musarurwa, Flowerday, & Cilliers, 2018)

(Abubakar Garba, Murray, & Armarego, 2017)

22. Virtualization Virtualization

(Petrov & Znati, 2018)
(Ocano, Ramamurthy, & Wang, 2015)
(Ketel, 2018)

23. User Support Helpdesk

(Hovav & Putri, 2016)

The literature review presented in the next sections covers aspects of BYOD security as it relates to

the Management, IT, Users and Mobile Devices associated to an organization. The findings are

grouped by domains as follows:
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2.2.1 Management

At the organizational level, there is the need to design structures and strategies to allow the enterprise
to compete effectively, to define its risk tolerance, and to create governance practice that elevates
security to a top priority level (Kiely & Benzel, 2006). Management needs to adopt a holistic
approach to secure the information of an organization. This includes the overseeing of security-
related activities such as the development and execution of information security policies, the
compliance of training of awareness programs, the development of the organization’s information
architecture, IT infrastructure and business alignment, and human resources management (Soomro,
Shah, & Ahmed, 2016).

The decision to adopt BYOD needs to be made at the executive level of an organization, since
governance is critical to the success of BYOD (Thompson, 2012). BYOD should be subject to
monitoring and oversight by management (ISACA, 2016). Policies need to be determined at the
management level, however there are inconsistent security policies and this gap in security policies
are the genesis for most security failures (Zahadat et al., 2015). In addition, security is a corporate
governance responsibility and a business issue that needs to be addressed separately from the
traditional technical considerations (\Von Solms, 2006; Zahadat et al., 2015). With respect to BYOD,
Management responsibilities can be categorized/associated with sub-domains such as governance,

risk management, training and awareness, legal issues, help desk, policies, and HR.
22.21T

IT represents the domain responsible for developing and implementing the technological approach
to protect the organization’s information and stay ahead of possible threats that can corrupt the
systems (Kiely & Benzel, 2006). IT departments are the enablers of the BYOD environments
(Zahadat et al., 2015). The use of these devices for personal and corporate access creates a new set
of threats for IT departments (A. Scarfo, 2012). IT is the domain with most security responsibilities
associated with implementation of BYOD. It is responsible for planning and minimizing security
risks to the network (Hernandez & Choi, 2014). This includes implementation of security controls

related to wireless communications, Virtual Private Networks (VPN), cellular technologies, Wi-Fi,
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Bluetooth, and network monitoring tools. IT is also responsible for security issues related to third
party access, employees access control, data protection, device configuration, cloud access,
encryption, anti-malware, patch updates, and mobile device issues such as apps control, device
detection, jailbreak/root, browser, and password enforcement. IT departments need to provide
Helpdesk and user support in order to increase employees’ compliance (Hovav & Putri, 2016). In
addition, IT plays important security roles in training and awareness programs, policy enforcement,
and risk assessments. However, in order to properly implement security controls, there needs to be
an IT alignment with the business needs and organizational strategies in order to reduce security
incidents (Soomro et al., 2016).

2.2.3 Users

‘Humans are the most critical element in information security management’ (Soomro et al., 2016).
There is a positive effect to information security when the employees are properly trained and are
aware of security issues, however, they can act with malicious intent when stealing the organization’s
information (Soomro et al., 2016). The users represent the people who must 1) practice fundamental
security hygiene (i.e., implement security practice and procedures such as strong and frequently
passwords, separation of duty, etc.) and 2) be properly trained in order to secure the organization’s
communications and its corporate data since the ‘the human factor is vital to managing and perfecting
security’ (Kiely & Benzel, 2006). When users are allowed to use their personal devices to access the
organization’s system, the users’ perception is influenced by the security controls imposed by the
organization (e.g., data encryption, remote wipe, VPN) and the liabilities (e.g., possible job
termination, financial impact, loss of privacy) the user may incur, and this perception influences the
user’s behavior (Yang et al., 2013). Therefore, the organization needs to ensure the user understands,
agrees and signs the relevant policies before connectivity is allowed. Business needs to be clear with
employees in order to avoid confusion and protect the organization against BYOD-related risks
(United-Kingdom, 2012). Other BYOD-related issues, that affect users, involve privacy and
intrusiveness concerns, especially when personal and corporate data comingle in the same space. The
privacy paradox (Gerber, Gerber, & Volkamer, 2018) between user’s privacy concerns and actual
user’s behavior needs to be addressed through training, awareness, and policies. Users’ concerns also

include issues related to mobile device resource consumption associated with agents (or special
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applications) that need to be installed on the device (by the organization) for device enrollment and

monitoring purposes (Y. Wang et al., 2014).
2.2.4 Mobile Devices

There are several options organizations need to consider before allowing BYODs. These range from
complete virtualization to various forms of device control. When considering mobile device security,
the goals for a secure BYOD environment are space isolation (separation of personal and corporate
data), security policy enforcement, corporate data protection, non-intrusiveness, low-resource
consumption, and true space isolation (i.e. corporate data not stored in user’s mobile device)
(Gimenez, Ramamurthy, & Wang, 2015).The properties that these goals address include
confidentiality, integrity, availability, authentication, authorization, accountability and privacy
(Gimenez et al., 2015). Furthermore, the implementation of security controls that directly affect the
mobile device itself involves responsibilities (security controls) associated across the domains
discussed earlier. For example, a device lost or stolen situation involves IT (i.e., IT needs to execute
a device wipe), the User (i.e., the user needs to report the loss of the device), Management (i.e. there
needs to be a policy that requires the user to report the loss of the compromised device). There are

different solutions available when seeking to manage BYODs (Tse et al., 2016).

2.3 Gap in the Literature

Although there is literature covering different aspects of BYOD security for organizations, there is
not enough research covering a comprehensive approach when protecting organizations adopting
BYODs. The current literature provides valuable information and guidelines to understand the
BYOD paradigm, its challenges (Ghosh, Gajar, & Rai, 2013; A. Scarfo, 2012; Y. Wang, Streff, &
Raman, 2012; Yong Wang et al., 2014), and the need for BYOD security awareness and training
programs (Harris, Patten, & Regan, 2013). Legal considerations for organizations and guidance for
BYOD policies are also discussed as new legal issues surface when corporate data resides on an
employee’s personal device (Absalom, 2012; Utter & Rea, 2015).

Comprehensive approach to securing BYOD environments for organizations can be found in few

formats including checklists or by-hand approaches, however, there is a lack for automated or
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practical tools to assess the individual posture of an organization with respect to BYOD. For
example, 1) ISACA, a global association for industry-leading knowledge for Information Systems,
has a BYOD audit program that helps identify specific security controls in management and IT
(ISACA, 2016). However, the program represents a checklist of items and does not include areas
related to mobile device solutions and users’ behavior. Another example of comprehensive approach
is discussed by Zahadat (Zahadat et al., 2015). It 2) proposes a BYOD security framework that
addresses issues related to technology, policy management, and people. However, their research only
provides a roadmap to organizations as they implement their BYOD programs (Zahadat et al., 2015).
Although their framework contemplates many BYOD related security controls, it does not consider
users’ concerns such as privacy and intrusiveness. Consolidation of security controls can be found
in other publications, however, the approach followed does not include all the four domains proposed
in this research. Other type of information to guide the security of BYOD environments can be found
in literature for 3) BYOD Best Practices (Alotaibi & Almagwashi, 2018; Citrix Systems, 2012;
Romer, 2014). Although this type of information provides guidance, it does not assess the

organization’s current posture with respect to BYOD.

2.4 Chapter Summary

This chapter presents a literature review where concepts of holistic approach to security are discussed
based on existing models. It also presents a review of the literature that identifies BYOD security
issues related to an organization’s domains corresponding to Management, IT, Users and personal
Mobile Devices. Finally, the gaps in the literature are discussed. The next chapter explains the

research methodology.
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CHAPTER 3: Research Methodology

3.1 Research Method: Design Science Research (DSR)

Hevner et al (2004) explain Design Science as the methodology that ‘creates and evaluates IT
artifacts intended to solve identified organizational problems’ (Hevner, March, Park, & Ram, 2004).
Design science research method (DSRM) is the research methodology used to develop BYOD-
Insure. The seminal works on DSRM are used as foundation for this research. Peffers (2007)
describes the design science process/model. This research has adopted Peffers’ (2007) Problem
Centered Approach based on his model. Figure 1 describes the Peffers’ model for DSRM as follows:
1. Problem identification and motivation, 2. Definition of the objectives for a solution, 3. Design and
development, 4. Demonstration, 5. Evaluation, and 6. Communication (Peffers, Tuunanen,

Rothenberger, & Chatterjee, 2007).

Process Iteration

Identity - Define > Design & *| Demonstration > E i *|  Communication
Problem Objectives of Development @
& Matival i -] B
otivate 2 a Solution - . 5 Find suits _g_ 2 M\:Nhow 5 2
Nominal process Define problem g § Artifact B context 5 8 E“Bcew & 2 m“[am’
soquence vor | § | toresss | 2 A §1|
importance = accomplish? » Use arfifact fo 25 Mevate back fo ox Pmu‘esmaal
.;! solve problem g design publications
<]
I

Dasign & Client/

Development Context
Centerad Initiated
Initiation

Problem- Objective-
Centered Centered

Initiation Solution

Possible Research Entry Points

Figure 3.1 Design Science Research Methodology — Process Model (Gregor & Hevner, 2013;
Hevner et al., 2004; Peffers et al., 2007)

Hevner (2004), also provide clear guidelines for the IS researchers and practitioners regarding how
to ‘conduct, evaluate, and present good design science research’ (Hevner et al., 2004). His Seven

Guidelines for Design Science Research include: 1. Design as an artifact, 2. Problem relevance, 3.
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design evaluation, 4. research contributions, 5.research rigor, 6. design as a search process, and 7.

communication of research (Hevner et al., 2004).

Gregor (2013), further discusses DSR concepts and methods. For this research, the benefits from
Gregor are two-fold: a) exaptation where known solutions apply to new problems, and b) a schema
to structure design science paper for publication as follows: 1. Introduction, 2. Literature Review, 3.
Method, 4.Artifact Description, 5. Evaluation, 6. Discussion/Contribution, 7. Conclusion. (Gregor &
Hevner, 2013).

3.2 DSR Process for BYOD-Insure

The following presents a brief summary of the six steps of the design science process as proposed
by Peffers (2007), as it applies to the development of the BY OD-Insure model.

3.2.1 Problem ldentification and Motivation

The purpose of this first step is to ‘define the specific research problem and justify the value of a
solution’ (Peffers et al., 2007). In this research, the specific research problem refers to the security
of an organization’s information in BYOD environments. The information in this research is valuable
because there is a need to create organizational awareness with respect to inherent security issues
when BYODs are adopted. This awareness is critical in order to mitigate the risks associated with
BYOD. When organizations know the specific vulnerabilities associated with their environments,

they are in better position to implement the appropriate safeguards to secure their information.
3.2.2 Definition of the Objectives and Requirements for a Solution

During this step, the objectives of the solution are inferred ‘from the problem definition and
knowledge of what is possible and feasible’ (Peffers et al., 2007). In order to address the issues posed
by this manuscript’s research questions, there are a set of requirements that must be met. Table 3.1

enumerates and describes these requirements.

Table 3.1 BYOD Security Solution Requirements

Requirements
R1 | Understand the risks and vulnerabilities associated with BYODs.

21



R2 | Define a comprehensive set of security controls including
management, IT, users, and mobile device solutions for
organizations adopting BYODs.

R3 | Design a non-ambiguous assessment process that identifies security
vulnerabilities in BYOD environments.

R4 | Provide actionable recommendations to mitigate BYOD related
security risks.

3.2.3 Design and Development

The purpose of this step is to ‘create the artifact’ where the ‘research contribution is embedded in the
design’ (Peffers et al., 2007). This research creates a model (BYOD-Insure) that assesses the security
posture of an organization with respect to BYOD. Its design is grounded in existing mathematical
algorithms used to compare the security posture from two organizations. Casola et al. (2007) first
proposed this type of analysis when comparing Public Key Infrastructure (PKI) policies. BYOD-
Insure adopts this analysis and adapts it to the assessment of BYOD environments in order to identify
BYOD-related risks and propose safeguards to mitigate specific risks. The specifics of its design and

development are discussed in Chapter 4 and Chapter 5 of this manuscript.
3.2.4 Demonstration

The objective of this step of DSRM is to ‘demonstrate the use of the artifact to solve one or more
instances of the problem’ (Peffers et al., 2007). BYOD-Insure is demonstrated by presenting the
assessment of the security posture of each of the domains proposed in the holistic approach
framework. Each domain is assessed by performing the matrix calculations for each of the modules
that comprise BYOD-Insure: BYOD-Insure-Management module, BYOD-Insure-IT module,
BYOD-Insure-User module, BYOD-Insure-Mobile-Device module and BYOD-Insure-Global
Module. The results of the security assessment for each module are depicted using diagrams and
tables that include findings and recommendations. The specifics of this demonstration are discussed

in Chapter 6, section 6.1.
3.2.5 Evaluation

The artifact’s evaluation is based on 1) formative and summative validity of the model, 2) model’s
unique characteristics of its design and requirements, 3) a comparative analysis with existing

modalities, and 4) recommendations for DSR evaluation methods proposed by Hevner (2004). With
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respect to the latter, for BYOD-Insure, a descriptive approach in the form of a ‘detailed scenarios
around the artifact to demonstrate its utility” (Hevner et al., 2004) has been adopted. The evaluation
presents three detailed scenarios with respect to BYOD security: 1) low security, 2) moderate
security and 3) high security. Chapter 7 sections 7.1 — 7.4 presents the model’s evaluation.

3.2.6 Communication

The purpose of this last step of the DSRM process is to ‘communicate the problem and its
importance, the artifact, its utility and novelty, the rigor of its design ad its effectiveness’ (Peffers et
al., 2007). For this research, several articles have been published as preamble to this manuscript.

Chapter 8, section 8.3 describes the publications related to this research.

3.3 Chapter Summary

This chapter discusses concepts of Design Science Research (DSR) methodology as the chosen
research method for this project. It briefly explains the Peffers (2007) framework for developing an
artifact using DSR. Then, the BYOD-Insure model is discussed as a model defined following the
DSR framework which includes the phases corresponding to problem identification, objectives of a
solution, artifact design and development, artifact demonstration, evaluation, and communication.

The next chapter delves into the architecture of the BYOD-Insure artifact.
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CHAPTER 4: Artifact - Architecture

4.1 Securing BYOD Environments using a Holistic Approach

The ultimate goal of the BYOD security controls is to preserve the confidentiality, integrity and
availability (CIA) of the organization’s information (Murugiah Souppaya & Karen Scarfone, 2013).
With respect to BYOD, confidentiality is maintained when the security controls prevent corporate
data from being disclosed; integrity is maintained when security controls prevent corporate data from
being wrongfully modified or deleted; and availability is maintained when BYOD security solutions
maintain low resource consumption so that the mobile device does not become unusable (Gimenez
et al., 2015). In order to protect the CIA of the organization’s information, a holistic approach to
securing BYOD environments is necessary. This means that the entire organization needs to be part
of the security solution (Zahadat et al., 2015).

The holistic approach to security is further expanded by Hasib (2014) when introducing concepts of
cybersecurity by defining it as ‘Cybersecurity is the mission-focused and risk-optimized governance
of information, which maximizes confidentiality, integrity, and availability using a balanced mix of
people, policy, and technology while perennially improving over time’ (Hasib, 2014). Hasib
proposes a cybersecurity model that strengthens the McCumber’s cube model (McCumber, 2004)
and the Maconachy’s model (Maconachy et al., 2001) by adding that mission, risk and governance
are essential elements of information assurance (Hasib, 2014). To this effect, the organization needs
to have security measures to ensure proper authentication, authorization, accountability, non-
repudiation and privacy of its BYOD users (Yong Wang et al., 2014). This leads to conclude that the
same security measures an organization implements when considering the security of their main
systems, need to be considered when BYODs are adopted. Often, organizations focus only on the
technology aspects of BYOD when considering the CIA of the information, neglecting other security
considerations that involve upper C-level management decisions and BYOD users’ behavior and
actions towards their own devices. Therefore, a holistic approach to securing the organization in
BYOD environments is necessary. The security concerns, when BYODs are adopted, need to be

treated as an integrated solution rather than the traditional ‘technology alone approach’ (Zahadat et
al., 2015).

24



There are security controls and responsibilities associated with management, IT, users and mobile
device solutions that, like a jigsaw puzzle, need to be part of a comprehensive solution in order to
protect the entire organization. If one of the areas is weak (i.e., lacking security controls), the entire
organization is vulnerable to threats associated with BYODs. Figure 4.1 depicts this concept.

T
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Confidentiality
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Security D >__.<
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Availability
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Figure 4.1 Holistic Approach to BYOD Security.

Drawing from security principles defined by McCumber (2004), Maconachy (2001), and Hasib
(2014) where information security is explained as a three dimensional correlation among the critical
information characteristics (confidentiality, integrity, availability, authentication, non-repudiation
and privacy ), the information states (data transmission, storage & processing) and the
implementation of the appropriate security measures (human factors, policies and procedures and
technology), where the foundation is based on mission, risk and governance over time (Hasib, 2014),
this paper describes an approach that considers these security factors as they apply to BYOD. It
describes the security controls corresponding to management (i.e. authorization of policies and
procedures), the security controls that need to be implemented by IT departments in order to protect
the information states to and from BYODs, and the security controls the users need to follow, since

it is their personal property that is playing a role in the organization’s security.

Adopting information security concepts from McCumber (2004), Maconachy (2001), Hasib (2014),
and the ICIIP (Kiely & Benzel, 2006) and adding inherent risks posed by BYOD, this research

proposes a framework for BYOD security that categorizes the security issues as they relate to the
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domains of an organization as follows: Management (i.e. policies), IT (i.e. technology), Users (i.e.
human factors), and Mobile Devices (i.e. new risks introduced by the inherent nature of BYODs).
Using a classification scheme based on a concept-centric approach (Ngai, Hu, Wong, Chen, & Sun,
2011; Webster & Watson, 2002), Figure 3 depicts the proposed classification framework for security
issues related to BYOD environments. Safeguards associated with IT, Management and Users need
to be implemented in order to integrate technology, policy management, and people and thus protect
BYOD environments (Zahadat et al., 2015). The classification proposed in Figure 4.2 adds a fourth
domain corresponding to Mobile Device since there are physical characteristics required of the

devices themselves (e.g. types of operating systems, security capabilities, personal setup, etc.).

Management
Domain
(Policies)

BYOD
Security

Mobile IT Domain
Device
Domain

(Mobile Device )

(Technology)

User Domain
(Human Factors)

Figure 4.2 Classification Scheme for Security Issues in BYOD Environments

The objective of this research is to help organizations (that have or are planning to have) secure their
BYOD environments by 1) create security awareness with respect to BYOD, 2) provide a process
that identifies security risks, and 3) recommend countermeasures to mitigate the security risks in

their own environments.

Although security risks cannot be eliminated, they can certainly be mitigated by implementing
controls. Some security controls may overlap (in definition) across the domains, but the functionality
and responsibilities are different in regard to the implementation and monitoring of the controls. For

example, risk management involves the analysis of how risk is to be accepted, resolved and
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monitored (Stewart, Chapple, & Gibson, 2015; A. J. A. Wang, 2005). Therefore, risk management
requires the involvement of the upper echelon of the organization as well as the IT department.
Management is involved in the acceptance of levels of risk incurred when BYODs are adopted,
whereas IT departments analyze the technical aspects of the accepted risks levels and implement the
safeguards in order to mitigate those risks.

4.2 BYOD-Insure - Design

This paper proposes a security assessment model, BYOD-Insure, to help organizations identify
vulnerabilities, mitigate security risks, and strengthen the security posture in their BYOD

environments.
4.2.1 Overview

As discussed in the literature review, basic concepts from set theory have been taken in order to
avoid ambiguity in the results produced by BYOD-Insure. ‘Mathematical formulations can be useful

for proving completeness and correctness of certain types of IT artifacts’ (Sarnikar, 2015).

BYOD-Insure is a model that assesses the security posture of an organization with respect to BYOD.
Its design is grounded in existing mathematical algorithms in order to compare a posture among two
organizations. The Euclidian’s algorithm to calculate the distance between two matrices is an
algorithm that serves this purpose. Casola et al. (2007) first proposed this type of analysis when
comparing cryptographic policies. BYOD-Insure adopts this analysis and adapts it to BYOD security
posture assessment. As explained before, BYOD-Insure applies a holistic approach to security where
four domains of an organization (i.e. Management, IT, User, and Mobile Device) work together in
order to ensure confidentiality, integrity, and availability (CIA) of the organization’s information.

BYOD-Insure is composed of five modules as follows:

e BYOD-Insure-Management: Assesses the security posture of the Management of an
organization with respect to BYOD.

e BYOD-Insure-IT: Assesses the security posture of IT of an organization with respect to
BYOD.
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e BYOD-Insure-User: Assesses the security posture of the BYOD Users of an organization.

e BYOD-Insure-Mobile Devices: Assesses the security posture of the personally owned mobile
devices that have access to the organization’s information.
e BYOD-Insure-Global: Assesses the overall security posture of the organization with respect
to BYOD, once all the above modules have performed the respective assessment.

The security controls (as of the time of this writing) adopted for each module are described in Table

4.1.
Table 4.1 BYOD-Insure Domains and Security Controls
BYOD Global Security Posture
Domains 1. Management 21T 3. User 4. Mobile Device
1.1 Governance 2.1 BYOD Program 3.1 Compliance 4.1 Access Control
1.2 Risk Management 2.2 Risk Mgmt. 3.2 Education 4.2 Mobile Application Mgmt.
1.3 Education 2.3 Security Management 3.3 Policies 4.3 Anti-Malware
1.4 Legal 2.4 HelpDesk 3.4 Cloud Access 4.4 Corporate Data Protection
1.5 Held Desk 2.5 IT Consumerization 3.5 Resource 4.5 Mobile Device
1.6 Policies 2.6 Education IConsumption Security/Mgmt.

Security Controls

1.7 Compliance

1.8 Employee Behavior
1.9 BYOD Program
1.10 Security
Management

1.11 IT Consumerization

2.7 Policies

2.8 Best Practices

2.9 Monitoring & Reporting
2.10 Network

2.11 Virtualization

2.12 Third Party

2.13 Access Control

2.14 Mobile Applications Mgmt.

2.15 Anti-Malware

2.16 Corporate Data Protection
2.17 Mobile Device Security
Mgmt.

2.18 Separation of Data

2.19 Mobile Device Content
Mgmt.

2.20 Cloud Access

2.21 Resource Consumption

3.6 User Data Privacy
& Data Protection

4.6 Separation of Data

4.7 Mobile Device Content
Mgmt.

4.8 Cloud Access

4.9 Resource Consumption

4.2.2 Security Assessment Process

The assessment process consists of four stages as follows:

e Stage 1: Generation of the optimal set of security controls

e Stage 2: Extraction of an organization’s BYOD posture

e Stage 3: Assessment/comparison process

e Stage 4: Generation of the output/results
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Stage 1: During this stage, the security controls and security levels are developed. The security

controls are defined as they pertain to the responsibilities of each domain. Each of the security

controls are expanded into a specific set of actions. Based on the actions the organization has taken,

the security levels for each control are determined. The security levels are four and are defined from

0-3. Level 0 (no security) is defined as the security level where the organization does not have in

place any (or only has minimal) safeguards with respect to the type of control being discussed. Level

1 (low security) indicates that the organization has only put in place few safeguards. Level 2

(moderate security) indicates that most safeguards have been implemented. Level 3 reflects a level

of security where all safeguards (to date as per this research) have been implemented. A description

of each control/safeguard are discussed in Chapter 5 where the modules for each domain are defined.

Table 4.2 summarizes these level definitions.

Table 4.2 Security Level Classification

Matrix/bi v
Level Classification General Description Specific Description a 1na.1'}
Representation
0 No Securitv Tl?e Iorganizati on h:aS nlot it?plemen‘red any (or 1000
! minimal) controls/actions/safeguards ,
Few controls/actions/safeguards have been Refer to specific
1 Low Security . ' ' domain for security 1100
’ implemented trols ( -/
— controls (i.e.
. Most controls/actions/safeguards have b .
2 Moderate Security 08t COMHO STActonSsaie s e beet safeguards/actions) 1110
: implemented
ATl oofingal e ola/ach af =k defined at each level.
3 High Security optimal controls/actions/safeguards have 1111
- been implemented

Table 4.3 shows an example of a layout representing this stage. In this example, Domain 1 requires

n security controls represented as 1.1, 1.2, ... 1.n. Security control 1.1 has four security levels (i.e,

1.1.0,1.1.1, 1.1.2, 1.1.3) with the corresponding security level description.

Table 4.3 Example. Definition of Security Controls and Security Levels for Domain 1.

Security . . Matrix/binary
Domain 1 | Levels Security Level Description value
> 1.1.0 No actions/safeguards are in place for security control 1.1 1000
ERS 1.1.1 Minimal actions/safeguards are in place for security control 1.1 1100
% g 1.12 Most actions/safeguards are in place for security control 1.1 1110
- O 113 All actions/safeguards (optimal) are in place for security control 1.1 1111
i L.
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Security . — Matrix/binary

Domain1 | Levels Security Level Description Value
2 1.2.0 No actions/safeguards are in place for security control 1.2 1000
§ g 1.2.1 Minimal actions/safeguards are in place for security control 1.2 1100
85 1.2.2 Most actions/safeguards are in place for security control 1.2 1110
N o 1.2.3 | Allactions/safeguards (optimal) are in place for security control 1.2 1111
2 _ 1.n.0 No actions/safeguards are in place for security control 1.n 1000
5 g 1nl Minimal actions/safeguards are in place for security control 1.n 1100
% S 1.n2 Most actions/safeguards are in place for security control 1.n 1110
c©O 1.n.3 All actions/safeguards (optimal) are in place for security control 1.n 1111
S .n.

Table 4.3 also includes a column for Matrix Value which indicates the binary representation for each
level. A value of ‘1000’ indicates Level 0 where the left most bit is ‘1°, meaning that the organization
has not implemented any of the controls for the given security control. A ‘1100’ indicates that the
organization is at the Level 1 indicating that the minimal controls for a given sub-domain have been
implemented. A ‘1110’ indicates that most controls have been implemented (i.e. Level 2),and ‘1111’
indicates that all controls (i.e. Level 3) have been implemented. This binary value representation will
be used later on during the comparison process in Stage 3. Chapter 6, section 6.1 demonstrates the
application of this process using the organization domains (i.e. Management, IT, User, Mobile

Device).

Stage 2: During this stage, the organization’s BYOD security posture is extracted. This process is
accomplished through the use of structured interviews. This type of interviews consists of ‘pre-
formulated questions, strictly regulated with regard to the order of the questions’ where the process
ensures ‘consistency across multiple interviews’ and ‘eliminates the need for improvisation during
the interview’ (Yin, 1994). The interviews are given to key personnel that can best address the
domain-related questions. The questionnaires for the structured interviews are designed based on the

security controls.

Stage 3: During this stage, the comparison process takes place. This process is depicted in Figure
4.3. Through this comparison process, the existing security posture of an organization is compared
against the optimal set of BYOD-related security controls in order to identify weaknesses and

recommend safeguards.
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Optimal Security Controls Repetitive Process

1 Pl o4
Survey Security Controls for Obtain Organization’s BYOD Security
Mpmt _ IT, User, and Mobile Devices Pasture
2 s
Build BY QD Reference Criteria Create Binary Matrix for Organization
(Optimal Set of Controls) ’
3 6 Compare Organization’s Security
N . ' Posture against Reference Criteria
Create Binary éd :{tr = for Reference _r' (Calculate Euclidean’s Distance,
riteria
Assessment Process)

7
Identify Differences (Graphical &
Table Description of Findings)

v

g Produce Reports:
Cale. % BYOD Security Level
Identify Weak Areas
Provide Recommendations

Figure 4.3 Comparison Process

On the left-hand side of Figure 4.3, the ‘Optimal Security Controls’ shows the creation of the optimal
set of security controls. These security controls are then organized and converted into a binary matrix
as shown in Table 4.2 Matrix Value column. The right side of Figure 4.3 shows the repetitive process
(i.e., once for each organization). The security controls of the organization’s BYOD security posture
are also converted to a binary matrix. After both matrices are built, the comparison (i.e., calculations
based on Euclidian’s Distance) takes place. The results of these calculations assess the posture of an

organization against the optimal values.

This comparison is based on a process designed by Casola (Casola, Mazzeo, Maxxocca, & Vittorini,
2007) and adapted by Ratchford (M. M. Ratchford, 2018). It uses a mathematical algorithm to
calculate the Euclidean distance between two matrices. For BYOD-Insure, the comparison is
between the matrix that represents the company’s BYOD security posture and the matrix that
represents the optimal BYOD security posture. The result of this calculation provides a percentage

security level for a specific domain. The security level analysis helps identify the weaknesses and
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vulnerabilities for each domain. Based on these results, organization-specific recommendations can
be provided using BYOD-Insure’s optimal controls. The details of these calculations are explained
in section 4.2.3.

Stage 4: During this stage, the output is produced. The BYOD-Insure model presents the results of
the security assessment in graphical and table format. Kiviat diagrams (which are a type of
web/star/radar diagrams that facilitate the visualization of comparisons of multiple postures) are used
to depict the level of security of an organization when compared against the ideal security posture.
Then, based on the findings, the specific set of recommendations are provided in text & table format.
An example output/results is described in section 4.2.4

4.2.3 Security Posture Calculation

The security posture for a domain is identified by 1) assessing the security level for each control
within the organization’s domains, and 2) by performing a comparison process to calculate the %
security. The former provides information suitable for graphical mapping of each level in order to
show how far is the organization’s security posture from the ideal security posture. The latter uses
the Euclidian’s algorithm to calculate the % security. The advantage of using this type of
representation is that, by defining the levels as columns and the controls as rows, the mathematical
analysis provides non-ambiguous results using straight forward calculations. For purpose of
illustration, Table 4.4 shows an example of security levels for Domain 1. In this case, the analysis of
the safeguards for Control 1 indicate that only few of the safeguards corresponding to Control 1 have
been implemented (refer to Table 4.3). The same analysis applies for the rest of the controls of this

example.

Table 4.4 Example Security Level for an Organization’s Domain 1

Controls for Domain 1 Matrix Value |Level

Security Control 1 1100 1
Security Control 2 1110 2
Security Control 3 1000 0
Security Control 4 1100 1
Security Control 5 1111 3
Security Control 6 1100 1
Security Control 7 1000 0

This section explains the matrix calculations involved in the comparison process to determine %
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security. In Figure 4.4, let matrix C represent Domain 1’s security controls which indicate the
domain’s security posture. For the purpose of this explanation, assume that Domain 1 requires seven
security controls (i.e. represented by seven rows). The security level for each control can be depicted
by columns 0-3. The value of ‘1’ on the right most bit indicates the level. For example, security
control 1 is represented by the values ‘1100’. Since the right most bit corresponds to column 1, this
indicates that level 1 is security level for security control 1. In the same manner, security control 2 is
represented by the value ‘1110’ indicating security level of 2. Security control 3 has the value of
‘1000’ indicating security level of 0. The same analysis indicates that security control 4 is at level 1,
security control 5 is at level 3, security control 6 is at level 1, and security control 7 is at level O.

Let matrix R represent the optimal security posture for a given domain (i.e. Domain 1 in this
example). This 4x7 matrix has the binary representation for optimal set of values as explained in
Table 4.3 where all bits are set to 1’s. Using the Euclidian’s algorithm to calculate the distance

between two matrices d(4, B) = \/Tr((A — B)(A — B)T), where the distance d between matrix A
and B is equal to the square root of the trace of the product between (A-B) and its transpose

(A — B)T, the security can be calculated.

As shown in Figure 4.4, the distance between C and R is d(C,R) = \/Tr((C —R)(C—-R)" =

v/13 = 3.60. The value of 3.6 is then used to calculate the % security for Domain 1 in this example.
Now, we want to compare this value against a value when no controls have been implemented (i.e.
100% insecure). For this, we calculate the distance between a matrix M and matrix R as calculated
in Figure 4.5 where M represents a matrix where no controls have been implemented (i.e., a matrix

where all the rows are ‘1000’ indicating minimum/no security), generating a value of d(M,R) =

JTr((M — R)(M — R)T =21 = 4.58.

Thus, if 4.58 represents 100% insecure, 3.6 represents 3.6/4.58= 78.6% insecure or 21.3% secure.
For this example, the value of 3.6 indicates that Domain 1 is 78.6% insecure. In other words, its

security is at 21.3%.
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Figure 4.4 Example Calculation for Organization’s Domain 1
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Figure 4.5 Example Calculation where there is NO Security Controls — Domain 1

This example demonstrated how to calculate the security posture of an organization’s domain. This

process is depicted in Chapter 6 when demonstrating each of the BYOD-Insure domains presented

in this research. The global security posture can be derived from the results obtained for each of the

domains. This is done by adding the results from all the domains and dividing by the number of
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domains. Chapter 6 section 6.6 demonstrates this process.

Adding weights to controls: Although the calculation/addition of weights to the controls is not
demonstrated in this research, it merits its discussion. Since not all security controls may be equally
important, a weighting system can be implemented. As Casola et al (2007) state, ‘assigning the
relative importance, to the controls, is a hard task’. However, once the criticality of the controls has
been determined, the weights can be applied to the matrix representation by multiplying each element
of a row by the corresponding weight such as follows: let p € [0,1] be a weight, then multiply the
row times the weight such as $*(1,1,0,0) with the result of (B, ,0,0) (Casola et al., 2007). An example
is depicted in figure 4.6, where Matrix C represents Domain 1. Each element of each row is
multiplied by the corresponding weight. For example, for row 1 (i.e. control 1), each element is
multiplied by 0.3 such that 0.3*(1,1,0,0) = (.3,.3,0,0) corresponding to row 1 in the Matrix C-
Weighted. Once the weights are applied to all the controls, the rest of the calculating processes

applies as explained before.

0ol1]2]3 Controls for % B 0 1 2 3
1 1|1]0]o0 Domain 1 1 3 |.3 0 |o
2 1 |1 1|0 Control 1 30% 0.3 2 2 2 2 0
3 1 /oo lo Control 2 20% 0.2 3 2 0 0 0
a 111 1o lo0 Control 3 20% 0.2 a4 05 | .05 .05 | .05
5 1111111 Control 4 5% 0.05 5 .05 | .05 0 0
6 1 /1100 Control 5 5% 0.05 6 01(.01 |0 0
7 1 1o lo0 o Control 6 10% 0.1 7 1 |o 0 0

Matrix C Control 7 10% 0.1 Matrix C-Weighted

Weight Table

Figure 4.6 Applying Weights to Controls — An Example

4.2.4 Artifact’s Results

The results of the security assessment are shown as 1) graphical representation of findings, and 2)
table representation with recommendations. An example of a graphical representation for a Domain
1 security posture is shown in Figure 4.7. The green lines denote the organization’s posture for
Domain 1, and the red lines denote the optimal security posture for this domain. The % result shown

in the yellowed text of Figure 4.6 is the result of the matrix calculations explained in the previous
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section. It indicates that, for Domain 1, the security posture is at 21% far from the ideal of 100%.
Although 100% security is impossible to achieve, in the context of this analysis, 100% refers to the
implementation of all the safeguards defined as per the time of this writing. Further analysis of this
diagram indicates that, although the organization has implemented the ideal safeguards for Security
Control 5, the organization needs to pay close attention to the implementation of safeguards related
to Security Control 3 and 7.

Example -- Domain 1 BYOD Security Posture at 21%

Security Level Definition
0= Not Secured

1 = Low Security Security Control 1
2 = Moderate Security
3 =High Security

s cleal BYOD Security
Posture for Domain 1

Security Control 7 Security Control 2

== (Organization’s BYOD
Security Posture for
Domain 1

Security Control 6 Security Control 3

Security Control 5 Security Control 4

Figure 4.7 Example of Domain 1 BYOD Security Posture

Table 4.5 shows a format for the list of recommendations based on the findings (i.e. weak security
controls found during the analysis of Domain 1). Similar assessment is applied to each of the
organization’s domains. To achieve this, each of the security controls need to be defined for each
domain (e.g. controls for Management, IT, User, Mobile Devices) and identify the security levels for
each sub-domain (e.g. Security Control 1, Security Control 2, etc.). For example, a reference matrix
is created for optimal posture (i.e. Matrix R), and an organization’s posture is identified for the
desired domain (i.e. Matrix C). Then, apply the Euclidian’s algorithm to calculate the percentage of
security and report recommendations. Once all the four domains have been calculated, the

organization’s global posture can be assessed.

36



Table 4.5 Example - Format Presentation of Recommendations based on Findings

Findings and Recommendations for Domain 1

Finding: It was found that ...

Recommendation: It is recommended that ...

Finding: It was found that ...

Recommendation: It is recommended that ...

. | Security | Security
Control 2| Control 1

Finding: It was found that ...

Recommendation: It is recommended that ...

Security
Control n

The BYOD-Insure-Global model works slight differently than the other models in that, instead of
using the Euclidean algorithm per se, it uses the results obtained (i.e., security percentage) in the
assessment of each of the domains previously calculated. For the purpose of illustration in this
example, assume four domains have been assessed (e.g. Domainl, Domain 2, Domain 3, Domain 4)
where the security posture has been identified at 21% for Domain 1, 70% for Domain 2, 60% for
Domain 3, and 68% for Domain 4 respectively. All four percentages are added and divided by four
such as [(21+70+60+68) / 4] = 54%. The result of this assessment is shown in Figure 4.8. The green
lines denote the organization’s posture and the red lines denote the optimal posture. The concentric
circles depict the security defined as follows: No Security = 0-25%, Minimal=26-50%, Moderate
Security=51-75%, and High Security=76-100%. In this example, although none of the organization’s

domains are at the ideal security level, Domain 1 is the one that needs more attention.
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Example - BYOD GLobal Security Posture Representation for an Organization

at 54%
| deal BYOD Organization
Security Posture when all
Domain 1 safeguards are in place
100%

= Organization's Global
BYOD security Posture.
Calculation:
(70+68+60+21)=219
then 215/4=54

Domain 1, 21%

Domain 4, 68%

Domain 4 /

Domain 2, 70%

Domain 2

/ Domain 3, 60%

Domain 3

Figure 4.8 Example of a BYOD Global Security Posture Representation for an Organization
4.3 Chapter Summary

This chapter first discussed concepts of holistic approach to security and applied it to BYOD
environments, where confidentiality, integrity and availability are associated with the four domains
of an organization. It then explained the design of BYOD-Insure by describing its assessment
process, security posture calculation and the model’s results. The next chapter explains the

development of the security controls used as optimal controls to secure BYOD environments.
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CHAPTER 5: Artifact — Security Controls Development

5.1 Overview — Controls and Overlaps Across Domains

This chapter describes the security controls and the assignment of the controls to the four domains:
Management, IT, User, and Mobile Device. The literature review presented in Chapter 2 has been
the source for control identification and their association with each domain. Zahadat et al. (2015)
describe a security framework based on policy, people and technology, which includes steps for
planning, identifying, protecting, detecting, responding, recovering and monitoring BYOD (Zahadat
et al., 2015). As the steps are described, the controls emerge. For example, during the planning step,
the stakeholders and high levels of management are involved in order to ensure the allocation of
proper security resources. During the identifying step, the standards are designed in order to impart
security requirements. In the same manner, each of the subsequent steps detail controls associated
with governance, control of applications, configuration settings for mobile devices, network
requirements, governance, policies, procedures, privacy issues, and asset monitoring among others
(Zahadat et al., 2015). Bello-Garba et al. (2015) also discuss policy issues associated with BYOD,
where the policy-based framework they present focuses on managing information security and
privacy risks for organizations adopting BYOD. Their controls are associated with security standards
and procedures, privacy principles, technical considerations, liabilities, awareness and training

programs, and BYOD users perception and behavior (Garba, Armarego, & Murray, 2015).

Table 5.1 describes the security controls, their explanation, and the domain associated with each
control. These controls, as of the time of this writing, are defined based on systematic literature
review of the security controls as explained in Chapter 2. Each of the four domains corresponds to a
BYOD-Insure module associated with it (as explained in Chapter 4). The definitions, explanations,
and keywords presented in Table 5.1 are used to define the levels for each security control for the
corresponding BYOD-Insure modules. These definitions are derived from the following ontologies

and taxonomies, in addition to BYOD-related literature review:

e Grundshutz IT Manual and Supplement which is a compilation and definition of elementary
threats (Grundshutz, 2004; G. 1. Grundshutz)
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Basic Concepts and Taxonomy of Dependable Secure Computing which provides definition
for basic computer security concepts. (Algirdas Avizienis, J-C Laprie, Brian Randell, & Carl
Landwehr, 2004b)

Internet Security Glossary which provides information for the Internet community (Shirey,
2000)

National Institute of Standards and Technology Special Publications: 800-12, 800-46, 800-
114, 800-125, 800-124, which, in addition to introducing computer security concepts, also
define concepts for access control, teleworking, an BYOD security (Guttman & Roback,
1995; Scarfone, Souppaya, & Hoffman, 2011; M Souppaya & K Scarfone, 2013; Souppaya
& Scarfone, 2016a, 2016b)

Common Criteria for Information Technology Security Evaluation which discusses general
concepts and principles of IT (CCMB-2012-09-001, 2012).

ISACA Cybersecurity Fundamentals Glossary which defines concepts related to computer
security (ISACA, 2019a, 2019b)

ISO/IEC 27001:2013 standard for information security management which discusses IT
security issues in general and the applicability to BYOD (27001Academy, 2017a, 2017b;
Disterer, 2013Db).

Table 5.1 Security Controls, Description and Domain Association

Security Controls  |[Definitions and Explanations Security Concepts Domain
/Association
)Access Control /Access is the ability to use any system resource. Access (Authorization IT, Mobile Device

controls prescribe not only who or what, but also the type {Authentication
of access that is permitted” (Guttman & Roback, 1995). ~fccess control
The 1SO 27001 Information Security standards define
access controls based on the need: ‘To control access to
information. To ensure authorized user access and to
prevent unauthorized access to information systems. To
prevent unauthorized user access, compromise or theft off
information and information processing facilities. To
prevent unauthorized access to networked services. To|
prevent unauthorized access to operating systems. To|
prevent unauthorized access to information held in
application systems. To ensure information security when|
using mobile computing and teleworking facilities.
(Disterer, 2013a)

Best Practices IA proven activity or process that has been successfully — [General Management, IT,
Best practices User
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Security Controls

Definitions and Explanations

Security Concepts

Domain
IAssociation

used by multiple enterprises (ISACA, 2019b)

BYOD Programs

This refers to a program that supports the implementation
of a Bring Your Own Device. (Souppaya & Scarfone,
2016a)

BYOD Program

Management, IT

Cloud Access

In general, this refers to a ‘convenient, on-demand
network access to a shared pool of resources that can be
rapidly provisioned and released with minimal
management effort or service provider interaction’
(ISACA, 2019a). In terms of BYOD, NIST 800-124
Special Publication discusses this security issue in terms
of mobile devices accessing storage resources outside of
the control of the organization (M Souppaya & K
Scarfone, 2013).

Cloud Computing
Cloud Solutions
Cloud Storage

User, IT, Mobile
Device

Compliance

The ISO 27001 standard discusses compliance in
term of controls necessary to avoid breaches of any
law, statutory, regulatory or contractual obligations,
and of any security requirements. To ensure
compliance of systems with organizational security
policies and standards. To maximize the
effectiveness of and to minimize interference
to/from the information systems audit process.
(Disterer, 2013a). Compliance can also be defined as
¢ the adherence to, and the ability to demonstrate
adherence to, mandated requirements defined by
laws and regulations, as well as voluntary
requirements resulting from contractual obligations
and internal policies’ (ISACA, 2019b). After the
security policies are defined, the organization must
ensure that BYODs comply with the directives
(Gimenez et al., 2015).

User compliance
ICompliance

Management, User

Corporate Data
Protection

This refers to the attributes that characterize the security
of the organization’s information. Avizienis et al (2004)
define these security attributes as confidentiality,
integrity, availability, reliability and safety of the
information, where confidentiality refers to the ‘absence
of unauthorized disclosure of information; integrity refers
to the absence of improper system alterations’;
availability refers to the ‘readiness for correct service’;
reliability refers to the ‘continuity of correct service’; and
safety refers to the ‘absence of catastrophic consequences
on the user(s) and the environment (Avizienis et al.,
2004b).

'To avoid data leakage is one of the challenges of
corporate data protection in BYOD environments, and to
avoid this situation the organization needs to ensure that
corporate information is transmitted using secure
channels (Gimenez et al., 2015).

'The confidentiality of corporate data is also protected
through the use of encryption of data at rest and transit
(Gimenez et al., 2015)

Data security

Data leakage

Data exfiltration
Data infiltration
Data confidentiality
Data integrity
Encryption

IT, Mobile Device

Education

Security awareness, training and education where support

[Training

Management, IT,
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Security Controls  |Definitions and Explanations Security Concepts  [Domain
lAssociation
and operations staff, as well as users, are trained in Awareness User
security procedures and aware of the importance of E&Sukczri":r:e”ess
security. (Guttman & Roback, 1995)
8. Employee Human-made faults can be non-malicious or malicious. [Employees ) Management, User
Behavior/Attitude  [Non-malicious actions can be non-deliberate (i.e. a Emg:gﬁg gg?ti‘&':r
mistake) or deliberate (i.e. a bad decision) where either  |pgrsonal information
action can be accidental or due to incompetence. A Intrusiveness
malicious fault is a deliberate action. (Algirdas Avizienis,[USer compliance
Jean-Calude Laprie, Brian Randell, & Carl Landwehr, End-users
2004a). The organization’s HR deals with this type
control
9. |Governance Ensures that stakeholder needs, conditions and options  [C-level Management
are evaluated to determine balanced, agreed-on Chief Executive
enterprise objectives to be achieved; setting direction ~ Officers
through prioritization and decision making; and Corporate Culture
I . ; Organizational practice
monitoring performance and compliance against agreed- |5 \ernance
on direction and objectives (ISACA, 2019a)
10.  Helpdesk/User User support takes place through a service desk that can [Helpdesk Management, IT
Support support the entire organization (Guttman & Roback,
1995)
11. |IT consumerization | Refers to new trends/modality ‘in which emerging Consumerization Management, IT
technologies are first embraced by the consumer
market and later spread to the business’ (ISACA,
2019b). It also refers to the adoption of privately
owned IT solutions in the organizations (Weeger et
al., 2020)
12.  |Legal This refers to legal issues associated with regulatory and Law | Management
contractual compliance (ISACA, 2019a) Legal issues
13.  |Malware/Anti- Malware is malicious software developed with the aim of Computer viruses IT, Mobile Device
Malware performing unwanted and often harmful operations Malware
(Grundshutz, 2004) AAnti-malware
14. Mobile Applications [This refers to controlling what software is used on a Application program  |IT, Mobile Device
Management system. If users or systems personnel can install and Interface
execute any software on a system, the system is more  |appjications
\vulnerable to viruses, unexpected software interactions,
and software that may subvert or bypass security Mobile Application
controls. (Guttman & Roback, 1995). Control of Management
applications refers to the distribution, installation, Backup
cataloguing, blacklisting/whitelisting, and reporting of
applications (Tse et al., 2016). In addition to application
provisioning, this control concerns with update and
backup (Gimenez et al., 2015).
15.  Mobile Device This refers to the protection of the enterprise’s data itself. Corporate documents  [IT, Mobile Device
Content Management |Therefore it concerns with the control access to corporate Content )
documents, secure content storage, synchronize content, Protection/encryption
encrypt content container, and reporting/analysis (Tse et
al., 2016)
16.  [Mobile Device IA mobile device can be defined as a small device , with [Mobile security IT, Mobile Device

Security/Management

at least one wireless network interface, non-removable
data storage, where applications are available through

Electronic devices
BYOD solutions
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Security Controls  |Definitions and Explanations Security Concepts  [Domain
lAssociation
multiple methods (M Souppaya & K Scarfone, 2013). A [Mobile device
small, handheld computing devices, typically havinga  [Peployments.
display screen with touch input and/or a miniature Device Security
Igg)igg;ird and weighing less than two pounds (ISACA, Mobile device mgm.
' . . o solutions
In terms of BYOD, mobile device security includes the
method through which the organization manages the Device
personally-owned mobile devices and controls the Patches/Upgrades
corporate information accessed through the device. Main [Device tracking
concerns in this control includes profile management, ~ [Pevice detection
device detection, monitoring and tracking, remote wipe, [ReMote wipe
remote device lock, detect malware, data encryption (Tse [P2t encryption
et al., 2016)
17. Monitoring & Information Monitoring refers to the ‘maintenance of ~ [Monitoring IT
Reporting ongoing awareness of information security,
\vulnerabilities, and threats to support organizational risk
management decisions’ (Guttman & Roback, 1995). In
the context of BYOD, networks that allow BYOD should
be monitored in a manner consistent with how remote
access segments are secured and monitored (Souppaya &
Scarfone, 2016a)

18.  |Network A network is a ‘collection of host computers together ~ [Network Security ~ |IT
with the subnetwork or internetwork through which they ,'\\f:ts\;ge”fsomm“”'ca“o”
can exchange data’ (Shirey, 2000). For the purpose of  \wireless networks
BYOD, this issue refers to the connectivity and access of Virtual Private
the organization’s network, defined as a separate, \T\ztr\glgggsAccess Points
external dedicated network (e.g. off the organization’s
DMZ). (Souppaya & Scarfone, 2016a)

19.  |Policies In the context of information security, NIST 800-12 Policies Management,
defines policy as an ‘aggregate of directives, regulations, g:fsuor:]tr)]/e’i,gltl)(l:ilgises User, IT
rules and practices that prescribe how an organization  gmployment Policies
manages, protects, and distributes information” (Guttman Policy Enforcement
& Roback, 1995). Policy Implementation

20.  |Resource This control is associated with the Availability required |Resource Consumption [Mobile Device

Consumption from CIA goals. This refers to the amount of device
resources a mobile solution requires when implementing
monitoring or configuration options where the user’s
mobile device resources are diminished (Gimenez et al.,
2015).
21.  Risk Mgmt. NIST 800-12 defines risk management within the Enterprise risk Management, IT

context of information security as the ‘process of
minimizing risks to organizational operations (e.g.
mission, functions, image, and reputation),
organizational assets, individuals, other
organizations and the Nation resulting from the
operation of a system. (Guttman & Roback, 1995).
This also ‘ entails recognizing risk; assessing the
impact and likelihood of that risk; and developing
strategies, such as avoiding the risk, reducing the
negative effect of the risk and/or transferring the

risk, to manage it within the context of the

management

Risk analysis
Risk assessment
Risk Management
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Security Controls

Definitions and Explanations

Security Concepts

Domain
IAssociation

enterprise's risk appetite. (ISACA, 2019b)

22.

Security Management

This refers to the process of establishing and
maintaining security for a computer or network
system, where the stages of the process of security
management include prevention of security
problems, detection of intrusions, and investigation
of intrusions and resolution. In network
management, the stages are: controlling access to
the network and resources, finding intrusions,
identifying entry points for intruders and repairing
or otherwise closing those avenues of
access.(ISACA, 2019b)

Security Management

Management, IT

23.

Separation of data

This is an issue inherent of BOYD, and it refers to the
‘separation of personal space and corporate space on a
BYOD’ (Yong Wang et al., 2014). This control also aims
to avoid sharing of data across spaces where personal
data can be transferred from personal space to corporate
space (Gimenez et al., 2015)

Isolation of data
Separation of data

IT, Mobile Device

24.

[Third Party

This control refers to the access granted to third-party
\vendors or other entities using their BYOD.

IThird Party Access
\Vendors

25.

User Data Privacy &
Data Protection

In the context of an individual’s privacy, this refers to
“The right of individuals to control or influence what
information related to them may be collected and stored
and by whom and to whom that information may be
disclosed’ (Shirey, 2000). An abuse of personal data
takes place if an institution collects, for example, too
much personal data, collects it without legal basis or
consent, uses it for purposes different from the objective
stated at the time of collecting, deletes personal data too
late or discloses such data in an unauthorized
manner.(Grundshutz, 2004).

The user’s data requires protection when factory resets
by the organization may affect the user’s personal data
(Gimenez et al., 2015)

I/Agents or monitoring application should not intrude in
the user’s space/data, nor should modify the user’s
operating system nor alter the original user’s device
configuration (Gimenez et al., 2015)

Privacy

Data privacy
IComputer privacy
Employee Privacy
Intrusiveness

User

26.

Virtualization

NIST 800-125 defines virtualization as the simulation of
the software and/or hardware upon which other software
runs. This simulated environment is called a virtual
machine (VM) (Scarfone et al., 2011).

For BYOD, virtualization is implemented to achieve
space isolation, where a control software is installed in
order to obtain 1) full virtualization or 2)
paravirtualization (Gimenez et al., 2015) For isolation
options, full virtualization provides the best solution
(Gimenez et al., 2015)

\Virtualization
Mobile Virtual
Machines
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5.1.1 Security Control Overlap

This section also discusses the overlap that exists among the domains as the various controls are
implemented. This overlap is described in the Venn’s diagram depicted in Figure 5.1. For example,
the safeguards associated with the Education (e.g. Training and Awareness) security control are
related to the Management, IT and User domains. Although the specific safeguards are different (e.g.
Management needs to approve and budget for training/awareness, IT needs to provide technical
support, and Users need to take the training), the control is associated with all three domains.

Best Practices
IT Monitoring & Reporting
Network

Virtualization

BYOD Program

Management Risk Management TR ey
Security Managemen Access Control
HelpDesk Mobhile Applications Management
FeETERED IT Consumerization Anti-Malware
Legal Corporate Data Protection

Mobile Device Security/Management
Separation of Data
Mobhile Device Content Management

Employee Behavior Education

Policies

Compliance

Cloud Access
Resource Consumptio

User Data Privacy & Data Protection

Mobile Device
User

Figure 5.1 Overlap of Security Controls across Domains

Further explanation of security controls overlap is presented in Figure 5.2, where the example depicts
the level of security for a particular control associated with three domains. The Education security

control is a type of control that is associated with three domains: Management, IT, and User.
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Education, in this context refers to the training and awareness required for an organization with a
BYOD environment. In Figure 5.2, the red line indicates the optimal level where all identified
safeguards have been implemented with respect to the Education security control. The green line
depicts the organization’s posture with respect to Education. This example shows that a)
Management is at level 2 (moderate security) meaning that most of management’s responsibilities
(safeguards) with respect to Education have been implemented (e.g. approval of most of
recommended training and awareness programs), that b) IT is at level 3 (high security), indicating
that IT is meeting all recommended safeguards (e.g. active in all BYOD-related training and
awareness programs); and c) User is at level 0 (no security) meaning that the users are not

participating in BYOD-related training and awareness programs.

Assessment of Overlapped Security Control EDUCATION
Across 3 Domains (Management, User, IT)

Management
3

Security Level Definition
0 = Not Secured

1 = Low Security

2 = Moderate Security

3 = High Security

= |deal Security
Control Level

e Organization's
Security Control
Level

User
Figure 5.2 Example of Overlap Across three Domains

5.2 BYOD-Insure-Management Controls

The Management module defines the security controls associated with the Management domain of
an organization’s BYOD environment. As of the time of this research and based on the literature
review discussed in Chapter 2, we identified eleven security controls associated with this domain.

These controls are listed in Table 5.2. Each security control describes a control objective.
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Table 5.2 Management Domain Security Controls

1. Management Domain

Control Objective

Security Control

To identify the level of management. involvement in BYOD

1.1 Governance

To identify management. involvement in risk analysis with respect to BYOD and developing
strategies such as avoiding, reducing or transferring the risks associated with BYOD

1.2 Risk Management

To identify management approval of education programs associated with training and
awareness of the employees and BYOD associated personnel

1.3 Education

To identify the level of the organization's legal counsel involvement related to BYOD 1.4 Legal
To identify help desk or user support and resource allocation at management levels 1.5 Held Desk
To identify management involvement in BYOD policies 1.6 Policies

To identify the involvement of HR in BYOD compliance

1.7 Compliance

To identify the HR involvement with respect to user's behavior and attitude with respect to
BYOD

1.8 Employee Behavior

To identify if the organization has implemented a BYOD program

1.9 BYOD Program

To identify the level of management involvement in decision making and support of tasks
related to prevention and detection of security problems associated with BYOD

1.10 Security Management

To identify if Management is aware of trends and modalities of emerging technologies that
are readily embraced by BYOD employees

1.11 IT Consumerization

Table 5.3 defines the security controls level for the management domain and describes the

actions/safeguards for each one of them. The Security Level column defines the levels (0-3) as

explained in Chapter 4, section 4.2. The binary representation for each level is also depicted under

the Binary Value column. In addition to defining the levels, these binary values are used to determine

the % security as explained in Chapter 4, Section 4.2.3.

Table 5.3 Management Domain Security Controls with Security Level Definitions and Binary

Value Representation

Security (Security| Binary
Control | Level Value

Description of Actions/Safeguards

0 1000 |Neither Board of Directors (BoD) nor Upper Mgmt. are involved in BYOD decision making

BoD and Upper Mgmt. are aware of BYOD implementation.

1 1100 |Initial approval of Program and Policies are discussed.

[There is no further involvement.

Occasional updates to BoD and Upper Mgmt.

BYOD programs are subject to regular and periodic oversight.

2 1110 Regular monitoring by management

Key controls as per Level 3 are missing

Executive Mgmt. must:

1.1 Governance

*  Approve BYOD policies

*  Receive regular/scheduled status reports

3 1111 *  Reports include:

« BYOD usage

*  BYOD adherence to policy

*  BYOD Incident Reports

3 :;fa = 0 1000 No Risk Analysis performed prior to BYOD implementation. BoD and Upper Mgmt. have not
x o g considered risk management analysis
as 1 1100 [Risk Analysis performed prior to BYOD implementation with no follow-up.
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2 1110 Risk analysis _per_formed prior to BYOD implementation and follow-up, but controls as per
Level 3 are missing.
BoD and Upper Mgmt. involved in Risk Mgmt.
Risk analysis performed prior to BYOD implementation:
*  With the involvement and approval of C-level and Board of Directors
3 1111 -
»  Acceptable risks levels are approved
*  Subsequent risks assessments are performed
»  Acceptable risks levels are approved
0 1000 No training and awareness program. BoD and Upper Mgmt. are not involved in the
lapproval/authorization of training and awareness program.
c 1 1100 [BoD and Upper Mgmt. authorized awareness program only
-% 5 1110 BoD zfmq Upper Mgmt. authorized training and awareness programs but controls as per level 3
2 lare missing.
g BoD and Upper Mgmt. approve initial and follow-up training and awareness programs as
™ follows:
- 3 1111 »  Approve and endorse training and awareness programs
*  Approve initial orientation awareness
»  Approve regular follow up sessions
0 1000 |Legal counsel is not involved. Advice of legal counsel is not considered
1 1100 |Initial legal counsel consultation. Legal counsel provides informal advice.
2 1110 |Legal counsel involved but Level 3 controls are missing
[There are legal aspects organizations need to consider when adopting BYODs, and these must
I require the advice of legal counsel in order to ensure policy and terms will hold in a court of
g law. Legal counsel must:
© *  Review BYOD policies
= »  Approve BYOD policies
9 3 1111 . Provu_:ie documented approval of BYOD policies and procedures with respect to
:ri legal issues
»  Ensure that aspects in BYOD policy include expectations of:
*  Privacy of the individual
»  Comingled data
»  Device monitoring
*  Device ownership
0 1000 |No Helpdesk in organization. Helpdesk support does not exist
o 1 1100 Helpdesk present but no BYOD support. Neither BoD nor Upper Mgmt. are involved with
2 respect to Helpdesk budget/resources approval for BYOD support
)] 2 1110 [Helpdesk approval but Level 3 controls missing.
% Studies show that having the availability of a support team increases employees’ efficacy. A
I Helpdesk must:
ﬂ 3 1111 *  Be approved at the Upper Mgmt. level
»  Be signed-off by the BoD for BYOD support
»  Have resources allocated
0 1000 |BoD and Upper Mgmt. are not involved in BYOD policy approval
1 1100 BoD and Upper Mgmt. approve the BYOD policies but there is no further involvement in
policy scope and coverage
5 1110 Mgmt. app_royal and awarengss/involvem_er]t_ip policy scope & coverage but some Level 3
9 controls missing. Not all optimal responsibilities are present.
k= BYOD policies need to clearly state all the objectives and constraints related to the usage of
E the mobile device. The policies should be straightforward and easy to follow. The policies
© must include the following:
— H .
3 1111 Policy Approval:

»  All policies need to be approved at both C-level and BoD.

*  BYOD policies need to be part of the organization's Information Security Program

* A mobile device acceptable user policy (MAUP) needs to be defined and approved.

Policy Scope. The policy needs to cover issues related to:
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e Securing Mobile Devices
*  Encryption and Passwords
»  Data sensitivity/categorization
»  Antivirus protection
*  Wireless access
»  Security breach incident & its response
*  Remote working
*  Privacy issues
Policy Signatures. The MAUP policies need to be signed by:
*  The organization's BYOD employees
*  Third Party Vendors
»  Contractors and consultants
Policy Exemption Procedures need to:
*  Be defined
*  Beindividually approved
*  Have atime limit
*  Be periodically reviewed
Policy for Third Parties and Contractors/Consultants need to:
*  Beindividually approved
»  State compliance requirements
*  Include procedures
*  Include limitations
Policy disciplinary actions need to:
*  Be defined
*  Violations need to be included in the Code of Conduct
*  Sanctions and penalties be clearly identified
The Mobile Acceptable Use Policy (MAUP) is the employee’s agreement with the terms and
use of their BYODs in accordance to the organization's policy. The employee must adhere to
the organization's MAUP.
0 1000 [The Human Resources department of the organization is not involved in BYOD compliance
1 1100 HRisaware of BYOD but has not establish its role in compliance
2 1110 HRisinvolved but Level 3 controls are missing
HR is fully involved. The involvement of the organization's HR is necessary in order to hold
8 the organization and the employees accountable and ensure compliance. HR must:
8 Be responsible for signatures:
= » Initial employee signature
g » Initial third-party or consultant signatures
,L\) 3 1111 *  Annual employee's signatures
— *  Third party/consultant signature for renewal commitment
Maintain and update:
»  List of participating employees and the exemptions
*  Termination/exit procedures
»  Disciplinary policy/procedures as per Code of Conduct
IThe Human Resources department of the organization is not involved in situations related to
@ 0 1000 , . -
o employee’s behavior and attitude
2.2 1 1100 HRisaware of BYOD but has not established its role with respect to employee's behavior
o >
£8 2 1110 N/A
'c-g & HR is fully involved. There are procedures in place to handle employee's behavior and
- 3 1111 pttitude. - The involvement of the organization's HR is necessary in order to hold the
employees accountable for their behavior and attitude towards BYOD.
o c 0 1000 |ABYOD program does not exist
9 g 1 1100 BYOD program is being designed
@8 72 [ 1110 NA
—- & 3 1111 |ABYOD program is in place
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0 1000 Management is not involved (i.e. decision making and support) in tasks related to prevention
land detection of security problems associated with BYOD.
2 § 1 1100 Management is aware, but has not explicitly authorized and allocated support for tasks related
§ g to security management associated with BYOD.
32 2 1110 N/A
= Management is fully aware and engaged in security management associated with BYOD. This
- 2 3 1111 involves clear understanding and support of the processes required to protect computer and
network systems. This includes prevention, detection, investigation and resolution of security
problems directly associated with the adoption of BYOD.
S 0 1000 Management is not aware of trends and modalities of emerging technologies that are readily
= embraced by employees with respect to BYOD.
E 2 1 1100 |N/A
S 2 1110 N/A
- § Management is fully aware of trends and modalities of new technologies that are easily and
8 3 1111 readily accepted by BYOD users and (the possibility of) can negatively affect the organization.

5.3 BYOD-Insure-IT Controls

The IT module defines the security controls associated with the IT domain of an organization’s

BYOD environment. As of the time of this research and based on the literature review discussed in

Chapter 2, we identified twenty-one security controls associated with this domain. These controls

are listed in Table 5.4. Each security control describes a control objective.

Table 5.4 IT Domain Security Controls

21T

Control Objective

Security Control

To identify if IT is involved in the implementation of a BYOD program.

2.1 BYOD Program

To identify if IT is involved in the process of minimizing, recognizing, and assessing the
impact and the likelihood of risks associated with BYOD.

2.2 Risk Management

To identify the level of which IT is involved with the process of prevention of security
problems associated with BYOD.

2.3 Security Management

To identify if IT is involved and provide support to the HelpDesk when situations related to
BYODs emerge.

2.4 HelpDesk

To identify the degree to which IT is aware of the trends and emerging technologies
embraced by consumer which spreads to BYOD.

2.5 IT Consumerization

To identify the degree to which IT is involved in security awareness and training programs
to BYOD users.

2.6 Education

To identify the involvement of IT in the design of policies that regulate, rule, and prescribe
the use of BYOD for the organization.

2.7 Policies

To identify the degree to which IT applies activities or processes that have been successfully
used by multiple organizations with respect to BYOD.

2.8 Best Practices

'To identify the degree to which IT monitors vulnerabilities, threats, and networks that allow
BYOQOD.

2.9 Monitoring & Reporting

To identify the type of connectivity and access of the organization's network with respect to
BYOD.

2.10 Network

To identify the type of virtualization used (if any) in regard to BYOD

2.11 Virtualization

To identify the type of access that is granted to third-party vendors and other external
entities that use BYOD to connect to the organization's network.

2.12 Third Party
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Control Objective

Security Control

To identify the type of access to the information of an organization to prevent unauthorized
laccess to network services, operating systems, and information stored in application systems
for the purpose of ensuring information security when using BYODs.

2.13 Access Control

To identify the type of software control used in the systems. This refers also to the control of
application distribution, installation, blacklisting/whitelisting and reporting of applications,
as well as backups.

2.14 Mobile Applications Mgmt.

To identify the manner in which IT handles and protects against malicious software in
BYODs

2.15 Malware/Anti-Malware

To identify the degree to which the confidentiality, integrity, availability, reliability and
safety of the organization's information is implemented. This includes avoiding data leakage
land the protection of organization's data at rest and in transit in BYOD environments.

2.16 Corporate Data Protection

To identify the method through which the organization manages the BYODs and controls
the access to organization's information through the device.

2.17 Mobile Device Security
Mgmt.

To identify the method the organization uses to separate the personal space from the
corporate space on a BYOD.

2.18 Separation of Data

To identify the method through which the organization protects the content of the
enterprise's data itself through the use of a content management system.

2.19 Mobile Device Content
Mgmt.

To identify the method through which the organization controls BYOD access to storage
resources outside of the control of the organization.

2.20 Cloud Access

To identify the way the BYOD resources are affected when implementing monitoring or
configuration options.

2.21 Resource Consumption

Table 5.5 defines the security control levels for the IT domain and describes the actions/safeguards

for each one of them. The Security Level column defines the levels (0-3) as explained in Chapter 4,

section 4.2. The binary representation for each level is also depicted under the Binary Value column.

In addition to defining the levels, these binary values are used to determine the % security as

explained in Chapter 4, Section 4.2.3.

Table 5.5 IT Domain Security Controls with Security Level Definitions and Binary Value

Representation

?:egrl:trrlct))( S?_C;gry Binary Value Description of Actions/Safeguards
o c 0 1000 [The organization does not have a BYOD program in place
9 o 1 1100 |[ITisinvolvedinaBYOD program under construction
@8 2 1110 NA
N 3 1111 |ITisinvolved ina BYOD program already in place
= 0 1000 [ITisnotinvolved and does not participate in the risk assessment process
GE) 1 1100 [IT has minimum involvement/input in the Risk Assessment process
S 2 1110 |ITis fully involved in the Risk Assessment process, but Level 3 controls are missing.
o IT is fully involved in the Risk Assessment process. Based on the risk assessment
g authorized and performed by management, IT needs to:
x 3 1111 *  Bean integral part of the initial risk analysis process
Iz *  Analyze the technical aspects of the accepted risks levels
o~ »  Implement safeguards in order to mitigate accepted risks
o *  Follow-up with subsequent risk assessments.
- £ :;fa . 0 1000 IT is not involved in tasks related to prevention and detection of security problems
N3 >g g lassociated with BYOD.
B = 1 1100 |N/A
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2 1110 IT is involved.in the process of _preventing_ security probler_ns_associated with BYOD, but
controls associated with the optimal security level 3 are missing
IT is involved in BYOD-related computer & network security by:
*  Preventing security problems
3 1111 »  Detection of intrusion
*  Investigation of intrusion and resolution
»  Access to network and resources
IT is not involved in Help Desk support for BYOD. There is no Helpdesk support or
0 1000 pxisting Helpdesk is not prepared to handle BYOD-related problems, or IT is not
~ involved in support
é 1 1100 HelpDesk Support has bgen discussed but not implemented. The integration of IT in
o Helpdesk support regarding BYOD has not been implemented
% 2 1110 BYOD Helpdesk support is in place; however, Level 3 controls are missing.
< Necessary IT help desk support for BYOD s in place. The help desk needs to:
N 3 1111 *  Have IT support
»  Have escalation procedures in place
*  Have reporting procedures in place
s 0 1000 IT is not aware nor prepared with respect to emerging technologies, trends and modalities
= lassociated with BYOD
[ 1100 |N/A
o GE) 5 1110 IT is aware and prepared with respect to emerging technologies, trends and modalities
N3 lassociated with BYOD, but does not share this information with Management.
S 3 1111 IT is aware and prepared with respect to emerging technologies, trends and modalities
O associated with BYOD, and maintains Management aware of this information.
0 1000 |[IT department has not considered (or not involved) in training and awareness programs
1 1100 I'II' dept has discussed training & awareness considerations but no actions have taken
place
2 1110 [Training and Awareness controls are in place but Level 3 controls are missing.
[Training and Awareness controls are in place. The IT department must ensure the
following:
*  IT's personnel is aware of BYOD-related security issues
» IT personnel is trained with respect to BYOD security
e IT is involved in the organization’s BYOD users training and awareness
program
»  Training and awareness program should include the following topics:
S *  Protect data on device using encryption
"5 »  Review and understand application permissions
=) »  Passcode or password protect the device
l:l; » Do not jailbreak or root the device
o~ 3 1111 *  Avoid unknown wireless networks
*  Use VPN over Wi-Fi
*  When using configurable Wi-Fi, use 20+ characters passphrases with
WPA
*  Perform timely software updates
» Do notinstall illegal or unauthorized software
* Do not install software from untrustworthy markets
*  Backup data
*  Awvoid clicking unknown links
*  Setup remote data wipe if the device is lost or stolen
*  Avoid storing usernames and passwords on the device or in the
browser
a8 0 1000 IT dept is not involved in the BYOD policy definition. The IT department is not
a2 consulted when BYOD policies are defined
g 1 1100 IT has minimum involvement/input in BYOD policy definition
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Control Level Binary Value Description of Actions/Safeguards
5 1110 IT is_fully involved/participate in the writing of BYOD policies, but Level 3 controls are
missing
IT is fully involved in BYOD policy definition. IT must:
*  Revise BYOD-related policies to ensure technical aspects are correct. Before
connecting the mobile device
3 1111 *  Confirm the employee has signed policies/agreements.

» If third-party connectivity is required, confirm that third-party has signed
policies.

»  If there are policy exemptions, IT needs to be aware of exemptions.

*  Ensure the MAUP lines up with the Network Security Policy.

IT is not aware of BYOD-related activities that have been shown successful by multiple

- 8 0 1000 .
23 enterprises.
g g 1 1100 |N/A
NIy 2 1110 |IT isaware of BYOD best practices, but does not put them in practice
3 1111 |IT is aware and follows BYOD-related activities that have been shown successful.
0 1000 IT does not currently have monitoring and reporting procedures in place with respect to
BYOD
1 1100 [IT monitors BYOD but does not have reporting process in place
2 1110 [Monitoring and Reporting in place, but level 3 controls are missing
IT has monitoring and reporting processes in place with respect to BYOD. This includes
monitoring of the networks that allow BYQOD and sharing the reports with Management.
[The following reporting, monitoring and alert functions are implemented:
o »  Secure logs and audit trails of all sensitive BYOD activities
£ * IT support staff is able to query the MDM database for events of a security and
§_ compliance nature
& *  Automatic reports & monitoring & Alerts are generated for the following:
g »  Devices jailbroken or rooted
S »  Devices that have not checked in for a certain time
g +  Devices with non-supported OS or Hardware
§ 3 1111 »  Devices with blacklisted apps
g »  Devices with excessive data usage that may predict high charges or
S indicate possible malfeasance
2_ *  Unauthorized access attempts

*  Upon alerts, there are problem escalation procedures
MDM provides suitable real-time dashboards and regular management reports for IT to
maintain tight control over the MDM population:
*  MDM provides automatic alerts to system administrators of noncompliant
events by email or text message
»  Rule engine exists for IT to define policies and non-compliant events
»  Suitable management metrics about BYOD deployment, security and
compliance are generated

No BYOD-related network planning has been performed:

0 1000 |IT has not considered the effect/impact of BYOD into the existing network.
Connectivity issues have not been discussed prior to allowing BYOD

Preliminary network impact has been discussed. No actions have been taken:

1 1100 |Although BYOD-related network impact has been addressed by IT and discussed with
upper mgmt., no changes to the network have taken place.

BYOD:s are allowed with partial network changes.

Network changes have taken place; however, level 3 controls are missing

IAll necessary network changes are implemented. BYODs are an extension to the
lorganization's network; therefore, they need to be secured in order to protect it. The
following network connectivity-related controls need to be considered:

\Wireless: IT needs to be aware and trained in the different forms of wireless
communication (Wi-Fi, Bluetooth, Cellular and VNP), and decide the method to allow or
restrict network connectivity to organization’s information.

1110

2.10 Network
N

3 1111
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Control

Security
Level

Binary Value

Description of Actions/Safeguards

IVPN: IT setup of Virtual Private Networks to protect the data by creating an encrypted
tunnel for data in transmission over unprotected networks.

Cellular: network connectivity should be allowed only for BYODs with LTE (or above)
capabilities

\Wi-Fi: IT needs to ensure that the latest IEEE 802.11i standards are implemented when
providing Wi-Fi connectivity in their organizations

Bluetooth: This is a technology that uses short-range communications, and their current
standards are subject to attacks This type of connectivity should not be allowed when
laccessing the organization’s network

Network Monitoring Tools: IT needs to ensure that network protection includes the
always-on network monitoring tools such as Intrusion Detection & Prevention, Next-
Generation Firewalls, separation of VLANs

Bandwidth/Network Up-time/Storage: Ensure adequate wireless bandwidth is available in
order to provide adequate response time to employees’ tasks

IVLANS: Mobile access must be isolated via the implementation of separate VLANSs
outside the corporate network

Firewalls, IDS and IPS systems present

[The Servers that control mobile devices need to be behind the organization's firewalls and
IDS/IPS systems

2.11 Virtualization

1000

IT has not considered forms of virtualization to support BYOD

[y

1100

IT is considering virtualization options

1110

N/A

1111

IT has implemented virtualization (i.e. in the form of sandbox or other methods) in order
to achieve space isolation

2.12 Third Party

1000

IT does not perform third-party verification. Third parties are allowed to connect via
BYOD; however, IT does not perform third-party related verification.

[E=N

1100

Minimal IT third-party checking/verification

1110

IT verifies third-party compliance, but some Level 3 controls are missing

1111

IT verifies third-party related controls. If third parties are allowed to connect using
BYOD to the corporate network, IT needs to:
»  Check agreement signatures prior to connection
»  Document the activation
»  Ensure that contractors/consultants/guests follow network and database access
procedures
*  Verify they have attended the BYOD orientation

2.13 Access Control

1000

IT has not developed access control measures with respect to BYOD

[N

1100

IT is in the process of developing access control procedures with respect to BYOD

1110

IT has in place access control procedures, but controls as per Level 3 are missing

1111

IT has access control procedure with respect to BYQOD in order to:
»  Control access to organization's information
»  Ensure BYOD user authorization
»  Prevent unauthorized user access
*  Prevent unauthorized access to networked services
*  Prevent unauthorized user access to operating systems
»  Prevent unauthorized access to information held in application systems
*  Ensure information security when using teleworking facilities

2.14 Mabile
Application Mgmt.

1000

IT has not considered procedures for controlling the distribution, installation,
blacklisting/whitelisting and reporting on the use of the software by the BYOD.

1100

IT is in the process of developing procedures with respect to software control in the
BYODs.

1110

IT has BYOD application mgmt. procedures in place but controls as per Level 3 are
missing.

1111

IT has in place procedures for BYOD with respect to the following:
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»  Anti-malware
»  Blacklisting /Whitelisting
»  Distribution of applications
*  Reporting of applications
»  Update and backup
= 0 1000 |[IT has not considered the possibility of malware infection via BYOD.
é g 1 1100 |IT is working on procedures to ensure anti-malware protection
0= 2 1110 |N/A
o2 3 1111 |IT has in-place procedures for BYOD with respect to anti-malware installation in BYOD.
% 0 1000 The qrgan_iza}tion has not consider(_ed thg information security attributes with respect to
a Confidentiality, Integrity and Availability (CIA)
% 5 1 1100 IAlthough CIA of information has been discussed, the transmission of data through secure
5 S channels has not been considered.
= 5 1110 CIA of information is considered, and secure channels have been established, but
Sa lencryption of data at rest and in transit is not implemented.
S 3 1111 The or_ganization 1) conside_rs the CIA o_f thg info_rmation,_ 2) ensures secure channels, and
o 3) has implemented encryption of organization's information in transit and at rest.
0 1000 Thg organization has not considered a mobile device security management process for
] their BYODs
g) 1 1100 The organiza}tion is in the process of implementing a mobile device security management
= process, but it has not taken effect.
*E‘ 5 1110 [The organization ha}s i_mplemented a mobile device security mgmt. process but controls
3 jas per level 3 are missing.
5 3 1111 [The organization has a mobile device security management process in place, and the
8 following is being implemented:
3 +  Profile management
9) »  Device detection
B *  Monitoring and tracking
S « Remote wipe
~ *  Detect malware
o »  Dataencryption
»  Remote device lock
G 0 1000 [The organization does not enforce nor has considered methods to enforce separation of
5 personal data from corporate data.
'*E I 1 1100 The organiza}tion is working on solutions to enforce separation of data, but no
g B implementation has taken place.
& 2 1110 IN/A
] 3 1111 ;jl'hte organization has a process in place to ensure separation of personal from corporate
o~ ata.
o 0 1000 The organizat_ion does not have a process in place to protect the data itself through access
IS control to various forms of corporate data (documents, files, database, etc.)
g 1 1100 [The organization is in the process of implementing a content management system to
2 control access to corporate data.
g 2 1110 IThe organization has implemented a content management system but controls as per level
8 3 are missing.
) [The organization has a content management system in place, and it controls access to
'S 3 1111 [orporate documents, secure content storage, synchronize content, encrypts content
a container, and provides reporting/analysis.
2 *  Access to corporate documents
S *  Secure content storage
GE) *  Synchronize content
< »  Encrypts content container
*  Provides reporting/analysis
Q3 = § y 0 1000 [The organization has not considered security issues in terms of BYODs accessing storage
N resources outside of the control of the organization.
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[The organization is in the process of implementing security measures with respect to
1 1100 [BYODs accessing storage resources outside of the control of the organization, however,
such measures have not been implemented.
2 1110 |N/A
3 1111 [The organization has implemented security measures with respect to BYODs accessing
storage resources outside of the control of the organization.
[The organization has not considered the amount of mobile device resources required
0 1000  when implementing monitoring or configuration options that may diminish the BYOD's
© = availability.
% 2 [The organization is considering the amount of mobile device resources required when
% g' 1 1100 [implementing monitoring or configuration options that may diminish the BYOD's
x 3 availability, but no actions have taken place.
85 2 1110 N/A
~ O [The organization has considered the amount of mobile device resources required when
3 1111 fimplementing monitoring or configuration options that may diminish the BYOD's
availability, and proper measures are in place.

5.4 BYOD-Insure-User Controls

The User module defines the security controls associated with the User domain of an organization’s
BYOD environment. As of the time of this research, based on the literature review discussed in
Chapter 2, we identified twenty-one security controls associated with this domain. These controls

are listed in Table 5.6. Each security control describes a control objective.

Table 5.6 User Domain Security Controls

3. User
Control Objective Control
To identify the method through which the user adheres to the organization's BYOD directives. 3.1 Compliance
To identify the user attendance to security awareness and training with respect to BYOD 3.2 Education

To identify the type of policies and regulations the BYOD user is responsible for following. 3.3 Policies
;ré)cle(igntlfy the type of directives the BYOD user is committed to follow with respect to cloud 5.4 Cloud Access
To identify the type of awareness the BYOD user is given with respect to device resources
consumed by the organization's monitoring and configuration.

'To determine the manner in which the organization controls, influences, monitors, intrude or 3.6 User Data Privacy & Data
modify the user information or the BYOD. Protection

3.5 Resource Consumption

Table 5.7 defines the security controls levels for the User domain and describes the
actions/safeguards for each one of them. The Security Level column defines the levels (0-3) as
explained in Chapter 4, section 4.2. The binary representation for each level is also depicted under
the Binary Value column. In addition to defining the levels, these binary values are used to determine

the % security as explained in Chapter 4, Section 4.2.3.
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Table 5.7 User Domain Security Controls with Security Level Definitions and Binary Value

Representation.

Scegrl:{rlg Selz_c:Vr;Ity Binary Value Description of Actions/Safeguards
8 0 1000 Users are not required to sign a BYOD policy/document adhering to BYOD compliance
S 1 1100 N/A
-t 2 1110 |NA
% 3 1111 [Users sign a BYOD policy where they adhere to the organization’s directives with
o respect to BYOD
c 0 1000 [The organization does not have any training or awareness program for BYOD users
-% 1 1100 [The user receives initial BYOD awareness instruction but subsequent education is
) optional
3 2 1110 N/A
N 3 1111 [The user is required to attend initial and subsequent BYOD awareness
orientation/education where mutual responsibilities are discussed
0 1000 [The user is not required to sign a MAUP (Mobile Acceptance User Policy)
1 1100 A MAUP exists but user is not required to sign prior to BYOD usage.
9 2 1110 MAUP are in-place and require signature but some Level 3 controls are missing.
'S MAUP is in-place and the following is required:
E *  User signs MAUP prior to connection
™ 3 1111 *  User signs MAUP on annual basis
® »  User adheres to penalties
*  User adheres to disciplinary actions
»  User adheres to exit procedures
= 0 1000 Users access storage resources outside of the control of the organization.
3 8 1 1100 N/A
O 8 2 1110 N/A
; < 3 1111 Users follow organizational procedures when accessing resources outside the control of
the organization
0 1000 BYOD users are not aware of possible device resource consumption.
1 1100 Users are made aware of the possible device_resgurce cons_ur_nption depen_ding on the
8 5 mobile device solution adopted by the organization, but this is not stated in the MAUP.
38 2 1110 |N/A
3 % Users are made aware of the possible device resource consumption depending on the
g g mobile device solution adopted by the organization, and this is clearly state in the
™ O 3 1111 MAUP. The following needs to be clearly stated:
»  Battery consumption on the user's device may be affected
*  Memory and storage utilization may be affected
IS 0 1000 BYOD users are not inst_ruct_ed/aware of privacy-related position with respect to the
] user's data and the organization
g Users are made aware of the organization's privacy-related position, but this is not
T 1 1100 stated in the MAUP nor enforced by the mobile device solution adopted by the
% lorganization
a [The MAUP states the organization's position with respect to privacy, but some Level 3
g 2 1110 controls are missing.
§ IThe organization's position with respect to the privacy of the data in the device is
2 clearly stated in the MAUP and explained to the in the awareness program. Depending
o 3 1111 lon the mobile device solution adopted by the organization, the following may be
[
3
o
™

present:
»  Personal data may be visible to the corporation
»  Personal and corporate data may comingle
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5.5 BYOD-Insure-Mobile-Devices Controls

The Mobile Device module defines the security controls associated with the Mobile Device domain

of an organization’s BYOD environment. As of the time of this research, based on the literature

review discussed in Chapter 2, we identified twenty-one security controls associated with this

domain. These controls are listed in Table 5.8. Each security control describes a control objective.

Table 5.8 Mobile Device Domain Security Controls

4. Mobile Device

Control Objective

Control

'To determine the type of device requirements to ensure an authorized/unauthorized user
laccess

4.1 Access Control

'To determine the method through which the software installation is controlled on the
BYOD.

4.2 Mobile Application Mgmt.

[To determine the method through which the BYOD is protected against malicious software

4.3 Anti-Malware

'To determine the way through which the confidentiality, integrity and availability of the
organization's data is controlled in the BYOD.

4.4 Corporate Data Protection

To determine the method through which the BYOD security is implemented in the device.

4.5 Mobile Device Security/Mgmt.

'To determine the method through which the personal and corporate data are isolated from
leach other.

4.6 Separation of Data

'To determine the type of reporting and monitoring of BYODs

4.7 Mobile Device Content Mgmt.

'To determine the method through which the access to storage resources outside of the
control of the organization is implemented in the BYOD

4.8 Cloud Access

'To determine the way through which the device resources are diminished due to BYOD
configuration and monitoring.

4.9 Resource Consumption

Table 5.9 defines the security controls levels for the Mobile Device domain and describes the

actions/safeguards for each one of them. The Security Level column defines the levels (0-3) as

explained in Chapter 4, section 4.2. The binary representation for each level is also depicted under

the Binary Value column. In addition to defining the levels, these binary values are used to determine

the % security as explained in Chapter 4, Section 4.2.3.

Table 5.9 Mobile Device Domain Security Controls with Security Level Definitions and Binary

Value
Security [Security . I .
Control ILevel Binary Value Description of Actions/Safeguards
0 1000 Mobile Device access control has not been considered
1 1100 Mobile Device access control is considered but there is no implementation

Mobile Device access control is considered and implemented; however, some

2 1110 level 3 controls are missing
[The following access control security controls are implemented:
3 1111 *  Permission-based access controls for access to the organization’s

networks and data based on need-to-know

4.1 Access Control

*  Role-based policy for user access
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f:egrl:trr'g ieei:/lé[lty Binary Value Description of Actions/Safeguards
*  Separate accounts for administrators (one for administrator
work, and one for other purposes)
*  Administrator privileges granted to administrators only
»  Limits put on each user that have access to the application
»  Users privileges based on need-to-know
*  Permissions periodically reviewed to include super users
»  Process for checking inactive and terminated users
»  Revocation period process
e Strong password policy. Suggested criteria:
¢ Minimum of 9 characters
* Include one upper case alphabetic character
* Include one lower case alphabetic character
* Include one special character
* Include one numeric character
»  Expires after 60 days
»  Different than the previous 10 passwords
*  Changeable by the administrator at any time
+  Changeable by user only once in a 24-hour period
*  No shared accounts are permitted
0 1000 Application security is not implemented in the BYOD
1 1100 Application security is considered but there is no implementation
5 1110 IApplication se_cu_rity is considered and implemented; however, some level 3
controls are missing
‘é [The following application security controls are implemented:
=g »  Inventory of organization’s and third-party apps and revision levels
E +  Distribution whitelist and blacklists
2 *  Over-the-air (OTA) distribution of software (apps, patches, updates)
8 and policy changes
g »  Activate or deactivate specific apps
< »  Private ‘app store’ for security distribution of organization’s apps
% 3 1111 *  Access to the enterprise’s app store is restricted to BYOD devices
=} owned by employees.
E »  All apps in the store are digitally signed by the enterprise.
< *  The supported BYOD platforms all check the validity of the apps’
digital signatures before the apps are permitted to execute on the
device
»  Reporting of applications procedures exist
»  Backup process in place
Lo 0 1000 [The mobile device does not have anti-malware protection software installed.
g 1 1100 NA
m ® 2 1110 N/A
< 2 3 1111 Anti-malware is installed and active in mobile device
5 0 1000 Corporate data protection has not been considered
g 1 1100 Corporate data protection is considered but there is no implementation
‘é’ 2 1110 Corporate data progection is considered and implemented; however, some level
o B controls are missing
% IThe following corporate data controls are implemented:
?J »  Data encryption on device and during transmission
= *  Remotely lock and wipe data and installed apps
§_ 3 1111 »  Selective wipe and privacy policies for organization apps and data,
5 i.e., sandboxing
g »  Distribution and management of digital certificates (to encrypt and
< digitally sign emails and sensitive documents)
03 3 § 3 0 1000 Device security.has not been considered. There is no mobile device mgmt. (e.g.
~¥NA "o MDM) process in place.
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Security
Control

Security
Level

Binary Value

Description of Actions/Safeguards

1

1100

Device security (e.g., MDM) is being considered but there is not
implementation

2

1110

Device security is being implemented; however, some level 3 controls are
missing

1111

[There is mobile device mgmt. (MDM) process in place

[The following device security issues are implemented:

»  Secure portal for BYOD users to enroll & provision devices

* Inventory devices, operating systems, patch levels

«  Postpone automatic updates from Internet service providers (ISPs),
e.g., in cases where an automatic OS update may cause critical apps
to fail

»  Capability to locate and map lost phones for recovery

»  Backup and restore BYOD device data

«  Send text messages to one or a group of selected devices with
troubleshooting instructions

»  Perform remote device diagnostics for a wide range of BYOD
devices

*  Remotely view a device’s screen and take screen shots to assist with
troubleshooting

»  Take remote control of a device for troubleshooting

*  Upon connection to organization’s network, the following is
automatically checked:

»  Patch level for OS and apps

*  Required security software is active and current for:

*  Antivirus

*  Firewall

*  Full-disk encryption

«  Device is not jailbroken (Apple) or rooted (Android)

*  Presence of unapproved devices

*  Presence of blacklisted apps

If any of the above checks fail, the MDM can automatically update the device
jor disallow access

IMDM servers are behind organization’s firewalls and intrusion detection
systems/intrusion prevention systems (IDS/IPS)

4.6 Separation of Data

1000

[The mobile device does not have separation of personal data from corporate
data

1100

Separation of corporate and personal data has been considered but there is no
implementation

1110

ISpace isolation is considered and implemented; however, some level 3 controls
lare missing

1111

ISpace isolation is considered and one of the following is being implemented:

»  Separation of corporate and personal data on device

»  True space isolation: corporate data does not reside in device

4.7 Mobile Device Content
Mgmt

1000

[The mobile device does not have a process in place to protect the data itself
through access control to various forms of corporate data (documents, files,
database, etc.)

1100

N/A

1110

[The mobile device has a content management process but controls as per level
3 are missing.

1111

[The mobile device has a process to manage content and it controls the
following:

i Access to corporate documents

M Secure content storage

*  Synchronize content

+  Encrypts content container
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?:egrl:trr'g Ezsélmy Binary Value Description of Actions/Safeguards
»  Provides reporting/analysis
0 1000 The mobi_le device is allowed to access resources outside of the control of the
= organization
o § 1 1100 N/A
22 2 1110 |N/A
< 3 1111 [The mobile de_vice has security measures WiFh respect to access of storage
resources outside of the control of the organization.
§ 5 0 1000 The _mobil_e device is impacte_d b)_/ the amount of resources needed for
38 configuration, agent and monitoring purposes.
g E 1 1100 N/A
5 2 2 1110 |N/A
< O 3 1111 [The amount of mobile device resource required is negligible

5.6 Chapter Summary

This chapter explained the development of the security controls as related to BYOD security. The
controls are discussed as found in the literature review. The overlap of the controls across domains
is also discussed. Then, the objectives for each control were identified and associated to each domain.
Finally, the security level and binary representation for each control were defined. The next chapter

focuses on the demonstration of the artifact for each module.
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CHAPTER 6: Artifact - Demonstration

6.1 Overview

In order to demonstrate the functionality of each BYOD-Insure module, an example for each domain
is presented independently. For each module, the design process as explained in Chapter 4 sections
4.2.2, 4.2.3, and 4.2.4 are demonstrated. These steps include 1) the assessment process, 2) the
security posture calculation, and 3) the artifact’s results. The following sections demonstrate the

aforementioned steps for the Management, IT, User and Mobile Device domains.

6.2 Assessing the Security Posture of the Management Domain — BYOD-Insure-Mgmt.
Module

This section demonstrates the assessment of the security posture for the Management domain. It
shows how to 1) determine the security level of each control, 2) present a graphical representation
of security level, 3) calculate the security % for the domain, and 4) provide recommendations based

on findings. The aforementioned objectives are demonstrated as follows:
6.2.1 Determining the Security Level of Management Controls

For the purpose of demonstration, assume the Management security posture for a BYOD
environment is represented in Table 6.2.1. The example shows the Management module with 11
security controls. The column on the right shows the example security posture for organization X
(e.g. assume that, based on a structured interview answers, it was determined that the management
posture for organization X is as shown in Table 6.2.1). In this example, the security control for
Governance is at level 1 indicating low security which means that few safeguards have been
implemented (refer to Chapter 4 section 4.2.2). In this case, the actions/safeguards for the
Governance control are described in the column corresponding to ‘Description of
Actions/Safeguards’ corresponding to Security Level 1. The column corresponding to ‘EXAMPLE
Mgmt Posture for Organization X’ shows the binary representation corresponding to the
organization’s security level for the specific control. Likewise, the control corresponding to Risk

Management is at Security Level 2 or Moderate Security, indicating that the organization has
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implemented most safeguards but has failed to implement all the safeguards corresponding to this

control.
Table 6.2.1 Example Security Posture for a Management Domain
. . . EXAMPLE Mgmt.
Scegrl:{rlg Selz_c:Vr;Ity ?;gfurg/ Description of Actions/Safeguards Postyre _for
Organization X
0 1000 Nei_th_er Boar(_i of Directors (BoD) nor Upper Mgmt. are involved in BYOD
decision making
BoD and Upper Mgmt. are aware of BYOD implementation.
1 1100 [nitial _approval of P_rogram and Policies are discussed. 1100 = level 1
[There is no further involvement.
8 Occasional updates to BoD and Upper Mgmt.
§ 5 1110 BYOD programs are subject to regular and periodic oversight.
S Regular monitoring by management
3 Key controls as per Level 3 are missing
© Executive Mgmt. must:
- *  Approve BYOD policies
»  Receive regular/scheduled status reports
3 1111 *  Reportsinclude:
* BYOD usage
*  BYOD adherence to policy
*  BYOD Incident Reports
0 1000 No Risk Analysis per_formed_prior to BYOD implem_entation. BoD and Upper
Mgmt. have not considered risk management analysis
% 1 1100 Risk Analysis performed prior to BYOD implementation with no follow-up.
£ 2 1110 Risk analysis performed prior to BYOD implementation and follow-up, but 1110 = level 2
=2 controls as per Level 3 are missing.
s BoD and Upper Mgmt. involved in Risk Mgmt.
= Risk analysis performed prior to BYOD implementation:
% *  With the involvement and approval of C-level and Board of
o 3 1111 Directors
ﬁ »  Acceptable risks levels are approved
*  Subsequent risks assessments are performed
»  Acceptable risks levels are approved
0 1000 No training and awareness program. BoD and Upper Mgmt. are not involved
in the approval/authorization of training and awareness program.
c 1 1100 BoD and Upper Mgmt. authorized awareness program only
-% 2 1110 BoD and Upper Mgmt. authorized training and awareness programs but
S controls as per level 3 are missing.
g BoD and Upper Mgmt. approve initial and follow-up training and awareness
) rograms as follows: 1111 =level 3
- 3 1111 *  Approve and endorse training and awareness programs
»  Approve initial orientation awareness
»  Approve regular follow up sessions
0 1000 |egal counsel is not involved. Advice of legal counsel is not considered
§ 1 1100 [Initial legal counsel consultation. Legal counsel provides informal advice. 1100 = level 1
a 2 1110 |Legal counsel involved but Level 3 controls are missing
T: IThere are legal aspects organizations need to consider when adopting
b BYODs, and these must require the advice of legal counsel in order to ensure
;r' 3 1111 policy and terms will hold in a court of law. Legal counsel must:
— *  Review BYOD policies
*  Approve BYOD policies
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Security
Control

Security
Level

Binary
Value

Description of Actions/Safeguards

EXAMPLE Mgmt.
Posture for
Organization X

*  Provide documented approval of BYOD policies and procedures
with respect to legal issues

»  Ensure that aspects in BYOD policy include expectations of:

*  Privacy of the individual

*  Comingled data

»  Device monitoring

»  Device ownership

1.5 Help Desk

1000

No Helpdesk in organization. Helpdesk support does not exist

1100

Helpdesk present but no BYOD support. Neither BoD nor Upper Mgmt. are
involved with respect to Helpdesk budget/resources approval for BYOD
support

1110

Helpdesk approval but Level 3 controls missing.

1111

Studies show that having the availability of a support team increases
employees’ efficacy. A Helpdesk must:

»  Be approved at the Upper Mgmt. level

»  Be signed-off by the BoD for BYOD support

*  Have resources allocated

1111 =level 3

1.6 Policies

1000

BoD and Upper Mgmt. are not involved in BYOD policy approval

1100

BoD and Upper Mgmt. approve the BYOD policies but there is no further
involvement in policy scope and coverage

1100 = level 1

1110

Mgmt. approval and awareness/involvement in policy scope & coverage but
some Level 3 controls missing. Not all optimal responsibilities are present.

1111

BYOD policies need to clearly state all the objectives and constraints related
to the usage of the mobile device. The policies should be straightforward and
easy to follow. The policies must include the following:

Policy Approval:

»  All policies need to be approved at both C-level and BoD.

*  BYOD policies need to be part of the organization's Information
Security Program

* A mobile device acceptable user policy (MAUP) needs to be
defined and approved.

Policy Scope. The policy needs to cover issues related to:

»  Securing Mobile Devices

»  Encryption and Passwords

»  Data sensitivity/categorization

»  Antivirus protection

*  Wireless access

»  Security breach incident & its response

»  Remote working

*  Privacy issues

Policy Signatures. The MAUP policies need to be signed by:

*  The organization's BYOD employees

*  Third Party Vendors

«  Contractors and consultants

Policy Exemption Procedures need to:

e  Be defined

*  Beindividually approved

*  Have atime limit

*  Be periodically reviewed

Policy for Third Parties and Contractors/Consultants need to:

*  Beindividually approved

»  State compliance requirements

* Include procedures

. Include limitations
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Security
Control

Security
Level

Binary
Value

Description of Actions/Safeguards

EXAMPLE Mgmt.
Posture for
Organization X

Policy disciplinary actions need to:

*  Be defined

*  Violations need to be included in the Code of Conduct

»  Sanctions and penalties be clearly identified

The MAUP. The Mobile Acceptable Use Policy is the employees’ agreement
with the terms and use of their BYODs in accordance to the organization's
olicy. The employee must adhere to the organization's MAUP.

1.7 Compliance

1000

IThe Human Resources department of the organization is not involved in
BYOD compliance

1100

HR is aware of BYOD but has not establish its role in compliance

1110

HR is involved but Level 3 controls are missing

1111

HR is fully involved. The involvement of the organization's HR is necessary
in order to hold the organization and the employees accountable and ensure
compliance. HR must:

Be responsible for signatures:

» Initial employee signature

» Initial third-party or consultant signatures

*  Annual employee’s signatures

*  Third party/consultant signature for renewal commitment

Maintain and update:

»  List of participating employees and the exemptions

»  Termination/exit procedures

»  Disciplinary policy/procedures as per Code of Conduct

1111 =level 3

1.8 Employee Behavior

1000

IThe Human Resources department of the organization is not involved in
situations related to employee’s behavior and attitude

1100

HR is aware of BYOD but has not established its role with respect to
employee’s behavior

1100 =level 1

1110

N/A

1111

HR is fully involved. There are procedures in place to handle employee's
behavior and attitude. - The involvement of the organization's HR is necessary
in order to hold the employees accountable for their behavior and attitude
towards BYOD.

1.9BYOD
Program

1000

A BYOD program does not exist

1100

BYQOD program is being designed

1100 = level 1

1110

N/A

1111

A BYOD program is in place

1.10 Security Management

1000

Management is not involved (i.e. decision making and support) in tasks
related to prevention and detection of security problems associated with
BYOD.

1100

Management is aware, but has not explicitly authorized and allocated support
for tasks related to security management associated with BYOD.

1110

N/A

1111

Management is fully aware and engaged in security management associated
with BYOD. This involves clear understanding and support of the processes
required to protect computer and network systems. This includes prevention,
detection, investigation and resolution of security problems directly associated
with the adoption of BYOD.

1111 =level 3

1.111T
Consumerization

1000

Management is not aware of trends and modalities of emerging technologies
that are readily embraced by employees with respect to BYOD.

1100

N/A

1110

N/A

1111

Management is fully aware of trends and modalities of new technologies that
are easily and readily accepted by BYOD users and (the possibility of) can

negatively affect the organization.

1111 =level 3

65



6.2.2 Present Graphical Representation of Security Level for the Management Domain

Figure 6.2.1 shows a graphical representation of the security level for each control of the
Management domain for this example. Using the binary values in Table 6.2.1 above, corresponding
to the far-right column, a graphical representation of the management security posture can be plotted
as shown on the Figure 6.2.1 diagram. The red lines show the ideal BYOD Management level of
security, whereas the green lines show the organization’s security level with respect to Management.
In this case, the management domain shows that the security controls for Education, HelpDesk,
Compliance, IT Consumerization and Security Management are at ideal level (refer to Table 6.2.1
for safeguards corresponding to security level 3 for the Governance control). However, several
controls need strengthening/attention: the safeguards for Legal have not been implemented, and the
safeguards corresponding to Governance, Risk Management, Policies, Employee Behavior and

BYOD Program need to be revisited to ensure the maximum number of safeguards are considered.

Example of Graphical Representation of an
Organization's BYOD Management Security Posture

| deal BYOD
Management's

Governace Level of Security

Security Level Definition
0 = Not Secured
1 = Low Security
2 = Moderate Security IT Consumerization
3 =High Security

= Crganization's
BYOD Management

Security Management Education Level of Security

BYOD Program

Employee Behavior Help Desk

Figure 6.2.1 Example Graphical Representation of Security Level for each Management Control
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6.2.3 Calculate the Security % for the Management Domain

Next, we want to calculate the security % corresponding to Management domain. This information
is desirable not only to gauge the security posture of the given domain with respect to an optimal
posture but is also necessary in order to calculate the global security posture of the organization with
respect to its BYOD environment. This type of information helps the decision makers and
stakeholders of an organization to allocate the adequate resources to improve the security posture
with respect to BYOD. The following calculations explain how to obtain the % security for the
Management domain using the example presented for organization X. Table 6.2.2 summarizes the

security posture of the management domain for an organization X.

Table 6.2.2 Example Summary Security Posture for Management Domain

Organization X
Domain Security Controls Securlf[y Posture Security
Binary Level

Representation
1.1 Governance 1100 1
1.2 Risk Management 1110 2
z 1.3 Education 1111 3
> 1.4 Legal 1000 0
€ L5 Held Desk 1111 3
@ [L6 Policies 1100 1
< 1.7 Compliance 1111 3
E 1.8 Employee Behavior 1100 1
= [1.9 BYOD Program 1100 1
1.10 Security Management 1111 3
1.11 IT Consumerization 1111 3

Figure 6.2.2 shows the various matrix representations required to calculate the % security for the
management domain. Let matrix C represent organization X’s security controls which indicate the
organization’s security posture with respect to management. The 4x11 matrix C is built using the
binary representation depicted in Table 6.2.2. Let matrix R represent the optimal security posture
for the management domain. The 4x11 matrix R is built using the binary representation for optimal
set of values as shown in Table 6.2.1 corresponding to binary values for security level 3. Then, the
calculation of the distance between C and R will give us a value that can be used to calculate the %

security for a given domain. The distance d between matrix R and matrix C is calculated using the

Euclidian’s algorithm: d(C,R) = J Tr((C — R)(C — R)T), where the distance d between matrix C

and R is equal to the square root of the trace of the product (i.e. absolute values) between (C — R)
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and its transpose (C — R)T. This result is then used to calculate the security level as discussed in

next paragraph.

As shown in Figure 6.2.2, the distance between C and R is d(C,R) = \/Tr((C — R)(C — R)T) =

V11 = 3.31. The value of 3.31 will be used to calculate the security level for the Management
domain of organization X. Now, we want to compare this value against a value where no safeguards
have been implemented (i.e. 100% insecure posture). For this, as shown in Figure 6.2.3, we calculate
the distance between a matrix M (i.e. a matrix that represents a BYOD security posture where no
safeguards have been implemented) and matrix R (i.e. optimal security controls). Note that matrix

M has all rows as ‘1000’ indicating the level of security is 0 with no security controls implemented.

This result is d(M,R) = \/Tr((M — R)(M — R)T = /33 =5.7.

Thus, if 5.7 represents 100% insecure, 3.31 represents 3.31/5.7= 58% insecure or 41.9% secure.
For this example, the value of 3.31 indicates the management domain is 58% insecure. In other

words, its security level for this management domain is at 41.9%.
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Figure 6.2.2 Example Calculation of Security Posture for Management Domain
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Figure 6.2.3 Calculation: NO Safeguards have been implemented for Management Domain

6.2.4 Provide Management Recommendations Based on Findings

Table 6.2.4 shows a list of specific recommendations based on the findings (i.e.
weakness/vulnerabilities found in the security controls for the Management domain). The domain
also shows that its overall security is at 41.9% which, according to the security posture % scale
shown in Table 6.2.3, it indicates that the Management domain is at the low end of ‘Moderately
Secured’ posture. This means that the organization’s Management controls with respect to BYOD

need to be carefully reviewed and additional safeguards be considered and implemented.

Table 6.2.3 Management Security Posture Based on %Secure

Security Posture Based on 41.9 % Secure
0% - 10% No Security
11% - 40% Low Security
1% - 70% Moderately Secured
71% - 100% Highly Secured
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Table 6.2.4 Example of Management Recommendations Based on Findings

Management Findings and Recommendations for Organization X

Security

Security

Control Level Findings Recommendations
BoD and Upper Mgmt. are aware of BYOD Executive Mgmt. must:
o implementation.
§ Ir_utlal approval of Program and Policies are - Approve BYOD policies
c discussed.
Qe 1 [There is no further involvement. *  Receive regular/scheduled status reports
8 *  Reports include:
:'i + BYOD usage
+  BYOD adherence to policy
+  BYOD Incident Reports
% BoD and Upper Mgmt. involved in Risk Mgmt.
OE) Risk analysis performed prior to BYOD implementation:
= Risk analysis performed prior to BYOD
S 5 implementation and follow-up but controls as *  With the involvement and approval of C-level
= per Level 3 are missing. and Board of Directors
=5 »  Acceptable risks levels are approved
g »  Subsequent risks assessments are performed
- »  Acceptable risks levels are approved
BoD and Upper Mgmt. approve initial and
c follow-up training and awareness programs
2 as follows:
§ 3 »  Approve and endorse training and
3 awareness programs This control was found to be at the optimal security level
™ *  Approve initial orientation
- awareness
»  Approve regular follow up sessions
IThere are legal aspects organizations need to consider
when adopting BYODs, and these must require the
Legal counsel is not involved. Advice of legaladvice of legal counsel in order to ensure policy and
counsel is not considered terms will hold in a court of law. Legal counsel must:
. *  Review BYOD policies
2 »  Approve BYOD policies
K2 *  Provide documented approval of BYOD
= 0 policies and procedures with respect to legal
3 issues
< »  Ensure that aspects in BYOD policy include
- expectations of:
*  Privacy of the individual
*  Comingled data
»  Device monitoring
»  Device ownership
Studies show that having the availability of a
X support team increases employees’ efficacy.
g A Helpdesk must:
o 3 *  Beapproved at the Upper Mgmt.
2 level This control was found to be at the optimal security level
0 *  Be signed-off by the BoD for
- BYOD support
»  Have resources allocated
o BYOD policies need to clearly state all the objectives
© :g 1 BoD and Upper Mgmt. approve the BYOD  fand constraints related to the usage of the maobile device.
- E policies but there is no further involvement in[The policies should be straightforward and easy to

policy scope and coverage

follow. The policies must include the following:
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Management Findings and Recommendations for Organization X

Security

Security

Control Level Findings Recommendations
Policy Approval:
« All policies need to be approved at both C-
level and BoD.
»  BYOD policies need to be part of the
organization's Information Security Program
* A mobile device acceptable user policy
(MAUP) needs to be defined and approved.
Policy Scope. The policy needs to cover issues related
to:
*  Securing Mobile Devices
»  Encryption and Passwords
+  Data sensitivity/categorization
» Antivirus protection
*  Wireless access
*  Security breach incident & its response
*  Remote working
*  Privacy issues
Policy Signatures. The MAUP policies need to be signed
by:
»  The organization's BYOD employees
»  Third Party Vendors
»  Contractors and consultants
Policy Exemption Procedures need to:
+  Be defined
+  Beindividually approved
*  Have atime limit
*  Be periodically reviewed
Policy for Third Parties and Contractors/Consultants
need to:
*  Beindividually approved
»  State compliance requirements
* Include procedures
* Include limitations
Policy disciplinary actions need to:
»  Be defined
*  Violations need to be included in the Code of
Conduct
»  Sanctions and penalties be clearly identified
'The Mobile Acceptable Use Policy (MAUP) is the
employee’s agreement with the terms and use of their
BYODs in accordance to the organization's policy. The
employee must adhere to the organization's MAUP.
HR is fully involved. The involvement of the
organization's HR is necessary in order to
hold the organization and the employees  This control was found to be at the optimal security level
Y laccountable and ensure compliance. HR
& must:
a Be responsible for signatures:
g 3 » Initial employee signature
,L\’ . Ipitial third-party or consultant
— signatures

»  Annual employee's signatures

renewal commitment

»  Third party/consultant signature for
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Management Findings and Recommendations for Organization X
Security | Security Findings Recommendations
Control Level
Maintain and update:
e List of participating employees and
the exemptions
*  Termination/exit procedures
«  Disciplinary policy/procedures as
per Code of Conduct
Sa; - HR is fully involved. There are procedures in place to
o O ' . . i
£2 | L pRismsotovonmsna e fU0SIOR e e e
LIEJ S its role with respect to employee's behavior g Yy
il order to hold the employees accountable for their
- behavior and attitude towards BYOD.
F
E =) 1 BYOD program is being designed /A BYOD program is in place
S
S a
Management is fully aware and engaged in
>= security management associated with BYOD.
c .. R
S 2 [This involves clear understanding and
3 S 3 support of the processes required to protect This control was found to be at the optimal security level
g o] computer and network systems. This includes
— § prevention, detection, investigation and
- resolution of security problems directly
lassociated with the adoption of BYOD.
s Management is fully aware of trends and
=] modalities of new technologies that are easily
E B and readily accepted by BYOD users and [the
dg 3 possibility of] can negatively affect the[This control was found to be at the optimal security level
— 2 organization.
s
@)

6.3 Assessing the Security Posture of the IT Domain — BYOD-Insure-1T Module

This section demonstrates the assessment of the security posture for the IT domain. It shows how to
1) determine the security level of each control, 2) present a graphical representation of security level,
3) calculate the security % for the domain, and 4) provide recommendations based on findings. The

aforementioned objectives are demonstrated as follows:
6.3.1 Determining the Security Level of IT Controls

For the purpose of demonstration, assume the IT security posture for a BYOD environment is
represented in Table 6.3.1. The example shows the IT module with 21 security controls. The far-
right column represents the example security posture for organization X (e.g. assume that, based on

a structured interview answers, it was determined that the IT posture for organization X is as shown
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in Table 6.3.1). In this example, the security control for BYOD Program is at level 1 indicating low
security which means that few safeguards have been implemented (refer to Chapter 4 section 4.2.2
for security levels classification). In this case, the actions/safeguards for the ‘BYOD Program’
control are described in the column corresponding to ‘Description of Actions/Safeguards’
corresponding to Security Level 1. The column corresponding to ‘EXAMPLE IT Posture for
Organization X’ shows the binary representation corresponding to the organization’s security level
for the specific control. Likewise, the rest of the controls for the IT security posture have been
identified.

Table 6.3.1 Example Security Posture for an IT Domain

EXAMPLE of

Description of Actions/Safeguards IT Posture for

Organization X

0 1000 [The organization does not have a BYOD program in place 1100 = level 1

1100 |ITisinvolved inaBYOD program under construction

1110 N/A

1111 |ITisinvolvedinaBYOD program already in place

1000 IT is not involved and does not participate in the risk assessment
process

IT has minimum involvement/input in the Risk Assessment
process
IT is fully involved in the Risk Assessment process, but Level 3 1110 = level 2
controls are missing.

IT is fully involved in the Risk Assessment process. Based on the
risk assessment authorized and performed by management, IT
needs to:

»  Beanintegral part of the initial risk analysis process
3 1111 *  Analyze the technical aspects of the accepted risks
levels
»  Implement safeguards in order to mitigate accepted
risks
»  Follow-up with subsequent risk assessments.
0 1000 IT is not involved in tasl_<s relatgd to prevention and detection of
security problems associated with BYOD.
1 1100 N/A
IT is involved in the process of preventing security problems 1110 = level 2
2 1110 pssociated with BYOD, but controls associated with the optimal
security level 3 are missing

IT is involved in BYOD-related computer & network security by:

»  Preventing security problems
3 1111 »  Detection of intrusion

» Investigation of intrusion and resolution

»  Access to network and resources
IT is not involved in Help Desk support for BYOD. There is no
1000 [Helpdesk support or existing Helpdesk is not prepared to handle
BYOD-related problems, or IT is not involved in support

Security |Security | Binary
Control Level Value

2.1BYOD
Program

O |WIN|F-

1 1100

2 1110

2.2 Risk Management

2.3 Security Management

2.4
Help
Desk

o
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Security
Control

Security
Level

Binary
Value

Description of Actions/Safeguards

EXAMPLE of
IT Posture for
Organization X

1100

HelpDesk Support has been discussed but not implemented. The
integration of IT in Helpdesk support regarding BYOD has not
been implemented

1110

BYOD Helpdesk support is in place; however, Level 3 controls
lare missing.

1110 =level 2

1111

Necessary IT help desk support for BYOD is in place. The help
desk needs to:

*  Have IT support

»  Have escalation procedures in place

»  Have reporting procedures in place

2.5 I'T Consumerization

1000

IT is not aware nor prepared with respect to emerging
technologies, trends and modalities associated with BYOD

1100

N/A

1110

IT is aware and prepared with respect to emerging technologies,
trends and modalities associated with BYOD, but does not share
this information with Management.

1110 =level 2

1111

IT is aware and prepared with respect to emerging technologies,
trends and modalities associated with BYOD, and maintains
Management aware of this information.

2.6 Education

1000

IT department has not considered (or not involved) in training and
awareness programs

1100

IT dept has discussed training & awareness considerations but no
lactions have taken place

1100 = level 1

1110

[Training and Awareness controls are in place but Level 3 controls
lare missing.

1111

[Training and Awareness controls are in place. The IT department
must ensure the following:

*  IT's personnel is aware of BYOD-related security issues

» IT personnel is trained with respect to BYOD security

* IT is involved in the organization’s BYOD users
training and awareness program

»  Training and awareness program should include the
following topics:

»  Protect data on device using encryption

*  Review and understand application
permissions

»  Passcode or password protect the device

* Do not jailbreak or root the device

*  Avoid unknown wireless networks

e Use VPN over Wi-Fi

*  When using configurable Wi-Fi, use 20+
characters passphrases with WPA

*  Perform timely software updates

» Do notinstall illegal or unauthorized software

* Do not install software from untrustworthy
markets

*  Backup data

*  Avoid clicking unknown links

*  Setup remote data wipe if the device is lost or
stolen

*  Avoid storing usernames and passwords on
the device or in the browser

2.7
Polic
ies

1000

IT dept is not involved in the BYOD policy definition. The IT

department is not consulted when BYOD policies are defined
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Security
Control

Security
Level

Binary
Value

Description of Actions/Safeguards

EXAMPLE of
IT Posture for
Organization X

1

1100

IT has minimum involvement/input in BYOD policy definition

2

1110

IT is fully involved/participate in the writing of BYOD policies,
but Level 3 controls are missing

1110 =level 2

1111

IT is fully involved in BYOD policy definition. IT must:

*  Revise BYOD-related policies to ensure technical
aspects are correct. Before connecting the mobile
device

»  Confirm the employee has signed policies/agreements.

« If third-party connectivity is required, confirm that
third-party has signed policies.

«  If there are policy exemptions, IT needs to be aware of
exemptions.

*  Ensure the MAUP lines up with the Network Security
Policy.

2.8 Best Practices

1000

IT is not aware of BYOD-related activities that have been shown
successful by multiple enterprises.

1100

N/A

1110

IT is aware of BYOD best practices, but does not put them in
practice

1110 =level 2

1111

IT is aware and follows BYOD-related activities that have been
shown successful.

2.9 Monitoring and Reporting

1000

IT does not currently have monitoring and reporting procedures in
place with respect to BYOD

1100

IT monitors BYOD bhut does not have reporting process in place

1100 = level 1

1110

Monitoring and Reporting in place, but level 3 controls are
missing

1111

IT has monitoring and reporting processes in place with respect to
BYOD. This includes monitoring of the networks that allow
BYOD and sharing the reports with Management.

IThe following reporting, monitoring and alert functions are
implemented:

»  Secure logs and audit trails of all sensitive BYOD
activities

* IT support staff is able to query the MDM database for
events of a security and compliance nature

*  Automatic reports & monitoring & Alerts are generated
for the following:

»  Devices jailbroken or rooted

. Devices that have not checked in for a certain
time

»  Devices with non-supported OS or Hardware

»  Devices with blacklisted apps

»  Devices with excessive data usage that may
predict high charges or indicate possible
malfeasance

*  Unauthorized access attempts

*  Upon alerts, there are problem escalation
procedures

MDM provides suitable real-time dashboards and regular
management reports for IT to maintain tight control over the
MDM population:

*  MDM provides automatic alerts to system
administrators of noncompliant events by email or text

message
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Security
Control

Security
Level

Binary
Value

Description of Actions/Safeguards

EXAMPLE of
IT Posture for
Organization X

*  Rule engine exists for IT to define policies and non-
compliant events

»  Suitable management metrics about BYOD deployment,
security and compliance are generated

2.10 Network

1000

No BYOD-related network planning has been performed:

IT has not considered the effect/impact of BYOD into the existing
network.

Connectivity issues have not been discussed prior to allowing
BYOD

1100

Preliminary network impact has been discussed. No actions have
been taken:

IAlthough BYOD-related network impact has been addressed by
IT and discussed with upper mgmt., no changes to the network
have taken place.

1110

BYODs are allowed with partial network changes.

Network changes have taken place; however, level 3 controls are
missing

1110 = level 2

1111

IAll necessary network changes are implemented. BYODs are an
extension to the organization's network; therefore, they need to be
secured in order to protect it. The following network connectivity-
related controls need to be considered:

\Wireless: IT needs to be aware and trained in the different forms
of wireless communication (Wi-Fi, Bluetooth, Cellular and VNP),
and decide the method to allow or restrict network connectivity to
lorganization’s information.

IVPN: IT setup of Virtual Private Networks to protect the data by
creating an encrypted tunnel for data in transmission over
unprotected networks.

Cellular: network connectivity should be allowed only for
BYODs with LTE (or above) capabilities

\Wi-Fi: IT needs to ensure that the latest IEEE 802.11i standards
are implemented when providing Wi-Fi connectivity in their
lorganizations

Bluetooth: This is a technology that uses short-range
communications, and their current standards are subject to attacks
[This type of connectivity should not be allowed when accessing
the organization’s network

Network Monitoring Tools: IT needs to ensure that network
protection includes the always-on network monitoring tools such
las Intrusion Detection & Prevention, Next-Generation Firewalls,
separation of VLANSs

Bandwidth/Network Up-time/Storage: Ensure adequate wireless
bandwidth is available in order to provide adequate response time
to employees’ tasks

\VLANSs: Mobile access must be isolated via the implementation
lof separate VLANS outside the corporate network

Firewalls, IDS and IPS systems present

[The Servers that control mobile devices need to be behind the
organization's firewalls and IDS/IPS systems

2.11
Virtuali
zation

1000

IT has not considered forms of virtualization to support BYOD

[N

1100

IT is considering virtualization options

1100 = level 1

1110

N/A
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Security |Security | Binary _— . EXAMPLE of
Control Level value Description of Actions/Safeguards Iotg:s;c;;tei (;‘grx
3 1111 IT has implemented virtualization (i.e. in the form of sandbox or
other methods) in order to achieve space isolation
IT does not perform third-party verification. Third parties are
0 1000 pllowed to connect via BYOD; however, IT does not perform
third-party related verification.
> 1 1100 [Minimal IT third-party checking/verification
% IT verifies third-party compliance, but some Level 3 controls are
2 2 1110 missing
.E IT verifies third-party related controls. If third parties are allowed 1111 =level 3
- to connect using BYOD to the corporate network, IT needs to:
S »  Check agreement signatures prior to connection
N 3 1111 »  Document the activation
«  Ensure that contractors/consultants/guests follow
network and database access procedures
»  Verify they have attended the BYOD orientation
0 1000 IT has not developed access control measures with respect to
BYOD
1 1100 IT is in the process of developing access control procedures with
respect to BYOD
= 2 1110 IT hasin placg access control procedures, but controls as per 1110 = level 2
E Level 3 are missing
8 IT has access control procedure with respect to BYOD in order to:
2 »  Control access to organization's information
§ »  Ensure BYOD user authorization
< »  Prevent unauthorized user access
3 3 1111 »  Prevent unauthorized access to networked services
N »  Prevent unauthorized user access to operating systems
*  Prevent unauthorized access to information held in
application systems
»  Ensure information security when using teleworking
facilities
IT has not considered procedures for controlling the distribution,
= 0 1000 |installation, blacklisting/whitelisting and reporting on the use of
=4 the software by the BYOD.
= 1 1100 IT is in the process of developing procedures with respect to 1100 = level 1
5 software control in the BYODs.
§ 2 1110 IT has BYOD applic_ati_on mgmt. procedures in place but controls
= las per Level 3 are missing.
2— IT has in place procedures for BYOD with respect to the
@ following:
'g *  Anti-malware
> 3 1111 *  Blacklisting /Whitelisting
S »  Distribution of applications
o *  Reporting of applications
*  Update and backup
IT has not considered the possibility of malware infection via
. 0 1000
Lo BYOD.
E g 1 1100 |IT isworking on procedures to ensure anti-malware protection 1100 = level 1
03 2 1110 |N/A
o2 3 1111 IT has in-place procedures for BYOD with respect to anti-
malware installation in BYOD.
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Security
Control

Security
Level

Binary
Value

Description of Actions/Safeguards

EXAMPLE of
IT Posture for
Organization X

2.16 Corporate Data Protection

1000

[The organization has not considered the information security
jattributes with respect to Confidentiality, Integrity and
Availability (CIA)

1100

IAlthough CIA of information has been discussed, the
transmission of data through secure channels has not been
considered.

1110

CIA of information is considered, and secure channels have been
established, but encryption of data at rest and in transit is not
implemented.

1110 =level 2

1111

[The organization 1) considers the CIA of the information, 2)
lensures secure channels, and 3) has implemented encryption of
organization's information in transit and at rest.

2.17 Mobile Device Security Mgmt.

1000

[The organization has not considered a mobile device security
management process for their BYODs

1100

[The organization is in the process of implementing a mobile
device security management process, but it has not taken effect.

1110

[The organization has implemented a mobile device security
mgmt. process but controls as per level 3 are missing.

1110 =level 2

1111

[The organization has a mobile device security management
process in place, and the following is being implemented:

»  Profile management

*  Device detection

*  Monitoring and tracking

*  Remote wipe

e Detect malware

»  Dataencryption

*  Remote device lock

2.18 Separation of
Data

1000

IThe organization does not enforce nor has considered methods to
enforce separation of personal data from corporate data.

1000 =level 0

1100

[The organization is working on solutions to enforce separation of
data, but no implementation has taken place.

1110

N/A

1111

[The organization has a process in place to ensure separation of
personal from corporate data.

2.19 Mobile Device Content Mgmt.

1000

[The organization does not have a process in place to protect the
data itself through access control to various forms of corporate
data (documents, files, database, etc.)

1100

[The organization is in the process of implementing a content
management system to control access to corporate data.

1100 =level 1

1110

IThe organization has implemented a content management system
but controls as per level 3 are missing.

1111

[The organization has a content management system in place, and
it controls access to corporate documents, secure content storage,
synchronize content, encrypts content container, and provides
reporting/analysis.

M Access to corporate documents

M Secure content storage

*  Synchronize content

+ _ Encrypts content container

»  Provides reporting/analysis

2.20 Cloud
Access

1000

[The organization has not considered security issues in terms of
BYODs accessing storage resources outside of the control of the
organization.

1100

[The organization is in the process of implementing security

measures with respect to BYODs accessing storage resources

1100 =level 1
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EXAMPLE of

land proper measures are in place.

?:egrl:trr'g S?_C:Vr;;(y ?/'gﬁj 2’ Description of Actions/Safeguards IT Posture for
Organization X
outside of the control of the organization, however, such measures
have not been implemented.
2 1110 N/A
[The organization has implemented security measures with respect
3 1111 o BYODs accessing storage resources outside of the control of
the organization.
[The organization has not considered the amount of mobile device
S 0 1000 [esources required when implementing monitoring or
a configuration options that may diminish the BYOD's availability.
% The organization is considering the amount of mobile device 1100 = level 1
g 1 1100 [esources required when implementing monitoring or
O configuration options that may diminish the BYOD's availability,
§ but no actions have taken place.
3 2 1110 N/A
§ [The organization has considered the amount of mobile device
< 3 1111 [esources (eqwreq when |mplem§nt_|n_g monitoringor
« configuration options that may diminish the BYOD's availability,

6.3.2 Present Graphical Representation of Security Level for the IT Domain

Figure 6.3.1 shows a graphical representation of the security level for each control of the IT domain

for this example. Using the binary values in Table 6.3.1 above, corresponding to the far-right column,

a graphical representation of the IT security posture can be plotted as shown on the Figure 6.3.1 radar
diagram. The red lines show the ideal BYOD IT level of security, whereas the green lines show the

organization’s security level with respect to IT. In this case, it can be noted that the controls for

‘separation of data’ have not been considered (i.e. level 0), whereas other controls are at level 1 and

2. In this example, note that the controls corresponding to Third-Party are at level 3 indicating that

the organization does not allow third-party organizations access to its corporate data via BYODs.
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Example of Graphical Representation of an Organization's
BYOD IT Security Posture

Security Level Definition e |deal BYOD IT's Level
0 = Not Secured BYOD Program of Security

1 =Low Security

2 = Moderate Security Cloud Access Security Management
3 = High Security

Resource Consumption Risk Mgmt

= Organization's BYOD
fobite-Bevice-Content Mgmt. HelpDesk IT Level of Security

Third Party Virtualization
Figure 6.3.1 Example Graphical Representation of Security Level for each IT Control

6.3.3 Calculate the Security % for the IT Domain

Next, we want to calculate the security % corresponding to IT domain. This information is desirable
not only to gauge the security posture of the given domain with respect to an optimal posture but is
also necessary in order to calculate the global security posture of the organization with respect to its
BYOD environment. This type of information helps the decision makers and stakeholders of an
organization to allocate the adequate resources to improve the security posture with respect to
BYOD. The following calculations explain how to obtain the % security for the IT domain using the
example presented for organization X. Table 6.3.2 summarizes the security posture of the IT domain

for an organization X.
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Table 6.3.2 Example Summary Security Posture for IT Domain of Organization X

Organization X
Security Controls SecugmaPr(;/sture S?_C:Vrgy
Representation
2.1 BYOD Program 1100 1
2.2 Risk Mgmt. 1110 2
2.3 Security Management 1110 2
2.4 HelpDesk 1110 2
2.5 IT Consumerization 1110 2
2.6 Education 1100 1
2.7 Policies 1110 2
2.8 Best Practices 1110 2
2.9 Monitoring & Reporting 1100 1
2.10 Network 1110 2
2.11 Virtualization 1100 1
2.12 Third Party 1111 3
2.13 Access Control 1110 2
2.14 Mobile Applications Mgmt. 1100 1
2.15 Anti-Malware 1100 1
2.16 Corporate Data Protection 1110 2
2.17 Mobile Device Security Mgmt. 1110 2
2.18 Separation of Data 1000 0
2.19 Mobile Device Content Mgmt. 1100 1
2.20 Cloud Access 1100 1
2.21 Resource Consumption 1100 1

Figure 6.3.2 shows the various matrix representations required to calculate the % security for the IT
domain. Let matrix C represent organization X’s security controls which indicate the organization’s
security posture with respect to IT. The 4x21 matrix C is built using the binary representation
depicted in Table 6.3.2. Let matrix R represent the optimal security posture for the IT domain. The
4x21 matrix R is built using the binary representation for optimal set of values as shown in Table
6.3.1 corresponding to binary values for security level 3. Then, the calculation of the distance
between C and R will give us a value that can be used to calculate the % security for a given domain.

The distance d between matrix R and matrix C is calculated using the Euclidian’s algorithm:

d(C,R) = \/Tr((C —R)(C — R)T), where the distance d between matrix C and R is equal to the
square root of the trace of the product (i.e. absolute values) between (C — R) and its transpose

(C — R)T. This result is then used to calculate the security level as discussed in next paragraph.

As shown in Figure 6.3.2, the distance between C and R is d(C,R) = \/Tr((C —R)(C—-R)T) =

v/30 = 5.47. The value of 5.47 will be used to calculate the security level for the IT domain of

organization X. Now, we want to compare this value against a value where no safeguards have been
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implemented (i.e. 100% insecure posture). For this, as shown in Figure 6.3.3, we calculate the

distance between a matrix M (i.e. a matrix that represents a BYOD security posture where no

safeguards have been implemented) and matrix R (i.e. optimal security controls). Note that matrix

M has all rows as ‘1000’ indicating the level of security is 0 with no security controls implemented.

63 =7.937

This result is d(M,R) = \/Tr((M — R)(M — R)T

0.689*100= 68.9% insecure

Thus, if 7.937 represents 100% insecure, 5.47 represents 5.47/7.937

or 31.08% secure. For this example, the value of 5.47 indicates the IT domain is 68.9% insecure. In

other words, its security level for this IT domain is at 31.08%.
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Figure 6.3.2 Example Calculation of Security Posture for IT Domain
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Figure 6.3.3 Calculation: NO Safeguards have been implemented for IT Domain

6.3.4 Provide IT Recommendations Based on Findings

Table 6.3.4 shows a list of specific recommendations based on findings (i.e. weakness/vulnerabilities
found in the security controls for the IT domain). The domain also shows that its overall security is
at 31.08% which, based on the security posture % scale shown in Table 6.3.3, indicates that the IT
domain is at the high end of ‘Low Security’ posture. This means that the organization’s IT controls
with respect to BYOD need to be carefully reviewed and further safeguards be considered and

implemented.
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Table 6.3.3 IT Security Posture Based on %Secure

Security Posture Based on 31.08 % Secure

0% - 10%

No Security

11% - 40%

Low Security

41% - 70%

Moderately Secured

71% - 100%

Highly Secured

Table 6.3.4 Example of IT Recommendations Based on Findings

IT Findings and Recommendations for Organization X

considerations but no actions have taken place

Security |Security Findings Recommendations
Control |Level
S
s
[=2]
e
o 1 IT is involved in a BYOD program under IT is to be involved in a BYOD program, and the
8 construction program needs to be in place
&
—
o
IT is fully involved in the Risk Assessment process.
% Based on the risk assessment authorized and performed
£ by management, IT needs to:
=3 *  Be anintegral part of the initial risk analysis
s 5 IT is fully involved in the Risk Assessment process
= process, but Level 3 controls are missing. *  Analyze the technical aspects of the accepted
% risks levels
g »  Implement safeguards in order to mitigate
o accepted risks
*  Follow-up with subsequent risk assessments.
2 IT is involved in BYOD-related computer & network
= 2 IT is involved in the process of preventing security security by:
3 g 2 problems associated with BYOD, but controls »  preventing security problems
] . associated with the optimal security level 3 are »  detection of intrusion
2 g missing . investigation of intrusion and resolution
»  access to network and resources
é Necessary IT help desk support for BYOD is in place.
a . [The help desk needs to:
o BYOD Helpdesk support is in place, however, P
L 2 o »  Have IT support
o Level 3 controls are missing. - -
T »  Have escalation procedures in place
N »  Have reporting procedures in place
S
g
5 IT is aware and prepared with respect to emerging (IT is aware and prepared with respect to emerging
% 2 technologies, trends and modalities associated with[technologies, trends and modalities associated with
é BYOD, but does not share this information with  [BYOD, and maintains Management aware of this
®) Management. information.
=
Te)
o
© é s 1 IT dept has discussed training & awareness Training and Awareness controls are in place. The IT
No

department must ensure the following:
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IT Findings and Recommendations for Organization X
Security Security Findings Recommendations
Control |Level
* IT's personnel is aware of BYOD-related
security issues
* IT personnel is trained with respect to BYOD
security
* IT is involved in the organization’s BYOD
users training and awareness program
[Training and awareness program should include the
following topics:
»  Protect data on device using encryption
»  Review and understand application permissions
»  Passcode or password protect the device
» Do not jailbreak or root the device
*  Avoid unknown wireless networks
*  Use VPN over Wi-Fi
*  When using configurable Wi-Fi, use 20+
characters passphrases with WPA
*  Perform timely software updates
* Do notinstall illegal or unauthorized software
+ Do not install software from untrustworthy
markets
*  Backup data
» Avoid clicking unknown links
*  Setup remote data wipe if the device is lost or
stolen
»  Avoid storing usernames and passwords on the
device or in the browser
IT is fully involved in BYOD policy definition. IT must:
*  Revise BYOD-related policies to ensure
technical aspects are correct. Before connecting
the mobile device
é »  Confirm the employee has signed
5 2 IT is fully involved/participate in the writing of policies/agreements.
& BYOD policies, but Level 3 controls are missing »  If third-party connectivity is required, confirm
o that third-party has signed policies.
»  If there are policy exemptions, IT needs to be
aware of exemptions.
»  Ensure the MAUP lines up with the Network
Security Policy.
3
g
& 2 IT is aware of some BYOD best practices, but IT is aware and follows BYOD-related activities that
z need to follow them. have been shown successful.
[}
@«
N
5 IT has monitoring and reporting processes in place with
& respect to BYOD. This includes monitoring of the
22 networks that allow BYOD and sharing the reports with
5€ 1 [T monitors BYOD but does not have reporting  [Management.
= q% process in place The following reporting, monitoring and alerts functions
S are implemented:
o »  Secure logs and audit trails of all sensitive
N BYOD activities
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IT Findings and Recommendations for Organization X

Security
Control

Security|
Level

Findings

Recommendations

* IT support staff is able to query the MDM
database for events of a security and
compliance nature

*  Automatic reports & monitoring & Alerts are
generated for the following:

+ Devices jailbroken or rooted

* Devices that have not checked in for a
certain time

* Devices with non-supported OS or
Hardware

* Devices with blacklisted apps

* Devices with excessive data usage that may
predict high charges or indicate possible
malfeasance

» Unauthorized access attempts

 Upon alerts, there are problem escalation
procedures

*  MDM provides suitable real-time dashboards
and regular management reports for IT to
maintain tight control over the MDM
population:

+ MDM provides automatic alerts to system
administrators of noncompliant events by
email or text message

* Rule engine exists for IT to define policies
and non-compliant events

»  Suitable management metrics about BYOD
deployment, security and compliance are
generated

2.10 Network

BYOD:s are allowed with partial network changes.

IAll necessary network changes are implemented. BYODs
are an extension to the organization's network; therefore,
they need to be secured in order to protect it. The
following network connectivity-related controls need to
be considered:

Network changes have taken place; however, level
3 controls are missing

\Wireless:

IT needs to be aware and trained in the different forms of
wireless communication (Wi-Fi, Bluetooth, Cellular and
\VNP), and decide the method to allow or restrict network
connectivity to organization’s information.

VPN:

IT setup of Virtual Private Networks to protect the data
by creating an encrypted tunnel for data in transmission
over unprotected networks.

Cellular:

Network connectivity should be allowed only for BYODs
with LTE (or above) capabilities

\Wi-Fi:

IT needs to ensure that the latest IEEE 802.11i standards
are implemented when providing Wi-Fi connectivity in
their organizations

Bluetooth:

This is a technology that uses short-range
communications, and their current standards are subject
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IT Findings and Recommendations for Organization X

Security
Control

Security|
Level

Findings

Recommendations

to attacks This type of connectivity should not be allowed
when accessing the organization’s network

Network Monitoring Tools:

IT needs to ensure that network protection includes the
always-on network monitoring tools such as Intrusion
Detection & Prevention, Next-Generation Firewalls,
separation of VLANSs

Bandwidth/Network Up-time/Storage:

Upgrade network to handle three times more than current
capacity as well as ensure that the network uptime
considers access from users working at all times of the
day

Ensure adequate wireless bandwidth is available in order
to provide adequate response time to employees’ tasks

VLANS:

Mobile access must be isolated via the implementation of
separate VLANS outside the corporate network

Firewalls, IDS and IPS systems present

IThe Servers that control mobile devices need to be behind
the organization's firewalls and IDS/IPS systems

VLANS:

Mobile access must be isolated via the implementation of
separate VLANSs outside the corporate network

Firewalls, IDS and IPS systems present

IThe Servers that control mobile devices need to be behind
the organization's firewalls and IDS/IPS systems

2.11
Virtualization

IT is considering virtualization options

IT has implemented virtualization (i.e. in the form of
sandbox or other methods) in order to achieve space
isolation

2.12 Third

Party

Organization does not allow Third-Party's BYOD

Organization does not allow Third-Party's BYOD

2.13 Access Control

IT has in place access control procedures, but
controls as per Level 3 are missing

IT has access control procedure with respect to BYOD in
order to:

»  Control access to organization's information

* ensure BYOD user authorization

»  prevent unauthorized user access

»  prevent unauthorized access to networked
services

»  prevent unauthorized user access to operating
systems

»  prevent unauthorized access to information held
in application systems

»  ensure information security when using
teleworking facilities

2.14 Mobile
Application

Mgmt.

IT is in the process of developing procedures with
respect to software control in the BYODs.

IT has in place procedures for BYOD with respect to the
following:

*  Anti-malware

»  Blacklisting /Whitelisting

»  distribution of applications
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IT Findings and Recommendations for Organization X

Security

Security|

Control [Level Findings Recommendations

» _ reporting of applications

*  update and backup
s
é g 1 IT is working on procedures to ensure anti- IT has in-place procedures for BYOD with respect to
0 TEvs malware protection. anti-malware installation in BYOD.
[V}
o C
+= O
g § IThe organization 1) considers the CIA of the information,
o I 5 2) ensures secure channels, and 3) has implemented
S CIA of information is considered, and secure encryption of organization's information in transit and at
S8 channels have been established, but encryption of  [est.
~NQ data at rest and in transit is not implemented.
2 IThe organization has a mobile device security
§ management process in place, and the following is being
3 implemented:
8 . I . ) . +  Profile management
Sg The organization has implemented a mobile device . Device detection
g g 2 Z?glr]:its{; inr:gmt. process, but controls as per level 3 : Monitoring and tracking
= . Remote wipe
§ . Detect malware
™~ . Data encryption
o . Remote device lock
S
=
cs IThe organization does not enforce nor has N .
28 0  (considered methods to enforce separation of The organization has a process in place to ensure
i s bersonal data from corporate data. separation of personal from corporate data.
—
N

IThe organization has a content management system in

8 . place and it controls access to corporate documents,
3 E secure content storage, synchronize content, encrypts
% S The organization is in the process of implementing content container, and provides reporting/analysis.
ol 1  |a content management system to control access to *  Access to corporate documents
§ g corporate data. *  Secure content storage
= 8 »  Synchronize content
N »  Encrypts content container

*  Provides reporting/analysis
) IThe organization is in the process of implementing
§ A security measures with respect to BYODs The organization has implemented security measures with
O § 1  fccessing storage resources outside of the control |respect to BYODs accessing storage resources outside of
&< of the organization, however, such measures have [the control of the organization.
N not been implemented.

2 IThe organization is considering the amount of IThe organization has considered the amount of mobile
o £ g mobile device resources required when device resources required when implementing monitoring
3 § = 1  |implementing monitoring or configuration options |or configuration options that may diminish the BYOD's

&5 that may diminish the BYOD's availability, but no javailability, and proper measures are in place.

O lactions have taken place.
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6.4 Assessing the Security Posture of the User Domain — BYOD-Insure-User Module

This section demonstrates the assessment of the security posture for the User domain. It shows how
to 1) determine the security level of each control, 2) present a graphical representation of security
level, 3) calculate the security % for the domain, and 4) provide recommendations based on findings.

The aforementioned objectives are demonstrated as follows:
6.4.1 Determining the Security Level of User Controls

For the purpose of demonstration, assume the User security posture for a BYOD environment is
represented in Table 6.4.1. The example shows the User module with 6 security controls. The far-
right column represents the example security posture for organization X (e.g. assume that, based on
a structured interview answers, it was determined that the User security posture for organization X
is as shown in Table 6.4.1). In this example, the security control for Compliance is at level 3
indicating high security which means that, for this control, the organization is at the optimal level
with respect to compliance from the user’s perspective (refer to Chapter 4 section 4.2.2 for security
levels classification). In this case, the actions/safeguards for the ‘Compliance’ control are described
in the column corresponding to ‘Description of Actions/Safeguards’ corresponding to Security Level
3. The column corresponding to ‘EXAMPLE User Posture for Organization X’ shows the binary
representation corresponding to the organization’s security level for the specific control. Likewise,

the rest of the controls for the User domain security posture have been identified.

Table 6.4.1 Example Security Posture for a User Domain

EXAMPLE
Sceg:tr;g S?_C:vrélty Binary Value Description of Actions/Safeguards User fl?)$stu re
Organization X
§ 0 1000 Users are not required to sign a BYOD policy/document
k] adhering to BYOD compliance
= 1 1100 N/A
g 2 1110 NA
8 3 1111 Users sign a BYOD policy where they adhere to the 1111 =level 3
™ organization’s directives with respect to BYOD
c 0 1000 [The organization does not have any training or awareness
2 rogram for BYOD users
o § 1 1100 [The user receives initial BYOD awareness instruction but 1100 = level 1
B subsequent education is optional
2 1110 N/A
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Security

Security

EXAMPLE
User Posture

following may be present:

»  Personal data may be visible to the corporation

Control Level Binary Value Description of Actions/Safeguards for
Organization X
[The user is required to attend initial and subsequent BYOD
3 1111 awareness orientation/education where mutual
responsibilities are discussed
0 1000 [The user is not required to sign a MAUP (Mobile Acceptance
User Policy)
1 1100 A MAUP exists but user is not required to sign prior to
BYOD usage.
3 5 1110 MAUP are in-place and require signature but some Level 3 1110 = level 2
% controls are missing.
a MAUP is in-place and the following is required:
S’,— »  User signs MAUP prior to connection
*  User signs MAUP on annual basis
3 1111 -
*  User adheres to penalties
*  User adheres to disciplinary actions
»  User adheres to exit procedures
0 1000 Users_acc_ess storage resources outside of the control of the {1000 = level 0
= organization.
o § 1 1100 N/A
S8 2 1110 N/A
™ Users follow organizational procedures when accessing
3 1111 ] o
resources outside the control of the organization
0 1000 BYOD users are not aware of possible device resource
consumption.
S Users are made aware of the possible device resource 1100 = level 1
= 1 1100 consumption depending on the mobile device solution
g adopted by the organization, but this is not stated in the
@ MAUP.
8 2 1110 N/A
8 Users are made aware of the possible device resource
§ consumption depending on the mobile device solution
2 pdopted by the organization, and this is clearly state in the
g 3 1111 MAUP. The following needs to be clearly stated:
™ «  Battery consumption on the user's device may be
affected
*  Memory and storage utilization may be affected
- 0 1000 BYOD users are not instructed/aware of privacy-rela}ted_
2 osition with respect to the user's data and the organization
3 Users are made aware of the organization's privacy-related
e 1 1100 position, but this is not stated in the MAUP nor enforced by
% the mobile device solution adopted by the organization
J IThe MAUP states the organization's position with respectto [1110 = level 2
o . S
& 2 1110 rivacy, but some Level 3 controls are missing.
> IThe organization's position with respect to the privacy of the
g data in the device is clearly stated in the MAUP and
= explained to the in the awareness program. Depending on the
= 3 1111 mobile device solution adopted by the organization, the
3
o
™

»  Personal and corporate data may comingle
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6.4.2 Present Graphical Representation of Security Level for the User Domain

Figure 6.4.1 shows a graphical representation of the security level for each control of the User domain

for this example. Using the binary values in Table 6.4.1, a graphical representation of the User

security posture can be plotted as shown in the Figure 6.4.1 radar diagram. The red lines show the

ideal BYOD User level of security, whereas the green lines show the organization’s security level

with respect to the User domain. In this case, it can be noted that the controls for ‘cloud access’ have

not been considered (i.e. level 0), whereas other controls are at levels 2, and 3. In this example, note

that the controls corresponding to user compliance are at level 3 indicating that users are required to

sign a BYOD policy where they adhere to the organization’s directives with respect to BYOD. In the

same manner, the organization should address the other controls in order to strengthen its security

posture with respect to the User’s domain.

Example of Graphical Representation of an Organization's BYOD

USER Security Posture

Security Level Definition
0 = Not Secured

1 = Low Security

2 = Moderate Security

3 = High Security

Compliance

3 .

User Data Privacy & Data
Protection

Resource Consumption

Cloud Access

s |deal BYOD User's
Level of Security

= Organization's BYOD
User's Level of

Security
Education

Policies

Figure 6.4.1 Example Graphical Representation of Security Level for each User Control
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6.4.3 Calculate the Security % for the User domain

Next, we want to calculate the security % corresponding to User domain. This information is
desirable not only to gauge the security posture of the given domain with respect to an optimal
posture, but is also necessary in order to calculate the global security posture of the organization with
respect to its BYOD environment. This type of information helps the decision makers and
stakeholders of an organization to allocate the adequate resources to improve security with respect
to BYOD. The following calculations explain how to obtain the % security for the User domain using
the example presented for organization X. Table 6.4.2 summarizes the security posture of the User

domain for an organization X.

Table 6.4.2 Example Summary Security Posture for User Domain of Organization X

. . Organization X Security Security
Domainy  Security Controls Posture Binary Representation |Level
3.1 Compliance 1111 3
3.2 Education 1100 1
3.3 Policies 1110 2
§ 3.4 Cloud Access 1000 0
U B.5Resource
Consumption 1100 1
3.6 User Data Privacy &
Data Protection 1110 2

Figure 6.4.2 shows the various matrix representations required to calculate the % security for the
User domain. Let matrix C represent organization X’s security controls which indicate the
organization’s security posture with respect to IT. The 4x6 matrix C is built using the binary
representation depicted in Table 6.4.2. Let matrix R represent the optimal security posture for the
User domain. The 4x6 matrix R is built using the binary representation for optimal set of values as
shown in Table 6.4.1 corresponding to binary values for security level 3. Then, the calculation of the
distance between C and R will give us a value that can be used to calculate the % security for a given

domain. The distance d between matrix R and matrix C is calculated using the Euclidian’s algorithm:

d(C,R) = \/Tr((C —R)(C — R)T), where the distance d between matrix C and R is equal to the
square root of the trace of the product (i.e. absolute values) between (C — R) and its transpose

(C — R)T. This result is then used to calculate the security level as discussed in next paragraph.
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As shown in Figure 6.4.2, the distance between C and R is d(C,R) = \/Tr((C — R)(C — R)T) =

v/9 = 3.0. The value of 3.0 will be used to calculate the security level for the User domain of

organization X. Now, we want to compare this value against a value where no safeguards have been

implemented (i.e. 100% insecure posture). For this, as shown in Figure 6.4.3, we calculate the

distance between a matrix M (i.e. a matrix that represents a BYOD security posture where no

safeguards have been implemented) and matrix R (i.e. optimal security controls). Note that matrix

M has all rows as ‘1000’ indicating the level of security is 0 with no security controls implemented.

This result is d(M,R) = \/Tr((M — R)(M — R)T = V24 = 4.898

Thus, if 4.898 represents 100% insecure, 3.0 represents 3.0/4.898= 0.6134*100= 61.34% insecure
or 38.65% secure. For this example, the value of 3.0 indicates the User domain is 61.34% insecure.

In other words, its security level for this User domain is at 38.65%.

Euclidean’s algorithm to calculate distance between two

0123 o123 0o [1]273 matrices
1 1)1 [1 1 1 1 (1111 1 0ofojo]oO
2 Ji1j1jojo {2z Jafafafa]| |2 JOJO[1]1 - N _BIT
: [lifofol prfilata (o [ Jeo il | d(a,8) = vITr((A-B)(A-B))]
4 1|0 |0 |0 4 1010111 4 0 (1)1 (1
5 |1 |1fofo|fs 22|22 ]|]|5 JO]O|1]|1 to calculate a domain’s % security
6 1 (1 [1 (0 6 1 (10111 6 0|00 ]1
Matrix C Matrix R Matrix (C - R)
1[2]3]4a]s5]s
1o T3 o 1o to USER DOMAIN
2l oo o 1 Jo o
3P0 1 10 11 11 f0 d(C,R) = V[Tr((C-R)(C-R)T)] = v9 = 3.0
a1 1 1 |1 |1 |1
Matrix (C - R)"
If 4.898 represents 100% insecure, then
1J2]3]a]5]s 1 [2[3]a]s s
R e L o000 00 3.0 represents (100*3.0)/4.898 = 61.34% insecure
3 o121 ]1]1]1 3 o1 |t]11]1 ~
4 (02 ]1]38]2]1 4 Joj21]3]2]|1 068.65%secur9
5 0|2 1 2|2 1 5 0 2 1 2 |2 1 - P
6 |01 |1]1]1]1 6§ |0 |1 |1 112 —
(C-R)(C-R)" Diagonal -> 0+2+1+3+2+1=9

Figure 6.4.2 Example Calculation of Security Posture for User Domain
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0123 0|1 /2|3 1|2 |3 |4
1 110 0|0 1 1|1 1|1 1 01 1 1
2 1000 2 11|11 2 01|11
3 1 0 i] 0 3 1 1 1 1 3 0 1 1 1
4 1|00 |0 4 10111 4 01|11
5 1|0 o]0 5 1|1 |11 5 0|1 |11
6 1]0f0]o0 6 101101 [ 01 [1]1
Matrix M (4X6) Matrix R (4X6) Matrix (M - R)
1|2|3]a|5]6
1lo0|0o |o |o |0 |oO
2 1|1 |2 |1 |1 |2
30101 |1 |1 |1 |1
4| 1|1 |2 |12 |1 ]2
(M-R)'
11213 14156 1|2 [3]4]|5 |6
1 (3|3 [3]|3][3]3 1 a3 130z 1z23
2 (3|3 (3|3 [3]3 > 1331333 3
3 (3|3 |33 ][3]3 3 313321323
4 |33 |3]|3]|3]3 a 13330333
s (333333 5 313 313 23
6 (3|3 [3]|3]|3]3 6 131313133 3
(W-R) (ma-R) T ! " Diagonal > 3+3+3+3+3+3=24

USER DOMAIN - No Security Representation
d(M,R) = V[Tr((M-R)(M-R)")] = v24 = 4.898

4.898 represents a management domain that is 100%
insecure

Figure 6.4.3 Calculation: NO Safeguards have been implemented for User Domain

6.4.4 Provide User Recommendations Based on Findings

Table 6.4.4 shows a list of specific recommendations based on findings (i.e. weakness/vulnerabilities

found in the security controls for the User domain). The domain also shows that its overall security

is at 38.65% which, based on the security posture % scale shown in Table 6.4.3, indicates that the

User domain is at the high end of ‘Low Security’ posture. This means that the organization’s User

controls with respect to BYOD need to be carefully reviewed and further safeguards be considered

and implemented.

Table 6.4.3 USER Security Posture Based on %Secure

USER Security Posture Based on 38.65%

Secure

0% - 10%

No Security

11% - 40%

Low Security

41% - 70%

Moderately Secured

71% - 100%

Highly Secured
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Table 6.4.4 Example of User Recommendations Based on Findings.

Scegrl:,[rr'g/ SGI"_C:VZIW Findings Recommendations
5]
C
-2 3 Users sign a BYOD policy where they adhere tothe  |Users sign a BYOD policy where they adhere to the
N g' organization's directives with respect to BYOD. organization's directives with respect to BYOD.
8
c
= [The user is required to attend initial and subsequent
S’,— 3 1 BYOD awareness orientation/education where
a3 The user receives initial BYOD awareness instruction  mutual responsibilities are discussed
w but subsequent education is optional
MAUP is in-place and the following is required:
3 . User signs MAUP prior to connection
= ,  [MAUP are in-place and require signature but some *__ User signs MAUP on annual basis
o Level 3 controls are missing. *  User adheres to penalties
$ . User adheres to disciplinary actions
. User adheres to exit procedures
E a
8 § 0 Users follow organizational procedures when
< < Users access storage resources outside of the control of [accessing resources outside the control of the
@ the organization. organization
Users are made aware of the possible device
resource consumption depending on the mobile
) . . device solution adopted by the organization, and
é % ! adopted by the organization, but this is not stated in the needs. o bg::f:rrly (s)fiei.q G th s devi
o CC) MAUP. Y Ci umption on the user's device
™ O may be affected
. Memory and storage utilization may be
affected
o IThe organization's position with respect to the
g privacy of the data in the device is clearly stated in
< the MAUP and explained to the in the awareness
=5 o . . program. Depending on the mobile device solution
88 'The MAUP states the organization's position with adopted by the organization, the following may be
23 2 respect to privacy, but some Level 3 controls are resent:
a2 missing. e
= a . Personal data may be visible to the
3 corporation
© . Personal and corporate data may
« comingle

6.5 Assessing the Security Posture of the Mobile Device Domain BYOD-Insure Mobile Device
Module

This section demonstrates the assessment of the security posture for the User domain. It shows how
to 1) determine the security level of each control, 2) present a graphical representation of security
level, 3) calculate the security % for the domain, and 4) provide recommendations based on findings.

The aforementioned objectives are demonstrated as follows:
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6.5.1 Determining the Security Level of Mobile Device Controls

For the purpose of demonstration, assume the Mobile Device security posture for a BYOD
environment is represented in Table 6.5.1. The example shows the Mobile Device module with 9
security controls. The far-right column shows the example security posture for organization X (e.g.
assume that, based on a structured interview answers, it was determined that the Mobile Device
security posture for organization X is as shown in Table 6.5.1). In this example, the security control
for Access Control is at level 2 indicating moderate security which means that, for this control, the
organization still needs to strengthen its security posture with respect to this control (refer to Chapter
4 section 4.2.2 for security levels classification). In this case, the actions/safeguards for the ‘Access
Control’ control are described in the column corresponding to ‘Description of Actions/Safeguards’
corresponding to Security Level 3. The column corresponding to ‘EXAMPLE User Posture for
Organization X’ shows the binary representation corresponding to the organization’s security level
for the specific control. Likewise, the rest of the controls for the Mobile Device domain security

posture have been identified.

Table 6.5.1 Example Security Posture for a Mobile Device Domain

EXAMPLE Mobile
Binary Value Description of Actions/Safeguards Device Posture for
Organization X

Security | Security
Control Level

0 1000 Mobile Device access control has not been considered
1 1100 Mobile Devi_ce access control is considered but there is no
implementation
Mobile Device access control is considered and implemented; 1110=level 2
however, some level 3 controls are missing
[The following access control security controls are implemented:
*  Permission-based access controls for access to the
organization’s networks and data based on need-to-know
»  Role-based policy for user access
»  Separate accounts for administrators (one for
administrator work, and one for other purposes)
»  Administrator privileges granted to
administrators only
3 1111 *  Limits put on each user that have access to the
application
*  Users privileges based on need-to-know
*  Permissions periodically reviewed to include
super users
»  Process for checking inactive and terminated users
*  Revocation period process
»  Strong password policy. Suggested criteria:
*  Minimum of 9 characters

2 1110

4.1 Access Control
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Security
Control

Security
Level

Binary Value

Description of Actions/Safeguards

EXAMPLE Mobile
Device Posture for
Organization X

* Include one upper case alphabetic character

* Include one lower case alphabetic character

* Include one special character

. Include one numeric character

»  Expires after 60 days

»  Different than the previous 10 passwords

»  Changeable by the administrator at any time

*  Changeable by user only once in a 24-hour
period

*  No shared accounts are permitted

4.2 Mobile Application Mgmt.

1000

Application security is not implemented in the BYOD

1100

Application security is considered but there is no implementation

1100 = level 1

1110

IApplication security is considered and implemented; however some
level 3 controls are missing

1111

[The following application security controls are implemented:

» Inventory of organization’s and third-party apps and
revision levels

«  Distribution whitelist and blacklists

e Over-the-air (OTA) distribution of software (apps,
patches, updates) and policy changes

»  Activate or deactivate specific apps

*  Private ‘app store’ for security distribution of
organization’s apps

*  Access to the enterprise’s app store is restricted to BYOD
devices owned by employees.

»  All apps in the store are digitally signed by the enterprise.

*  The supported BYOD platforms all check the validity of
the apps’ digital signatures before the apps are permitted
to execute on the device

»  Reporting of applications procedures exist

»  Backup process in place

4.3 Anti-
Malware

1000

[The mobile device does not have anti-malware protection software
installed.

1000 =level 0

1100

N/A

1110

N/A

1111

IAnti-malware is installed and active in mobile device

4.4 Corporate Data Protection

1000

Corporate data protection has not been considered

P | O|WIN(Fk| O

1100

Corporate data protection is considered but there is no
implementation

1100 =level 1

1110

Corporate data protection is considered and implemented; however
some level 3 controls are missing

1111

[The following corporate data controls are implemented:

»  Data encryption on device and during transmission

»  Remotely lock and wipe data and installed apps

»  Selective wipe and privacy policies for organization apps
and data, i.e., sandboxing

»  Distribution and management of digital certificates (to
encrypt and digitally sign emails and sensitive
documents)

4.5 Device
Security
Mgmt

1000

Device security has not been considered. There is no mobile device
mgmt. (e.g. MDM) process in place.

1100

Device security (e.g., MDM) is being considered but there is not

implementation

1100 =level 1
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EXAMPLE Mobile

%ecurlty Security Binary Value Description of Actions/Safeguards Device Posture for
ontrol Level o
Organization X
5 1110 Device securit_y i_s being implemented; however, some level 3
controls are missing
[There is mobile device mgmt. (MDM) process in place
[The following device security issues are implemented:
»  Secure portal for BYOD users to enroll & provision
devices
* Inventory devices, operating systems, patch levels
«  Postpone automatic updates from Internet service
providers (ISPs), e.g., in cases where an automatic OS
update may cause critical apps to fail
»  Capability to locate and map lost phones for recovery
»  Backup and restore BYOD device data
*  Send text messages to one or a group of selected devices
with troubleshooting instructions
»  Perform remote device diagnostics for a wide range of
BYOD devices
*  Remotely view a device’s screen and take screen shots to
3 1111 assist with troubleshooting
*  Take remote control of a device for troubleshooting
*  Upon connection to organization’s network, the following
is automatically checked:
»  Patch level for OS and apps
*  Required security software is active and current for:
*  Antivirus
*  Firewall
*  Full-disk encryption
»  Device is not jailbroken (Apple) or rooted (Android)
»  Presence of unapproved devices
»  Presence of blacklisted apps
If any of the above checks fail, the MDM can automatically update
the device or disallow access
IMDM servers are behind organization’s firewalls and intrusion
detection systems/intrusion prevention systems (IDS/IPS)
0 1000 IThe mobile device does not have separation of personal data from 1000 = level 0
i corporate data
8 1 1100 Separation of corporate and personal data has been considered but
% there is no implementation
s 2 1110 ISpace isolation is c_on5|dered and implemented; however some level
= 3 controls are missing
S ISpace isolation is considered and one of the following is being
&%) implemented:
© 3 1111 »  Separation of corporate and personal data on device
= »  True space isolation: corporate data does not reside in
device
= IThe mobile device does not have a process in place to protect the
g 0 1000 data itself through access control to various forms of corporate data
8 (documents, files, database, etc.)
8 1 1100 NA
= E 2 1110 [The mobile device has_ a content management process but controls 1110 = level 2
Qs jas per level 3 are missing.
% The mobilg device has a process to manage content and it controls
§ 3 1111 the following:
= »  Access to corporate documents
< +  Secure content storage
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Security| Security EXAMPLE Mobile
Binary Value Description of Actions/Safeguards Device Posture for
Control Level R
Organization X
*  Synchronize content
»  Encrypts content container
»  Provides reporting/analysis
[The mobile device is allowed to access resources outside of the 1000 = level 0
0 1000 oo
=2 control of the organization
o § 1 1100 N/A
28 2 1110 |N/A
~ [The mobile device has security measures with respect to access of
3 1111 . g
storage resources outside of the control of the organization.
L5 [The mobile device is impacted by the amount of resources needed
e .2 0 1000 - : A
3 =4 for configuration, agent and monitoring purposes.
g E 1 1100  N/A
5 2 2 1110 NA
< O 3 1111 [The amount of mobile device resource required is negligible 1111 = level 3

6.5.2 Present Graphical Representation of Security Level for the Mobile Device Domain

Figure 6.5.1 shows a graphical representation of the security level for each control of the Mobile

Device domain for this example. Using the binary values in Table 6.5.1 corresponding to the far-

right column, a graphical representation of the Mobile Device security posture can be plotted as

shown on the Figure 6.5.1 radar diagram. The red lines show the ideal BYOD Mobile Device level

of security, whereas the green lines show the organization’s security level with respect to the Mobile

Device domain. In this case, it can be noted that the controls for ‘anti-malware’ have not been

considered (i.e. level 0), meaning that the BYODs are not required to have anti-malware protection.

Also, in this example, note that the controls corresponding to mobile device resource consumption

are at level 3 indicating that the mobile device resources are not impacted by the current

organization’s BYOD security posture. In the same manner, the organization should address the other

controls in order to strengthen its security posture with respect to the Mobile Device’s domain.
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Example of Graphical Representation of an Organization's
BYOD
MOBILE DEVICE Security Posture

| deal BYOD Level of
Security

Security Level Definition
0 = Not Secured

1= Low Security

2 = Moderate Security

3 = High Security

Access Control

e Organization's BYOD
Level of Security

Mobile Application Mgmt

Resource Consumption

Cloud Access Anti-Malware

Mobile Device Content Mgmt Corporate Data Protection

Separation of Data Mobile Device Security/Mgmt

Figure 6.5.1 Example Graphical Representation of Security Level for each Mobile Device Control

6.5.3 Calculate the Security % for the Mobile Device Domain

Next, we want to calculate the security % corresponding to Mobile Device domain. This information
is desirable not only to gauge the security posture of the given domain with respect to an optimal
posture, but is also necessary in order to calculate the global security posture of the organization with
respect to its BYOD environment. This type of information helps the decision makers and
stakeholders of an organization to allocate the adequate resources to improve security with respect
to BYOD. The following calculations explain how to obtain the % security for the Mobile Device
domain using the example presented for organization X. Table 6.5.2 summarizes the security posture

of the User domain for an organization X.

Table 6.5.2 Example Summary Security Posture for Mobile Device Domain of Organization X

Organization X
. . Security Posture [Security
Domain Security Controls Binary L evel
Representation
< O @ r4.1 Access Control 1110 2
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Organization X
Domain Security Controls Security Posture Security
Binary Level
Representation
4.2 Mobile Application Mgmt. 1100 1
4.3 Anti-Malware 1000 0
4.4 Corporate Data Protection 1100 1
4.5 Mobile Device
Security/Mgmt. 1100 1
4.6 Separation of Data 1000 0
4.7 Mobile Device Content
Mgmt. 1110 2
4.8 Cloud Access 1000 0
4.9 Resource Consumption 1111 3

Figure 6.5.2 shows the various matrix representations required to calculate the % security for the
Mobile Device domain. Let matrix C represent organization X’s security controls which indicate the
organization’s security posture with respect to Mobile Device. The 4x9 matrix C is built using the
binary representation depicted in Table 6.5.2. Let matrix R represent the optimal security posture for
the Mobile Device domain. The 4x9 matrix R is built using the binary representation for optimal set
of values as shown in Table 6.5.2 corresponding to binary values for security level 3. Then, the
calculation of the distance between C and R will give us a value that can be used to calculate the %

security for a given domain. The distance d between matrix R and matrix C is calculated using the

Euclidian’s algorithm: d(C,R) = \/Tr((C —R)(C — R)T), where the distance d between matrix C
and R is equal to the square root of the trace of the product (i.e. absolute values) between (C — R)
and its transpose (C — R)T. This result is then used to calculate the security level as discussed in next

paragraph.

As shown in Figure 6.5.2, the distance between C and R is d(C,R) = JTr((C —R)(C—R)") =
\17 = 4.123. The value of 4.123 will be used to calculate the security level for the Mobile Device

domain of organization X. Now, we want to compare this value against a value where no safeguards
have been implemented (i.e. 100% insecure posture). For this, as shown in Figure 6.5.3, we calculate
the distance between a matrix M (i.e. a matrix that represents a BYOD security posture where no
safeguards have been implemented) and matrix R (i.e. optimal security controls). Note that matrix

M has all rows as ‘1000’ indicating the level of security is 0 with no security controls implemented.

This result is d(M, R) = \/Tr((M — R)(M — R)T = 27 = 5.196
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Thus, if 5.196 represents 100% insecure, 4.123 represents 4.123/5.196= 0.7934*100= 79.34%
insecure or 20.65% secure. For this example, the value of 4.123indicates the Mobile Device domain
IS 79.34 % insecure. In other words, its security level for this Mobile Device domain is at 20.65%.

0|1 2 |3 0|1 2 |3 0l1]2 |3
1 |11 )10 1 |1 |1 |11 1 |olo o1 Euclidean’s algorithm to calculate distance between two
: 2 a o 2 [ O BE 2 |0 o (1)1 matrices
1]0]j0 |0 3 1 (1 |1 (1 3 o111
4 1 1|00 4 1 1 1 |1 a olo |1 |2 -
5 [1]1]0]0 5 [1[1 11 5 |olo 12 d(A,B) = V[Tr((A-B)(A-B)")]
6 1|0 |0]|0O 6 1 (1 (112 6 0 1|11
7 |1 ]1]1]0 . .
7 JLj1 1141 )7 [oofo |1 to calculate a domain’s % security
8 1]0]0]|O0 8 1 |1 |1 |1 8 011011
9 |11 1 (1 9 |11 112 9 |ojolo]o
e Matrix R Matrix (C - R)
1234567859 MOBILE DEVICE DOMAIN
1 0/o |o [o [o o o [o |o
2 oo |1 Jo Jo |1 o |1 o
d(C,R) = V[Tr((C-R)(C-R)T)] = V17 = 4.123
3 o1 |12 |1 [1 1 o [1 |0 —===
4 101 [1 1 1 [1 1 |1 o
Matrix (C—R)" If 5.196 represents 100% insecure, then
123 ]als 6|78 |0 123 |a[s5]6]7][8]e
1 |2 fa[a[saz[2]1]o0 1 [ fafafafa]a]1]1]o * _ o
R EREREEERERERERERE REECSEEERERERERERE .4.123 represents (100*4.123)/5.196 = 79.3%
3 [1]2]3]2]2[3]1]3]0 3 [1]2[3]2]2]3]1]3]0 Insecure
a [afz2]2]2]2 210270 a (12222201020 / \
5 |12 |2 |2 2212 ]0 5 |12 22 |2]2[1]2]0 20.6% )
6 |1 ]2 |3 |22|3|1]3]0 6 [1]2]s]2]2]3]1]3]o0 d\ .0/ secure,
7 1 1 1|1 1 1 1|1 |0 7 1)1 /1)1 (1 (1 (|(x]J1 (|0 —
8 |12 [3 22031z 0 s |12 3 |2]2][3]1]3]o
9 0O[0jOo|O0O O[O |O|O|O 9 0O|o|O0O|[o|O|O]|O|O]|DO
(c -R)(c-R)" Diagonal -> 142+3+2+2+3+14340 = 17

Figure 6.5.2 Example Calculation of Security Posture for Mobile Device Domain
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0 1 2 |3 (1] 1 2 |3 1|2 3 |4
1 [1]ofo]o 1 (1212 1 Jo 111
2 [STNIIORORGON (2 | B 2 (0111 MOBILE DEVICE DOMAIN - No Security Representation
3 |1 ]ofofo|[3 [al1]a]1a 3 |o 1|12
4 |1 |ofofo|fa Jaa]a]1 a [of1[1]1
s |1]olofo|([s [1[1]1][1 5 o1z 1 d(M,R) = V[Tr((M-R)(M-R)T)] = ¥27 = 5.196
6 1|0 (0|0 6 1 1 111 6 0 1 1 1
7 |1]0]0]0 |7 |1]1]2]|1 7 |01 f1]1 5.196 represents a management domain that is 100%
8 |1 |ofofo|[s JaJa]a1]1 8 |o |1 |11 .
insecure
9 1|0 (0|0 9 1 1 11 9 0 1 1 |1
Matrix M (4X9) Matrix R (4X9) (M - R) 9 x 4 matrix
1|2|3[a|s5[e|7][8]09
1 o |o [o |o [o [o o Jo Jo
2 1)1 2 [2 |2 |2 |2 2 J2
3 102 2 2 T2 T2 ]2 J1 1
4 11 12 2 212 ]2 ]2 ]2
(M-R)T
123 ]a[s5]6]7 8|9 1]2[3[a]s[e[7[8]e
1 |3 [z|3[3 |33 [3[3]3 1 |3 03[3[3[3[3[3][3]3
2 3 (3 (33|33 (3|33 2 3 (3 (3|3 |3 (3|33 ]3
3 3 (333133 ]|3]3 3 3 3 |3 [3 3|3 |3 |3([3 3
4 3 3 3 3 3 3 3|3 3 4 3 3 3 3 8] 3 3 3 3
5 3 (3 (3333|333 5 3133|333 |3[3]3
6 3 (3 (3|33 ]3 |3 ]|3 |3 6 3 (313 (3|3 (|3 (3|33
7 3 3|33 (33333 7 3 (3|3 ([3|3([3]3]|3]|3
8 3 13 /3/3([3]3 3313 8 3 (3 ([3[3[3[3]3][3]s
9 3 3 3 3 3 3 3|3 3 9 3 3 3 3 3 3 3 3 3
(M-R)(M-R)" Diagonal -> 34+3+343+343+34343=27

Figure 6.5.3 Calculation: NO Safeguards have been Implemented for Mobile Device Domain

6.5.4 Provide Mobile Device recommendations based on findings

Table 6.5.4 shows a list of specific recommendations based on findings (i.e. weakness/vulnerabilities

found in the security controls for the Mobile Device domain). The domain also shows that its overall

security is at 20.6% which, based on the security posture % scale shown in Table 6.5.3, indicates that

the Mobile Device domain is at the middle range of ‘Low Security’ posture. This means that the

organization’s Mobile Device controls with respect to BYOD need to be carefully reviewed and

further safeguards be considered and implemented.

Table 6.5.3 MOBILE DEVICE Security Posture Based on %Secure

MOBILE DEVICE Security Posture Based on
20.6% Secure

0% - 10%

No Security

11% - 40%

Low Security

41% - 70%

Moderately Secured

71% - 100%

Highly Secured

Table 6.5.4 Example of Mobile Device Recommendations Based on Findings
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Security |Security

Control Level Findings Recommendations

[The following access control security controls are implemented:

»  Permission-based access controls for access to the
organization’s networks and data based on need-to-know

*  Role-based policy for user access

= Separate accounts for administrators (one for
administrator work, and one for other
purposes)

=  Administrator privileges granted to
administrators only

= Limits put on each user that have access to the
application

= Users privileges based on need-to-know

Mobile Device access control is = Permissions periodically reviewed to include

considered and implemented; super users

however, some level 3 controls *  Process for checking inactive and terminated users

are missing *  Revocation period process

»  Strong password policy. Suggested criteria:

= Minimum of 9 characters

= Include one upper case alphabetic character

= Include one lower case alphabetic character

= Include one special character

= Include one numeric character

= Expires after 60 days

=  Different than the previous 10 passwords

=  Changeable by the administrator at any time

= Changeable by user only once in a 24-hour
period

*  No shared accounts are permitted

[The following application security controls are implemented:

» Inventory of organization’s and third-party apps and
revision levels

»  Distribution whitelist and blacklists

*  Over-the-air (OTA) distribution of software (apps,
patches, updates) and policy changes

«  Activate or deactivate specific apps

e Private ‘app store’ for security distribution of

IApplication security is considered organization’s apps

but there is no implementation *  Access to the enterprise’s app store is restricted to
BYOD devices owned by employees.

*  All apps in the store are digitally signed by the
enterprise.

*  The supported BYOD platforms all check the validity of
the apps’ digital signatures before the apps are permitted
to execute on the device

*  Reporting of applications procedures exist

»  Backup process in place

4.1 Access Control
N

4.2 Mobile Application Mgmt.
-

'The mobile device does not have
anti-malware protection software |Anti-malware is installed and active in mobile device
installed.

Malware
o

[The following corporate data controls are implemented:
Corporate data protection is «  Data encryption on device and during transmission
considered but there is no *  Remotely lock and wipe data and installed apps
implementation *  Selective wipe and privacy policies for organization apps
and data, i.e., sandboxing

Data
Protection
—

4.4
Corporate |4.3 Anti-
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Security | Security Findings Recommendations
Control | Level
«  Distribution and management of digital certificates (to
encrypt and digitally sign emails and sensitive
documents)
[There is mobile device mgmt. (MDM) process in place
[The following device security issues are implemented:
»  Secure portal for BYOD users to enroll & provision
devices
* Inventory devices, operating systems, patch levels
*  Postpone automatic updates from Internet service
providers (ISPs), e.g., in cases where an automatic OS
update may cause critical apps to fail
»  Capability to locate and map lost phones for recovery
»  Backup and restore BYOD device data
*  Send text messages to one or a group of selected devices
with troubleshooting instructions
] *  Perform remote device diagnostics for a wide range of
% BYOD devices
E *  Remotely view a device’s screen and take screen shots to
p= . . . assist with troubleshooting
§ 1 tl?e_wce sec_udrltycget.)g. '\gDM.) 15 +  Take remote control of a device for troubleshooting
& 0eIng consicere ut there Is not *  Upon connection to organization’s network, the
© implementation S - .
ks following is automatically checked:
> »  Patch level for OS and apps
E, *  Required security software is active and
< current for:
= Antivirus
= Firewall
= Full-disk encryption
»  Device is not jailbroken (Apple) or rooted
(Android)
»  Presence of unapproved devices
»  Presence of blacklisted apps
. If any of the above checks fail, the MDM can
automatically update the device or disallow access
*  MDM servers are behind organization’s firewalls and
intrusion detection systems/intrusion prevention systems
(IDS/1PS)
s 'The mobile device does not have
= separation of personal data from Space isolation is considered and one of the following is being
s é"cs‘ 0 corporate data implemented:
&%) = *  Separation of corporate and personal data on device
© *  True space isolation: corporate data does not reside in
~ device
8 IThe mobile device has a process to manage content and it controls
> E the following:
% §’ The mobile device has a content »  Access to corporate documents
= e 2 management process but controls »  Secure content storage
§ g as per level 3 are missing. *  Synchronize content
~38 *  Encrypts content container
~ *  Provides reporting/analysis
T B 'The mobile device is allowed to
ﬁ § § 0 access resources outside of the  [The mobile device has security measures with respect to access of
O control of the organization storage resources outside of the control of the organization.
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f:egrl:trr'g S(ic:\lrellty Findings Recommendations
88
S5
s g The amount of mobile device
5] . . . -
g5 3 resource required is negligible [The amount of mobile device resource required is negligible
o5
< O

6.6 Assessing the Organization’s Global Security Posture

The BYOD-Insure-Global model works slight differently than the other models in that, instead of

using the Euclidean algorithm, it uses the results obtained (i.e. security percentage) in the assessment

of each of the domains previously calculated as shown in figure 6.6.1. For this example, the

Management domain posture was identified at 41.9 % level of security, IT at 31.08%, User at 38.65%

and Mobile Device at 20.6%. The overall or global security posture can be calculated at (41.9% +
31.08% + 38.65% +20.6%) / 4 = 33.05%

MANAGEMENT DOMAIN
d(C,R) = V[Tr((C-R)(C-R)7)] =v11 =3.31
If 5.7 represents 100% insecure, then
331 re_pres_e_znts (100%3.1)/5.7 = 58% insecure

P ~
or 41.9% secure )

IT DOMAIN
d(C,R) = V[Tr{(C-R)(C-R)")] = v30 = 5.47
If 7.937 represents 100% insecure, then
5.zyfré'pre_séﬁts--(\loo*547};193 7=68.9% insecure
or(31.08% secure)

Figure 6.6.1 Summary BYOD Domains % Security Posture from earlier calculations

USER DOMAIN
d(C,R) = V[Tr({C-R)(C-R)")] = v9 = 3.0
If 4.898 represents 100% insecure, then
3.0 represents (100%3.0)/4.898 = 61.34% insecure

0r(38.65% secure)

MOBILE DEVICE DOMAIN
d(C,R) = V[Tr((C-R){C-R)T)] =v17 = 4.123
If 5.196 represents 100% insecure, then

4.123 represents (100¥4.123)/5.196 = 79.3%
insec_yr_e_ .

.
{

or 2

0.6% secure/

Figure 6.6.2 shows an example of a graphical representation of an organization’s global BYOD

security posture. The green lines denote the organization’s posture and the red lines denote the

optimal posture. The concentric circles depict the levels defined as follows: level 0 = 0-25%, level

106



1=26-50%, level 2=51-75%, and level 3=76-100%. As shown in Figure 6.6.2, although none of the
organization’s domains are at the ideal security level, the Mobile Device domain is the one that needs

more attention.

Organization's BYOD Global % Security Posture

33.05%
Mgmt Security e |deal Global BYOD
100% Security Posture

AN

Mgmt Security, 42%

0% == (rganization’s Global
BYOD Security Posture
21 gé% \

IT Security, 31%

User Security, 39%

Mobile Dev Security,

Mobile Dev Security /

User Security

Figure 6.6.2 Global BYOD Security Posture for an Organization

Using the classification shown in Table 6.6.1, the BYOD organization’s Security posture ranks

towards the high end of the Low Security classification range.

Table 6.6.1 Global Security Posture Based on %Secure

Security Posture Based on 33.05 % Secure
0% - 10% No Security
11% - 40% Low Security
41% - 70% Moderately Secured
71% - 100% Highly Secured
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6.7 Chapter Summary

This chapter demonstrated how to perform the steps of the design process for each module, as
explained in Chapter 4. The steps showed how to do the assessment process, the security posture
calculation, and the artifact results for each of the modules corresponding to the Management, IT,
User and Mobile Device domains respectively. A demonstration on how to calculate the global
security has also been performed. The next chapter evaluates BYOD-Insure based on the model’s
validity, its characteristics, comparative analysis, and the use of descriptive scenarios for different

security postures.
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CHAPTER 7: Artifact - Evaluation

7.1 Overview

The following sections discuss the evaluation of BYOD-Insure based on: 1) the formative and
summative validity of the model’s components as discussed in section 7.2; 2) model’s characteristics
and meeting the requirements for a solution as discussed in section 7.3; 3) descriptive scenarios for
low, moderate and high security postures as discussed in section 7.4; and 4) a comparative analysis

with existing solutions as discussed in section 7.5.

7.2 Evaluation - Formative & Summative Validity

Formative validity can be defined as ‘an attribute of the process by which a theory is formed or built’
from the data (Lee & Hubona, 2009). The formative validity guides the process to build the artifact.
The security controls presented in this research have emerged from the extant literature review and
a systematic literature review (SLR) with respect to BYOD security issues, as discussed in Chapter
2. The SLR identified the BYOD security measures which served as the foundation for the security
controls. Further literature review provided guidance as to how to define the safeguards associated
with such security measures, hence strengthening the formative validity of the security controls. In
the same manner, the assessment process (i.e., comparison of two postures) of an organization’s
BYOD posture, follows set theory’s (mathematical) concepts (e.g., difference and intersection) to
identify the relationship between two subsets as proposed by Casola et al. (2007). That is the
implementation of Casola et al (2007) algorithms, which incorporates mathematical analyses such
as the Euclidian’s algorithm to calculate the distance between two matrices (i.e. in order to find the
differences between two postures using matrix representation). When assessing the rigor of the
formative validity of this research, we have demonstrated that the review of the knowledge base has
provided the information to develop the artifact presented in this research, and that the proposed

artifact solves the problem presented.

Summative validity is defined as ‘the sum result or product of the process or theory’ (Lee & Hubona,

2009). Lee and Hubona (2009) provide a good example of the relationship between formative and
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summative validities when associating it to the education field. In their example, they associate
formative validity with the teaching-learning process of students, and summative validity is
associated with the ‘extent to which the students have learned’ as demonstrated by the results of tests
or other demonstration/application of the knowledge acquired by the students (Lee & Hubona, 2009).
For BYOD-Insure, summative validity rigor is demonstrated during the evaluation phase, where the
security controls, when applied to an assessment process such as the one presented in this research,
demonstrate the extent to which risks are mitigated in BYOD environments (i.e. final goal/objective),
thus presenting the utility and effectiveness of this artifact as shown in the scenarios that depict low,
moderate and high security for BYOD environments. Refer to section 7.4.

7.3 Evaluation - Model’s Characteristics & Meeting Requirements for a Solution
7.3.1 Model Characteristics

In addition to its functionality, the novelty of BYOD-Insure can be evaluated by discussing its
features: the model is extendible since new security controls can be easily added as they are identified
or required; the model is adaptable/scalable since security controls can be adapted as time changes
and new domains/controls are identified; the model is also flexible since it can be used by
organizations of any size and can accommodate and implement controls based on their particular
situation/priorities and budget constraints; the model provides fine-grained security assessment in
both macro and micro levels since the assessment can be done at the domain level or an
organizational level; the results are easily visualized since its graphs depict clear indication of
strengths and weaknesses; the model is also practical since the results provide individualized and
actionable organization-specific recommendations based on the organization’s security posture.
BYOD-Insure is also programmable/automatable since the process is mechanical and repetitive.
Once this artifact is automated, the usage of the model can be economical since the results are self-

explanatory and may reduce the need to hire outside consultants.

Reliability ensures consistency and repeatability. This means that, if a researcher later on follows the
same procedures proposed by the original researcher, the same findings and conclusions are achieved

(Yin, 1994). BOD-Insure has consistency and repeatability since the same assessment approach can
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be applied to multiple modules and levels where the model performs in the same way independently
of what type of organization is being assessed. Based on the security controls defined, the
organization’s BYOD security level can be consistently determined as demonstrated in Chapter 6.
The security scenarios presented in section 7.4 also demonstrate the reliability of the model when

evaluating organization scenarios with low, moderate and high levels of security.
7.3.2 Meeting Initial Requirements for a Solution

Besides evaluating the module based on the value of the process itself to identify vulnerabilities and
provision of mitigation options, the evaluation also addresses ‘how well’ the initial artifact
requirements have been met. For this, the requirements are re-stated as shown in Table 7.3.2 and

discussed as follows:

« 1%tand 2" requirements (BYOD risk/vulnerabilities & security controls). Through formative
validity, these two requirements have been met. Through extant literature research, to include
a systematic review of BYOD security issues, the risks and vulnerabilities associated with
BYOD have been identified. This research has also provided understanding and identification

of the security controls required to mitigate such risks.

3" requirement (non-ambiguous assessment process). This requirement has been met by
using mathematical concepts from set theory, (i.e., difference and intersection between
subsets) through the modification of algorithms provided by Casola et al. (2007) suitable for
comparison of two security postures. This process provides mathematical results using the
Euclidian’s algorithm to calculate the differences between a given security posture and an

optimal security posture.

« 4" requirement (risk mitigation recommendations). The result of the comparison process
generates specific recommendations to an organization’s BYOD security posture. This
information is provided in the form of graphics and tables. The demonstration and evaluation

of the artifact illustrate the artifact’s functionality, utility and usefulness.
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Table 7.3.2. Requirements for a Problem Solution

Requirements
R1 Understand the risks and vulnerabilities associated with BYODs.

R2 Define a comprehensive set of security controls including
management, 1T, users, and mobile device solutions for
organizations adopting BYODs.

R3 Design a non-ambiguous assessment process that identifies security|
\vulnerabilities in BYOD environments.

R4 Provide actionable recommendations to mitigate BYOD related
security risks.

7.4 Evaluation — Descriptive Scenarios for Low, Moderate and High BYOD Security Posture

In design science research, the evaluation of the artifact represents a crucial part of this research
method, where the ‘the utility, quality, and efficacy of a design artifact must be rigorously
demonstrated via a well-executed evaluation method’ (Hevner et al., 2004). Hevner et al. (2004)
propose several types of evaluation methods for design science artifacts as shown in Figure 7.1. This
includes Observational, Analytical, Experimental, Testing, and Descriptive. When considering
which method to use to best evaluate BYOD-Insure, we debated between the Observational-Case
Study method which ‘studies an artifact in depth in business environment’ (Hevner et al., 2004), the
Descriptive-Scenarios method via the ‘construction of detailed scenarios around the artifact to
demonstrate its utility’ (Hevner et al., 2004), and the Experimental-Simulation method where the
purpose is to ‘execute artifact with artificial data’ (Hevner et al., 2004). After careful analysis of our
research objectives, we opted for the Descriptive and Experimental methods for the evaluation of
BYOD-Insure, since it is our intention to show the utility and usefulness of the model when assessing
different security postures that present scenarios for low moderate and high security with respect to
BYOD. We want to demonstrate the artifact under circumstances where organizations exhibit a) low
security posture (few security controls implemented), or b) moderate security posture (moderate
number of controls implemented), or c) high security posture (most or all controls implemented). A
detailed presentation of a scenario for each security posture demonstrates the utility, quality and
efficacy of the BYOD-Insure model under those circumstances. Sections 7.4.1, 7.4.2, and 7.4.3

present the evaluation for the three security scenarios aforementioned.
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With respect to the Observational method using a case study, we consider this would limit the
demonstration of the scenarios to one or two cases, which does not guarantee that the three scenarios
would be demonstrated.

1. Observational Case Study: Study artifact in depth in business environment

Field Study: Monitor use of artifact in multiple projects

2. Analytical Static Analysis: Examine structure of artifact for static qualities (e.g.,
complexity)

Architecture Analysis: Study fit of artifact into technical IS architecture

Optimization: Demonstrate inherent optimal properties of artifact or provide
optimality bounds on artifact behavior

Dynamic Analysis: Study artifact in use for dynamic qualities (e.g.,
performance)

3. Experimental Controlled Experiment: Study artifact in controlled environment for qualities
(e.g., usability)

Simulation — Execute artifact with artificial data

4. Testing Functional (Black Box) Testing: Execute artifact interfaces to discover
failures and identify defects

Structural (White Box) Testing: Perform coverage testing of some metric
(e.g., execution paths) in the artifact implementation

5. Descriptive Informed Argument: Use information from the knowledge base (e.g.,
relevant research) to build a convincing argument for the artifact's utility

Scenarios: Construct detailed scenarios around the artifact to demonstrate
its utility

Figure 7.1 Hevner’s Design Evaluation Methods (Hevner et al., 2004)

7.4.1 Scenario — Low Security Posture with Respect to BYOD

Figures 7.4.1.a and 7.4.1.b present the security posture of an organization with low security levels
for most of the controls for the four domains: Management, IT, User, and Mobile Device. For this
scenario, it can be noted that the controls corresponding to the Management domain are weak with
respect to governance, legal, policies, employee behavior, BYOD program and security
management. The classification for these controls corresponds to level 1 (low security) as per
security level classification discussed in Chapter 4, section 4.2.2. Although the controls
corresponding to risk management, education, helpdesk, and compliance are classified as level 2
(moderate security), the security assessment for the management domain indicates that the security
level is low, as determined by the following findings. Similarly, for the IT domain, it can be noted

that the controls corresponding to BYOD Program, Education, Monitoring & Reporting,
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Virtualization, Mobile Applications, Anti-Malware, Mobile Device Content Mgmt. and Cloud

Access were found to be at level 1, whereas Risk Mgmt., Security Mgmt., Helpdesk, IT

consumerization, Policies, Best Practices, Network, Access Control, Data Protection, Mobile Device

Security Management, are at level 2. The control corresponding to Separation of Data is at level 0

and the control corresponding to Third Party is at level 3. The same type of analysis can be observed

with respect to the User and Mobile Device domains depicted in Figure 7.4.1.b.
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Figure 7.4.1.a Scenario: Mgmt. & IT Security Posture — LOW
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LOW Security Posture — User & Mobile Device

Domain Security Controls

3.1 Compliance
3.2 Education
3.3 Policies

3.4 Cloud Access

== T T T T

3.5 Resource Consumption

3.6 User Data Privacy & Data
Protection

Organization A

Security Posture Security

Binary
Representation

1111
1100
1110

1000

1100

1110

Level

Domain

m — — @ O =

m o — = m 3

Security Controls

4.1 Access Control

4.2 Mabile Application Mgmt
4.3 Anti-Malware

4.4 Corparate Data Protection

45 Mobile Device Security/Mgmt
4 6 Separation of Data

4.7 Mabile Device Content Mzmt
4.8 Cloud Access

4.9 Resource Consumption

Organization A

Security  Security
Postura Binary Level

Representation

1110

1100
1000

1100

1100
1000
1110
1000

1111

Figure 7.4.1.b Scenario: User and Mobile Device Security Posture — LOW

The security posture determined above, can be graphically represented using radar diagrams as

shown in figures 7.4.1.c and 7.4.1.d. For the Management domain, the weak controls can be observed

at first glance. In this case, the controls corresponding to BYOD Program, Governance, Legal,

Policies, and Employee Behaviors need to be addressed, whereas the other controls need revision in

order to strengthen the security corresponding to this domain. The same type of analysis can be

observed for the controls corresponding to IT, User and Mobile Device domains.
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Figure 7.4.1.e shows a security % analysis of each domain. In this scenario it can be observed that

the Management domain is at 30% security, IT domain is at 31.08%, User domain is at 38.65% and

Mobile Device is at 20.6% as per security assessment calculations. The graphical representation of
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this information is shown in Figure 7.4.1.f. The average of these findings gives us a global % security
of 30.25% for the BYOD posture for this scenario. Using the range depicted in Table 7.4.1, the
overall security posture falls within the values corresponding to Low Security.

MANAGEMENT DOMAIN
d(C,R) = V[Tr({C-R)(C-R)T)] = V16 = 4.0
(R (ERICRT IT DOMAIN
I1f 5.7 represents 100% insecure®, then d(C,R) = V[Tr{(C-R)(C-R)")] = v30 = 5.47
If 7.937 represents 100% insecure, then
4.0 represents (100*4.0)/5.7 = 70% insecure 5.4 é;‘a‘r&ém\(\loo*5.47}/7.937= 68.9% insecure
- ™ or(31.08% secure)
r 30% secure |
— / D

* as per previous calculation for management domain Section
6.2.3

MOBILE DEVICE DOMAIN

USER DOMAIN d(C,R) = V[Tr{(C-R)(C-R)T)] = V17 = 4.123

d(C,R) = V[Tr((C-R)C-R)")) = V9 = 3.0
I1f 5.196 represents 100% insecure, then
If 4.898 represents 100% insecure, then
4.123 represents (100¥4.123)/5.196 = 79.3%

3.0 represents (100*3.0)/4.898 = 61.34% insecure .
~ Insecure

-~ N
d(go.a% secure/

0r(38.65% secu rat?
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Table 7.4.1 Global Security Posture Based on 30 % Secure

Security Posture Based on 30% Secure
0% - 10% No Security
11% - 40% Low Security
41% - 70% Moderately Secured
71% - 100% Highly Secured

The findings and recommendations for the LOW security scenario point out the organization’s
current security posture and provide a list of recommendations that can be followed. Refer to

Appendix A for this scenario’s recommendations.
7.4.2 Scenario — Moderate Security Posture with Respect to BYOD

Figures 7.4.2.a and 7.4.2.b present the security posture of an organization with moderate security
levels for most of the controls for the four domains: Management, IT, User, and Mobile Device. The
analysis for this scenario follows the same systematic process utilized for the low security scenario

presented in section 7.4.1.
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Figure 7.4.2.a Scenario: Mgmt. & IT Security Posture - MODERATE
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The security posture depicted in figures 7.4.2.a and 7.4.2.b, can be graphically represented using

radar/kiviat diagrams as shown in figures 7.4.2.c and 7.4.2.d. For the Management domain, the

weak controls can be observed at first glance. In this case, the controls associated with Risk

Management and implementation of a BYOD Program are weak, whereas the controls associated

with Governance, Legal, Policies, HelpDesk and Compliance need revision in order to strengthen

the security corresponding to this domain. The same type of analysis can be observed for the

controls corresponding to IT, User and Mobile Device domains-
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Graphical Representation of an Organization's BYOD
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Figure 7.4.2.e shows a security % analysis of each domain. In this scenario it can be observed

(rounding) that the Management domain is at 42% security, IT domain is at 42%, User domain is at

46% and Mobile Device is at 33% as per security assessment calculations. The graphical

representation of this information is shown in Figure 7.4.2.f. The average of these findings gives us

a global % security of 40.75% for the BYOD posture for this scenario. Using the range depicted in

Figure 7.4.2.9, the overall security posture falls within the values corresponding to Moderate

Security, however, on the low side of this range.
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SCENARIO — MODERATE BYOD SECURITY
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Table 7.4.2 Global Security Posture Based on 41% Secure

Security Posture Based on 41% Secure

0% - 10%

No Security

11% - 40%

Low Security

41% - 70%

Moderately Secured

71% - 100%

Highly Secured

The findings and recommendations for the MODERATE security scenario are located in Appendix

B.

7.4.3 Scenario — High Security Posture with Respect to BYOD

Figures 7.4.3.a and 7.4.3.b present the security posture of an organization with high security levels

for most of the controls for the four domains: Management, IT, User, and Mobile Device. The

analysis for this scenario follows the same systematic process utilized for the low and moderate

security scenarios previously discussed.
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HIGH Security Posture — User & Mobile Device
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Level

The security posture determined above, can be graphically represented using radar/kiviat diagrams

as shown in figures 7.4.3.c and 7.4.3.d.
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Graphical Representation of an Organization's BYOD IT

Graphical Representation of an Organization's BYOD Security Posture - HIGH
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Figure 7.4.3.e shows a security % analysis of each domain. In this scenario it can be observed
(rounding) that the Management domain is at 75% security, IT domain is at 69%, User domain is at

71% and Mobile Device is at 73% as per security assessment calculations. The graphical

125



representation of this information is shown in Figure 7.4.3.f. The average of these findings gives us
a global % security of 72% for the BYOD posture for this scenario. Using the range depicted in
Figure 7.4.3.g, the overall security posture falls within the values corresponding to High Security,

however, on the low side of this range.

SCENARIO — HIGH BYOD SECURITY

MANAGEMENT DOMAIN IT DOMAIN
d(C,R)=V[Tr(C-R)(C-R)"]=v2 = 1.414 d(C,R)= V[Tr(C-R)(C-R)T]=V6 = 2.449
If 5.7 => represents 100% insecure®, then If 7.93 => represents 100% insecure*, then
1.414 represents (100x-1.414)/5.7-24.80% 2.449 represents (100 x 2.449)/7.937=30.86% insecurs

insecureér 75.19% secur;\) o<69.14% secure )
- e — -

* Asshown in Chapter 6, section 6.2.3

* Bs shown in Chapter 6, section 6.3.3

USER DOMAIN MOBILE DEVICE DOMAIN
d(C,R)=V[Tr(C-R)(C-R)"]=v2 = 1.414 d(C,R)= V[Tr(C-R)(C-R)T|=V2 = 1.414

If 4.898 => represents 100% insecure®, then If 5.196 => represents 100% insecure*, then

1.414 represents(100 x 1.414)/4.898=28.86% insecure 1.414represents (100 x 1.414)/5.196=27.21% insecure
or71.13% secure or(72.78% secure

* As shown_ir:h_apter 6, section 6.4.3 * As sr:c-:-;-:'-r;i_nﬁgatre-r’;, section 6.5.3

Figure 7.4.3.e Scenario: Security % - Each Domain - HIGH
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Table 7.4.3.g Global Security Posture Based on 72% Secure

Security Posture Based on 72% Secure
0% - 10% No Security
11% - 40% Low Security
41% - 70% Moderately Secured
71% - 100% Highly Secured

The findings and recommendations for the HIGH security scenario are located in Appendix C.
7.5 Evaluation - Comparative Analysis
As found in the literature review, there are several modalities that aim to protect BYOD

environments. These can be classified as best practices, generic frameworks, and checklists as

discussed in the following paragraphs:

Best Practices. Best practices are discussed in many publications in industry as well as in academia.
Romer (2014) discusses the need to select solutions that protect all confidential data and devices,

have centralized control and monitoring, implement role-based access control to allow employees
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quick access to file-sharing, implement private cloud solutions, block risky services, and select
proven solutions (Romer, 2014). Other organizations such as Citrix (2012) describe best practices
that include issues related to eligibility, allowed devices, service availability, rollout, cost sharing,
security and compliance, and device support and maintenance (Citrix Systems, 2012).

Other best practices concentrate on the creation of BYOD policies that include topics such as on-
boarding, identification & access control, communication, application control, risk control,
compliance and maintenance (Alotaibi & Almagwashi, 2018); and holistic best practices approach
to BYOD security (Bello Garba et al., 2015). In addition, many publications focus on the
understanding of BYOD risks, and threats and challenges posed when adopting BYOD (Abubakar
Garba et al., 2017; M. Ratchford et al., 2018; Y. Wang et al., 2012; Yong Wang et al., 2014).

Generic Frameworks. Various types of frameworks are described in scholarly works. As mentioned
in Chapter 2’s literature review, one such framework is a comprehensive approach proposed by
Zahadat (2015) who presents a BYOD security framework that addresses issues related to
technology, policy management, and people, where one of the framework’s objectives is to present
a solution to BYOD security concerns (Zahadat et al., 2015). Zahadat (2015) proposes a security
framework which is a roadmap that includes a series of steps (i.e. plan -> identify -> protect -> detect
-> respond -> recover -> assess and monitor) where each step is associated with specific set of
controls that target BYOD security. As an example, for the ‘protect’ step, the controls refer to actions
to take in order to achieve: device authentication, wireless protection, network architecture,
awareness and training, application store, application whitelisting and blacklisting, 1PSec/VPN,
mobile device management, location awareness, device fingerprinting, device encryption,

sandboxing, virtualization, mobile OS patching, and application patching.

Another framework is presented by Bello-Garba et al. (2015) where a policy-base framework
solution for organizations aims to protect information privacy and security. In this framework, the
authors propose six components: information security standards and procedures, information privacy
principles, information security privacy technical controls, liabilities, awareness & training program,

BYOD user perception and behavior (Garba, Armarego, & Murray, 2015).
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Checklists. Comprehensive and specific checklists that aim to protect BYOD environments can be
found in several formats. For example, Sumate & Ketel (2014) present a list of items (in the form of
questions) that need to be considered when designing a BYOD policy. The authors also present a list
of controls (e.g. to protect against insecure connections, lost or stolen devices, malware, work
product created in mobile device, application streaming) that need to be considered in BYOD
environments (Shumate & Ketel, 2014).

Another comprehensive checklist has been designed by ISACA (2016) in the form of an
audit/assurance IS program. Such presentation consists of a list of items/controls that need to be
considered when implementing BYOD environments. The controls are grouped by topics such as

security, risk management, governance, policies, and user & device management (ISACA, 2016).

Comparison. When considering the requirements (R1, R2, R3 and R4) for BYOD security discussed
in section 7.3.2, Table 7.5.1 presents a comparative analysis of the solutions mentioned above, as
they compare with the model, BYOD-Insure, proposed in this dissertation. With respect to best
practices, it can be noted that literature that discuss best practices provide ample understanding of
the risks, vulnerabilities and challenges associated with BYOD, as described above. They represent
a good source to enlighten organizations with respect to the inherent risks of BYOD, but do not
provide a comprehensive set of controls, or an assessment process nor an individualized approach
for organizations. Generic frameworks, on the other hand, do provide a roadmap for organizations
to follow that includes a series of steps. Based on this information, the organization needs to devise
its own method of assessment and extract the set of controls applicable to their BYOD environment.
Checklists provide a detailed and specific set of controls that can be easily ‘checked-off”. However,
the specific recommendations may not be present nor include clearly visualized diagrams indicating
the degree of individualized organization exposure to BYOD risks. BYOD-Insure, on the other hand,
is a model that encompasses all the above options, and can produce graphical and individualized
analysis of an organization’s vulnerabilities, controls, and recommendations with respect to BY OD.
In other words, it provides BYOD knowledge and understanding; its approach is based on a holistic
and comprehensive set of controls for any organization with BYOD environments; it follows a non-
ambiguous assessment process, and it provides results that are easily visualized, and

recommendations that are individualized.
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Table 7.5.1 Comparison between different types of BYOD security solutions

Desired Goals/Requirements for BYOD Security Assessment

R1

R2

R3

R4

Understand the risks
land vulnerabilities
associated with

Define a comprehensive set of
security controls including
management, IT, users, and

Design a non-ambiguous
assessment process that
identifies security

Provide actionable
recommendations to mitigate
BYOD related security risks

BYODs. mobile device solutions for \vulnerabilities for a particular for individual organizations.
organizations adopting BYODs. [ BYOD environment.
Best v
Practices
Generic v v
Frameworks
Checklists v v v
BYOD- v v v v

Insure

7.6 Chapter Summary

This chapter has focused on the evaluation of the artifact based on its validity, the model’s

characteristics and requirements, and the behavior of the model based on descriptive scenarios for

low, moderate, and high security postures. The model’s validity has been discussed based on its

formative and summative validity. In addition, a comparison analysis based on existing modalities

for securing BYOD environments has been presented. The next and final chapter focuses on

conclusion topics of the research to include its limitations, communication, contribution and future

work.
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CHAPTER 8: Summary and Conclusions

8.1 BYOD-Insure

This research has delved into BYOD security considerations and concerns that impact organizations.
It also introduces a novel design science artifact, BY OD-Insure, which aims to provide organizations
with the means to assess and enhance their BYOD security posture. Its design is grounded in existing
mathematical algorithms in order to compare two security postures: an organization’s BYOD
security posture vs an optimal set of security controls identified through the literature review. The
model identifies security vulnerabilities in BYOD environments and suggests safeguards to mitigate
the inherent risks posed by BYOD. The model adopts a holistic approach to security where security
controls associated with organizational domains corresponding to Management, 1T, BYOD Users,
and personal Mobile Devices are considered when securing a BYOD environment. Although IT
carries the brunt of the security responsibilities, the security of BYOD environments also depends

on management’s directives, users’ responsibilities and behavior, and the mobile device restrictions.

In summary, this artifact aims (but is not limited) to: 1) propose a fine-grained (macro or micro)
assessment model for the evaluation of BYOD security posture, 2) provide a comprehensive
(Management, IT, User, Mobile Device) set of the security controls for BYOD security, 3) provide
a non-ambiguous method to compare two security postures suitable for BYOD or other types of
security assessments, 4) demonstrate a model that is extendible, adaptable, flexible, and practical,

where the results are individualized and easily visualized through diagrams.

The main objectives for the research have been met as follows: BYOD-Insure helps organizations
secure their BYOD environments by providing a process/model that a) identifies security weaknesses
in their own BYOD environments, b) recommends safeguards to mitigate BYOD security risks and
c) create awareness with respect to BYOD. In addition, the model has been demonstrated and
evaluated to show the utility and usefulness of the model when organizations exhibit low, moderate

or high security postures with respect to BYOD.
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8.2 Research Contributions

In the era where BYOD is becoming the norm, this research emphasizes the need for BYOD security
implementation in all organizations regardless size or type. The contribution of this research can be
discussed in terms of its theoretical and practical implications as described in the following sections.

8.2.1 Theoretical Contribution

From the theoretical point of view, this research contributes to the body of knowledge with respect
to BYOD as it analyzes, in detail, the security aspects/implications of BYOD adoption. It also
examines the extent to which a holistic approach to security protects BYOD environments by
defining a set of optimal security controls (as of the date of this research) with respect to an
organization’s main domains to include people, policies and technology in the context of
management, IT, users and mobile devices. The inclusion of these domains provides a
comprehensive/all-inclusive security consideration when securing organizational information in

BYOD environments.

In theory, the non-ambiguous method for security assessment presented in this study can be applied
to other types of assessments, since the process described in this research (i.e. its basic
components/concepts) can be re-applied. For example, if cloud-based security needs to be assessed,
the optimal (cloud-related) controls need to be identified, the organizational domains (i.e. units
responsible for cloud-based security) be defined, and the same type of comparison, analysis, process,

logic and results be generated.

As aresult of this research, an artifact, BY OD-Insure, has been developed. This novel model assesses
a security posture with respect to BYOD. Frameworks, checklists, and best practices documentation
provide general information, whereas BYOD-Insure provides individualized information. In
addition to its functionality, the novelty of BYOD-Insure resides in its features which contribute to
the ease-of-use of the model: the model is extendible since new security controls can be easily added
as they are identified or required; the model is adaptable/scalable since security controls can be
adapted as time changes and new domains/controls are identified; it has consistency since the same

assessment approach can be applied to multiple modules and security levels; it also provides fine-
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grained security assessment at both macro and micro levels, since the weaknesses can be identified
from the organizational domain level all the way down to the specific vulnerability. BYOD-Insure
is also programmable/automatable since the process is mechanical and repetitive.

8.2.2 Practical Contribution

From the practical point of view, this model is suitable for any size organization, since the inherent
risks of BYOD applies to any environment that allows the use of personally owned mobile devices
to access corporate data. This includes organizations evaluating their environments before adopting
BYOD:s as it creates awareness regarding the inherent risks posed by BYODs. Also, organizations
with existing BYOD programs can identify vulnerabilities and safeguards to mitigate specific risks.
BYOD-Insure can also be used to perform periodic checks on the state of security posture as part of

the organization’s overall information security program (ISP).

This model’s unique characteristics has practical applications to organizations. It has the potential of
replacing or aiding current security assessment modalities. Current solutions include manual auditing
programs such as those proposed by ISACA (ISACA, 2016), and/or the use of existing generic
documentation/recommendations scattered in the literature. This type of tool (when automated) may
provide a replacement for check-lists or by-hand assessments by providing a method to identify
security vulnerabilities with respect to BYOD, where security auditors (or consultants) can
incorporate the use of it as part of an overall security audit process. Due to its flexibility,
organizations of any size can accommodate and implement controls based on particular
situation/priorities and budget constraints. The results are easily visualized since its graphs depict
clear indication of strengths and weaknesses in an organization; the model is also practical since the
results provide individualized and actionable organization-specific recommendations based on the
organization’s security posture. Once this artifact is automated, the usage of the model can be

economical since the results are self-explanatory and may reduce the need to hire outside consultants.

Given the rate at which organizations are allowing personal devices access corporate data, and the
proliferation of devices (i.e. Internet of Things) capable of connecting to organization’s networks,

this type of model can help organizations mitigate the risks they are exposed to when adopting
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BYODs. This type of analysis can help an enterprise to identify the vulnerabilities in its own BYOD
programs. With this type of information, the organization can devise a plan of action and milestones
based on its own budget constraints and timelines and implement the model’s recommendations in

order to strengthen its corporate data security and the organization as a whole.

8.3 Limitations

The model, as described in this research, is limited to performing only manual assessments/analyses.
Minimal automation has been performed. This includes the use of MS Excel to draw the radar/kiviat
diagrams based on input data, and the use of a public domain matrix calculator (matrixcalc.org) to
perform matrix subtraction, multiplication and transpose to facilitate the computation of the
Euclidian’s algorithm. The current design includes only four domains limited to the analysis of
Management, IT, Users and Mobile Devices as it relates to BYOD security. Other domains can be
added as needed. The optimal controls are also limited to the security controls identified at the time
of this research. These controls should be also subject to periodical revision based on new emerging

technologies.

8.4 Communications

We have published and collaborated in order to create BYOD security awareness and discuss the
basic concepts of this model. In the article ‘BYOD Security Risks and Mitigations’, legal
considerations on issues regarding privacy laws and privacy-associated concerns are discussed by
M. Ratchford, P. Wang and R. Sbeit (2018). These include issues such as comingled data, device
ownership, spoliation of evidence, among others, where policies and management practices at

Verizon Wireless are discussed as a case study (M. Ratchford et al., 2018).

The article ‘BYOD: A Security Policy Evaluation Model’ (M. M. Ratchford, 2018) discuss the
evaluation/assessment of BYOD security policies using the basic comparison concepts using
Casola’s and Euclidian’s algorithms (Casola et al., 2007). With respect to BYOD-Insure, the
proposal of the model’s concepts and design are discussed in the article ‘BYOD-Insure: A Security
Assessment Model for Enterprise BYOD’ (M. M. Ratchford & Wang, 2019).
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Currently, under review, are other articles such as ‘BYOD-Insure vs Existing Modalities for BYOD
Security Assessment: A Comparison Study’ by M. Ratchford, Y. Wang, C. Noteboom and O. El-
Gayar (2020) which has been submitted to the AMCIS 2020 conference. This paper reviews existing
BYOD security assessments trends such as frameworks, checklists, best practices and qualitative
models. Also, under construction is a paper that presents a systematic literature review of BYOD
security issues ‘BYOD Security: A Systematic Review and Classification Scheme’, by M. Ratchford
and O. El-Gayar, which discusses BYOD security concerns and proposes a classification approach

to such type of issues.

8.5 Future Work

Beyond this dissertation, this project is suitable for further research in the following areas: 1) further
tuning of the optimal controls and the use of same to generate/design the structure interview
questions to extract the organization’s security posture; 2) implement mechanism (and determination
of priorities) to add weights to the security controls using the suggestions provided in this manuscript
(refer to section 4.2.3) or a similar process; 3) the automation of the model using appropriate
programming languages which includes the creation of repository/database (e.g. a relational
database) to store and maintain the optimal controls as well as the tables/relations that compose the
rest of the components of the model; 4) further revision of the optimal set of security controls which
should be an ongoing process as new technology emerges; 5) once BYOD-Insure is automated, a
multiple case study using several organizations can be developed in order to study the value-added
to an organization(s) security when using BYOD-Insure. The latter may include a case study to
evaluate an organization’s BYOD security and test a theory of a holistic approach to protect BYOD
environments (i.e., using BYOD-Insure as a tool to aid in the analysis of the collected data). Finally,
6) the model described in this research can be used to develop other type of security assessments
(i.e., outside of BYOD) where an optimal set of controls is developed in order to compare against a

current organization’s posture (e.g., network security, cloud security, etc.).
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APPENDIX

A

Findings and Recommendations - LOW Security Scenario — All Domains

Table A.1 Findings and Recommendations for Management Domain-LOW Security Scenario

Management Findings and Recommendations - LOW Security Scenario

Scegrl:trr'(t))l/ S?_ceuvrglty Findings Recommendations
i BoD and ppper Mgmt. are aware of BYOD Executive mgmt. must:
° |mp|_er_nentat|on. _
% i Initial approval of Program and Policies are . Approve BYOD policies
s iscussed.
§ 1 There is no further involvement. *  Receive regular/scheduled status reports
3 *  Reports include:
:'i *  BYOD usage
+  BYOD adherence to policy
+  BYOD Incident Reports
BoD and upper mgmt. involved in Risk Mgmt.
= Risk analysis performed prior to BYOD implementation:
X £ Risk analysis performed prior to BYOD *  with the involvement and approval of C-level
g = 2 implementation and follow-up, but controls as and Board of Directors
a5 per Level 3 are missing. » acceptable risks levels are approved
= »  subsequent risks assessments are performed
» acceptable risks levels are approved
c BoD and Upper Mgmt. approve initial and follow-up
2 . o training and awareness programs as follows:
8 BoD and Upper Mgmt. authorized training «  approve and endorse training and awareness
2 2 and awareness programs but controls as per programs
w level 3 are missing. — - -
™ »  approve initial orientation awareness
-~ »  approve regular follow up sessions
[There are legal aspects organizations need to consider
when adopting BYODs, and these must require the
advice of legal counsel in order to ensure policy and
terms will hold in a court of law. Legal counsel must:
*  Review BYOD policies
8 +  Approve BYOD policies
8 o ) *  Provide documented approval of BYOD
= 1 [Initial legal counsel consultation. Legal policies and procedures with respect to legal
jﬁ counsel provides informal advice. issues
< »  Ensure that aspects in BYOD policy include
- expectations of:
*  Privacy of the individual
»  Comingled data
»  Device monitoring
»  Device ownership
3 Studies show that having the availability of a support
a team increases employees’ efficacy. A Helpdesk must:
% 5 Z?SIZ?’IESK approval but Level 3 controls - Be approved at the Upper Mgmt level
E 9. »  Be signed-off by the BoD for BYOD support
— »  Have resources allocated
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Management Findings and Recommendations - LOW Security Scenario

Security | Security Findings Recommendations
Control Level

BYOD policies need to clearly state all the objectives
and constraints related to the usage of the mobile device.
The policies should be straightforward and easy to
follow. The policies must include the following:
»  Policy Approval:
« All policies need to be approved at both C-
level and BoD.
+  BYOD policies need to be part of the
organization's Information Security Program
* A mobile device acceptable user policy
(MAUP) needs to be defined and approved.
Policy Scope. The policy needs to cover issues related

to:

*  Securing Mobile Devices

»  Encryption and Passwords

»  Data sensitivity/categorization

*  Antivirus protection

*  Wireless access

»  Security breach incident & its response
*  Remote working

*  Privacy issues

BoD and Upper Mgmt approve the BYOD Si(\:]Fr’]ctglc;cg/y:5|gnatures. The MAUP policies need to be

pg::glezck:)uteﬂ;irdeéz\?:rgugher involvement in +  The organization's BYOD employees
policy scop: g «  Third Party Vendors

»  Contractors and consultants
Policy Exemption Procedures need to:

*  Be defined

»  Beindividually approved

*  Haveatime limit

»  Be periodically reviewed
Policy for Third Parties and Contractors/Consultants
need to:

»  Beindividually approved

»  State compliance requirements

* Include procedures

* Include limitations
Policy disciplinary actions need to:

»  Be defined

*  Violations need to be included in the Code of

Conduct

»  Sanctions and penalties be clearly identified
The Mobile Acceptable Use Policy (MAUP) is the
employee’s agreement with the terms and use of their
BYODs in accordance to the organization's policy. The
employee must adhere to the organization's MAUP.

1.6 Policies
-

HR is fully involved. The involvement of the
organization's HR is necessary in order to hold the
HR is involved but Level 3 controls are organization and the employees accountable and ensure
missing compliance. HR must:
Be responsible for signatures:

* Initial employee signature

1.7 Compliance
N
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Management Findings and Recommendations - LOW Security Scenario

Security | Security Findings Recommendations
Control Level
« Initial third-party or consultant signatures
*  Annual employee's signatures
»  Third party/consultant signature for renewal
commitment
Maintain and update:
«  List of employee’s participant and the
exemptions
»  Termination/exit procedures
»  Disciplinary policy/procedures as per Code of
Conduct
8»; o HR is fully involved. There are procedures in place to
% g HR is aware of BYOD but has not established handle employee's behavi_or e_mdlattituc_ie. - The .
g 1 its role with respect to employee's behavior involvement of the organization's HR is necessary in
g & order to hold the employees accountable for their
- behavior and attitude towards BYOD.
o &
E CS; 1 BYOD program is being designed /A BYOD program is in place
a
- Management is fully aware and engaged in security
Eﬁ é Management is aware, but has not explicitly mznagfmgrjt assoglated ththf?r?(OD. This |nvol\_/esdctlear
§ > 1 authorized and allocated support for tasks uncerstancing an ssppor ° K € procesiis_ rgqullrz 0
n g related to security management associated protect computer and network systems. This includes
S5 With BYOD. prevention, detectlo_n, investigation and_resolutlon of
- = security problems directly associated with the adoption
of BYOD.
I Management is fully aware of trends and
E S c modalities of new technologies that are easily
= % 2 3 and readily accepted by BYOD users and [the [This control was found to be at the optimal security level
- g possipility of] can negatively affect the
O organization.

Table A.2 Findings and Recommendations for IT Domain - LOW Security Scenario.

IT Findings and Recommendations -

LOW Security Scenario

Security

Security|

control ILevel Findings Recommendations
IS
o
(@)
e
o 1 IT is involved in a BYOD program under IT is to be involved in a BYOD program, and the
a construction program needs to be in place
o
&
—
o
§ IT is fully involved in the Risk Assessment process.
x . -
-a’—:’ % 2 IT is fully involved in the Risk Assessment E asrﬁc; noan gr]r? err:fkl?rssnises(;rs]ig authorized and performed
~ 8 process, but Level 3 controls are missing. Y g = : — -
N *  Beanintegral part of the initial risk analysis
= process
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IT Findings and Recommendations -

LOW Security Scenario

Security
Control

Security|
Level

Findings

Recommendations

*  Analyze the technical aspects of the accepted
risks levels

Implement safeguards in order to mitigate
accepted risks

Follow-up with subsequent risk assessments.

2.3 Security
Management

IT is involved in the process of preventing security
problems associated with BYOD, but controls
associated with the optimal security level 3 are
missing

IT is involved in BYOD-related computer & network
security by:

preventing security problems

detection of intrusion

investigation of intrusion and resolution

access to network and resources

BYOD Helpdesk support is in place, however,
Level 3 controls are missing.

Necessary IT help desk support for BYOD is in place.
[The help desk needs to:

Have IT support

Have escalation procedures in place

Have reporting procedures in place

2.5 IT Consumerization|2.4 Help Desk

IT is aware and prepared with respect to emerging
technologies, trends and modalities associated with
BYOD, but does not share this information with
Management.

IT is aware and prepared with respect to emerging
technologies, trends and modalities associated with
BYOD, and maintains Management aware of this
information.

2.6 Education

IT dept has discussed training & awareness
considerations but no actions have taken place

Training and Awareness controls are in place. The IT
department must ensure the following:

IT's personnel is aware of BYOD-related
security issues

IT personnel is trained with respect to BYOD
security

IT is involved in the organization’s BYOD
users training and awareness program

Training and awareness program should include the
following topics:

Protect data on device using encryption

Review and understand application permissions

Passcode or password protect the device

Do not jailbreak or root the device

Avoid unknown wireless networks

Use VPN over Wi-Fi

When using configurable Wi-Fi, use 20+
characters passphrases with WPA

Perform timely software updates

Do not install illegal or unauthorized software

Do not install software from untrustworthy
markets

Backup data

Avoid clicking unknown links

Setup remote data wipe if the device is lost or
stolen

»  Avoid storing usernames and passwords on the
device or in the browser

IT is fully involved in BYOD policy definition. IT must:
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IT Findings and Recommendations - LOW Security Scenario

Security
Control

Findings

Recommendations

IT is fully involved/participate in the writing of
BYOD policies, but Level 3 controls are missing

*  Revise BYOD-related policies to ensure
technical aspects are correct. Before connecting
the mobile device

»  Confirm the employee has signed
policies/agreements.

»  If third-party connectivity is required, confirm
that third-party has signed policies.

»  If there are policy exemptions, IT needs to be
aware of exemptions.

*  Ensure the MAUP lines up with the Network
Security Policy.

2.8 Best Practices

IT is aware of some BYOD best practices, but
need to follow them.

IT is aware and follows BYOD-related activities that
have been shown successful.

2.9 Monitoring and Reporting

IT monitors BYOD but does not have reporting
process in place

IT has monitoring and reporting processes in place with
respect to BYOD. This includes monitoring of the
networks that allow BYOD and sharing the reports with
Management.

The following reporting, monitoring and alerts functions
are implemented:

»  Secure logs and audit trails of all sensitive
BYOD activities

* |IT support staff is able to query the MDM
database for events of a security and
compliance nature

*  Automatic reports & monitoring & Alerts are
generated for the following:

* Devices jailbroken or rooted

» Devices that have not checked in for a
certain time

» Devices with non-supported OS or
Hardware

* Devices with blacklisted apps

* Devices with excessive data usage that may
predict high charges or indicate possible
malfeasance

» Unauthorized access attempts

* Upon alerts, there are problem escalation
procedures

*  MDM provides suitable real-time dashboards
and regular management reports for IT to
maintain tight control over the MDM
population:

» MDM provides automatic alerts to system
administrators of noncompliant events by
email or text message

* Rule engine exists for IT to define policies
and non-compliant events

»  Suitable management metrics about BYOD
deployment, security and compliance are

generated
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IT Findings and Recommendations - LOW Security Scenario

Security [Security

Control ILevel Findings Recommendations

IAll necessary network changes are implemented. BYODs
are an extension to the organization's network, therefore,
BYODs are allowed with partial network changes. they need to be secured in order to protect it. The
following network connectivity-related controls need to
be considered:

Network changes have taken place; however, level

o Wireless:
3 controls are missing

IT needs to be aware and trained in the different forms of
wireless communication (Wi-Fi, Bluetooth, Cellular and
\VNP), and decide the method to allow or restrict network
connectivity to organization’s information.

\VPN:

IT setup of Virtual Private Networks to protect the data
by creating an encrypted tunnel for data in transmission
over unprotected networks.

Cellular:

Network connectivity should be allowed only for BYODs
with LTE (or above) capabilities

Wi-Fi:

IT needs to ensure that the latest IEEE 802.11i standards
are implemented when providing Wi-Fi connectivity in
their organizations

Bluetooth:

This is a technology that uses short-range
communications, and their current standards are subject
to attacks This type of connectivity should not be allowed
when accessing the organization’s network

Network Monitoring Tools:

IT needs to ensure that network protection includes the
always-on network monitoring tools such as Intrusion
Detection & Prevention, Next-Generation Firewalls,
separation of VLANSs

Bandwidth/Network Up-time/Storage:

Upgrade network to handle three times more than current
capacity as well as ensure that the network uptime
considers access from users working at all times of the
day

Ensure adequate wireless bandwidth is available in order
to provide adequate response time to employees’ tasks
'VLANS:

Mobile access must be isolated via the implementation of
separate VLANS outside the corporate network
Firewalls, IDS and IPS systems present

IThe Servers that control mobile devices need to be behind
the organization's firewalls and IDS/IPS systems
VLANS:

Mobile access must be isolated via the implementation of
separate VLANS outside the corporate network
Firewalls, IDS and IPS systems present

IThe Servers that control mobile devices need to be behind
the organization's firewalls and IDS/IPS systems

2.10 Network
N
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IT Findings and Recommendations -

LOW Security Scenario

Security

Security|

are missing.

Monitoring and tracking

Remote wipe

Detect malware

Data encryption

Control [Level Findings Recommendations
c
S
- § IT has implemented virtualization (i.e. in the form of
9 1  |IT is considering virtualization options sandbox or other methods) in order to achieve space
E isolation
>
©
=
e
: % 3 |Organization does not allow Third-Party's BYOD (Organization does not allow Third-Party's BYOD
[a
—
o
IT has access control procedure with respect to BYOD in
order to:
_ +  Control access to organization's information
g » _ensure BYOD user authorization
S *  prevent unauthorized user access
O . . revent unauthorized access to networked
@ 5 IT has in place access control procedures, but Eervices
Fat controls as per Level 3 are missin - -
E P g »  prevent unauthorized user access to operating
™ systems
;! «  prevent unauthorized access to information held
in application systems
» ensure information security when using
teleworking facilities
E IT has in place procedures for BYOD with respect to the
@ g following:
8 . . i «  Anti-malware
25 IT is in the process of developing procedures with — e
== 1 - »  Blacklisting /Whitelisting
S8 respect to software control in the BYODs. — —
3o +  distribution of applications
N g »  reporting of applications
< *  update and backup
—_—
=
g g 1 IT is working on procedures to ensure anti- IT has in-place procedures for BYOD with respect to
Ro C_EU malware protection. anti-malware installation in BYOD.
o
25
g5 The organization 1) considers the CIA of the information,
S g
2= 2 2) ensures secure channels, and 3) has implemented
3 c:_: CIA of information is considered, and secure encryption of organization's information in transit and at
S8 channels have been established, but encryption of ['est:
aNQ data at rest and in transit is not implemented.
2 The organization has a mobile device security
§ management process in place, and the following is being
3 implemented:
3 o . . . . Profile management
S 'The organization has implemented a mobile device - g
3 E - . Device detection
a g 2 security mgmt. process, but controls as per level 3
(5]
=
o
b
N~
—
o

Remote device lock
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IT Findings and Recommendations - LOW Security Scenario

Security Security Findings Recommendations
Control |Level

S

=

% % [The organization does not enforce nor has The organization has a process in place to ensure

20 0 (onsidered methods to enforce separation of searation of personal from cornorate data

£ G personal data from corporate data. P P P '

%

[The organization has a content management system in

3 place and it controls access to corporate documents,

3 E secure content storage, synchronize content, encrypts

a S The organization is in the process of implementing content container, and provides reporting/analysis.

S & 1  Ja content management system to control access to »  Access to corporate documents

§ g corporate data. *  Secure content storage

28 * _ Synchronize content

o~ »  Encrypts content container

*  Provides reporting/analysis

o IThe organization is in the process of implementing

§ a security measures with respect to BYODs IThe organization has implemented security measures with

O § 1  jaccessing storage resources outside of the control [respect to BYODs accessing storage resources outside of

Q< of the organization, however, such measures have [the control of the organization.

N not been implemented.

= IThe organization is considering the amount of IThe organization has considered the amount of mobile
o £ g mobile device resources required when device resources required when implementing monitoring
g § > 1  limplementing monitoring or configuration options jor configuration options that may diminish the BYOD's
¢S5 that may diminish the BYOD's availability, but no javailability, and proper measures are in place.
S lactions have taken place.

Table A.3 Findings and Recommendations for User Domain — LOW Security Scenario

Security | Security Findings Recommendations
Control Level
3
C
- = 3 Users sign a BYOD policy where they adhere to the  {Users sign a BYOD policy where they adhere to the
™ g organization's directives with respect to BYOD. organization's directives with respect to BYOD.
S
c
2 The user is required to attend initial and subsequent
38 1 BYOD awareness orientation/education where mutual
3 The user receives initial BYOD awareness instruction  responsibilities are discussed
w but subsequent education is optional.
MAUP is in-place and the following is required:
38 . User signs MAUP prior to connection
% 2 MAUP are in-place and require signature but some *  User signs MAUP on annual basis
% Level 3 controls are missing. *  User adheres to penalties
o »  User adheres to disciplinary actions
»  User adheres to exit procedures
©
g |,
o
&r)_ < Users access storage resources outside of the control of [Users follow organizational procedures when accessing
@ the organization. resources outside the control of the organization.
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Security | Security Findings Recommendations
Control Level
Users are made aware of the possible device resource
§ 5 Users are made aware of th ible device r. " consumption depending on the mobile device solution
332 Sr? Srfleti r?dea nijieno nihpofr? biel g v(;e escl)uticen adopted by the organization, and this is clearly state in the
g E 1 consumption depending on the MODIIE deVICe SOIULION sy a1yp The following needs to be clearly stated:
o adopted by the organization, but this is not stated in the - ; -
2 «  Battery consumption on the user's device may be
v s MAUP.
™~ O affected
*  Memory and storage utilization may be affected
3 The organization's position with respect to the privacy of
§ 2 the data in the device is clearly stated in the MAUP and
2 § 'The MAUP states the organization's position with explained to the in the awareness program. Depending on
a2 2 respect to privacy, but some Level 3 controls are the mobile device solution adopted by the organization, the
§ % missing. following may be present:
o *  Personal data may be visible to the corporation
© N .
™ »  Personal and corporate data may comingle

Table A.4 Findings and Recommendations for Mobile Device Domain - LOW Security Scenario.

Security | Security
Control | Level

Findings

Recommendations

4.1 Access Control
N

Mobile Device access control is
considered and implemented;
however, some level 3 controls
are missing

[The following access control security controls are implemented:

Permission-based access controls for access to the
organization’s networks and data based on need-to-know

Role-based policy for user access

Separate accounts for administrators (one for
administrator work, and one for other
purposes)

Administrator privileges granted to
administrators only

Limits put on each user that have access to the
application

Users privileges based on need-to-know

Permissions periodically reviewed to include
super users

Process for checking inactive and terminated users

Revocation period process

Strong password policy. Suggested criteria:

Minimum of 9 characters

Include one upper case alphabetic character

Include one lower case alphabetic character

Include one special character

Include one numeric character

Expires after 60 days

Different than the previous 10 passwords

Changeable by the administrator at any time

Changeable by user only once in a 24-hour
period

No shared accounts are permitted

4.2 Mobile
Applicatio
n Mgmt
-

IApplication security is considered
but there is no implementation

[The following application security controls are implemented:

Inventory of organization’s and third-party apps and
revision levels

Distribution whitelist and blacklists
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Security |Security

Control Level Findings Recommendations

e Over-the-air (OTA) distribution of software (apps,
patches, updates) and policy changes

»  Activate or deactivate specific apps

*  Private ‘app store’ for security distribution of
organization’s apps

*  Access to the enterprise’s app store is restricted to
BYOD devices owned by employees.

»  All apps in the store are digitally signed by the
enterprise.

*  The supported BYOD platforms all check the validity of
the apps’ digital signatures before the apps are permitted
to execute on the device

*  Reporting of applications procedures exist

»  Backup process in place

g % 'The mobile device does not have
<= 0 anti-malware protection software |Anti-malware is installed and active in mobile device
©g installed.
s [The following corporate data controls are implemented:
8 c »  Data encryption on device and during transmission
% 2 Corporate data protection is gelmot_ely IQCk ang Wipe data elmd |nitalled apps_
59 1 considered but there is no elective wipe and privacy policies for organization apps
a5 implementation and data, i.e., sandboxing
o) | . . n P v
o «  Distribution and management of digital certificates (to
< encrypt and digitally sign emails and sensitive
~ documents)
[There is mobile device mgmt. (MDM) process in place
[The following device security issues are implemented:
«  Secure portal for BYOD users to enroll & provision
devices
* Inventory devices, operating systems, patch levels
*  Postpone automatic updates from Internet service
providers (ISPs), e.g., in cases where an automatic OS
update may cause critical apps to fail
*  Capability to locate and map lost phones for recovery
- »  Backup and restore BYOD device data
g) »  Send text messages to one or a group of selected devices
s with troubleshooting instructions
2> »  Perform remote device diagnostics for a wide range of
5 Device security (e.g MDM) is BYOD devices
% 1  |being considered but there is not *  Remotely view a device’s screen and take screen shots to
8 implementation assist with troubleshooting
S *  Take remote control of a device for troubleshooting
a *  Upon connection to organization’s network, the
2- following is automatically checked:

»  Patch level for OS and apps
*  Required security software is active and

current for:
= Antivirus
=  Firewall

= Full-disk encryption
»  Device is not jailbroken (Apple) or rooted
(Android)
»  Presence of unapproved devices
»  Presence of blacklisted apps
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Control

Security
Level

Findings

Recommendations

. If any of the above checks fail, the MDM can
automatically update the device or disallow access

*  MDM servers are behind organization’s firewalls and
intrusion detection systems/intrusion prevention systems

(IDS/1PS)
s 'The mobile device does not have
= separation of personal data from [Space isolation is considered and one of the following is being
5 g 0 corporate data implemented:
&%)' 5 »  Separation of corporate and personal data on device
© »  True space isolation: corporate data does not reside in
~ device
8. [The mobile device has a process to manage content and it controls
= E the following:
9) §’ The mobile device has a content *  Access to corporate documents
= 2 management process but controls *  Secure content storage
§ é as per level 3 are missing. »  Synchronize content
~3 +  Encrypts content container
~ »  Provides reporting/analysis
ol 'The mobile device is allowed to
3 § § 0 access resources outside of the  [The mobile device has security measures with respect to access of
O control of the organization storage resources outside of the control of the organization.

85
3 s [The amount of mobile device
é % 3 resource required is negligible IThe amount of mobile device resource required is negligible

c
38

154



APPENDIX

B

Findings and Recommendations - MODERATE Security Scenario — All

Domains

Table B.1 Findings and Recommendations for Management Domain — MODERATE Security

Scenario
Management Findings and Recommendations MODERATE Security Scenario
%:egrl:trrlg S?_ceuvrellty Findings Recommendations
Occasional updates to BoD and Upper Mgmt. Executive Mgmt. must:
§ BY_OD_ programs are subject to regular and - Approve BYOD policies
< periodic over_&;lgr_lt. _
S 5 Regular monitoring by management *  Receive regular/scheduled status reports
g +  Reports include:
. + BYOD usage
:'i Key controls as per Level 3 are missing - BYOD adherence to policy
+  BYOD Incident Reports
% BoD and Upper Mgmt. involved in Risk Mgmt.
g Risk analysis performed prior to BYOD
=2 implementation:
S 1 Risk Analysis performed prior to BYOD *  With the involvement and approval of C-
= implementation with no follow-up. level and Board of Directors
=5 »  Acceptable risks levels are approved
@ »  Subsequent risks assessments are performed
:Ji »  Acceptable risks levels are approved
BoD and Upper Mgmt. approve initial and
c follow-up training and awareness programs
2 as follows:
§ 3 *  Approve and endorse training and  This control was found to be at the optimal security
8 awareness programs level
™ *  Approve initial orientation
- awareness
»  Approve regular follow up sessions
[There are legal aspects organizations need to consider
when adopting BYODs, and these must require the
Legal counsel involved but Level 3 controls jadvice of legal counsel in order to ensure policy and
are missing terms will hold in a court of law. Legal counsel must:
. *  Review BYOD policies
3 »  Approve BYOD policies
K2 *  Provide documented approval of BYOD
=4 2 _policies and procedures with respect to legal
9 issues
< »  Ensure that aspects in BYOD policy include
- expectations of:
»  Privacy of the individual
»  Comingled data
»  Device monitoring
»  Device ownership
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Management Findings and Recommendations MODERATE Security Scenario

Security | Security Findings Recommendations
Control Level
~ Studies show that having the availability of a support
é team increases employees’ efficacy. A Helpdesk must:
o ) « Be approved at the Upper Mgmt. level
£ Helpdesk approval but Level 3 controls *  Be signed-off by the BoD for BYOD
T missing. support
- *  Have resources allocated
BYOD policies need to clearly state all the objectives
and constraints related to the usage of the mobile
device. The policies should be straightforward and
easy to follow. The policies must include the
following:
Policy Approval:
« All policies need to be approved at both C-
level and BoD.
+  BYOD policies need to be part of the
organization's Information Security Program
* A mobile device acceptable user policy
(MAUP) needs to be defined and approved.
Policy Scope. The policy needs to cover issues related
Mgmt. approval and awareness/involvement to: - - -
in policy scope & coverage but some Level 3 » _ Securing Mobile Devices
controls missing. Not all optimal *_ Encryption and Passwords
responsibilities are present. +  Data sensitivity/categorization
*  Antivirus protection
*  Wireless access
»  Security breach incident & its response
*  Remote working
*  Privacy issues
38 Policy Signatures. The MAUP policies need to be
% ) signed by:
o *  The organization's BYOD employees
t +  Third Party Vendors

»  Contractors and consultants

Policy Exemption Procedures need to:

. Be defined

»  Beindividually approved

. Have a time limit

*  Be periodically reviewed

Policy for Third Parties and Contractors/Consultants
need to:

»  Beindividually approved

»  State compliance requirements

* Include procedures

. Include limitations

Policy disciplinary actions need to:

. Be defined
*  Violations need to be included in the Code
of Conduct

»  Sanctions and penalties be clearly identified

'The Mobile Acceptable Use Policy (MAUP) is the
employee’s agreement with the terms and use of their
BYODs in accordance to the organization's policy.
'The employee must adhere to the organization's

MAUP.
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Management Findings and Recommendations MODERATE Security Scenario

Security | Security Findings Recommendations
Control Level
HR is fully involved. The involvement of the
organization's HR is necessary in order to hold the
HR is involved but Level 3 controls are organization and the employees accountable and
missing ensure compliance. HR must:
»  Beresponsible for signatures:
* Initial employee signature
§  Initial third-party or consultant
8 signatures
g— 2 «  Annual employee's signatures
38 «  Third party/consultant signature
: for renewal commitment
+  Maintain and update:
«  List of participating employees
and the exemptions
+  Termination/exit procedures
«  Disciplinary policy/procedures as
per Code of Conduct
3 HR is fully involved. There are procedures in
25 place to handle employee's behavior and
2> 3 attitude. - The involvement of the [This control was found to be at the optimal security
uEJ S organization's HR is necessary in order to level
o O hold the employees accountable for their
- behavior and attitude towards BYOD.
o
E CS; 1 BYOD program is being designed /A BYOD program is in place
2a
Management is fully aware and engaged in
> security management associated with BYOD.
c .. R
T o This involves clear understanding and
§ % 3 support of the processes required to protect [This control was found to be at the optimal security
g @ computer and network systems. This includes|level
— g prevention, detection, investigation and
- resolution of security problems directly
associated with the adoption of BYQOD.
s Management is fully aware of trends and
= modalities of new technologies that are easily
E GE) and (egqllly accepted by BYOD users and [theThis control was found to be at the optimal security
o8 3 poss@hty of] can negatively affect theI evel
— g organization.
o
@)
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Table B.2 Findings and Recommendations for IT Domain — MODERATE Security Scenario

IT Findings and Recommendations - MODERATE Security Scenario

Security | Security - .
Control Level Findings Recommendations
o=
9 g 1 IT is involved in a BYOD program under IT is to be involved in a BYOD program, and the program
@S construction needs to be in place
oo
- IT is fully involved in the Risk Assessment process. Based on
& the risk assessment authorized and performed by management,
£ IT needs to:
g . ] ] . »  Beanintegral part of the initial risk analysis process
S 2 IT is fully involved in the Risk Assessment *  Analyze the technical aspects of the accepted risks
= process, but Level 3 controls are missing. levels
& *  Implement safeguards in order to mitigate accepted
g{ risks
*  Follow-up with subsequent risk assessments.
- IT is involved in BYOD-related computer & network security
25 io i i i by:
= GE) IT is involved in the process of preventing Y- _ _
38 5 security problems associated with BYOD, but + Preventing security problems
» & controls associated with the optimal security +  Detection of intrusion
3 § level 3 are missing » Investigation of intrusion and resolution
»  Access to network and resources
é Necessary IT help desk support for BYOD is in place. The help
a . desk needs to:
o 2 BYOD Helpdesk support is in place; however, « Have IT support
@ Level 3 controls are missing. - -
Er »  Have escalation procedures in place
o *  Have reporting procedures in place
& IT is aware and prepared with respect to . . .
CEE |, pmergingtecnologies trendsand modlies (o SEE T BEE ol R et wih BYOD
nes lassociated with BYOD, but does not share this ogles, . - '
N g} . . - and maintains Management aware of this information.
O information with Management.
Training and Awareness controls are in place. The IT
department must ensure the following:
* IT's personnel is aware of BYOD-related security
issues
* IT personnel is trained with respect to BYOD
security
* IT is involved in the organization’s BYOD users
training and awareness program
s Training and awareness program should include the following
= o ) topics:
é 2 Training and Awareness cqnt_rols are in place Protect data on device using encryption
i but Level 3 controls are missing. +  Review and understand application permissions
N »  Passcode or password protect the device

» Do not jailbreak or root the device

*  Avoid unknown wireless networks

*  Use VPN over Wi-Fi

*  When using configurable Wi-Fi, use 20+ characters
passphrases with WPA

»  Perform timely software updates

* Do not install illegal or unauthorized software

* Do not install software from untrustworthy markets
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IT Findings and Recommendations - MODERATE Security Scenario

Security

Security

Control Level Findings Recommendations

*  Backup data

»  Avoid clicking unknown links

»  Setup remote data wipe if the device is lost or stolen

»  Avoid storing usernames and passwords on the
device or in the browser

IT is fully involved in BYOD policy definition. IT must:

*  Revise BYOD-related policies to ensure technical
aspects are correct. Before connecting the mobile
device

3 »  Confirm the employee has signed

% 1 IT has minimum involvement/input in BYOD! policies/agreements.

& policy definition »  If third-party connectivity is required, confirm that
o third-party has signed policies.

»  If there are policy exemptions, IT needs to be aware
of exemptions.

*  Ensure the MAUP lines up with the Network
Security Policy.

758 )

@A = 3 IT is aware and follows BYOD-related Control at optimal level

g g activities that have been shown successful.
IT has monitoring and reporting processes in place with respect
to BYOD. This includes monitoring of the networks that allow
BYOD and sharing the reports with Management.
IThe following reporting, monitoring and alerts functions are
implemented:

»  Secure logs and audit trails of all sensitive BYOD
activities

»  IT support staff is able to query the MDM database
for events of a security and compliance nature

*  Automatic reports & monitoring & Alerts are
generated for the following:

e  Devices jailbroken or rooted
e  Devices that have not checked in for a
o o certain time
2 Monitoring anpl Reporting in place, but level 3 e Devices with non-supported OS or
controls are missing Hardware

2.9 Monitoring and Reporting

e  Devices with blacklisted apps

e  Devices with excessive data usage that
may predict high charges or indicate
possible malfeasance

e Unauthorized access attempts

e  Upon alerts, there are problem escalation
procedures

»  MDM provides suitable real-time dashboards and
regular management reports for IT to maintain tight
control over the MDM population:

»  MDM provides automatic alerts to system
administrators of noncompliant events by

email or text message
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IT Findings and Recommendations - MODERATE Security Scenario

Security
Control

Security
Level

Findings

Recommendations

»  Rule engine exists for IT to define policies
and non-compliant events

«  Suitable management metrics about BYOD
deployment, security and compliance are
generated

2.10 Network

BYODs are allowed with partial network
changes.

\Wireless:

Network changes have taken place;
however, level 3 controls are missing

IT needs to be aware and trained in the different forms of
wireless communication (Wi-Fi, Bluetooth, Cellular and VNP),
and decide the method to allow or restrict network connectivity
to organization’s information.

VPN:

IT setup of Virtual Private Networks to protect the data by
creating an encrypted tunnel for data in transmission over
unprotected networks.

Cellular:

Network connectivity should be allowed only for BYODs with
LTE (or above) capabilities

Wi-Fi:

IT needs to ensure that the latest IEEE 802.11i standards are
implemented when providing Wi-Fi connectivity in their
organizations

Bluetooth:

This is a technology that uses short-range communications, and
their current standards are subject to attacks This type of
connectivity should not be allowed when accessing the
organization’s network

Network Monitoring Tools:

IT needs to ensure that network protection includes the always-
on network monitoring tools such as Intrusion Detection &
Prevention, Next-Generation Firewalls, separation of VLANs

Bandwidth/Network Up-time/Storage:

Upgrade network to handle three times more than current
capacity as well as ensure that the network uptime considers
access from users working at all times of the day

Ensure adequate wireless bandwidth is available in order to
rovide adequate response time to employees’ tasks

\VLANS:

Mobile access must be isolated via the implementation of
separate VLANS outside the corporate network

Firewalls, IDS and IPS systems present

The Servers that control mobile devices need to be behind the
organization's firewalls and IDS/IPS systems

2.11
Virtualization

IT is considering virtualization options

IT has implemented virtualization (i.e. in the form of sandbox
or other methods) in order to achieve space isolation

2.12 Third
Party

IT verifies third-party compliance but some
Level 3 controls are missing

Organization does not allow Third-Party's BYOD
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IT Findings and Recommendations - MODERATE Security Scenario

Security

Security

Control Level Findings Recommendations
IT has access control procedure with respect to BYOD in order
to:
»  Control access to organization's information
° *  Ensure BYOD user authorization
IS *  Prevent unauthorized user access
3 . *  Prevent unauthorized access to networked
9 5 IT has in place access control_ pr_ocedures, but services
5] controls as per Level 3 are missing - -
2 *  Prevent unauthorized user access to operating
3 systems
N *  Prevent unauthorized access to information held
in application systems
»  Ensure information security when using
teleworking facilities
= IT has in place procedures for BYOD with respect to the
o % following:
g E IT has BYOD application mgmt. procedures *__ Anti-malware
S8 2 in place, but controls as per Level 3 are * Blacklisting /Whitelisting
3 8 missing. »  Distribution of applications
o~ g *  Reporting of applications
< »  Update and backup
= : -
<= 3 IT has m-plage procedur_es for B.YO.D with 'The controls at the optimal level are met.
CONNG respect to anti-malware installation in BYOD.
PR
[ [ F AN i T
© IS I 2 g;g}g;?;gg:%ggg ::c,t(; (l)ar;?slggcrie%uind SECUME irpe organization 1) considers the CIA of the information, 2)
;! 88 o 2 tion of data at rest and i lt itisnot [Ensures secure channels, and 3) has implemented encryption of
s— 82 encryption ot data at rest and in transit 1S no organization's information in transit and at rest.
O a implemented.
[The organization has a mobile device security management
g rocess in place, and the following is being implemented:
=€ . Profile management
8 The organization has implemented a mobile *_ Device detection
ol 2 device security mgmt. process, but controls as *  Monitoring and tracking
§ % per level 3 are missing. «  Remote wipe
~ 3 *  Detect malwrflre
N »  Dataencryption
*  Remote device lock
Sg
= - . .
E g 3 1 IThe organization is working on solutions to ngg;gf?r';?;'22rhgi;§g;igss in place to ensure separation of
s enforce separation of data, but no P p ’
» implementation has taken place.
IThe organization has a content management system in place
3 o 9 The organization has implemented a content and it controls access to corporate documents, secure content
5>’ E management system but controls as per level 3ptorage, synchrpnlze content, encrypts content container, and
~ 2 are missing. rovides reporting/analysis.
Z = »  Access to corporate documents
§ g »  Secure content storage
=8 »  Synchronize content
N »  Encrypts content container

*  Provides reporting/analysis
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IT Findings and Recommendations - MODERATE Security Scenario
Security | Security Findings Recommendations
Control Level
S @ [The organization has implemented security
S 3 § 3 measures with respect to BYODs accessing [The controls at the optimal level are met
NGO & storage resources outside of the control of the '
organization.

Q<

5 % [The organization has considered the amount

g E 3 of mobile device resources required when [The controls at the optimal level are met.

x 3 implementing monitoring or configuration

NS options that may diminish the BYOD's

~ O availability, and proper measures are in place.

Table B.3 Findings and Recommendations for User Domain — MODERATE Security Scenario

User’s Findings and Recommendations - MODERATE Security Scenario

Security | Security Findings Recommendations
Control Level
3
C
S . .
— = Users sign a BYOD policy where they adhere to the .
™ g 3 organization's directives with respect to BYOD. The controls at the optimal level are met.
S
1= - - . age
2 IThe user is required to attend initial and subsequent
p: § 3 BYOD awareness orientation/education where mutual [The controls at the optimal level are met.
B responsibilities are discussed
MAUP is in-place and the following is required:
8 *  User signs MAUP prior to connection
2 ,  [MAUPare in-place and require signature but some *_ User signs MAUP on annual basis
% Level 3 controls are missing. »  User adheres to penalties
™ »  User adheres to disciplinary actions
»  User adheres to exit procedures
e]
=)
o8 .
o8 3 o . [The controls at the optimal level are met.
< < Users follow organizational procedures when accessing
™ resources outside the control of the organization
Users are made aware of the possible device resource
- consumption depending on the mobile device solution
[ . . .. R
= adopted by the organization, and this is clearly state in
§ g' 3 the MAUP. The following needs to be clearly stated: 'The controls at the Opt|ma| level are met.
& 32 »  Battery consumption on the user's
w5 device may be affected
O *  Memory and storage utilization may be
affected
J The organization's position with respect to the privacy of
§ 2 the data in the device is clearly stated in the MAUP and
Z3 The MAUP states the organization's position with explained to the in the awareness program. Depending on
a2 2 respect to privacy, but some Level 3 controls are the mobile device solution adopted by the organization, the
g % missing. following may be present:
2 g »  Personal data may be visible to the
- corporation
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User’s Findings and Recommendations - MODERATE Security Scenario

Security | Security Findings Recommendations
Control Level

»  Personal and corporate data may comingle

Table B.4 Findings and Recommendations for Mobile Device Domain — MODERATE Security
Scenario

Mobile Device Findings and Recommendations - MODERATE Security Scenario

Security | Security
Control Level

Findings Recommendations

The following access control security controls are

implemented:

»  Permission-based access controls for access to
the organization’s networks and data based on
need-to-know

*  Role-based policy for user access

»  Separate accounts for administrators
(one for administrator work, and one
for other purposes)

*  Administrator privileges granted to
administrators only

«  Limits put on each user that have
access to the application

»  Users privileges based on need-to-
know

Mobile Device access control is « Permissions periodically reviewed to

considered and implementeq; however, include super users

some level 3 controls are missing *  Process for checking inactive and terminated
users

»  Revocation period process

»  Strong password policy. Suggested criteria:

*  Minimum of 9 characters

* Include one upper case alphabetic character

» Include one lower case alphabetic character

* Include one special character

* Include one numeric character

»  Expires after 60 days

»  Different than the previous 10 passwords

»  Changeable by the administrator at any time

»  Changeable by user only once in a 24-hour
period

*  No shared accounts are permitted

The following application security controls are

implemented:

o o . * Inventory of organization’s and third-party apps
Application security is considered and and revision levels

L’;‘rﬁ’t'reor:‘se;‘:g%f‘;;‘l’;‘;"er some level 3 - Distribution whitelist and blacklists
*  Over-the-air (OTA) distribution of software
(apps, patches, updates) and policy changes

»  Activate or deactivate specific apps

4.1 Access Control
N

4.2 Mobile Application
Mgmt
N
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Mobile Device Findings and Recommendations - MODERATE Security Scenario
Security | Security Findings Recommendations
Control Level

*  Private ‘app store’ for security distribution of
organization’s apps

*  Access to the enterprise’s app store is restricted
to BYOD devices owned by employees.

«  All apps in the store are digitally signed by the
enterprise.

*  The supported BYOD platforms all check the
validity of the apps’ digital signatures before the
apps are permitted to execute on the device

*  Reporting of applications procedures exist

»  Backup process in place

LI <5
=R IAnti-malware is installed and active in :
<= 3 . - The controls at the optimal level are met.
o T mobile device
< 2
[The following corporate data controls are implemented:
© «  Data encryption on device and during
IS transmission
9, 5 L. . *  Remotely lock and wipe data and installed
=] Corporate data protection is considered apps
§_ 3 2 and implemented; however, some level . Selective wine and orivacy policies for
s 2 3 controls are missing 1ve Wip privacy p .
Sa organization apps and data, i.e., sandboxing
:rt »  Distribution and management of digital
certificates (to encrypt and digitally sign
emails and sensitive documents)
[There is mobile device mgmt. (MDM) process in place
[The following device security issues are implemented:
»  Secure portal for BYOD users to enroll &
provision devices
* Inventory devices, operating systems, patch
levels
»  Postpone automatic updates from Internet
service providers (ISPs), e.g., in cases
£ where an automatic OS update may cause
g critical apps to fail
> »  Capability to locate and map lost phones for
5 Device security is being implemented; recovery
2 2 however, some level 3 controls are +  Backup and restore BYOD device data
8 missing »  Send text messages to one or a group of
= selected devices with troubleshooting
a instructions
ﬁ »  Perform remote device diagnostics for a
wide range of BYOD devices
»  Remotely view a device’s screen and take
screen shots to assist with troubleshooting
»  Take remote control of a device for
troubleshooting
»  Upon connection to organization’s network,
the following is automatically checked:
»  Patch level for OS and apps
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Mobile Device Findings and Recommendations - MODERATE Security Scenario

Security

Security

Control Level Findings Recommendations
*  Required security software is
active and current for:
*  Antivirus
*  Firewall
»  Full-disk encryption
«  Device is not jailbroken (Apple)
or rooted (Android)
*  Presence of unapproved devices
*  Presence of blacklisted apps
«  If any of the above checks fail, the MDM
can automatically update the device or
disallow access
*  MDM servers are behind organization’s
firewalls and intrusion detection
systems/intrusion prevention systems
(IDS/IPS)
S Space isolation is considered and one of the following is
s ) being implemented:
g Separation of corporate and personal +  Separation of corporate and personal data
s < 1 data has been considered but there is no .
- ia - . on device
@ implementation - -
n »  True space isolation: corporate data does
. not reside in device
g IThe mobile device has a process to manage content and it
3 g_‘ The mobile device does not have a controls the following:
os process in place to protect the data itself *_ Access to corporate documents
= £ 0 through access control to various forms *_ Secure content storage
§ g of corporate data (documents, files, »  Synchronize content
~38 database, etc.) *  Encrypts content container
~ *  Provides reporting/analysis
=R 'The mobile device is allowed to access [The mobile device has security measures with respect to
328 0 resources outside of the control of the  Jaccess of storage resources outside of the control of the
O organization organization.
S o . .
o .
g E 3 The amount of mobile device resource The controls at the optimal level are met.
R required is negligible
o5
< O
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APPENDIX C

Findings and Recommendations - HIGH Security Scenario — All Domains

Table C.1 Findings and Recommendations for Management Domain — HIGH Security Scenario

Management Findings and Recommendations - HIGH Security Scenario

Scegrl:trr'(t))l/ S?_ceuvrglty Findings Recommendations
© Executive mgmt. must:
e *  Approve BYOD policies
g »  Receive regular/scheduled status reports
g 3 *  Reports include: [The controls at the optimal level are met.
8 * BYOD usage
:'i *  BYOD adherence to policy
*  BYOD Incident Reports
- BoD and upper mgmt. involved in Risk Mgmt.
S Risk analysis performed prior to BYOD
£ implementation:
g *  With the involvement and approval of
g 3 C-level and Board of Directors The controls at the optimal level are met.
v »  Acceptable risks levels are approved
= *  Subsequent risks assessments are
t:i performed
»  Acceptable risks levels are approved
c BoD and Upper Mgmt. approve initial and follow-up
2 training and awareness programs as follows:
§ 3 " Approve and endorse training and The controls at the optimal level are met
3 awareness programs P '
™ »  Approve initial orientation awareness
-~ »  Approve regular follow up sessions
There are legal aspects organizations need to
consider when adopting BYODs, and these
must require the advice of legal counsel in
order to ensure policy and terms will hold in a
court of law. Legal counsel must:
2 *  Review BYOD policies
§ *  Approve BYOD policies
= ,  [Legal counsel involved but Level 3 controls are *  Provide documented approval of
= missing BYOD policies and procedures
:r' with respect to legal issues
— Ensure that aspects in BYOD policy include
expectations of:
*  Privacy of the individual
»  Comingled data
»  Device monitoring
»  Device ownership
% « Studies show that having the availability of a support
g 3 team increases employees’ efficacy. A Helpdesk must: [The controls at the optimal level are met.
ult e *  Be approved at the Upper Mgmt. level
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Management Findings and Recommendations - HIGH Security Scenario

Security | Security Findings Recommendations
Control Level
«  Be signed-off by the BoD for BYOD
support
»  Have resources allocated
BYOD policies need to clearly state all the
objectives and constraints related to the usage
of the mobile device. The policies should be
straightforward and easy to follow. The
olicies must include the following:
Policy Approval:
*  All policies need to be approved
at both C-level and BoD.
*  BYOD policies need to be part
of the organization's
Information Security Program
* A mobile device acceptable user
policy (MAUP) needs to be
defined and approved.
Policy Scope. The policy needs to cover issues
related to:
»  Securing Mobile Devices
*  Encryption and Passwords
«  Data sensitivity/categorization
*  Antivirus protection
*  Wireless access
»  Security breach incident & its
] response
2 Mgmt. approval and awareness/involvement in policy «  Remote working
2 2 scope & coverage but some _Level 3 controls missing. « Privacy issues
© Not all optimal responsibilities are present. Policy Signatures. The MAUP policies need to

be signed by:

*  The organization's BYOD
employees

»  Third Party Vendors

»  Contractors and consultants

Policy Exemption Procedures need to:

*  Be defined

»  Beindividually approved

*  Have atime limit

»  Be periodically reviewed

Policy for Third Parties and

Contractors/Consultants need to:

»  Beindividually approved

»  State compliance requirements

* Include procedures

* Include limitations

Policy disciplinary actions need to:

*  Be defined

*  Violations need to be included
in the Code of Conduct

»  Sanctions and penalties be
clearly identified
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Management Findings and Recommendations - HIGH Security Scenario

Security
Control

Security
Level

Findings

Recommendations

The Mobile Acceptable Use Policy is the
employee’s agreement with the terms and use
of their BYODs in accordance to the
organization's policy. The employee must
adhere to the organization's MAUP.

1.7 Compliance

HR is fully involved. The involvement of the
organization's HR is necessary in order to hold the
organization and the employees accountable and ensure
compliance. HR must:

»  Be responsible for signatures:

« Initial employee signature

» Initial third-party or consultant
signatures

«  Annual employee's signatures

IThe controls at the optimal level are met.

*  Third party/consultant signature for
renewal commitment

»  Maintain and update:

*  List of employees’ participants and
the exemptions

*  Termination/exit procedures

«  Disciplinary policy/procedures as
per Code of Conduct

Behavior

HR is fully involved. There are procedures in place to
handle employee's behavior and attitude. - The
involvement of the organization's HR is necessary in
order to hold the employees accountable for their
behavior and attitude towards BYOD.

IThe controls at the optimal level are met.

1.9 BYOD (1.8 Employee

Program

/A BYOD program is in place

The controls at the optimal level are met.

1.10 Security
Management

Management is fully aware and engaged in security
management associated with BYOD. This involves
clear understanding and support of the processes
required to protect computer and network systems. This
includes prevention, detection, investigation and
resolution of security problems directly associated with
the adoption of BYOD.

The controls at the optimal level are met.

1.111T
Consumerization

Management is fully aware of trends and modalities of
new technologies that are easily and readily accepted
by BYOD users and (the possibility of) can negatively
affect the organization.

The controls at the optimal level are met.

168



Table C.2 Findings and Recommendations for IT Domain — HIGH Security Scenario

IT Findings and Recommendations - HIGH Security Scenario

Scegrl:{rlg Selz_c:vrglty Findings Recommendations
5 ¢€
S . . .
é En 3 ITisto be;pgg:;ﬁdr::eggzggr?r;ggn‘ and the 'The controls at the optimal level are met.
N o
IT is fully involved in the Risk Assessment process.
- Based on the risk assessment authorized and
S erformed by management, IT needs to:
£ «  Bean integral part of the initial risk
g analysis process
§ 3 *  Analyze the technical aspects of the  [The controls at the optimal level are met.
~ accepted risks levels
é’ *  Implement safeguards in order to
2 mitigate accepted risks
»  Follow-up with subsequent risk
assessments.
IT is involved in BYOD-related computer & network
> % security by: _ _
= % . prever_mng S(_ecurlt}_/ problems
% = 3 »  detection of intrusion [The controls at the optimal level are met.
n 8 *  investigation of intrusion and
NS resolution
»  access to network and resources
=< Necessary IT help desk support for BYOD is in place.
A [The help desk needs to:
= 3 *  Have IT support The controls at the optimal level are met.
I »  Have escalation procedures in place
N »  Have reporting procedures in place
o - IT is aware and prepared with respect to emerging
= % 2 3 technologies, trends and modalities associated with Th trols at the optimal level t
ﬁ g .g BYOD, and maintains Management aware of this € controls at the optimal level are met.
O information.
Training and Awareness controls are in place. The
IT department must ensure the following:
* IT's personnel is aware of BYOD-related
security issues
* IT personnel is trained with respect to
BYOD security
5 * IT isinvolved in the organization’s
b= . ) BYOD users training and awareness
e Training and Awareness controls are in place but
3 2 Level 3 controls are missing program
w ) »  Training and awareness program should
< include the following topics:

*  Protect data on device using
encryption

*  Review and understand
application permissions

»  Passcode or password protect
the device
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IT Findings and Recommendations - HIGH Security Scenario

Security

Security

Control | Level Findings Recommendations
* Do not jailbreak or root the
device
*  Avoid unknown wireless
networks
»  Use VPN over Wi-Fi
*  When using configurable Wi-
Fi, use 20+ characters
passphrases with WPA
*  Perform timely software
updates
« Do notinstall illegal or
unauthorized software
* Do not install software from
untrustworthy markets
*  Backup data
*  Avoid clicking unknown links
»  Setup remote data wipe if the
device is lost or stolen
*  Avoid storing usernames and
passwords on the device or in
the browser
IT is fully involved in BYOD policy definition. IT
must:
*  Revise BYOD-related policies to
ensure technical aspects are correct.
Before connecting the mobile device
8 »  Confirm the employee has signed
% ,  [Policies controls are in place but Level 3 controls are policies/agreements.
o missing. »  If third-party connectivity is
S required, confirm that third-party has
signed policies.
»  If there are policy exemptions, IT
needs to be aware of exemptions.
*  Ensure the MAUP lines up with the
Network Security Policy.
= B
% % 3 |7 is aware and follows BYOD-related activities that The controls at the optimal level are met.
0 & have been shown successful.
N
IT has monitoring and reporting processes in place
with respect to BYOD. This includes monitoring of
the networks that allow BYOD and sharing the reports
with Management.
IThe following reporting, monitoring and alerts
functions are implemented:
3 * Secure logs and audit trails of all The controls at the optimal level are met.

2.9 Monitoring and Reporting

sensitive BYOD activities

»  IT support staff is able to query the
MDM database for events of a security
and compliance nature

*  Automatic reports & monitoring &

Alerts are generated for the following:
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IT Findings and Recommendations - HIGH Security Scenario

Security

Security

Control | Level Findings Recommendations
»  Deuvices jailbroken or rooted
*  Devices that have not
checked in for a certain time
«  Devices with non-supported
OS or Hardware
«  Devices with blacklisted
apps
*  Devices with excessive data
usage that may predict high
charges or indicate possible
malfeasance
»  Unauthorized access attempts|
*  Upon alerts, there are
problem escalation
procedures
MDM provides suitable real-time dashboards and
regular management reports for IT to maintain tight
control over the MDM population:
*  MDM provides automatic alerts to
system administrators of noncompliant
events by email or text message
*  Rule engine exists for IT to define
policies and non-compliant events
Suitable management metrics about BYOD
deployment, security and compliance are generated
All necessary network changes are implemented.
BYODs are an extension to the organization's
BYODs are allowed with partial network changes. network; therefore, they need to be secured in order
to protect it. The following network connectivity-
related controls need to be considered:
Network changes_ have taken place; however, level 3 Wireless:
controls are missing
IT needs to be aware and trained in the different
forms of wireless communication (Wi-Fi,
Bluetooth, Cellular and VVNP), and decide the
method to allow or restrict network connectivity to
< organization’s information.
g \VPN:
% 2 IT setup of Virtual Private Networks to protect the
S data by creating an encrypted tunnel for data in
o transmission over unprotected networks.

Cellular:

Network connectivity should be allowed only for
BYODs with LTE (or above) capabilities

\Wi-Fi:

IT needs to ensure that the latest IEEE 802.11i
standards are implemented when providing Wi-Fi
connectivity in their organizations

Bluetooth:

This is a technology that uses short-range
communications, and their current standards are

subject to attacks This type of connectivity should
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IT Findings and Recommendations - HIGH Security Scenario

Security

Security

Control | Level Findings Recommendations
not be allowed when accessing the organization’s
network
Network Monitoring Tools:
IT needs to ensure that network protection includes
the always-on network monitoring tools such as
Intrusion Detection & Prevention, Next-Generation
Firewalls, separation of VLANs
Bandwidth/Network Up-time/Storage:
Upgrade network to handle three times more than
current capacity as well as ensure that the network
uptime considers access from users working at all
times of the day
Ensure adequate wireless bandwidth is available in
order to provide adequate response time to
employees’ tasks
\VLANS:
Mobile access must be isolated via the
implementation of separate VLANS outside the
corporate network
Firewalls, IDS and IPS systems present
The Servers that control mobile devices need to be
behind the organization's firewalls and IDS/IPS
systems
s
.3 IT has implemented virtualization (i.e. in the form
;! = 2 IT is considering virtualization options of sandbox or other methods) in order to achieve
2 space isolation
S
2
2 L . .
Z E 3 [Organization does not allow Third-Party's BYOD 'The controls at the optimal level are met.
¥
IT has access control procedure with respect to BYOD
in order to:
»  Control access to organization's
_ information
£ »  Ensure BYOD user authorization
é *  Prevent unauthorized user access
2 3 » Prevent unathorized access to 'The controls at the optimal level are met
§ networked services P '
< *  Prevent unauthorized user access to
a operating systems
o *  Prevent unauthorized access to
information held in application systems
*  Ensure information security when
using teleworking facilities
IT has in place procedures for BYOD with respect to
25 the following:
S g £ «  Anti-malware )
§ § g 3 . Bl.aclflist?ng NVhiteI.istipg 'The controls at the optimal level are met.
N < »  Distribution of applications

»  Reporting of applications
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IT Findings and Recommendations - HIGH Security Scenario

Security | Security Findings Recommendations
Control | Level
»  Update and backup
L o
-
C © - .
< S IT has in-place procedures for BYOD with respect to -
o5 3 anti-malware installation in BYOD. The controls at the optimal level are met.
PR
&5
g § The organization 1) considers the CIA of the
25 3 information, 2) ensures secure channels, and 3) has The controls at the optimal level are met
Sa implemented encryption of organization's information P '
93 in transit and at rest.
~ 8
> [The organization has a mobile device security
s management process in place, and the following is
§ being implemented:
© »  Profile management
2 E The organization has implemented a mobile device «  Device detection
a g 2 security mgmt. process, but controls as per level 3 are « Monitoring and tracking
% Missing. *  Remote wipe
S +  Detect malware
~ +  Data encryption
o *  Remote device lock
c
S
o ==
S % a 3 [The controls at the optimal level are met.
s IThe organization has a process in place to ensure
9 separation of personal from corporate data.
€ [The organization has a content management system
‘GE) in place and it controls access to corporate
38 documents, secure content storage, synchronize
g o ) content, encrypts content container, and provides
' ‘é 'The organization has implemented a content reporting/analysis.
a g 2 |management system but controls as per level 3 are « Access to corporate documents
= MISSINg. « Secure content storage
§ »  Synchronize content
o *  Encrypts content container
o *  Provides reporting/analysis
oS 8 IThe organization has implemented security measures
38 § 3 with respect to BYODs accessing storage resources  [The controls at the optimal level are met.
O< outside of the control of the organization.
[
§ § IThe organization has considered the amount of mobile
= g device resources required when implementing )
g S 3 |monitoring or configuration options that may diminish[The controls at the optimal level are met.
<5 the BYOD's availability, and proper measures are in
ai O lace.
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Table C.3 Findings and Recommendations for User Domain — HIGH Security Scenario

USER Findings and Recommendations - HIGH Security Scenario

Security

Security

Control Level Findings Recommendations
5]
C
-2 Users sign a BYOD policy where they adhere to the :
© & 3 organiza%ion's directiF\)/es v)\:ith respect)tlo BYOD. The controls at the optimal level are met.
S
c
2 [The user is required to attend initial and subsequent BYOD
p: § 3 lawareness orientation/education where mutual The controls at the optimal level are met.
B responsibilities are discussed
MAUP is in-place and the following are required:
8 *  User signs MAUP prior to connection
2 »  User signs MAUP on annual basis .
e 3 < User adheres to penalties 'The controls at the optimal level are met.
s p
™ »  User adheres to disciplinary actions
»  User adheres to exit procedures
% 2 Users follow organizational procedures when accessing
_ D .
g § 3 resources outside the control of the organization The controls at the optimal level are met.
™
Users are made aware of the possible device resource
consumption depending on the mobile device solution
8 S . . adopted by the organization, and this is clearly state
S5 Users are _made aware of the possml_e dewqe resource in the MAUP. The following needs to be clearly
2 E 1 consumption depending on the mobile device solution Stated:
g 2 :;Ijg\%%d by the organization, but this is not stated in the « Battery consumption on the user's
o3 ' device may be affected
*  Memory and storage utilization may be
affected
% IThe organization's position with respect to the privacy of the
a data in the device is clearly stated in the MAUP and
g _ explained to the in the awareness program. Depending on
§ 2 the mo_bile device solution adopted by the organization, the
Z 3 3 [following may be present: _ The controls at the optimal level are met.
a9 *  Personal data may be visible to the
g & corporation
3 »  Personal data may be visible to the
) corporation

Table C.4 Findings and Recommendations for Mobile Device Domain — HIGH Security Scenario

Mobile Device Findings and Recommendations - HIGH Security Scenario
SecuritySecurity Findings Recommendations
Control| Level
- 8, The following access control security controls are
< 8 0 2 A N
< implemented:
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Mobile Device Findings and Recommendations - HIGH Security Scenario

Security]

Security|

Control| Level Findings Recommendations
»  Permission-based access controls for access to the
organization’s networks and data based on need-
to-know
* Role-based policy for user access
»  Separate accounts for administrators
(one for administrator work, and one for
other purposes)
*  Administrator privileges granted to
administrators only
»  Limits put on each user that have access
to the application
«  Users privileges based on need-to-know
*  Permissions periodically reviewed to
include super users
) ) ) ) »  Process for checking inactive and terminated users|
Moblle Devu;e access control is considered and « Revocation period process
:rrngslfr:gented, however, some level 3 controls are = Strong password policy. Suggested criteria:
*  Minimum of 9 characters
* Include one upper case alphabetic
character
* Include one lower case alphabetic
character
* Include one special character
* Include one numeric character
+  Expires after 60 days
+  Different than the previous 10
passwords
»  Changeable by the administrator at any
time
»  Changeable by user only once in a 24-
hour period
*  No shared accounts are permitted
IThe following application security controls are
implemented:
*  Inventory of organization’s and third-party
apps and revision levels
‘é‘ »  Distribution whitelist and blacklists
g’ «  Over-the-air (OTA) distribution of
< software (apps, patches, updates) and
= policy changes
2 »  Activate or deactivate specific apps .
S 3 - - - —— - ——————The controls at the optimal level are met.
Q e Private ‘app store’ for security distribution
g of organization’s apps
% *  Access to the enterprise’s app store is
> restricted to BYOD devices owned by
: employees.

All apps in the store are digitally signed by
the enterprise.

The supported BYOD platforms all check

the validity of the apps’ digital signatures
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Mobile Device Findings and Recommendations - HIGH Security Scenario

SecuritySecurity|

Controll Level Findings Recommendations
before the apps are permitted to execute on
the device
*  Reporting of applications procedures exist
»  Backup process in place
L« 5]
=
C
< % 3 |Anti-malware is installed and active in mobile device|The controls at the optimal level are met.
(32)
< 2

4.4 Corporate Data Protection

IThe following corporate data controls are
implemented:

»  Data encryption on device and during
transmission

*  Remotely lock and wipe data and
installed apps

Selective wipe and privacy policies
for organization apps and data, i.e.,
sandboxing

'The controls at the optimal level are met.

»  Distribution and management of
digital certificates (to encrypt and
digitally sign emails and sensitive
documents)

4.5 Device Security Mgmt.

Device security is being implemented; however,
some level 3 controls are missing

[There is mobile device mgmt. (MDM) process in place

[The following device security issues are implemented:

»  Secure portal for BYOD users to enroll &
provision devices

* Inventory devices, operating systems, patch
levels

*  Postpone automatic updates from Internet
service providers (ISPs), e.g., in cases where
an automatic OS update may cause critical
apps to fail

»  Capability to locate and map lost phones for
recovery

»  Backup and restore BYOD device data

»  Send text messages to one or a group of
selected devices with troubleshooting
instructions

»  Perform remote device diagnostics for a wide
range of BYOD devices

*  Remotely view a device’s screen and take
screen shots to assist with troubleshooting

»  Take remote control of a device for
troubleshooting

»  Upon connection to organization’s network,
the following is automatically checked:

»  Patch level for OS and apps
*  Required security software is
active and current for:
*  Antivirus
*  Firewall
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Mobile Device Findings and Recommendations - HIGH Security Scenario

Control

SecuritySecurity|

Level

Findings

Recommendations

*  Full-disk
encryption

«  Device is not jailbroken (Apple) or
rooted (Android)

*  Presence of unapproved devices

*  Presence of blacklisted apps

If any of the above checks fail, the MDM can
automatically update the device or disallow access

MDM servers are behind organization’s firewalls
and intrusion detection systems/intrusion
prevention systems (IDS/IPS)

Space isolation is considered and one of the
following is being implemented:

»  Separation of corporate and personal

4.9 Resource
Consumption

=
o
c
2
=
c % 3 - IThe controls at the optimal level are met
i) data on device :
(3] - A
n »  True space isolation: corporate data
< does not reside in device
© IThe mobile device has a process to manage content
S E and it controls the following:
LD
ags »  Access to corporate documents
% = 3 »  Secure content storage IThe controls at the optimal level are met.
o2 *  Synchronize content
=5 -
~3 »  Encrypts content container
=~ »  Provides reporting/analysis
=R IThe mobile device has security measures with
3 S g| 3 [respect to access of storage resources outside of the [The controls at the optimal level are met.
O< control of the organization.
3 [The amount of mobile device resource required is ~ [The controls at the optimal level are met.

negligible
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