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ABSTRACT

Cloudcomputinghasemergedasadominantplatformforcomputingfortheforeseeablefuture.A
keyfactorintheadoptionofthistechnologyisitssecurityandreliability.Here,thisarticleaddresses
akeychallengewhichisthesecureallocationofresources.Theauthorsproposeasecurity-based
resourceallocationmodelforexecutionofcloudworkloadscalledSTARK.Thesolutionisdesigned
toensuresecurityagainstprobing,UsertoRoot(U2R),RemotetoLocal(R2L)andDenialofService
(DoS)attackswhilsttheexecutionofheterogeneouscloudworkloads.Further,thispaperhighlights
thepromisingdirectionsforfutureresearch.
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1. INTRODUCTION

The fast developments in Information and Communication Technology (ICT) have enabled the
emergingofthe“cloud”asasuccessfulparadigmforconvenientlystoring,accessing,processing,
andsharinginformation(Varghese&Buyya2017).Withitssignificantbenefitsofscalabilityand
elasticity,thecloudparadigmhasappealedcompaniesaswellasindividuals,whicharemoreand
moreresortingtothemultitudeofavailableprovidersforstoringandprocessingdata.Unfortunately,
suchconveniencecomesatthepriceofowners’lossofcontrolovertheirdata,andconsequentsecurity
threats,whichcanlimitthepotentialwidespreadadoptionandacceptanceofthecloudcomputing
paradigm(Singhetal.,2017).Figure1showsthedifferenttypesofattacksforcloudservicessuch
assoftware,platform,applicationandinfrastructure.

On theonehand,cloudproviderscanbeassumed toemploybasicsecuritymechanismsfor
protectingdata instorage,processing,andcommunication,devotingresources toensuresecurity
thatmanyindividualsandcompaniesmaynotbeabletoafford.Ontheotherhand,dataowners,as
wellasusersofthecloud,losecontroloverdataandtheirprocessing.Currently,cloudservicesare
provisionedandscheduledaccordingtoresources’availabilitywithoutensuringtherequiredsecurity
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(Singhetal.,2017).Thecloudprovidershouldevolveitsecosystemtomeetsecurityrequirementsof
eachcloudcomponent(Pietroetal.,2016)andspecifically,deploymechanismstoensurethesecure
andautonomicmanagementofresources.

Inthisresearchpaper,wehaveproposedaconceptualmodelforsecurity-awareallocationof
cloudresourcescalledSTARK,whichprovidesprotectionagainstsecuritythreatsduringresource
managementforworkloadexecution.Thiswork(STARK)isanextensionofourpreviousresearch
worki.e.STAR(Singhetal.,2017).Therestofpaperisstructuredasfollows.Section2presents
proposedsecurity-awareresourcemanagementmodel.Thereafter,wepresentasetoffutureresearch
directionsandconcludethepaperinSection3.

2. STARK: SECURITy BASED RESOURCE ALLOCATION 
MODEL FOR CLUSTERED wORKLOADS

Asthescaleofmobilenetworksandthepopulationofmobileusersincreases,theapplicationsof
cloudcomputinghaveemergedwheresocialuserscanusetheirmobiledevicestoexchangeandshare
contentswitheachother(Quetal.,2010).Thesecurityresourceisneededtoprotectmobilesocialbig
dataduringthedelivery.However,duetothelimitedsecurityresource,howtoallocatethesecurity
resourcebecomesanewchallenge.Existingsecurity-basedresourcemanagementtechniquesonly
focusesonhomogenouscloudworkloadsandprovideprotectionagainstDenialofService(DoS)
attack(Waillyetal.,2012;Singh&Chana2013;Bittencourtetal.,2017).Tosolvethisproblem,
thereistheneedforanewsolution,whichcanprotectthecloudagainstdifferenttypesofsecurity
attacksduringtheautonomicexecutionofcloudworkloads.

We propose “Security-based resource allocation model for clustered workloads in cloud
environment”(STARK).Ourproposedsolutionprovidesprotectionagainstthefollowingfourmain
typesofsecurityattacksincludingprobing,UsertoRoot(U2R),RemotetoLocal(R2L)andDenial
ofService(DoS),whichoccurwhilsttheheterogenouscloudworkloadsareexecuted.STARKworks
throughfourmainstagesincludingmonitoring,analysis,planningandexecutioninspiredbyofan
IBMautonomicmodel.Infact,STARKcontinuouslymonitorsforsecurityattacksandanalysesany
alerttriggeredduetoanattack,itthenplansanactiontohandletheidentifiedthreatandexecutes
a set of actions to ensure the security of the cloud. This section discusses the architecture of a
proposed conceptual model, which offers self-protection against security attacks with minimum

Figure 1. Different types of attacks for cloud services
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humanintervention.ThearchitectureofSTARKisshowninFigure2anditsmaincomponentsare
discussedbelow:

• ResourcemanagementinSTARKisdoneattwolevels:globalandlocal.Atgloballevel,workloads
orapplicationsaresubmittedforexecutionalongwithServiceLevelAgreement(SLA)pertaining
QoSrequirements.Executionofworkloadorapplicationisdividedintosubtasksorsmalllevels
calledlocallevels.Theactualexecutionofworkloadorapplicationisperformedatlocallevel
afterverificationofavailabilityofresources;

• Theknowledgepoolstoresthepredefinedrulesdefinedbysystemadministratorandruleswill
beupdatedtimetotimebasedonnewpolicesofresourceallocation;

• Aimofresourceallocationistoallocateappropriateresourcestothesuitableworkloadsontime,
sothatapplicationscanutilizetheresourceseffectively;

• Resourcediscoveryisabletofindtheadequate(withminimumcostandexecutiontime)resource
forworkloadorapplicationbasedonQualityofService(QoS)requirementsthroughcomposition;

• Compositionisabletodeterminethebestresourceworkloadpairforexecution;
• Resourcemonitormonitorswhethertheconditionsarebeingfulfilledasspecifiedinpolicyand

ensuresthatalltheresourcesareprovided.Alltheinputsreceivedfrommonitorsareanalyzed
andactionsaretakenaccordingtothealertgeneratedbyQoSmonitor;

• QoSmonitorisusedtoverifywhetheralltheQoSattributesdefinedinSLAarefulfilledornot
byusingAdaptation.Ifnot,thenQoSmonitorgeneratesanalerttoprovidemoreresourcesto
fulfillthecurrentdemandofapplication;

• Adaptation function is able tomaintain the effective execution in caseof suddenchange in
QoSconditions.BasedonQoSrequirementsandpolicyofsystem,resourcesareprovisionedto
workloadorapplicationandresourceprovisioninginformationissenttouserforverification;

Figure 2. STARK architecture (Singh et al., 2017)
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• Aftersuccessfulverificationbyuser, theautonomicsecuritymanagerprotectsexecution
ofworkloads;

• Resourceexecutorperformsthefinalstepofresourceexecutionandcompletestheexecution
withinspecifieddeadlineandsystemcontinuesforotherworkloadsorapplications;

• ForQoSassessment,theQoSmanagercalculatestheexecutiontimeofworkloadandfindsthe
approximateworkloadcompletiontime;

• ResourcemanagermaintainsresourcedetailswhichincludesthenumberofCPUused,sizeof
memory,costofresources,typeofresourcesandnumberofresources.Itcontainstheinformation
abouttheavailableresourcesandreservedresourcealongwithresourcedescription(resource
name, resource type, configuration, availability information,usage information andpriceof
resource)asprovidedbycloudprovider;

• BasedonSLAinformation,theSLAmanagerpreparesSLAdocumentwhichcontainsinformation
aboutSLAViolationRate(maximumandminimumviolationandpenaltyrateincaseofSLA
violation)andaccordinglyurgentcloudworkloadswouldbeplacedinpriorityqueue(workload
withurgentdeadlineinexecutionstate)forearlierexecution;

• Theservicemanagermanagesthewholeserviceofthesysteminacontrolledmanner.Basedon
SLAinformation,QoSinformation,workloadinformationandresourceinformation,theresource
workloadmappermapstheworkloadstotheappropriateresourcebytakingcareofbothSLA
andQoS.Resourceschedulerisfurtherusedtoscheduletheworkloadsaftermappingofthe
workloadswithavailableresourcesandgeneratestheworkloadschedule.Resourcescheduleruses
minimumnumberofresourcestoexecutetheworkloadswithinspecifiedbudgetanddeadline.
STARKprotectstheexecutionofclusteredworkloads(Singhetal.,2017)fromsecurityattacks.

Themainaimofself-protectinginSTARKistoprotectthesystemfromintentionalattacks.In
essence,STARKworksbytrackingthedoubtfulactivitiesandrespondaccordinglytomaintainthe
workingofsystemwithoutanydisruption.Thesystemshouldbetrainedtodifferentiatebetween
legitimateandmaliciousbehaviourinordertoenforceprotectionproperly.Asmentioned,STARKis
designedtoprotectacloudagainstDoS,R2L,U2RandProbingattacks(Vance&Siponen,2012).In
DoS(DenialofService)attacks,alargeamounttrafficisgeneratedbyattackerstocausedamageby
floodingthevictim’snetwork(Gill&Buyya,2019).ItincludesSMURF(tocreatedenialofservice,
attackersuseICMP(InternetControlMessageProtocol)echorequestbypointingpacketstowards
broadcastIPaddress),LAND(LocalAreaNetworkDenial)(whensourceanddestinationaddressis
same,thenattackerssendspoofedSYNpacketinTCP/IPnetwork)andSYNFlood(attackerssending
IP-spoofedpacketswhichcancrashmemory).InRemotetoLocal(R2L),attackersaccessthesystem
locallywithoutauthorizationtodestroythenetworkbyexecutingtheircommands(Benkhelifa&
Welsh,2014).ItincludesattackslikeIMAP(InternetMessageAccessProtocol),Guesspassword
andSPY(Singh&Buyya,2019).InUsertoRoot(U2R),attackersgetrootaccessofthesystemto
destroythenetwork.Itincludesattackslikebufferoverflowandrootkits(Gilletal.,2019).InProbing,
attackersuseprogramminglanguagetostealtheprivateinformation.Itincludesattackslikeport
sweepandNMAP(NetworkMAPper).

STARKprovidessecurityduringexecutionofuserworkloadsautomatically.Duringtheexecution
ofworkloads,securityismonitoredcontinuouslyusingasub-unitperformancemonitortomaintain
theefficiencyofSTARKthatgeneratesalertincaseofsecurityattack(Paul2015).STARKprovides
self-protectionandensuresthesecurecommunicationamongautonomicelementsduringresource
execution(Gill&Buyya2018).STARKcomprisesofsixcomponentsofautonomicmodel:sensor,
monitor,analyze,plan,executeandeffector.Sensorsgettheinformationaboutperformanceofcurrent
statenodesintermsofaQoSparameteri.e.IntrusionDetectionRate(Somanietal.,2017).Firstly,the
updatedinformationcomingfromprocessingnodesistransfertomanagernodethenmanagernode
transfersthisinformationtomonitors.Updatedinformationincludesinformationaboutsecuritythreats.
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Forthemonitoringmodule,securityagentsareinstalledonalltheprocessingnodes,whichare
usedtotracetheunknownandknownattacks.Basedontheexistingdatabaseinthesystem,new
anomaliesarecapturedinSTARK.STARKcapturesananomalybydetectingsystemintrusions
andmisuseofsystembyusingitsmonitorandclassifyingitaseithernormaloranomalousby
comparingitspropertieswithdatainexistingdatabase.Newanomaliesarecapturedbysecurity
agentandinformationaboutanomaliesisstoredindatabase(knowledgebase).STARKprotects
thesystemfromvariousattacksasdiscussedearliersuchasDoS[Smurf,LAND,SYNFloodand
Teardrop],R2L[SPY,Guesspassword, IMAP],U2R[Rootkits,BufferOverflow]andProbing
[PortssweepandNMAP].SNORTanomalydetector(Gaietal.,2017)isusedtoprotectthesystem
fromattacks.Wehaveuseddetectionenginetodetecttheattacksandmaintainthelogaboutattack.
Detectionenginedetectsthepatternofeverypackettransferringthroughthenetworkandcompares
withthepatternofpacketsexistingindatabasetofindthecurrentvalue.Alertwillbegenerated
ifcurrentvalueisoutofrange[Range(Min,Max)].StateVectorMachine(Gilletal.,2018)[7]
isusedinSTARKtomakeanetworkprofileforattackdetection,whichisdesignedbasedonthe
trainingdatatodetectandrecognizeinput(userdata)andbasedontheclosedmatchtothedata
definedinclasses,outputisproduced.

Foranalyzingandplanningmodule,theanalyzingunitstartsanalyzingtheloginformationof
attacksafteralertisgeneratedbysecurityagenttogeneratesignature(Gilletal.,2019).STARK
performsthefollowingfunctionstogeneratesignatures:

• Collectallthenewalertsgeneratedbytheautonomicmanager;
• UseJavautilitytoperformparsingtogetURL,port,andpayloaddetail;
• CategorizedatabasedonURL,port,andpayload;
• Findthelargestcommonsubstringapplylongestcommonsubsequence(LCS);
• ConstructanewsignaturebyusingpayloadstringidentifiedbyLCS.

Fortheexecutingmodule,SNORT(Caswell&Beale2004)canbeusedtorefinethesignature
receivedfromanalyzerforIntrusionDefenseSystems(IDS)andIntrusionPreventionSystems(IPS)
sensorsandcomparesnewsignatureswithexistingsignatureinSNORTdatabase.Ifsignaturesarenew,
thentheyareaddedtoSNORTdatabase(knowledgebase)andifsignaturesareexistingthentheyare
merged.Effectorisactingasaninterfacebetweenautonomicunitstoexchangeupdatedinformation
anditisusedtotransferthenewpolicies,rulesandalertstoothernodeswithupdatedinformation.

3. CONCLUSION AND FUTURE RESEARCH DIRECTIONS

Inthispaper,weproposeSTARK,whichisasecureresourceallocationmodelfortheexecutionof
cloud.STARKefficientlyschedulestheprovisionedcloudresourcesfortheexecutionofheterogenous
cloudworkloadsandmaintainsthesecurityofcloudservices.Inthefuture,STARKwillbeverified
inacloudenvironmenttoevaluateitinpractice.TheimpactofsecurityonQoSwillalsobeanalyzed.

Figure3showsthefutureresearchdirections insecurity-awarecloudresourcemanagement,
whicharediscussedbelow:

• User Data Breaches:Withsensitivedata(onlinebankingtransactions)beingstoredonlinerather
thanonpremise,isthecloudinherentlylesssafe?

• Hijacking of User Accounts:Attackersnowhavetheabilitytouseclouduser’slogininformation
to remotely access sensitivedata storedon the cloud; additionally, attackers can falsify and
manipulateinformationthroughhijackedcredentials;
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• Malware Injections: During workload execution, malicious code can be injected into
cloudservicesandviewedaspartofthesoftwareorservicethatisrunningwithinthecloud
serversthemselves;

• Data Loss:Dataoncloudservicescanbelostthroughamaliciousattack,naturaldisaster,or
adatawipebytheserviceprovider.Losingvitalinformationcanbedevastatingtobusinesses
thatdon’thavearecoveryplan;

• Shared Vulnerabilities:Cloud security is a shared responsibilitybetween theprovider and
theclient.Thispartnershipbetweenclientandproviderrequirestheclienttotakepreventative
actionstoprotecttheirdata.WhilemajorproviderslikeBox,Dropbox,Microsoft,andGoogle
dohavestandardizedprocedurestosecuretheirside,finegraincontrolisuptoyou,theclient;

• Software Defined-Cloud:SoftwareDefined-Cloudcanbeusedtoprovidesecurecommunication
amongcloudnodes.TransportLayerSecurity(TLS)/SecureSocketsLayer(SSL)encryption
techniques can also be used to provide secure communications between controller(s) and
OpenFlowswitches,theconfigurationisverycomplex,andmanyvendorsdonotprovidesupport
ofTLSintheirOpenFlowswitchesbydefault.SoftwareDefinedNetwork(SDN)securityis
criticalsincethreatscandegradetheavailability,performanceandintegrityofthenetwork.

Figure 3. Future research directions in security-aware cloud resource management



Journal of Organizational and End User Computing
Volume 32 • Issue 3 • July-September 2020

21

REFERENCES

Benkhelifa,E.,&Welsh,T.(2014).TowardsMalwareInspiredCloudSelf-Protection.Proceedings of theIEEE 
International Conference on Cloud and Autonomic Computing (ICCAC)(pp.1-2).IEEEPress.

Bittencourt,L.F.,Diaz-Montes,J.,Buyya,R.,Rana,O.F.,&Parashar,M.(2017).Mobility-awareapplication
schedulinginfogcomputing.IEEE Cloud Computing,4(2),26–35.doi:10.1109/MCC.2017.27

Carpen-Amarie,A.(2011).Towardsaself-adaptivedatamanagementsystemforcloudenvironments.Proceedings 
of the IEEE International Symposium on Parallel and Distributed Processing Workshops and Phd Forum 
(IPDPSW)(pp.2077-2080).IEEEPress.doi:10.1109/IPDPS.2011.381

Caswell,B.,&Beale,J.(2004).Snort2.1intrusiondetection.Syngress.Retrievedfromhttps://www.snort.org/

DiPietro,R.D.,Lombardi,F.,&Signorini,M.A.T.T.E.O. (2016).SecureManagementofVirtualized
Resources.InSecurity in the Private Cloud.AcademicPress.

Gai,K.,Qiu,L.,Chen,M.,Zhao,H.,&Qiu,M.(2017).SA-EAST:Security-awareefficientdatatransmission
forITSinmobileheterogeneouscloudcomputing.ACM Transactions on Embedded Computing Systems,16(2),
60.doi:10.1145/2979677

Gill,S.S.,&Buyya,R.(2018).Ataxonomyandfuturedirectionsforsustainablecloudcomputing:360degree
view.[CSUR].ACM Computing Surveys,51(5).

Gill,S.S.,&Buyya,R. (2018,January/February).SECURE:Self-ProtectionApproach inCloudResource
Management.IEEE Cloud Computing,5(1),60–72.doi:10.1109/MCC.2018.011791715

Gill,S.S.,&Buyya,R.(2019).Resourceprovisioningbasedschedulingframeworkforexecutionofheterogeneous
andclusteredworkloadsinClouds:Fromfundamentaltoautonomicoffering.Journal of Grid Computing,17(3),
385–417.doi:10.1007/s10723-017-9424-0

Gill,S.S.,Chana,I.,Singh,M.,&Buyya,R.(2018).CHOPPER:AnintelligentQoS-awareautonomicresource
managementapproachforcloudcomputing.Cluster Computing,21(2),1203–1241.doi:10.1007/s10586-017-1040-z

Gill,S.S.,Tuli,S.,Xu,M.,Singh,I.,Singh,K.V.,Lindsay,D.,&Garraghan,P.et al.(2019).Transformative
EffectsofIoT,BlockchainandArtificialIntelligenceonCloudComputing:Evolution,Vision,TrendsandOpen
Challenges.Internet of Things,8,100118.doi:10.1016/j.iot.2019.100118

Manuel, P. (2015). A trust model of cloud computing based on Quality of Service. Annals of Operations 
Research,233(1),281-292.

Qu,G.,Rawashdeh,O.A.,&Che,D.(2010).Self-ProtectionagainstAttacks inanAutonomicComputing
Environment.International Journal of Computers and Applications,17(4),250–256.

Singh,S.,&Chana,I.(2013).ConsistencyVerificationandQualityAssurance(CVQA)TraceabilityFramework
forSaaS.Proceeding of 3rd IEEE International Advance Computing Conference (IACC-2013).AcademicPress.
doi:10.1109/IAdCC.2013.6506805

Singh,S.,&Chana,I.(2016).QoS-awareautonomicresourcemanagementincloudcomputing:Asystematic
review.ACM Computing Surveys,48(3),1–46.doi:10.1145/2843889

Singh,S.,Chana,I.,&Buyya,R.(2017).STAR:SLA-awareAutonomicManagementofCloudResources.
IEEETransactionsonCloudComputing.doi:10.1109/TCC.2017.2648788

Somani,G.,Gaur,M.S.,Sanghi,D.,Conti,M.,&Buyya,R.(2017).DDoSattacksincloudcomputing:Issues,
taxonomy,andfuturedirections.Computer Communications,107,30–48.doi:10.1016/j.comcom.2017.03.010

Vance,A.,&Siponen,M.T.(2012).ISsecuritypolicyviolations:Arationalchoiceperspective.Journal of 
Organizational and End User Computing,24(1),21–41.doi:10.4018/joeuc.2012010102

Varghese,B.,&Buyya,R.(2017).Nextgenerationcloudcomputing:Newtrendsandresearchdirections.Future 
Generation Computer Systems,79,849–861.doi:10.1016/j.future.2017.09.020

Wailly,A.,Lacoste,M.,&Debar,H.(2012).Vespa:Multi-layeredself-protectionforcloudresources.Proceedings 
of the 9th ACM International Conference on Autonomic computing(pp.155-160).ACM.

http://dx.doi.org/10.1109/MCC.2017.27
http://dx.doi.org/10.1109/IPDPS.2011.381
http://dx.doi.org/10.1145/2979677
http://dx.doi.org/10.1109/MCC.2018.011791715
http://dx.doi.org/10.1007/s10723-017-9424-0
http://dx.doi.org/10.1007/s10586-017-1040-z
http://dx.doi.org/10.1016/j.iot.2019.100118
http://dx.doi.org/10.1109/IAdCC.2013.6506805
http://dx.doi.org/10.1145/2843889
http://dx.doi.org/10.1109/TCC.2017.2648788
http://dx.doi.org/10.1016/j.comcom.2017.03.010
http://dx.doi.org/10.4018/joeuc.2012010102
http://dx.doi.org/10.1016/j.future.2017.09.020


Journal of Organizational and End User Computing
Volume 32 • Issue 3 • July-September 2020

22

Sukhpal Singh Gill is a lecturer (Assistant Professor) in Cloud Computing at School of Electronic Engineering and 
Computer Science (EECS), Queen Mary University of London, UK. Prior to this, Dr. Gill has held positions as a 
Research Associate at the School of Computing and Communications, Lancaster University, UK and also as a 
Postdoctoral Research Fellow at the Cloud Computing and Distributed Systems (CLOUDS) Laboratory, School 
of Computing and Information Systems, The University of Melbourne, Australia. Dr. Gill was a research visitor at 
Monash University, University of Manitoba and Imperial College London. He was a recipient of several awards, 
including the Distinguished Reviewer Award from Software: Practice and Experience (Wiley), 2018, and served 
as the PC member for venues such as UCC, SE-CLOUD, ICCCN, ICDICT and SCES. His one review paper has 
been nominated and selected for the ACM 21st annual Best of Computing Notable Books and Articles as one of 
the notable items published in computing - 2016. He has published more than 50 papers as a leading author in 
highly ranked journals and conferences with H-index 20. His research interests include Cloud computing, Fog 
computing, software engineering, Internet of Things and Big Data. For further information on Dr. Gill, please visit: 
www.ssgill.me.

Arash Shaghaghi is an Assistant Professor (Lecturer) in Cybersecurity at Deakin University, Melbourne, Australia. 
He is also a Visiting Fellow at the School of Computer Science and Engineering at The University of New South 
Wales (UNSW), Sydney, Australia. He received PhD from UNSW Sydney where he was also affiliated with 
CSIRO, Data61. Previously, he completed an MSc in Information Security at University College London (UCL) 
and a BSc in Information Technology at Heriot-Watt University of Scotland. Arash has been consistently ranked 
as a top student in his studies and received multiple awards and scholarships in the past few years including the 
Australian Government Research Training Program Scholarship. Arash research interests include network and 
system security, access control systems, Cloud Computing, and applied cryptography.


