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INTRODUCTION

1. General comments. European regulatory involvement might be found
in the two key legal questions linked with the development of information
society services, that is, the legal framework needed for the development
of e-transactions and the protection of individual freedoms likely to be
called into question by this development, That distinction will structure this
commentary. The first part will analyse the texts regarding Data Protection,
mainly the two Directives enacted in that field, the second oné is dedicated
to the multiple texts which regulate the electronic transactions and operators
including the e-payment transactions and e-money. issuers and definitively
the peculiarities of the transactions concluded with consumers. Definitively
ancillary issues ought to have been commented. Therefore, certain matters,
subject to the so-called ‘third pillar” have an jmpact on the development of the
information society. One pinpoints the fight against computer crime and the
Yimits imposed on the freedom of expression as regards the needed protection
of minors or the illegal and harmful content. But these peripheral matters
have been judged as 100 far from the purposes pursued in this commentary.
As regards the two chosen topics, it might be noted that no subject escapes
European jurisdiction. Subjects such as electronic signatures, the security of
electronic payments and consumer protection requirements fall obviously
under this European jurisdiction with the aim of constructing single and uni-
fied European market. If European intervention in the protection of freedoms
is also justified since the enactment of the European Treaty of Amsterdam,
this intervention might have previously received only an indirect justification
in that by retaining different national data protection regulations there was 2
danger of creating barriers to intra-European traffic. All the EU initiatives are
based on the Treaty provisions, which enable the EU authorities to coordinate
Member State laws with regard to the free movement of goods and services
(art. 45,47(2) and 55) and the establishment of the internal market (art. 95).
Tnsofar as the e-commerce is without frontiers, the Commission has argued
easily that its intervention was necessary notwithstanding the two European
principles of subsidiarity and proportionality, which fix major limits to the
competence of the EU interventions. If the number and the scope of the Euro-
pean interventions are noteworthy, the problem of the rapidity as regards the
procedure needed for adopting a Directive under the ca-decision procedure
mechanisms raises concerns as regards the necessity to respond quickly to
the needs of rapid technological evolution. That explains the frequent re-
course by the Commission to a certain number of alternative softer methods
of regulation like recommendations (€.8. Communication and Recommenda-
tion of 9 July 1997 on electronic means of payment), communications (e.g.
Communication of 2 December 2003 on a new legal Framework for pay-
ments in the internal market) and even the Commission’s Working document
like the ‘BU Blueprint on mobile payments’. It might also be underlined that
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?;Sis;igf‘ tasv (l))l;::&t:ltllrv; provides for review, amendment process or short-term
e Lo Troxty (Wh)_'e;rs). No doubt, the relevant provisions laid down in
o ot on e t1ic came into force on 1 December 2009) will have
a European level. F‘eiﬁaﬁ;,l;;ofﬁiugsit?:r? tt}:SOP‘l)ISitioln (')f s
X ] i , egulations that i
:;)elfltil::;)ll((:a ct(‘))mégg{;:: have bee;n 1r}cluded: the Romg 1 Regulati(?r: grrlll:tz::tlz?;
e eabl ctual oblxgatxons,. anq the Rome II Regulation on the
o intemat{:g:—;:ontr?ctual obligations. Without a doubt, in the ever
increasing i al environment tfor ;1ectronic commerce, these regula-
i and continue to be of major importance. B

PART L. DATA PROTECTION DIRECTIVES

2. International origi i i
r rigins. One important internation i
ﬁztli)ata Protqctlon Directive is the European Conventizlnr:egguz::(;?;y tt;‘asm -
m Esrg;(;cc:::;l:gdotf personal data of 1981. Based on the ECHR tt%e Ci)?l‘rl\tcoii
ed to protect the individual agai ,
t I / gainst the dange i
;:gﬁ%ﬁ%&?;ﬁ:;eg by automation. Driven by the int%en‘tsk?rfr ggﬁzﬁigg
y means of an international regulati

g\:rsir;\g(l)y ?rf the OECD adopted the OECD Privacy Guig;eliri(e): ;)tr?z gglcfrrr?)
ol bindi'n dcontrast to the (;ouncil of Europe, the OECD did not prese ;
o gpocs);:;lsn:gn.tt under glternational law, but rather restricted iIt)self ?n
. its member states for common principl
:)I;gT]:z;s%nah data and for cross-border data exchané)e. Inlptl?: %I;g;(;c?SS-
on Trar tstegr er Data Flows accepted on 11 April 1985, the OECD Mir?islf :
estmofmtlhe Og&tggtcd the guidelines, at the same time emphasising the intefx:'r
oo i 1990 in unobstructed information exchange. The UN Guidelin s

contain recommendations and were addressed not only ft:(s)

individual States, but also contai i
es, ontain regulations on processi i
the context of international State organisations processing personal daia in

3.D i i
o wi?k:a ﬁ}:\l;;):;?:tm] rgcl:)gmsed as a basic right. Connecting data protec-
o 3. rights and freedoms has been confirmed and reiterated
again Chartgr ()flf,"l iscussions on data protection. One important example
o he furldmnundalrmantal R{ghts approved in 2000 under the Treatypof
Nice. This fondam ental text, which does not present any direct mandatory
bt thegEur cons@_ered asa first attempt to define the constitutional
e At i Il:)grian c;tlzen, includes two provisions with respect to pri-
- e e aummagz ess a copy of art. 8 of the European Convention
protection of family 1ilvepzlotf:r:)siscli‘l)eg :Ifdpgli(::ltl: ltl(liata‘ e e
SCtio lly live, € secrec i

;r:txll::a:it;(f)::c:ngfln th,ls way translate_s the traditional conge}())tfié;nz? t;:ricv(;rcr:l~
vt the v ﬁ:\e s intimacy. anously, art. 8 establishes a distinct Hu):
fan righ : ght to D_ata Protection, that must be considered apart fr

ty as a Human right separate and complementary to privacy. Anorg
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reasserts the four major principles of all Data Protection laws. First principle:

all personal data and not only sensitive data are covered by this new Human

right. Second, new subjective rights are granted to the data subjects as the

right to access and to rectify erroneous data. Third, certain limitations, like

fair collection and data quality, are imposed on the data controllers. Fourth,
in order to balance the data controllers interests and liberties and the data
subjects liberties, specific reference is made to the role of the Data Protection
Authority. New relevant provisions are 1aid down in the Lisbon Treaty. The
Lisbon Treaty is in force since 1 December 2009. The Treaty gives everyone,
including third country nationals a new right to dafa protection, enforceable
before a court. It obliges the Council and European Parliament to establish
a comprehensive data protection framework. The Treaty has acknowledged
that this right is a precondition to enjoy many other fundamental rights and
freedoms as well as being a prerequisite to ensure the structural growth of the
Information Society. Art. 8 of the Charter of Fundamental Rights provides for

every individual the right to data protection.

4. Purposes of the Data Protection Directive. On the one hand, the Data
Protection Directive is to protect individual persons whose personal data are
subject to processing and, on the other hand, to allow free flow of personal
data. Thus the intention is to contribute to the establishment and function-
ing of the internal market and at the same time to protect the privacy of
the persons affected and thereby their fundamental rights. This divergence
between the different interests, which is also expressed in the heading of
the Data Protection Directive, has existed from'the very start. Even though
the Parliament had expressed its support for a uniform regulation on the
processing of personal data as early as March 1975, it was only in 1990
that the Commission presented a corresponding draft directive as a result of
increasing pressure. This pressure resulting from the increasing enactment
of national data protection legislation and the emerging conviction that legal
requirements on processing personal data are necessary for the protection of
individuals’ capacity to act and participate and thus their fundamental rights.

5. Important elements. Due to the existing national regulations, the Data
Protection Directive represenis more a combination of existing concepts
than an innovation of new solutions. Here there is the danger that the inter-
pretation of the various elements takes place against the background of the
national law from which the idea originated. Important content components
in respect to fundamental rights include the reduction of data processing {0
the unavoidable, creating the highest possible level of transparency by means
of information obligations to individuals and registration requirements, the
control of the processing by individuals and institutions and requirements for
transborder data transfer. Although the decisions are not legally binding, the
Article 29 Data Protection Working Party comprising of one representative
from each Member State’s national authority, the European Data Protection
Supervisor and a representative from the Commission as supranational
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instance make an important contributi
nce ution to i i i
application of the Data Protection Directive. the interpretation and uniform

6. P .
e D'I;:rggtzzlct&%?‘ |ll)|§o the national law. All EU Member States transposed
T e oo irective into national law. With Member States given
mancuvering xl\):t wer ;ndl‘gplementm g the Data Protection Directive, there are
considerab ional differences in the detail. With the Lisbon Tre:at

about a general data protection framework has started to ov)éfcgfnvz

some existing differences and divi i
¢ f ergences i
effective protection of individuals. ® withregasd tomore consistent and

7. Further measures. In addition to the 1
. res. In ac 990 Proposal fo
F;;ltxii:)r:etgt tﬁgd Counc;l Directive concerning the protec‘:)tion of irngi\llailtlliloaliz?g
s o g;scessEg of personal data, the Commission adopted an entire
B o ures the object of ‘whlch was the protection of individuals
against the t:gt:rs of data processing. Among other instruments, the Com-
o s I;h , Prplt'opqsal for a European Parliament and Council Directive
Concerning the | l0 ection qf P'ersonal Data and Privacy in the Context of
public I ]g) igitale Igc?glmumcanons Networks, in Particular the Integrated
By including this lgire?:?i(ve(IiSnDiI:]s) ;:c(}(alg)zbloi; e oo
By i s : measures, th issi
gﬁgﬁt:g Olft'sth %plmon that consistent data protection also re(;ui(igsm:r‘\l sg;gn
Jetalhing of the Ee.nergl processing requﬁrements by area-specific re:gula%ionsg
The Tolec om :I:Satxoxl\s Data Protection l?irective was enacted on 15 De—.
communicati.ons lf'el;) aced by the 2002 Directive on privacy and electronic
communication ,d which modifies quite deeply the provisions of the former
insofar a modiﬁn ds’to take fully into account the internet environment, which
has been mo 2660“1 the context of the Telecom-Package Review by’ a new
Although it is oﬁeiorgeigggﬂ:tuf&y quotg:} o e B i
Al new Directive simpl i ises
o :t il?énr?el::vmisntsl::u general Data Erotection Directive, it mlgphyt lf:r;:lc(;lelfll;le:s
ot et ;nel;lt is enlarging considerably the scope of the previous
data protection ! ()1( S .ly including protection of the legal persons, by goin
into much trafﬁcetdal on concepts gelated to the conservation z;nd use ogf
location and traffic ata .and by tackling 'the issue of unsolicited e-mail and
coo pub-licl erm {3 , it imposes new obligations to internet access providers
and public ysincl a 208 9nt;twork operators including using RFID technolo
and nota Iz‘,inall e . it prescnbgs. certain obligations in case of secun%y
breache ‘ft ly, it creates a pps&blhty to impose standards on the !
of terminal equipment in order to ensure their privacy compli;?\zgu-

PART 1. E-COMMERCE DIRECTIVES

8. Electronic Comm
erce. In the past decade, EU i
- > Co ; , regulators have initi
tionsra;nl:iarélolortlrlsatlon efforts in the field of elcctronicg commerciael lt:l;:::\ecd
ntracts concluded over the internet. The overall ambition 0;
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these efforts was to create a common legal framework for e-commerce
activities that would both warrant an adequate level of consumer protec-
tion and facilitate cross-border e-commerce transactions. The efforts have
resulted in three landmark Directives, the Distance Selling Directive, the
e-Commerce Directive and the Directive on Electronic Signatures. In ad-
dition, e-commerce related reforms have been initiated in areas such as
internet taxation, jurisdiction, a ‘dot-EU’ top-level domain and privacy.
Also, the EU adopted regulatory measures in the area of electronic financial
services and actively promoted the creation of mechanisms for alternative
{electronic) dispute resolution. Thus, a Directive on Distance marketing of
consumer financial services was enacted 23 September 2002. This Direc-
tive as well as the Distance Selling Directive increase the transparency of
the provider, create new obligations as regards the delivery of the terms and
conditions of their offer, give the consumer a period of time for reflection and
withdrawal and finally provide for effective and adequate dispute resolution
mechanisms. Finally, the European Commission expressly encouraged the
e-commerce sector to implement self-regulatory initiatives to complement
the regulatory framework (codes of conduct, trustmarks). Despite these and
other initiatives, there is still considerable divergence among the national
laws of the Member States. The European Commission considers this to be
problematic, because among other reasons this divergence is likely to have a
negative impact on the level of consumer protection in the Internal Market. In
order to remedy to face that challenge, an European Commission proposal for
a Directive on consumer rights is presently in discussion. and certain more
normative texts have been adopted. So the EU Directive 2005/29/EC of May
2005 abont unfair commercial practices and the Regulation 2006/2004 on
cooperation between national authorities responsible for the enforcement of
consumer protection laws dated from 27 October have been enacted. Elec-
tronic Money is another essential factor in the development of e-commerce.
The Directive 2009/110/EC of 16 September 2009 on the taking-up, pursuit
and prudential supervision of e-money amends a previous directive dated

from 2006 and imposes certain uniform European rules as regards the market
access and certain surveillance by national authorities. Directives have been
recently adopted in that field. The fight against terrorist financing and money
laundering explains the Directive 2006/60/EC on the prevention of the use of
financial system for such purposes.

9. International framework for e-commerce. e-Commerce is inherently
global in nature. As a result, the particularities of electronic forms of transac-
tion have an impact on the many international conventions, rules, and trade
practices that deal with issues of international trade. Of particular importance
for the use of electronic commaunications and signatures are the Model Law
initiatives of the United Nations Commission on International Trade (UN-
CITRAL). The objective of the Model Laws in the area of e-commerce and
electronic signatures is to enable, or to facilitate, the use of electronic com-
munications for commercial transactions and to ensure equality of treatment
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(f)(;rclolﬁu%fig:ﬁ)e;tﬁﬁd ignn;l o(f f(ilmmunication and of electronic forms
. s, the Model Law on electronic si i
for example, practical standards agai i L Terimiy of
nple, against which the technical reliabili
grlzlciltz(zlé?k Sl%ﬁ:m rlna;z' be mfeéasured. By providing a mod;l l{:g:};go?;
, el Laws offer guidelines to countri i
develop (:;1 legal framework for e-commerce. In the summ;so‘fvg(l)c(;lf' w(jaII:ItCtI(:
i[nRinAtel m.a a?i?)t:ag ::t(\)e; ?rr:gscﬁv%ﬁ?:mﬁ use of electronic commun’ications
.The working group on electroni
merce had been working on the document si g 20 t a worldwide
: Spring 2002. At i
level, mention must also be made of ECD intiat T 1008 Ot
, the OECD initiatives. Th
Conference of the OECD Ministers e o e Sho
{ > OE( stressed that member countri
consider the possibilities of harmonisin i vorks m o
¢ r g national legal framework
international level and consequently further stimul fon of a truly
d c te the creation of L
cross-border electronic environment. Amo " other thi er siatcs
1 . ng other things,
g::ve (;all%d upon to give favourable consideration to the I%:ICIFI?EX‘E&?&ZSI
n E-commerce and take a non-discriminat i
authentication. In setting an exam, e e al Shao
ple for a minimum international
on consumer protection in the area of e-comm o e
Consumer Protection Guidelines in D 555, Atso.the BU. et
C ecember 1999. Also, the EU
with other governments (includin i i e harmioneation
g the US), is working on the harmonisati
:)afk ?fh f:raslgle?i\g)cr:( (:)ff tlhe tE:Iag.'ue Conference on Private Intemationalnll,s;l»\: (:g
electronic communications and com i
In 1992, at the urging of the US, the H T wreaty deafiing
3 y Conference - i
body with 62 member states ~ be work o i o o
ly wit ~ began work on drafting a new C i
Jurisdiction and the Recognition and Enf F Foreign Judgments in
Civil and Commercial Matters. Altho s hove pon s oo
1 Comme . ugh the members have be: i
the new jurisdiction treaty for more th: S
e an a decade, many compl i
remain on the agenda. The key reason for the fai , P aavcement
ailure to reach an a;
appears to be the development of electronic co: 508 del-
. mmerce. By now, the US del-
egation has successfully persuaded the Ha, y 1 "
. gue Conference to address
narrower set of issues than deliberated in the earl i
f - than deli tages of the drafti
process. In addition, this edition includes a conci ° discuss arh
es! on, io ise discussion of
provisions regarding competition law in the Treaty of the Europeﬁgggg;“ :

PART HI. PUBLIC SECTOR INFORMATION DIRECTIVE

10. Public sector information. Amon initi
C Sec orm: . g the many EU initiatives i
3(f) lIl'II)‘ ::(igll;lz:hu:r;g th_e Pn'ectlve tpn the re-use of public sector info?nl:tit(‘)lrf ?J?:
¢ ly, nciple reason for putting in place this Eur ! gi
is the high economic value of the large collecti s adante
( 2 tions of informati
held by the different national publi Stor bodi oy
public sector bodies. The Euro; C issi
conducted a survey in 2006, which estimal ket size of public
; vey | , ted the overall market size of i
zictoF information in the European Union at EUR 27 billion. Thus oitleslt:ll:)(;
s rpnsmbgl 'that it 1s.the Eurgpean Commission’s firm belief that in, drawin,
pon public sector information as raw material, a highly valuablé European%
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wide market for information products and services can be established, which
in turn will encourage cross-border ‘added value’ use of such data.In creating
such a market, the private sector should be allowed to fally benefit from the
enormous economic potential of data collection beld by the public sector.
Also, private sector initiatives should not be hindered by unfair competition
from public sector bodies selling their-own information at market. Thus,a key
reason for pursuing regulatory effort regarding public sector information is to
eliminate distortion of fair competition on the European information market.
On 7 May 2009 the European Commission published a Review of the Direc-
tive (COM (2009) 212 final). As regards the potential of the Directive, the
Commission concluded that it has introduced the basic conditions to facilitate
the re-use of public sector information throughout the EU.

PART IV. OTHER RELEVANT IT DIRECTIVES

11. Transparency. The creation of an internal market involves the
prerequisite that all obstacles to the free flow of information services be
progressively abolished. Among these obstacles appear legal or regulatory
bartiers and adoption of national diverging technical standards. Apart from
this increase in so-called harmonisation legislation, Europe is introducing
mechanisms aimed at preventing variations in the national systems when new
standards or new regulations are adopted in Member States. In that respect,
the Directive on transparency is noteworthy. Taking the view that the harmo-
nisation of rules might not be decreed a priori by the European Union insofar
as these rules might be premature or too risky, the Directive introduces a
Community level system of control and coordination of any relevant national
measure. This system prevents fragmentation of the internal market and of-
fers to the Commission the possibility to enunciate certain proposals and if
necessary to block certain initiatives.

12. Legal protection of services based on, or consisting of, conditional
access. An increasing number of television or internet services are encrypted
for many reasons, the main one being their financial viability. In order to fight
against piracy which circumvents encryption techniques and leads to losses
for service providers and, if national legislation against that piracy exists, to
harmonise their provisions notably to create a common market of decoders
and decoding services, a specific directive has been enacted. This Directive
does not apply to services encrypted for reasons other than ensuring payment
of a fee insofar as other legal provisions exist if the system is designed to
prevent copying copyrighted content or to ensure confidentiality of private
communications. The Directive defines two major concepts: ‘conditional
access’ and ‘illicit devices’. It introduces an obligation on the Member States
not to restrict the free movement of conditional access products or services
and to prohibit the manufacture, import, sale and possession of illicit devices
through effective, dissuasive and proportional sanctions. 1t must be noted
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