Institutional Repository - Research Portal

Dépébt Institutionnel - Portail de la Recherche

UNIVERSITE researchportal.unamur.be
DE NAMUK

RESEARCH OUTPUTS / RESULTATS DE RECHERCHE

Does healthgrid present specific risks with regard to data protection ?
Herveg, Jean

Published in:
From genes to personalized healthCare : grid solutions for the life sciences

Publication date:
2007

Document Version
Publisher's PDF, also known as Version of record

Link to publication

Citation for pulished version (HARVARD):

Herveg, J 2007, Does healthgrid present specific risks with regard to data protection ? in N Jacq, H Mller, |
Blanquer, Y Legré, V Breton, D Hausser, V Hernez, T Solomonides & M Homann-Apitus (eds), From genes to
personalized healthCare : grid solutions for the life sciences: Proceedings of healthGrid 2007. Studies in health
technology and informatics, no. 126, IOS Press, Pays-Bas, pp. 219-228.

General rights
Copyright and moral rights for the publications made accessible in the public portal are retained by the authors and/or other copyright owners
and it is a condition of accessing publications that users recognise and abide by the legal requirements associated with these rights.

« Users may download and print one copy of any publication from the public portal for the purpose of private study or research.
* You may not further distribute the material or use it for any profit-making activity or commercial gain
« You may freely distribute the URL identifying the publication in the public portal ?

Take down policy
If you believe that this document breaches copyright please contact us providing details, and we will remove access to the work immediately
and investigate your claim.

Download date: 02. Jan. 2022


https://researchportal.unamur.be/en/publications/does-healthgrid-present-specific-risks-with-regard-to-data-protection-(35c8fe38-56bf-4f92-af89-30740d3980ee).html

From Ciener to Personnlized HealtkCare: Grid Selutions for the Life Scienves 219
N. Jeeq eral, [Edz )

035 Press, 2007

& 2007 The cuhors and T8 Press. Al rights reserved,

Does HealthGrid Present Specific Risks
With Regard To Data Protection?

Jean HERVEG
Centre de Recherches nformatique ef Drodt, Faeulté de Oeois, FUNDP

Alatract, Directive 9346 of the Burepean Parlismert and of the Council of 24
(hersher 1995 on the protection of individuals with regand 1o tlss processing of
persomil <ata and an the free ovement of such datn manages the risks in the
processing of personal datn in four steps. [L provides astably that datn processing
presenting specific risks must be subject 1o prior checking beforehand. The paper
inwestigates the theary of nsks in Directive 95/46EC, together with the crulerin
allowing fo recopnize those specific risks. Finally, the paper describes the
consequences of such specific risks on the dats processing.

Keywords. Processing of Personal Dats = Specific Risks — Burcpean Law -
HealchGRIC

INTRODUCTION

The introduction of GRID technologies in healthcare arouscs numerous legal
questions [1]. Among these, one is to know whether the vse of HealthGRID
technologies could induce specific risks to the rights and freedoms of the data subject
concerned by the underlying processing of personal data. Indeed, European Directive
95/46/EC imposes the prior checking of personal data processing presenting such
specific risks. This legal issue is relatively important but should be serenely debated.
This contribution aims to identify the criterin allowing o recognize these specific risks
when uging GRID technologies in healtheare,

1. The “Theory of Risks™ in Directive 95/46/EC

European Directive 9546EC on the protection of individuals with regard 1o the
processing of persomal data and on the free movement of such data [2] pursues a double
objective when harmenizing the national legislations of the Buropean Member States,
It aims fo allow for the free movement af personal data, asseried as necessary to the
creation and the eperating of the Common Market [3], and to ensure the respect of the
rights and freedoms of the natural persons (individuals) concerned by the personal data
[4]. The natural persans’ rights and freedoms include their right to control in some way
their personal data.

[n order to remove e ohstacles to the free movement of personal data in the Commaon
Market, it is of prime importance to harmonize national legislations, so that all Member
States offer an equal but high level of protection towards the rights and freedoms of the
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persons regarding the processing of their personal data [5]. Afier such harmonization,
the Member States may not prevent anymore the free mevement of personal data for
reasons relative to the protection of natural persons' rights and freedoms, these
including the right 1 respect for private life, As the harmonization s limited in is
material scope, the Member States may restrict the free movement of personal data for
other reasons than those relative to the protection of natural persons’ riphts and
frecdoms [6] — without prejudicing the application of articles 95.8 and 9510 of the
Treaty creating the European Community or of any other rules opposing any restriction
tor the free movement of personal data within Member States or the Commen hdarket,

In order to establish this lepal framework shared by ull European Member States
talthough relatively incomplete in a sense) regarding the processing of personal data, in
the limits of its legal scope, the Directive resulis from o quantitative and qualitative
assessment of the risks which the personal data processing may cause to the data
subjects’ rights and freedoms. This assessment has been realized to all levels of the
Directive's scope. In this measure, the Dircctive determines its material seope (cf,
Chapter One of the Directive) [7]. It focuses only on situations which require seime
profection. The latter implies to estimate the risks for the datg subjects” rights and
freedoms. For example, the Dircctive only applies 1o the completely or partially
automated processing [8] of personal data [9] and to the non-automated processing of
personal data figuring of aiming to figure in a filing system [10]. However, the
Direetive does not apiply to the processing of persenal data carried oul by a natral
persen for exclusively personal or domestic reasons [11]. Furthermore, the Directive
provides the general conditions for the lawfislness of the personal data processing (cf,
Chapler Two of the Dircctive), Tt requires the existence of judicial remedies for the
protection of personal data and creates o special liability upon the data contraller,
without emitting the question of sanctions in case of infringement of certain rules [cf,
Chapler Three of the Directive). The Directive also riles the transfer of personal data
oulside the Eurcpean Union {¢f. Chapter Four of the Directive), Finally, the Dircetive
addresses the question of the Codes of Conduet fcf, Chapter Five of the Directive) and
establishes special institutions and bodies, such as the national supervisory authorities,
the Working Group on the protection of individuals with regard to the processing of
persomal data (cf. Chapter Six of the Directive) and the Commitice composed of the
Member State Representatives concermning  community implementing  measures
(Committee 31) (¢fl Chapter Seven of the [¥rective).

Considered in a global approach, Directive 9546/ 50 manages the risks presented
by the processing of personal data by means of four steps [12]. In & first step, the
Directive poses the legal framewerk applicable o wny processing of personal data
(including sensitive data [13]), In a second step, the Directive provides special rules to
legitimate the processing of sensitive data, i gocs without saying that the legal
framework developed in the first step applics in addition o the processing of sensitive
data. In a third step, the Dircctive imposes special miles to the processing of personal
data presenting specific rsks to the data subjects’ rights and freedoms. This third
approach must also be added to the two previous ones. It is not exclusive of their
application for the rest of the data processing. In the fourth and last step, the Directive
rules the transfers of personal data owside the Furopean Union,
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2. The Management of “Ordinary™ Risk in the Processing of Fersonal Data

The risk management for the data subjects’ nghts aru:l frecdoms re!lss an a;'
relatively simple principle: The risk docs not depend on the informational content o
the p.:n.-;mul data but on the context in which they will be _uscd [14]. In ather '.'.'u_rds. the
risk is linked to the purpose pursued by the processing of personal data. Therefore, T_ht‘:
potential or real threat from the processing of personal data has to be assessed w“]‘i
regard to the purpose pursued by the dafa contraller. There lies the reason why Pﬂnf;ﬂﬂﬂt
data are any information relative to an identified or identifiable natural pecson and no
only information susceptible to reveal the intimacy of data subjects. Hence, all
information, including the more common ones such as a phlunc 1I111mh-ur or i number
plate, are personal data s long as they are related to an identified or (reasonably)
identifiable natural person because the use of this kind ::rr'_mmnmhv._m MY EXpose cllala
subjects to some risks ol infringement of their rights and freedoms, including their il'l_I;[_h't
te- control in some extent the use of their personal data, with no l'FgH.I‘d to any specific
informational content of the personal data, The aim of the Directive (the management
of the risks presented by any vse of information relative o identified or identifiable
natural persons) explaing for the definition of personal data.

3. The Management of “Special Risks™ in the Processing of Personal Data

rever, the principle relative 1o the risk maneggement in the FTMBSSEHE_U’

pcmﬁiﬁata is ﬂi;ul;.r I]E.c:ugh not completely different with respect to the pr{?rc,::ssn'lg
of “sensitive” data, the latler including medical data. Indeed, it 15 of common
knowledge that the informational content of sensitive data is already capalhli:;_e_xpu\:e
data subjects to some risks of infringement of their _nghls and freedoms in l|..ll:.m. o
the risk resulting from the purpose of their processing. In u1]w|t wnrdsl, any v::-pbmliu:rlz_
realized upon sensitive data inevitably exposes data sui-;-:-:uls_ to |'I|:sks of mfr!ngn.:mrrl 'OI
their rights and freedoms [14]. That is the reason why “sensitive data require .;ﬁpec;n
protection which has to take inte account their informational content as well as the
purpose of their processing.

ingly, the Directive bans the processing of “sensitive” data [L5] because “data
:::]:T::Eci}mb]c by their nature of i!:ﬁ'inging fundamental freedoms or privacy should
not be processed” [LA]. Pot otherwise, 1J-u't_: I:-un_rcmcsr:pls the !ipﬂtzl.i!'l pmtlcc_!mdn
adopted by the Directive for “sensitive” data, including medical data. Et_tl.'lg If'I'EﬂIHlﬁldlt'-'T i
the processing of “sensitive” data is no more su_&urphl:_ﬂ:: to prescnt any _ru._i.a !.'u;]: Im .Iak;r
subjects’ mights and freedoms. Somchow, this policy aims to minmize the nsks
presented by the processing of “sensitive” data.

Mevertheless, the Directive provides » number of cases in which lh::_ ]_-uutubmclrn]tn
process “sensitive” data does not apply [19]. In these cases, the legitimacy of 1 e
processing of “sensitive” data (their admissibility) is pne:.'umch: Indcl:w,?d. ?P?E-mu?::mni
are of nature to justify derogation o the ban io process “sensitive h.;lu .“.L :]Du
prejudice to the other rules applicable to the processing _ui fersannl 115.11.1. ii;lbv;;.;l-l:c:ljf,,
these exceptions to the prohibition (o [}F{JCCSSIFEEI'IH.I.}I:\'{‘, _Qali imr.:l tor i_“” de
interpreted. Beyond these exceptions, the processing of “sensitive™ data is not allowed.
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In cach of these exceptions, the risk presented by the processing of “sensitive” data is
prcsun]cd to be adequately under control. Tt must be immediately stressed that these
exceptions do not imply an absence of risk, but balance the interests in presence. This
requires assessing the risks for the data subjects” rights and freedoms in order 1o
reasonably appreciate the admissibility of the processing of “sensitive” data [19].

4. The Management of “Specific Risks™ in the Processing of Personal Data

The Dirc:miw: fixes the legal framework applicable in all Member States to the
processing ef personal daty and provides special rules o legitimate the processing of
sensitive” data, Yet, the Directive considers the situation in which, without prejudice

to this double approach, some processing of personal data may present some specific
risks to the data subjects' rights and freedoms [17].

_ In I.‘Jlﬁ's. the Directive bus mdicated that, regarding any processing of personal data
in the socicty, the cases presenting such specific risks should not be very commen [15],
More than ten years later and having in mind the vertiginous evolution of the new
information and communication technologies, it is not clear that such statement be still
valid. By contrast, the number of data processing presenting such specifie risks scems
nowadays quite  significant, cspecially in healtheare. Indeed, since 1995 the
technological evolutions have notably permitted the ereation of huge telematic
netwaorks linking substantial medical datahases and the creation of genetic databases in
national or European or worldwide telematic networks. Should we consider that these
evolutions have increased the number of data processing presenting specific risks for
the data subjects’ rights and freedoms?

The Directive pravides that the specific risks result from the nature of the data
processing, n:cm its range or from its purposes [17]. For example, the Directive cites
PUTpOSEs aiming o exclude persons from the henefit of a right, a service or a contract,
These specific risks may alse arise from the specific use of a new technology [17]. The
latter reminds inevitably the introduction of GRID technologies in healtheare,

Traditionally, the processing of personal dats presenting specific risks are those
pursued by public authorities and concerning the population (as a whole or in part} or
those concemning medical data [20]. Genetic databases and telematic networks in
healthcare are further examples of data processing susceptible to present specific risks
to the data subjects” rights and freedoms. One should pay attention to the person of the
data cmlumltcr [21]. to the sensitivity of the processed data, 1o e purposes of the data
processing, to the range of the data processing, to the categories of data subjects and 1o
the respect of their rights, keeping in mind the transfer of the personal data outside
Eurlc:pc. In short, one should beware anything that could create speeifie risks to the data
subjects’ rights and freedoms, But any processing of sensitive data does not necessirily
present specific risks and the processing of “ordinary™ personal data should net be a

priori excluded as it may also present specific risks to the data subjects’ righis and
freedoms.

 Regarding the development of the telematic networks i healtheare, the specific
risks resull primarily from the fact that patients” data may be processed for multiple
putposes, This raises the question whether it is permissible to process medical data for
mulliple purposes. This also mises the issue of the prior determination of the precise
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and real purposes of the data processing. In addition appears the question of further
dara processing, Indeed, the actual trend mms o not determine anymore an a pricr wnd
precise way the purpeses of the data processing, but to organize an entire mformation
systern combined with a security system in which the data processing purposes will be
determined later, Put differently, we witness today the creation of information system
with two levels, First, the inftastructure of the information system is created, implying
in some extent the collection and the processing of personal data in a viral complex
inotably to identify the actors of the information system — mainly the patients and the
health practitioners). Only then, the purposes permitied by the infrastructure are
determined, forpetting that these purposes rely on an initial data processing (Lhe
creation of the first level of the information system (its infrastructure)), Doing so, the
creation of the first level of the information system does not seem fo constitute such a
risk fo the data subjects’ rights and freedoms even when this first level is at the origin
of the risks. But bath the first (the creation of the infrastructure or the network) and
firther data processing permitted by the infrastructure of the information system have
1o be assessed, And il the security level helps to assess the risks induced by the data
processing, it does not prevent to take into account the other criteria’s (o legitimate the
data processing (for both levels of the information system), especially when the
processing concerns sensitive data such as medical data or genetic data,

These new information systems are part of a structural policy aiming at building
telematic nelworks in healthcare. They also indicate the trangition from a vertical
conception of ¢Health to & new conception which is, in a first step, abstract, horizontal
and transversal (the infrastructure of the information system) and which, in a gecond
step, becomes vertical and real (the applications - cHealth products and services - using
the infrastructere), The mere existence of these new telematic infrasiructures in
healtheare enables 10 share scientific databases but implics the identification of the
practitioners and patients through special registries, ete. Eventually, these telematic
networks will decply modify the organisation of the public health systems and all
actors in healtheare will be concemed and invalved: practitioners, patients, institutions
and hadies in healtheare and social security, medical laboratories, ete.

Ttut once again, these new information systems differ in their permanency, irrespective
of their furure applications. Hence, the opporiunity o create these infrastuctures is no
meore evaluated regarding their precise and real purposes, Their opportunity is assessed
in an abstract way with respect to some categories of purposes whose precise and real
content will be determined later, This constitutes a deep change in the required
precision and reality to evaluate the purpases pursued by the creation of the telematic
infrastructure and its future exploitation,

These new information systems with multiple levels and purposes pose problems
regarding the faimess of the data processing since the latter requires to respect the
precise and real purposes announced at the beginning of the data processing. It also
poses prohlems with respect to the duty 1o properly inform the data subject. Indeed, the
multiple rmifications of the information system are not transparcent, regarding both the
technical level as well as the pumoses of the data processing (“black box" issue),

However, it must be said that the new information and communication technologies ure
able to address properly all these issues.
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;.:I:'nng.:qucnm of the presence of « Specific Risks » in the Frocessing of Personal
1

Member States have a duty to identifs 85| i

" Stal ¥ the processing of personal daia likely o
present :m:ec:ﬁc nskshm the data subjects’ rights and freedoms and to ke np_nmp:irurc
measures (0 ensure the prior checking of the g5 s i
e Z e processing of personal data before their

The fact that medical data are already subject to special nules due to their sensitive
najure 4_:|m:5 not exclude them from the scope of addidonal rules relative to data
processing presenting specific risks. In other words, the processing of medical data
prr_as-::nlhng sp_r:u:[ﬁu: risks for the data subjects’ rights and freedoms has to be checked
1-""".1' its hﬂgll[mill_g- Heowever, any medical data processing does not automatically
:;t;:::;tc :ng':g],hc risks. And processing of “ordinary™ personal data muy mlso arouse

The pii ; i s s _
dim_-,m: E:;J;Il:hmkmg of data processing presenting specific risks may oceur in four

Firstly, the prior checking may be carried out b i i i
¥ : W y the national supervisory zuthorit
ﬁ:uilnwj_ng rccr::_lpl of the natification from the data controller [23]. T?c naliun'ﬁ
supervisory authonty may, according to the applicable national law, i o %
authorize the data processing [24], & BReiea e

Secondly, the prior checking may be earried ow by the data protection official [26]. In
cise of r!uut‘:t The Ia|_1cr his to consult the national supervisory authority [23], 1|-'|-.’i|h
respect to ’h"".' the Directive indicates that the data protection official will proceed in
cooperation with the national supervisory authority [24).

TJ':J'@I;.-', the Directive pmvilcl-':s lh_al Member States may carry out the prior checking in
the context of the preparul:mln of a measure of the national parliament, which defines
the nature of the data processing and lies down sppropriate safeguards [25].

Founhly, Member States may also carry out to this pri ing i

v, prior checking in the context of the
preparation ofﬂ_ measure based on a legislative measure, which defines the nature off
the data processing and lies down appropriate safeguards [25].

6. “Specific Risks™ in the Processing of Personal Dad d : -
i a and the use of HealthGRID

. It if now pns_.l:ibr:: to know whether the use of HealthGRID technologies may
1_11 uce “specilic risks” with regard 0 data protection. This question is exclusively
ucPscd on the use of such technologies and not on the outlines of its implementation

project. What could lead to the conclusion that the use of HealthG d i
may induce such specific risks? IR e

a. The Illealll-llGRJI:! technologies phenamenal storage capacities are of nsture to
cause specific risks with regard to data protection. In this case, specific risks may resull
I_rcm the storage of important amount of personal data, More stored data mean more
risks. Naturally, the risk is greater in the presence of sensitive dita.
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b, The exraordinary capacities of HealthGRID technologies ta process huge amount
of personal data widely disseminared may also open the door to specific risks with
regard 1o data protection. More operations upon personal data mean more risks. Again,
the risk is greater in the case of sensitive data,

¢, The size of the HealthGRID information system has to be considered, including its
ingeription in a broad Evropean or international network: the larger, the riskier.

'} - v . 1+
d. A specific risk could result from the data subjects’ instrumentalization as they
could appear more as informational sources than as patients. 1t conld also lead 1o
discriminations in the provision of healtheare or medicines or treatment or disgnosis.

e, The duration of the HealthGRID information system could also create specific
risks to data protection {the “eternity effect”),

f The use of HealthGRID technologies by public authorities or bodies should be
considered as inducing specilic risks towards duta protection,

g. I the excrcise of data subjects’ rights is moe difficult due to the use of
HealthGRID wehnologies, it should be recopnized as a speeific sk to data protection.

. Generally, the use of GRID technologies implies the transter of personal data
ontside Burope, The complexity of this kind of information system could lead 1o
acknowledpe the presence of spevific risks towards data protection.

These criteria may naturally be combined, mereasing therefore the risks for data
subjects’ rights and freedoms.

When considering the specific risks that may occur with the introduction of
HealthGRID technologies in healtheare, one should not forget to take into account the
benefits of its use. Again, it must be stressed that the new information and
communication technalogies could help to address these issues.

CONCLUSIONS

The risk management in the processing of personal data is deployed in four steps.
Firstly, risks are nssessed regarding the purposes of the data processing and not
regarding the informational content of the processed personal data, Secondly, this
principle is slightly though not completely different for sensitive data. For them, risks
are pusessed regarding their informational content as well as the purposes of their
processing. Thirdly, data processing presenting specific nisks for data subjects” rights
and freedoms must be subject to a prior checking beforehand, The checking may take
place in four different ways, Fourthly, transfers of personal data outside BEurope are
ruled by special rules. Due to some of its chamcteristics, the use of HealthGRID
techinologies in healthcare could induce specific rsks with regard to data protection,
This issue should be carefully monitored by the data controller as well as by the
national supervisory suthorities. In these sivations, it seems mare than appropriate to
appoint o personal data protection official, w the benefit of evervone in terms of
legitimacy, transparency, data subjecis” rights and freedoms, confidentiality, scourity
and efficiency., Finally, the presence of these speeific risks should not prevent the use
of Cirid Technologies in Healtheare notably due to their potential but extreaordinary
benefits for knowledpe and healtheare. [t should only induce the adoption of
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app?-nprjfug measuies a5 previeusly deseribed in order to ensure the respect of data
subjoc_r,s rights and freedoms o which the entire HealthGrid Community is deeply
committed.
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Teeins of Infommarion refermed 1o in anicle 21,2,

theshy ensuring that the rights and freedams of the o subjects are unlikely vo be ndversely affecied

by ihe processing operationa (Dircctive $546TC, ort, 18.2).

The presence of i daxin proteciion official allaws Member Stales jo provide for the simplification of o

the exemptien fram the notification duty (Trirective RRMGED, ort. TH2),
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