View metadata, citation and similar papers at core.ac.uk brought to you by fCORE

provided by Heidelberger Dokumentenserver

International Workshop on the
Design of Dependable Critical Systems E..‘I

ECOMODIS

Proceedings

of the
International Workshop on the
Design of Dependable Critical Systems
“Hardware, Software, and Human Factors
in Dependable System Design”

DDCS 2009

September 15, 2009
Hamburg, Germany

In the framework of
The 28th International Conference on
Computer Safety, Reliability and Security
SAFECOMP 2009

Edited by
Achim Wagner!, Meike Jipp?*, Colin Atkinson? and Essameddin Badreddin®
! Automation Laboratory, Institute of Computer Engineering,

University of Heidelberg
2 Chair of Software Engineering, University of Mannheim


https://core.ac.uk/display/32581344?utm_source=pdf&utm_medium=banner&utm_campaign=pdf-decoration-v1

the Design of Dependable Critical Systems

International Workshop on O
September 15, 2009, Hamburg, Germany jd ECOMODIS

Hierarchical Hybrid Monitoring for Autonomous
Systems

Leila Zouaghi, Achim Wagner, and Essameddin Badreddin

Automation Laboratory, University of Heidelberg, Germany
{leila.zouaghi, achim.wagner, badreddin} @ziti.uni-heidelberg.de

Safety critical computer systems such as control systems for automobile, aircraft,
medical and intelligent mobile robots, are rapidly growing in complexity. This
increasing complexity has made system monitoring an inevitable component of
system operations and the subject of intensive study in the past few years. Several
methods are used to deal with hybrid systems monitoring, which are based on multi-
model numerical filters, such as the Kalman filter [1] or particle filtering methods [2],
[3]. Other approaches are based on automata [4] or on Bayesian nets [S5] linked to
some numerical evolution models. The only existing monitoring approach based on
Particle Petri net was used for the analysis of flight procedures and deals with
situation monitoring [6]. We consider a general, nonlinear, distributed, complex
system with hybrid (discrete/continuous) behavior, for which a monitor has to be
designed. Such systems present significant challenges for monitoring and diagnosis.
For a large number of states and highly nonlinear equations, the design of a monitor is
clearly problematic.

Our approach gives a solution to reduce the design complexity by decomposing
such a system using separate monitors for each subsystem. In this context, we have
proposed a model of hierarchical hybrid monitoring for systems with so called
“Recursive Nested Behavior Control” (RNBC) structure, which has been successfully
employed for autonomous mobile robots [7], [8]. Since the system architecture is
nested, the monitoring system is built using a nested structure. In this scheme, the
monitors of a subsystem work independently using recursively the results of the
monitors of the lover levels. The monitoring concept of the RNBC is shown in Fig.1.

The hybrid state estimation is performed using a particle Petri net [9] model. It
allows the representation of the discrete dynamics of the system through the Petri net
structure and the modeling of the continuous behavior by evolution equations. The
estimator is based on the particle filtering principle and computes the expected
markings of the particle Petri net. From the estimation of the marking of the Petri net
inconsistent behaviors can be detected. The consistency is checked with respect to the
reachable markings of the Petri net.

This work addresses the challenge of the interaction between continuous and
discrete dynamics for the monitoring of autonomous systems with nested structure.
The novelty of the framework is the use of the Particle Petri net for the monitoring of
systems with a Recursive Nested control structure and the methodology for detecting
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discrepancies between the expected and the actual behaviour of the system in such
structure. The nested hybrid estimation methodology has been demonstrated on a
heating control system example. The simulation results show the feasibility of the
proposed design.

Figure 1. Monitoring structure.
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