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USA integral part of our daily life. These connected devices often obtain user’s personal

mechanism to remotely control these devices. The IoT is pervasive and is almost an
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become more and more critical and these need to be addressed on an urgent basis.
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IoT implementations and devices are eminently prone to threats that could compro-
mise the security and privacy of the consumers, which, in turn, could influence its
practical deployment. In recent past, some research has been carried out to secure
IoT devices with an intention to alleviate the security concerns of users. There have
been research on blockchain technologies to tackle the privacy and security issues of
the collected data in IoT. The purpose of this paper is to highlight the security and
privacy issues in IoT systems. To this effect, the paper examines the security issues
at each layer in the IoT protocol stack, identifies the under-lying challenges and key
security requirements and provides a brief overview of existing security solutions to

safeguard the IoT from the layered context.
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1 | INTRODUCTION

The term Internet of Things (IoT) was coined by Kevin Ashton in 1998 . The concept of IoT was presented as an idea to link
RFID tags to the Internet. The general definition for the IoT includes heterogeneous devices and the interconnection of these
uniquely identifiable objects. The IoT is a network of several internet-connected physical devices. These interconnected devices
are embedded with various sensors which make them smart enough to gather data and exchange information with other devices
in the network. This would enable any device to communicate with any other device thereby creating a smart ecosystem. IoT
is a dominant technological revolution that refresh the present Internet foundation to an idea of substantially more propelled
computing system in which various smart devices are pervasively connected and uniquely addressed” .

IoT is a collection of heterogeneous technologies that function together. IoT devices are equipped with various components
such as actuators, embedded sensors, processors, RFID and transceivers for acuity, concurrence and connection. The core pur-
pose of the IoT is to enable heterogeneous devices connect to the Internet and exchange information among inter-connected




devices in a reliable manner? . The security of network and protection of data should meet essential standards and basic prin-
ciples of integrity, authentication, availability, authorization and confidentiality of user’s information’ . Human life has been

enriched with the availability of smart and intelligent IoT devices in hospitals, homes, transportation systems and aged care
29999

facilities, etc.” * * * . IoT unquestionably has a huge potential for adaptability and guarantees an extraordinary future. However,
it is inherently prone to threats that can compromise the security and privacy of the users, which could in turn influence its prac-
tical development®?????? . Eventually confidentiality, integrity and availability of the data will be diminished and as a result

clients will be hesitant to accept this technology” .
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FIGURE 1 Internet of Things Applications

The large number of devices which are being connected to the Internet is rapidly proliferating and this may eventually lead
to an all pervasive IoT enabled global Internet architecture. A study by Gartner estimates around 25 billion addressable smart
devices are likely to be connected to the computing network by 2020% with a decent number of these being appliances, therefore
there will be an expansive open door for the hackers to utilize these gadgets to their own advantage through malicious emails,
“denial of service” attacks and by various other malicious means such as unsafe worms or Trojans. Thus, security concerns are
noteworthy part that has to be well studied before developing more advanced Internet of Things (IoT) systems” . Billions of
data collected and stored online are not secured. There have been researches on potential of blockchain technology to secure
the online data generated every seconds® . Blockchain technology is considered innately secure since it uses block of records of
transactions. All the blocks are inter-connected, consequently, it is difficult for the hacker to tamper the data with just a single
record”’ . It also use powerful cryptography to secure the chain of the data.

Our survey paper reviews and analyses the security and privacy issues in IoT. The rest of the paper is as follows: Section 2
contains the background of IoT. In Section 3, we examine the security issues at each layer of the IoT protocol stack and identify
corresponding threats and attacks that can manifest at each layer. In Section 4, we address the major challenges in securing IoT
and discuss the security services requirements in IoT. In Section 5, we provide an overview of existing approaches to securing
the IoT. We discuss some of the research directions in Section 6. Finally, in Section 7 we provide some concluding remarks.

2 | BACKGROUND

IoT is believed to be the most influential technology of the generation after Internet. The number of interconnected physical
devices is significantly increasing and it has already surpassed the human population in 2010. There has been significant work



in the development of IoT-enabled devices in the recent time. The advances in the technologies in terms of resources con-
strained and energy-efficient devices have extended the outreach of internet even to the remote locations also® * . The number of
interconnected physical devices have exceeded all expectations. The evolution of the Internet of Things is as shown in Figure 2]
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FIGURE 2 Evolution of the Internet of Things

In 1996, the Internet Engineering Task Force (IETF) defined IPv6 addressing and the advancement in this area has propelled
the evolution of the IoT devices’ . The technologies such as IEEE 802.15.4, 6LoWPAN, IPv6 are all defined to support the
necessities of the present day internet. The background of the Internet of Things are as shown in Figure 3] The IoT is not
only about the smart devices such as computers, smart phones, tablets that are connected to the Internet. IoT is heterogeneous
technology in which all the small and simple devices around us can be connected to the network and are able to communicate
with each other. Advances in the area of electronics and communications have propelled internet expansion from PCs, smart
devices etc to other physical devices. The technologies such as Bluetooth and WiFi have extended the network capabilities of
devices. The evolving advancements in the VLSI design technologies with the progress of time have cut down the cost and sizes
of the devices’ . The progress in the technology has made devices and sensors considerably small so that it can be deployed
broadly for various purposes and can be managed easily. The improvement over communication systems enable these devices
and sensors to communicate with each other in the network and allow to share lot of information. The sensor technology plays
an important part in the advancement of the IoT since it is the direct medium of gathering information from individuals.
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FIGURE 3 Background of the Internet of Things



These devices have lower power requirements however they are constrained due to their low memory capacity and processing
capabilities. With regard to wireless networking, 6LoWPAN was introduced which is essential for low powered networking
environments® . The 6LOWPAN? has evolved as an essential element of the IoT system at this point. The issues identified with
IoT technologies have attracted many professional and industrial interests in recent years. Several organizations and institutions
are engaged in the advancement of the Internet of Things. IEEE is clearly the most important agency that is working for the
standardization of IoT. IEEE project P2413 involves the work related to standard architectural framework for IoT? . The EU
Commission officially announced The Alliance for Internet of Things Innovation in 2015 which is engaged in the research for
the development of IoT technologies.

A standard architecture design for IoT is still an open issue” . In order to realize the full advantages offered by the IoT,
a standard model for communication between the participating devices is necessary. Several international organizations such
as International Telecommunication Union, IEEE etc are actively engaged for the development and standardization of IoT? .
However, basic ideas are already defined that can act as base for the development of the Internet of Things. The technologies such
as IEEE 802.15.4, 6LoWPAN, IPv6 etc. are all defined to support the necessities of the future internet. Currently, TCP/IP protocol
stack is widely used in the Internet for data exchange among network hosts?,? . The IoT is a large domain that incorporates
an extremely wide range of technologies, from constrained to unconstrained devices and from stateful to stateless devices.
Therefore, on which architecture paradigm to use is in place can be used as an outline for all possible implementations. For
instance, the IoT architectures based on sensors, actuators or RFID tags are different from each other. A reference model can
possibly be recognized however, it is probable that several reference architectures will co-exist in the IoT domain.
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FIGURE 4 General IoT Architecture

There are numerous architecture proposed for IoT by different researchers and most of them focus on middleware layer and
network layer that deal with the necessities of IoT. The basic architecture proposed for IoT are as shown in Figure ff] namely,
perception layer, network layer, middleware layer and application layer? . These layers are responsible for information exchange
in the network and provide application specified service to the user. The perception layer is responsible for sensing and collection
of data through sensor nodes and other hardware’ . The network layer enables connectivity with other smart devices and the
internet. It is used to transmit and process sensor data’ . The middleware layer is proposed to be between the network layer and
the application layer. This layer is responsible for making intelligent decisions based on the processed results. It provides efficient
delivery of services assuring scalability and interoperability > . Application layer supports business services and is responsible
for analysing the received information and making intelligent decisions to meet the requirements of the users, such as when to
perform what things® . The application layer comprises of different applications for the business needs for example, Constrained
Application Protocol (CoAP) which is a replacement for the HTTP for resource-constrained devices” .



3 | SECURITY ISSUES IN LAYERED IOT ARCHITECTURE

There have been numerous research and achievements in context of the IoT. However, there are open issues and challenges which
still need to be addressed in securing the IoT? . Thus, the IoT systems are compromised with security issues and are vulnerable
to many attacks. In this section, we examine the security issues at each layer of the IoT protocol stack and identify corresponding
threats and attacks that can manifest at each layer. Some of the security issues/attacks in the layered IoT architecture are classified
in the Table[l

TABLE 1 list of security challenges, issues/attacks in existing [oT systems

IoT Security Issues/ attacks Security Parameters
Layers

Application Data access and security authentication issues, Data Protection and Data privacy,

Layer Recovery problems, spear-phishing attack, Software Vulnerabilities, Access Control

Attacks on Reliability and Clone attack’

Middleware making intelligent decision processing huge data, malicious-code Integrity,
Layer attacks, multi-party authentication, handling suspicious information®  Confidentiality
Network Cluster security problems, DoS attacks, Spoofed, Altered or Replayed ~ Authentication,
Layer routing Information? * ? ? Integrity
Perception Node capture, Fake node, Mass node authentication, Cryptographic Integrity,
Layer Algorithm and Key Management Mechanism® Authentication,
Confidentiality

3.1 | Perception Layer

The perception layer comprises of every single devices that are connected to a network in IoT and are in charge of exchanging
information e.g., sensors, actuators, Zigbee, RFID frameworks, QR code and GPS systems? . The security threats are at the
node level in this layer. Most of the security issues arise from external entities such as embedded sensors, actuators etc. in the
perception layer® . Since the nodes are comprised of embedded sensors, actuators, transceivers etc., they become the prime
targets of the attackers who aim to exploit them and try to substitute their own codes with the device software. Generally IoT
devices lack battery power and memory capacity so they are simple, less powerful and light weight and are likely to run out
of power or affected by other external environment factors which could harm the functionality of these devices, making it
vulnerable to security attacks’ . Denial of service attack, fake node or malicious data, jamming, tampering, node capture etc.
are most common attacks that occur in physical layer” .

3.2 | Middleware Layer

The middleware layer is an advanced layer above the network layer which does the mass data processing and make intelligent
decisions” . It utilizes the advancements of technologies like cloud computing, big data processing and database. The layer has
characteristics of processing massive amount of data hence it become difficult sometimes to manage huge data. The layer is
capable of filtering valid and malicious data. However, to recognize valid data and filter out malicious information is a major issue
in this layer” . The problem of handling suspicious information is another issue in this layer. The attacker can replace the data
with the malicious information and can obtain lists of valid data and network informations. It can transmit the invalid or malicious



information to the network that can lead to the failure or completely shut down of the network. Multi-party authentication for
the resource constrained devices and securely data storing in the cloud are some of the prime concerns in this layer? .

3.3 | Network Layer

Since the network layer carries a large amount of data it is highly susceptible to attacks which can lead to "network congestion"?” .
The core security issues in this layer are related to authentication and integrity of the data that are being transmitted in the
network. Despite the relatively better security protection in the network layer, it is still vulnerable to counterfeit attack and
Man-in-the-Middle attack’ . The most common attacks that occur in the network layer are as follows:

Replay attacks: In replay attacks, an intruder copies a fragment or key of the messages that are being exchanged between
the two parties and steals the information. The authenticated information is then re-transmitted maliciously to the receiver for
an evil purpose, such as duplicate transactions’ . The authenticated message is sent again and again and the receiver processes
the request believing it as a legitimate messages that meets the desire of the intruder.

Denial of Service (DoS) attacks: Denial of Service (DoS) is a kind of attack in which the legitimate user is prevented from
accessing the emails, websites, data or network services. It is a situation in which the attackers attempt to flood the network with
unwanted traffic, malicious codes and actions that weakens the network’s potential to provide the programmed service” .

Man-in-the-Middle Attacks: In man-in-the-middle attack, an intruder intervenes in a communication between two parties,
either to eavesdrop or to impersonate both parties and gains access to information of the communicating parties. The motive of
the attack is to steal personal information, alter the message or data that are believed to be received from the trusted parties” .
For instance, the recorded temperature by a sensor in IoT can be altered intentionally by the attacker to overheat the device,
which lead to the failure of the working device.

Malicious Code Injection: In malicious code injection, an attacker captures a working node and injects it with malicious-
codes to gain access and control of the network. Sometimes it could also lead to the shutdown of the network? .

Distributed Denial of Service (DDoS): A DDosS attack is a DoS attack in which a node is targeted by multiple compromised
node by flooding the network with useless messages and malicious codes causing the unavailability of the service for the targeted
users. The targeted networks are forced to slow down and often shut down leading to denial of service to the legitimate users.

3.4 | Application Layer

The application layer includes smart devices that provide personalized services to the users. These devices are usually simple,
low power and lightweight that are vulnerable to the attacks® . Malicious attacks can replace the program codes with the bugs
that may provoke the application to malfunction. Hence, the applications may compromised, shut down and fail to deliver what
is programmed to do and also carry out authenticated services in inappropriate way. Application layer is responsible for data
sharing, which can cause the problem of access control, privacy of data and leakage of information?? . Software vulnerabilities,
spear-phishing attack, malicious code attacks, inability to receive security patches, hacking into the smart meter/grid are some
of the common threats in the application layer” .

4 | CHALLENGES AND SECURITY REQUIREMENTS FOR 10T

4.1 | Challenges in securing IoT

Every new technology probably has some drawbacks and suffers from many challenges before and after they are deployed.
Likewise, the Internet of Things also has some major challenges which make the user hesitant to accept this technology. Some
of the challenges of IoT are discussed below:

4.1.1 | Bandwidth and Power Consumption:
Generally IoT devices are designed to be lightweight, less powerful, less memory and small in size and they are not equipped with
a large battery. IoT contains many interconnected devices and sensors to execute the programmed functionality with substantial
security directions which may consume high bandwidth and drain out the devices. IoT systems should be well prepared with
a concrete mechanism when there’s any such unavailability of internet bandwidth. Hence, the minimization of bandwidth and
power consumption remains a major challenges in the IoT.



4.1.2 | Complexity:

The Internet of Things consist of a network of internet-connected physical devices that have their own hardware/software layers
and different system architectures for different purposes. All of these interconnected devices that are equipped with different
sensors, actuators, protocols and standards accumulate together to execute the programmed function. Hence, it becomes more
complex and hard to deal with this heterogeneous architecture in IoT systems® .

4.1.3 | Sensing:

Internet of Things (IoT) consist of several internet-connected physical devices. IoT systems should be able to detect any loss
of connectivity among the devices. The IoT system should be equipped with concrete sensing mechanism that could give the
information about these devices, e.g., if there are any device failure inside the network or if the device has lost connectivity
with the network” . Monitoring of these several smart devices continuously and getting back them to the network again for
connectivity after it had suffered from device failure or connectivity problems are also challenges for the Internet of Things.

4.1.4 | Lightweight Computing:

Since IoT devices normally have less memory capacity, traditional cryptographic-algorithms cannot be applied to the IoT system.
Advanced cryptographic algorithms have high computing, storing and processing requirements which cannot be supported by
IoT devices as they are resource constrained. Therefore, to find a way to implement required security mechanisms with low cost
and minimum overhead is necessary for Internet of Things.

4.2 | Security requirements for IoT

Security and privacy issues are the biggest concern for the IoT therefore, a detailed and accurate comprehension of security
requirements in the aspect of IoT is crucial. Zhao et al.? proposed some security requirements for secure IoT data transmission” ,
which comprise: authentication and access control, appropriate secret key algorithms, physical security design, key manage-
ment, secure routing protocols and intrusion detection technology. Weber et al.? have likewise proposed security requirements
for secure IoT that include: access control, client Privacy, data authentication and attack resiliency. Vasilomanolakis et al.?
proposed security requirements that are categorized as: identity management, network security, resilience, privacy and trust.
Earlier technologies like big data and cloud computing are probable to impart security services to the Internet of Things but the
anomaly of the IoT acquaints additional problems to security which are not quite as same as the earlier technologies. Big data
solutions for example are intended to scale and manage heterogeneity of information sources. The solution was not designed to
manage constrained resources and uncontrolled environment? . Similarly, Cloud computing are designed to scale and meet the
requirements of the constrained resources and barely deals with the physical accessibility of sensors and mobility of devices® .
Some of the desired security service that are necessary for safeguarding the Internet of Things are discussed below:

4.2.1 | Confidentiality:

The confidentiality is a type of security services that prevent the unauthorized users from gaining access of the confidential
data and information. It guarantees that the private information will not be diverted to the intruder and can only be gained
by legitimate users. Different mechanisms and protocols have been proposed in the context of Internet of things to provide
confidential service to the sensitive IoT data. Data Encryption, authentication and authorization process are some good practices
to ensure confidentiality®*? .

4.2.2 | Availability:

The aim of the security services is to ensure the availability of data and services to the user, whenever required. Data availability
is a security service that enables the user to access the information in the ordinary conditions as well as in the lamentable
conditions. One of the serious threat to the data availability is DoS attack, which causes deny of service and make the data
unavailable for the user? .



4.2.3 | Integrity:

The integrity of the data is one of the important security services in IoT systems because the interconnected devices exchange
sensitive information that could be altered or replaced by the attackers. The data integrity service ensures that the information
which is being exchanged between the devices are originals and are not fabricated or modified by the hackers. There are different
entities that can affect the originality of the data such as crashing of the server, failure of the sensor nodes etc. The data can also
be modified by the intruders when it is being transmitted in the network. Read and write protection of data could be the solutions
for such issues. Checksum and Cyclic Redundancy Check (CRC) are some basic error detection techniques for a segment of
data to check the originality and accuracy of the data”® .

S | SECURITY SOLUTIONS FOR IOT

Usually IoT devices communicate among themselves with negligible human interaction therefore mutual authentication is a
critical aspect of the paradigm. The IoT devices are certainly designed for everyday usage and are generally used for gathering,
storing and analyzing personal data. Thus, the devices should have the feature of being able to be controlled remotely and
to support regular and automatic updates as well. Authentication and access control schemes should be applied in perception
layer to prevent illegal node access and to identify network nodes? . Data encryption and confidentiality schemes are extremely
necessary to protect the collected data from modification and to prevent from malicious code injection’? . However, adding
a strong data encryption and key management scheme would result in consuming resources of the IoT devices considerably.
Hence, lightweight cryptographic algorithms and protocols are necessary to mitigate this problem? . Intrusion detection systems
can be implemented to detect any malicious behaviours in the network’ . Several methods have been proposed in the past for
securing the IoT devices and networks. We have listed security issues and attacks with a unique ID in Table[2] We have concisely
compared and analyzed the existing security solutions proposed in the recent literature which are discussed in Table 3] 4] [|and[6}

TABLE 2 list of security challenges, issues/attacks in existing IoT systems

Security attacks/threats Security issues/ attacks

unique ID

C1 Node capture, Fake node, Mass node authentication

C2 threats involving the node security

C3 RFID security problems

C4 confidentiality service, key management

G5 lightweight authentication and key establishment in wireless sensor networks
(WSNs)

C6 encryption and data integrity

C7 Distributed Denial of Service (DDoS) attackse

C8 masquerade attack, man-in-the-middle attack and replay attack

Cc9 Data access and authentication issues, DoS attacks, secured communication session

C10 peer authentication

Cl1 lightweight cryptographic algorithms, store IoT data securely on the cloud database

C12 data authentication between the cloud and the smart devices

C13 access control and authorization issues in interconnected devices

Cl4 flexibility issues in authorization framework

C15 inter-device authentication issues and session-key distribution issues

C16 security policy to address the privacy and security challenges

C17 users privacy protection




5.1 | Security solutions in the Perception Layer

Perception layer comprises of various sensors devices,Radio Frequency IDentification RFID, Wireless Sensor Networks
(WSNSs), GPS etc. Node capturing, attacks on the embedded sensors, Cryptographic Algorithm & Key Management Mechanism
are some prime targets of the attackers in this layer. Chen et al.? proposed an algorithm to identify the compromised sensors in
the wireless sensor networks. The author proposed the detection algorithm in which the sensors can identify their status in the
distributed environment as "good" or "faulty". The status claimed by these sensors can be verified as accepted or rejected by
the neighbouring nodes as they are capable of analysing the node behaviour. The experiment results showed that the proposed
system has maximum accuracy and minimum false rate in detecting the faulty sensors in the WSNs. Also, the complexity of
the algorithm is low. Li et al.? has pointed out the security issues in the perception layer and also some solutions to the issues
are deliberated. The author has proposed an improvement on the PKI-like security mechanism protocol for the threats involving
the node security in IoT systems. Aggarwal et al.” proposed an improved protocol for Radio Frequency Identification (RFID)
security. The perception layers comprises of RFID tags in IoT system for gathering data and data communication between the
connected devices. The author proposed an improved protocol that is computationally efficient and also prevent disclosure and
desynchronization attacks.

TABLE 3 Pros and cons of the addressed security challenges,issues/attacks in Perception Layer of existing IoT systems

Author and Addressed Issues Addressed Proposed Solutions Pros and Cons of the exist-
References security ing solution
solution
Layers
Chen et al.” Perception addressed the challenges proposed a detection maximum accuracy and
Layer mentioned in "C1" by algorithm in which the minimum false rate, com-
identifing the compro- sensors can identify their plexity of the algorithm is
mised sensors in the status in the distributed low
wireless sensor networks environment as "good"
or "faulty"
Lietal.’ Perception addressed the challenges improvement on the improved security mecha-
Layer mentioned in "C2" by PKI-like security mech- nism
detecting threats involv- anism protocol
ing the node security in
IoT systems
Aggarwal et Perception addressed the challenges proposed an improved computationally efficient,
al.? Layer mentioned in "C3", protocol for Radio Fre- prevent disclosure and
RFID security quency  Identification desynchronization attacks.
(RFID) security
Salami et al.>  Perception addressed the chal- lightweight encryption more efficiency and reduced
Layer lenges mentioned in scheme communication cost
"C4" speeding up the
encryption operations
Porambage et Perception addressed the challenges (PAuthKey) Pervasive end-users can authenticate
al.? Layer mentioned in "C5", authentication protocol themselves to the sensor
resource constrained and a key establishment nodes directly and acquire

wireless sensor networks
(WSNs) in distributed
IoT application

scheme

sensed data and services




Salami et al.” discussed confidentiality service, key management and efficiency of computation and communication issues by
introducing a lightweight encryption scheme for smart homes. The scheme is effective for resource constrained devices and has
flexible public key management. The result shows that the scheme is more efficient in the encryption operations and has reduced
communication and computation overhead. Public key algorithm has high scalability and are considered favourable for node
authentication without the need of complicated key management protocols’ . Porambage et al.” proposed PAuthKey which is
a pervasive lightweight authentication and key establishment scheme in distributed IoT application for the resource constrained
wireless sensor networks (WSNs). PAuthKey scheme allows the end-users to establish secure connection, gain access to data
and services and authenticate themselves directly with the sensor nodes. The security analysis and experimental results showed
that the scheme is effective for the resource constrained WSN.

The authors® * have proposed solutions for the threats involving node security in the perception layer. The author® have
proposed an algorithm to detect the faulty and compromised nodes while the author in® have proposed an improvement on the
PKI-Like security meachanism. The author® proposed an improved protocol for the RFID security that is embedded in the IoT
devices. The author’ have proposed encryption and key management schemes to provide security solutions in the perception
layer. The encryption mechanism is fast, efficient, reduced communication and computation overhead. The authors® * have
provided security solutions for resource-constrained device by proposing lightweight encryption techniques along with flexible
public key management in® and lightweight authentication and key establishment schemes in® . The pros and cons of the existing
literature that addressed security challenges, issues/attacks in perception layer are discussed in the Table 3]

5.2 | Security solutions in the Network Layer

Network layer is responsible for transmitting and processing the sensors data. Since it carries a large amount of data, it is
highly prone to security attacks such as DoS, Man in the middle, DDoS attacks etc. Raza et al.” proposed a mechanism that
supports End to End secure communication between the Internet and IP sensor networks. The proposed work features IPsec’s
Authentication Header (AH) and Encapsulation Security Payload (ESP) that enables the endpoints to authenticate, encrypt
and check the integrity of the messages using traditional IPv6 mechanisms. Zhang et al.? proposed a lightweight algorithm to
prevent against DDoS attacks over IoT network environment. The author has tested the algorithm against different groups of
network nodes such as working node, attacker node, monitoring node and legitimate user node. The author also describes that
there’s only one chance for an attacker’s request to be served after that the packets will be dropped and the request is sent to
the attacking list in the second attempt. The results showed that the proposed algorithm is capable of preventing and detecting
Distributed Denial of Service attacks compared to the other existing systems.

Salman et al.? discussed authentication techniques as one of the feature that would mitigate the security issues in IoT. They
proposed identity-based authentication scheme to address the heterogeneity in IoT and to integrate the different protocols in IoT
by applying the concept of Software Defined Networking (SDN) on IoT devices. The effectiveness of this scheme was tested
using AVISPA tool and the evaluation showed that the scheme is immune to masquerade attack, man-in-the-middle attack, and
replay attack. Santos et al.’ introduced a mutual authentication architecture that allows resource constrained devices to use
Datagram Transport Layer Security (DTLS) for secure communication between the internet devices. The author also proposed
a device called Internet of Things Security Support Provider (IcTSSP) which manages the certificates of the devices, provide
authentication services and also responsible for establishing the session between the devices. The author also introduced two new
main mechanisms i.e. Optional Handshaking Delegation and the Transfer of Session that prevents DoS attacks and also provide
secured communication session. Similarly, Hummen et al.” investigated the assumption of using certificates and lightweight
security solutions for peer authentication in the IoT. The author also analysed the preliminary overhead reduction and discuss
their applicability for the certificate-based DTLS handshake. The author designed three main ideas to reduce the overheads of
the DTLS handshake which are based on session resumption, pre-validation and handshake delegation.

The authors® * have proposed different solutions against DoS, replay, man-in-the-middle and other attacks in the network
layer. The author® has tested the algorithm in different group of working nodes and are capable of detecting and preventing
Distributed Denial of Service (DDoS) attacks whereas the author’ make use of mutual authentication architecture that allows
resource constrained devices to use Datagram Transport Layer Security (DTLS) to prevent DoS attacks. The authors® * make
use of DTLS to provide authentication service in the network layer. The author in” introduced two new main mechanisms i.e.
Optional Handshaking Delegation and the Transfer of Session that prevents DoS attacks whereas the author’ designed three
main ideas to reduce the overheads of the DTLS handshake which are based on session resumption, pre-validation and handshake



delegation. The pros and cons of the existing literature that addressed security challenges, issues/attacks in network layer are
discussed in the Table

TABLE 4 Pros and cons of the addressed security challenges, issues/attacks in Network Layer of existing IoT systems

Author Addressed Issues Addressed Proposed Pros and Cons of
and Ref- Layer Solutions the existing solution
erences

Raza et Network addressed the challenges a mechanism that supports more secure and effi-
al.? Layer mentioned in "C6", to EndtoEndsecure communi- cient

authenticate, encrypt and cation between the Internet
check the integrity of the and IP sensor networks

messages
Zhang et Network addressed the challenges an algorithm to prevent Effective for detect-
al.’? Layer mentioned in "C7", DDoS DDoS attacks ing and preventing
attacks DDoS
Salman et Network addressed the chal- a novel IoT heterogeneous resistant to man-in-
al.” Layer lenges mentioned in identity-based authentica- the-middle  attack,
"C8", identity-based tion scheme by applying the masquerade attack
authentication idea of Software Defined and replay attack
Networking (SDN) on IoT
devices
Santos et Network addressed the challenges architecture for secure prevents DoS
al.? Layer mentioned in "C9", communication between attacks secure
authentication problem to constrained Iol' devices communication
communicate with resource using Datagram Transport session
constrained device Layer Security (DTLS)
Hummen  Network addressed the challenges using  certificates and overhead reduction
etal.’ Layer mentioned in "C10", peer lightweight security solu-
authentication in the IoT tions

5.3 | Security solutions in the Middleware Layer

The middleware layer is responsible for information retrieval and processing and make decisions based on these processed
results. Multi-party authentication, securely data storing in the cloud are some of the prime concerns in this layer. Tsai et al.’
discussed the access control and authentication security concerns and proposed a user authentication technique over multiple
servers. The communication and computational time between the multiple cloud service providers and traditional trusted third
party service is reduced in the proposed scheme. The proposed scheme enables multiple cloud services from multiple service
providers using one key and shows the scheme is efficient and secure. Shafagh et al.? introduced an Encrypted Query Processing
approach that enable the system to store IoT data securely on the cloud database and allow query processing over the encrypted
data. They make use of lightweight cryptographic algorithms for the resource constrained devices and the results showed that
the system is efficient in database query processing and effective on low power and resource constrained devices. Horrow et al.”
proposed an identity management framework to authenticate data that are being transmitted between the cloud and the smart
devices by placing an Identity Manager and Service Manager on the devices. The pros and cons of the existing literature that
addressed security challenges, issues/attacks in middleware ayer are discussed in the Table 5]



TABLE 5 Pros and cons of the addressed security challenges, issues/attacks in Middleware Layer of existing IoT systems

Author Addressed Issues Addressed Proposed Solutions Pros and Cons of
and Ref- security the existing solution
erences solution
Layers
Tsai et Middleware addressed the challenges Proposed a user authentica- Access multiple
al.” Layer mentioned in "C11", Access tion technique over multiple cloud services from
and Authentication Control  servers multiple service
providers using one
key
Shafagh et Middleware addressed the challenges introduced an Encrypted efficient in database
al.”? Layer mentioned in "C12", store Query Processing approach query processing
IoT data securely on the to store IoT data securely and effective on low
cloud database on the cloud database and power and resource
allow query processing over constrained devices
the encrypted data
Horrow et Middleware addressed the challenges by placing an Identity Man- the protocols to
al.” Layer mentioned in "C13", to ager and Service Manager develop the method

authenticate data that are
being transmitted between

on the devices

have not yet been
implemented

the cloud and the smart
devices

5.4 | Security solutions in the Application Layer

The application layer provide service to the end users. It is responsible for the messages exchange between application and end
users. It is implemented using several protocols in the context of IoI. Some of the popular application layer protocols in IoT
are Message Queuing Telemetry Transport (MQTT), Constrained Application Protocol (CoAP) and Extensible Messaging and
Presence Protocol (XMPP)? . It includes smart devices that provide application specified services to the users. These smart
device are generally simple, resource-constrained and light weight.that are vulnerable to the attacks. Seitz et al.” discussed
access control and authorization in interconnected devices and proposed a framework that supports flexible access control and
authorization for devices with low memory and processing power. The proposed framework provides remarkable flexibility
for the access control models and minimize the communication cost when processing the exchanged message between the
constrained and less constrained servers. Cirani et al.> proposed IoT-OAS architecture to provide an authorization framework
targeting HTTP/CoAP services, which can be integrated by invoking an external oauth-based authorization service (OAS). The
proposed architecture is flexible and easy to integrate with external services and has the benefits in terms of low processing load,
scalability and remote access customization.

Park et al.” proposed a technique that used inter-device authentication and session-key distribution framework for secure
communication between the devices. The proposed technique is capable of estimating the session key in prior that prevented
attacks such as replay and man-in-the-middle attacks. Neisse et al.” proposed a security policy to address the privacy and security
challenges for the communication between the devices. The proposed policy provided optimal communication between the IoT
devices. Tao et al.? proposed a mechanism for privacy protection that is preference-based for the IoT. Data and information
privacy is one of the major concern in the application layer. The proposed mechanism introduces a trusted third party that evaluate
the privacy preference of the users. The evaluated results and feedback are then sent to the service provider of the Internet of
Things (SP). SP ensure desirable level of user privacy according to their preference and the third party provide supervision to
the SP. The authors® ? * have proposed different frameworks as security solutions in the application layer.



The author’ ? have proposed access control models while in® authorization framework targeting HTTP/CoAP services is
proposed. The security of the network cannot alone guarantee the security attack in the IoT so the devices should also be
manufactured with built-in security and patches. The security of IoT Systems can be further enhanced by applying Machine
Learning / Artificial Intelligence Techniques and jamming techniques (Jamming the signal of the malicious nodes). The pros and
cons of the existing literature that addressed security challenges, issues/attacks in application layer are discussed in the Table [6]

TABLE 6 Pros and cons of the addressed security challenges, issues/attacks in Application Layer of existing [oT systems

Author Addressed Issues Addressed Proposed Solutions Pros and Cons of
and Ref- security the existing solution
erences solution
Layers
Seitz et Application addressed the challenges proposed authorization significant flexibility
al.? Layer mentioned in "C14", access framework, the decisions to the access control
control and  authoriza- are based on local data and models
tion issues in the resource device’s local conditions
constrained devices
Cirani et Application addressed the challenges an architecture IoT-OAS tar- flexible, highly con-
al.” Layer mentioned in "C15", provide  geting HTTP/CoAP services figurable, and easy to
an authorization framework integrate with exist-
ing services, lower
processing load
Park et Application addressed the challenges suggested an inter-device Prevented replay
al.? Layer mentioned in "C16", to pro- authentication and session attacks, man-inthe-
vide secure things-to-things key distribution system middle attacks,
communication estimated the session
key in prior
Neisse et Application addressed the challenges an enforcement security pol- provided optimal
al® Layer mentioned in "C17", privacy icy is suggested for address- communication
and security challenges for ing the privacy and security between the IoT
the communication between challenges devices
the devices
Taoetal.”  Application addressed the challenges proposed a mechanism for ensure desirable
Layer mentioned in "C18", privacy  privacy protection that is level of user privacy,

protection of the user

preference-based for the IoT

not clear whether
SP could perform
supervision

6 | FUTURE RESEARCH AREA

The development in the IoT systems will continue to evolve with more security and privacy challenges and to tackle these
problems will always be the primary focus of the research in the advance IoT systems. It can be seen from table 2 that most
of the security solutions for IoT are focused on authentication and authorization techniques. The security concern should not



focus only on particular area or IoT layer but for the entire system. The proposed authentication and authorization techniques
in the recent literature are still compromised for the resource constrained devices. There are more research to be done on the
implementation of authentication techniques for resource constrained IoT devices that would be light-weight, energy-aware, fast
and reliable. The investigation on Denial of Service attacks (DoS) that can manifest in IoT networks and a robust model that
can quickly detect and eliminate such attacks is still in nascent stage. Generally, IoT devices are interconnected to the unreliable
network via protocols like 6LoWPAN and IPv6. Despite of the good encryption and authentication mechanism, the devices
might get exposed to the attacks from inside and outside the network. To counter these attacks, an intrusion detection technique
could be useful. Abduvaliyev et. al” surveyed the recent work done on intrusion detection systems and found most of the work
proposed are for wireless sensor networks. The author presented a detailed classification of IDS techniques deployed in recent
literature. The author highlighted the shortcomings of the currently employed intrusion detection systems and defined possible
future attacks. The survey also gives an idea of future research directions that are still needed to fill the gaps.

From our study, there are not many intrusion detection systems approach available for [Pv6 connected IoT devices. The existing
IDS approaches are available mainly for WSNs or traditional Internet. Raza et. al” have designed an intrusion detection system
called SVELTE that target attacks such as sinkhole, selective-forwarding, compromised information etc. The system is also
capable of detecting malicious nodes and ring alarms during any detection. The design is suitable for the resource constrained
devices. Smart phone users are continuously getting threatened by the malicious applications that get inside the device without
any knowledge. These are generally termed as malware. The smart devices are highly prone to such malwares. Malwares are
serious threats to user privacy and can damage the stored files and devices. Saracino et. al* proposed a malware detection system
called MADAM for android devices that are designed to detect any malicious behaviours. The system simultaneously analyses
and block any malicious behaviours at four levels: kernel, suer, application and package. The author tested MADAM on three
large datasets of 2800 apps and the proposed system efficiently blocks nearly 96% of malicious apps with minimal power usage.

Overall, from our study we found security gaps in IoT architecture, lightweight security solutions and managing huge het-
erogeneous data. Security requirements for IoT are application specific. However, we can design a standard framework that can
be customized according to the application requirements. We can apply software engineering concepts which can summarize
the similarities of IoT applications and design a common framework that can provide the necessary security solutions to these
applications.

Lightweight security solutions® is an important area of future research direction due to resource constrained nature of IoT.
Therefore, lightweight security concerns are noteworthy part that has to be well addressed before deploying advanced Internet of
Things (IoT) systems. The security solutions such as key management, authentication, authorization, access control etc. should
be energy aware and lightweight. The application computation and security requirements can be divided in different levels.
Furthermore, we can add some default solutions to each levels so that it can satisfy the particular necessities of the levels. In
this way the algorithm proposed in these levels can be modified to benefit the IoT system. Sometimes, remote authentication
server might be required when there’s unavailability of data because of the natural disaster and other factors. This has been a
serious concern in the IoT system. Huang et al.” proposed two solutions to authenticate users from the remote locations. The
first solution is a multi-factor authentication scheme that authenticates users by using passwords, bio-metrics and smart-cards.
The other solution is a stand-alone authentication protocol which supports the authentication of the users even if the remote
server is down. In comparison, the proposed techniques have shown efficient and reduced communication overhead. Similarly,
ambient sensors and devices deployed in smart homes are vulnerable to many attacks. The IoT devices deployed at homes are
generally pre-loaded with secret keys which the users usually do not update while installing at homes. Thus, it become easy for
the attackers to hijack the wireless communications. The users might not be aware of this situation hence suffers from privacy
issues. To address these problems Zhang et. al’ have proposed a matrix based cross-layer key establishment protocol. The
protocol enables smart home appliances to establish a secret session key among themselves without the use of pre-loaded secret
keys. The protocol is promising in achieving secret session key with minimal energy consumption and without the need of pre-
shared keys® . Similarly some efficient authentication protocols’*? and abuse-free contract signing protocol with low-storage
cost’ are proposed for various applications of IoT. Eventually, we may be ready to give a general unique IoT security system.

IoT system produces huge amount of heterogeneous data each second. The efficient approach to manage these huge data
produced by IoT systems is also focus of our research in future. We can apply technologies such as big data®, blockchain®,
cloud and fog computing for the massive data exchange in a network. The technologies are efficient in managing heterogeneous
huge data securely and efficiently. Fog computing® is emerged as a noteworthy technique that work closely to the edge of the
network. The concept of fog computing is quite similar to cloud computing. It provides services such as data storage, massive
data computing, application services etc. It has really re-defined the concept of cloud computing. Stojmenovic et al.? have



discussed some techniques such as authentication and authorization as a security parameters in Fog computing. Atlam et al.”
explain what could be the security issues in the fog computing communications and lists some possible research directions to
address these issues. A security scenario of fragile connection between cloud and fog computing is also addressed in this work
with an example of authentication techniques. Therefore, it would be a good idea to apply big data, cloud and fog computing
solutions on IoT systems to get comprehensive security solutions for the applications.

Another interest research direction to look at is to combine formal methods with machine learning to detect possible security
vulnerabilities in different layers of IoT applications. Formal method is able to provide a rigorous mathematical and logical
guarantees for the safety and security properties of a given IoT application??? . Though there are many restrictions in the
approach (e.g., state space explosion, high cost of maintenance, and require non-trivial learning curve), recent work in the formal
methods have improved to a practical level to address security issues both at development and run-time?®*??? . Also machine
learning has been increasingly used by both professionals and academics for various aspects in IoT** and they can be used in
combination with formal methods to provide rigorous yet scalable security guarantee for mission-critical IoT applications.

7 | CONCLUSION

The capacity and intelligence of IoT devices is wide open, like their exploitation. There is lack of standardization in the IoT market
therefore every single connection could make the network vulnerable. A standard IoT architecture still remains an open issue. In
this paper, we highlighted the security and privacy concerns in IoI' domain. We have also reviewed the general architecture of
IoT and examined the security issues at each layer in the IoT protocol stack i.e. perception layer, network layer and application
layer. The paper also addressed the major challenges in securing IoT and discussed the security services requirements in IoT.
Also, we have concisely presented an overview of existing approaches for securing the IoT systems. There’s no consensus on
the mechanism to apply security on IoT devices that are resource-constrained. The traditional network protocols and security
mechanisms in IoT should be upgraded in order to suffice security requirements of this technology. Hence, security and privacy
concerns are noteworthy part that has to be well studied before developing more advanced Internet of Things (IoT) systems.
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