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Abstract

Abstract

With the development of mobile Internet and Internet of Things (loT),
wireless network is threatened by attackers because of its open and mobile
characteristics. The spoofing attacker with faked Media Access Control (MAC)
address sends spoofing packets to obtain illegal advantages and further
perform denial-of-service attacks. Physical (PHY)-layer authentication
techniques exploit physical layer properties of wireless communications, such
as the channel responses that varies with position to detect spoofing attacks.
Although PHY-layer authentication scheme has less computation costs, the
detection accuracy has to be improved.

In this paper, a distributed authentication network based on Multiple-input
Multiple-output (MIMO) technique and multiple landmarks is proposed to
improve the authentication accuracy with sufficient user channel information.
The authentication model based on the logistic regression does not relay on
specific channel model, and has a general validity. On this basis, a centralized
authentication scheme based on Frank-Wolfe algorithm is proposed.

A distributed authentication scheme based on distributed Frank-Wolfe
(DFW) algorithm is further proposed for the distributed authentication network
to reduce the communication cost among landmarks. The experiment results
show that the proposed authentication scheme can reduce the communication
cost with high detection accuracy. For example, compared with the scheme
based on Frank-Wolfe, the proposed scheme with 8 landmarks and 8
antennas reduces the communication cost by 28.9% with 2% false alarm rate
and 0.1% miss detection rate.

With user’s identity document based on channel information, a distributed



Abstract

authentication scheme based on Distributed K-Means (DK-Means) algorithm is
proposed to reduce the dependency on the labeled training data in DFW
based authentication scheme, and further reduce the communication cost. The
experiment results show that the proposed scheme reduces the
communication cost with high spoofing detection accuracy. For example,
compared with the DFW based authentication scheme, the proposed scheme
with 8 landmarks decreases the communication cost by 51.6% with 99.9%
authentication accuracy.

Key Words: PHY-layer security; Authentication; Machine learning



Eb

H X

T - |
ADSEracCt ..o e 1]
B SR ettt a s et a e sn e nn s vV
B TEB R ettt sttt IX
BT ZE ettt senenas 1
08 B 1 — TP OSSP 1

1.2 EPIIMIFTTIRIR (oot trenesessessesessessessesse e sessesessens 2

13 FFBRPIB BN coreviereciineenstisiseessssssssssssssssssssssssssssssssssssssesssssssss 5

14 BB oot 7
E-E ETNRFIFEENIRSIANERE R e, 9
20 HEBEIAIEIETIR oo sisssssssssssssssssssssssssssssssssssssssssssssesns 9

22  ETHRFIEERNTRINEBR e 11

22.1 EETIEZRR AR ST FE M R VAER AR o 11

222 FETHESE TR 2 ST BLANER A 13

2.3 B s assaes 14
F=E ETZHEBRGEEERHERZAESR ., 15
30 BRGAERD ..o 15

32  ET Frank-Wolfe BFITCEIAIETT R covveeveeseresnsssnssssssssssssssssssnnens 17

33 ETHHRBEENTLIAET R oot 21



34 (HEEE R EMERE D s sssssssssssssssaes 28
3.5 B o 31
ENE ETEEEFINEERERAELR e 33
41 BRBEIER oottt enas 33
42 ETEEEZFINEERBRIMEFR e 35
43  HEBERBIEBE DA oo ssssssesi st ssssssnsanes 42
4.4 TEBEINVEE oo st s 46
FBHE BEERE ot sssassssses 49
5.0 BB LA R et 49
52 BIRIAERE oottt essesse st ssessesss s easesaees 50
BB IR oovvreeeeerererrenenersestneisesistessinctesestssssessssssssssssssssessssssesssseseens 53
851452 Tk me A WG] LT DN S8 ST R = 59
3 61

\



Contents

Contents
Abstract in Chinese ... eenee I
Abstract in English ... i
CoNtENtS ....cooiiiiiirrr e Vil
Common Used Notations..........cccceeeiiiiiiiiiiiiiinennennninnsccccsncecneenn IX
Chapter 1 Introduction.........ccccoveeeiiiiiiiiiiiiinisneennnniscicneieeeenen 1
1.1 Research background..............cccovvviiiiininiiiniininsiiinnecscecssnees 1
1.2 Related WOrK ... 2
1.3 ContribUtionS........coooviiiiiiiitirne 5
1.4 Organization of the thesis .......ccccccvivivvriiiiiicriiinrecee, 7

Chapter 2 Wireless Authentication Based on Machine

=T 14 o 11 o [ TP 9
2.1 Physical layer authentication techniques...........ccccoeecvvrvivunnnnnne. 9

2.2 Wireless Authentication Based on Machine Learning.............. 11

2.2.1 Authentication based on reinforcement learning...........ccc.......... 11

2.2.2 Authentication based on supervised and unsupervised

1=Y= T 1o o TP 13

2.3 SUMMATY ....ceeeeiiiiceeeeecceeessccsnneessssssneessssssnsessssssnsessssssnesssssssnsessses 14

Chapter 3 Wireless Authentication with Multiple Landmarks

Based on Channel Information.............eeeiiiiiiiiiiiinneneeninnnnnee. 15
3.1 System MOodel ... s ane e s e e 15
3.2 Wireless authentication based on Frank-Wolfe algorithm....... 17

3.3 Wireless authentication based on distributed Frank-Wolfe .... 21
VII



Contents

3.4 Simulation results and performance analysis ...........cccccceuueee. 28

3.4 SUMMANY ....cceeeeeiiicceeetecicneeessccsneesssssneesssssnsesssssnsessssssnnessssssnnassses 31

Chapter 4 PHY-layer Authentication Based on Unsupervised

Learning Algorithm........cccooiiiiiiiiiiiiiiiiiiiiiiiiin, 33

4.1 System MoOdel ...t 33

4.2 PHY-layer authentication based on unsupervised learning.... 35

4.3 Simulation results and performance analysis ............cc.cceeuu...e. 42
4.4 SUMMATY ....ceeeeeiiiiinneeeeiinneesecesneesessssssessssssstessisssiasessssssssssssssnsasssss 46
Chapter 5 Summary and Future Work............cccccevrviiinnirniscnnnen. 49
5.1 CONCIUSIONS ....ccciiieiiiiiieitincein st are s e s sane s seaes 49
5.2 FULUIE WOIK....ccoiieeiiiiiiciecinneecnn e 50
RefEr@NCES ...t ssnnese e e e s s s s s e aes 53
Publications and Research Projects ........cccccccvvviiiinnnenennninnnn. 59
Acknowledgements .........eeeiiiiiiiiiiiininnnenennininnnsssesesessesssssnns 61

VI



RS
5 7 X
M B AN
N BT ROR Z 3
J B P 4
H, BT Am ERIEA EERER
H, ARG M RSGEEE RN E
Y; Kot A, PIAUE S, R
B, UNTIR e i
p UNIRELE S
g ROFER
b, RGINIRE
G pice P Alice £ 13 SRS
ATR PR 2
AFR T EPNUERT IR 3







Degree papers are in the “Xiamen University Electronic Theses and Dissertations Database”. Full
texts are available in the following ways:

1. If your library is a CALIS member libraries, please log on http://etd.calis.edu.cn/ and submit
requests online, or consult the interlibrary loan department in your library.

2. For users of non-CALIS member libraries, please mail to etd@xmu.edu.cn for delivery details.



http://etd.xmu.edu.cn/
http://etd.calis.edu.cn/
mailto:etd@xmu.edu.cn

